Web Usage Behavior Pattern Analysis
and Recommender System

Farhana Seemi
2013-NUST-MS-IT-730

Supervisor

Dr. Hamid Mukhtar
Department of Computing

Masters of Science in Information Technology (MS IT)
In
School of Electrical Engineering and Computer Science,
National University of Sciences and Technology (NUST),
Islamabad, Pakistan.

(December 2015)



Acknowledgment

First and foremost praises be to Allah, the Praise be to ALLAH Almighty for He bestowed
upon us intelligence, gave us the mental strength to demystify the secrets of the universe,
conferred to us the will and the strength to explore and the power to aim for and achieve our

goals.

I would like to express my deep and sincere gratitude to my supervisor, Dr. Hamid Mukhtar
for all his kind help, guidance, suggestions and support throughout this project. His wide
knowledge and his logical way of thinking have been of great value for me. His

understanding, encouraging and personal guidance have provided a good basis for my thesis.

Besides my advisor, | would like to thank my thesis committee members for their insightful
comments and encouragement, but also for the hard question which incented me to widen my

research from various perspectives.

Last but not the least, I would like to thank my family: my parents and to my brothers and

sister for supporting me spiritually throughout writing this thesis and my life in general.



Abstract

Almost anything we do online leaves traces of our activities on the Internet. These footprints
offer an opportunity to study various aspects of human behavior. Aim of this research is to
analyze web usage behavior patterns to promote self-awareness that helps bring positive
changes in individual’s performance. Time spent at browsing particular web page is a key
metric to estimate the website usage. In this thesis, we describe the framework that first
collects and processes the data including quantitative data such as time spent, number of
visits and qualitative data i.e. web site category. Second, we describe the web usage behavior
modeling to extract valuable and interesting temporal and categorical patterns regarding user
interests, peak browsing time of day, most visited websites, related websites groups
according to website categories, frequent tab switching, and session’s statistics i.e. number of
sessions per day, number of tabs per session etc. To discover the valuable behavior patterns
from the individual’s browsing data, different web usage mining techniques have been used
including statistical analysis, associative rule mining and clustering. Finally, we demonstrate
interactive visualizations for the analysis and monitoring of web browsing behavior patterns
with the goal of providing the individual with detailed understanding of behavior, provide
recommendations and present the social comparison framework to promote competition and
motivation among individuals that can bring out the ambition and push one that’s good for
person’s personal and professional growth. The experimental results demonstrate interesting
correlations of web categories usage with different times of the day, project deadlines and
user productivity. Questionnaire is drawn to evaluate the proposed system ‘BBA’. According
to survey results, 90% of users found ‘BBA’ very effective that made them conscious and

aware of their web usage behavior.
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Chapter 1

Introduction

Quantified self-movement! incorporates digital technology to acquire data on various aspects
of an individual’s life with an aim to improve self-awareness and human performance. People
want to be self-aware and self-knowledgeable in order to improve their performance and
outcomes. Today, technology logs almost everything we do with the aim to measure all
aspects of our daily lives. While using digital services, individuals leave behind traces of their
activities that offer an opportunity to gain insights about themselves, their interests and their

behavior.

People can become more self-aware by comparing themselves to others in their social circle
to evaluate their performance, strengths and weaknesses as well as their position in society.
Social Comparison will motivate a person to try harder and to perform at higher level. Based
on many psychological studies, humans gain motivation through comparison with others.
Corcoran, K., Crusius, J. and Mussweiler [10] have defined social comparison as a ubiquitous
process which influences how people evaluate themselves, what they are motivated to do, and
how they behave. Chen, P. & Garcia [14] provide the perspective that social comparisons can
drive competition among users and also show how social comparison correlates with
competition. According to the study [18], Individuals may seek self enhancement and

improve their self-esteem by comparing themselves.

Web usage mining is the major research area in data mining that facilitates to predict the
individuals browsing behaviors and infer their interests by analyzing the behavior patterns. It
consists of three phases such as preprocessing, pattern discovery and pattern analysis. Pattern
discovery includes following techniques to extract the pattern i.e. statistical analysis,
sequential pattern mining, path analysis, association rule mining, classification, and clustering
[13]. To quickly understand and analyze the behavior patterns, there are a large number of
information visualization techniques that have been developed over the last few years that

can deal with wide range of data [12].

! http://quantifiedself.com/



Online recommendation and prediction is one of the web usage mining applications.
Recommendations help users to quickly find the information they want or find interesting.
Recommendations are dynamically determined either based on manually specified rules or
automatically determined by different recommendation algorithms. Collaborative filtering is
one of the most successful and widely implemented recommendation technologies [25]. It
predicts the potential interests of an individual by taking into account the opinions of users in

his social circle with similar taste.

This chapter gives the basic idea of the concepts involved in this research. It also presents the
background and motivation for this study. Moreover, it provides the hypothesis, gives an idea
of expected results, and methodology to get and evaluate the results. Finally, it presents the

structure of this thesis document.

1.1 Problem Context

Life has become so much fast and busy these days that even we don’t have time to pay
attention to our true selves. Disease of being busy is spiritually destructive to our health and
wellbeing leading us towards stress, depression and anxiety. Many people waste time on
activities that keeps them busy but not productive. They spend most of their time of day in
surfing web without even noticing that how much time they have wasted and how badly their
wrong behavior can affect their performance and productivity. According to the research in
2014 [33], internet is capturing more and more of our time each day. Daily average of web
usage has increased to 6.15 hours and time spent on social networking is also growing day by

day.

In order to monitor how individuals actually spend their time online whether productive or
not, there is need for an automated time management application that can track their each and
every online activity and help them in discovering their good and bad behavior so that they
can make changes when necessary. These self-tracking applications bring self-awareness
among individuals, help in making valuable decisions, improve their judgment and bring

positive changes in their behavior and life.

1.2 Problem Statement

Cheaper availability of internet has made an incredible increase in the web usage. Almost

everyone has access to the internet. Now it becomes easy to facilitate individuals with self-



reflection through feedback on regular basis to let them be aware about their behaviors. Aim
of our research is to promote awareness to individuals about their behavior that help them

manage their time spent on internet more efficiently.

“To analyze web usage behavior patterns using interactive visualization techniques to

’s

promote self-reflection and provide recommendations on the basis of individual
comparison among people in his social circle that can help bring changes in the

individual’s behavior.”

1.3 Objectives and Scope

Following are the objectives of this thesis:

1. Development of framework for gathering and processing of web usage data.

2. Web usage Behavior modeling for the extraction of interesting temporal and

categorical patterns.

3. Development and demonstration of interactive visualizations to analyze and monitor
the extracted patterns.
4. Development of framework that allows individuals to compare their temporal and
categorical web usage statistics among friends and colleagues.
5. Propose recommendations on the basis of individual’s personality, interests and
similarity among social circle.
Scope of our thesis is to promote self-reflection by providing individual the deeper insight
about their web usage behavior via interactive visualization techniques. To achieve this goal,
a browser extension has been implemented. Initially testing and evaluation of this extension

has been done at the smaller scale. In future, we intend to evaluate it at large scale.

1.4 Proposed Framework

In this thesis, we propose the framework that collects and process web usage data, extract
interesting behavior patterns from formulated data, demonstrate interactive visualizations to
better analyze the extracted patterns and allow individuals to compare themselves among
their social circle. Initially, qualitative and quantitative web usage data features are identified
such as dwell time, number of hits, category, idle time and time of occurrence. Browser add-
on log these data features on the trigger of different browser events such as creating of the
tab/window, updating the tab/window, closing tab/window, status of window changes etc.

Add-on transfers the web usage data when previous browsing activity date doesn’t match



with the current one. Tabs switching behavior data is also logged and transferred to server
after some predefined interval during the session in case if session time span exceeds the

defined limit.

Behavior patterns are extracted from the logged data including user interests, frequent
categories, user’s personality traits, and peak browsing time via web usage mining
techniques. To analyze and monitor these patterns, interactive visualizations are developed
that facilitates the individual with the deep understanding of behavior. This framework allows
individual to add people in their social circle and compare their categorical and temporal
behavior trends and statistics among them. It also provides recommendations on the basis of

individual’s personality and interest comparison among his social circle.

1.5 Contribution

Following are the contributions of this thesis:

1.5.1 Browser Extension

Browser Extension (BBA) has been developed that runs in background and track each and
every browsing activity of an individual. This extension also provides web interface where
individual’s daily activities can be visualized. Individual can see his detailed daily, weekly
and monthly usage statistics and significant behavior patterns in the form of interactive
visualization charts. Usage comparison among friends and mobile activities usage can also be

visualized here in this extension.

1.5.2 Data Set

Data set has been created having web usage behavior data of 18 users. Web usage data
includes information such as url, time spent, number of visits, category, time stamp, session,

tab, switchTo_tab, transition type, computer usage, idle time and browser usage.

1.6 Structure of the thesis

In Chapter 2 we will discuss related work done so for. In chapter 3 we will discuss the
methodology, system architecture and brief introduction of its sub-modules. In chapter 4, we
will discuss about the features of chrome extension BBA. Chapter 5 gives detail discussion
regarding the experiments and results of experiments. Lastly, chapter 6 gives final

conclusions and future works can be done.



Chapter 2

Literature Survey

2.1 Related Work

DOBBS [5] uses a browser add-on that allows researchers to log browsing behavior of online
users, capture relevant different window, session and browser events in anonymous and
privacy-preserving manner and send those events to the server. In Dobbs, event is the unit of
information. This paper describes all the logged events including window events, session
events and browsing events. Window events includes events e.g. the opening and closing of a
browser window or tabs and changing in the state of browser window. Session events include
all the events that occur during the time frame. Browsing events comprise the events that are
associated with navigating between web pages e.g., how a user switched between different
open tabs. This paper has also presented results using visualizations to provide deeper insight
in understanding behavior. DOBBS is an open and unsupervised environment. Once a user
has installed the add-on, there is no interference from any controlling entity. Users can
consciously manipulate the resulting logging data by behaving in a specific manner, e.g., by
always leaving the same web page open when leaving the desk for a longer time. Motivating
user to participate is very challenging here because users do not directly get benefit from the

add-on; it provides no added value to them.

Passive browsing is the time of idleness or inactivity during a user’s browsing sessions.
Parallel browsing is opening of multiple tabs within one browser window and switching
among them. Christian von der Weth and Manfred Hauswirth [3] have analyzed in their study
the impact of parallel and passive browsing on the calculation of user’s time spent at web
page and introduced the new metrics, focused ratio and activity ratio, to quantify the
popularity of websites that how engaging and interesting a website is. Sharad Goel, Jake M.
Hofman, and M. Irmak Sirer [8] investigated different patterns of internet usage across user
demographic including sex, race, education, and income with respect to the five most visited
website categories i.e. social media, e-mail, games, portals and search as shown in figure 2.1.
This study also has shown that different demographic attributes can be inferred using



browsing histories to facilitate personalization of content. Demographic groups spend the

most of their time on the same popular activities (e.g., social media and e-mail).
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Figure 2.1 Internet usage patterns across different demographic attributes [8]

Ravi Kumar and A. Tomkins [11] provide taxonomy of page views consisting of categories

content, communication and search as shown in figure 2.2 (a). They have presented a

quantitative analysis of the mechanics of online behavior. Figure 2.2 (b) gives the distribution

over the gaps between sessions of the same user, 70% of sessions start within twelve hours of

the previous session, and only 13% of sessions occurs after a gap of a day or more. They

described measures to find popular websites. They categorize the inter-arrival time between

page views within a session. They studied that how users navigate between pages and

examined link path within and across different types of page.

Main category

Sub-category

Fraction

(GAMES

MurTIMEDIA
CONTENT PorTaL 5.4
HEAD LISTINGS 3.4
NEws 3.4
OTHER VERTICAL 28.1
Total | 52.0
SOCIAL 24.3
CoMMUNICATION | Mamw 9.4
Fonrum 1.4
BrLoo 0.4
Total | 35.5
MAN SEARCH 6.2
SEARCH MULTIMEDIA SEARCH 1.4
ITEM SEARCH 1.4
Total [ 9.0
UNKENOWN Total | 3.4

Figure 2.2 (a) Page views broken by page type [11]
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Figure 2.2 (b) Gap between sessions of the same user [11]



Web Usage Mining is the major research area in data mining that facilitates to predict the
individuals browsing behaviors and infer their interests by analyzing the behavior patterns. It
consists of three phases such as preprocessing, pattern discovery and pattern analysis. Pattern
discovery includes following techniques to extract the pattern i.e. statistical analysis,
sequential pattern mining, path analysis, association rule mining, classification, and clustering
[13]. Different web usage mining techniques has been discussed in paper [1] that can be used
to extract patterns from Web log files. Discovered patterns will be used for pattern analysis
that helps in understanding the user behaviors. According to [2], Density based clustering
algorithm has been used to discover navigation patterns. K Nearest Neighbor with inverted

index has been suggested for efficient prediction.

Khovanskaya et al. [27] have presented an interface that display personal web browsing data
and reveal different strategies that deliberately display sensitive, purposeful malfunction
summaries in unconventional ways to raise self-awareness about data mining. They have
defined a cut as subset of collected data and visualize those cuts using a variety of
visualizations. They developed visualizations using different approaches to present the data
from a cut because visualization that covers an interesting routine in one cut may lack detail
needed to get value from another cut. Different cuts other than temporal that can also be used
identify meaningful findings in data have been discussed in paper [4]. Life Flow [9] is a
visualization tool that can easily analyze the log file full with diverse user activities. It
provides support to analyze event sequences. It sorts the sequences by frequency and reveals
the dominant activities. It also aligns the activities before and after selected event that help to

see the frequent activities before and after the events.

Social interaction plays an important role in behavioral model. Behavior of a person is
determined and controlled significantly by others around [17]. Mukhtar et al. [7] have
proposed a framework that enables social interactions between the patients, doctors, and other
users in their online social community through a web portal as well as through their smart

phones. Figure 2.3 shows the various components of the framework.
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Figure 2.3 Framework for Intelligent Healthcare Self-Management [7]
Kosinski et al. [6] shows that there is a psychologically meaningful relationship between
personality, website and website categories. According to this paper, extroverted users’
frequent websites related to Music and Social, while Introverts prefer websites related to
Comics, Literature, and Movies. Similarly, creative and liberal are attracted to blog, media,
culture, astrology, eBooks and fine arts. Below is the table that shows the relationship

between personality, web sites and website categories
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Table 2.1 Websites and website categories with highest and lowest mean personality levels [6]
Jafari et al. [1] have presented web usage mining techniques for designing web recommender
system. Problems and challenges in deploying recommender systems and solutions which
address these problems have been proposed. Teng-Sheng Moh and Neha Sushil Saxena [23]
have proposed a system that uses information from web usage mining, web semantics and the
time spent on web pages to improve user recommendations. R Suguna and D Sharmila [24]
have used Collaborative filtering approach, association rule mining and Markov model to

recommend the web pages to the user. Chughtai et al. [21] have proposed a novel goal-based



filtering approach for recommender systems. k-nearestneighbor, collaborative filtering and
content-based filtering techniques have been combined in this hybrid approach to increase
the relevant recommendation accuracy and decrease the new-user profile (cold-start) issue.
This goal based approach compare personalized profile preferences and gets the similarities
between users. Rong Hu and Pearl Pu [22] presented a framework that incorporated users’
personality information into the collaborative filtering framework to address the cold-start

problem.

2.2 Related Browser Extensions

Different Chrome extensions are available that provide statistics regarding individual’s time
spent on browsing. Time stat [30] shows daily and monthly web usage statistics to the user.
Rescue Time [31] provides detailed reports about the time spent on different applications,
websites and categories. It allows users to set their daily goals to get them aware how

productive they are.

2.2.1 Rescue Time
RescueTime makes people aware about their daily habits so they can focus and be more

productive. Below figure shows the information that Rescue Time displays such as time spent,

productivity score and category information.

Hacker News

€ C'  (© news.ycombinator.org Q Ei‘L;j e
E:_EI-:I RescueTime See more stats | Settings
32, All Time Today

O, d H
5h 14m 79% productive
v
EEm— 00000000

That's less than your daily average. You're usually around 63% productive.

news.ycombinator.org News/Opinion

You've spent 14m 43s here today. 21m 8s today.

39.
Today I'm 25% more productive than usual, according to @RescueTime. SHARE: u

A T L T T T R s
42. » The missing switch: High-performance monolithic graphene transistors created (extremetech.com)

Figure 2.4 Chrome Extension —Rescue Time

Following are the features of RescueTime

1. Block out the distracting websites.



Show alerts to the user about the productive and distracting time.
Keep track if user away from the computer

Log daily accomplishments.

a > DN

Display visualization related to daily usage

There are some drawbacks of rescue time that have been mentioned in the study [29].
According to the study, Reason behind the failure of rescue time is insufficiency of data
collection. Comprehensive data collection is required to accurately measure qualitative
data. RescueTime uses only one dimension to analyze productivity. Productivity with

single dimension will lead to inaccuracy [29].

2.2.2 TimeStats
TimeStats [30] log the website stats and show to the individual daily and monthly statistics,

most visited domains, busiest day and categories.

——

Today's statistics

Yesterday's statistics
Last 7 days' statistics
All time statistics

:
i

| & timeStats '

Alerts

Detailed statistics

Reports

Backup/Sync your data

Figure 2.5 Chrome Extension - Time Stats

Accuracy in time spent calculation must be assured. Time Stats doesn’t show accurate results
as sometimes it happens that time spent at other applications on computer gets added to the
browser usage. This occurs in case when browser window is maximized but not active and

user is busy using other applications on computer.

A great deal of work has been done in web usage mining. Different browser add-ons are

available that keep track of user browsing activities and provides daily reports regarding
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usage statistics but motivating user to use these add-ons on regular basis is still a challenge.
People will definitely stop using add-on in case of inaccurate and wrong results. There are
following limitations we have found out in existing applications that irritate user i.e. lot of
user intervention in an application, blocking websites, inaccuracy and wrong productivity
report. Aim of our thesis is to motivate user towards self awareness and provide them
comprehensive analysis and recommendation of their browsing activities and usage statistics
using interactive visualization techniques. Social comparisons are also provided to motivate
users and drive competition among them. Zhang et al. [28] suggest that a system for sharing

some aspects of web activity publicly may be interesting and viable to users.
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Chapter 3

Methodology

This chapter gives an overview of dataset, chrome extension and web data mining techniques.
The first section explains the dataset that was utilized to extract the patterns. Collection of
data attributes has been identified initially that is related to user web behavior and activities.
Collected data has been stored in our personalize database. The section 3.2 gives the brief
description of the chrome extension. Pattern extraction and visualization techniques have

been described in section 3.3.

3.1 Feature Modeling

Browsing data history is maintained by all browsers that provide information that how often
user requested a page but unable to capture how long the user stayed on the page. Our
proposed system doesn’t use the browser history logs. Its data collection module efficiently
runs in the background of browser and autonomously captures a wide range of browsing
information. To infer user’s context and behavior, behavioral data features such as websites

usage, computer usage, sessions, and tabs switching data have been identified and collected.

Features = {sessions,tabs,browser states,websites usage}
Sessions and tabs data can infer the user’s behavior regarding how often user switch the tab,
how long the session is and how many tabs created in a session etc. Attributes for sessions
and tabs are mentioned below,
Sessions = {session;y, start time,end time}

Tabs

= {tab;q,window;4, session;q,creation time, close time, transition type,switchTo,.p;q}

Websites usage data helps in analyzing user behavior that how much time user spent at a
particular website, how often user clicks that website, what is the peak browsing time of the

user. It infers user interests and mental well-being.
Websites Usage = {url,timespent,date, time}
Browser window states are mentioned below.

Browser window states = {idle,focus,not focus,lock}
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Where ‘focus’ state represents that browser window is maximized, active and on top of other desktop

windows. ‘Idle” shows inactive time. ‘Lock’ is the state when computer locks down or on standby.
Idle time of browser is calculated when the browser window is not focused or if window is
focused but idle or locked.

Browser Idle time = time;,; focused + tiMefocused & idie T tiMEfocused & locked
Computer usage is how long user stays at computer while browser is running. Computer idle
time is calculated by adding the time how long the computer stay standby, locked or idle.

Computer Idle time = timegqnqpy + time;qye + timejoceq

These features can infer different behavior dimensions of a user as described in Table 3.1.

Features Attributes Behavior

Sessions id, start time, end time Session Time Span, Sessions per
day

Tabs id,window_id, session_id, creation time, No of clicks, time spent, tab

close time, transition type,switchTo_tabid  switching time, tabs per session

Websites usage | url, timespent, date, time User interests at particular website
category at particular time of the
day

Browser states idle, focus, not focus, lock Browser idle time, Computer usage

Table 3.1 Attributes of web browsing data that help in inferring behavior

3.2 Developing Chrome Extension

Aim of our proposed system is to promote self-awareness among individuals about their
browsing behavior trends by providing web usage statistical visualizations. To achieve this
goal, browser add-on has been implemented that logs the data, send the data to the server,
display different browsing statistical charts, provide behavior comparisons among

individual’s social circle and propose the recommendations.

Chrome Extension can modify and enhance the functionality of chrome browser. It contains
persistent background page that holds the main logic and runs silently in the background
when browser is running. Data collection and data transfer logic has been implemented in this
background page. Extensions can also contain other HTML pages that display the extension's
Ul. BBA user interface contains the web pages that display the user different browsing

behavior trends.
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3.3 Web Usage Mining

Web usage mining is the data mining technique to discover web usage behavior patterns from
web data. Figure 3.1 shows the process of web usage mining. It comprises of three phases,
l.e. preprocessing, pattern discovery, and pattern analysis [13]. Focus of this thesis is on
pattern discovery and analysis techniques. There is variety of pattern discovery techniques
including associative rule mining, sequential pattern mining, classification, and clustering,
that discover the correlations among Web pages, sequential patterns over time intervals and

clustering the users according to their access patterns.

Visual data mining techniques have proven to be of high value in exploratory data analysis
[12]. There are large numbers of visualization techniques that have been developed to explore
the meaningful information from the large datasets. Goal of visual data mining is to represent
as many data as possible in one plot. Visualization allows the user to mine and gain insight

into the data and come up with new mining recommendations.

Pattern discovery techniques and visual data mining techniques have been discussed in next
subsections 3.4 and 3.5.

Web Data Mining

A 4

Pattern @

Collected
Data " Preprocessed data ] ™ Rules, Patterns, statistics ] *| Interesting Patterns ]

A 4

—{ Statistical Analysis [ Visualizations ]
—»[ Associative Rule Mining
—»[ Clustering

Figure 3.1 Web usage mining process

Preprocessing Pattern Analysis
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3.4 Pattern Discovery Techniques

Statistical Analysis is the science of collecting exploring and presenting data to discover
underlying patterns and trends. Statistical techniques are most common to extract pattern
from the web usage data. Different kind of descriptive statistical analysis e.g. frequency,
count, min, mean, max, median, mode etc. can be performed on the data attributes like page
views, time spent at particular page, frequently accessed pages, tabs switching time, number

of sessions per day, session time span ,number of tabs per session etc.

Associative Rule is used to find out the frequent items which are used together. Association

or correlation rules are measured by its support, confidence and correlation.

Association rule is the correlation between the two item sets of the form A— B where web

site/ web category is referred as an item.

Support measures how frequently all items in the item set occur together in the set of sessions
in data set that contain AUB. Data set is a set of sessions containing all websites/website-
categories browsed by a user during a browser session. Browser session is a continuous
period of user activity in the browser. It breaks as the browser gets inactive for a period of

time.

Confidence is percentage of sessions in dataset containing A that also contain B.
Confidence (A - B) = P(B|A) = support(AU B)/support(A)

Lift is a correlation measure and can be computed as
Lift(A,B) = P(AU B) = P(AU B)/P(A)P(B)

Mining, association rules are used to find associations among web pages and web categories
that frequently appear together in users’ sessions. Apriori algorithm is the most classical

algorithm for mining frequent item sets.

Clustering is a technigue that groups together the items having similar characteristics. Web
usage clusters can be discovered by grouping the users having similar browsing trends. K-
means [16] is a well-known algorithm that efficiently clusters large data sets. It works well on
numeric data but cannot cluster categorical data. To calculate dissimilarity between two

objects, Euclidian distance formula has been used.
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Cost function of K-means is mentioned below
k n
. 2
CU) = argmmz Z(" Xj—; II)
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Where ‘||x;- Wi’ is the Euclidean distance between x; and |, ‘n’ is the number of data points
in i cluster. k’ is the number of cluster centers.

Clustering technique (K-means) is used to find the similarity among users on the basis of
different web category usage. It helps to measures the comparison on the basis of web usage

for each user at different time of the day.
3.5 Visual Data Mining Techniques

Information visualization and visual data mining can help to deal with the flood of
information [12]. Presenting data in an interactive, graphical form often bring new insights
and provide deeper domain knowledge. There are three steps that visual data exploration
follows such as Owverview, zoom and filter, and then details-on-demand. Visual data
exploration can easily deal with highly noisy and non-homogeneous data. No understanding

of complex mathematical or statistical algorithms or parameters is required.

Data to ba Visualized

1. one-dimensional

L

2. two-dimensicnal

Visualization Technique

3. multi-dimensionl 1 Stacked Display

4. textweb = Densa Pixel Display

lconic Display

5. hiegrarchies/graphs 1
rehies/grap Geomaltrcally Transformed Display

&. algorithm/software Standared 20/3D Display

Standard me&ﬁtinn Fil1éring Zoom Dislortion Link&Brush
Interaction Technigue

Figure 3.2 Classification of Information Visualization Techniques [12]

16



Figure 3.2 shows the three dimensions such as datatype to be visualized, visualization
technique and interaction technique. Any of the visualization techniques can be used with any
of the interaction technique [19]. The visualization technique used may be classified as
standard 2D/3D displays, such as bar charts, x-y plots, heat map, parallel coordinates[20],
icon-based displays, circle segments, chord diagrams, stacked displays, such as tree maps.

e Parallel coordinates techniques allow exploring and analyzing the multidimensional
data. Each data item is presented as a polygonal line which intersects each axes at the
point equal to the value in that dimension. It maps the k-dimensional space onto the
two display dimensions by using k equidistant axes which are parallel to one of the
display axes.

e Sunburst technique is used to visualize hierarchical data represented by concentric
circles. The circle in the center represents the root node, with the hierarchy moving
outward from the center.

e Scatter Bubble chart shows the relationship between three different variables in one
plot. An additional dimension of the data is represented in the size of the bubbles.

e Radar Chart is a two dimensional chart that displays multivariate data over multiple
quantitative variables represented on axes starting from the same point.

e Chord diagram shows the connection among different entities. The chords between
the arcs visualize the switching behavior of the respondents between entities in both
directions.

e Heat map is a two-dimensional representation of data in tabular format with user
defined color ranges e.g. low, high and average. It provides an immediate visual
summary of information.

e Stacked Bar Chart Bar charts are used to show two dimensional data and can be
used for more complex comparisons of data with the stacked bar charts. Stacked bar

chart stacks bar that represent different group on top of each other.

e Interaction and Distortion Techniques allow the user to dynamically change the
visualization according to exploration objectives and provide the data with low level
details while preserving the high level details for example interactive zooming present

more details on higher zoom levels.
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Chapter 4
Browsing Behavior Analysis (BBA)

Browsing behavior analysis (BBA) is a chrome extension that collects and displays the
browsing data, sends it to the server where individual’s web browsing and mobile activities
data from different devices get integrated to display the aggregate web and mobile usage
statistics, allow individuals to add people in their social circle, determine and display the web
usage comparison among the social circle, group the similar users on the basis of categorical

web usage and provide recommendations to them.

4.1 Design Requirements
BBA addresses the following questions and provide the detailed information about:

e How muchtime user spends on computer and browser?

e How long user remains idle?

e How long user stays on a particular web page or category?

e What are the browsing peak time, top website and top category of the day/month?

e How often user switch between the tabs?

e How many tabs user open during a session?

e How many sessions user open during a day?

e How long users stay ona session?

e How one navigates between pages (e.g. by clicking on hyperlinks, typing url ,
reloading page etc)

e How many people user interact with via SMS and Calls?

e How user behavior differs from others in his social circle (calculate on the basis of
categories and peak time)?

e Which group and cluster user lie in?

e What are the interests and personality of users who are similar to you?
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4.2 System Architecture

Figure 4.1 shows how this system works. Data is logged on the trigger of different browser
events such as creating of the tab/window, updating the tab/window, closing tab/window,
status of window changes etc. Collected behavioral data with individual’s identity
information i.e. email id and device name is transferred to the server automatically. Add-ons
stores the data on local storage for a whole day and send set of data as a bulk to the server as
the browser gets active first time during the day. Behavioral data is further processed to
extract significant behavior patterns such as browsing peak time, peak hour, top categories,
top websites, user interests, frequent tab switching, number of sessions per day etc. These
behavior patterns are then presented to the individual through interactive visualizations.
Individual’s friends’ browsing data is retrieved from the server and display to him at client

end where individual can compare his performance among his social circle.

Client WebServer
seregated Data Application Layer
| S HTTP
Performance Recommendations | [ ™ DHP Scri
. e cripts
Clustering = comparison
Logging I_' Visualizations Application Layer
|—. Y
Pattern Extraction
F

e —- i
Local Storage E

Data Layer Data Layer

Figure 4.1 System Architecture of BBA

System Architecture has five modules. Brief descriptions of modules are described below.
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Recommendations

Figure 4.2 Modules of Proposed Framework
Browsing data collection and integration is described in section 4.3. Section 4.4 explains how

behavior patterns are extracted. Visualizations have been demonstrated in section 4.5 and

social comparison is presented in section 4.6.

4.3 Browsing Data Collection and Integration

Data logging process of BBA is described in the below section.

4.3.1 Data Logging

Behavioral data is logged as the browsing events trigger. Browsing events include, e.qg.,
creating/updating/closing of tabs and changing of window states i.e. idle, not focused,
focused, open, close. Behavioral data comprises of websites usage, sessions, tabs details and
computer usage. Dwell time of each page visit is calculated on the basis of consecutive page

visits with in the session. Last page dwell time is calculated at the start of the next session.

Algorithm4.1(a) : Data Logging - Activity Calculation at Browser Events

chrome.tabs.onActivated.addListener(function tab

{

if (tab.active)
Calculate_ DwellTime (tab);

ok
chrome.tabs.onUpdated.addListener(function(tabld, changelnfo,tab) {

if (changelnfo.status =='complete’ && tab.active) {
Calculate_DwellTime (tab);

Algorithm 4.1 (a) Data Logging-Activity calculation at browser events
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Algorithm 4.1(b): Data Logging- Dwell Time Calculation

Calculate_ Dwell Time (tab)
timespent=currenttime -previoustime;
idletime=idletime_focused+idletime_notfocused+lockedduration;
timespent=timespent-idletime;
for each (webusage_data ) do begin
urle webusage_data [i].url;
if(url==previous_selected url)
webusage_data [i].timespent=timespent;
webusage_data[i].lastvisit= previous_visit_time;
found=1;
break; end;
if(found==0) begin
data={};
data[“url” J=previous_url;
data[“timespent”]=timespent;
data[“lastvisit”]=previous_visit_time;
webusage_data.push(data); end;
if(dateMatch) begin
daily_total_timespent=daily_total_timespent + timespent;
if(lhourMatch)
UpdateDailyhours_timespent(daily _hour_timespent);
else
daily_hour_timespent=daily_hour_timespent+timespent;
else
webusage_data «UpdateTimeSpent_day(daily_total timespent);

TransferData(webusage_data , email); end

previous_visit_time=currenttime;
previous_selected_url=getsubdomain (tab.url);

idletime_focused=0;idletime_notfocused=0;lockedduration=0;

Algorithm 4.1 (b) Data Logging- Dwell time calculation
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Algorithm 4.1(c): Data Logging - Idle Time Calculation

updateCounterinterval=1000* 60;

idletime_focused=0;

lockeddur=0;

idletime_notfocused=0;
chrome.idle.onStateChanged.addListener(checkldleTime);
window.setInterval(updateCounter, updateCounterinterval);

checkldle Time(newState)

if (newState="idle")
status=idle;
if (newState=="locked’)
status=locked,;
update Counter()
if(status==idle)
idletime_focused=idletime_focused+1;
if(status==locked)
lockeddur= Lockeddur+1;
if('window.focused)

idletime_notfocused=idletime_notfocused+1;

Algorithm 4.1 (c) Data Logging- Idle time calculation

4.3.2 Data Transfer
Logged data is sent via HTTP POST requests to PHP scripts residing on the BBA backend

server. These PHP scripts insert the data into database. Web pages daily usage data is
transferred when the browser window get active and last transfer date doesn’t matc h with the
current date. Extension continuously checks data transfer status after each 2 hours and in case
of failure, data is resent again. Tabs switching data is transferred to server at the startup of
next session but if session lasts for more than 2 hours, data is sent during the session to avoid

any failure that can occur in sending large amount of data.

4.3.3 Data Integration
At the server end, data sent from different devices such as laptops, desktops, iPad, etc

(machines where chrome extension is installed) get integrated on the basis of user’s email.
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4.4 Behavior Extraction

4.4.1 Pattern Discovery Algorithms

Algorithms we have used to extract behavior patterns are the following. Algorithm 4.2 extracts the
web category on which user spent most of his time during the day.

Algorithm 4.2: Top Category of the day

Calculate TimeS pent_category(): Calculate time spent for all websites categories browsed in last 30
days.

GetTopCategory(date): returns the category on which user spent his maximum time.

webusage data: Web sites browsed (based on last month data)

daily_usage: Time spent at different dates of the month.

times pent: time spent at particular date for particular web site

hm_catg: hashmap, save time spent in hashmap to quickly access the time spent at particular date and
category.

Categories=websites categories saved in db.

Calculate TimeS pent_category()
for each (webusage_data) do begin
category «GetCategory(webusage_data.url);
daily_usage « webusage_data. daily_usage;
for each(daily_usage) do begin
timespent « daily_usage.timespent;
date « daily_usage.date;
hm_catg[date][category]=hm_catg[date][category]+timespent; end; end;
GetTopCategory(date)
for each (categories) do begin
category «—categories.category;
timespent_category[category]=category;
timespent_category[timespent]= hm_catg[date][ category];end;

return Max(timespent_category);

Algorithm 4.2 Top Category of the Day
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Algorithm 4.3 finds the peak epoch of the day on which user spent his maximum browsing time.

Algorithm 4.3: Calculate peak time of day
Calculate TimeS pent_timeofDay(): Calculate time spent at different time of day for all websites browsed in last
30 days.
Getpeaktime (date):returns the time on which user spent his maximum browsing time.
webusage data: Web sites browsed (based on last month data).
dailyhours_timespent: Time spent at different hours of the day.
hour: hour of the day when particular website is browsed.
times pent: time spent at particular hour for particu lar web site.
hm: hashmap, save time spent in hashmap to quickly access the time spent at particular date and time.
Times_of _day={ Early Morning, Morning, afternoon, evening, night, midnight }
Calcul ate TimeS pent_timeofDay()
foreach (webusage_data) do begin
dailyhours_timespent— webusage_data. dailyhours_timespent
foreach (dailyhours_timespent) do begin
timespent—dailyhours_timespent.timespent;
hour« dailyhours_timespent.hour;
date < dailyhours_timespent.date;
if (hour >5 && hour <9)
hm[date]["EarlyMorning"]=hm[date]["EarlyMorning"]+timespent;
else if (hour >8 && hour < 12)
hm[date]["Morning"] = hm[date][*Morning"] + timespent;
else if (hour >11 && hour <17)
hm[date]["AfterNoon"] = hm[date]["AfterNoon"] + timespent;
else if (hour > 16 && hour <21)
hm[date]["Evening"] = hm[date][" Evening™] + timespent;
else if (hour >20 && hour <= 23)
hm[date]["Night"] = hm[date]["Night"] + timespent;
else if(hour >=0 & & hour <=5)
hm[date]["MidNight"] = hm[date]["Mid Night"] + timespent; end; end;

GetPeak Time(date)
foreach (times_of day) do begin
timespent_timeofday[times_of day]=times_of day;
timespent_timeofday[timespent]= hm[date][ times_of day];end;

return Max(timespent_timeofday);

Algorithm 4.3 Peak time of the day
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Apriorialgorithm is an algorithm for mining frequent itemsets for boolean association rules.

Algorithm 4.4 : Apriori Algorithm

return k LK;

Ck: Candidate itemset of size k

Lk : frequent itemset of size k

L1 = {frequent items};
for (k = 1; Lk '=&; k++) do begin
Ck+1 = candidates generated from LKk;

for each transaction t in database do

Lk+1 = candidates in Ck+1 with min_support end

increment the count of all candidates in Ck+1 that are contained in t

Algorithm 4.4 Apriori Algorithm

4.4.2 \WeDbsites Categorization
Web URLs are grouped into various categories, such as social networking, research and

development, news media, career and education etc. Some of the important web categories,

sub categories are mentioned in Table 4.1. Website categorization API [34] has been used to

automatically retrieve category and subcategory for the particular web site via HTTP request.

Art and Entertainment | Research and Development Career and Education Searching and
Sharing

TV and Video , Movies Support Jobs and Employment | Search Engine

Photography , Shopping Development Universities/Colleges File Sharing

Food & Drink , Travel Forums Education

Games, Sports, Health

youtube.com, dailymotion.com
playitpk ,  www.imdb.com
flickr.com,  photobucket.com
pizzahut.com,hangcheng.com

bbcgoodfood.com
amazon.com,aliexpress.com

candycrushsaga.com
emirates.com
psychologytoday.com,
fifa.com espncricinfo.com

code.shutterstock.com
stackoverflow.com

developer.android.com
www.w3schools.com
www.codeproject.com
androidcodeexamples.blogspot.com,
play.google.com

naukri.com , rozee.pk
wWww.mit.edu
www.nust.edu.pk
www.stanford.edu
www.academia.edu
www.code.org
wWww.turnitin.com
www.Ims.nust.edu. pk

www.google.com
www.hing.com
www.googlescholar.com
www.ask.com
www.dropbox.com
Www.imgur.com

Email

Social

Science

News and Media

Email

Social Networking Sites

Environment, Social Sciences
Engineering and Technology

News Papers
News Channel

www.hotmail.com
www.gmail.com
www.live.com
www.yahoo.com
www.mail.seecs.edu.pk
mail.google.com

www.facebook.com
www. linkedin.com
wWww.twitter.com
WWW.instagram.com
plus.google.com
skype.com

www.translit.net
www.treehugger.com
wWww.cnet.com,
en.wikipedia.org
www.technologyreview.com
www.digitaltrends.com

Www.nytimes.com
www.dawn.com
www.dailymail.co.uk
www.bbc.com
WWW.geonews.com
WWW.geo.tv, cnn.com

Table 4.1 Web pages, categories and sub categories
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http://www.hangcheng.com/
http://www.bbcgoodfood.com/
http://www.amazon.com/
http://www.aliexpress.com/
http://www.ask.com/
http://www.instagram.com/
http://www.translit.net/
http://www.treehugger.com/
http://www.technologyreview.com/
http://www.dailymail.co.uk/

4.4.3 Frequent Categories/Websites and their Correlation
Apriori algorithm has been used to get the frequent categories. It extracts the categories that

are frequently used together. Before applying this algorithm, we need to set the minimum
threshold for support and confidence. The ideal minimum threshold for support is set to be
10% and for confidence is set to be 45% for web usage mining [26]. We have supposed that
an item set is frequent if it appears in at least 10% of the total sessions. For example, 5 is
the support threshold for 50 sessions. First step is to count up the number of occurrences of
each category separately by scanning all the sessions. Next step is to generate the pairs of
frequent items. Pairs that meet the support threshold are considered to be frequent. Below
mentioned table shows the frequent categories of a user, software development is frequent
category and occurs in all the sessions. Social comes after software development that have

appeared in 50% of the sessions.

Frequent Items No of occurrences
{software development} 50
{social} 25
{searching and sharing} 20
{email} 15
{Art and Entertainment} 10
{software development, social} 25
{software development, searching & sharing} 20
{software development, email} 15
{software development, Art and Entertainment} 10

Table 4.2 Frequent categories and number of occurrences
Associative rule mining is a technique for discovering interesting relations between
categories. In order to select interesting rules, minimum support and confidence constraints

are used. For example rule is Social => Software Development.

. . S t (Social USof't D l t 0.5 -
lts confidence is Support(SocialusoftwareDevelopment) _ 05 _ 4 \yhich means software
Support (Social) 0.5

development occurs in all the sessions containing social.

To find the correlation among the categories,

. . p(Social USoftwareDevelopment) 0.5
- = = =
Llft (SOClal SoftwareDevelopment) P(social) P(SoftwareDevelopment) (0.5*1)
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It shows that social websites and software development are used together. Recommendation
can be proposed here by analyzing whether social networking affecting the productivity of

user or not.

4.4.4 Predicting User Personality

Personality of the user can be predicted by his browsing websites and categories. We have
considered three personality traits here i.e. curious, workaholic, social. For example curious
people browse the categories i.e. news, science and search engine. Workaholic people browse
categories such as research and development, email and career and education. Social person

browses social networking websites.

Curious Workaholic/Career Oriented Social

News and M edia Research and Development, Social Network
Science Email, Career and Education

Search Engine

www translit.net www face book.com
www.treehugger.com googlescholar.com www .twi tte r.com
www.cnet.com, naukri.com, rozee.pk www.instagram.com
en.wikipedia.org www.mit.edu plus.google.com
www.te chnology re view.com www.nust.e du.pk skype.com
www.digi taltrends.com www .stanford.edu linkedin.com

www.academia.edu
www.code.org
www.tumitin.com
www.Ims.nust.edu.pk
code.shutterstock.com
stackowe rflow.com
deeloper.android.com

www.nytimes.com
www.dawn.com
www.dailymail.co.uk
www.bbc.com
WWW.geone ws.com
Www.geo.tv, cnn.com

www.google .com www.w3schools.com
www.bing.com www.codeproject.com
www.ask.com androi dcodeexam ples.blogspot.com,

play.google.com
Table 4.3 Relationship of personality and website categories

4.4.5 Finding Similar Users on the basis of Categorical Web
Usage

K-means clustering algorithm has been used to group the similar users. Users in same cluster
show that users have same browsing behavior. Vectors with six dimensions i.e. Art and
Entertainment, Others, Research and Development, Career and Education, Searching and

Sharing and Email are created for each user. It would be like this:

%4

career&education’

%4

V= (Vart&development' Vresearch&developemnt' email’ Vothers)

Where magnitude of each vector component is the percentage of time spent at this dimension.
Euclidian distance is calculated between centroid of each cluster for each vector and vector is

assigned to the cluster having minimum distance from it.
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http://www.translit.net/
http://www.treehugger.com/
http://www.technologyreview.com/
http://www.dailymail.co.uk/
http://www.google.com/
http://www.bing.com/
http://www.lms.nust.edu.pk/
http://www.instagram.com/

Java script package ‘figue.js’ [32] has been used to cluster the data. The kmeans function
takes as input the number of clusters ‘k” and a list of input vectors ‘N’ and it returns an object
with two attributes:

o Centroids: an Array of ‘k’ vectors containing the centroid of each cluster

o Clusterindexes: An Array of'size ‘N’ representing for each input vector the index of
the cluster.

The kmeans function will return null if:

. N < K
e The number of different input vectors is smaller than K

KMeans Implementation [32]

function kmeans (k, vectors) {
var n = \ectors.length ;
if (k>=n)
return null ;

/I randomly choose k vectors among n entries
var centroids = new Array(k) ;
var selected indices = new Object ;
var cluster =0 ;

while (cluster <k) {
var random_index = Math.floor(Math.random()* (n)) ;
if (random_index in selected indices)
continue
selected indices[random _index] =1;
centroids[cluster] = vectors[random_index] ;
cluster++ ;

}

var assignments = new Array(n) ;
var clusterSizes =new Array(K) ;
var repeat =true;

var nb_iters =0 ;

while (repeat) {
/l assignment step
for (var j=0;j <k ;j++)
clusterSizes[j] =0;
for (vari=0;i<n;i++){
var vector = vectors[i] ;
var mindist= Number. MAX_VALUE;
var best ;
for (var j=0;j<k;j++){
dist =euclidianDistance (centroids[j], vector)
if (dist < mindist) {
mindist = dist ;
best=j ;
}
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}
clusterSizes[best]++ ;
assignments|[i] = best ;

}

/I update centroids step

var newCentroids = new Array(K) ;
for (var j=0;j<k;j++)
newCentroids[j] = null ;
for (vari=0;i<n;i++){
cluster = assignments|i] ;
if (newCentroids[cluster] == null)
newCentroids[cluster] = vectors[i] ;
else
newCentroids[cluster] = addVectors (newCentroids[cluster], vectorsl[i]);

}

for (var j=0;j<k;j++){
newCentroids[j] = multiplyVectorByValue (1/clusterSizes[j],newCentroids[j])

/I check convergence
repeat = false ;
for(var j=0;j<k;j++){
if (! newCentroids[j].compare (centroids[j])) {
repeat = true ;
break ;
}
}
centroids = newCentroids ;
nb_iters++ ;
if (nb_iters >figue. KMEANS_MAX_ITERATIONS)
repeat = false ;

}

return {'centroids': centroids , ‘assignments': assignments} ;

}

Algorithm 4.5 K-Means Algorithm

4.4.6 Predicting User Interests

Website’s visits frequency and duration are two major metrics of a user interest in a website,
[15]. We will consider these metrics to estimate the user interest. Duration is measured
based on dwell time normalized by maximum dwell time.

dwellTime .q1eg0ry

max vcategoryecategories dwellTim €category

Durationqiegory =

Frequency is measured based on number of visits of category normalized by maximum
number of visits.

UlStScategory

Frequenc:)}category =

max Vcategoryecategories vwltscategory
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Harmonic mean is used to mitigate the impact of large outliers and aggravate the impact of
small ones.

2 x Duratio Negregory * Frequencycqtegory

(Durationcategory + Frequencycafegﬂry)

4.5 Data Visualization

e Daily Usage Visualization
In figure 4.3 (a) different websites browsed during last 15 days are visualized. The size of the

bubble represents time spent at a particular website. Time is shown across vertical axis and
date is shown along horizontal axis. Color shows the category a website belongs to. Colors
of the bubbles also help the users to identify the most frequently browsed websites and
websites categories. User can analyze the time spent at different websites by the size of
bubble and get to know at which site and category he spent most of his time. This
visualization also helps in detecting daily patterns e.g. at what time of day, a person browses
which sites, does the user browse any website daily at the same time and how his browsing
affecting his performance.

Figure 6a provides an insight about the categories that user browsed during last days i.e.
Social Network, Chrome Extension Development, Server End Development, Tv and Video,
Programming help, email and search engine. This figure shows that user spent his most of the
time on the categories i.e. social network, Tv and Video and chrome Extension development
and least time spent on email, programming help and search engine. It also indicates that a

person spent most of his time on browsing on Thursday 2" july.
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Figure 4.3(a) Daily usage visualization
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User can get the details by placing mouse over the bubble. According to the visualization in

figure 4.3 (b), maximum time spent on that extension that comes under the category i.e.

chrome extension development.
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Figure 4.3 (b) Daily usage visualization tooltip

e Browsing Usage at different times of day

In Figure 4.4, browsing usage at different times of the day can be visualized. Six epochs of

the day have been considered here. Distinct color has been assigned to each part of the day.

Date and duration has been shown along x-axis and y-axis respectively. Time spent during

the particular date can be seen right above the bar. This visualization helps user in finding the

peak time during a day and repetitive pattern during the last 7 days. For example, the below

figure shows that user had approximately the same pattern from june 27 to 1% july as he

spent most of his time in browsing during midnight. From the 2" of the july, user’s pattern is

changed and peak time during this day is early morning
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Figure 4.4 Web Usage at different time of day
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Below figure 4.5 shows the time spent at different hours of the day july thu 02.Here peak
hour of the day can be found i.e. 9AM.

Figure 4.5 Web Usage at different hours of day

e Categorical Web Usage
Figures 4.6, 4.7 and 4.8 show the time spent on categories, subcategories and websites. Inner

circle represents categories, outer circle represents subcategories and by clicking on the outer
circle websites can be visualized. According to below figures, user has spent most of his time
on two categories ie. Software development and social. Under the category, software
development, user spent time on two of its subcategories, chrome extension development and

server end development.

Category-Social
67% Time Spent:28 minutes
30% Usage:30%of Total Time Spent

Category-Software Development

Time Spent:1 hours
Usage:67%of Total Time Spent

Software Development Social

Figure 4.6 Categorical usage - Top Categories of day
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Total Time Spent: 1 hours : 33 minutes

Category-ServerEnd Development
Time Spent:3 minutes
Usage:3%of Total Time Spent

3%

Category:Social Network

64% 30% Time Spent:28 minutes
Usage:30%of Total Time Spq

Category:Chrome Extension Development

Time Spent59 minutes
Usage:64%of Total Time Spent

Figure 4.7 Outer layer- subcategories usage

In case of social category, there is only one subcategory under social i.e. social network

where time spent on. By clicking on social network it can be seen in figure 4.8 that user has

browsed two websites under this category i.e. facebook and linkedin.

Category-linkedin

Time Spent:1 minutes
Usage:1%of Total Time Spent

1%

29%

Category-facebook
Time Spent:28 minutes
Usage:29%of Total Time Spent

Figure 4.8 Websites usage

e Weekly usage comparison on the basis of website categories
In Figure 4.9, web usage for weekl and week2 are visualized respectively. These graph

shows interests areas of user as most visited categories are same during these weeks.
According to this visualization, it can be inferred that user was busy during week2 due to
some deadline or exams and figd shows that his routine is not busy this week as he spent

most of his time on watching movies, tv or videos.
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Figure 4.9 Weekly usage Comparison on the basis of website categories (time spent >10%)

o Weekly Usage at different hours of each day
Visualization in figure 4.10 gives the complete view of weekly usage during the particular

week. This figure shows that user doesnot browse during the time from 4PM to 8PM. From
this pattern it can be predicted that during these hours he had no internet access or busy in

class,office, meeting,studying or playing.

1AM 2AM 3AM 4AM 5AM BAM FAM BAM  9AM  1@AM 11AM 12PM  1PM 2PM 3PM 4PM  S5PM BPM  7PM BPM  9PM  1@PM 11PM 12AM
T .
™ . -. . -

Figure 4.10 Weekly usage at different hours of day
e Tab Switching Visualization

Top ten most clicked tabs during a session are visualized in this figure 4.11. Size of the
arcs shows number of clicks. Big arc shows large number of clicks. Here top most clicked
website is chrome extension ‘Ipekmepniakhhgendfacjjcgbkikohke’. Bidirectional arc
shows the switching from one tab or webpage to other. Switching to the same web page
shows the refresh or reload rate. According to this visualization, it can be seen that user
refreshed the following pages, ie. ‘lpekmepniakhhgendfacjjcgbkikohke’, ‘facebook’ ,

many times.
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Figure 4.11 Tab switching visualization

In Figure 4.12, second chart displays information related to a specific website by placing
mouse over the arc. Variation in the thickness of bi-directional arcs between different web

pages indicates the frequency of switching to that webpage.

Tab Info:
Ipekmepniakhhgendfadjcgbkikohke - 83 dicks
47.2% of total dicks (180)

Chord Info:

facebook — facebook: 33 dicks
89.2% of facebook's Total (37 dicks)
18.8% of total dicks (180)

facebook — facebook: 33 dicks
89.2% of facebook's Total (37 dicks)
18.8% of total dicks (180)

Figure 4.12 Tabs switching trends
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Figure 4.13 shows the outgoing external links from any web page and these outgoing links
are opened through hyperlink given on the source page.

=

Figure 4.13 Links transition
e Frequent websites at different time of day
Six Clusters are formed based on different times of the day i.e. Early morning, Morning, AfterNoon,

Evening, Night, Midnight. Brown circles represent web page and size of circle shows how frequently
this web page is visited.

Figure 4.14 Cluster of frequent websites at different time of day
e Browser and Computer Usage
Extension icon will get visible on the Google chrome address bar after installation. A popup

below the icon becomes visible on hovering over the icon. Top arc shows the user’s time
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spent on social network and the below arcs displays the computer usage and browser usage
over all categories. Computer usage is the cumulative time spent including browser usage
(when browser in active state) and desktop applications usage when browser is inactive but

running.

Figure 4.15 Browser Usage on social network and over all categories

4.6 Social Comparison

BBA allows individual to connect with people in their circle. Person can view and compare

his  categorical and temporal behavior patterns among his  friends.

Friends List (2) - Who can see my browsing details Friend Requests (1)

Hania Dr Hamid Sara Malik
v

By confirming the request, you can compare your
categarical and temporal browsing behavior pattems
with your friend

People you may know Sent Requests (2)

Armaghana Sara Malik Armaghana Usman Malik

Usman Malik

Send Request ‘

Figure 4.16 Contacts List

Different users browsing data is retrieved by the extension via HTTP Get requests to PHP
scripts locating at the server. After successful retrieval of aggregated data, BBA calculates

and displays the similarity among users on the basis of different web category usage using
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clustering technique (K-means).Italso measures the comparison on the basis of web usage for

each user at different time of the day.

4.6.1 Comparison based on web categories usage

Figure 4.17 (a) shows the comparison for different user against each category. Line
represents a single user’s web usage trend. Color shows the group user belong to. Vertical
axes values show the percentage of total time that spent at a particular category. As from the
visualization, it can be seen that most of the users exhibits almost the same trend except one
user. Clusters are formed to find the similar users. In case of two clusters (k=2), one user
belongs to one cluster and remaining 6 belongs to other. In figure 4.17 (b) and 4.17 (c),

number of clusters (k) has been increased to look the usage difference in more detail.

Career and Education Others Software Development
Art and Entertainment Email Searching and Sharing

Group Members
Canrrh
12 BT |‘“ar“}
11 Faculty Member Armaghana
12 MSIT 1w Dr Hamid
2 Others m Hania
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Figure 4.17 (a) Different web category usage comparison for different users (k=2)
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Figure 4.17 (b) Similarity among users (k=3) Figure 4.17 (c) Similarity among users (k=4)

4.6.2 Comparison among users on the basis of peak browsing time

Figure 4.18 shows the comparison among different users at different time of day. It also
represents the peak time of user that can be seen in image at right. Color shows the different
times ofday. Inbar chart, Users and duration have been shown on horizontal and vertical axis
respectively. In the figure at the right, users are ordered in descending on the basis of time
spent. The color at the end of each bar shows the peak time of that particular user. For

example, Peak time of top two users is ‘afternoon’.
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Figure 4.18 Comparison of daily web usage for different users at different time of day

4.7 Recommendations
Recommendations are proposed regarding individuals’ personality and interests by

identifying browsing profile similarity among their friends. Individual can see personality and
interests of friends whose profiles are very similar to him. We have combined the personality

and user interest information in order to overcome the new-user profile (cold-start) issue.
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List of websites categories, that frequently browsed by user’s most similar friends, are
suggested. The user based top-N recommendation technique has been applied here. It uses a
similarity based clustering model to identify the ‘k’ most similar users to an active user. After
the k most similar users are found, their corresponding user- website categories matrices are

aggregated to identify the set of categories to be recommended.

int, ; = Z sim(U,, U;) * int; ; / Z sim(U,,U,)

U;eU, U;eU
int; ; represents the interests of user towards a particular website category. sim is a similarity

(distance) measure between users and U;denotes the set of users that are most similar to U,.

Recommendation
Engine

E-Means
Clustering
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Rule Base Target Behavior

. Goal Setting .
[ v 4’{ Intervention /' l ;

Expert/Manager User

Similar Usage Profiles
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Uszer’s Profile
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¥
List of frequent unvisited
web pages/categones

¢

¥
Top-N
Recommendations

Figure 4.19 Collaborative filtering based recommender system

Recommendations are provided to users about their web usage at different categories to help
them achieve their goals and improve their productivity. This system also provides
suggestions regarding websites and categories visited by other users having similar usage
profile. Our proposed recommender system allows users with an option to specify their target
goals that they would like to achieve in their daily routine. Once users set target duration as
their goal, system provides them with feedback about their current progress and
recommendations are provided to help them reach their specified goal. In case if users have
not specified target goals then our system recommends them according to the generalized
benchmarks saved in rule base. In work environment, our system also allows manager to set
project deadlines and goals for employees who work under his supervision to keep in check

on their productivity and give them useful suggestions on time.
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Chapter 5

Results Analysis and Evaluation

5.1 Challenges

One of the major challenges is to motivate and convince people to use this extension. We
have added different features to attract users such as social comparison feature has been
added that is an effective strategy to motivate users and drive competition among them.
Interactive visualizations have been implemented that provide users with the quick view

about their behavior.

Another challenge is privacy; people may have privacy concerns about data collection. Some
users feel hesitated in sharing their data publicly. In order to deal with privacy, domain name
of web page is just logged instead ofcomplete URL and individual’s browsing information is
only visible to the one, he is willing to show. Individuals can send request in their social
circle. On confirming the request browsing data comparison across different categories

becomes visible to them.

Accuracy cannot be assured in case if user deliberately changes his logged data by behaving
in a specific manner e.g. disabling the extension while browsing some specific websites and
if user is watching a video or movie without interacting with computer , computer becomes

idle , extension will log this time as idle but in actual user is active on computer.

5.2 Experimental Data and Results

5.2.1 Data Collection

We collected four-weeks of browsing data from team of 18 users belong to the software
development department of a well-known telecom organization. They willingly added BBA

extension to their chrome browser by using below link.

https://chrome.google.com/webstore/detail/bba/hiithjpiekcilpbaahd hbhnkljeiakok

User’s Registration
After installation, they registered to our system after filling the required information in the

form as shown in figure 5.1. All the fields are mandatory in this form. User email and device
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information is used to integrate browsing data from different devices. User’s mobile and

browsing activities are integrated using cell number and email id.

Fields marked with an asterisk (*) are required to register.

User Email:  |13msitfseemi@seecs.edu.p’
User Name:

Cell Number:

Device Id:

Group/Batch: |MS v

Register
Email Format: example @seecs.edu.pk , example@seecs.nust.edu.pk
In case of non registration, Extension will be automatically unistalled at the end of this session.
Only registered users can view their activities usage comparison among their social circle.

This extension is only for academic use.

Figure 5.1 Registration Form

Data Logging

After successful registration, logging gets enabled and all browsing related activities of
participant are recorded to our server. Web usage behavior data of 18 users is stored at server
in privacy preserving manner. Host names of browsed websites are only logged instead of
complete url to maintain user’s privacy. Data set includes features such as url, time spent,
number of visits, category, time stamp, session, tab, computer usage, idle time and browser

usage.

5.2.2 Data Analysis and Findings

Web usage statistics and trends

Four weeks categorical usage trends for top 4 employees have been shown in figure 5.2 (at
left).According to statistics, Userl (represented by blue color) spent most of his time that is
approx. 60 hours, on category ‘Art and Entertainment’, 18 hours on ‘Research and
Development’ , 16 hours on ‘Email’ and 5 hours on ‘Career and Education’. User2 spent
most of his time on ‘Arts and Entertainment’ and User4 top category is ‘Research and

Development’.
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Categorical Usage

80 Web Usage per employee per weekda
Total Web Usage gep ploy p Y
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Figure 5.2 Weekly and categorical web usage trends of employees

Total web usage of userl is far higher as compared to other users. Average daily usage for
userl is approx. 7 hours. Browsing trends of userl shows his personality that he is curious
and workaholic and his interests are on ‘Art and Entertainment’, Research and Development
and Email. We have found that User 3 and User 4 is similar according to their categorical
usage. In figure 5.2, Chart at right side shows the web usage for 10 employees at each day of
a week. Userl unusually browsed this week may be due to some deadline. User2 spent 8

hours on Tuesday and 7 hours on Wednesday.

We have also collected data from two SEECS research students and one faculty member.
Results are shown below in figure 5.3. User3 is faculty member, he spent mostly his time on
category ‘Email’ and Career and Education. His trends show that he is workaholic and career
oriented. Userl and User2 are students. Userl spent most of her time on research and
development and social. Correlation has been found in trends of userl that in all the browsing

sessions, research and development and social category used together.

Web Usage per individual per weekday Categorical Usage (on 2 weeks data)
] 25
Sunday 2 5 0 °7 Total Web Usage
Saturday =l 4 1 25 20
Friday 5 2 2 5
15 4
]
Thursday 7 a 3 7.5 2
10
Wednesday 10 3 2 10
Tuesday 6 8 2 5
12.5
Monday 12 12 3 0 I - - I
1 R h d Art d Car d S hing Email Social

3 rer and e
Userl User2 User3 Development  Entertainment Education Sharing

userl [l user2 User3 Average

Figure 5.3 Weekly and categorical web usage trends of users at SEECS
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Behavior Patterns Analysis

Collective categorical web usage behavior with respect to different epochs of the day has
been shown in Fig: 5.4. This figure reveals some interesting behavior patterns that infer the
dominant browsed categories and correlation among different website categories that
browsed together at different time of the day. With respect to usage, Social, Email and
Development appear as dominant categories. Social websites frequently used together with
websites belong to ‘development” and ‘Email’. ‘Email’ and ‘Social’ websites browsed at
every epoch of the day but their usage is evident during morning, and afternoon. ‘Searching
& Sharing’ and ‘Arts & Entertainment’ related websites are mostly browsed during night and
midnight. By analyzing the correlation of categorical usage with different epochs of the day,
manager can guide their team members, if team’s browsing activity trend affecting the
deadline or performance of project. Recommendations are also automatically sent to the user
by our system if his usage in specific web category exceeds or below the benchmark and
affecting his performance. As shown in figure, time spent on social category during work
time (morning and afternoon) is very high as compared to other categories and that behavior

can be one of the reasons of missing deadlines and poor productivity.

Categorical web usage at different time intervals
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Figure 5.4 Categorical web usage trends at different times of the day



We have selected another three users having different interests. Personality can be inferred by
individual’s interest area. Figure 5.5 shows the comparison among these users’ categorical
web usage. Userl ’s behavior trends represent that he is workaholic who spend 55% of his
time on research and development. User2 is curious; his interest rate towards searching and
news is 43%. User3’s personality type is inferred as social as he spends 34% of his time on
surfing social media websites. Personality Information enhances collaborative filtering

recommender systems performance and overcomes the cold start problem.

Categorical Web Usage Comparison Users' Personality Traits Analysis
Three users with different personality and interests
40
_ 30 -
5 20 userl user2
g \ -+ user2
£ 10 user3
& e & & @ -
& & & A &
;b\!\ & C\\\, \‘ X.z\ Q,a‘\\\l‘ Q\’Q\\‘ <
& @ O ersonality Trats ¢
£ e & N Personality Traits (%
% &
qgﬁc Social Ml Curious Workaholic

Figure 5.5 (a) Comparison among users having different interests (b) Personality traits inferred via interest rate

Figure 5.6 shows the time spent by users on different web categories against each week. In
the first week, planning and requirement analysis phase of project was going on.
Development tasks were assigned in 2nd and 3" week. Development deadline was due on
end of 3rd week and Testing had been done in 4™ week. Benchmark had been set for each

week according to the assigned tasks requirement.

) Week?2 - Behavior Trends
Week1 - Behavior Trends

Total web usage
Total web usage

15
5
R&D

0 I
mai ia Arts&Entertainment  Searching

Email Social Arts&Entertainment Searching

alues

userl [l user2 user3 Benchmark userl [l user2 user3 Benchmark

Figure 5.6 (a) Weekly trends
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Week3 - Behavior Trends Week4 - Behavior Trends

Total web usage Total web usage
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R&D Email Social Arts&Entertainment Searching R&D Email Social Arts&Entertainment Searching

userl [l user2 user3 Benchmark user] [l user2 user3 Benchmark

Figure 5.6 (b) Weekly trends

Figure 5.6 (a) and (b) reveals that time Spent on ‘Research and Development’ (R&D) and
‘Email’ categories increased during week2. During week3, it can be seen that time spent on
‘Art and Entertainment’, ‘Email’ and ‘Social’ categories dropped due to deadline of project
and most of the time spent on ‘R&D’. Weekly behavior trends lead us towards the
interesting correlation between projects deadline and web categories usage as shown in figure

5.7. As the deadline comes closer, all the categories usage drops except ‘R&D’.

4 Weeks Categorical web usage

50

10 R&D

== Email
Social
Art&Entertainment
=%~ Searching

TimeSpent (hours)

. TN

b

Week1 Week?2 Week3 Week4

Figure 5.7 Four weeks categorical web usage
Another Correlation between user’s productivity and categorical usage can be found. Userl
achieved the employee of month award. His productivity was excellent. He gave his
maximum to the project and spent limited time on other activities like social and
entertainment as shown in figure 5.8. Productivity of user2 and user3 was good and average.

Social and entertainment activities’ time spent for each user drop during week3 due to
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deadline of project. As weekly trends reveal that user3 spend less time on email and during
weekl and week2, his performance was quite below from benchmark. Recommendations
were sent to all users by our system regarding their productivity each day to further improve

his performance.

Users' Productivity Analysis

Users' Productivity Analysis _ .
Comparison among users' web usage ( Social, Art&Entertainment)

Comparison among users' web usage ( R&D,Email,Searching) 30
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= - user2 = .c
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2 ., 2
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Figure 5.8 Users’ productivity analysis

5.3 Evaluation

We have evaluated the extension by arranging an interview session and conducting survey
over 20 participants .We will discuss here about some users’ reviews regarding our extension.
They have found it very interesting and were motivated that they can quickly see their
comprehensive web usage statistics across many dimensions. Some said that this extension
makes them conscious and aware about their usage and restricts them when they see the
unusual behavior and big number in statistics at particular website. Resource manager of
software development team has appreciated the social comparison feature. He said that it will
promote the competitive environment within the team and well-run competition can bring
out the ambition and pushing oneself that’s good for person’s professional growth. Some
users still have privacy concerns and suggested that user’s identity should not be revealed and

data should be transferred as by anonymous user.
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Figure 5.9 shows results of survey. Aim of this survey is to get users feedback regarding
efficiency and usefulness of our system ‘BBA’. According to survey results, 90% of users
rated self reflection feature effective. They said that this extension made them conscious and
aware about their usage. 65% of users found social comparison feature useful. They said this
feature was very interesting. It motivated them to improve their weakness by comparing with
others. 35% of users didn’t find it attracted as they had privacy concerns and they didn’t want
to share their information with others. 80% of users rated recommendation feature effective.
They admitted that it brought positive changes in their behavior and improved their
performance. Users found every type of visualization useful. Some of users found few of

them difficult to understand.

48



Chapter 6

Conclusion and Future Work

6.1 Conclusion

This research work has attempted to introduce BBA, an approach towards capturing and
analyzing browsing behavior of individuals over temporal, categorical and social contexts.
BBA provides a chrome extension that runs autonomously in the background and captures
the comprehensive browsing data set including web usage, session’s events and tabs
switching details on different browsing and window events. It allows the individuals to
visualize their interesting browsing behavior patterns to gain deeper insights into their
browsing behavior by providing interactive graphical user interface to promote self-reflection
and awareness among them and help in making valuable decisions, improve their judgment
and bring positive changes in their behavior and life. BBA also presents a framework for
analyzing social comparison with respect to its implications for future actions or outcomes.
Recommendations are also provided regarding individual’s behavior in order to improve

one’s productivity and performance.

To extract the valuable patterns from data, different pattern discovery techniques have been
utilized including statistical analysis, associative rule mining, sequential pattern mining and
clustering. This extension yields some interesting results about how users browse the web
such as dwell time on web pages, the time users are inactive ,user’s peak browsing time and
hour of the day, top category of the day, frequent websites/categories and their correlation,
tab switching pattern, top websites on the basis of time spent, weekly usage comparison
among different categories, duration of browsing sessions, number of sessions per day,
number of tabs per session, frequent transition type, cluster the frequent websites at different
time of day and time spent at other desktop applications when browser is running in
background but not focused. Visual data mining techniques have been used to explore the
extracted patterns as interactive visualization helps user in understanding and analyzing the

wide range of data more easily and quickly.
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6.2 Future Work

Testing and evaluation will be done at large scale in future to yield more interesting, effective
and valuable correlations from the behavioral data. BBA is only supported on chrome
browser. We aim to provide support for other browsers. We intend to integrate our
framework with persuasive feedback mechanism that will provide interventions to improve
user’s behavior. Chrome extensions are not supported on chrome for android so we could not

integrate the android phone browsing data. This system can be integrated with desktop and

smartphones applications.
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