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ABSTRACT 

 
 

  
Data deduplication performs a significant role in reducing the storage overhead of cloud service 

providers (CSP) and lowers the cost of end user packages. Besides deduplication, CSP and their 

respective clients are also curious and concerned about security and credibility of their data. 

Many researchers have given their input to develop, improve and formalize the process of 

secure data deduplication in cloud. Basic cryptographic principles yields the evolution of 

concepts of Convergent Encryption (CE) and Message Locked Encryption (MLE). Existing 

data deduplication solutions based on CE and MLE are not semantically secure and current 

cryptographic mathematical hardness assumptions fail to provide security against Quantum 

threats, i.e., Shor’s and Grover’s algorithms. Our proposed quantum secure hybrid level source 

based data deduplication scheme (HLSBD2) is based on post quantum cryptographic primitive, 

i.e., NTRU encryption; which provides security against post quantum threats. Unlike CE and 

MLE based deduplication techniques, our underlying user data deduplication scheme provides 

semantic security with embedded Proof of Ownership (PoW) and Proof of Storage (PoS) 

security services. The security analysis of the proposed HLSBD2 scheme highlights that it 

provides higher levels of security in the post quantum era. Moreover, the performance analysis 

of the scheme depicts its effectiveness to be adopted in practice. 
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Chapter 1 

 

Introduction 

1.1 Overview 

The concept of cloud computing changed the thinking process of world’s community. Cloud 

service providers have not just targeted the multinational organizations but also provide their 

services down to the individual user level. Cloud provides services in terms of hardware, 

software, storage, computation and almost complete infrastructure. The people have started 

the cloud services and the face of IT architecture has changed from fixed IT platforms to cloud 

computing technology. After provision of cloud IT services by the service providers and the 

growing demands of the client community, the process of efficiently using the cloud services 

began. The remarkable exponential increase in growth of data (both from users and 

multinational organizations) and huge demand of storage services from CSP, yielded birth to 

the concept of deduplication. The technical analytical research report of International Data 

Corporation (IDC) [1] has also confirmed that the volume of world’s data is anticipated to 

touch 40 trillion GB till 2020 and more than 75% of the data created is considered to be 

redundant. In order to enhance the proficiency of storage services of clouds, the concept of 

Data Deduplication originated. This concept does not just only enhanced the efficiency of 

cloud storage but also played vital role in reducing the maintenance cost of storage to the 

clients. The commercial cloud service provider multinational companies including OneDrive, 

Google drive, Mozy, Dropbox and Memopal have also implemented deduplication techniques 

in their business models in order to enhance the storage efficiency. 

The existing data deduplication models are dependent on existing conventional symmetric and 

asymmetric models which are prone to quantum attacks (Shor’s and Grover’s quantum 

algorithms) and does not defend against post quantum threats. Keeping in view the NIST 
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recommendations [9] and NSA recommended plan [10], there is a dire need to propose and 

implement the existing data deduplication solutions in post quantum era. 

Keeping in view the data security and growing exploitations of cloud vulnerabilities by the 

hackers/ attackers, a dire need has been felt in order to provide data confidentiality and integrity 

services through clouds to clients in post quantum era. 

1.2 Motivation and Problem Statement 

In the light of existing insecure cyber security situation, security and ownership of user data 

has also remain one of the big challenge and concern for the CSP. The credibility of storage 

provided by CSP also needs to be analyzed which is deployed over a vast network of data 

centers. The existing deduplication solutions are based on the primitives of convergent 

encryption and message locked encryption. The proposed schemes are mainly using the 

conventional symmetric schemes for encryption and asymmetric schemes for exchange of data 

between client and CSP. Keeping in view the existing data deduplication techniques of 

encrypted data and post quantum future of cryptography, there is a dire need for the researchers 

to propose the solution of existing solution of current problems. Post quantum threats are the 

alarms for existing solution of problems which are based on public key encryption schemes. 

Motivation behind this research is to find the vulnerabilities in existing secure encrypted data 

deduplication schemes in the light of post quantum threats and cryptographic mathematical 

problems, and design a cryptosystem which is secure and efficient in post quantum era. 

1.3 Objectives 

Significant objectives to be carried out in this research are as under: 

1. Secure encrypted data deduplication. 

2. Validation of both client and CSP. 
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3. Improved security as compared to existing public key crypto data 

deduplication schemes in post quantum era. 

1.4 Research Questions 

1. What are the current proposed data deduplication techniques? 

2. What are the inherent weaknesses in the existing data deduplication schemes? 

3. Are the existing data deduplication techniques secure in post quantum era? 

4. What are the possible options to augment the existing solution of secure data 

deduplication? 

5. How the proposed crypto system is analyzed? 

1.5 Research Methodology 

The research work was divided into three main phases. The phase 1 comprised of the detailed 

study and review of existing literature on data deduplication techniques, the strategies of data 

deduplication implementation, the use of symmetric and asymmetric mathematical problems 

in the proposed schemes and their inherent security vulnerabilities. In phase 2 of the research 

work, keeping in view the future of quantum computers, the post quantum threats on existing 

cryptographic schemes of deduplication are analyzed and possible post quantum mathematical 

assumptions and solutions were discussed. In phase 3 of the research work, the proposed 

cryptosystem was designed and analyzed in terms of security and efficiency. 

1.6 Thesis Contributions 

Following significant contributions have been implemented by this research work. 

1. We proposed a new quantum secure HLSBD2 which is resilient against post 

quantum threats, based on NTRU (encryption) cryptosystem and is considered 

secure in post quantum era. 

2. We also demonstrated that our quantum secure HLSBD2 scheme achieves proof 

of ownership for client validation. 
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3. The proposed scheme also allows its clients to verify the data integrity and 

therefore achieves proof of storage to ensure the credibility of CSP. 

4. The proposed scheme encompasses the functionality of hybrid level source 

based data deduplication (HLSBD2) for reducing the storage cost and 

communication bandwidth cost. We also demonstrated that our HLSBD2 

scheme is secure against outside as well as inside adversaries. 

1.7 Thesis Organization 

The detailed literature review of evolutionary process of encrypted data deduplication and 

security notions used in the proposed HLSBD2 scheme under preliminaries are deliberated in 

Chapter 2. In Chapter 3, we presented the system and threat model, defined the syntax of our 

quantum secure HLSBD2 scheme and also defined the security goals for our scheme. In 

Chapter 4, we finally presented the detailed construction of our scheme followed by the 

correctness analysis. The comprehensive security analysis of proposed cryptosystem is 

presented in Chapter 5 and performance analysis of quantum secure HLSBD2 scheme, 

including comparative analysis with other schemes and computational cost of HLSBD2 scheme 

is presented in Chapter 6. At last, the conclusions and recommendations of future work are 

given in Chapter 7. 
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Chapter 2 

 

Literature Review and Cryptographic Preliminaries 

2.1 Introduction 

A detailed appraisal of existing literature regarding data deduplication and the concept of 

deduplication over encrypted data is described in this chapter. Starting from the history of 

need of data deduplication and evolution of secure data deduplication from existing 

cryptographic primitives to the quantum secure environment is discussed deliberately. After 

the understanding of different techniques of data deduplication and efficacy of existing 

deduplication techniques over encrypted data, post quantum threats and cryptographic 

primitives of post quantum era is presented in detail. Different terminologies and concepts 

specific to the thesis topic, which will be used in the discussion of coming chapters are defined 

and described for the audience. Detailed literature review and understanding of these concepts 

will lead us to design and implement a quantum secure data deduplication scheme in post 

quantum era. 

2.2 Data deduplication 

Data deduplication is a process which removes the redundancy of data in target storage device 

and reduce the storage overhead as shown in figure 2.1. Deduplication implementation 

strategies do not only provides storage efficiency but also reduce the communication cost. In 

order to implement the data deduplication concept in terms of architecture and data processing 

levels in clouds, certain techniques have been originated, updated and implemented. Few of 

them are discussed here. 
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Figure 2.1: Data Deduplication 

2.2.1 File level Deduplication 

In order to completely prevent the data duplication at file level, the two files having same data 

will be deduplicated and only one file be stored on the cloud storage with two addresses. 

2.2.2 Block level Deduplication 

This technique provides more efficient data deduplication than file level and prevents data 

duplication down to block level. This approach process the data at block level and eliminates 

data redundancy at block level within the file. The blocks having same data will be stored once 

on the storage with different addresses and it demands more processing power than the file 

level deduplication. 

2.2.3 Target-based Deduplication 

In order to implement the deduplication at architecture level in clouds, this technique allows 

the user to send data to the storage without performing the deduplication process. This approach 

demands less processing power at client side but more bandwidth consumption during upload 

phase of data and overhead of processing power at server side. 

2.2.4 Source-based Deduplication 

In this approach, the user calculates the identifier tag/ hash of the file and sends it to storage 

server for data redundancy testing instead of sending complete data to the server. This 

technique will control the data traffic and saves the bandwidth resources. 
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Keeping in view the deduplication techniques, now consider an example through which we can 

make the tradeoffs between different deduplication implementations. Assume Alice and Bob 

are two users of cloud who uploads the same data file e.g. ‘F’. If server implements 

deduplication at file level then only one duplicate of data , i.e.,  ‘F’ will be saved on server and 

address pointers will be returned to the user for further access of data. But in future, when Alice 

downloads file ‘F’ to do certain modifications in the file and uploads the modified file, i.e., 

‘F'’. In this scenario, as ‘F'’ is dissimilar from ‘F’ therefore the storage server will store the 

complete file ‘F`’. Although if block level deduplication is implemented then the storage server 

requires only to store modified data represented by ∆F. This approach will reduce the storage 

cost from O (|F| + |F'|) to O (|F| + |∆F|) since (|∆F| << |F'|). Keeping in view the storage 

efficiency of both implementations we will propose hybrid level deduplication technique in 

this research work that can encompass the benefits of both. 

2.3 Existing Data Deduplication Schemes 

In order to address the secure data deduplication challenge in cloud storage services, in 2002, 

Douceur et al. [11] suggested the solution in the form of Convergent Encryption for file level 

deduplication. In this technique, the key (K) is calculated by taking the hash of message itself, 

i.e., K = H (M). The key ‘K’ will then be used to encrypt the messages, i.e., C = E (M, K), where 

C is the cipher text, E is the symmetric block cipher and M is the original message. Therefore, 

the two identical/ same messages will have same cipher texts. This technique helped a lot in 

provision of security during deduplication in clouds. The concept of CE or its certain 

modifications have been implemented in many systems [12, 13, 14 and 15] and also has been 

formalized in successive researches. 

In 2013, Bellare et al. [16] proposed and formalized a novel crypto algorithm, MLE scheme 

which is symmetric and deterministic. This technique incorporates the concept of CE and 

addresses the target based file level deduplication of encrypted data. This technique proposed 
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the generation of tag which basically acts as an identifier. The deduplication of encrypted data 

is performed on equality basis of the identical/ same tag. In Aug 2013, Bellare et al. [17] 

showed a threat model against the previous scheme, which is vulnerable to brute force attack. 

The author then proposed an enhanced MLE deduplication scheme, i.e., DupLESS, to support 

security against brute force attack through oblivious pseudo random function (OPRF) protocol 

which is based on RSA. 

In 2014, Li et al. [18] proposed efficient scheme of convergent key management for secure 

data deduplication. CE and RSSS (Ramp secret sharing scheme) have been used to share CE 

keys. 

In 2015, Chen et al. [19] suggested block level message locked encryption scheme (BL-MLE) 

for large files. The proposed scheme addresses source based and dual (both file and block) level 

deduplication by using the technique of MLE and bilinear pairing cryptography. The proposed 

cryptographic model also addresses the PoW and PoS. The most recent researches including 

Yuan et al. [48], He et al. [49], Nayak et al. [50] and Yu et al.  [51] addressed deduplication 

solutions but are not secure in post quantum era. 

In order to exhibit an overview of the situation, we take an example of BL-MLE scheme which 

is proposed by Chen et al. [19] for source based and dual level deduplication. For a particular 

given file ‘F’ and public parameters, the user partitions the file ‘F’ into n chunks, i.e., F = F [1] 

||...|| F [n]. The user then generates the master and block keys by using the relations kmas=H1 (F) 

and ki = H2 (F[i]) respectively. The user then encrypts each block of file F by using relation 

C[i] = H3 (ki) ⊕ F[i]. For dual level deduplication and encryption of convergent keys, the user 

then creates file tag T0 and corresponding block tags Ti by using the relation T0= gkmas and 

Ti=(Ki ∏ uj 
s
j=1 

C[i][j]
)kmas respectively. The proposed scheme used bilinear pairing 

cryptography for consistency testing of tags and equality testing. The user can retrieve the block 
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keys ki by using relation ki =𝑇i
kmas .  (Ki ∏ uj 

s
j=1 

C[i][j]
)−1 and finally decrypts the block by 

using relation F[i] = H3(ki) ⊕ C[i]. 

The BL-MLE scheme for large files is dependent on symmetric cryptography (stream cipher) 

for encryption, hashing algorithms for key generation and bilinear pairing cryptography for tag 

consistency and equality testing. The generation of file and block tags are dependent on discrete 

log mathematical assumptions. The cryptographic algorithms used in the scheme are also prone 

to post quantum threats. Moreover, considering the insider and outsider attacks from 

adversaries in different threat models on source based deduplication schemes, PoW and 

deterministic nature of convergent encryption, there is a dire motivation and need to propose 

the source based deduplication mechanism that should be resilient to quantum as well as 

conventional computers and secure in bounded leakage setting. 

2.4 Communication Cost 

Bandwidth saving of the communication channel is also one of the main consideration in order 

to implement the efficient deduplication scheme. Source based deduplication does not only 

allow the cloud service providers to lessen the storage cost but it also reduces bandwidth cost. 

In this technique the user does not uploads the complete data as in case of target based 

deduplication rather uploads the computed tag of data. Therefore source based deduplication 

is bandwidth efficient as compared to target based deduplication in addition to storage efficient 

advantage. In this research work we will present a quantum secure scheme, which will cater 

source based deduplication. 

2.5 Data Security 

The users are also very sensitive about the privacy, secrecy and integrity of their uploaded data 

on clouds. It is reported that private data of users got public by Dropbox [2] for almost four 

hours because of software bug. Moreover, another software bug in Twitter’s client software [3] 

allowed attackers to access the account of users. Therefore, keeping in view the data security 
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and growing exploitations of cloud vulnerabilities by the hackers/ attackers, a dire need has 

been felt in order to provide data confidentiality and integrity services through clouds to the 

clients. Provision of data security with deduplication through clouds has been one of the critical 

challenging task till today. The researchers have published their respective studies in order to 

address this issue. 

For instance, identical/ same data encrypted through same cryptographic algorithm with 

different keys will produce different cipher texts. This problem portrays a big challenge for 

research community to provide efficient deduplication with efficient security since different 

users use different keys to encrypt the data and deduplication on encrypted data becomes the 

challenge. 

2.6 Post Quantum Cryptography 

In 1982, Richard Feynman introduced Quantum computing theory, which is perceived as the 

destructor of existing asymmetric cryptography. The evolution in quantum computing has 

posed a serious threat on conventional symmetric and asymmetric cryptography. Mavroeidis 

et al. [4] has given the detailed analysis of how the present deployed cryptosystems will be 

compromised by Shor’s and Grover’s quantum algorithms. Moreover, this study gives us the 

overview of the effectiveness of quantum computers and motivates us to rethink the existing 

solutions of current problems in post quantum era. The existing asymmetric public key 

cryptosystems based on mathematical assumptions, i.e., factorizing large prime numbers, 

discrete logarithm problems and even the elliptic curve cryptosystems which are considered 

the most efficient and secure currently; are considered weak against quantum computers and 

algorithms. The quantum secure crypto schemes are based on mathematical based hardness 

assumptions which includes lattice based cryptography (LBC) [5], multivariate based 

cryptography (MBC) [6], hash based signatures (HBS) [7] and code based cryptography (CC) 

[8]. Furthermore, the LBC cryptosystems depends upon mathematical hardness assumptions 
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such as the shortest vector problem (SVP), the NTRU encryption schemes and the closest 

vector problem (CVP). The major goal of post quantum cryptography is to design and develop 

those crypto systems, which are resilient against conventional computers as well as quantum 

computers and are interoperable with current communication network [9].   

According to NIST, the current public key encryption schemes will be ended in future when 

quantum computers become real [9]. Table 2.1 shows the impact analysis of quantum 

computers on current cryptographic schemes. Moreover, the National Security Agency has also 

proclaimed their plans to shift their current cryptographic standards to quantum secure 

cryptography [10]. 

Table 2.1: Impact Analysis of Quantum Computing on Existing Cryptography 

Ser Cryptographic 

Algorithms 

Purpose Type Impact From 

Quantum 

Computer 

1. SHA-2, SHA-3 Hashing algorithm - Secure 

2. AES-256 Symmetric Encryption Symmetric key Secure 

3. RSA Key exchange, 

Signatures 

Public key Not secure 

4. DSA  Key exchange, 

Signatures 

Public key Not secure 

5. ECDH, ECDSA  Key exchange, 

Signatures 

Public key Not secure 

 

2.7 Ownership of Data 

Proof of data ownership is one of the major vulnerability of source based data deduplication. 

In this technique the user computes hash of message and sends “hash as a proof” to the cloud 

for duplication detection. Previously, Dropbox applied this technique for data deduplication 

[20, 21]. Halevi et al. [21] proposed an attack model, on renowned CSP like MozyHome and 

Dropbox, on technique of “hash as a proof”. If the adversary has a little information about this 

hash then he can deceive the cloud by “hash as a proof” and can access the file on cloud.   

Halevi et al. [21] highlighted this vulnerability and proposed a formalized approach for proof 

of ownership which employs Merkel hash trees. But this model addressed only the outside 
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adversaries. What about insider, honest and curious CSP? It is worth mentioning that in the 

official statement of cloud privacy policy, the CSP including Dropbox, Amazon S3, Google 

Drive and SkyDrive declared that the said multinational software tycoons reserve the rights to 

access data of their customers [22, 23, 24, 25].  Confidentiality of user data is also another 

concern for the users. Convergent encryption along with PoW protocol [11, 26] may provide 

the solution for secure client side deduplication but the threat models of CE and PoW are not 

compatible with each other. The limited volume of efficiently extractable information can be 

disclosed about the file ‘F’ in the setup phase of PoW. CE is also insecure because its small 

encryption key is derived in a deterministic way from file ‘F’ and can be disclosed. Therefore 

deduplication schemes which are dependent on CE are not secure in bounded leakage setting. 

2.8 Symmetric Encryption 

In order to achieve data confidentiality, the symmetric encryption algorithm uses the shared 

secret key K between the sender and receiver of data for encryption and decryption of data. 

Any symmetric encryption e.g. AES 256 bit scheme consists of three functions: 

1. KeyGen256 (1λ): It takes security parameter 1λ and generates the key K.   

2. AESEnc256 (K, M): It takes the key K and message M and finally generates the 

cipher text C. 

3. AESDec256 (K, C): It takes the key K and the cipher text C and finally returns the 

message M. 

2.9 Convergent Encryption (CE) 

The concept of convergent encryption [11] solved the challenge of encrypted data 

deduplication in cloud infrastructure (as shown in figure 2.2). The data owner derives the 

convergent key, by taking the hash of message M and that hash will act as a convergent key. 

The convergent key is then used to encrypt the message. This phenomena solved the challenge 

of data deduplication over encrypted data. Then the deduplication scheme will take the hash of 
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convergent key for tag generation. The user will compute the tag and send it to cloud. This tag 

will be used to detect data duplicates in the cloud database. If two tags are same then it means 

the underline text will also be same and consequently server will store one copy of data and 

returns the address pointers to data owners. The CE scheme consists of following four 

functions: 

1. KeyGen (M): It takes the hash of message M and returns the convergent key K.   

2. Enc (K, M): It takes the convergent key K and message M and finally generates 

the cipher text C. 

3. Dec (K, C): It takes the convergent key K and the cipher text C and finally returns 

the message M. 

4. TagGen (K): It takes the hash of convergent key K and returns the tag T by using 

the relation T(M) = TagGen (K) where K= KeyGen (M). It finally maps the 

message M to tag T. 

 

 

 

 

 

 

 

 

Figure 2.2: Convergent Encryption 

2.10 Message-Locked Encryption (MLE) 

Many researchers have given their input to formalize the process of MLE. The researchers 

proposed MLE based techniques for file level and block level deduplication. Both techniques 
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differ from each other in terms of computational efficiency and security levels. So far, no MLE 

technique has been able to achieve indistinguishable security due to process of key generation 

which is ultimately based on convergent encryption. The tag consistency with respect to the 

concerned cipher texts has also remained one of the major challenge in MLE based techniques. 

The MLE technique is based on five basic functions. 

1. Setup (1λ): It takes the private parameter (λ) and returns the public parameter P. 

2. KeyGen (P, M): It takes public parameter and message itself, then returns key, 

i.e., K = F1 (P, M). 

3. Enc (P, M, K): It takes public parameter, message itself, key and returns cipher 

text, i.e., C = E (P, M, K). 

4. TagGen (P, C): It takes public parameter and cipher text, then returns the tag, 

i.e., T = F2 (P, C). 

5. Dec (P, C, K): It takes public parameter, cipher text, key and returns message, 

i.e., M = D (P, C, K). 

 

Figure 2.3: Message Locked Encryption 
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As no MLE scheme achieves indistinguishable security due to special key generation algorithm 

therefore Abadi et al. and Bellare et al. [27 and 16 (as shown in figure 2.3)] have also suggested 

security requirements for a standard MLE scheme. Moreover, Bellare et al. [28] also 

recommended interactive MLE based notion which prolongs MLE technique with the provision 

of semantic security. MLE is based on file level deduplication technique [28]. Most of the 

successive proposed studies have proved that block level deduplication is more suitable than 

file level deduplication [29]. Afterwards, Chen et al. [19] formalized the BL-MLE into storage 

efficient technique with significant reduced cost as compared to earlier proposed schemes. We 

use a modified version of the BL-MLE scheme in which we introduce post quantum encryption 

standards in order to make our deduplication scheme resilient against post quantum threats. 

2.11 Lattice based Cryptography (LBC) 

LBC is a post quantum asymmetric (public key) cryptographic algorithm which prevents the 

flaws of existing RSA and ECC (elliptic curve cryptography). Instead of multiplication of large 

primes and discrete log mathematical assumptions, it involves multiplication of matrices and 

polynomials. The construction of LBC depends on hardness assumption of lattice based 

mathematical problems, i.e., the SVP [5]. In LBC, a lattice represented by an arbitrary basis is 

given as a challenge input and the goal is to find the non-zero shortest vector in a given 

challenge. 

In 1997, Ajtai et al. [30] drew the relation for SVP between average and worst case complexity 

and claimed that the system is provably secure. But in 1998, Nguyen et al. [31] opposed it as 

the public key of proposed system is large which causes message enlargement. Furthermore, 

Goldreich et al. [32] introduced the concept of CVP and is recognized to be NP hard but in 

1999, Nguyen et al. [33] proved that this scheme also has a key weakness of recovery of partial 

information of user messages by deciphering CVP examples. 
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In 1996, Hoffstein et al. [34] published a scheme called NTRU encryption. It is based on the 

hardness assumption of factorization of large polynomials which makes it a promising secure 

candidate for quantum secure environment. NTRU scheme can be used for encryption as well 

as digital signature. Various studies and modifications have been proposed and published [35, 

36 and 37]. Among all flavors of LBC mentioned here, NTRU is considered as the most secure 

and efficient algorithm. 

2.12 NTRU Scheme 

NTRU is a probabilistic lattice-based asymmetric cryptosystem and is perceived to be an 

alternative to existing asymmetric algorithms, such as RSA and ECC due to its higher 

efficiency and resilience against quantum computers. It is based on a mathematical hardness 

problem, i.e., approximate close lattice vector problem. NTRU cryptosystem works in the ring 

R = Z[X]/(XN −1) and  depends on three integer parameters (N, p and q) and four groups of 

polynomials, i.e., Lf, Lg, Lr and Lm with degree (N −1) and integer coefficients [-1,0,1]. In order 

to generate the public key h, two polynomials f and g are selected, where the polynomial f must 

satisfy the two conditions, i.e.,  f.fp = 1 mod (p) and f.fq = 1 mod (q). The integer values of p 

and q must be relatively prime, i.e., GCD (p, q) = 1, where q will always be selected larger than 

p (q >> p). The NTRU scheme is based on following three functions: 

1. PubKeyGen (p,fq,g): It takes parameter p, polynomials fq and g and returns public 

key h through a relation, i.e.,  h = pfq .g mod (q). 

2. NtruEnc (M,h,r): It takes the encoded polynomial message M, random 

polynomial r and public key h and returns the cipher text e through a relation e = 

r . h + M. 

3. NtruDec (e,f): It takes cipher text e and polynomial f and returns the encoded 

polynomial message M through a relation M = f .e (mod q).  
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2.13 Proof of Ownership (PoW) 

Validation of ownership of data is very necessary in source based deduplication. It is based on 

the protocols of prover and verifier. The prover is data owner and verifier is the cloud server. 

Xu et al. [38] presented the PoW protocol in order to address the inside and outside adversary 

attacks. The verifier sends challenge to the prover. The prover computes the evidence for its 

ownership and sends the proof to verifier. The verifier evaluate the proof and generates accept 

or reject response for the prover. 

2.14 Proof of Storage (PoS) 

In order to allow the user and CSP to undergo a secure data storage validation, a new interactive 

protocol has been proposed in various studies [39, 40, 41 and 42]. PoS is considered as an 

interactive protocol between data owner and CSP. The prover is CSP and verifier is the data 

owner. 

2.15 Chapter Summary 

This chapter introduces basic data deduplication concepts and provides an overview of need of 

data deduplication, its evolution over the period till to date and effects of quantum threats over 

existing cryptography. Moreover literature on proof of data ownership and proof of storage in 

cloud security has also been reviewed deliberately. So far all concepts used in coming chapters 

have been discussed in detail in this chapter. 
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Chapter 3 

 

System Security Model 

3.1 Introduction 

In this chapter, we present the security model for our quantum secure HLSBD2 scheme. It 

provides an overview of our proposed system and threat model. Moreover the syntax of the 

proposed scheme and security goals set to be achieved are defined and discussed in detail. The 

correctness parameters for the proposed scheme are also presented in this chapter.  

3.2 System and Trust Model 

In order to formulate the data outsourcing model for our scheme we propose a system model 

as shown in figure 3.1 consisting of three entities which are discussed as under: 

1. Central Authority (CA): CA is the central authority and trusted entity by both 

user and CSP. The purpose of CA is to generate the quantum resilient key pair 

and issue digital certificates (containing NTRU public-secret key pair) to the 

concerned users and CSP. 

2. User: The user is the entity who requires to outsource the data and might possibly 

remove the local storage copies. In order to reduce the bandwidth cost, the user 

only uploads the unique data and does not upload the redundant or duplicated data 

which may be owned by other users or himself. The user also wants to access his 

data from CSP. 

3. Cloud Service Provider (CSP): The CSP is the entity who provides storage 

services to its users. It stores data on behalf of users. The computational power of 

CSP is much larger than its single user. CSP has a primary fast lookup storage 

and a slow but large secondary storage. Here we made an assumption that the 

primary storage is well protected against outside attackers and secondary storage 
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could be visible to outside attackers. In order to reduce the storage cost, CSP 

removes the duplication of encrypted data through deduplication technique and 

stores the unique encrypted data. 

 

Figure 3.1: System Model 

3.3 Threat Model 

We considers mainly two types of attackers which are discussed as under: 

1. Outside attacker: The outside attacker is a malicious entity which may obtain 

some information about the data e.g. a hash value through any channel. It tries to 

interact with CSP as a user. 

2. Inside attacker: An insider attacker is an entity who is honest but curious about 

the user’s data. The CSP can make technical mistakes due to which user private 

data may be leaked or an honest CSP can also be hacked by outside attackers.   

 

3.4 Syntax of Quantum Secure HLSBD2 Scheme 

The quantum secure hybrid level source based deduplication scheme on encrypted data consists 

of three main phases and is specified by following algorithms. The notations and abbreviations 

used in our scheme are shown in Table 3.1. The flow of events of proposed HLSBD2 scheme 

are shown in figure 3.2. 



 
 

20 
 

Table 3.1: Notations and Abbreviations  

PubKeyGen – Denotes the public key generation algorithm. 

F-Enc - Denotes the file encryption algorithm. 

B-Enc - Denotes the block encryption algorithm. 

F-KeyEnc - Denotes the file key encryption algorithm. 

B-KeyEnc - Denotes the block key encryption algorithm. 

F-TagGen - Denotes the file tag generation algorithm to generate the file identifier. 

B-TagGen - Denotes the block tag generation algorithm to generate the block identifier. 

F- DupTest - Denotes the file level duplication test algorithm. 

B-DupTest - Denotes the block level duplication test algorithm. 

PoWPrf - Denotes the proof of ownership prover algorithm to generate the response of given 

challenge. 

PoWVer - Denotes the proof of ownership verifier algorithm to verify the response of prover. 

ConTest - Denotes the consistency test algorithm to evaluate the consistency of uploaded file 

tag with already stored tag on cloud. 

NtruEnc - Denotes the NTRU encryption algorithm. 

F-KeyDec - Denotes the file key decryption algorithm corresponding to F-KeyEnc. 

B-KeyDec - Denotes the block key decryption algorithm corresponding to B-KeyEnc. 

F-Dec - Denotes the file decryption algorithm corresponding to F-Enc. 

B-Dec - Denotes the block decryption algorithm corresponding to B-Enc. 

NtruDec - Denotes the NTRU decryption algorithm corresponding to NtruEnc. 

PoSPrf - Denotes the proof of storage prover algorithm to generate the response of challenge 

from verifier. 

PoSVer - Denotes the proof of storage verifier algorithm to verify the response of prover. 

 

3.4.1 System Setup Phase. This phase consists of following sub algorithms. 

1. Setup: It takes security parameter λ as input and generates the system parameter 

P. 

2. CASetup (N,p,q,f,g, fp ,fq): It takes system parameter P and parameters N,p,q,f,g, 

fp , fq  as input and generates a secret key SK and public key PK. 
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a. PubKeyGen (p,fq,g): takes parameter p, polynomials fq and g as input and 

generates the public key h. 

 

3.4.2 Data Upload Phase. This phase consists of following sub algorithms. 

1. TagGen: takes a file F and public parameter P as input and generates the file tag 

T and corresponding block tags [Ti]1≤i≤n. It has three following sub-algorithms, 

a. F-TagGen (F): takes file F and public parameter P as input and generates 

the file tag T.  

b. B-TagGen (Fi): takes blocks Fi and public parameter P as input and 

generates the block tags Ti. 

c. C-TagGen (CF): takes file cipher text CF and [CFi] 1≤i≤n and public parameter 

P as input and generates the H(CF) and H(CFi)1≤i≤n respectively. 

2. Enc: It takes a file F = F[1]||...||F[n], the public parameter P, a key K and block 

keys Ki as input and returns file cipher text CF and corresponding block cipher 

text [CFi]1≤i≤n. It has two following sub-algorithms,   

a. F-Enc (K, F): takes K and F as input, returns the file cipher text CF. 

b. B-Enc (Ki, Fi): takes block keys Ki and blocks Fi as input, returns the 

corresponding block cipher text CFi. 

3. KeyEnc: takes public parameter P, the hash of file F H (F)  and K as input, returns 

encrypted key CK and block keys [CKi]1≤i≤n. It has two following sub-algorithms, 

a. F-KeyEnc (s, Hs(F)⊕K): takes randomly chosen nonce s ←{0,1}λ, file F 

and K as input, returns encrypted key CK.   

b. B-KeyEnc (s, Hs(Fi)⊕Ki): takes s, H(Fi) and Ki as input, returns encrypted 

block keys CKi. 
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4. DupTest: takes file tag T and corresponding block tags Ti as input, returns 

“duplicate file” or “no duplicate file” and “duplicate block” or “no duplicate 

block”. It has two following sub-algorithms, 

a. F-DupTest (T,T`): takes two file tags T and T` as input and returns 

“duplicate file” or “no duplicate file”. 

b. B-DupTest(Ti, Ti`): takes two block tags Ti and Ti` as input and returns 

“duplicate block” or “no duplicate block”. 

5. PoW: takes a challenge Q = (i, s, CK) and response R as input, returns Accept or 

Reject. It has two following sub-algorithms, 

a. PoWPrf (Q, F' ): takes a challenge Q, encrypted key CK, block keys 

[CKi]1≤i≤n, a file F' and the randomly selected nonce s ←{0,1}λ as input, 

generates a response R. 

b. PoWVer (R, H(CF), H(CFi)1≤i≤n): takes a response R, the tag H(CF) and 

block tags H(CFi)1≤i≤n as input, returns Accept or Reject. 

6. ConTest (H(CF), H(CF`)): takes a corresponding file cipher text tag H(CF), H(CF`), 

block cipher text tag H(CFi)1≤i≤n and H(CF`i)1≤i≤n as input of two files, returns 

Accept or Reject. 

7. NtruEnc (M,h,r): It takes the encoded polynomial message M, random 

polynomial r and public key h as input and returns the cipher text e. 

3.4.3 Data Download Phase. This phase consists of following sub algorithms. 

1. NtruDec (e,f): It takes cipher text e and polynomial f as input and generates the 

encoded polynomial message M. 

2. KeyDec: takes public parameter P, H(F), CK, H(Fi) and [CKi]1≤i≤n as input, 

generates the key K and corresponding block keys [Ki]1≤i≤n. It has two following 

sub-algorithms, 
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a. F-KeyDec (s, Hs(F)⊕CK): takes H(F), s and CK as input, generates key K.   

b. B-KeyDec (s, Hs(Fi)⊕CKi): takes s, H(Fi) and [CKi]1≤i≤n as input, generates 

block keys [Ki]1≤i≤n. 

3. Dec: takes public parameter P, K, CF, Ki and [CFi] 1≤i≤n as input, returns file F and 

blocks [Fi]1≤i≤n. It has two following sub-algorithms, 

a. F-Dec (K, CF): takes K and file cipher text CF as input, generates the file F. 

b. B-Dec (Ki, CFi): takes block keys Ki and block cipher text CFi as input, 

generates the corresponding blocks Fi. 

4. PoS: takes a response R and challenge Q as input, generates Accept or Reject. It 

has two following sub-algorithms, 

a. PoSPrf (Q): takes a challenge Q as input, generates a response R. 

b. PoSVer (R, CF, T(F)): takes a response R, the tag T(F) and cipher text CF 

as input, generates Accept or Reject. 

 

Figure 3.2: Flow of events of proposed HLSBD2 scheme 
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3.5 Discussion 

Contrary to the deduplication scheme of Xu et al. [38], our quantum secure HLSBD2 scheme 

implements encryption per block. Before encryption, the file is partitioned into chunks. The 

PubKeyGen algorithm generates the pair of PK and SK for CSP and each respective user. The 

algorithms of NtruEnc and NtruDec are used for data encryption and decryption respectively, 

between each user and the CSP. The user data will be encrypted through F-Enc and B-Enc 

independently. The former is used for encryption of file and latter is for encryption of each 

block. The corresponding file and block keys are encrypted with F-KeyEnc and B-KeyEnc 

algorithms. For tag generation, we define F-TagGen and B-TagGen to generate file and block 

tags respectively. The file and block tags are used as corresponding identifiers for file and block 

level deduplication respectively. 

In order to achieve HLSBD2 secure deduplication, F- DupTest and B-DupTest algorithms 

performs both file and block level deduplication respectively. To prevent the poison attack, the 

algorithm ConTest is defined which will evaluate the consistency of uploaded file tag H(F) 

with already stored corresponding cipher text tag H(CF) in CSP. To retrieve the data from CSP, 

the algorithms F-KeyDec and B-KeyDec are used to decrypt the keys (file and block level), 

which will be used for onward decryption of data using algorithms F-Dec and B-Dec 

respectively. At last we introduced two algorithms, PoWPrf is used by prover to generate the 

response of challenge, which is given by verifier and PoWVer validates the response of prover. 

3.6 Correctness 

Here we define that quantum secure HLSBD2 scheme is correct for all λ ∈ N and for all data 

file F ∈ {0,1}∗, we need the following conditions to be met. 



 
 

25 
 

1. NTRU Decryption Correctness. For all polynomial message M ∈ (Lm) with 

integer coefficients [-1,0,1], degree (N −1) random polynomial r ∈ (Lr), public 

key h, and cipher text e ← NtruEnc (M,h,r), we have that M ← NtruDec (e,f); 

2. Decryption Correctness. For all block data F[i]1≤i≤n ∈{0,1}λ , block keys [Ki]1≤i≤n 

← B-KeyDec (s, Hs(Fi)⊕CKi) and block cipher text CF[i] ← B-Enc (Ki, Fi), we 

have that B-Dec(Ki, CFi) = F[i]; 

3. Tag Correctness. For any two data blocks F[i], F' [t] ∈{0,1}λ where F[i] = F'[t], 

corresponding block keys [Ki]1≤i≤n ← B-KeyDec (s, Hs(Fi)⊕CKi), block cipher 

text CF[i] ← B-Enc (Ki, Fi), block tag Ti  ←B-TagGen (Fi) and block tag Tt'←B-

TagGen (F't), such that Pr[B-DupTest (Ti, Tt') = True] = 1; 

4. PoW Correctness. For any challenge Q, response R ←PoWPrf (Q, F, s, CK) and 

all tags T ←TagGen (F), such that, Pr [PoWVer (R, H(CF)) = True] = 1 and 

Pr[ConTest(H(CFi), H(CF'i)) = True] = 1. 

3.7 Security Goals 

Keeping in view the threat spectrum, vulnerabilities in CSP infrastructure and limitations of 

existing cryptographic algorithms against quantum threats and objectives of encrypted data 

deduplication, our main aim is to formalize following security goals in post quantum era. 

3.7.1 Channel Privacy 

The security requirement of channel privacy includes the secrecy of data traffic between the 

user and CSP from outside adversaries in post quantum era. We assume the non-collusion 

privacy model, in which neither the CSP nor each user can collude with central authority (CA). 

To achieve this security goal, no information about the data (hash of file, encrypted keys and 

data) can be revealed to the adversary. We can say that our post quantum HLSBD2 data 

deduplication scheme is secure, if no probabilistic polynomial time (PPT) adversary A, under 
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side channel attacks and IND-CPA (indistinguishable chosen plaintext attacks), has a non-

negligible advantage in the given 𝐺𝐴
𝐻𝐿𝑆𝐵 game. 

1. Setup: The description of algorithms (NtruEnc, NtruDec) is made public. The 

adversary A sends two unpredictable source blocks M of equal length (M0, M1) 

to the challenger. The challenger in return sends the system parameter P to the 

adversary A. After the challenge phase, the adversary tries to guess which of the 

message is encrypted. 

2. Challenge: In this phase, challenger chooses b ← {0,1} randomly. If b = 0, the 

challenger selects M0 else if b = 1, selects M1. Set M = Mb. The challenger then 

computes e ← NtruEnc (M,h,r) and sends e to the adversary. 

3. Output: On receiving e from challenger, the adversary performs additional 

operations in polynomial time including calls to encryption oracles. The adversary 

then output its guess b'. If b'=b, then adversary wins the game otherwise it loses. 

4. Definition 3.1. For a post quantum HLSBD2 deduplication scheme, we define the 

adversary’s advantage in the above game as: 

𝐴𝑑𝑣𝐼𝑁𝐷−𝐶𝑃𝐴(𝐺𝐴
𝐻𝐿𝑆𝐵, λ)  = |Pr [b = b'] − 

1

2
| 

 Therefore, quantum secure HLSBD2 scheme is secure, for any unpredictable 

message source M and any PPT adversary, the advantage of adversary is given 

by, 

𝐴𝑑𝑣𝐼𝑁𝐷−𝐶𝑃𝐴(𝐺𝐴
𝐻𝐿𝑆𝐵, λ)  ≤ negl (λ) 

3.7.2 Data Privacy 

The security goal of data privacy includes the data secrecy and privacy from inside, semi honest 

and curious adversaries in post quantum era. Besides the consideration of security requirement 

that message source is unpredictable, the corresponding blocks of message should also be 

unpredictable (have high min-entropy) in order to achieve the privacy of each block of user 
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data. Unlike CE and MLE deduplication schemes, our scheme achieves the semantic security. 

The security requirement is not only formulated for classical computers but also against 

quantum computers. 

Here we formulate the security game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, ξ1) w.r.t. HLSBD2 data deduplication scheme 

(Enc, Dec, TagGen, PoW) between the probabilistic polynomial time (PPT) adversary and a 

challenger, where ξ0 > ξ1 ≥ λ. At the start of game, ξ0 is the lower limit of minimum entropy of 

block Fi. The PPT adversary is only permitted to acquire from the challenger at most (ξ0 − ξ1) 

bits information of block Fi. 

1. Setup: The description of algorithms (Enc, Dec, TagGen, PoW) is made public. 

Assume that the challenger chooses block Fi which is sampled with minimum 

entropy ≥ ξ0, over any distribution {0, 1}M. The parameter (M ≥ ξ0) is 

polynomially restricted in λ. Then challenger computes block tags Ti ←B-TagGen 

[Fi] and sends it to adversary. 

2. Query 1: The adversary makes this query to the challenger. It comprises of a 

computable function ‘f’. In response, the challenger computes y = f (Fi) and send 

it to adversary. 

3. Commit: The adversary chooses a subset of u indices (i1,...,iu) from [1,| Fi |], 

where u ≥ 1 and u + |y| ≤ (ξ0 − ξ1). For given j ∈ [1,u], α[j] = F [ij], challenger 

calculates the corresponding α ∈ {0,1}u of Fi. The challenger selects arbitrary bit 

b ∈ {0,1}, set αb = α and α1−b ← R{0,1}u and send (α0,α1) to the adversary A. 

4. Output 1: Assume there is another PPT “extractor” algorithm B which takes 

𝑂𝑢𝑡𝑝𝑢𝑡𝐴
𝐶𝑜𝑚𝑚𝑖𝑡 (view of adversary A at this stage) as input and outputs a guess bB 

∈ {0,1} of value b. 

5. Query 2: The adversary then makes the adaptive queries to the challenger. In 

response to Query 2, the challenger randomly chooses Ki ← R KeyGen (1 λ) and 
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r1, r2 ← R{0,1}λ. Set  CK[i]= (r1, r2, hash (Fi)) and computes CF[i] ← B-Enc (Ki, 

Fi). The challenger finally sends (CK[i], CF[i]) to the adversary. 

6. Query 3: The prover algorithm, PoWPrf, runs by challenger, with input F and the 

verifier algorithm, PoWVer, runs by adversary to get (Ki, Accept/Reject, H(CFi)). 

The adversary knows the values (Accept/Reject, H(CFi)) and makes many queries 

in polynomial time. 

7. Query 4: The challenger runs the verifier algorithm PoWVer  with input CK[i] 

and adversary runs the prover algorithm PoWPrf to get (Ki; Accept/Reject, 

H(CFi)). The adversary knows the values (Ki) and makes many queries in 

polynomial time. 

8. Output 2: After making the above mentioned queries, the adversary A outputs a 

guess bA ∈ {0,1} of value b. 

 

9. Definition 3.2. We define that post quantum HLSBD2 deduplication scheme 

(Enc, Dec, TagGen, PoW) is (ξ0, ξ1) secure (for all λ ∈ N, where ξ0 > ξ1 ≥ λ) for 

any PPT adversary and any unpredictable block source Fi, there is another PPT 

algorithm B (also called “extractor”) in the security game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, ξ1), such that 

the probability of winning of adversary A is given by, 

Pr [A finds b in Output 2] ≤ Pr [B finds b in Output 1] + negl(λ) 

can also be written as, 

Pr [bA = b] ≤ Pr [bB = b] + negl(λ). 

 

3.7.3 PoS Security 

The security requirement of proof of storage in our system needs the user should be able to 

validate the integrity of its uploaded data on CSP. It demonstrates that semi honest and 



 
 

29 
 

malicious CSP cannot persuade the user to accept an incorrect output. The downloaded data CF 

is verified against the stored tag TF. In PoS system, the tag TF acts as an authenticator. We say 

that post quantum HLSBD2 deduplication scheme is secure against SH-CSP attacks (semi 

honest CSP attacks), if no PPT adversary A has a non-negligible advantage in the following 

𝐺𝐴
𝐻𝐿𝑆𝐵 game. 

1. Setup: The description of algorithms (PoSPrf, PoSVer) is made public. The 

adversary A sends two unpredictable source blocks M of equal length (M0, M1) 

to the challenger. The challenger in return sends the system parameter P to the 

adversary A. 

2. Challenge: The challenger selects b ← {0,1} randomly. If b = 0, the challenger 

selects M0 else if b = 1, selects M1. Set M = Mb. The challenger sends challenge 

Q (file name, index) to the adversary. 

3. Output: Consequently, the adversary generates the response R'← PoSPrf (Q) 

against the challenge Q which passes verification test of storage, i.e.,   PoSVer 

(R, CF, T(F)) → Accept. Suppose the honest response be R← PoSPrf (Q, M). If 

R' ≠ R, the challenger gives output 1 else output 0. 

4. Definition 3.3. We say that post quantum HLSBD2 deduplication scheme is 

secure if for any PPT adversary and any unpredictable message source M, the 

advantage of adversary is given by, 

𝐴𝑑𝑣A(𝐺𝐴
𝐻𝐿𝑆𝐵, λ)  ≤ negl (λ) 

3.8 Chapter Summary 

In this chapter, we have define the system model and threat model with its entities. We have 

also design and define the syntax of our scheme with all required cryptographic protocols. 

Moreover the goals for correctness of protocols and security definitions have been defined 
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including channel privacy, data privacy and proof of storage privacy. This chapter is basically 

draws the baseline for final construction of our scheme.     
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Chapter 4 

 

Proposed Data Deduplication Scheme 

4.1 Introduction 

In this chapter, we present the detailed construction of our quantum secure hybrid level source 

based data deduplication (HLSBD2) scheme which provides resilience against quantum 

threats, achieves data security and integrity, proof of ownership and enhanced storage 

efficiency and communication bandwidth. 

4.2 System Setup Phase 

In this phase the system will initialize basic necessary parameters in the following three steps: 

1. Step 1: The central authority (CA) initializes the parameters N, p and q and selects 

the two random polynomials each for client and CSP , i.e.,  f and g with degree 

(N-1) and coefficients [-1,0,1], in order to generate pair of public key h through a 

function PubKeyGen (p,fq,g) and private key. Parameters (N,p,q,h) are public and 

(f,g,fp, fq,r) are private for each entity. The CA will issue the digital certificates of 

public-private keys pair to CSP and each user.  

2. Step 2: The following functions are initialized.  

a. AES 256 bit symmetric encryption scheme with primitive functions, i.e.,   

KeyGen256, AESEnc256, AESDec256 and security parameter 1λ. 

b. The tag generation algorithm for duplication detection with primitive 

function SHA256. 

c. NTRU encryption scheme with primitive functions NtruEnc and NtruDec. 

d. PoW algorithm with primitive functions of PoWF for file and PoWB for 

block. 



 
 

32 
 

3. Step 3: The CSP setups two types of storage systems. The first one is primary 

rapid storage system for storage of file tags for efficient detection of 

deduplication. The second is secondary storage system to store encrypted data of 

users and corresponding encrypted symmetric secret keys. 

   

4.3 Data Upload Phase 

Our HLSBD2 deduplication scheme performs file as well as block level source based 

deduplication. We will present the data upload phase of first user who uploads the data for first 

time on cloud. 

4.3.1 Data Upload by First User  

Assume the first user, Alice, who uploads the file F. On input file F, the user performs 

subsequent steps: 

1. Partition the file F into chunks/ blocks [Fi] (where i= 1, 2,…, n) and calculates the 

file tag and block tags through T (F) = SHA256 (F) and Ti (Fi) = SHA256 (Fi) 

respectively. 

2. She will encrypt the file F with symmetric secret key K through CF = AESEnc256 

(K, F) and encrypts the blocks [Fi] with symmetric keys Ki through CFi = 

AESEnc256 (Ki, Fi). 

3. Alice will encrypts the file key K with H(F) and block keys Ki with H(Fi)1≤i≤n 

through a relation, CK = SHAs(F) ⊕ K and CKi = [SHAs(Fi) ⊕  (Ki)1≤i≤n] 

respectively. 

4. Alice then sends T, Ti, CF, CFi ,CK and CKi to the CSP through NtruEnc protocol. 

5. After running NtruDec protocol, the CSP will compute the hash of CF and CFi, 

through H(CF) = SHA256 (CF) and H (CFi) = SHA256 (CFi) respectively. 
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6. Finally the CSP will store (T, Ti, CK and CKi) in rapid primary storage and (CF, 

CFi) in the secondary storage.  

 

4.3.2 Data Upload by Second User  

Assume the second user wants to upload the file F. At first the CSP performs file level 

deduplication as under: 

4.3.3 File Level Deduplication 

1. Step 1: The user takes the file F as input, generates the file tag through T (F) = 

SHA256 (F) and send it to CSP through a relation e = NtruEnc (r . h + T). 

2. Step 2: On receiving e, the CSP decrypts the tag through a relation T (F) = 

NtruDec (f.e (mod q)). On receiving T (F) the CSP checks for duplicates and 

search whether there exists same tag in CSP lookup database. If yes, the CSP 

respond to the user with message “duplicate file” else “no duplicate file”. 

3. Step 3: If the response message is “no duplicate file” then it switch over to S6 to 

go for block level deduplication. If the response message is “duplicate file” then 

the PoW protocol will be run between the user and CSP. The CSP will return 

encrypted symmetric key CK, already stored in CSP secondary storage, to user as 

a challenge through NtruEnc protocol. 

4. Step 4: After running NtruDec protocol, the user decrypts CK. The user further 

decrypts the key by using SHAs(F)as a key, through a relation, K = SHAs(F)⊕CK. 

The user will then encrypt the file through symmetric encryption , i.e.,  CF = 

AESEnc256 (K, F) and computes the hash through a relation H (CF) = SHA256 (CF). 

The user will send the hash, H(CF) as a response (to the challenge sent by CSP) 

to the CSP through NtruEnc protocol. 
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5. Step 5: After running NtruDec protocol, the CSP decrypts the response, H (CF) 

and compares with already computed and stored hash SHA256 (CF). If both are 

equal then the user validation is successful and is allowed to download CF. After 

this the user may delete the copy of file F from its local storage and safely keeps 

the key K in own local storage. Now the user can recover the file F by 

downloading CF from CSP and decrypt it with secret key K. If PoW protocol fails, 

the CSP terminates the data upload phase. 

4.3.4 Block Level Deduplication 

The block level deduplication for further elimination of duplication at block level is as under: 

6. Step 6: On input file F, the user performs the subsequent mentioned steps: 

a. Partition the file F into chunks [Fi] (i= 1, 2,…, n). 

b. Compute the block tags for each block Fi through a relation Ti (Fi) = SHA256 

(Fi). 

c. The user then sends the set of block tags [Ti (Fi)] for detection of duplication 

to CSP through NtruEnc protocol. 

7. Step 7: After running NtruDec protocol, the CSP receives the block tags [Ti (Fi)]. 

Then, CSP computes the block signal vector vF. For each index i, the CSP sets 

vF[i]=1 to show “duplicate block”, for any block tag that matches Ti (Fi), 

otherwise sets vF[i]=0 to show  “no duplicate block”, stores Ti (Fi) in its storage 

and returns vF to concerned user. 

8. Step 8: The user performs the succeeding operations upon receiving signal vector 

vF. For every index i, if vF[i]=1, the client begins PoWB protocol with CSP (same 

as PoWF from S4-S5) in order to prove that it owns the block Fi. If ownership of 

user is validated, the user is allowed to keep the secret block keys Ki and no need 
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to upload Fi, else the user will encrypt the blocks by using relation CFi = 

AESEnc256 (Ki, Fi) with KeyGen256 protocol. 

9. Step 9: The user will then encrypt the block keys Ki with respective Hs(Fi), 

through CKi = [SHAs(Fi) ⊕  (Ki)1≤i≤n] and computes the tag through Ti (Fi) = 

SHA256 (Fi) for all with vF[i]=0. 

10. Step 10: The user finally uploads CFi, CKi and Ti (Fi) to CSP through NtruEnc 

protocol and CSP stores the CKi and Ti (Fi) in its primary rapid storage and CFi in 

secondary storage after decrypting data through NtruDec protocol. 

 

4.4 Data Download Phase 

The data download phase consists of following three steps.  

1. Step 1: Assume, if the user downloads the file F. First it will send a file name as 

a request message to the CSP through NtruEnc protocol.  

2. Step 2: After running NtruDec protocol, the CSP will check whether the 

concerned user is eligible to download the file F. If eligible, then the CSP returns 

the corresponding cipher text CF and tag T (F) to the user through NtruEnc 

protocol else the CSP will send back the abort signal to mention the data download 

failure. 

3. Step 3: On receiving the cipher text CF and tag T (F), the user will first decrypt 

the file with already stored symmetric secret key K through a decryption 

algorithm, F=AESDec256 (K, CF) and gets the file F. Secondly the user will also 

compute hash of a file through a relation, T (F) = SHA256 (F) and compares with 

the received tag T (F) from CSP. If both are equal then the user is sure about the 

file else he will not accept the file. Same is the process for decryption of blocks. 
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4.5 Design Considerations 

4.5.1 Duplication testing 

In our scheme, the tag of data will be used as a multipurpose. It will not only allow the user to 

validate the integrity of its data but also can be used to detect duplication of data. This tag will 

be used in order to perform deduplication using algorithm DupTest at hybrid level (file and 

block level deduplication).  

4.5.2 Consistency testing 

In order to defend against poison attack from outside adversary, this algorithm will allow the 

CSP to verify the consistency of tag of data with its stored cipher text CF. During this test, the 

CSP will confirm the consistency by computing the hash of cipher text H(CF) and verifies with 

H(CF') (challenged during the PoW protocol) computed by the new user. 

4.5.3 Guarded decryption 

In our post quantum HLSBD2 deduplication scheme, the download phase allows the user to 

validate the integrity of its uploaded data. During this phase, the user is given tag T(F) and 

cipher text CF from CSP. The user will decrypt the data using its secret key and computes the 

hash of decrypted data. The hash will be validated against the sent tag T (F) and allows the user 

to verify the integrity of its stored data. 

4.5.4 Encrypted block keys 

In order to ensure the security of user’s data on clouds in bounded leakage setting in this 

scheme, each user is allowed to encrypt its data using its own symmetric key. The 

corresponding block keys are then encrypted using randomly chosen nonce s ←− {0, 1}λ with 

keyed hash function Hs(Fi) by using XOR (⊕) operation. Unlike CE and MLE where the 

message is encrypted using the hash of message as a key, this algorithm prevents the short 

comings of CE and can be taken as an extension of CE. 
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4.6 Correctness Analysis 

Our post quantum HLSBD2 deduplication scheme fulfills the requirement of data decryption 

correctness due to symmetric encryption scheme. Beside this, we verify the correctness of other 

sub protocols of our scheme as follows: 

 

4.6.1 NTRU Decryption Correctness 

The proposed sub protocol NtruDec is correct. In order to decrypt the message correctly 

following steps and considerations must be followed. 

a = e . f (mod q) 

a = (r . h + M) . f (mod q)  

a = (r . (pfq .g) + M) . f (mod q) 

a = pr.g + M. f (mod q) 

Now we will compute a mod p: 

b = a (mod p) = M. f (mod p) 

Now CSP multiplies with fP, 

c= b . fP (mod p) = f. fP . M (mod p) 

where, f.fP(mod p) = 1 

therefore, c = M (mod p) 

 

4.6.2 Tag Correctness 

The TagGen, sub protocol of our scheme is correct, for any two data blocks F[i] and F'[t] ∈ {0, 

1}λ such that F[i] = F' [t],  

Ti  = B-TagGen (Fi)  

Tt'= B-TagGen (F't),  

such that, Pr [B-DupTest (Ti, Tt') = True] = 1 
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4.6.3 PoW Correctness 

The PoW, sub protocol of our scheme is correct, for any challenge Q (i, s, CKi) from CSP the 

user computes the response R ←PoWPrf (Q, F'i) as,  

Ki = B-KeyDec (s, Hs(F'i) ⊕ CKi), 

CF'[i] ← B-Enc (Ki, F'i), 

R = C-TagGen (CF'i)  

such that, Pr [PoWVer (R, H(CFi)) = True] = 1  

and Pr [ConTest(H(CFi), H(CF'i)) = True] = 1. 

 

4.7 Chapter Summary 

This chapter provides detailed construction of the proposed scheme with well-defined 

examples and cryptographic protocols. The proposed scheme consists of three phases to 

achieve the secure deduplication in post quantum era. Moreover, this chapter also provides 

detailed parameters for design considerations. The correctness analysis for desired goals has 

also been discussed in this chapter which proves the correctness of the proposed scheme in post 

quantum era.    
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Chapter 5 

Security Analysis 

5.1 Introduction 

In this chapter, we will present the security analysis of post quantum HLSBD2 deduplication 

scheme in order to verify the achievement of security goals as already defined in chapter 3.  

 

5.2 Complexity Assumption 

Keeping in view the following complexity assumption [43], we will carry out the security 

analysis of our scheme. The most important is the following one way NTRU mathematical 

hardness assumption, which is considered difficult to solve in quantum secure environment. 

5.2.1 NTRU Inversion Problem. For the given integer parameters N, p and q, security 

parameter k,  four groups of polynomials, i.e., Lf, Lg, Lr and Lm with degree (N −1) and integer 

coefficients [-1,0,1], arbitrary generated public key h and generating cipher text through e = h 

∗ r + m, finding m. Here, we represent the success probability of any adversary A by,  

Succntru
ow (A) = Pr [

(h,∗) ← K(1k), m ∈ Messages, r ∈ Random,
e = h ∗ r + m mod q ∶  A(e, h)  =  m

] 

5.2.2 Shortest Vector Problem. For a given arbitrary basis B of a lattice L = L(B), the 

hardness of SVP consists in finding a non-zero shortest lattice vector, i.e.,  a vector v ∈ L, 

where ||v|| = λ1(L). 

The computational hardness problems presented above turned out to be intractable from a 

classical and a quantum approach. Therefore, it is inferred that there is no polynomial-time 

classical or quantum algorithm, which solves worst-case approximated lattice problems. 
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5.3 Channel Privacy 

We prove the IND-CPA security of our post quantum HLSBD2 deduplication scheme by 

giving the definition of IND-CPA security (also called the semantic security) by Goldwasser 

et al. [44] in 1984. 

Definition 5.1. The asymmetric encryption scheme E = (KeyGen, Enc, Dec) is semantically 

secure for any probabilistic polynomial time (PPT) adversary A = (A1, A2), having advantage 

𝐴𝑑𝑣𝐴,𝐸
𝐼𝑁𝐷−𝐶𝑃𝐴 = |Pr [𝐸𝑥𝑝𝐴,𝐸

𝐼𝑁𝐷−𝐶𝑃𝐴 (λ) = 1] − 
1

2
| is negligible. The experiment 𝐸𝑥𝑝𝐴,𝐸

𝐼𝑁𝐷−𝐶𝑃𝐴 (λ) is 

defined as under: 

 𝑬𝒙𝒑𝑨,𝑬
𝑰𝑵𝑫−𝑪𝑷𝑨 (λ): 

 𝑏← R {0,1} 

 (𝑝k, sk) ← KeyGen (1𝜆) 

 (m0, m1) ← A1 (𝑝k) 

 c ←  Enc (𝑝k, mb) 

 𝑏′← A2 (c) 

 𝑖𝑓 𝑏′ = 𝑏, 𝑜𝑢𝑡𝑝𝑢𝑡 1 

 else 𝑜𝑢𝑡𝑝𝑢𝑡 0. 

The plaintext (m0, m1) chosen by adversary should have the same length. In order to ensure the 

security of channel privacy in post quantum era in our scheme, we utilize the NTRU encryption 

scheme. Since NTRU encryption fulfils the security requirement of definition 5.1, therefore 

Theorem 1 is given by. 

Theorem 1. The quantum secure HLSBD2 scheme satisfies the security goal of channel 

privacy. 

Proof Sketch. According to security goal of channel privacy, we have to prove that no 

information about the encrypted traffic is leaked to outside adversaries during the deduplication 

process. Here we utilize the NTRU encryption in order to generate the public/ secret key pair. 
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Firstly, we prove that the PubKeyGen sub protocol is secure. As per our supposition, that the 

CA will not collude with CSP or any other client, assume that there is an adversary that can 

break the mathematical hardness assumption of NTRU scheme. The NTRU encryption is post 

quantum probabilistic asymmetric encryption scheme, which is based on the hardness 

assumptions of NTRU inversion problem and lattice based shortest vector problem (SVP). 

Then, we can use the adversary to solve the NTRU inversion problem and SVP, which is proven 

to be complex. Therefore, our scheme is secure against both existing classical and quantum 

computers. 

Secondly, the traffic between the user and CSP is encrypted by using NTRU encryption 

protocol during the deduplication process. As per the definition of semantic security (IND-

CPA), the probability of distinguishing the cipher text for (m0, m1) is negligible for PPT outside 

adversary. If any encryption algoritm fulfills the security definition of definition 5.1, then there 

is no information about the cipher text, which can be leaked. As NTRU encryption fulfills the 

security definition of IND-CPA, therefore no traffic is leaked between CSP and its clients to 

outside adversaries. Hence our scheme satisfies the security goal of channel privacy in post 

quantum era. 

5.4 Data Privacy 

We prove the semantic security of user data privacy for our post quantum HLSBD2 

deduplication scheme by assuming {hk(·)}be a collision resistant universal hash family and 

encryption scheme Enc is semantically secure secret key scheme (as per definition 5.2.1 by 

Goldreich [45]). The unknown file F should have at least (ξ1 −λ) = λ + Ω (λ) bits minimum 

entropy, as per Lemma 2.2 in Dodis et al. [46], after leakage from the oracle OF. 

Theorem 2. Let Enc is semantically secure secret key sub algorithm and {hk(·)}be a collision 

resistant universal hash family of post quantum HLSBD2 deduplication scheme. The security 

game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, ξ1) is computationally indistinguishable to the view of adversary A. 



 
 

42 
 

Proof Sketch. For all block messages, which the adversary A has acquired from challenger in 

game 𝐺𝐴
𝐻𝐿𝑆𝐵are derived from (𝐺𝐴

𝐻𝐿𝑆𝐵, r, hr(Fi)⊕ Ki, hash(Fi), CF[i]), where 𝐺𝐴
𝐻𝐿𝑆𝐵= (y,α), where 

α is calculated in the Commit phase and y is the output of Query 1. Similarly while making 

adaptive queries in security game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, ξ1), where adversary obtained all messages from 

challenger through (𝐺𝐴
𝐻𝐿𝑆𝐵, r1, r2, hash(Fi), CF[i]) without calling oracle OF (to compute the 

hash of selected file F). Now sample a block Fi' from {0,1}|F| with the same distribution, as the 

block Fi is sampled. Generating a secret key Ki' = KeyGen (1λ) to encrypt block Fi' to attain 

cipher text CF'[i] ← B-Enc (Ki', Fi'). Assume two random variables X and Y, which are 

indistinguishable computationally and have relation, X ≈c Y. Therefore, we have 

 (G, r, hr(Fi)⊕Ki, hash(Fi), CF[i])  (7) 

 ≈c (G, r, hr(Fi)⊕Ki, hash(Fi), CF'[i])  (8) 

 ≈c (G, r1, r2, hash(Fi), CF'[i])   (9) 

 ≈c (G, r1, r2, hash(Fi), CF[i])   (10) 

As Enc is secret key cipher text indistinguishable, therefore equation (7) ≈c equation (8). As 

the information given about F is (G, r, hr(Fi)⊕Ki, hash(Fi)), the unknown block Fi still has at 

least Ω(λ) entropy. Therefore, encryption of block Fi (CF[i]) is indistinguishable 

computationally from encryption of block Fi' from {0,1}|F| (CF'[i]), under the same distribution 

from which block Fi is sampled. From hash lemma [47], which is applied on universal hash 

family {hk} equation (8) ≈c equation (9). 

The cipher text indistinguishability property of the encryption scheme Enc also implies 

equation (9) ≈c equation (10), where r1, r2 are also independent on the other terms of equation 

(9) and (10). Hence Theorem 2 is proved. 
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Theorem 3. In post quantum HLSBD2 deduplication scheme, there exists another PPT 

algorithm B (also called “extractor”) in the security game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, ξ1), such that the 

probability of winning of adversary A is given by, 

Pr [bA = b] ≤ Pr [bB = b] + negl(λ). 

Proof Sketch. Except the Query 1 phase, the adversary A does not make queries to OF (to 

compute the hash of selected file F). The adversary will call encryption oracle in Query 2 phase, 

to acquire cipher text CF[i], therefore the guessing probability of adversary A is given by, 

 Pr [𝐴𝑶𝑭
(CF[i], |F|) = α] =Pr [bA = b] 

As the encryption scheme Enc is semantically secure (as per definition 5.2.1 by Goldreich [45]), 

there exists a PPT extractor C, such that 

 Pr [𝐴𝑶𝑭
(CF[i], |F|) = α] ≤ Pr [𝐶𝑶𝑭

(|F|) = α] + negl(λ). 

As per definition 3.2, assume that there is another PPT extractor B which is also based on 

algorithm C, where αc be the output of C. Therefore, for some b ∈{0,1}, if αc= αb∈{ α0, α1 }, 

then B outputs bB = b otherwise B output a random bit bB 

𝑅
←{0,1}. So we get, 

Pr [bA = b] = Pr [𝐴𝑂𝐹
(CF[i], |F|) = α] 

 ≤ Pr [𝐶𝑂𝐹
(|F|) = α] + negl(λ) 

 ≤ Pr [bB = b] + negl(λ).   (11) 

Therefore, there exists a PPT algorithm B, such that 

  Pr [bA = b] ≤ Pr [bB = b] + negl(λ) 

Hence Theorem 3 is proved. Therefore, according to Definition 3.2, security game 𝐺𝐴
𝐻𝐿𝑆𝐵(ξ0, 

ξ1) is indistinguishable computationally from the view of adversary A.  
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5.5 PoS Security 

In order to prove the security of our PoS protocol, we have the following theorem. 

Theorem 4. In our post quantum HLSBD2 deduplication scheme, assume H1 (H1 = T(F)) be a 

random oracle, where (ξ0 − ξ1) is the number of blocks which are known to adversary A, 𝑡(𝜆) 

is the total number of blocks of challenged file, ξ0 is the minimum entropy of block source M 

and 𝑞(𝜆) is the number of queried blocks by the adversary, the advantage of adversary in 

security game 𝐺𝐴
𝐻𝐿𝑆𝐵 is given by, 

𝐴𝑑𝑣A ≤ (
(ξ0−ξ1)

𝑡(𝜆)
)

𝑞(𝜆)

+  
1

2ξ0
 . (1-  (

(ξ0−ξ1)−𝑞(𝜆)+1

𝑡(𝜆)−𝑞(𝜆)+1
)𝑞(𝜆))  

Proof Sketch. Assume that the challenged file FC consisting of 𝑡(𝜆) number of blocks and 𝑞(𝜆) 

number of blocks are queried in the challenge phase is Fq. Here we also refer to FA as (ξ0 − ξ1) 

is the number of blocks which are known to adversary A. Suppose an event Bad , i.e.,  Fq ⊆ FA, 

where all queried blocks are known to adversary A, and the probability of this occurrence is 

given by, 

  Pr [Bad] ≤  (
(ξ0−ξ1)

𝑡(𝜆)
)

𝑞(𝜆)

 

The probability that at least there exists a block, queried in challenge phase, which is not known 

to adversary, i.e.,  Fq ⊄ FA, is given by, 

  Pr [Fq ⊄ FA]   ≤   (1 -  (
(ξ0−ξ1)−𝑞(𝜆)+1

𝑡(𝜆)−𝑞(𝜆)+1
)𝑞(𝜆)) 

Assume another event where the adversary wins is Awins and its probability is given by, 

Pr[Awins] = Pr [Bad] Pr [Awins |Bad] + Pr [¬Bad] Pr [Awins | ¬Bad] 

If the event Bad occurs, the adversary will win the game with maximum probability, i.e., 1 

because it knows all the queried blocks during the challenge phase. Otherwise, if Bad does not 

occurs, i.e., Fq ⊄ FA, then we can consider to apply the minimum entropy to bind the probability 
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of Awins. Therefore, we can bind the 𝐴𝑑𝑣A as Pr [Awins | ¬Bad] ≤  
1

2ξ0
 . Hence, Theorem 4 is 

proved. 

5.6 Chapter Summary 

This chapter draws the detailed security analysis of the proposed scheme in post quantum era. 

The security goals defined in chapter 3 have been analyzed to see the level of achievement of 

security by the proposed scheme. The parameters analyzed for security are channel privacy, 

proof of storage and data privacy.  
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Chapter 6 

Implementation and Performance Analysis 

6.1 Introduction 

In this chapter, we have carried out detailed performance analysis and evaluated the data upload 

and data download performance of our quantum secure HLSBD2 scheme.  

6.2 Implementation 

We implemented the scheme using the Pycryptodome library [53] for evaluation and analysis 

of computation cost of our HLSBD2 scheme. The NTRU encryption function is provided in 

ntrumaster library [54]. The test experiment has been performed using Oracle VM VirtualBox 

with operating system Ubuntu 14.04 LTS and python 2.7.6, on a laptop computer with 

specifications, Intel(R) Core(TM) i3-5005U CPU of 2.00 GHZ, x64 based processor and 4.00-

GB RAM. 

Our HLSBD2 scheme has been implemented as a proof of concept (PoC) prototype by using 

python language with collision resistant hash function as SHA256 for TagGen, AES-256 based 

data encryption and decryption function and NTRU encryption for channel privacy as shown 

in Figure 6.1, 6.2, 6.3 and 6.4 respectively. 
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Figure 6.1: Python Implementation of TagGen Algorithm 

 

Figure 6.2: Python Implementation of AES-256 Encryption and Decryption Algorithm 
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Figure 6.3: Python Implementation of NTRU Encryption and Decryption Algorithm 

 

Figure 6.4: Python Implementation of NTRU Encryption and Decryption Algorithm 

6.3 Analysis of Computational Cost 

In order to achieve quantum resilient security, tag is generated using quantum secure SHA256 

hashing algorithm (as shown in figure 6.5 and 6.6), data is encrypted with quantum resilient 

AES-256 encryption algorithm(as shown in figure 6.7 and 6.8) and key is encrypted with AES-
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256 encryption algorithm (as shown in figure 6.9) as per security analysis [9]. The channel 

privacy has been achieved by NTRU encryption using parameters N=167, p=3, q=128 [52] (as 

shown in figure 6.10). 

 

Figure 6.5: Computational Cost of Tag Generation Phase 

 

Figure 6.6: Computational Cost of Tag Generation Phase 
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Figure 6.7: Computational Cost of AES-256 Data Encryption and Decryption Phase 

 

Figure 6.8: Computational Cost of AES-256 Data Encryption and Decryption Phase 
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Figure 6.9: Computational Cost of AES-256 Key Encryption Phase 

 

Figure 6.10: Computational Cost of NTRU Encryption and Decryption Phase 

We analyze the TagGen cost, AES-256 data encryption and decryption cost on sample data of 

four files having each size of 128 KB, 256 KB, 512 KB and 1024 KB as shown in Figure 6.11. 

The results are shown in Table 6.1. The results shows that the computational cost of data 

encryption of sample data is greater than the data decryption cost in post quantum era. 
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Figure 6.11: Oracle VM Virtual Box 

 

Table 6.1: Computation Time of Tag Generation and Data Encryption 

Algorithms 
File Size (KB) 

128 256 512 1024 

TagGen 0.008 s 0.012 s 0.021 s 0.04 s 

AESEnc256 0.63 s 0.65 s 0.65 s 0.675 s 

AESDec256 0.008 s 0.015 s 0.027 s 0.07 s 

 

We have also carried out the computational cost analysis of data upload and download phases, 

in order to present an overview of file vs block level deduplication cost. The block size is fixed 

and set to 4 KB per block. The file sizes taken for experimental results are 8 KB, 16 KB, 32 

KB and 64 KB as shown in figure 6.12. The experimental results showed that the block level 

data upload computational cost is much lesser than the file level in our quantum secure 

HLSBD2 scheme. The results of data download comparison are shown in figure 6.13. 
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Figure 6.12: Computation Analysis of Data Upload – File vs Block level 

The computational analysis shows the average time for data upload and download phases of 

our scheme in post quantum era. To enhance the security against quantum computers, the 

audience should also keep in view the reality of a tradeoff between security and computational 

efficiency of the designed cryptosystem. Table 6.2 displays the comparison of various 

deduplication schemes with our proposed scheme. As seen from Table 6.2, HLSBD2 

simultaneously ensures data integrity, ownership verification, data storage proof, and is 

quantum resilient as well.  

 

Figure 6.13: Computation Analysis of Data Download – File vs Block level 
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Table 6.2: Comparison Analysis of Encrypted Data Deduplication schemes 

Scheme DDL DI PoW PoS Quantum resilient 

Douceur et al.  [11] File level     

Bellare et al.  [16] File level     

Bellare et al.  [17] File level     

Li et al.  [18] Dual level     

Chen et al.  [19] Dual level     

Xu et al.  [38] File level     

Yuan et al.  [48] File level     

He et al.  [49] File level     

Nayak et al.  [50] File level     

Yu et al.  [51] Block level     

HLSBD2 (This work) Dual level     

 

 DDL: Data Deduplication level, DI: Data Integrity 

In order to provide an overview of computational analysis of our scheme, we have shown the 

base case for data upload and download cost of 32 bytes of data as shown in figure 6.14. 

 

Figure 6.14: Computation Analysis of Data Upload and Download Phase 
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6.4 Analysis of Communication Cost 

Our proposed cryptosystem supports the source based deduplication. Therefore, the 

communication cost of our scheme is less than the schemes implementing target based 

deduplication. The analyzed communication cost of encrypting a 32 bytes message using 

NTRU encryption to ensure channel privacy is 1.8 KB in our scheme. 

6.5 Analysis of Storage Cost 

As per our assumption, it is very rare that two users uploads the 100% same data. Therefore, it 

motivated us to go for block level deduplication instead of file level deduplication. The results 

of our scheme have shown that the data upload and download cost of each block is very less as 

compared to the cost of complete file and it also reduces the storage cost of CSP. Hence, block 

level deduplication is more storage efficient than the file level deduplication. 

Metadata Size. Now we present the clear picture of storage efficiency of our scheme with 

other block level deduplication schemes. More precisely, assume the block size in our proposed 

scheme and BL-MLE scheme [11] is n-bits, for a duplicated file of size m-bits, therefore the 

number of blocks are b1 = [m/n]. Due to the implementation of BL-MLE scheme in elliptic 

curve cryptography (ECC) with prime order p such that |p| = 257, the metadata size of 

deduplication is 257· (b1 +1). Here the deduplication tag performs both role, i.e., block 

identifier as well as encrypted block key. As for our scheme, the deduplication tag/ block 

identifier size is 256 bits whereas the encrypted block key size is also 256 bits. Therefore, the 

deduplication metadata size of our scheme is 512 · (b1 +1).  

To provide the concrete comparison, we assume similar files uploaded by different users. 

Suppose each file size is 1TB and block size is 4KB. In this case, the deduplication metadata 

size of HLSBD2 scheme is 16GB whereas the metadata size of BL-MLE scheme is 8GB. With 

the increase in number of users, uploading the similar data, the metadata size of BL-MLE 

scheme starts increasing as each user has different master key in order to generate the 
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deduplication tag. In comparison, the metadata size of HLSBD2 scheme remains the same, i.e., 

16 GB under same settings, where the each duplicated block has only one block identifier (256 

bit size) and one encrypted block key (256 bit size) irrespective of number of users. The results 

are shown in figure 5.  

 

 

Figure 6.15: Storage Cost Analysis – HLSBD2 vs BL-MLE 

 

6.6 Chapter Summary 

In this chapter, we have provided the detailed performance analysis of the scheme and also 

given the comparison of features of our scheme with other schemes. The detailed 

implementation details of the scheme have been presented in this chapter with the details of 

hardware on which it is tested. This chapter provides computational cost analysis, 

communication cost analysis and storage cost analysis of the proposed scheme in post quantum 

era. 
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Chapter 7 

 

Conclusion and Future Work 

7.1 Overview 

In this research work, we have raised a significant security issue of existing data deduplication 

schemes and formalized a new Quantum secure HLSBD2 to ensure security in post quantum 

era. We have also shown the detailed analysis of the scheme through experiments and 

observations. We have provided the proofs of security of channel privacy against outside 

adversaries and data security against inside adversaries in post quantum era. To be best of 

author’s knowledge, we believe that this is the first work on deduplication for post quantum 

era. 

7.2 Future Work 

We put forward few recommendations for extending this work. Firstly, the proposed quantum 

secure HLSBD2 scheme is securely proved in the random oracle model (ROM), and for future 

work we recommend to explore that whether is it possible to propose and implement an 

efficient Quantum secure HLSBD2 scheme, which are proved secure in the standard oracle 

model? Secondly, HLSBD2 scheme uses post quantum NTRU encryption techniques for 

channel privacy and therefore is less computational efficient than other deduplication schemes. 

So, improving the overall computational costs without trading off security can be an interesting 

area to work on in future.  
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