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Abstract 

As the list of Internet of Things’ (IoT) devices, and the advantages they offer, continues to grow, 

the security threats to these devices continue to flourish. Most dangerous and irrepressible among 

these threats is ransomware that not only causes severe fiscal losses but also puts the security and 

integrity of the individuals and organizations’ data at risk. With revolutionary ingress of IoTs 

devices and Businesses setups, ransomware can now be anticipated as a threat to the user’s life 

since smart devices’ security is a field that still lags behind device manufacturing. Ransomware 

has never been a term unknown to the field of cyber security. As the technology continues to 

advance with new malware detection tools and security measures, attack surface keeps growing 

owing to addition of new systems and devices. One such case is the risk of ransomware attacks 

in IoT devices and networks. IoTs have amalgamated in our daily lives with their applications in 

every industry targeting from households to national infrastructures. Yet the security techniques 

for the data protection for IoTs lag behind their development pace. These devices offer potential 

attack space to hackers and can put large sum of data at stake making their users vulnerable to 

such attacks that may result in huge data and money loss. In this study we take Raspbian 

operating system as a case study to analyze the impact of ransomware attack on IoT based 

system. To show the significance of ransomware in IoT we created the modified linux 

ransomware for IoT. The implementation shows that the existing linux ransomware can be 

modified and executed on IoT devices easily. The study further suggests the mitigation 

techniques for such ransomware attacks such as: kernel hardening by limiting sudo (super user 

do) privileges, access denial for “debugfs functionality”, and restricting the developmental tool 

installation. The results show that device security can be enhanced through sudo restriction 

without significantly effecting device functionality as IoT devices are perfectly fine without user 

having root access.  
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CHAPTER 1: INTRODUCTION 

1.1 Background 

The 20th and the 21st centuries are known as the “Technological Era” because of the 

revolutionary changes which IT has brought to human life. During this era, human life 

evolved from computers to smart phones. The advancement in IT further led to the 

introduction of IoT devices into human life when John Romkey in 1990, introduced a 

toaster which could be set on or off, using internet. Later, IoT devices became part of 

everyday life in the form of smart home, health care, smart watches etc. and still its uses 

are expected to be increased in upcoming years. 

The concept was further extended to the efficient control of bigger industrial units and 

infrastructures like smart farming [1], precision farming, livestock marketing [2], smart 

greenhouses, industrial plant automation, transportation, marketing solutions and many 

other personal and business applications. The successful attempts further encouraged the 

use of IoTs in Healthcare industry [3] as this is among the largest industries involving 

engineering, science and IT infrastructure. Some common applications include healthcare 

fitness solutions, elderly care systems, and even chronic disease care and management 

systems [4]. Not only the healthcare systems are run and managed using IoTs now, various 

crucial medical sensors and equipment rely on IoTs for their monitoring and control. Some 

widely used IoT based medical devices include glucose monitoring sensor, 

electrocardiogram monitor [5], blood pressure monitor [6], oxygen saturation monitor [4], 

rehabilitation systems [7] [8] [9] [10], and IoT enabled wheelchairs [11]. All these medical 

devices are crucial in determining and managing patient health. Monitoring and control of 

these devices and equipment is of great importance having human lives at stake. 

As the world keeps moving toward digitalization and smart technologies that becoming 

more interconnected with each other. The IoT are impacting almost all businesses as 

technologies begin to interconnect and making decision autonomously without human 

involvement. The main objective of IoTs is to transform our physical world into digital 

signals; ready for the enhancements assured by faster communication and robust analytics 

[12]. In other words, IoT play a valuable role to making a digital structure more efficient 

and smarter. The IoTs allow the physical objects to “communicate” by sharing information 
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and directing decision among themselves [13]. This communication allows IoTs to offer a 

myriad of solutions to help realize the concepts of smart cities, smart energy management, 

wide surveillance networks, and emergency care provision networks [4]. 

For the system decentralization, through the placement of distributed energy generation 

and energy storage, the IoT embraces noteworthy latent for management and business 

model opportunities due to its capacity to aggregated data. Future decentralized structures 

need micro-level control and monitoring to influence their potential as benefactors to 

improve electricity systems operation [14]. 

The IoT has a variety of application domains. The applications for IoT are as frequent as 

diverse, as IoT resolutions are progressively ranging to effectively all areas of everyday 

life [15]. 

1.2 IoT Architecture and Standardization 

1.2.1 IoT Operating Systems 

IoT systems, unlike mobile devices, are compatible with a wide range of commercial and 

open source operating systems [16]. Following are the IoT operating systems which are 

driving the future: 

RIOT OS: having a user-friendly API, this operating system is well-suited to a variety of 

running platform. Its efficient resource requirements and power usage makes it compatible 

with PCs n embedded devices alike.  

Windows 10 for IoT: This Microsoft’s embedded OS has two sub-operating systems: core 

and enterprise. The former supports two architectures: ARM and Intel Atom. The core sub-

system also entertains Raspberry Pi.   

Raspbian OS: Based on Debian, Raspbian is an open source operating system that 

supports optimization for Raspberry Pi hardware which is most commonly used in IoT 

devices. It supports basic programs and different utilities for IoT. 
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WindRiver VxWorks: being robust and security efficient, this OS is used in security 

critical IoT applications. The OS also fulfills the certification requirements to be used in 

applications for crucial fields like aerospace and medical industries.  

Google Brillo: This android based embedded OS system allows devices to communicate 

using its “Weave” protocol without the need of having an android OS installed in them. 

ARM Mbed OS: A single-threaded OS, Mbed OS is developed by ARM and only support 

its own architecture. The OS is expected to be used in smart home applications and 

wearable devices. 

Embedded Apple iOS and OS X: Both iOS and OSX have been modified by Apple to 

run on IoT endpoints for the development of various IoT devices like Apple watch, Apple 

TV, and CarPlay etc.  

Nucleus RTOS: An embedded OS developed by Mentor Graphics. It has robust support 

for numerous embedded architectures and is popular in industries such as automotive, 

healthcare, utilities, industrial, and consumer electronics. 

Green Hills Integrity: It fiercely competes in the automotive, industrial, medical field and 

aerospace/defense. It is popular for its long-lasting reputation for security, performance 

and reliability. 

The above-mentioned variety of IoT will help the people to make choice from - other than 

the PCs, Tablets and Smartphones. 

1.2.2 IoT Elements and Protocols 

Following are the common IoT elements which are required to deploy the IoT solutions: 

• Low energy sensors 

• Communication services – Gateways, Routers, Modems 

• Touch screens and battery support 
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IoT Standards and Protocols 

IoT standard and protocols are proposed to facilitate and simplify different service 

provider’s job and application programmers. The World Wide Web Consortium (W3C), 

Internet Engineering Task Force (IETF), EPCglobal, Institute of Electrical and Electronics 

Engineers (IEEE) and the European Telecommunications Standard Institue (ETSI) are the 

different groups that led to providing protocols in support of the IoT. Following are the 

most prominent protocols defined by these groups [13]: 

• Application Protocols 

o DDS 

o CoAP 

o AMQP 

o MQTT 

o MQTT-SN 

o XMPP 

o HTTP REST 

o Infrastructure Protocols 

o Routing Protocols 

o Network Layer 

o Link layer 

o Physical/Device Layer 

o Influential Protocols 

o IEEE 1888.3, IPSec 
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o IEEE 1905.1 

1.2.3 IoT Open Security Issues 

Internet of Thing technologies have exceptional weaknesses with regard to cybersecurity 

such as high number of end points, inconsistent Protocols, Physical safety concerns [12]. 

As IoT platforms are dynamic, diverse and proactive socio-technical artifact that need a 

proper security protection. Security management in IoT industry is very significant due to 

its diverse nature. IoT reliant on to their own trademarked platform and protocols. IoT 

designing also a challenge as resources are limited for wireless sensor devices, big data and 

distributed networks. These challenges need standard protocols and appropriate 

technologies to be addressed. A cyber-attack on an IoT system results in unpredictable 

losses; such as loss of data which affects an organization’s integrity, loss of business, and 

loss of money if it is a ransomware attack. However, if the attack is launched on a 

healthcare system or device, it can lead to sever consequences of loss of human lives as 

well. Hence, IoT device security against cyber-attacks is a crucial subject that has 

demanded robust solutions over the past few decades. As the cyber-attacks continue to 

proliferate in their types and nature, there exists no standard strategy to mitigate these 

attacks. Various studies and commercial solutions exist for different types of attacks 

1.3 Ransomware 

“Ransom” means money; that makes the term “Ransomware” for the category of malwares 

used for corrupting a system, device, or software for the sake of demanding ransom in 

return to restore the system’s functionality. The malware is usually designed to lock the 

system in some way that the user cannot access it or any program in it. The system then 

displays a message demanding ransom for restoring the system’s functionality. What is 

more horrifying is that messages are masked as from some local law enforcement 

companies with their logos printed with the message to deceive the user into considering 

the messages authentic [17]. Once the message appears, the system’s functionality cannot 

be restored until the malware is removed from the system.  

Till 2009, ransomware was limited to encrypting files and demanding ransom for the 

decryption key. But later in 2009 in Russia, it was the first time that a ransomware locked 
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a display and demanded ransom. The scam later moved from Russia to Europe changing 

its types and medium of payment but the purpose remained same – ransom.  

1.4 Remunerative Business 

Businesses usually lack sophisticated systems defense thus making them vulnerable to 

malicious attacks. Ransomware is the significant threat to a remunerative business as it has 

the ability to shut down every division of businesses whether it is plants, manufacturing 

companies, smart technologies businesses or any other business dependent on technology. 

A data restoring strategy will not obligatory to make the ransomware trouble free. It needs 

a lot of financial cost to recover data depend upon the amount of data loss. Another 

important aspect for businesses is their reputation which may not be affordable for them to 

be compromised. It may affect the trust between customer and organization if they become 

the victim of ransomware. Considering these sides, we can conclude that it is necessary for 

business to make sure their system defense is capable to prevent malicious attacks. 

The new pray of ransomware are Internet of things. Using diverse capabilities of internet 

technology IoT allows extensive solution via integration of different devices in a network. 

IoT devices are controlled remotely and operate more efficiently and effectively as they 

collect and transfer data automatically without human interaction. Some notable 

applications of such IoT solutions include home and office monitoring, environmental 

monitoring, security and surveillance, education and healthcare. Due to its heterogeneous 

nature, IoT is providing a bigger attack surface for cyber-attackers and has become prone 

to Ransomware attacks. While the malware is proliferating at a fast pace, the IoT R&D 

industry lags in providing effective mitigation measures due to lack of early detection of 

ransomware attacks. There is a need of comprehensive classification and shortlisting of the 

features that cause such attacks. 

1.5 Motivation and Problem Statement 

Though opening myriad of opportunities, field of IoTs is under-developed and with every 

new opportunity evolves a new threat owing to the technology gaps in its development.  

IoT devices are used to store and share millions of bytes of data. This shared data comprises 

of a large amount of personal and private information. Preserving the security and integrity 
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of this shared data in case of a security breach is a significant issue that cannot be ignored. 

Numerous security issues in IoT devices are focused around operating systems which are 

undefended. Whether with or without user consents, restricted data provision due to data 

misuse and other privacy concerns can be a major hindrance in harnessing the full 

impending of these networks. One such privacy concern is the ransomware attack, the most 

trending malware attack growing exponentially, which causes monitory and reputation 

loses to the businesses and corporations. This has initiated research towards developing 

advanced security solutions that can be effective in securing user and other sensitive data 

that can cause ransom attacks to IoT industry. 

1.6 Objectives 

The thesis develops on the following three objectives: - 

• To propose a mitigation solution to prevent/ reduce attack surface for ransomware 

in IoT. 

• To identify the factors that involved in ransomware execution in IoT 

• Apply propose solution to IoT for the prevention of Ransomware 

1.7 Thesis Contribution 

To the best of our knowledge the mechanism proposed in this paper has not been used for 

ransomware attacks. Moreover, limiting superuser privileges, deny access for “debugfs” 

and restricting installation of development tools is also not used in the existing literature. 

Following are the thesis main contribution: 

• Demonstrated how malwares, especially ransomware, written for linux can easily 

be modified to use against IoT devices. 

• Proposed a novel approach to reduce the attack surface for ransomware which is 

limiting or restricting the super user privileges (Sudo) in IoT 

• Next, we have proposed a solution by restricting the functionality of “debugfs” 

function in IoT, which prevent the attacker to take full control on IoT device 
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• Unlike existing work, we have considered multiple ransomware attacks written in 

python and C language for linux and used on IoT operating system for the validity 

and can be implemented in distributed manner. 

 

1.8 Thesis Organization 

The thesis is organized as follow: 

• Chapter 2 covers the literature reviewed in the thesis. The existing detection 

mechanisms and their working to prevent malicious code exaction for IoT 

networks. 

• Chapter 3 contains the methodology used to attack and detect ransomware in IoT 

operating system that is Raspbian operating system. Working of ransomware, 

language of ransomware and attack vectors used by ransomware for execution on 

operating system. 

• Chapter 4 covers the predicted outline for defense, reducing attack surface, 

application level utilities in operating system. Explanation of factors that help to 

reduce the attack surface for ransomware in IoT operating system. 

• Chapter 5 conclude the thesis and future work. 
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CHAPTER 2: LITERATURE REVIEW 

2.1 Ransomware and IoT Devices: A Potential Entry Point in 

Malicious Attack 

Ransomware in IoT devices can be more damaging as compared to traditional malware 

attacks. It may affect an entire landscape of IoT environment and present security service 

which may not only lead to financial loss but also important data and device 

malfunctioning. Even though these devices are not used to store much data, but 

ransomware attack could cause a serious interruption to the manufacturing processes or 

disruption [17]. 

Until 2018, organizations have been threatened by targeted attack actors [18] although new 

security tools keep on emerging and existing security tools being continuously updated. As 

the IoT technology keeps on prevailing the space of network-connected devices, the lack 

of established security standards for IoT devices makes them potential entry points for 

attackers putting the networks at risk. As the traditional antivirus and other endpoint 

security software keep on updated to detecting these ransomware attacks, it is still needed 

to develop dedicated software for detecting such malware attacks and keeping devices and 

operating systems updated and safe [19].  

2.1.1 Device Malfunction 

Considering IoT devices data may not be the target for an attacker but device functionality 

is more effective to demand a ransom. In some cases, the attack disables factory reset 

option and takes full control out of the hands of user. Also, resetting the device may not be 

an option for the user as the data integrity has already been compromised and paying 

ransom is the only solution left to access the data again. 

2.1.2 Ransom (Money) 

IoT devices that contain important information may be interesting for an attacker to 

perform ransomware attack. Ransom usually means money which still is one of the 

fundamental motives behind such malware attacks. Usually money is asked as ransom by 

the hackers and paying that amount is the quickest solution that individuals and 
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organizations find. Even if ransom is not paid, the IoT Vendors and organizations hit by 

such attacks do suffer from heavy monetary loss because of the data loss and down time. 

2.2 Existing Ransomware Detection Mechanism 

Detecting Crypto Ransomware: it is a solution that detects a ransomware attack in IoT 

device specifically android devices based on their energy consumption. The application’s 

energy consumption is classified into several sub-samples which are then classified to build 

aggregate sub-sample’s class labels. Two algorithms are used in this solution one describes 

the samples and the other is used to train a classifier. With a detection rate of 95.65% with 

89.19% precision, this solution is reported to outperform other algorithms like Random 

Forest Classification, K-nearest neighbor, Neural Network, and Support Vector Machine 

[20].  

Robust Malware Detection: This solution was specifically designed for IoBT (Internet of 

Battlefield Things) which is comprised of diverse range of internet connected devices and 

nodes. These IoBT are important to secure because these are valuable target for cyber 

criminals or state criminal. To infiltrate these devices the common attack used is Malware. 

Using deep learning, the software detects IoBT malware through device’s sequence of 

operation codes (OpCode). These OpCodes are then transmitted into vector space and 

organized into malicious and benign using Eigenspace learning. It uses 2 algorithms; one 

is Graph Generation Algorithm for OpCode graph generation and the other is for Junk Code 

Insertion [21]. 

DICE: DICE is an automatic method for identifying and detecting the defective IoT 

devices with context extraction. There are two phases in DICE, one is the pre-computation 

phase in which the computer pre-computes the sensor correlation and the transition 

probability between the sensor states. The other phase is the real-time phase in which the 

system finds the defilement of sensor correlation and conversion to identify and detect the 

faults. While detecting, the system analyzes the sensor to detect any missing or newly 

reacting IoT device that is deviating from already grouped correlated sensor, and state 

transition to find any abnormal sequence. After all this procedure the system compares the 

problematic element with the probable ones. DICE evaluates different datasets and find the 

faulty IoT devices accurately [22] 
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Detecting ransomware on personal cloud storage: It is an approach which moves the 

ransomware from the local system to personal cloud storage. By utilizing the file 

versioning on the cloud storage, the recovery can be delayed and then 3 analyses are 

performed in combination with ‘guilt by association’ assumption to improve the false 

positive rate [23] 

Content-based: 

In content-based indicator, Shannon Entropy is used which is a measurement of 

file. Compressed and encrypted files have high entropy. To reduce the false positive 

rate of files standard deviation of the entropy of the data is used to distinguish 

between compressed and encrypted files. This method is based on the difference in 

the variance of high entropy blocks in the file data. By performing these you get 

the false positive rate and the applying the ‘guilt by association’ conclusion 

suspected case can be assured 

Metadata-Based 

In this, file type and file names are used to detect ransomware. File type describes 

the type of data stored and can also be determined by file extension or byte 

combination in the header of a file to determine the type. Usually encrypted files 

miss that information thus ransomware must prepend this information additionally. 

Once the file is observed which miss that information or the file type is changed it 

can be considered suspicious 

Files name are not actually suspicious but ransomware can change the file names which 

are tested with Shannon entropy to get the insight on either the file name is hashed or 

encrypted. 

UNVEIL: It is an automatic ransomware detection system. Ransomware tampers with the 

user file or desktop, UNVEIL actually generates an artificial user environment. In parallel, 

it tracks the changes made to the systems desktop that indicate the ransomware like 

behavior. UNVEIL has access to user files so that when the ransomware starts tempering 
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the system which the attack actually is tempering with the artificial system it alerts the 

victim or user. It also detects the display of ransomware notes [24]. 

Early Mitigation System: This system detects malicious threads using graph based 

approach. It’s per thread file system traversal highlights the malicious behavior. This 

method is also capable of detecting folders as per decoy folder velocity and is not limited 

to file detection only [25].  

In-hub Security Manager: This is a central security manager is designed to monitor and 

intercept all the traffic that is routed to and from the devices attached to the hub. It is 

positioned at hub to entertain the modules intended to filter the malicious traffic that may 

exploit the devices if installed on them. In this way the security manager can intervene to 

deter and even eliminate the malicious features and strengthen the security of the devices 

attached. [26]. 

Following table explains the brief description of other related work on Internet of Things 

(IoT) Security. 

Table 1: Brief Description of related work on Internet of Things security 

 

Title Description Year Reference 

HADES-IoT: A 
Practical Host 

based Anomaly 
Detection System 
for IoT Devices 

(Extended 
Version) 

In this paper, they present a practical Host-
based Anomaly Detection System for IoT 

(HADES-IoT) that represents the last line of 
defense. HADES-IoT has proactive detection 
capabilities, provides tamper-proof  

resistance, and it can be deployed on a wide 
range of Linux-based IoT devices 

2019 [27] 

Preventing 

Ransomware 
Attacks Through 
File System Filter 

Driver 

In this research they did not detect new 

ransomware samples, but simply focus on to 
protect integrity and availability of private 
data. In other words, they interfere with 

ransomware usual behavior, intercepting I/O 
request packets and denying operations on 

user's valuable data 

2018 [28] 

Intelligent 
Security 

This Research focus on the Mutual and 
double authentication schemes, which 
reduces the traffic by eliminating the fault 

2017 [29] 
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Framework for 
IoT Devices 

and fake packets. This system provide 
security against the Quantum Attacks, 
improves the performance and reduces the 

bandwidth consumption 

IoT based 
Ransomware 

growth rate 
evaluation and 

detection using 
command and 
control 

blacklisting 

In this paper they evaluated ransomware 
attacks statistics and growth rate. Cryptowall 

ransomware attack detection model based on 
the communication and behavioral study of 

Cryptowall for IoT environment 

2017 [30] 

Secure IoT 
framework and 

2D architecture 
for End-To-End 
security 

In this research they proposed a secure IoT 
framework to ensure an End-To-End security 

from an IoT application to IoT devices 

2016 [31] 

The intelligent 

IoT common 
service platform 

architecture and 
service 
implementation 

In this research they have proposed the 

intelligent IoT common service platform and 
IoT Broker registration.in this model The IoT 

Broker registers the new device using device 
model, location, IP address. The device 
management sends a request for device 

authorization to the authorization function in 
the security framework 

2016 [32] 

Where to Kill the 

Cyber Kill-Chain: 
An Ontology-
Driven 

Framework for 
IoT Security 

Analytics 

In this paper we propose an ontology-based 

framework for the Internet of Things (IoT) to 
safeguard against Advanced Persistent  
Threats (APTs). The framework grasps the 

understanding of attack kill-chain, leveraged  
attack patterns and vulnerabilities and aligns 

them with network semantics to gauge their 
applicability on IoT systems 

2016 [33] 
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CHAPTER 3: METHODOLOGY 

3.1 Raspbian Operating System as a Case Study 

Raspberry Pi is an open-source hardware platform that has gotten very popular these days. 

Raspberry Pi is a low-cost, credit card-sized computer that connects to a computer monitor 

or TV using HDMI, and uses a standard keyboard and mouse. It can run a host of operating 

systems, such as Raspbian (Debian Linux), Android, Windows 10, IoT Core, etc. 

Lots of constraint arises when someone wants to operate IoT devices. An IoT OS can 

provide fixed solutions to those constraints. The main idea of the internet of things is 

connectivity between the web and sensor-based tiny devices on a system. As we know, 

each IoT device has its perspective. So, changeability is obvious for the operating systems. 

To bring new technology, giant tech companies are integrating different software and 

hardware with IoT operating systems. IoT operating system is software that ensures 

connectivity between IoT applications and embedded devices. The discussion below 

suggests some open source IoT operating systems which are practical to use for IoT 

devices. 

3.1.1 Assumption on Ransomware Execution 

IoT devices has many limitations which may give advantage to users or may lethal for a 

user/organization being exploitable to ransomwares. Assuming an execution of 

ransomware on IoT devices, ransomware can affect the device by encrypting sensitive data, 

by damaging or malfunction the device or other way around. 

3.1.2 Ransomware Analysis/Testing Environment Setup 

1-Downlaoded the OS Image file 

2-Create a virtual machine on VMWare workstation. 

3-Install Raspbian OS 

 

 

Table 2: Specification of Testing Environment 
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 Version Memory Processor Hard Disk OS 

Raspbian OS.7z 8GB 4 20GB Debian 

VMware 

Workstation 
15.5 8100 MB - - 

Windows 10  

(64 bit) 

 

System Configuration 

To run ransomware which are written in python and C in both languages, system is 

configured as per requirements.  

 

Figure 1: Debian GNU/Linux menu 
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Figure 2: Installation of Raspbian Operating System on Virtual Machine 

 

3.1.3 Configuration of Raspbian OS 

 

 

Figure 3: Selecting country 
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Figure 4: Setting Password 

 

Figure 5: Updating Software 
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Figure 6: Taking snapshot in VM for saving first state 

 
Figure 7: Python version already installed in Raspbian 
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Updating python version 
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Figure 8: Python New Version 

 

 

Figure 9: Installing pip in Python new version 
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Figure 10: Pip in Ransomware file 
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3.1.4 Running a Ransomware on Raspbian 

All Ransomware which were available for linux in Github written in python and C 

language 
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Table 3: Ransomware Features 

 

Language Malware Type Targeted Architecture 

Python Ransomware Raspbian OS 

C Ransomware Raspbian OS 

 

Python Ransomware: 

Python ransomware which was written in python3 language, when run on Raspbian OS 

terminal it run successfully. After execution it showed a screen which asked user to install 

a required plugin. When user click on the button, it places a ransom note file at the desktop 

requesting user to pay if you want to get your file back. 

 

Figure 11: Copy Ransomware from USB to Raspbian OS 

 

Figure 12: Ransomwares for Testing 
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Figure 13: Taking a snapshot before running a ransomware on Raspbian OS 

 

Figure 14: Ransomware 1(Written in Python) 
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Figure 15: Running ransomware on Raspbian terminal 

 

Figure 16: Ransomware asking for to install a  plugin 
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Figure 17: Ransomware execute successfully 

 

 

Figure 18: Ransom Note placed by ransomware on raspbian desktop 
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Ransomware Written in C 

This ransomware having four files. Ransomware.c is the main file that includes of 

encryption code and after successful execution, it encrypts the OS functionality. All results 

showed at the cmd. 

 

 

Figure 19: Ransomware files written in C language 

 

Figure 20: Running a Ransomware file using gcc 
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Figure 21: Compilation Done 

 

Figure 22: Execution of ransomware 
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Figure 23: After successful execution of ransomware 
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2nd Ransomware written in C 

This ransomware contains four files naming main, debug, license and readme file. Main 

file comprises of encryption code and after successful compilation and debugging, it 

encrypts all the pi folders/file and show result at the cmd. This ransomware also easy to 

run at the IoT operating system which proves how much vulnerable these operating 

systems. 

 

Figure 24: 2nd Ransomware files written in C language 

 

Figure 25: Compilation of Ransomware 
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Figure 26: Executing a ransomware 

 

Figure 27: Debugging a ransomware 

 

Figure 28: Executing a debugging file 
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After execution 

 

Figure 29: After successful execution 
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3rd Ransomware written in C 

This ransomware contains only three files; encrypt, decrypt and README file. Running 

the encrypt.c file on the compiler, and by changing a code it was run successfully on the 

targeted folder. It placed a ransom note in the targeted folder that was ransomware_info. 

 

Figure 30: 3rd Ransomware files written in C language 

 

Figure 31: Installing required libraries 
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Figure 32: Installation of Open SSL 
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Code Modification for Size 

This ransomware was written in C language and designed for linux system not for IoT 

devices. After making a few modifications in the existing code, it was able to run on 

Raspbian OS. Only changing pointer that was pointing at size, it was easily run on the 

Raspbian OS without any interruption. Following are the screenshot of code modification. 
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Figure 33: Compilation Done 

 

 

Figure 34: Ransomware execution 
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Figure 35: Targeted folder 

 

Figure 36: Compilation of Ransomware in targeted folder 
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Figure 37:Compilation Done 

 

Figure 38: Execution Done 
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Figure 39: Ransom Note 

 

 

Figure 40: Document folder has the note as well (All folder contain Ransom note after executing a 

ransomware in Raspbian Home) 
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Figure 41: Ransom Note Download folder 
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CHAPTER 4: DEFENCE MECHANISM 

4.1 Limitation of Existing Solutions 

Currently, there exists many solutions for ransomware protection for operating systems, 

however these solutions are usually not applicable for devices. Furthermore, lack of 

policies for IoT devices’ systems and security make it challenging to develop stand ard 

security solutions. The field of IoTs is still in development phase and the systems’ 

dynamics keep on changing. As the existing solutions are generic and cannot be run on 

constrained devices, these solutions are ineffective for IoT devices.  

4.2 Linux Based Ransomware 

For proof of concept that a ransomware can be devasting to IoT devices, in this thesis we 

install Raspbian OS image having graphical user interface on Virtual Machine. After 

installing Raspbian OS we run different Linux based ransomware written in C and Python 

language. Using shell commands, we run ransomwares and it actually worked on Raspbian 

OS. By analysis we can assume that those IoT devices which are dependent to this 

operating system are prone to ransomware and easily exploitable by an attacker. 

4.3 Block Size and Code Modification 

Ransomware written in C and Python is used for testing on Raspbian OS. Ransomware 

based on C language needed some modification before running on the command shell like 

by calling a library and pointer of block size modification. However, python ransomware 

can be executable by using some Linux commands. For IoT devices block size is an 

important key, an attacker can cause serious disruption and device malfunction by changing 

a small modification in a ransomware code either it is ransomware written for IoT devices 

or not. 

4.4 Proposed Solution  

4.4.1 Super User Privileges 

Super user (sudo) privileges allow user to perform administrative task in linux/unix 

based operating system. User has root access and can perform any activity by using 

simple linux command. As Raspbian is Debian based linux operating system that 
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mean it also has sudo privilege. If a user without any security measure using an IoT 

device running Raspbian OS then attacker can take control of that device by only 

running some malicious command and ask for ransom. Sudo is the potential point 

for an attacker to access a device and perform malicious activity. 

Reduce Attack Surface 

1. By Limiting Superuser (sudo) Privileges 

2. Preventing debugfs functionality 

3. Restriction on installation of development tool 

 

 

Figure 42: Operating system hardening to prevent malicious code execution on kernel 

4.4.2 Limiting the Sudo Privileges 

Sudo allow users to run the programs and by default it is superuser. User have root access 

and can do administrative task by using simple one line commands on different linux 

platform. As we choose Raspbian OS which is Debian based operating system, can allow 

users to use sudo commands to perform different task on OS. Sudo is the main point where 

an attacker can easily perform their wishful task using root access without any hindrance. 

There are some simple raspbian commands that can help an attacker to gain full access to 

IoT device. Following are the commands explain below: 
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• Sudo raspi-config 

This command allows user to open Raspbian configuration file 

• Sudo adduser 

This command allows to add or change the user 

• Sudo pkill -u pi 

This command kills the user process 

• Sudo deluser pi 

This command deletes the pi user 

• Sudo shutdown -h 

This command will shut-down the process with immediate effect, here we can also 

give time 

• Sudo reboot 

It restarts the raspberry pi. 

Sudo is the powerful program for an attacker so limiting these privileges to user reduce the 

attack surface for any kind of malicious code. Also, by using sudo commands we restrict 

the root user to perform any careless task. An unwritable log file by root user will allow 

user to do only necessary task. Following are the commands:  

• user ALL= (ALL)  !/var/log/logfile 

A log file is created by using above command and it cannot be modified, moved or 

deleted by the root user. 

• user ALL = (ALL)  !ALL 

disallow any command that you don’t want the user to have 



53 

 

• chattr +i /etc/sudoerc 

makes the sudoerc file immutable so that user don’t modify it as root to allow 

himself to access log file. 

• Always ask for password 

Sudo remember user password for almost 15 minutes, by making sudo forget user 

password run a command sudo -k. 

4.4.3 Preventing “debugfs” functionality 

Debugfs is a system debugger that allows user to see all the information about the system 

and process running on it. If an attacker has the access to this functionality, he can perform 

any task on the system. By deny access for this debugger to user will help in many ways 

and it does not have any effect on an IoT device. 

4.4.4 Restriction on installation of development tool 

Development tools are also the potential point for an attacker to run ransomware on IoT 

device. Tools like netcat and gcc help attacker to run a script on linux based operating 

system. By restricting installation of these tool helps to prevent malicious scripts 

Why this solution is better? 

The solution proposed in this study is requires no additional services on the IoT device. 

This makes this solution suitable for IoT devices as it is extremely light weight for the 

device which already has low storage and processing capacities. Also, while other solutions 

require constant monitoring of the processes or network traffic, the solution proposed runs 

independently requiring low storage with no monitoring.  
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CHAPTER 5: CONCLUSION AND FUTURE WORK 

The successful implementation of the malware on the selected system and its mitigation by 

the adopted technique shows high prospects of Raspbian OS for IoT security. As raspberry 

pi is low cost and well-known platform for IoT which run the linux based operating system 

and also provide the set of general-purpose Input/output pins that allows user to control 

this component. One limitation of this study was IoT devices availability. Furthermore, 

ransomwares are not specifically written for IoT device. For traditional ransomware; they 

infect the PC and encrypt files but as for IoT ransomware, they might take full control over 

device, reboot device or disable the IoT device’s functionality until the victim has to pay 

ransom to take the control back. Because of many practical applications of IoT like smart 

cars, smart homes, or smart grid stations etc, the problem becomes crucial as ransomware 

has the capability to control or shut down the devices. Diverse range of IoT network can 

be appealing for a ransomware attacker to explore and get the chance of extortion. The 

damage may be unrecoverable for IoT industries. 

One of the future approaches for this study is software defined perimeter (SDP) that will 

help to enhance security of data flows between IoT devices by removing present IoT 

network. For example, the enterprises are projected to enhance their product differentiation 

by utilizing the ubiquity of RasPi and relying on the security of SDP for more secure and 

high value IoT networks.  

Another approach can be a well and tightly managed security for IoT devices that  will keep 

these increasingly cultured networks together and operating sophisticatedly. There is a 

need of future proof security approach that transfer the root of trust from IoT device’s 

operating system to some secure storage device like virtual device or cloud storage for IoT 

approach. This can create secure channel, starting from the moment an IoT device deploys 

in a network so that even if device’s OS is compromised, the virtual device remains secure. 

On the other hand, new technologies like 5G is in trend and will be more associated with 

IoT devices. IoT device connection to 5G networks adds a tempting factor for 

cybercriminals to find and exploit flaws for their gain. The information being shared 

through 5G network and IoT are going to increase, so the risk management and complexity 

of cybersecurity must be designed neatly from the start not when problem came.  
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