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Abstract

VoIP usage is rapidly growing technology due to its cost effectiveness, dra-
matic functionality over the traditional telephone networks and its compati-
bility to public switched telephone network (PSTN). In most of Middle East
and Asian countries, like Pakistan, the commercial usage of VoIP is prohib-
ited by national telecom authorities and they incurs loss of millions of rupees
per year due to commercial usage of VoIP. Internet service providers may
also want to prioritize VoIP from their paid customers. So Internet service
providers (ISPs) and telecommunication authorities of these countries are
interested in detecting VoIP calls to either prioritize or block VoIP traffic.
Different techniques have been proposed for detecting VoIP such as port-
based techniques, signature-based techniques, pattern-based techniques, and
statistical analysis-based techniques. Port-based techniques, signature-based
techniques, pattern-based detection is specific to some of VoIP applications
and protocols. For generic purpose, only statistical techniques are used for
better results but existing statistical analysis-based techniques have some
limitations and they could not provide more efficient and accurate solution
to such organizations. In this thesis, we propose statistical analysis-based
solution using threshold values of flow statistical parameters to detect the
VoIP media (voice) flows. The solution is generic, efficient, accurate and
real time (to some extent) and can detect encrypted, non-encrypted, and
tunneled VoIP. It is independent from any VoIP application, protocol, secu-
rity mechanism, or any tunneling mechanism and practically implementable
at telecommunication authority or ISP gateway to either block or prioritize
VoIP traffic.

The proposed system is evaluated by accuracy, efficiency, and scalability.
It has 97.54% direct rate (DR) and .00015% false positive rate (FPR). It
detects VoIP calls from any VoIP application or protocol with 6 seconds. We
compare our system with existing systems by accuracy and by features. Our
system has better results and more features and fulfills the need of telecom
operators and ISPs for detecting VoIP.
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Chapter 1

Introduction

Voice over Internet Protocol (VoIP) usage is increasing day by day due to
its low cost and dramatic functionalities. Support for public switched tele-
phone network (PSTN) is also provided in VoIP so that the user can talk
to the non-IP-based telephone from VoIP phone (PC-to-Phone call). Main
steps that are involved in VoIP call setup are signaling and media channel
setup (voice transmission). At both steps, different protocols are used. The
signaling is used to setup the call between two communicating parties. The
media channel setup is the actual voice transmission channel between two
parties after a successful signaling. SIP and H.323 are main signaling and
RTP is main media transmission protocol of VoIP. Detection techniques can
be applied on any of these two steps. Some techniques detect VoIP traffic
by examining signaling traffic and others by examining media traffic. There
are also some other techniques that examine both signaling and media traffic.

Detection of VoIP is important for both telecommunication authorities
and ISPs for blocking or prioritizing VoIP. Use of complex encryption and
tunneling mechanisms for VoIP makes detection very difficult. VoIP signal-
ing and media transmission both may be encrypted or any one may only be
encrypted. The media session may be encrypted by SRTP, SSL/TLS, IPSec,
or propriety protocols. The signaling may be encrypted by SIPS, SSL/TLS,
SMIME, IPSec, or propriety protocols. There may also be such scenario
where the signaling is encrypted by SSL/TLS and the media transmission
is encrypted by SRTP. There are lot of different possibilities for encryption.
Different techniques exist to detect VoIP traffic. These techniques are divided
into 4 basic classes i.e. port-based techniques, signature-based techniques,
pattern-based techniques, and statistical analysis-based techniques. Each
type of technique has some limitations. Now a days, some of the techniques
are rarely used due to complex, confidential and secure privacy protocols and
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CHAPTER 1. INTRODUCTION 2

new VoIP applications and technologies are going to be introduced day by
day to protect the privacy of VoIP conversation. So it is very difficult to
come to an ideal solution with 100% accuracy and efficiency while detect-
ing VoIP. For generic purpose, only the statistical techniques are used for
better results. For specific protocols or applications, we can use port-based,
signature-based, or pattern-based techniques for efficiency. Signature-based
techniques are not applicable for encrypted VoIP traffic. Port-based and
pattern-based techniques are not generic and can’t be used for tunneled
VoIP. Statistical techniques are generic techniques but existing statistical
techniques could not detect all types of encrypted and tunneled VoIP effi-
ciently and with higher accuracy. So they could not provide the practical
solution to telecommunication authorizes and ISPs.

In this thesis, we are going to propose and develop a generic, efficient, ro-
bust, and practically implementable system to detect encrypted, non-encrypted,
or tunneled VoIP media (voice) flows from network traffic. The system uses
statistical measures of the flow and compares them with threshold values.
The threshold values are taken from detailed statistical analysis of both VoIP
and non-VoIP traffic. The voice traffic of mostly used VoIP applications such
as Gtalk, Skype, Yahoo, MSN, Asterisk PBX with Blink, Eyebeam, X-lite,
Zfone etc. are statistically analyzed. The results show that our system is
best choice for telecommunication authorities and ISPs to either block or
prioritize the VoIP calls.

1.1 Motivation

Over the years VoIP applications have gained much significance. Many VoIP
applications are peer to peer such as Skype, Gtalk, and Yahoo messenger
while others such as Asterisk PBX, Zfone, Eyebeam, and Blink are used
for commercial purposes. In some countries, use of VoIP for commercial
purposes is prohibited as it incurs loss of millions of rupees to telecommu-
nication authorities, so telecommunication authorities are really interested
in detecting and blocking the commercial usage of VoIP. Moreover ISPs or
other service providers may want to prioritize VoIP traffic for paid customer.
So detection of VoIP traffic is important by two aspects; one for blocking
or restricting commercial usage of VoIP, other for prioritizing it. When the
VoIP technology is introduced, all VoIP traffic travels in plain form (un-
encrypted) so the detection was not a difficult task but now most of the
commercial VoIP application use complex encryption and tunneling proto-
cols to secure VoIP traffic, the detection becomes problematic. Multiple
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solutions [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15] exist for detecting
encrypted VoIP. But none of the technique provides real time and practi-
cally implementable solution to detect encrypted and tunneled VoIP traffic
from any VoIP application or protocol. So there is a need of an accurate,
generic, efficient, and real time solution for VoIP detection that can be prac-
tically implemented to prioritize and block VoIP calls. The solution should
not be dependent on any application, protocol, security mechanism, or any
tunneling mechanism used by VoIP.

1.2 Aims and objectives

The primary objective of this thesis is to design and develop a system that
can identify encrypted and tunneled VoIP conversations by giving one-way or
two-way traffic. The proposed system should be generic, efficient, real time
(to some extent) and practically implementable. With the passage of time
VoIP service providers and clients are increasingly switching over the use of
encrypted VoIP traffic. It is thus critical for the telecommunication industry
to identify encrypted VoIP traffic. Moreover there are also some ISPs who
want to prioritize VoIP traffic for paid customers. So this project is aimed
to improve the current scenario by deeply analyzing the traffic semantically,
behaviorally and statistically and propose an efficient solution to identify
encrypted VoIP conversations by giving one-way or two-way traffic. The
VoIP can be encrypted by secure VoIP protocols (such as SRTP, ZRTP), by
secure tunnels (such as SSL/TLS or IPSec), or by other propriety protocols
(e.g. Skype). The main objectives of the thesis are:

1. Thoroughly survey of the existing encrypted VoIP detection techniques
and searching out the limitations of these techniques.

2. Analysis of voice traffic generated by mostly used VoIP applications
such as Skype, Gtalk, Yahoo, MSN, Zfone, X-lite, Eyebeam, Blink,
Asterisks PBX etc.

3. Analysis and identification of encrypted VoIP traffic that uses secure
VoIP protocols i.e. SRTP, ZRTP.

4. Analysis and identification of encrypted VoIP traffic, that uses com-
monly used secured tunnels i.e. IPSec and SSL/TLS.

5. Based on analysis propose a generic, efficient, accurate and real time (to
some extent) and practically implementable statistical analysis-based
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solution that can detect encrypted, non-encrypted, and tunneled VoIP.
The solution should overcome the limitations of the existing techniques.

6. Testing the systems on offline captured dumps, traces, and sample data.

7. Evaluate the system.

8. Deploying and testing the system on the real environment.

1.3 Major contribution

In this thesis, we propose an efficient, robust, and practically implementable
solution to detect all types of VoIP media (voice) flows with higher accuracy.
It is generic solution for VoIP media flow detection that does not depend upon
any VoIP application, protocol, and any encryption or tunneling mechanism.
We critically analyze the existing solutions for VoIP detection and also find
out the limitations in the existing systems and reasons, why these solutions
are not feasible for telecommunication authorities and ISPs for VoIP calls
detection. Mostly used VoIP applications and protocols are semantically,
behaviorally, and statistically analyzed. Moreover non-VoIP applications’
traffic which have higher packet rates such as YouTube, torrent, antivirus
updates, FTP downloads, online TVs, online games etc. are also statistically
analyzed. SSL and IPSec tunnels are analyzed semantically and the VoIP
into SSL and IPSec is analyzed statistically. On the basis of all these analysis,
we propose a solution for our problem statement. The proposed system is
finally tested and evaluated on both offline datasets and real time traffic by
accuracy, efficiency, scalability, and by comparing with existing techniques.

1.3.1 Problem statement

“Design a generic, robust, efficient, and practically implementable statistical
analysis-based solution to detect encrypted, non-encrypted, and any kind of
tunneled VoIP media flows using threshold values of flow statistical parame-
ters by giving one-way traffic or two-way traffic”

1.3.2 Problem breakdown

The research to reach at an efficient solution will be conducted according to
the following action items:

1. Literature survey and problem identification: This is the first step that
covers the exact problem identification. Different articles and papers
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from journals and conferences have been studied to gain the complete
knowledge of existing solutions. The limitations in the previous solu-
tions are identified and reasons why these solutions are not feasible for
telecommunication authorities and ISPs for VoIP calls detection are
also found.

2. Datasets collection: In this phase, different traces and datasets are
collected. These datasets contain different VoIP and non-VoIP data.
The traces are collected for analysis. The traces are collected from
NUST SEECS WISNET lab, from PTA, PTCL gateway, from home
users, and sample traces downloaded from Wireshark site [16] and tstat
site [17].

3. Semantic, behavioral and statistical analysis: The captured traffic is
semantically, behaviorally and statistical analyzed. The semantic anal-
ysis are performed to detect the RTP, SRTP, ZRTP, SSL, IPSec traffic
for analysis, the behavioral analysis will be conducted to identify the
particular common behavior of VoIP applications, and the statistical
analysis are performed to identify and confirm the VoIP flows by thresh-
olds. The C programming with Winpcap library is used for analysis.

4. Algorithm design and testing on datasets: Based on statistical analysis,
design an efficient solution for our problem statement and then test on
the offline captured traces and dumps.

5. Testing solution on real environment: When the proposed solution gives
better results at offline dumps, it is tested at online environment. If
there is any limitation and error, it is removed.

6. Results, comparisons and evaluation: Finally the results are compiled
and comparison is made against the previously proposed techniques.
Evaluation of the proposed system with respect to accuracy, efficiency
and scalability is done

1.4 Thesis organization

The remainder of this thesis is structured as follows:
Chapter 2, provides basics of VoIP that is useful to understand rest of

the thesis. Complete survey of existing techniques is also presented in this
chapter. All the existing VoIP detection techniques, the work that has been
done using these techniques, limitations, and comparisons among these tech-
niques are made in this chapter. Moreover, it also provides the comparison
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of existing statistical analysis-based VoIP detection techniques.

Detailed experiment analysis and the proposed system design and im-
plementation are given in chapter 3. This chapter presents the findings of
semantic and statistical analysis. It also includes the details of datasets
and traces collection, analysis tools, and the analyzed VoIP applications and
their versions. Signatures of SSL, IPSec, RTP, SRTP, and ZRTP are also pre-
sented in this chapter. Finally the findings of statistical analysis are given
based on which the system is proposed. The propose system design includes
pseudocode,flow charts, and discussion. It also includes the algorithm for
detecting VoIP hidden in IP layer tunnels.

In chapter 4, the results, evaluations and comparisons are made. The
evaluation is done with respect to accuracy, efficiency, and scalability.

Last chapter, chapter 5, concludes the thesis work and gives the future
directions to carry out this research work.



Chapter 2

Background and related work

2.1 Introduction

The main steps that are involved in VoIP call setup are signaling and media
channel setup (voice transmission). The detection techniques can be applied
on any of these two steps. Some techniques detect VoIP traffic by examining
signaling traffic and others detect VoIP by examining media traffic. There
may also be a technique that examines both signaling and media traffic. In
this chapter we provide basics of VoIP and moreover we review existing VoIP
detection techniques and approaches and the recent work that has been done
using these techniques. There are basically 5 types of techniques that are
used to detect VoIP traffic flows i.e. port-based techniques, signature-based
techniques, pattern-based techniques, statistical analysis-based techniques,
and hybrid techniques. This chapter mainly focuses on the basic methodol-
ogy, usage, advantages and disadvantages of each of these techniques, and
the recent work that has been done using these approaches. Our main focus
is on the work done using statistical analysis-based techniques. Moreover, in
this chapter, we discusses both the encrypted and non-encrypted VoIP detec-
tion techniques. The rest of this chapter is organized as follows. Section 2.2
provides basic definition of VoIP. Section 2.3 discusses basic functions and
protocols used by VoIP. Section 2.4 describes simple VoIP setup. Section 2.5
discusses different possibilities of VoIP encryption. Section 2.6 discusses the
existing techniques and the work that has been done using these techniques
in the domain. Comparison of these techniques is done in Section 2.7. Sec-
tion 2.8 discusses the limitations of the existing techniques and the need of
the industry for VoIP detection solution.

7



CHAPTER 2. BACKGROUND AND RELATED WORK 8

2.2 What is VoIP?

Voice over Internet protocol (VoIP) is a mechanism that sends voice/video
over the IP based network. It is also sometimes called IP telephony, Internet
Telephony or Voice over broadband (VoBB).More precisely; we can say that
VoIP is a combination of Internet technologies, communication protocols and
transmission technologies that together used to transmit voice or multimedia
session over the IP networks.

2.3 Basic functions and protocols of VoIP

Main steps that are involved in VoIP call setup are signaling and media chan-
nel setup (voice transmission). Both of these steps involve the use of different
protocols. The signaling is used to setup the call between two communicating
parties. The media channel setup is the actual voice transmission channel
between two parties after a successful signaling; it includes digitization of
analogue voice signal, encoding, packetization and transmission of the VoIP
packets over the packet switched network. At receiving side, the opposite
steps are performed to receive voice. Different codecs are used to encode
voice.

Basically there are three methods /tools used to communicate via VoIP.

1. VoIP telephone

2. Normal phone with a VoIP adopter

3. Using a computer with a VoIP software, speaker and microphone

There are three types of functions and protocols used to setup complete VoIP
call: signaling, media transmission, and control transmission.

2.3.1 Signaling

Signaling is a mechanism that provides and establishes connection between
two communicating parties. Client sends the requests to different servers to
connect and/or get the information about the other communicating party for
communicating voice. The mostly used signaling protocols are:

1. SIP

2. H.323
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3. SAPV2

4. SDP

2.3.2 Media transmission

When signaling is successfully completed and connection is established be-
tween two VoIP communicating parties then the voice is now to be trans-
mitted. RTP is the most widely used media transmission protocol for voice
transmission.

2.3.3 Control transmission

This function controls the whole media session between the VoIP commu-
nicating parties. Control protocols are used to control the media session.
Different types of control messages are transmitted. The mostly used control
protocols for media session are:

1. RTCP

2. MGCP

2.4 Simple VoIP setup

Four main entities are involved in a simple VoIP setup i.e. caller, callee,
proxy server, and registrar. Registrar contains the information of all the
clients whether they are online or offline, and what are the IPs of the clients
(caller and callee). Caller and callee must be registered with registrar before
communication. The caller wants to communicate callee, so it sends INVITE
request to proxy server. The proxy server does not have the information
of callee such as IP address, so the proxy server sends lookup message to
registrar to consult the information of callee. The registrar searches the callee
information and sends the information back to proxy server. The proxy server
sends INVITE request to callee’s address. The callee receives the invitation
and reply OK to caller via proxy server. When caller receives OK message,
he sends ACK to callee via proxy server. When callee receives ACK, the
P2P connection is established between caller and callee. This connection is
called media channel. Now using this connection they can talk to each other
without the interference of any intermediate server. A simple VoIP setup is
shown in figure 2.1.
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Figure 2.1: Simple VoIP setup

2.5 VoIP encryption mechanisms

There are different possibilities of encrypted VoIP. The signaling, media
transmission both may be encrypted or any one of them is encrypted. The
media session may be encrypted by ZRTP, SRTP, SSL/TLS, IPSec, propriety
protocols etc. The signaling may be encrypted by SIPS, SSL/TLS, SMIME,
IPSec, propriety protocols etc. There may be such scenario where the sig-
naling is encrypted by SSL/TLS and the media transmission is encrypted by
SRTP. There is lot of different possibilities for encryption. Different encryp-
tion algorithms are used for encryption. Our technique is not dependent on
any encryption mechanism.

2.6 Overview of existing detection techniques

There are basically 5 types of techniques that are used for detecting VoIP
traffic. These techniques are port-based techniques, signature-based tech-
niques, pattern-based techniques, statistical analysis-based techniques and
hybrid techniques. The details of each technique are presented in the next
subsections.
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2.6.1 Port-based techniques

Port-based analysis is easy to implement and fast but less accurate. By this
technique, the traffic is classified only by examining the port number at the
transport layer. IANA specified some standard ports to specific protocols
such as VoIP uses 5060, 5061 ports for SIP signaling, 1718 to 1720 for H.323
signaling, and port 2427, 2944 for media gateway control protocol (MGCP),
H.248 and Megaco protocols. SIP client uses ports 5060 to 5070 to commu-
nicate servers. So by port-based analysis if these ports are used at transport
layer, the flow is detected as VoIP. Table 2.1 shows some of the standard
ports for specific VoIP applications and protocols. In [18, 19], port-based
analysis are used as helping information to detect VoIP. By [20], Skype VoIP
traffic is detected by matching distinct Skype keywords, ports, and content.
This technique is easy to implement and fast but it is not more accurate.
Now non standard ports are used for every type of applications. Moreover
the ports are dynamically allocated and in case of IP layer tunnels, the trans-
port layer information is hidden. So in these cases this technique is useless
and produces incorrect results.

Table 2.1: VoIP protocols standard ports
Protocol Default port Transport protocol
SIP 5060-5070 TCP/UDP
H.323 1718-1720 TCP/UDP
MGCP/Megaco/H.248 2427, 2944 TCP/UDP
Skype (client login)[20] 80, 443 TCP
Skype (authentication)[20] 33033 TCP

2.6.2 Signature-based techniques

Signature-based techniques overcome some of the drawbacks of port-based
analysis. They detect VoIP using deep packet inspection by matching spe-
cific strings within packet payload. The VoIP protocols have distinct sig-
natures that can be used for detecting VoIP for un-encrypted traffic. SIP
packet has string “sip” within packet payload. RTP protocol has a distinct
header that can be used to detect VoIP. RTP header mostly starts with 0x80,
0x81. Moreover ZRTP can also be detected by distinct signatures; it contains
“1000xxxx5a525450” at the start of payload (ZRTP header). So these signa-
tures are used for detecting VoIP. Moreover there are also some signatures
that are specific to some VoIP applications. Some researchers analyzed these
applications and found out the signatures specific to these VoIP applications.
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Table 2.2: VoIP protocols and applications signatures
VoIP protocol Signatures Place to find

SIP “sip” application data

RTP/SRTP 0x80,0x81 RTP header, after
transport layer
header

ZRTP “1000xxxx5a525450” ZRTP header, Pay-
load

Skype login [23] “16 03 01 00 ** 42 cd ef e7 40 d7” Payload, within
transport layer
packet

Skype (contents)[20] /“getlatestversion?ver=” Payload, within
transport layer
packet

Signature-based techniques in [20, 21, 22] detect VoIP flows by VoIP applica-
tion signatures. In [20], Skype VoIP traffic is detected by matching distinct
Skype keywords, ports, and content. By [20] Skype packets sometimes con-
tain the keyword “/getlatestversion?ver=” or “/getnewestversion” combined
with a “/ui/” string. Moreover [20] points out that Skype extensively use
port 33033 for TCP traffic, the outgoing data packets contain content “16
03 01 00 00”, the incoming packets have content “17 03 01 00 00” and if the
packet with these contents is blocked, the Skype tries to send a new packet
that contains “03 01 00 cd 41 03 00 09 80 40 04 08 c0 00” and “00 0c 01
17 03 01 00”. In [23], pattern-based as well as signature-based techniques
are used to detect Skype traffic. By behavioral characteristics, [23] exam-
ines the packets for signature “16 03 01 00 ** 42 cd ef e7 40 d7” for Skype
login. Table 2.2 shows signatures of different VoIP applications and proto-
cols. Birke and Mellia proposed signature-based technique [24] for detecting
RTP/RTCP over UDP detection by examining the RTP and RTCP headers.
In [25] Skype traffic detection technique is proposed that is based on both
signature as well as statistical analysis. By [25], Skype UDP ping carried
out periodically by all Skype clients that consists keep-alive messages and
the function field of the message is always 0x02. Similarly other signatures
of Skype messages are identified.

The signature-based techniques are easy to implement, fast and efficient
for un-encrypted data but these are useless for encrypted and tunneled data.
In case of encryption, the data is totally senseless so these techniques could
not find the VoIP signatures. Moreover signatures are changed from appli-
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cation to application in case of proprietary protocols.

2.6.3 Pattern-based techniques

Pattern-based analysis depends upon signaling mechanism. These techniques
are proposed to handle the shortcomings of port-based and signature-based
analysis. By pattern analysis, the particular pattern of signaling communi-
cation of different VoIP applications is to be identified through which they
provide connection between two VoIP clients to communicate voice. The
way the VoIP client sends requests to VoIP servers to communicate with
other client, is to be analyzed and then this particular way of signaling is
used for detection. These techniques are powerful for the VoIP applications
that use proprietary protocols for signaling i.e. Skype. Many researches
[18, 19, 23, 26] have been done for detecting Skype traffic by pattern analysis.

In [18, 19] pattern-based analysis with port-based analysis are used to
detect Skype traffic. In [18] forensic approach is used to investigate the
Skype by deeply investigating the Skype communication and reveals the
closed source Skype communication framework and detects Skype traffic. By
investigating Skype, the paper [18] discusses 15 basic stages of Skype commu-
nication from start to end such as start up, registration; authentication, SN
handshake etc. and also reveals all the entities and nodes that are participat-
ing in conversation such as Skype client, super node (SN), registration Skype
node (RSN) etc. Moreover, for each stage the complete communication pro-
cess and packets are analyzed for packet size, protocol and communication
mechanism. Feng, Xiao and Zhi [23] use both port-based and pattern-based
techniques. They analyze the Skype protocol with respect to its general and
behavioral characteristics and use them to identify the Skype traffic and block
it. By general characteristics, when Skype is being installed, the information
of some of the super nodes, servers and login servers are stored in the local
document “shared.xml”. During the login process, Skype connects to one of
the host in “shared.xml” list. After initial connection, the client retrieves the
supper nodes information by sending one UDP and then TCP packets. One
super node establishes a TCP connection to maintain connection between
Skype client and Skype network. If network blocks TCP, the Skype can’t
login. TCP is used to authenticate and login user name and password.

Pattern-based techniques are good in some cases to detect encrypted VoIP
but they are dependent on specific VoIP application. The signaling mecha-
nism may vary from application to application, so in such cases they are not
so efficient and accurate. Moreover these techniques are useless in case of IP
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layer tunnels.

2.6.4 Statistical analysis-based techniques

To overcome the limitations of above discussed techniques, the statistical
approaches came into research. By statistical techniques, some statistical
measures are taken on flow features such as mean, standard deviation (S.D)
of packet sizes and the packet arrival time measures are used for VoIP detec-
tion. Statistical analysis mostly performed on voice data but it can also be
performed on signaling data. Statistical analysis can use different classifier
to classify VoIP by taking flow statistics as input.

In [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 27] statistical approaches
are proposed to detect VoIP. In [2], the IP addresses and ports are exam-
ined. In host behavioral analysis, the difference D between source ports and
destination ports for a particular flow must be less than threshold. More-
over the inter-arrival packet time measure is used for detecting VoIP flows.
Fauzia and Uzma [3] proposed a generic technique to detect the VoIP traffic
generated by different VoIP protocols. They perform some statistical anal-
ysis on the traffic and separate out the VoIP media traffic by using traffic
features that are difficult to alter such as packet interval time, packet sizes,
rate of exchange. Freire and Ziviani describe a scheme [4] that detects the
VoIP calls hidden in web traffic such as Gtalk and Skype traffic that uses
port 80 and 443. Analysis are applied on media traffic by taking parame-
ters such as web request size, web response size, inter arrival time between
requests, no. of requests per page, page retrieval time. They use goodness-
of-fitness test, the Kolmogorov-Smirnov (KS) distance and chi-square values
and obtain metrics to identify the VoIP in web traffic. The scheme considers
the key characteristics of normal behavior of web traffic (HTTP, HTTPS)
and matched it to the actual traffic to identify VoIP. Yildirim and Radcliffe
proposed statistical technique [8] to identify VoIP protocol within encrypted
tunnel. They use probabilistic information of traffic to identify application
protocols in tunnels. Their decision algorithm does Packet size distribution
on packets that lies with a specified size rang. Ying-Dar and Chun-NanLu [9]
also proposed a generic technique to classify the network traffic into differ-
ent application types. They use packet size distribution (PSD) and assume
that each application has a distinct PSD. They also use the port association
techniques while classifying traffic by which if a port is consecutive to the
previously identified flow port then it is detected as the part of the previous
flow. Riyad [15] detects the VoIP traffic by using flow features, such as size
and time and evaluates the three different machine learning (ML) techniques
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Table 2.3: Modern statistical techniques
Ref. Year Parameters used Techniques used VoIP applica-

tions tested

[2] 2010 No.of ports, packet
time

Difference of no. of ports, ra-
tio of small and large inter-
packet arrival times

Skype

[8] 2010 Packet size, packet
time

Prob. density function,
Packet size distribution
(PSD)

Skype

[5] 2010 Packet size packet size rang only Own VoIP setup

[15] 2010 Packet size, time,
mean, S.D, max-
time etc.

C4.5, adaBoost, SBB-GB
classifiers

Gtalk, Skype

[9] 2009 Packet size, ports PSD, ports Skype, MSN

[6] 2009 Packet size, time,
direction

K-means classifier (only 1st
few pkts)

Nil

[3] 2008 Packet size, ex-
change rate

mean and packet rate by
threshold

Skype, MSN,
Yahoo, Gtalk

[4] 2008 Request and re-
spond size, time,
no. of requests

Goodness-to-fitness test, KS
distance, chi-square

Skype, Gtalk

[12] 2007 Packet size, time,
flow duration

J48, REP tree MSN, Skype

[27] 2006 Packet size, time Flow level behavior (FLB) SIPSoftphone,
Netmeeting,
Skype, Kaza

namely C4.5, AdaBoost, and SBB-GP for classifying Traffic. Toshiya Ok-
abe proposed Flow level behavior (FLB) VoIP detection technique in [27] in
2006. This technique uses the packet size and inter arrival time to measure
average of no. of packets per second, median and distribution of packet sizes
for VoIP detection. Yildirim and Radcliffe [5] proposed a simplest statistical
technique for VoIP identification that uses IPSec tunnel. It just considers
the packet sizes of the traffic to detect IPSec tunneled VoIP. Table 2.3 shows
the work done by using statistical techniques, the features and parameters,
techniques used, and the VoIP applications on which the system is tested.

Statistical approaches are good and produce better results in case of en-
crypted VoIP. The results of statistical approaches are better than other
approaches on latest VoIP applications but still the existing statistical tech-
niques are not so efficient for IP layer tunneled VoIP detection. Moreover
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most of the statistical approaches are not real time and need prior captured
traffic to analyze. So these systems could not be practically implemented to
block or prioritize VoIP efficiently and accurately with best results.

2.6.5 Hybrid techniques

The hybrid techniques use more than one of the above discussed techniques.
More than one techniques are used to gain the advantages of multiple ap-
proaches and overcome the limitations of these techniques. The hybrid tech-
niques produce better results than individual technique. In [18, 19, 24, 25],
hybrid techniques are proposed for VoIP detection. Pattern-based analy-
sis with port-based analysis are used in [18, 19] for Skype traffic detection.
In [25], both signature-based and statistical approaches are used to detect
Skype VoIP. The proposed technique in [25] also use pattern-based as well
as port-based analysis. It analyzed Skype for Skype UDP ping, Skype UDP
probe, Skype TCP handshake, and Skype authentication both statistically
and behaviorally. In [24] both RTP/RTCP signature and statistical measures
are used to detect VoIP.

2.7 Techniques comparisons

Port-based techniques are easy to implement and fast but these are not as
much accurate as the need of the era. The usage of non standard ports
makes port-based detection inaccurate. Moreover the ports are dynamically
allocated and in case of IP layer tunnels, the transport layer information is
hidden. So in these cases, port-based techniques are useless and produce in-
accurate results. The signature-based techniques are easy to implement, fast
and efficient for un-encrypted data but it is useless for encrypted and tunneled
data. In case of encryption the data is totally senseless to understand so these
techniques could not find the proper VoIP signatures. Moreover signatures
are changed from application to application in case of proprietary protocols.
Pattern-based techniques are good in some cases to detect encrypted VoIP
but they are dependent on specific VoIP application. The signaling mecha-
nism may vary from application to application, so in such cases they are not
so efficient and accurate. Moreover such techniques are useless in case of IP
layer tunnels. Statistical approach is a generic technique and produces better
results in case of encrypted VoIP. The results of statistical approaches are
better than other approaches on latest VoIP applications but they are costly
in terms of speed because statistical approaches need some prior data. Table
2.4 shows comparison of these techniques in terms of scalability, efficiency,
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encryption support, and part on which the technique is applied.

Table 2.4: Comparison of VoIP detection techniques
Technique Applied on? Scalability Performance

(speed)
Encryption
support

Port-based Signaling, voice data Specific to
application
and protocol

Better Yes, other
than IP layer
tunnels

Signature-
based

Signaling, voice data Specific to
application
and protocol

Better No. (yes only
for SRTP)

Pattern-
based

Signaling Specific to ap-
plication

Good Limited

Statistical
analysis-
based

Mostly on voice data Generic Bad Yes

2.8 What’s the need?

Each VoIP detection technique has some limitations. Now a days, some tech-
niques are rarely used because of complex, confidential and secure protocols
such as SSL and IPSec. In case of encrypted tunneled VoIP such as IPSec
and SSL VoIP, the port-based and signature-based techniques are useless.
The pattern-based techniques only provide limited detection for tunneled
VoIP. Moreover these techniques are specific to VoIP applications or proto-
cols. The statistical analysis-based techniques are better than all of other
techniques. The statistical analysis-based techniques are generic techniques
that can handle encrypted and tunneled VoIP. Only drawback of statistical
analysis is that they need some prior data for statistical measures, so they
are not so efficient in terms of speed.

The statistical analysis is the only way to cope with the needs of commu-
nication authorities and ISPs for detecting VoIP traffic but all the previously
proposed statistical analysis-based solutions have some limitations. They
could not be practically implementable for detecting all types of VoIP traffic
efficiently. The statistical technique proposed in [2] could not provide a real
time solution for VoIP detection; as first you have to calculate number of
source and destination ports used for a particular flow. It has false positive
ratio more than 10% which is still large. Moreover it could not handle VoIP
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into IPSec. The technique proposed by Fouzia and Uzma [3] only considers
UDP traffic. Some VoIP applications may use TCP when UDP is blocked.
Moreover the SSL/TLS may also use TCP. There are many VoIP applica-
tions that transmit voice packets of less than 100 bytes, so in this case this
statistical technique could not detect VoIP. It could not handle IPSec VoIP.
Freire’s technique [4] is not applicable for all types of VoIP. It is specific to
VoIP hidden in the web traffic using port 80,443. It only supports the http
version 1.1. Moreover it is also not real time detection and need more prior
data for analysis. By this statistical technique, the anomalies and intrusions
that use port 80,443 are detected as VoIP. It could not handled IPSec VoIP.
The statistical technique proposed in [8] is not specific to VoIP rather it is a
generic technique to identify any application protocol so the results in case
of VoIP are not good. Moreover, no practically implementable algorithm is
given to identify the VoIP in this paper. Only one VoIP application (Skype)
is analyzed and tested. Only 3 voice codec schemes are analyzed by this
technique. Moreover, only packet size is used to identify the VoIP traffic
so more false positives. It could not handle VoIP that uses TCP. Ying-Dar
and Chun-NanLu also proposed a generic technique [9] to classify the traf-
fic but it is not specific to VoIP classification. It only analyzed two VoIP
applications i.e. MSN and Skype. This technique only depends on packet
sizes, so have more false positives and false negatives. Results show that in
case of MSN VoIP detection, there is 9% false positive and in case of Skype
VoIP detection, there is 18% false negative. Alshammari [15] analyzed only
two VoIP applications (Skype, Gtalk) and built a VoIP detection solution.
Other important application such as Yahoo, MSN, Zfone etc are given no
importance. So the results are only specific to Gtalk and Skype. So it can’t
be used for blocking or prioritizing VoIP traffic from any VoIP application
or protocol. Yildirim proposed a technique [5] for detecting IPSec VoIP but
it only depends on packet size. So there is more false positive. No proper
VoIP application is tested by this approach.

So there is a need of an accurate, generic, efficient, real time, and prac-
tically implementable statistical analysis-based solution that can detect en-
crypted, non-encrypted and tunneled VoIP. The detection algorithm should
not be dependent on any VoIP application, protocol, security mechanism, or
any tunneling mechanism.



Chapter 3

Experiment analysis and
proposed system

3.1 Introduction

This chapter presents the complete analysis of Internet traffic especially the
VoIP media traffic. What types of traces are collected, what are the envi-
ronments and locations from where the datasets are collected, are presented
in section 3.2. The tools that are used for analysis are described in section
3.3. Details of VoIP applications, that are analyzed, are presented in section
3.4. The tunneled traffic detection by signature is described in section 3.5.
Moreover in section 3.6 the detailed statistical analysis are presented. On the
basis of statistical analysis, the solution is proposed for detecting VoIP flows.
Two main algorithms are proposed in this chapter. First algorithm detects
encrypted, un-encrypted VoIP flows, or the VoIP flows that are hidden in
transport layer tunnels. The other algorithm that detects VoIP flows hidden
in IP layer tunnels such as IPSec is proposed in section 3.10. Moreover the
solution is discussed in details and easily understandable by flow chart rep-
resentation and by pseudo code. The solution is implemented and tested in
C/C++ language.

3.2 Dataset collection

The datasets are collected at different time from different environments and
locations for analysis and testing. The datasets contain different types of
traffic that are collected from 1) NUST SEECS WISNET lab 2) home users
3) PTA and PTCL gateway 4) sample traces downloaded from Wireshark site
[16] and 5) tstat Skype traces from tstat site [17]. The traffic traces are also

19
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captured by making own simple encrypted and non-encrypted VoIP setups
using Asterisk as VoIP server. These datasets are in TCPdump standard
format. The list of collected traffic traces and datasets are given below:

1. Skype voice and signaling traffic. Some Skype voice samples are down-
loaded from Wireshark site [16] and tstat site [17].

2. MSN, Yahoo, Gtalk voice and signaling traffic.

3. ZRTP traffic from Zfone, X-lite applications.

4. Other VoIP messengers traffic such as Eyebeam, Blink.

5. The non-VoIP traffic traces of YouTube, torrents, antivirus updates,
videos, online live TVs, audio songs, FTP downloads, and online games.

6. Mail servers traffic such as Gmail, Yahoo mail, Hotmail.

7. VoIP that uses SSL/TLS tunnel.

8. VoIP in other IP layer tunnel.

9. All mix traffic dataset that include both VoIP and non-VoIP traffic.

10. A simple VoIP setup is established using Asterisk as VoIP server which
communicates voice between Eyebeam, Zfone, and X-lite clients using
RTP and SRTP, ZRTP and SSL.

11. Moreover some sample traffic from different sites is collected that in-
cludes different protocols and applications data e.g. Bluetooth, chat-
ting, DNS traffic, document retrieval, frame relay, remote access, SMTP,
SSH, telnet-remote access traffic.

12. PTA and PTCL gateway datasets

All of these traces and datasets are statistically analyzed for VoIP detec-
tion solution and then tested on the proposed algorithm. Detailed informa-
tion of these traces are presented in chapter 4

3.3 Analysis tools

Wireshark is used for capturing traffic. It is also used for simple analysis
that can easily be done by this tool. C language is used for complex analysis.
The code is written in C using Winpcap 4.1.2 library to analyze the offline
as well as online traffic. The proposed algorithm is also developed in C using
Winpcap in Visual studio 8.



CHAPTER 3. EXPERIMENT ANALYSIS AND PROPOSED SYSTEM21

3.4 VoIP applications

Different VoIP applications are analyzed and tested. The main VoIP ap-
plications whose media traffic is analyzed are Skype, Gtalk, Yahoo, MSN,
Zfone, X-lite, and Asterisk server with Eyebeam and Blink as VoIP clients.
Simple VoIP setup is established using Asterisk as VoIP server and Eyebeam,
Blink, Zfone, and X-lite as clients. Different old and new versions of these
VoIP applications are analyzed and tested. The traces of Gtalk beta version,
Skype 4.0.0.215, Skype 5.5.0.119 and Skype 5.5.59.124, Yahoo 9.0.0.2152,
Yahoo 10.0, Yahoo beta, Yahoo 11.0, MSN 7.0, MSN 8.5, 15.4.3538.0513 and
Windows Live messenger are statistically analyzed and tested.

3.5 Detection of tunnels

The complete headers of RTP, ZRTP, SRTP, IPSec, and SSL/TLS proto-
cols are analyzed to search out distinct signatures. RTP sends media traffic
(voice) in plain form. In case of SRTP, the voice is transmitted in encrypted
form but the header of SRTP is open. ZRTP provides the negotiation be-
tween two voice communicating parties (peers) for encrypted voice transmis-
sion and then voice is transmitted using SRTP. These protocols are working
in between transport layer (UDP, TCP packets) and application layer. The
headers of RTP and SRTP are almost similar except for some extra bits, so
same signature can be used for detecting RTP and SRTP voice. It is also
possible that RTP and SRTP is in GRE tunnel. The GRE tunnel can be
detected from IP header information; the proto field of IP header contains
0x20 for GRE packets. The SRTP, RTP packets contain 0x80 at the start
of RTP/SRTP header that shows the versions and padding bits etc. but it
can also contain 0x81, 0x82 but they are used rarely. For analysis purposes,
we only consider 0x80 as signature for RTP/SRTP and it gives satisfactory
results.

IPSec and SSL tunnels are also analyzed. IPSec can be used in three
forms, authentication header (AH) for authentication, encapsulation secu-
rity payload(ESP) for encryption, or both of them. The proto field of IP
header tells whether IPSec tunnel is used. The proto field contains 0x50 for
ESP and 0x51 for AH. The packet payload contains security parameter index
(SPI) as identifier of IPSec tunnel and ESP sequence number in IPSec packet
in plain form and the other portion of packet is encrypted. So we can dis-
tinguish IPSec flows by source-IP, destination IP, and SPI (S-IP, D-IP, SPI).
When ESP and AH both are used, the proto field of IP header contains 0x51
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Table 3.1: Signatures of encrypted tunnels
Protocol Signature Remarks

RTP/SRTP 0x80,x81,0x82 Start of RTP/SRTP
header

ZRTP 0x1000 1st two bytes
0x5a525450 5th-8th bytes

Start of ZRTP header

IPSec (AH) 0x51 Proto field of IP header

IPSec (ESP) 0x50 Proto field of IP header

IPSec (AH/ESP) 0x51 and 0x31 Proto field of IP header

SSL/TLS (alert) ox15 Start of SSL header and
also check version field

SSL/TLS (application
data)

0x17 Start of SSL header and
also check version field

SSL/TLS (change cipher) ox14 Start of SSL header and
also check version field

SSL/TLS (handshake) 0x16 Start of SSL header and
also check version field

SSL/TLS (continuation
data)

Check handshake and
change cipher done?

If handshake and change
cipher done and data is en-
crypted

(AH) and AH header which is in plain form contains value 0x30 for next
header field.

SSL/TLS tunnel provides security at transport layer where the transport
layer information (TCP/UDP) is open. Different types of messages are trans-
mitted in SSL/TLS tunnel from negotiation to the end of communication i.e.
handshake, alerts, application data, change cipher spec, and continuation
data. The signatures of each type of message are different. Where the TCP
header ends, the SSL header is started. At start of SSL/TLS header, the
value of the content type is written of 1 byte. Content-type:0x15 represents
that the payload contains alert, 0x17 represents that the payload contains
application data, 0x16 represents that the payload is handshake that is just
negotiation, 0x14 represents that the payload is change cipher spec that tells
that the next communication will use the negotiated ciphers, so the commu-
nication will be encrypted after this packet. The next two bytes represents
the version which is 3.0. The continuation data do not have any signature. If
the handshake of SSL/TLS is done between two IP pairs and change cipher
message is sent then the remaining communication will be continuation or
application data if the packet is encrypted. We use the entropy measures to
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find out whether the packet is encrypted or not.

The signature of SSL and other tunnels are given in table 3.1. All these
tunnels are statistically analyzed for investigating statistical characteristics
of VoIP.

3.6 Statistical analysis

Different types of VoIP and non-VoIP traffic is statistically analyzed to de-
velop an efficient solution. Different VoIP and non-VoIP traces are captured.
The statistical analysis are performed on traces by two ways; firstly, the sta-
tistical parameters are calculated and analyzed for each flow for complete
session without considering time limit and in 2nd phase the statistical pa-
rameters are calculated and analyzed for each flow by taking 5,5 seconds
chunks of traffic for each flow. We use IP layer (layer 3) packet size shortly
refers as size and inter-arrival time as basic parameters for statistical anal-
ysis. All VoIP and non-VoIP applications are statistically analyzed in this
way. Moreover the RTP, SRTP, ZRTP, SSL, TLS, IPSec protocols are deeply
analyzed. The traffic of these protocols is detected by signatures and then
analyzed from PTA and PTCL dumps.

Analysis of PTA, PTCL dumps show that VoIP applications that use
SRTP and RTP mostly encode voice by G729, G723, and G711 codec. More
than 60 % RTP conversation use G729 codec, 20 % use G723 and remaining
20 % use other codec schemes. These results are generated from PTA dump
“dumpa” (2GB) collected in Jan 2011. The average packet size of RTP
streams in this dump is 88 bytes (Wireshark analysis). The use of G729
codec is higher because G729 codec encodes 20 ms voice in a smaller size
packet (i.e. 20 ms voice is encoded in 20 bytes). G711 encodes 20 ms voice
in 160 bytes. G711 is a worst case of coding voice. Moreover in this dump
out of 12353143 packets 6645638 packets are VoIP packets. So 53 % packets
of PTA traffic are related to VoIP containing RTP, SRTP, RTCP data and
83% of UDP packets are VoIP packets. These dumps are also statistically
analyzed. RTP traffic is detected from these dumps by signature and then
the statistical parameter X (size) and S.D (size) in bytes for each flow is
calculated and values ranges for RTP, SRTP flows are identified. The values
ranges of statistical parameters of RTP/SRTP flows by considering the layer
3 header size in PTA, PTCL dumps are shown in table 3.2.

Different traces of Skype, Yahoo, Gtalk, MSN, Zfone, X-lite voices are
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Table 3.2: Statistical measures of RTP/SRTP voice flows in PTA and PTCL
dumps

Dump X (size) (bytes) S.D (size) (bytes) Remarks
PTA-dumpa 59-200 1-70
PTA-dump1 60-210 0-100 S.D 75-100 is rare
PTCL 60-218 0-60

also analyzed by considering the traces as a whole and finding statistical
parameters values for each flow. The values ranges of statistical parameters
for VoIP media flows are found. The statistical parameters and the corre-
sponding values ranges for all VoIP voice flows are shown in table 3.3. It is
a rare chance that the value of S.D (size) is more than 75 bytes. We con-
sider only IPs for distinguishing flows (due to tunneled voice) and RTCP and
RTP packets from same source-destination are considered as one flow; so S.D
(size) may be larger in few cases. In case of IP layer tunnels, only IPs are in
plain form, all the other information is hidden so we distinguish flows only
by considering IPs.

Table 3.3: Statistical parameters values ranges for VoIP application on packet
sizes for voice flows
Trace X (size)(bytes) S.D (size)(bytes) Remarks
Skype 60-130 0-27
Gtalk 100-176 2-75
MSN 120-140 7-61
Yahoo 70-175 8-87 S.D above 75 is rare
Asterisk traces 190-214 0-65
Zfone, X-lite 214-218 0-10

The non-VoIP traces are also analyzed statistically. YouTube, antivirus
updates, online live TVs, torrents, FTP downloads have higher data rates
that can create confusion with VoIP flows but the flows of these application
have higher packets sizes, X (size) and S.D (size) and also deviates from
VoIP statistical parameters values ranges for other parameters. Shortly the
values ranges for all parameters are different for both VoIP and Non-VoIP
traffic. The packet sizes, X (size), and S.D (size) values for DNS are similar
to VoIP but the packet rate is lower in this case. DNS has packet size of 181,
174 bytes for reply and 60, 70 bytes for request. Moreover IMAP and POP
protocols are also analyzed, the packet lengths for these protocols is quite
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higher i.e. above 200 bytes and mostly above 600 bytes.

The 2nd phase of analysis is most important. In this phase the flow pa-
rameters are examined by taking 5, 5, second traffic for each flow. Moreover
the flow is distinguished by 4 tuples (S-IP, D-IP, S-Port, D-Port) and more
statistical parameters are added for each flow to obtain efficiency and ac-
curacy. All VoIP and non-VoIP traces are statistically analyzed by taking
5, 5 seconds traffic for each flow. The voice flows have distinct values for
each statistical parameter. The main statistical parameters that are used to
analyze each flow are:

• pkt-rate: Packet rate of the flow in packets/sec

• X (size) : Mean (average) of IP layer (layer 3) packets sizes of the flow
in bytes

• S.D (size): Standard deviation of IP layer (layer 3) packets sizes of the
flow in bytes

• Max-diff-time: Maximum difference between the current and previous
packets’ time for all packets of the flow in seconds

• X (diff-time): Mean (average) of the difference between the current
and previous packets times in seconds

• S.D (diff-time): Standard deviation of the difference between the cur-
rent and previous packets times of the flow in seconds

VoIP is not tolerant to delay, latency, jitter, and packet loss which af-
fect the quality of voice. Voice packet total delay consists of packet creation
time plus network transmission timeout plus receiving buffering and decod-
ing time. Latency is the delay in packet delivery. Variation in delays is called
jitter. More latency, jitter and packet loss degrade the quality of voice. The
total delay of a voice packet is increasing function of packet size. If the
packet size is larger, more voice is encoded in a packet; it will take more
packet creation time, transmission time, and decoding time, resultantly the
total packet delay is increased. To maintain the quality of voice, the delay
should be bearable and the packet size should also be within a limit. More-
over in case of voice, the loss of large size packet means the loss of more
voice which is not tolerant. Due to these facts the voice packet length must
lie within a limit to maintain the quality. Jitter also affects the quality of
voice as larger variation in packet delays does not produce clear voice at
the receiver side. There should be bearable variation in delays in case of
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voice packets to maintain voice quality. By considering these facts, we use
IP layer packet size as the basic parameters for statistical analysis. Other
P2P traffic is tolerant to delays and jitter. Hence we use X (size) and S.D
(size) as statistical parameters for VoIP traffic analysis to distinguish voice
flows. Moreover the ITU-T recommends to capsulate 20-30 ms voice in a
packet for better performance and quality assurance. It shortens packet size
and increases packet rate i.e. more packets per second as compare to other
applications. So we also use packet rate as parameter for statistical analysis.
It is also a fact that voice has a continuous behavior as the voice packets are
continuously sent when a person speaks on VoIP phone. Very short time is
elapsed between the current and previous voice packets. We consider this
fact and take max-diff-time, X (diff-time), and S.D (diff-time) as statistical
measures for time-based analysis to distinguish voice flows.

The main VoIP applications that are analyzed are Skype, Gtalk, MSN,
Yahoo, Asterisk with Zfone, X-lite and Eyebeam. The parameters and the
corresponding values ranges for voice flow for each VoIP application are
shown in table 3.4. Pkt-rate value is mention in packets/sec, X and S.D
values is in bytes and all other parameters values is in second. Other non-
VoIP traffic such as YouTube, torrent, antivirus updates, FTP downloads,
online live TVs, mail servers traffic (Gmail, Yahoo mail, Hotmail), online
games traces are also analyzed on these parameters. The values of statistical
parameters are quite distinctive for both VoIP and non-VoIP flows. So on
the basis of these parameters we can identify VoIP flows efficiently and with
accuracy.

Table 3.4: Statistical parameters values ranges for VoIP application consid-
ering 5,5 second traffic for each flow
Trace Pkt-

rate
X (size) S.D

(size)
max-
diff-time

X (diff-
time)

S.D
(diff-
time)

|X-S.D|
(diff-time)

Skype 16-50 60-140 .38-27 .075-.393 .019-.061 .008-.12 0-.07

Gtalk 17-37 90-170 5-65 .101-.426 .027-.056 .011-.578 0-.02

Yahoo 12-37 64-170 1-75 .065-.49 .026-.086 .010-.073 0-.03

MSN 17-50 120-140 05-20 .06-.74 .020-.058 .005-.055 0-.02

Asterisk traces
with Zfone, X-
lite, Eyebeam
clients

17-30 190-210 0-40 .02-.41 .010-.046 .05-.49 0-.032
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Some VoIP applications like Gtalk, Skype, and Yahoo send small number
of packets at start of the media session. The range of these packets is 2-
15 packets in first 10-15 seconds. Moreover there is also sometime the case
max-diff-time is quite high (i.e. greater than 1 sec) for first and/or last
packet of the flow. In such cases the difference | X (diff-time)-S.D (diff-
time) | also exceed from normal rang. Moreover sometimes during media
transmission the ports are dynamically changed for media session but the
new ports allocated lies within the pervious port percentile. On the basis
of these detailed statistical analysis, we propose a solution for VoIP calls
detection in section 3.7.

3.7 Proposed algorithm design

The proposed solution detects any kind of VoIP which is encrypted or non-
encrypted by separating out the packets for each flow. The flow is distin-
guished by 4 tuples i.e. source IP, destination IP, source port, and destination
port (S-IP, D-IP, S-port, D-port).

The flow with statistical parameters values is putted to the decision al-
gorithm when the flow time reaches 5 seconds or the no. of packets reached
80 for each flow. In case of VoIP flow the number of packets is larger so it
only considers that flow whose number of packets greater than 65 within 5
seconds to make decision for VoIP. The statistical parameters such as packet
rate (pkt-rate), X (size), S.D (size), maximum difference time between cur-
rent and previous packet (max-diff-time), X (diff-time) and S.D (diff-time)
are calculated for the flow which has the number of packets greater than 65
within 5 seconds. 8 rules are investigated to make decision whether the flow
is VoIP or non-VoIP. These rules are:

1. pkt-rate > 13 packets/sec

2. 56 ≤ X (size) ≤ 210 bytes

3. 0 ≤ S.D (size) ≤ 75 bytes

4. X (size) ≥ S.D (size)

5. 0 < max-diff-time ≤ .8 seconds

6. 0 < X (diff-time) ≤ .09 seconds

7. 0 < S.D (diff-time) ≤ .25 seconds
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8. 0 < | X-S.D (diff-time) | ≤ .1 seconds

These rules are obtained by detailed statistical analysis of different VoIP
applications and codecs voice traffic for individual flows and also by studying
different standards and facts of voice traffic . The decision is made on the
basis of these 8 rules. A flow is a VoIP flow if and only if first 4 rules are
true and at least 3 rules from last 4 rules are satisfied. A flow is confirmed
non-VoIP if the rate rule is true but any one rule from rule 2, 3, 4 is false.
If the flow is neither VoIP nor non-VoIP then it is either a suspected or not
to be decided yet. If the flow is suspected for first 5 seconds traffic then
it is reinvestigated for next 5 seconds traffic and if it remains suspected 3
times then it is detected as non-VoIP flow. The flow chart of the complete
algorithm is shown in figure 3.2, figure 3.3, figure 3.4. The detail discussion
is made in discussion section and the complete pseudo code is presented in
section 3.9.

3.8 Discussion

The proposed algorithm detects and separates out the VoIP flows from all
the network traffic. It classifies the flow as VoIP flow, non-VoIP flow and
suspected flow. If a flow is suspected more than 3 times than it is declared as
non-VoIP flow. The suspected flow is reinvestigated on next 5 second traffic.
If suspected flow next time fulfils the VoIP flow characteristics then it is de-
clared as VoIP and similarly if it meets the characteristics of non-VoIP then
it is declared as non-VoIP flow. Moreover there may be such flows that are
untreated because they are not assured to be VoIP or they are not yet to be
decided and need to be processed next time.

The proposed algorithm separates out the flow by distinct source-IP,
destination-IP, source-port, destination-port (S-IP, D-IP, S-port, D-port).
The solution is divided into three main interlinked processes namely 1) flow
registration and main decision process 2) VoIP flow detection process 3) non-
VoIP flow detection process. First process does some parameters calculations
and updations and makes decisions by calling the VoIP flow detection pro-
cess. VoIP flow detection process detects whether the flow is VoIP or not
and returns the result to flow registration and main decision process. It does
some statistical calculations and checks rules and flow statistical measures.
It also calls non-VoIP flow detection process to find out whether the process
is non-VoIP or suspected. These processes are interlinked and viewed as in
figure 3.1.
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Figure 3.1: Process interrelation

The flow chart for the first process, flow registration and main decision
process, is shown in figure 3.2. It separates out each flow and calculates
and updates parameters values when a new packet comes. It sends the flow
with corresponding statistical values of each parameter to VoIP flow detection
process to detect whether the flow is VoIP or not. VoIP flow detection process
investigates whether the flow is VoIP, non-VoIP or suspected flow and returns
the result. It detects non-VoIP flows by calling non-VoIP detection process.
Non-VoIP flow detection process investigates whether the coming flow is
confirmed non-VoIP or need to be reinvestigate. The flow chart of process 2
and 3 are shown in figure 3.3 and figure 3.4 respectively. The functionality
of each process is discussed in detail in next subsection.

3.8.1 Flow registration and main detection process

When a new packet is captured it is sent to flow registration and main deci-
sion process so that the particular flow should be identified for this packet.
When the flow for which the packet belongs is identified, the calculations
and decision process is started. This process checks whether the packet be-
longs to the previously registered flow or not. If it does not belong to one
of the registered flows then it is registered as new flow uniquely identified
by 4 tuples (S-IP, D-IP, S-port, D-port) and parameters values, calculated
from packets size and time, are stored against the new flow. For the coming
packet that belongs to one of the registered flow, the process checks whether
the given flow has already been classified as VoIP or non-VoIP. The process
does nothing for VoIP/non-VoIP classified flows when a new packet belonging
to that flow comes. In such case the process will return to next packet. The
flow that has not been detected as VoIP or non-VoIP, the process updates
the value of flow statistical parameters by adding the new packets statistics
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Figure 3.2: Flow registration and main decision process

until the flow elapse time reaches 5 second or the total number of packets
for that flow reaches 80. When the time and number of packets condition
satisfied for the flow, the process calls the VoIP detection process to classify
the flow as VoIP or non-VoIP. The minimum number of packet for the flow
to be VoIP is greater than 65 within 5 seconds time. The VoIP detection
process returns whether the flow is VoIP, non-VoIP or suspected one.

3.8.2 VoIP flow detection process

The process takes a flow with statistical parameters as input and determines
whether a flow is VoIP, non-VoIP or suspected flow. It uses non-VoIP detec-
tion process to determine whether the flow is confirmed non-VoIP so that it
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can’t be further investigated when a new packet belonging to that flow is cap-
tured. VoIP flow detection process calculates the statistical measurements
from the flow parameters and checks them on predefined rules for VoIP,
defined in section 3.7. The statistical measures are: X (size), S.D (size),
pkt-rate, max-diff-time, X (diff-time), S.D (diff-time). For VoIP flow, first 4
rules must be true and at least 3 rules from last 4 rules must be satisfied. If
less than 3 rules are satisfied from last 4 rules then the flow is declared as
suspected flow and need to be further investigated for next 5 second traffic
for this particular flow. The flow is non-VoIP if the flow is suspected more
than 3 times. If any rule from first 4 rules is not satisfied then the non-VoIP
flow detection process is called to confirm whether the flow is confirmed non-
VoIP or suspected.The flow chart of VoIP flow detection process is shown in
figure 3.3.

Figure 3.3: VoIP flow detection process
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3.8.3 Non-VoIP flow detection process

This process takes the flow statistical measures as input and examined the
flow for non-VoIP. The flow is confirmed non-VoIP depending on the rules
described in section 3.7. It first checks whether the flow is suspected more
than 3 times, if yes, it classifies the flow as confirmed non-VoIP flow. If the
pkt-rate rule, rule 1, is true but any one rule from rule 2, 3, 4 is false then
the flow is also detected as non-VoIP flow. Otherwise the flow is declared as
suspected flow. The confirmed non-VoIP flow does not need to be reinvesti-
gated when a new packet belonging to non-VoIP flow is captured. The flow
chart of non-VoIP flow detection process is shown in figure 3.4.

Figure 3.4: Non-VoIP flow detection process

3.9 Pseudo code

The algorithm use the rules defined in section 3.7. The pseudo code is:
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1. Capture packets and determine the flow from which it belongs. If no
flow found then register it as new flow uniquely identified by (S-IP,
D-IP, S-port, D-port) and calculate parameters.

2. Capture the first 80 packets or all the packets within 5 seconds for each
flow.

3. Investigate the flow for VoIP if the flow total packets greater than 65
within 5 seconds.

4. Check rules for each flow for VoIP detection

(a) If (all first 4 rules == true) and if (at least 3 rule from rule 5, 6,
7, 8 == true) then the flow is VoIP flow.

(b) If (all first 4 rules == true) and if (less than 3 rule from rule 5,
6, 7, 8 == true) then the flow is suspected. Suspected flows are
reinvestigated for next phase (next 5 seconds traffic).

(c) If (rate rule == true) and if (any rule from rule 2, 3, 4 == false)
then the flow is confirmed non-VoIP.

(d) If (flow suspected ≥ 3 time) then it is non-VoIP flow.

3.10 Proposed algorithm design for IP layer

tunnels

The detection algorithm for IP layer tunneled (such as IPSec) VoIP is slightly
different. For such type of tunnels, the transport layer information is hidden
so we do not have the knowledge of ports. Only the IP layer information is in
clear form. So we distinct each flow by IP addresses (S-IP, D-IP) only. In case
of IPSec tunnel, we distinguish flows by (S-IP, D-IP, SPI). For each flow we
calculate statistical parameters mentioned in section 3.6. The same detection
algorithm is used for detection of VoIP flows hidden in IP layer tunnels with
a slight modification. There are two main points that are different from the
previous algorithm. These points are:

1. The IPs (S-IP, D-IP) only used to distinguish flows. (S-IP, D-IP, SPI)
in case of IPSec.

2. Remove the size of IPSec headers from overall IP layer (layer 3) packet
size while calculating statistical parameters related to size.



Chapter 4

Performance evaluation

4.1 Introduction

This chapter provides the complete results of the proposed system on differ-
ent datasets, traces as well as on real time traffic. We evaluate our proposed
system with respect to accuracy, efficiency, and scalability in terms of usage.
At the end, the proposed system is compared with existing statistical VoIP
detection techniques. The results are obtained by considering offline cap-
tured traffic, own VoIP setup traffic, tstat Skype traces, and real time traffic
that contains VoIP and non-VoIP packets.

Table 4.1: Skype tstat traces
Trace codec transport protocol Size (MB) Duration (sec)

E2E-140606-1 G729 UDP 8 905

E2E-140606-2 iLBC UDP 11 1003

E2E-140606-3 iSAC UDP 12 1116

SkypeOut-260906-1 G729 TCP 9 919

SkypeOut-260906-2 G729 UDP 7 910

Internet-E2X TCP 212 343562

Internet-E2O UDP 264 343562

Internet-E2E UDP 4GB 344700

Internet-SIG UDP 6GB 344700

The system is implemented at real time environment for more than 5
hours. Voice conversation is done using different VoIP applications with
different versions such as Skype 4.0.0.215,Skype 5.5.0.119, Skype 5.5.0.124,
Yahoo 10, Yahoo 11, Yahoo 11.5, MSN Live messenger, Gtalk, and Gmail
voice. Moreover widely used non-VoIP applications are also run for real

34
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time system testing. Non-VoIP traces contain the traffic of emails, YouTube,
LMS, online movies, songs, online games, online TVs, FTP uploading and
downloading, torrents downloads, social networking sites access e.t.c.

Table 4.2: VoIP testing traces
VoIP applica-
tion

versions Max-size
(MB)

Max-duration
(sec)

Gtalk 1.0.0.104 beta,
Gmail voice

3 504

Skype 4.0.0.215,
5.5.0.119,
5.5.0.124

3 664

MSN 7.5,8.0,15.4,
Windows Live
messenger

1 88

Yahoo (SSL tun-
nel)

9.0, 10.1, beta,
11.0

2 332

Mix VoIP 40 10714

The system is also testing on sample traces containing traffic of differ-
ent protocols such as remote access, RDP,VNC, FTP, SIP, H.323, HTTP,
HTTPS, Bluetooth, chatting, compression, DNS, TFTP, MSN file transfer,
and web mails e.t.c. taken from wireshark site [16].

Table 4.3: VoIP setup testing traces
Trace Size (MB) No. of files Duration (sec)
A-RTP-RTP 1.5 4 478
B-RTP-SRTP .5 4 66
C-SRTP-RTP .5 4 82
D-SRTP-SRTP 1.5 4 151
Zfone-X-lite .25 1 32
Asterisk voice 4.5 1 151

Large set of traces is collected from different sources for testing purposes.
Large size dumps are collected from PTA, PTCL gateway. These dumps are
dumpa (2GB), dumpb (2GB), dump1 (4GB), and hundreds of PTCL dumps
of 1GB. Some Skype traces are collected from tstat site [17] which are men-
tioned in table 4.1 with codec, transport protocols used, size of trace, and
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time duration of the traffic. These traces contain both UDP and TCP voice
conversations. Mostly used VoIP applications are also tested for detection.
The information of the VoIP application traces which are tested are shown in
table 4.2. Moreover a simple VoIP setup is also established for testing using
Asterisk as VoIP server and Eyebeam and Blink as clients that communicate
both encrypted and non-encrypted voice. Table 4.3 presents the information
such as size, number of captured traces, and duration of the traces e.g. “C-
SRTP-RTP” is a conversation of two VoIP clients in which one side traffic
is encrypted by SRTP and other side traffic is un-encrypted and size of this
traces is .5MB and duration is 82 seconds. non-VoIP traffic traces are also
tested for checking how much flows are incorrectly identified as VoIP. The
information of tested non-VoIP traces are shown in table 4.4.

Table 4.4: non-VoIP testing traces
Trace Max-size (MB) No. of

files
Max-
duration
(sec)

Gmail-Yahoomail 3 5 156
Hotmail 3 3 101
Mix (VoIP-NonVOIP) 65 4 1023
NonVoIP-mix 112 6 1331
Torrent-YouTube-Gmail 1 1 431
YouTube 9 6 97
Online TV 2 1 88
Bittorent 150 5 2043

The results are obtained by considering all of these captured datasets as
well as real time traffic. The results with respect to accuracy are discussed in
section 4.2, the efficiency measures are discussed in section 4.3. The system
is tested on dual core 2.3 GHz processor with 3GB RAM on a windows
environment.

4.2 Accuracy

We use the typical parameters that are mostly used for measuring accuracy
performance of the system. The parameters are true positive (TP), false
negative (FN), true negative (TN), false positive (FP), direct rate (DR),
and false positive rate (FPR). TP is the measure of flows that are correctly
identified as VoIP flows. FN is the measure of flows that are incorrectly
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identified as non-VoIP flows. TN is the measure of flows that are correctly
identified as non-VoIP flows. FP is the measure of flows that are incorrectly
identified as VoIP flows. DR and FPR measures also reflect the correctness
of the system that are also used by [15]. DR reflects how much VoIP flows are
correctly identified as VoIP flows. DR is calculated by equation 4.1. FPR
measure reflects how much non-VoIP flows incorrectly identified as VoIP
flows. FPR is calculated by equation 4.2. The ideal solution is that which
has 100% DR and 0% FPR. So there should be highest possible DR and
lowest possible FPR for more accurate system.

Table 4.5: Overall accuracy results
Traffic TP FN FP TN DR=

TP/(TP+FN)
%

FPR=
FP/(FP+TN)
%

Real-time traffic 37 3 1 5000 92.5 .0002

Off-line traffic 56 2 2 15000 96.56 .00013

Own-VoIP-setup traces 16 0 - - 100 –

Tstat Skype traces 882 20 - - 97.78 -

Overall 991 25 3 20000 97.54 .00015

DR = TP/(TP + FN) (4.1)

FPR = FP/(FP + TN) (4.2)

Table 4.5 shows overall accuracy results considering real time traffic, of-
fline captured traces, sample traffic, and tstat Skype traces. Our system
has 97.54 % DR which is quite higher and .00015% FPR which is quite
lower. Accuracy results on VoIP applications traces are shown in figure 4.1
Gtalk, MSN, Zfone, X-lite, and Asterisk with Eyebeam and Blink as clients
has 100% TP and 0% FN. Only Skype and Yahoo has TP bit lower than
100%. Accuracy results on tstat Skype traces with respect to TP and FN
are shown in figure 4.2. Only Skype trace “SKYPE-TCP-E2X” that have
TCP voice communication has quite higher FN nearer to 17% but overall
accuracy performance on these traces is better. Accuracy results are also ob-
tain by considering the voice traffic of different codecs. G729, G711, iBLC,
and iSAC codec traffic is tested. The results on these codecs are shown in
figure 4.3. All these codecs have 100% TP.
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Figure 4.1: Accuracy results on VoIP applications

Figure 4.2: Accuracy results on tstat Skype traces
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Figure 4.3: Accuracy results on different codecs

4.3 Efficiency

The efficiency is measured in terms of VoIP flow detection time, average
number of packets processed by the system per second, and processing time
on large size datasets. The average VoIP detection time for voice traffic is
always less than 6 seconds. Figure 4.4 shows the average detection time of
voice flows on different VoIP applications. These results are taken from real
time implementation by communicating voices using different VoIP applica-
tions. MSN, Yahoo, and Skype voice flows are detected within 5 seconds
and Gtalk, Gmail voice flows takes more than 5 seconds to be identified.
Gtalk and Gmail voices takes more time to be identified because they send
less numbers of packets as compare to other applications and system makes
decisions when specific number of packets has been received or specific time
has been passed for each flow.

Our implementation processed more than 10000 packets per seconds on
defined large size datasets. Figure 4.5 shows the efficiency results in terms
of average packet processed per second on different large datasets. Our im-
plementation processed more than 20000 packets per second on 6GB tstat
Skype trace.

The time consumed by our implementation on different large datasets is
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Figure 4.4: Voice flow detection time taken by the system on different VoIP
applications voice flows

Figure 4.5: Average packets/sec processed by the system on different datasets
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Figure 4.6: Processing time on different datasets
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Figure 4.7: Trace time duration and processing time comparison on different
datasets

shown in figure 4.6. Large datasets take more time to be processed. Moreover
the datasets those have more flows within short periods need more time to be
processed. PTCL dumps comparatively have higher processing time as they
have more number of flows even in 1GB dumps within few seconds. So for
real time implementation at telecommunication authorities gateway we have
to implement our system efficiently with parallel programming. Moreover we
need powerful servers to handle huge amount of incoming traffic within a few
milliseconds. Figure 4.7 provides the comparison between actual duration
of the trace and the time taken to process the trace. The duration is quite
higher as compare to the processing time of the trace in case of tstat Skype
traces and the traces captured from end users computers.

So our system works efficiently and detects VoIP media (voice) flows
within 5 seconds from start of the voice conversation. We just need a powerful
server and parallel programming to handle huge amount of incoming traffic
at telecommunication gateways such as PTA, PTCL gateways.
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4.4 Scalability

Scalability is defined and discussed in terms of system usage. We have ob-
served that the system performance is better with respect to accuracy and
efficiency. Moreover our system is generic that can detect VoIP traffic regard-
less of the VoIP application, protocol, codec used, and security mechanism.
The system can detect tunneled VoIP such as SSL/TLS and IPSec VoIP.
The system can be implemented at one-way or two way network interface.
Our system is only specific to VoIP detection so it has better results than
other P2P traffic classifiers. So our system is scalable and practically im-
plementable at telecommunication authorities or ISPs gateway with power-
ful servers and optimized and efficient programming implementation for real
time VoIP calls detection. It meets the need of telecommunication authorities
for detecting VoIP flows to either prioritize or block traffic from these flows.
So we can say, our system is scalable in terms of usage and implementable
at any location or site.

4.5 Comparison with existing techniques

Here in this section we compare our technique with the existing VoIP de-
tection techniques. We provide comparison in terms of accuracy and salient
features of the technique. We compare our technique with host and flow be-
havior analysis (HFBA) technique [2], threshold-based detection [3], IPSec
tunneled VoIP detection [5], and flow level behavior (FLB) technique [27] in
terms of TP, FP, FN. HFBA [2], threshold-based detection [3], and FLB [27]
techniques analyzed,tested, and gave more importance to Skype voice traf-
fic. So we chose them for comparing with our techniques on Skype traces.
Our technique is threshold-based statistical analysis technique which can
detect IPSec tunneled voice calls. So we chose and implement a threshold-
based VoIP detection technique presented in [3] and IPSec VoIP detection
technique[5] for comparing on all offline captured traces. The IPSec VoIP de-
tection technique has similar features as our technique i.e generic, supported
both one-way or two-way interfaces, specific to VoIP detection, can detect
IPSec tunneled voice.

Table 4.6 shows the results and comparison on tstat 4GB Skype trace
and we have noticed that our system has better results. Table 4.7 shows
overall accuracy results of different techniques on offline (table 4.2, table
4.4) and on our VoIP setup traces (table 4.3). Our technique has better
results than all other techniques. Our VoIP setup uses G711 codec scheme
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for voice encoding. The size of voice packets exceeds from the rang handled
by threshold-based VoIP detection technique [3] and IPSec VoIP detection
technique [5]. So both of these techniques have 0% TP on our VoIP setup
traces. IPSec VoIP detection technique has 25% FP on all offline captures
traces which is quite higher and unbearable. Similarly TP of the threshold-
based detection technique [3] is quite lower.

Table 4.6: Comparison between our technique and existing techniques w.r.t
accuracy on 4 GB tstat Skype traces

Technique TP % FN %

Host and flow behavior analysis (HFBA) [2] 90.28 9.72

Threshold-based detection [3] 79.2 20.8

Flow level behavior (FLB)[27] 55.6 44.4

Our technique 98.86 1.14

We have also compared our technique with existing techniques by features
in table 4.8. Our technique has silent features i.e. generic, support both
type of interfaces, can detect IPSec tunneled VoIP, and specific to VoIP
detection. Moreover we tested and analyzed more VoIP applications than all
other techniques. Only the IPSec VoIP detection technique [5] and PDF-PSD
VoIP detection technique [8] have similar features. PDF-PSD technique only
analyzed and tested Skype voice traffic using 3 codec schemes. IPSec VoIP
detection technique [5] do not have good accuracy results as it only depends
on packet size. Moreover it only analyzed and tested its own VoIP setup, no
other VoIP application is analyzed.

Table 4.7: Comparison between our technique and existing techniques w.r.t
accuracy on different captured traces
Technique Offline traffic VoIP setup traces

TP % FP % TP % FN %
Threshold based detection [3] 35.7 .0001 0 100
IPSec VoIP detection [5] 73 25 0 100
Our technique 96.56 .00013 100 0
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4.6 Summary

This chapter has provided details of datasets tested, performance of our
proposed technique and detailed comparisons between our technique and
all other existing techniques. We have observed the results and features of
our technique, so after detailed comparisons we can say that the proposed
system is better choice for telecommunication authorities and ISPs for VoIP
detection.



Chapter 5

Conclusions

5.1 Conclusion

In this thesis, we have proposed practical solution for telecommunication au-
thorities and ISPs to detect VoIP media flows. A generic, robust, efficient,
and practically implementable statistical analysis-based solution to detect
encrypted, non-encrypted, and any kind of tunneled VoIP media flows using
threshold values of flow statistical parameters by giving one-way traffic is
proposed in this thesis.

In this thesis, we have provided thorough study of existing VoIP detection
techniques especially the statistical analysis-based techniques. We critically
analyzed existing work done in VoIP detection field. The limitations are iden-
tified in the existing solutions so that we can remove them by our ssytem.
Detailed statistical analysis and experiments are done on VoIP applications
to remove the limitation in existing solutions and to find an efficient solution
for VoIP detection. Different VoIP applications such as Gtalk, Skype, MSN,
Yahoo, Zfone, Asterisk etc. are used for VoIP media traffic analysis. PTA,
PTCL dumps are also used for analyzing RTP traffic. Different VoIP proto-
cols such as RTP, ZRTP, and SRTP are also examined. We used Wireshark
and C programming language with Winpcap library for traffic analysis. The
signatures of encrypted tunnels such as SSL and IPSec are also identified for
tunneled VoIP analysis. On the basis of these analysis, the statistical param-
eters are suggested to distinct voice flows from other flows. The threshold
values for these statistical parameters are identified for VoIP media (voice)
flows detection. Finally a technique is proposed on the basis of these statisti-
cal analysis that contains different rules to be true for VoIP flow. Two main
algorithms are proposed; one for detecting encrypted, non-encrypted VoIP,
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or transport layer tunneled VoIP such as SSL or SSH VoIP and other for
detecting voice flows hidden in IP layer tunnels such as IPSec. At the end,
the proposed solution is tested on tstat Skype traces, other VoIP application
traces such as Gtalk, MSN, Skype, Yahoo, Zfone, X-lite, Eyebeam, and Blink
with Asterisk as VoIP server. Own VoIP setup is also established for testing
and analysis VoIP by using Asterisk as server and Eyebeam and Blink as
clients that communicate both encrypted (SRTP) and non-encrypted voice
(RTP). Non-VoIP applications traces i.e. web mails, YouTube, torrents, on-
line games, online TVs, songs, watching movies etc. are also tested. The
proposed solution is tested on these traces for accuracy and efficiency.

At the end, the comparison is made between our technique and existing
techniques on the basis of accuracy and silent features. The comparisons and
results show that our technique is best among all the existing techniques.
Our technique has 97.54% TP and .00015% FP. Our technique is generic,
robust, efficient and practically implementable that detect the encrypted,
non-encrypted and tunneled voice flows from random one-way or two-way
traffic. So it is the best choice for telecommunication authorities and ISPs
for VoIP detection.

5.2 Future work

In this thesis, we considered the tunnels that are only used for voice commu-
nication. We did not consider the tunnels that are used for multi purposes.
Our proposed solution does not detect those tunnels that are used for VoIP
as well as for other types of traffic simultaneously. We are planning to detect
such multipurpose tunnels that also communicate voice traffic. Moreover we
are also planning to detect the VoIP hidden in such tunnel.
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