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ABSTRACT

Computer forensics deals with the ways and methodologies for exploring a
computer system for the purpose of relating evidence to a particular event. The goal of
our project is to develop a toolkit-Win4tech for investigating a compromised/ misused
computer system. Win4Tech uses File system, System Registry, System Processes,
Opened Files, User Accounts and USB Records for extracting evidence. The tool will be

cost-effective and usable as compared to existing forensic toolkits.
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Purpose of Win4Tech:

Computer Forensics is the application of methods and techniques for investigating a
computer system to reveal criminal activities in a court of law. Criminal activities like
hacking, information theft, virus attacks and malicious software productions are growing
rapidly. To deal with these threats, it is highly important to secure information and
perform collection and analysis of evidence from victimized systems.

Overview of Win4Tech:

Major functionality of our product will be inspecting users’ activity.

Key features are:
Examining files which have been viewed previously by any user on the

system.

& Traversing Windows Registry and locating sub keys for every root key
and returning the Last Write Time of any key value.

Q Searching the recent activities on a system which includes recent
documents, windows searched items, programs that execute on system
startup and run commands.

S Providing record of Created User Accounts on the system.

& Providing list of currently running processes and associated DLLs
(Dynamic Link Library). It will also provide list of files opened by these
processes.

Q Recording details of previously and currently connected USBs

Q Providing detailed information about the objects (e.g. text boxes, list

boxes, status  bars, etc) residing in currently opened windows.

Intended Audience:

The Windtech manual is written for law enforcement and corporate security professionals
with the following competencies:
& Basic knowledge of and training in forensic policies and procedures
Q Basic knowledge of and experience with personal computers
Familiarity with the fundamentals of collecting digital evidence

Xiii



Q Experience with case studies and reports
Q Familiarity with the Microsoft Windows environment.

System Requirements:

The underlying platform for Win4Tech will be Microsoft Windows XP with 32 bit
architecture. Our product will function on a live system. Dot Net framework 2.0 will be
required to make it operative.

Handling Evidence:

Computer forensics involves the acquisition, preservation, analysis, and presentation of
computer evidence. This type of evidence is fragile and can easily, even inadvertently,
altered, destroyed, or rendered inadmissible as evidence. Computer evidence must be
properly obtained, preserved, and analyzed to be accepted as reliable and valid in a court
of law. To preserve the integrity of case evidence, forensic investigators do not work on
the original files themselves. Instead, they create an exact replica of the files and work on
this image to ensure that the original files remain intact.

Installation Process:

MAIN INTERFACE OF WIN4ATECH:

The following is the main graphical user interface of Win4Tech,

Win4Tech-Main Page
File  Tools  Help

m)fuﬁecﬂ

Investigating

STARTING A CASE:

Xiv



You access the New Case Wizard by selecting File > New Case. If this is your first time

opening WindTech or if you have chosen to always display the FTK Startup screen,
select New Case

EBl Win4Tech-Main Page
[Fie | Tools Hep

Exit

/ D™ Teen

Investigating /

To start a new case, you must complete the following steps.
1) Enter the case information.
2) Enter the case name.
3) Select the Case Path by Iciking on the browse button.

4) Enter the case description.
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£ Win4Tech-Main Page [Z||§|[z|

New Case

Case Information

Caze Mumber

Caze Mame

Caze Path

Caze Description

et ] [ Cancel

5) Click the Next button so, that you can go to the next form.

FORENSIC INVESTIGATOR’S DETAILS:

L™ Win4Tech-Main Page
T

Forensic Investigator

F. igator Inf
Examiner's Mame || |
Company | | = o
Address
o
escH
N king
Email | | ’

Comments | /

[ Eack ] [ Mext ] [ Cancel ]

1. Enter your name in the Examiner’s field as it is mandatory otherwise you would
not be able to proceed next.
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2. ( Optional ) Enter the Company’s name that you work for in the Compnay’s
field.

3. (Optional ) Enter the address in the Address field.

4. (Optional ) Enter the Phone Number in the Phone’s field.
5. ( Optional ) Enter the fax Number in the Fax field.

6. ( Optional ) Enter the email address.

7. (Optional ) Write the comments.

Click the NEXT button.

COMPONENT SELECTION : -
[ Win4Tech-Main Page |:| |E||X|
~ Fle  Tods Help

ComponentSelection

Select Component

(3 Activitg Viewer

() Curent Process Viewer
() File Tracker

) Reqg Tracker

() Rens Snapshorter

() USE Tracker

() Users Accounts Yiewer

[ Back ] [ Mext ] [ Cancel ]

Select the component you want to chose from the mentioned components.Lets
suppose you have chosen Activity Viewer.Click Next.

ACTIVTY VIEWER:
This component will tell you a quite alot of evidences that are :
1. AutoRun Programs

2. Installed Programs
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Commands execited with command prompt
Recent Documents

Recent URLSs.

Run Commands.

Search Commands.

Search Words and Phrases.

© ©o N o g bk~ o

Start-Up Programs.

Activity Viewer @

| AuteRun Progiams | Installed Programs | Commands Eecuted with Command Prompt | Recent Documents | Recent URLS | Run Commands | Searched € »

| AutoRun Programs Programs Path
B lgf=Tray D AwAMD WS apstem32highstray. exe
HatKeysCmds D=4l WD WS hsprstem@2shkomd exe |
{ Persigtence D:\W-INIi)ﬁWS\sy:stemSé\igf:-:pers.exe

SigrmatelSyzTrapdpp stzpstra.eve

If you click on the tabs, you can see the generated reports that you require.
You can close this module and simply select another component .
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(5 Win4Tech-Main Page

] Activiby Viewer

| Current Process Yiewer

File: Tracker
Reg Tracker

Rens Snapsharter

USE Tracker

User Accounts Viewer

w'«lﬁecﬂ

Investlgatlng _

CURRENT PROCESS VIEWER:
This component will show you the current processes running on the system and all the
DLL files loaded by those processes invidually.

Current Process Viewer

|Se|ect Frocess ~

Show Processes

Click the Show Processes button and it will show you the list of processes in the combox
box and the DLL files of each process along with the File Size, Modified Time, File
Description, Product Version and Product Name.
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Current Process Viewer

winlogon’ v
M oduleF ath FileSize ModifiedTime FileD ezcription Froductyersion ProductMame A
> . W 71600 ' 413/2008 NT LaperDLL 5126005512 | Miciosoft®Wind.
DWINDOWSsystem... | 1007615 ' 4/13/2008 ‘windows NT BA.. | 5126005612 | Microsaft® Wind.
DAWINDOWS eystem... | 634880 41372008 | Advanced Windo...|5.1.25005512 | Microsoft® wind.
DWINDOWS \system... | 598016 41342008 | Remote Procedur... |5.1.26005512° | Microsoft® Wind. B
| DAWINDOWS system... | 63632 41342008 | Security Suppart .. |5.1.26005512 | Micrasaft®Wind.
DAWINDOWS ysystem... | 73728 4132008 | Authorization Fra... |5.1.26005512 | Microsoft®Wind.
DAWINDOWS \system... | 350448 4132008 [\Windows NT CR... |7.0.26005512 | Microsoft®Wind.
DAWINDOWS \system... | 610304 41302008 CoptoAPI32 | 5131.26005512 | Microsoft® Wind.

D AwWINDOWShsystem... | 73728 | 4/13/2008 \ASN.1Runtime 4. 5.1.28005512 | Microsoft® wind.
DAWINDOWS system... | 533920 ' 4/13/2008 ‘Windows XP US.. | 5126005612 | Microsaft® Wind.
DAWINDOWS eystem... | 233008 41372008 (GOl ClentDLL | 5126005612 | Microsait® Wind.

| DAWINDOWS \system... | 32768 4132008 |Network DDE Sh... |5.1.26005512 | Microsoft® Wind.
DAWINDOWS ysystem... | 40960 4132008 | Usereny |51.26005512 | Microsoft® Wind.
DAWINDOWS spstem... | 348160 41342008 NetWindZAPID... 5126005512 | Microsaft® Wind.
DAWINDOWS \system... | 737280 4132008 | Usereny (5126005512 | Microsoft® Wind.

| DAWINDOWS ysystem... | 45056 41302008 | Process Status H... | 5.1.26005512 | Microsoft® Wind.

{ [REER N LY TR TN R Uy way r1aal Al ann L mmnbens | mnbim o [ S S N WSS ) R imrmom um\ur.n; bt

Again If you want to chose another component, you can go to the tools tab and select
another tool.
USB TRACKER:

This component will list the information of all the USBs that were ever
plugged into the system after operating system installation. The component will display
the name, friendly name, serial number, first and last plug date, vendor id, product id,
class and subclasses and names that were given to them.
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USB Tracker

X]

Mame Lr;er:;lly Type a?’m;er Ei::tteplug Iﬁzst:BF'lug Wendor ID %det Class SublClL .
Kingstan Dat... 1100 s | |

DataTraveler 20 | Kingston Dat.. |USE Mazs 5.0 | BB84110007.. | 7/20/2009 1. | Mot Available | 13fe 1600 08 06
DataTrawveler 20 | Kingston Dat.. | USB Mase 5. | D00FEAFAL... | E//2003 17, | Mot Awvailable | 0951 1603 08 I3
DataTraveler 20 | Kingston Dat.. |USE Mazs 5., | BBBATASIS.. |B/3/20097.. |MotAvailable | 13fe 1a00 0z I3
Storage Media Sony Storag... | USE Maszs 5. | 2408041423, |B/28/20091.. Mot Available | 054c 0243 08 i3

Flazh Disk, USE 2.0Flas... |USE Mass 5. | Bb16fbd239.. | 7/21/2009 2., | Mot dvalabls | 1307 0E3 0g 0&
DataTraveler G2 | Kingston Dat... |USE Maszs 5. | 0014780F39... | 7M114/20091... Mot Available | 0951 1624 08 06
Cruzer Mico SanDisk Cru... |USE Mags 5. | 20043597452, |B/27/2009 7., | Mot &vailable | 0781 5181 0z 0&
COBEY MP3 Plager | COBY MP3 ... |USE Mass 5. | 0010100010... | 3/24/2009 3... | Mot &vailable | 0402 BEE1 0g 06
DataTrawveler 20 | Kingston Dat.. | JSB Masze 5.0 | OC11516150... |B/3/2009 12, | Mot Available | 08ec ome 08 I3
DataTraveler 20 | Kingston Dat.. |USE Mazs 5., | 0070000000... |7/14/20098.. MotAvailable | 0951 1607 0z I3
DataTraveler 2., | Kingston Dat... |USE Maszs 5. 0000000797  |6/3/200912..  MotAvailable | 0951 1603 08 i3
DataTraveler 20 | Kingston Dat.. |USE Mazs 5., | 0014780ECH... | 313720091, Mot Available | 0951 1603 0z I3
DataTraveler 20 | Kingston Dat... |USE Maszs 5. | 8330000000... |6/3/200912.. Mot Available | 0951 1603 08 06
DataTraveler 20 | Kingston Dat.. | JSB Mase 5.0 | 8330000000, | 3/24/20091... | Mot Available | 0951 1603 0g I3} -
< >

User’s Account History Viewer
This component provides detailed information about all the user accounts present on the
system.The interface of this module is shown below:

User Accounts

Fiagistiy Last Prafile Folder
Account sID Account Last Login MEQd'.?. ¥ i s Last Prafile Path Size Of
Mame Creation Time Time T_c- fEarion Modification LA Registry
I Time
4 3 09 11:49... | D:ADocuments a...
| MetworkService 5-1-5-20 IN3IA2009711:48.. 7272009 82T 3/13/200911:48... D:ADocuments a.. 262744
unmer S-1-5-21-746137.. 332009711500, FA27S2009 825 FAA7A2009 803 FA14/200910:49. DoADocuments a.. 2883594
£ >

This component will also give us the the following details:
1. The creation time of each user account will be displayed
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2. Last date of the changes made to the registry and the profile folder will be
displayed

3. It gives information about the Security-1D of an account which is used widely for
referring to a particular account in the windows registry.

FILE TRACKER:

This component will generate a report of the files in a particular drive. The
component will provide information about all the files (also the hidden ones) in
the drive satisfying the search criteria. The component will be initiated by
selecting options of date and drive name. As a result the system will generate a
report of files satisfying the search criteria.We can also select the time which
will help us to see the desired results.

File Tracker-Main

FILE TRACKER

Start Date Of Analysis |07, 27, 2009 v|

Last date of &nalysis (07, 2?: 2009 v_!

Select The Time Range

FRIM Haur |E-:__?| ki ,rFI __v: Sec '-U_

TO H o ID 3' bin 0 v | Sec D_ |

ScanDisk] [ Cancel

Select the date and time and then click Scan Disk which will display the result.
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FileM ame FileE stenzion CreationTime LasticoessedTime  LastModificationTin LastModificationTing FulPath MFTRecordMu

osrcomdl  |al ANZ00B54T... | 7/14/2009 454, |4AN/20085.41,.. |3NA009338.. WINDOWS\syst . | 2923
= I 132008541, | 7272009713, | 4132008541, |3AF/2009338.. | WINDDWS\eyst. | 2324
iedl d 132008547 | 7AT/2009858 . | 4132008547, |313/2009338. | WINDDWS\syst. | 2322
[inaadpizacn | aem WI3RN0B53G . | FITA009TAS. | 4N32008535.. |IAVA I WINDOWS\syst | 235
liragebindl  |dI WIS | FIT009B5E. | 4N300054T. |IAV0 I WINDDWS\syst. | 235
[ ineiiene = WIBRN5AZ. | TIT0BIT.. | 4NIAB5AZ.. |INVIE. | WINDOWS\syst. | 2357
imguti.dI dl WIP00B5A . | FIT009B2E | 4N30B54T |INIANIIIE . | WINDDWS\syst | 2340
2l di ANYAMASAL. | DIUANIESE. ANVAOBEAL. | INA03IB. WNDOWS\yst. 2341 =
- | =
Total Clusters iigﬂ_gﬁi____] Starting Elustmi@é:
"""" Data Al Fiesex

837dfe0fBec2000833b07523/65 14307 01 7417066 :—

17636 c3b106f3583h10eEbaehifffeb?dfER153010407
SEcr461811 00801560321 06218566 7acf1becdl 1
2106a7bF35cab 1058301 0e882cTHfcb4B3063e |

& S B || £

This component will give us the following information :
1. Modified, Accessed , Creation date and time and path for all the files satisfying

the search criterion will be displayed.

2. The starting cluster number and total number of clusters used, for all the files
found.

3. The data storage space that exists from the end of the file to the end of the last
cluster assigned to the file is called "file slack". File slack for all the files found
according to the search criteria should be displayed. The slack data will be
displayed in the format as it is stored on disk.

We can also view the graph of how much a particular type of file has been
accessed.The horizontal axis will show us the file extension and the vertical axis
will show us how many times it has been accessed.
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£ FileGraph

Req Tracker:

This component will generate a report of all the registry keys satisfying the search
criteria given by the user. It will also act as a registry viewer showing last write time as
additional information with each registry key. It will provide two options, first to view
the registry in tree form and second to specify the search criteria in order to view certain
keys. After  selecting first option a registry view in tree form will be displayed. But if
the second  option is selected, then the user needs to select different options of dates
and root key to make the search specific. As a result the component will show
information of all the registry keys satisfying the search criteria.

Reqg Tracker-MMain

Reg Tracker

&) Load Entire Fegistry

) Specify parameters to load specific keys

[ M et ] [ Cancel ]

By choosing the option of loading the entire Registry , you will get an interface which
shows all the registry keys along with their last write time .
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Registry View

=y Computer Al
5 HKEY_CLASSES_ROOT 3
HKEY_CURRENT_USER Selected Mode Information
HEEY_LOCAL_MACHIME
HKEY_LISERS
[ .DEFAULT LastWwiite Time: (2722009 11-4% 162 ""___'"‘l
= 51519 MM/DDAYYY) ———————————— i

B

m

¥ AppEvents

# 515217481 3706718970611 21180 v |
< | |

i Walues: EE Data A
| - Control Panel 0 £
i Ernimnnent ColorT able1 3338608

| [dentities R it

) Keyboard Layout lEoIorTableDE .32?58 |

I - Printers CalorT ableD3 8421376 z
| [t Software

[ UMICODE Program Groups |

' Sl hes ~|  FulPath HKEY_USERSYS-1519\Console

' [ 5-1-5-20 |

I 5-1-5-20_Clagzes |

i i

I

RENS SNAPSHOTER:
This component will grab the data stored in standard list views, tree views, list boxes,
combo boxes, text boxes and edit boxes of the opened windows. This requirement is very
important because it gives detailed information about all the opened windows in a
system. The provided information can be sorted in a much convenient way as
compared to capturing screenshots of opened windows and then analyzing them from
investigation point of view.

The component will display the title of the opened window and the  type, handle
and window class of each control of an opened window.
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RensSnapshoter

Items Wizible Window Class Process|D Process Mame %
Start Menu _ 304 -
Start Meru Buttan 327736 ] False Buttan 304
S"tart Meﬁu . .S_I,JsLi-st-\;-fiewIEZ 252290 'I 3 Fal-sn.a .S_I,JsLi-st-\:!iew32 304 explorer
ComponentSelac.., WindowsFormﬂ .1 98424 0 lFaIse WindowsFormﬂ .1 50a WindT ech.vshos
CompaonentSeles... |WindowsFormsl... :.1 98428 0 Falze “WindowsFormsl... :.1 =08 YWindT ech.vzho:
ComponentSelec... | WindowsForms... '-1 98412 0 [ Falze WindowsForms1... '-1 508 “WindTech.vsho:
Eofnﬁ-oneétSele-c: i .Windon-ls-Folmﬂ v | 1 98408 D Fal-sn.a .Windon-ls-Forms'l ... | 1508 .WinﬂiT écl&j\fsho:
I:omlpc-nentSeIec... WindowsFormzl1... .1 98440 0 lFaIse WitdowszFarmz1... .1 50a WindT ech.vshos
CompaonentSeles... | WindowsFormsl... :.1 90434 0 Falze “WindowsFormsl... :.1 =08 YWindT ech.vzho:
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Chapter 1

Introduction

1.1 Introduction

This Chapter highlights the significance and necessity of Computer Forensics in
the current era. Motivation behind taking the project, project scope, objectives, work
break down structure (WBS) and other project specifications are also discussed in this

chapter.
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1.2 Preface

The meaning of the word "forensics™ is "to bring to the court”. Forensics is the
process which deals in finding evidence and recovering the data. The evidence includes
many forms such as finger prints or complete files on computer hard drives etc. [1]

Since past few years, technical evidence has become more important in proving
criminal and civil cases as compared to other physical evidence, this is due to a rapid
development in the field of information technology and science.

It is necessary for network administrator and security staff of networked
organizations to practice computer forensics and should have knowledge of laws because
rate of cyber crimes is increasing greatly. It is very interesting for managers and
personnel who want to know how computer forensics can become a strategic element of
their organization security. Personnel, security staff and network administrator should
know all the issues related to computer forensics. Computer experts use advanced tools
and techniques to recover deleted, damaged or corrupt data and evidence against attacks
and intrusions. These evidences are collected to follow cases in criminal and civil courts
against those culprits who committed computer crimes. [1]

The survivability and integrity of network infrastructure of any organization
depends on the application of computer forensics. In the current situations computer

forensics should be taken as the basic element of computer and network security. [1]

1.3 Motivation
It was an earnest desire of our group to perform some work related to Digital
Forensics. During the quest of right project to be chosen, our desire was enhanced when

we were endeavored to solve a challenge 2008 provided on the website: www.dfrws.org.

The motivation behind doing a project in forensics field, was to utilize our degree courses
in implementing a real time application and correspondingly, to perform a research in this
field too. This assisted us in developing a software application which is cost effective as
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compared to existing forensic toolkits and useful and functional for Law Enforcement
Agencies like Federal Investigation Agency (FIA).

1.4 Problem Statement

Within past few years usage of computer technology has become very frequent in
every field of life. It has benefited humans in a huge range i.e.; from everyday common
tasks to huge technical and complex projects. But along with this positive side of picture,
negative usage of computers is also increasing day by day. Cyber Crimes like hacking,
information theft, virus attacks and malicious software productions have become a
common practice these days. To deal with these threats it is highly important to secure

information and perform analysis and collection of evidences from victimized systems.
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Figure 1.1  Graph showing Increasing Cyber Crime Incidents

1.5 Project Scope

The scope of our project is to investigate users’ activity which includes gathering

evidence from
1. File system
2. System registry
3. System processes
4. Opened files
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5. User accounts

6. USB records
This tool is developed for Windows XP operating system

1.6  Objectives
The objective of our project is to develop software for gathering evidence from
Microsoft Windows XP Operating System. This is a new area for both research and

implementation.

1.7  Project Beneficiaries

This project is not only useful for real time forensic investigation in Law
Enforcement Agencies but also finds utility in examining standalone home pcs. This
project proves to be beneficiary to those who want to take up the field of Computer

Forensics and can bring improvements in this implemented software.

1.8 Project Title
Win4Tech
1.9 Project Logo
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Figure 1.2 Project Logo
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1.10 Work Breakdown Structure

Win4Tech

T

1 2 3 4 5 6 7 3
Domain Background Designing Implementation UnitTesting Documentation System System
Smudy Smdy Integration Testing
2.1File 3.1File 4.1 File 5.1 File 6.1 File
| Tracker | Tracker Tracker | Tracker Tracker
2.2Reg 3.2 Reg 4.2 Reg 5.2Reg 6.2 Reg
| Tracker | Tracker | Tracker Tracker Tracker
23 33 43 53 6.3
| | User's | | User’'s || User's I | User's User's
Account Account Account Account Account
History History History History History
24 34 44 54 6.4
| Activity - Activity | Activity | Activity | — Activity
Viewer Viewer Viewer Viewer Viewer
25 3.5 4.5 55 6.5
| Current | | Current || Current | Current || Current
Process Process Process Process Process
viewer viewer viewer wviewer viewer
2.6 Rens 3.6 Rens 4.6 Rens 5.6 Rens 6.6 Rens
| Snapshoter ||| Snapshoter || | Snapshoter | Snapshoter | Snapshoter
2.7USB 3.7 USB 4. 7USB 5. 7USB 6.7 USB
_| Tracker L| Tracker L | Tracker L | Tracker L| Tracker

Figure 1.3 Work Breakdown Structure of Win4Tech

1.11 Deliverables

Our project is a tool oriented project which aims to develop software. If any

system (Windows XP installed) would be used for criminal activities then this tool will

help in knowing about user’s crime and will be a proof for law enforcement agencies to

punish for his/her offense.

Deliverables of the project are:

a.
b.

Running exe of the Software

Code of the Project

User Manual

Complete Technical Documentation

Test Cases and Results

XXX




1.12 Conclusion

Hence, there is a requirement of developing a cost effective and efficient forensic
toolkit which can prove to be helpful in preventing cyber crimes enhancements. The

project specifications, objectives and deliverables are precisely discussed in this chapter.
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Chapter 2

Literature Review

2.1 Introduction

This chapter describes the literature studied for implementing the project. It
describes the sources of evidence which are exploited by the project for converting the
raw data into useful evidence. In this section various sources of evidence are discussed. It

is also described that how these evidences can prove useful in a crime investigation.

2.2 Background

The project comes under the domain of computer forensics. Computer Forensics
deals with the preservation, identification, extraction and documentation of computer
evidence [3]. Criminal activities like hacking, information theft, virus attacks and
malicious software productions are growing rapidly. To deal with these threats, it is
highly important to secure information and perform collection and analysis of evidence
from victimized systems. The toolkit WINATECH performs tracking of files created,
accessed or modified previously on the system, tracks the registry keys accessed,
provides information of recent activities and current processes along with associated
DLLs, provides USB and user account records and grabs data from the standard system
controls from all the opened windows. All these tasks belong to different domains. Some
require knowledge of file system, others require information about registry and still
others require knowledge about the processes. Therefore the literature review is divided
into three sections. First section deals with the file system (NTFS), second deals with

Windows Registry and the third deals with the open processes.

2.3  File System (NTFS)

Large amount of evidence related to computer usage can be extracted from
analyzing the File System. As the structure of different file systems vary widely, so
different types of evidence can be extracted from different file systems. WINATECH
extracts evidence from NTFS file system.
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MFT

NTFS is fundamentally organized as a set of files. These files include System files
and Master File Table (MFT). MFT contains information of all files and directories
present on a particular disk partition. Each file and directory has at least one record in the
table. If the information about a file or directory does not fit in a single record, then
multiple records may exist. These records are known as extension records and their
information is present in the base record of each file [4].

File Attributes

Each MFT record is divided into header and a set of attributes. The header
contains information like offset to the attributes and MFT number, assigned to the record.
The header information is used for reading file attributes, which contain information
about the associated file. Each attribute is also preceded by a header, which contains
information about that attribute. The significant information in attribute header includes
size of attributes, its compression status and whether the attribute is resident or non
resident. Resident attributes fit within the MFT record and non resident attributes’ data
exists on the disk outside the MFT table. In case of non resident attributes, the MFT
record contains offsets to the attribute data. Important attributes include Standard
Attribute, File Name Attribute and Data Attribute. [5]

The $Standard Attribute contains information regarding modification, last access
and creation (MAC) times of a particular file or a directory. The MAC times associated
with a file can prove to be useful evidence in tracing files accessed within a specific time
interval for forensic analysis. It also includes attributes associated with a file like read
only, system, hidden, sparse, temporary, reparse point, not-content indexed, device,
archive, compressed, encrypted etc.[5]

The $FileName Attribute contains information regarding filename, reference to
the parent directory record and MAC times. The MAC times included in this attribute are
updated only when the file name is changed; otherwise the Standard Attribute has
updated values for the MAC times [5]. The reference to the parent directory of any file
can be used to determine its parent directory and following the same procedure, full path
of a file or directory can be resolved. Retrieving full path of a file can be helpful in
acquiring complete information about the files.
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The $Data Attribute’s header contains important information regarding file data.
This information includes the size of file, disk space occupied by the file and
compression status of file, etc. In order to determine file’s compression status, data
attributes contains a compression flag; if its value is non-zero then the data of the file is
compressed and the size of compressed data is also present in the header [5].

The attribute itself contains file data. Data can exist in two forms; resident or non
resident. In case of resident attributes, data exists in MFT record otherwise; offsets to the
data are present in data runs [5]. Data runs contain information about the starting Cluster
number of the file data and total number of clusters occupied by the file after the starting
cluster [6]. If the file is fragmented then multiple values for starting cluster number and
total clusters occupied will be present in the file’s data runs. For retrieving file data the
complete data run needs to be read.

File Slack

Criminals may exploit features of NTFS to hide suspicious data in certain disk
locations. This hidden data is not directly shown by OS but it can be extracted by writing
specialized programs. One of the locations where data can be hid is File Slack. File slack
is the disk space left at the end of the last cluster of the file if the file size is not multiple
of cluster size. File slack is further divided into RAM slack and drive slack. RAM slack
is the disk space existing from the end of file data to the end of last partially filled sector
[7]. RAM slack handling is dependant on the OS. In Windows XP RAM slack is filled
with zeroes. If it contains some data other than zeroes, then it indicates that RAM slack is
manipulated for some suspicious activity [8].The drive slack contains data which was
previously present on the disk. It can be the character pattern placed at formatting time or
contents of some deleted file [8]. For finding the file slack, last cluster number assigned
to a file needs to be located from the data runs. The size of file slack can be found by
subtracting the file size (in terms of clusters) from the actual size of file data [8].

All the attributes and File Slack provide information about the storage and the
usage of files present on the disk. Therefore analyzing them provides useful evidence

which may become useful in solving a crime.
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2.4  System Registry

System Registry is a system-defined database used by the Windows operating
system to store hardware and software configuration information [9].

Registry contains a rich amount of evidence which can be useful in forensic investigation
of a system. This section contains registry keys of forensic value which are catered in the
project.

The commands fed in to Run window can be extracted from the registry key
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RunM
RU. The value name, MRUL.ist present in this registry key depicts the order of the
commands entered in the Run Window. The data of MRUL.Ist is a string having value
names, with the most recent being placed first and the oldest last.

The registry key HKCU\Software\Microsoft\Search Assistant\ACMru\5603
provides names of the files and folders searched through Windows Default Search.
Furthermore, the phrases and words searched within the files, which are entered in
Windows  Default Search can  be  extracted from  registry  key
HKCU\Software\Microsoft\Search Assistant\ACMru\5604.

Recent files can be determined by the values of subkeys of the registry key
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Recent
Docs. The subkeys are the file extensions and each extension contains the list of files
recently accessed, accordingly.

The URLSs typed in the Address field of Internet Explorer can be retrieved from
the registry key HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\TypedURLSs. 25 most recent URLSs are stored in this key. The value names are
named from urll to url25, showing the most recent URL being urll.

The programs executed at system start up can be viewed from the registry key
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run.

The information is helpful in detecting Trojans or viruses which run at system boot up.
Installed programs information can be retrieved from the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall.
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The names of the programs which run with command prompt execution can be

retrieved from the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Command Processor.
The names of the files which are opened/saved using Open Save Dialog box can be
retrieved from the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\C
omDIg32\OpenSaveMRU\*

Registry contains a lot of evidence regarding the USBs which are ever plugged
into the system after operating system installation. The Registry key
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Enum\USB contains series of
subkeys, each of a similar format (i.e., USB\VID_v(4)&PID_d(4)&REV r(4)). Each of
these device ID subkeys also has one or more subkeys, which are the instance IDs for the
devices that have been connected to the system. The subkeys of Registry key
HKEY_LOCAL_MACHINE\System\CurrentControlSet\EnumUSBStor have format like
that of the device ID. Below them are instance ID subkeys, representing each of the
devices that have been connected to the system. Registry keys have a value associated
with them referred to as their ““Last Write’” time. This value is analogous to the last
modification time usually associated with files, as it represents the last time the Registry
key was modified in some way. The Last Write time of the keys can be used to make a
partial timeline with respect to user activity involving USB storage devices. Additionally,
USB storage devices that are assigned drive letters can be viewed through examination of
the Registry values found under the key
HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices. To determine which drive letter a
certain USB storage device was assigned, the value from “‘ParentIlDPrefix’’ of the
device’s key under USBSTOR and HKLM\System\MountedDevices Registry key can be
helpful. [10]

2.5 Running Processes

Volatile data should be considered as evidence of interest to an investigation. This
potentially exculpatory information may also simply “go away” when the system is

turned off or loses power. The processes running at the time of computer seizure
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constitute volatile data. Complete information about all visible and hidden processes must
be extracted in order to analyze the computer system completely. The information
includes process names, process IDs, dll files loaded by processes, information about
opened windows like the title of window, handle of window, window visibility
information, window classes, product name, product version, company name, executable
file name, items inside the window like buttons, textboxes, combo boxes, list boxes, list

views and edit boxes.
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Chapter 3
System Requirements Specification (SRS)

3.1 Introduction

This chapter deals with the precise and explicit functionality and capabilities
which a software system (i.e., a software application) must provide, as well as states any
required constraints by which the system must abide. SRS contains software product’s

various features, functional and nonfunctional requirements

3.2 Intended Audience and Reading SUQQESTIONS.........cccveiiiieiieie e se e
This Document is intended for developers, users, testers, and project team. This

document comprises of project scope, functional and non functional requirements,
components and different types of interfaces involved in the project.

SRS firstly describes the project scope, then overall description of the final product,
followed by System Components and finally the functional and non functional

requirements.

3.3 Business Context

Final outcome of our project will be helpful for the Law enforcement agencies.
The product will be very cost effective as compared to the available forensic tool Kkits.

3.4  Product Perspective

Our product “Win4Tech” comes under the domain of Computer Forensics.
Computer forensics involves gathering evidence from a computer system when it has
been misused. Our product will examine a compromised machine for the purpose of
gathering evidence from it and will provide a record of activity performed on that
machine.

Already available forensic tools include ENCASE and FTK (Forensic Toolkit).
These products are not cost effective. Our product will be useful for Law Enforcement
Agencies and it will enable them to carry out investigation in a much convenient and cost

effective manner.
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3.5 Product Features

Major functionality of our product will be inspecting users’ activity.

Key features are:
1. Examining files which have been viewed previously by any user on the system.

2. Traversing Windows Registry and locating sub keys for every root key and returning
the Last Write Time of any key value.

3. Searching the recent activities on a system which includes recent documents,

windows searched items, programs that execute on system startup and run commands.
4. Providing record of Created User Accounts on the system.

5. Providing list of currently running processes and associated DLLs (Dynamic Link
Library). It will also provide list of files opened by these processes.

6. Recording details of previously and currently connected USBs.

7. Providing detailed information about the objects (e.g. text boxes, list boxes, status

bars, etc) residing in currently opened windows.

3.6 User Classes and Characteristics

User of our tool will be a forensic investigator. He must be acquainted with

domain knowledge of forensic field in order to use this tool effectively.

3.7 Operating Environment

The underlying platform for Win4Tech will be Microsoft Windows XP with 32
bit architecture. Our product will function on a live system. Dot Net framework 2.0 will
be required to make it operative.

3.8 Design and Implementation Constraints

We will follow Evolutionary Development Model. Visual C# will be the

language used for implementation.

3.9 User Documentation
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For user assistance, we will provide help feature, embedded within the application
and a complete technical documentation comprising of technical and implementation

details.

3.10 Assumptions and Dependencies
One of the assumptions is availability of live computer system instead of the
digital image of hard disk. We also need to install Dot Net framework 2.0 to make our

tool workable.

K T8 ST USTOS SRS Functional Requirements
Functional requirements of Win4Tech include tracking of files created, accessed

or modified previously on the system, tracking registry keys, providing information of
recent activities and current processes along with associated DLLs, providing USB and
user accounts records and grabbing the data from the standard system controls from all
the opened windows. Win4Tech is composed of seven components and each component

has its own functionality.
l. Activity Viewer

Description: This component will generate information regarding users’ activities on a
system such as recent files viewed, recent accessed URLS, the commands run from start-
>run, the search items previously entered by the user into Windows Default Search, the
programs present at the system start up and the program list which runs with the

execution of command processor.

The information yielded by this program can be very useful for performing

forensics on any system.

Functional Requirements

xl



Recent Documents

Description: There should be a provision that the user can view information of recent
files accessed previously on the system. The information of recent files includes file

pathname, file MAC times and account name through which the file was accessed.

Criticality:  This requirement is highly important as it displays the previously viewed
files. From investigation point of view, list of recent files can be a good evidence to

detect users’ activities on any system.

Constraint:  This requirement needs administrator rights on the system in order to

retrieve record of recent files from different user accounts on that system.
Recent URLSs

Description: This requirement is to obtain a collection of recent URLs which have been

browsed by the user on any system.

Criticality:  This requirement is significant enough as it can help in discovering
users viewed URLS. It can be important evidence in a situation where a criminal activity

is performed through internet.

Search Commands Entered Into Windows Default Search

Description: This requirement is to obtain the search commands written in windows

Default Search, including the searched filenames, words or phrases contained in a file.

Programs Present At the System Start Up

Description: This requirement is to obtain a collection of Programs which execute on

the system start up.

Criticality:  This requirement is considerably important because it retrieves the
programs run when the system gets started. If there is some Trojan present in the system
which gets activated at the system boot up then through this requirement the Trojan can
be detected.
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Constraint:  This requirement needs administrator rights on the system in order to
retrieve the list of StartUp programs.

List of Programs Run With the Execution of Command Prompt

Description: This requirement is to obtain a set of programs which run with command

prompt execution.

List of AutoRun programs

Description: This requirement is to obtain a set of programs, configured to run during
system bootup or login.

List of Programs Installed On a System

Description: This requirement is to obtain a set of programs that have been

installed on the system.

Il. Current Process Viewer

Description: The component will generate a report about all the processes currently
running on the system, along with the DLLs loaded by these processes. It also returns list

of files which are being accessed by the currently active processes.
Functional Requirements

Current Processes

Description: All the processes currently running on the system will be

displayed.

Criticality:  This requirement is important as it can give information about any

suspicious process running invisibly on the system.

DLLs for Each Process

Description: The DLLs loaded by each process will be displayed.
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Criticality:  This requirement is important as it can point to a malicious dll
associated with a valid process.

Files Accessed By Each Process

Description: The files being accessed by each process will be displayed.

Criticality: ~ This requirement is important as it can point to an important  file
being accessed by an infected (but valid) process.

I11. File Tracker

Description: This component will generate a report of the files in a particular drive. The
component will provide information about all the files (also the hidden ones) in the drive
satisfying the search criteria.

Stimulus/Response Sequences: The component will be initiated by selecting
options of date and drive name. As a result the system will generate a report of files

satisfying the search criteria.
Functional Requirements
MAC Times

Description: Modified, Accessed and Creation date and time for all the files satisfying

the search criterion will be displayed.

Criticality:  This requirement is most important as it serves as the main evidence for

relating date and times to a particular crime.

Issues: Underlying file system can be NTFS or FAT,; therefore they need to
be handled separately.

Dependencies with Other Requirements: This requirement is dependent on Search

Criteria requirement.
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Search Criteria

Description: User will be provided various choices such as selecting start and end date,
drive name and the option whether to search bymodification, accessed or creation date

and time of files.

Criticality:  The requirement is very important as it allows users to achieve brief and
compact record of files of his/her interest.

Dependencies with Other Requirements: All other requirements are dependent upon

this requirement.

Filename and File pathname

Description: The file name and file path for all the files found, according to the

search criteria will be displayed.

Technical Issues:  Underlying file system can be NTFS or FAT; therefore they need
to be handled separately.

Dependencies with Other Requirements: This requirement is dependent on Search

Criteria requirement.

Cluster Number and Total Number Of Clusters

Description: The starting cluster number and total number of clusters used, for all the
files found, according to the search criteria will be displayed.

Technical Issues:  Underlying file system can be NTFS or FAT; therefore they need
to be handled separately.

Dependencies with Other Requirements: This requirement is dependent on Search

Criteria requirement.
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Data of File

Description: The data of each file found according to the search criteria will be

displayed. The data will be displayed in the format as it is stored on disk.

Technical Issues:  Underlying file system can be NTFS or FAT; therefore they need
to be handled separately.

Dependencies with Other Requirements: This requirement is dependent on Search

Criteria requirement.
File Slack

Description: The data storage space that exists from the end of the file to the end of the
last cluster assigned to the file is called "file slack”. File slack for all the files found
according to the search criteria should be displayed. The slack data will be displayed in

the format as it is stored on disk.

Technical Issues: Underlying file system can be NTFS or FAT; therefore they need
to be handled separately.

Dependencies with Other Requirements: This requirement is dependent on Search

Criteria requirement.
IV. Reg Tracker

Description: This component will generate a report of all the registry keys satisfying
the search criteria given by the user. It will also act as a registry viewer showing last

write time as additional information with each registry key.

Stimulus/Response Sequences: The component will provide two options, first to
view the registry in tree form and second to specify the search criteria in order to view
certain keys. After selecting first option a registry view in tree form will be displayed.

But if the second option is selected, then the user needs to select different options of dates
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and root key to make the search specific. As a result the component will show
information of all the registry keys satisfying the search criteria.

Functional Requirements

Reqistry view option

Description: The component will display registry in tree form.

Criticality:  This requirement is very important because it gives flexibility to the user

if he exactly doesn’t know the key name which he is looking for.

Search Capability

Description: Search capability will be provided to the user so that he can view the
results of his interest. User will be given option to select start date and end date. There
will be an option for the user to select a root key or to write the key name himself if he
wants to make the search more specific. After specifying the search criteria the

component will display information about the registry keys satisfying the search criteria.

Criticality:  The requirement is very important because it will allow the user to do a

quick search instead of traversing the registry tree again and again.

Constraint:  The information of the registry keys which are protected by the

system will not be displayed.

Last Write Time

Description: Last write time will be displayed with each registry key in tree form and

also with the keys in the search specific records

Criticality:  This requirement is most important because without it evidence is of no

use because it can’t be related to any crime.

Constraint:  Last write time will not be displayed for the system protected keys.
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Dependencies with Other Requirements: This requirement is dependent on the above
two requirements because without their fulfillment it is not possible to achieve this

requirement.

Reqistry key path and reqistry key values

Description: The component will display registry key path and values for the selected
key in the tree view. The registry key path and values will also be displayed in the

records returned in case of specific search.

Criticality:  The requirement is very important because the values of the registry keys

serve as evidence in many cases.

Constraint:  The requirement will not be fulfilled for the system protected keys

and sub keys.
V. Rens Snapshoter

Description: This component will grab the data stored in standard list views, list boxes,

combo boxes, text boxes and edit boxes of the opened windows.
Functional Requirements

Title, Type, Handle and Window Class

Description: The component will display the title of the opened window and the

type, handle and window class of each control of an opened window.

Criticality:  This requirement is very important because it gives detailed information
about all the opened windows in a system. The provided information can be sorted in a
much convenient way as compared to capturing screenshots of opened windows and then

analyzing them from investigation point of view.

Visibility Information

Description: The component will tell whether the window is visible or not.
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Criticality:  The requirement is very important because it helps in tracing out any

suspicious windows and processes that are running.

Process 1D, Process Name

Description: The component will display the process ID and process name of the

process which opened a particular window.

Criticality:  This requirement is most important because it helps in figuring out

whether the window is opened by a malicious process or not.

VI. USB Tracker

Description: This component will list the information of all the USBs that were ever

plugged into the system after operating system installation.
Functional Requirements

Name and Friendly Name

Description: The component will display the name and friendly name of each
USB.

Criticality: ~ This requirement is very important because it can shorten the time to trace

the USB used for any crime.

First Plug Time

Description: The component will display first plug date and time of each USB

Criticality:  This requirement is most important because it serves as a proof that a

particular USB was plugged at a particular time.

Last Plug Time

Description: The component will display the last plug time of each USB.
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Criticality:  The requirement is very important because it can be helpful for
deciding whether the USB was used in a particular crime or not.

Constraint: Last Plug Time will be displayed only for the USBs that were plugged

before the recent system start.
Status

Description: The component will display the status information of each USB. The

status information can be: Connected or Not Connected.

Drive Letter, Vendor ID and Product ID

Description: The component will display drive letter assigned to the USB and its
vendor and product ID.

Constraint:  If two USBs are assigned same drive letters at different times then  only

the drive letter of the USB which was plugged afterwards can be retrieved.

Serial number, Class and Sub Class

Description: The component will display serial number, class and sub class of each
USB.

Criticality:  The requirement is very important because serial number serves as a

unique identifier of a USB.
VII. User’s Account History Viewer

Description: This component provides detailed information about all the user accounts

present on the system.
Functional Requirements

Last Login time of Each Account

Description: The last login time for each user account will be displayed in the report.
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Criticality:  This requirement is very important as it serves as evidence while

determining the activities of different account owners present on the computer.

Creation Time of Each Account

Description: The creation time of each user account will be displayed in the product.

Criticality:  The requirement is important as it allows the investigator to link the

activities occurred between certain dates to a user account.

Reqistry and Profile Folder Modification Times

Description: Last date of the changes made to the registry and the profile folder will be

displayed in the report.

Criticality:  This requirement is important as it gives information about the dates on
which user has incorporated any change to his personal settings or has made any changes

to his profile folder.

Account Name and SIDs

Description: All accounts present on the system will be displayed along with
their SIDs.

Criticality:  This requirement is important as it gives information about the SID of an
account which is used widely for referring to a particular account in the windows

registry.

3L s User Interface Requirements
We will follow HCI (Human Computer Interaction) standards for designing the

interface of Win4Tech. Following are the user interface requirements specific to the
project:
1. The interface should be designed in such a way that the tool can be used

without any formal training.



2. In the designing of interface elements, care must be taken to minimize the
cognitive overload, by logically linking and designing the interface units and

elements.

3. There should be minimal typing overhead while taking input from the user
such as providing an option to select dates from a calendar, instead of typing by hand.
4. All the reports generated by the tool should follow the same format.

5. All the reports should be sortable so that user can sort the results according to

his requirements.

6. The content of the reports should be aligned to the left.

1. Multiple views should be available for viewing the results.
8. Option for saving reports in csv format should be incorporated.
9. The interface should be usable and familiar to the user. Colors and styles of

buttons, toolbars, textboxes and other interface elements should be the same as in the
Microsoft tools such as displaying the close button in the top right corner instead of

displaying it somewhere else.

10.  Execution progress should be made visible to the user. This can be achieved
by displaying the progress bar.

11.  Error messages should be very descriptive and self explanatory.

12.  Elaborate help should be provided which should be component specific.

13.  Help should be displayed in a separate window.

14.  Help material should be written in clear, familiar language avoiding jargon as
much as possible. 1t should also be logically organized.

3.13 Other Nonfunctional Requirements
Performance

The execution time for each component of the tool will not exceed 7 minutes.
Correctness

All the results obtained will be 100% accurate. Any incorrect result can lead to

wrong perception of a particular crime.



Maintainability

Proper design and programming standards will be followed to provide

maintainability.
Reliability

The system will not crash in unexpected situations, but it should generate

suitable errors.
Testability

The system will be tested in all possible scenarios.

Usability
The system will be usable enough to be used without formal training.



Chapter 4
System Requirements Specification (SRS)

4.1 Introduction

The purpose of this chapter is to provide all details of the System Architectural
Design, Decomposition Design, Data Design, Component Design, Human Interface
Design, Graphical Model, UML Based Design for Win4Tech. The Architectural Design
part focuses on the high-level project decomposition and Component Design and UML
Based Design focus on the low level description of the implementation classes and all
their attributes and methods.

B et et e et e bt are e re e te e e nre e teeneenren System Overview
This product “Win4Tech” comes under the domain of Computer Forensics.

Computer forensics involves gathering evidence from a computer system when it has
been misused. Our product will examine a compromised machine for the purpose of
gathering evidence from it and will provide a record of activity performed on that
machine.

Already available forensic tools include ENCASE and FTK (Forensic Toolkit).
These products are not cost effective. Our product will be useful for Law Enforcement
Agencies and will enable them to carry out investigation in a much convenient and cost

effective manner.



4.3 System Architectural Design

The architectural design of Win4Tech can be illustrated as:

Account’s -
History File Reg
Viewer Tracker Tracker
usB
Win4TeCh Tracker
Current —
Process Activity Rens
Viewer Viewer Snapshotter

Figure 4.1 Architectural Design of Win4Tech

Modular Structure

WindTech is further divided into seven modules. This division is based on

functionality difference.

These components are listed as follows:

1.

N o gk~ wDn

Activity Viewer
Current Process Viewer
File Tracker

Reg tracker

Rens Snapshoter

USB Tracker

User Accounts History

All these components have different functionalities and are therefore independent

of each other. These all components will be assembled in one basic interface and they

can be accessed through that interface.

Functionality of Each Subsystem
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1. Activity Viewer - Searching the recent activities on a system which includes recent
documents, windows searched items, programs that execute on system startup and

run commands.

2. Current Process Viewer - Providing list of currently running processes and
associated DLLs (Dynamic Link Library). It will also provide list of files opened by

these processes.

3. File Tracker - Examining files which have been viewed previously by any user on
the system.

4. Reg Tracker - Traversing Windows Registry and locating sub keys for every root
key and returning the Last Write Time and values of any key.

5. Rens Snapshoter - Providing detailed information about the objects (e.g. text

boxes, list boxes etc) residing in currently opened windows.
6. USB Tracker - Recording details of previously and currently connected USBs.

7. User Accounts History - Providing record of Created User Accounts on the system.

4.4  Decomposition Design

Information Reading
Filtering Standard
Attributes
File Tracker
Feading Reading File
Filename Data
Attributes Attributes

Figure 4.2 Architectural Design of File Tracker

Architectural Design of Reg tracker



RegTracker is divided into two processing units. First is responsible for
generating the tree structure of registry and second is responsible for the extraction of
important information from the registry key.

Generate
Treae iew

\ Reg

Tracker

izet Registry Key
/ \ Irfo

Filter Registry

Figure 4.3 Architectural Design of Reg Tracker

Architectural Design of Activity Viewer

Activity viewer is divided into seven processing units. The information
extracted by these units includes Recent documents accessed, Recent URLS accessed,
Installed Programs, Autorun programs, Programs that run with system startup and CMD

command, Commands entered into RUN and Windows Search.

Get Recent
Search ltems
Get Recent izet Recent
Cocuments LFLs
Get Run Activity Gtﬁt ?ommatmds
Commands . at executes
Viewer with CMID
et Installed et Auto Run
Programs Get Start up Programs
Frograms

Architectural Des Figure 4.4 Architectural Design of Activity Viewer
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Users’ account history viewer is divided into two processing units. One is
responsible for extracting information from Registry and the other retrieves information

from System Files.

et Data from

Fedgistry
User
.| Account's
History
\ Get Data from
System File

Figure 4.5 Architectural Design of User Accounts History

Architectural Design of Current Process Viewer
Current Process Viewer is divided into two processing units. One is
responsible for extracting information from running processes and the other retrieves

information from the DLL files.

Get Processes
Mames
Current
| Process
Viewer
T~ GetDLLFilo

Info

Figure 4.6 Architectural Design of Current Process Viewer

Architectural Design of USB Tracker
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USB Tracker is divided into five processing units.

Each module extracts

information from System Registry. Extracted Information includes Last Plug Time, First

Plug Time, USB name and USB Serial Number.

Check Connectivity Get Last Flug Time

Get USE's Friendly USB

Narme Tracker

et First Plug Time

et USEB's Serial ID

Figure 4.7 Architectural Design of USB Tracker

Architectural Design of Rens Snapshoter

Rens Snapshoter is divided into two processing units.

One is responsible for

extracting information about opened windows and the other retrieves information about

the windows items.

zet Openead
Windows
[nformation R
ens
‘-""“--.___-_‘_ SnapShDrer

T

(et Openead
Windows' ltems
Information

Figure 4.8 Architectural Design of Rens Snapshoter
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Data flow diagram of Win4Tech is the graphical representation of the "flow" of
data through the system. This DFD can also be used for the visualization of data

processing (structured design) of the whole system.

Graph

k

Repori

v

|-p Graph Raport

Report

D3.4,57.8
Registry

D2 4 System File

Report

= D Process Data

|
Forensic
i 1.Interface —
Report

7 User _—
murﬂs —————————

Wiewer Graph

Process Information
i i

Report

Graph

o Report

Figure 4.9 Data Flow Diagram of Win4Tech

Data Flow Diagrams (DFD’s) of Subsystems
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Figure 4.10 Data Flow Diagram of File Tracker
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Report

Registry Key Values

Generate Tree View |«

D12
Registry
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Get Registry Key
Values

Registry Key Values
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Figure 4.11 Data Flow Diagram of Reg Tracker

»> Report

1 Get Data from

Registry D1 Registry

————Registry Key Values

=

2 Get Data from System

System Info—————— D 2 System File

File

Figure 4.12 Data Flow Diagram of User Accounts History
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Report Report —» Report Report
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Programs
System Info
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Figure 4.13 Data Flow Diagram of Activity Viewer
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v

Report

Get Processes Name |« Process Info

D12
Start Process Data

2
Get DLL File Info

Process Info

Figure 4.14 Data Flow Diagram of Current Process Viewer

i Process Info

»{Get Opened Windowsj¢———————— - Process Data
Qﬂaﬁon

» Report

S

2 Get Opened
Windows Items

Information

4«—————System Inffo———————— System Data

Figure 4.15 Data Flow Diagram of Rens Snapshoter
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1 Get USBs
Friendly
Name

Reg Key Values

e Report

2 Get USB
Serial ID

. Reg Key Values

3 Get First
Plug Time

™— —Reg Key Values -— — D1.2,345
Registry

4 Get Last
Plug Time

Reg Key Values

5 Check
Connectivity

Reg Key Values—

Figure 4.16 Data Flow Diagram of USB Tracker

4.6 Data Description

Information Domain

The places from where WindTech retrieves information are System Data
(different System files), File System Data (e.g. NTFS and FAT Data), Running Process
Data and System Registry Data.

All these information domains play vital role in tracing any user’s activities. In
order to capture all such activities, WindTech components search these locations to bring
out useful information for forensic analysis.

This information can be extracted from these information domains (locations) through
different Windows APIs or by performing System level programming to fetch data from
File System.

This extracted information can be stored in different data storage items like File
or Registry Objects. The major data of all subcomponents of Win4Tech is stored in Data
Tables.
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Component diagram of Win4Tech depicts how its components are wired together

to form the whole software system.

Flle Evidence—
I File Trackar
_______________________ |
I
|
I
|
I Reqglstry Evidence
| I Req Trackar
| P s === === -
l
User Acthvitles Graphlcal View izer Accounts Information-
________________ I User's Accounts History Viewer
I

Activilties evidenoe
Actlvity Viewer
Cpened Windows Information
Rens Snapsholer

Process Data
Current Process Yiewar

Figure 4.17 Component Design of Win4Tech
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Main Interface

F¥| Win4 Tech-Main Page EME\[E

! wﬂﬁecﬂ

Investigating H,

Case Information

| New Case

Case Information

Caze Numnber | |

Caze Name | |

Caze Path | | Browse

Caze Description

[ Mest ][ Cancel J
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Forensic Investigator Information

Forensic Investigator

Forensic Investigator Information

E xaminer's Mame | |

Cornpary | |
' Address

Fhione | |

Fax | | f

Email | |

Carmments !

[ Back J[ h et ][ Cancel ]

Filtration of Components

Component5Selection

Select Component

(3 Activity Wiewer

() Current Process Viewer
3 File Tracker

() Req Tracker

) Rens Snapsharter

(3 USE Tracker

() Users Accounts Viewer

[ Back ][ Mext H_ Cancel J
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Users’ Account History Viewer

Users’ account history viewer generates a report showing all the account present on the

system.
B Loy ey i
Redistry Last Profile Folder
Account 20 Account Last Login Megdl'?' '-"'l i Last Frofile Fath Siz
Narne Creation Time Time e Madific.ation ot e Re
Time it i
ime:

» Service 51518 B/24/2008 506 8/11/2008 714 8/9/2009 7:21:1. Dugcuments a.. 262
MNetwarkService 5-1-6-20 B/24/2008 B:06:..  8/411/2009 7:14:. 8/9/2009 7:21:1. TOocuments a.. 226
Administrator 51521738862 B/24/200910:27.. 8A11/2008 7:14:. B/9/20097:2005.. 8/3/200910:14:.. ChDocuments a.. 262

|

USB Tracker generates a report showing information about all the plugged USBs

on the system, after operating system installation.

CeRlISBRratkeT

Mame Frietdly M ame Type Corunected Serial Mumber Firzt Flug Time Last Plug Time Wendor ID
DataTraveler U3 | Kingston DataTr.. | USE Mazs Stora.. | Mo 0981046002220 | B/25/2009 5:58:.. | Mot Available 08ec
DataTraveler U3 | Kingston DataTr.. | USE Mazz Stora.. Mo 0341046002220, | B/25/2009 258 . | Mat Available 08ec
3o 730 FLASH DI.. | USE Masz Stora.. |No 530240407 FF | 7/4/2003 12251, | Mot Available Oedd
DataTraveler 2.0, | Kingston DataTr.. | USE Mazz Stora.. Mo 0000000797 B/A2FA2009 921 |8A1/2009 722 0951
3o 730 FLASH DI... |USE Mass Stora... | Yes 5302404077 | 74,2003 1257 | Mot Available Dedd
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Reg Tracker

It generates overall tree structure of the registry, provides information regarding
subkeys, last write time of all registry keys and registry key values. It also provides user

an option to acquire information of his interest via entering the particular registry hive.

[X]

Reg Tracker

%) Load Ertire Fegisty

) Specify parameters ta load specific keys

[ M ext J [ Cancel ]

If user selects to specify parameters then the following window will appear:

rng e

[egistry View. @

= My Computer

- HKEY_CLASSES_ROOT
t- HKEY_CURREMT_USER
& HKEY_LOCAL_MaCHIME
- HKEY_USERS
+

Selected Mode Information

#- HEEY_CURRENT_CONFIG Last wirite Time:
MDD YY)
Walugs: Mame Drata
Full Path;
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nput_Search_Parameters

Select ane of the following input options

(%) Enter the key name by yourself

() Select from one of the roat keys

Enter the key name:

Select the root key:

Select the start date (MDD )

111472008 v |

Select the end date [MM/DD YY)

| 5/16/2009 v |

5]

After tracking according to the specified criteria a report is generated, containing

all registry keys which satisfy the proposed criteria.
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Activity Viewer

This component will generate a report showing information regarding users’
activities on a system such as recent files viewed, recent accessed URLS, the commands
run from start->run, the search items previously entered by the user into Windows

Default Search, the programs present at the system start up and the program list which

runs with the execution of command processor.

£E) Activity Viewer

Installed Programs

Adobe Flash Player Activel
Adobe Photoshop B.0
Adobe SVG Viewer

AForge MET Framework_is1
Allegro CL 3.0.2 for Windows
Barland C++ 5.02

I Branding

Connection kanager

Directanimation

DirectDrawEx

Db _Runtime

Fontcore

10w

IE40

IE4D ata

IEBBAKEX

|IEData

KEE84016

KBE293803

KEE893803w2

MatlabR145P3

Microsoft MET Framework 3.5
Microsoft Device Emulator version 1.0 - ENU
birroenft Doe merd ¢ Fenlorer 2007

| AutoRun Programs| Installed Programs | Commands Executed with Cammand Prompt | Recent Documents | Recent URLs | Run Commands | Searched €

|
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Rens Snapshoter

This component will generate a report displaying the data associated with opened

windows e-g standard list views, text boxes etc.

Formi

Title Type Handle Items Vizible YWindow Clazs FroceszID Process Mame %
I | 453330 | | Combol Bos 0 |
| 1049668 | | Combol Box 0 |
| 453530 | Cambol B 0 |
‘h 1301188 CombolB o=
I 11311334 | | CombolBox | D |
Power Meter | B577E | E Button 0 |
Power Meter | E57E0 | ; Button 0 |
Power Meter | | BE5782 | | . Buttan | 1] |
Power Meter | 65784 | | | Static o |
Gimail - Inboy - Mi... | 1966338 | Wiorkerw! 0 |
Girail - Inbos - Wi | 196420 | | ReBatwindawdz | D |
Grmail - Inbos - Mi.. | 1245822 | | | Toohatwindow32 | |
[ 3|

|

g Forme. ComboBox, ltems. Count; O

File Tracker

This Component generates a report providing information about files on a

particular drive. The files can be filtered according to date and time.

m i e e
E'E' e dracker-Main|

FILE TRACKER

Cancel

! Start Date Of Analysis _'3?1 1.2009
|

Lazt date of Analyziz IEI_B‘I_'I 200_9 . ____
|

[] Select The Time Range

FrOM  HEeE [0 [ T o

TO Huatir :'I_ Fefir l- o,
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The data and file slack of any particular selected file can be viewed.

CeViEpaliyesnll: I..Jt._j&
Filet ame FileE stension CreationT ime LasticcessedTime | LastModificationTin LastModificationTin FullPath MFTRec
FHFT 1/11/2009 507, [1A11/20098 &07.... | 1/11/2009 5:07.... |1A11/2009 B:O7.... |$MFT a
» t | lag 1/11/2009 851.... |8A11/2009 715, |B/F/200912:41... |B/7/2009 1241, |SystemYolumel... |36
Total Clusters | 200 Starting Cluster
Diata FileSlack
*

Current Process Viewer

| Current Process Viewer

--Sel-e.c.t-l-:.'.r-ocess =] |
toduleF ath FileSize ModifiedT ime FileD escription Productersion ProductMame b
» C:4Frogram o 471040 - /23420058 Microzoft Wisual .. . 8.0.50727.42 Microzoft® Visual...

CAWINDOWS\s... | 720836 | 84/2004 'NTLaper DLL 5.1.2800.2180 | Miciosoft® wind.. |
CAWINDOWS's... | 995424 | Be4/2004 \windows NT BA | 5.1.2500.2180 | Microsoft® Wind... |
CAWINDOWSYs,.. | 634880 | Bras2004 | sdvanced windo... | 5.1.26002180 | Microsoft® wind... |
CAWINDOWShs.., | 593920 | 8472004 | Femate Procedur... |5.1.2600.2180 | Microsaft® Wind... |
C:\Program Files, . | 45056 | 342302005 | custsat (9037902428 | Miciosoft® Wind.. |
CAWINDOWS's... | 350445 | B4/2004 \indows NT CRL. | 7.02500.2180 | Microsoft® Wind... |
CAWINDOWSYs,. | 483328 | Bras2004 | Shell Light weight... | £.00.2900.2180 | Microsoft® Wwind... |
CAWINDOWShs.., | 286720 | 8s4/2004 GDIClentDLL  5.1.2800.2180 | Miciosoft® wind.. |
CAWINDOWS\s... | 535524 | 84/2004 \windows XF US| 5128002180 | Miciosoit® Wind.. |
CAWINDOWShs. | 1294336 | as2004 |Microsoft OLE for.. | 5.1.26002180 | Microsoft® wind... |
CAWINDOWShs, . | 573440 | ras2004 ' 5126002180 |

CAWINDOWShs.., | 286720 |10/24/2007 |Microsoft NET R... | 2050727.1433 | Miciosaft® NET ... |
CAWINDOWS, . | 634880 [1ovz4s2007 |Microsoft® C Ru.. | 8.00.50727.1433 | Miciosoit® Visual... |
CAWINDOWShs.. | 8470528 | ras2004 ['wfindows Shell C... | 60029002180 | Microsoft® wind... |
CAWINDOWS, . | 1056768 | Bras2004 |User Experience .. | 60029002180 | Microsoft® Wwind... |
CAWINDOWShs.. | 228376 | B/4/2004 Microsoft UsThe... | B.00.23002180 | Microsoft® wind... | A
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4.9

Graphical Model

Structural Model
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Figure 4.18 Structural Model of Win4Tech
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Object Models

Object model is developed in RATIONAL ROSE software.

CumentProcesses
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4.10 UML Based Design

Use Case Diagram

SMICHORE =extend=
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Figure 4.20 Use Case Diagram of Win4Tech
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Class Diagram
Class diagram is developed in RATIONAL ROSE software.
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Interaction Diagram
Collaboration Diagram
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Sequence Diagram
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Chapter 5

Implementation Details

5.1 Introduction
This chapter deals with implementation details of Win4Tech. Win4tech is further

divided into seven subcomponents. Therefore, coding specifications of each component

are discussed separately in this chapter.

5.2 Components’ Implementation Details
Activity Viewer

Implementation Details of Recent Documents

Recent documents are those files which are recently viewed or accessed in a
system. They are retrieved from two data sources; one of these data sources is a particular
registry key’s name and data and the second source is system’s folder “Recent”. It can be
found out inside “<Operating system drive letter>:\\Documents and settings”. This folder
contains all recent files, their pathname, MAC times and the account information through
which they were accessed.

From registry, these files can be retrieved using registry’s built-in functions OpenSubKey
(key_name) and GetValueNames() and from the Recent folder, recent files can be
retrieved using the function GetDirectories(path) in order to reach to the Recent folder of
every login account in a system and then wvia using the function
GetFiles(complete_path), recent files along with their information can be extracted. The
MAC times of the files can be taken out by making an instance of type FileInfo and
access its attributes of CreationTime, LastAccessTime, LastWriteTime.

All of these information can be stored in datatable’s (rows and columns) and then for the
purpose of information display, datagridviews are used to pick the data stored in the

datatables.
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Implementation Details of Recent URLSs

Recent URLs typed in the Address field of Internet Explorer can be retrieved from a
registry key HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\TypedURLSs. This particular registry key contains a list of 25 recent URLs. The
most recent URLs are shown at the top of the list. This arrangement of URLs can be
useful in forensic examination.

These URLs can be extracted using two registry functions OpenSubKey (key _name) and
GetValueNames(). These URLs are stored in datatables and then dispalyed in a

datagidview.

Implementation Details of Search Commands entered into Windows Default Search

Searched files and folders fed into Windows Default Search can be obtained from
the registry key  HKCU\Software\Microsoft\Search  Assistant\ACMru\5603.
Furthermore, the phrases and words searched within the files, entered in Windows
Default Search can be extracted from registry key HKCU\Software\Microsoft\Search
Assistant\ACMru\5604.

Registry functions OpenSubKey(key _name) and GetValueNames() are used to
retrieve this information. This information is stored in datatables and then dispalyed in a

datagidview.

Implementation Details of Programs Present At the System Start Up

Programs at system startup can be obtained from system folder “Startup”. This
folder is present in “<Operating system drive letter>:\\Documents and settings\\All
Users\\Start Menu\\Programs”.

The information extracted from this folder includes startup programs’ names,
their paths and last access times.

This information can be extracted from this folder by using the function
GetFiles(complete_path). The last access time of the program can be taken out by
making an instance of type Filelnfo and access its attribute of LastAccessTime.

This information is stored in datatable’s (rows and columns) and then dispalyed in

datagridviews.
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Implementation Details of AutoRun Programs

AutoRun  programs can be obtained from the registry key
HKLM\Software\\Microsoft\Windows\\CurrentVersion\Run.
Registry functions OpenSubKey(key name) and GetValueNames() are used to retrieve
this information. This information is stored in datatables and then dispalyed in a

datagidview.

Implementation Details of Command Prompt Execution Programs

Programs that run with command prompt execution can be obtained from the
registry key HKLM\\Software Software\\Microsoft\Command Processor.
Registry functions OpenSubKey(key name) and GetValueNames() are used to retrieve
this information. This information is stored in datatables and then dispalyed in a

datagidview.

Implementation Details Of List of Programs Installed On a System

Installed programs on any system can be obtained from the registry key
HKLM\Software\\Microsoft\Windows\\CurrentVersion\\Uninstall
Registry functions OpenSubKey(key name) and GetValueNames() are used to retrieve
this information. This information is stored in datatables and then dispalyed in a

datagidview.

Implementation Details of Current Process Viewer

The method Process.GetProcesses retrieves the list of the current processes
running on the system. ObjModulesList.Modules loads the dynamic link library files
being used by the running processes. foreach (ProcessModule objModule in

ObjModules) iterates through the modules.

String strFileSize = GetValidString (objModule.ModuleMemorySize.ToString ()):

This function will return the size of files in string format.

String strFileModificationDate =GetValidString

(objFilelnfo.LastWriteTime.ToShortDateString ());
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This function will return the modification date of the DLL files in string format.

String strFileDescription = GetValidString
(objModule.FileVersionInfo.FileDescription.ToString ());

This function will return the file description of the DLL files also in string format.

String strProductName = GetValidString (objModule.FileVersionInfo.ProductName.ToString
0));

This function will return the product name that is associated with the DLL file

also in string format.

String strProductVersion = GetValidString
(objModule.FileVersionInfo.ProductVersion.ToString ());

This function will return the product version of the product also in string form.

Implementation Details of File Tracker

File Tracker retrieves information about the files present on the system. It
retrieves information from the drives formatted with NTFS file system. For accessing the
disk partition, the API “CreateFile()” is used. The handle returned by the API is used to
open a file stream into the drive. The first sector of the drive consists of “Partition Boot
Sector”. The information extracted from the “Partition Boot Sector” includes
J Cluster size
. Number of sectors in one cluster
J Base address of MFT

In NTFS information about all files and directories is present in MFT (Master File
Table), therefore the base address is very important for accessing the MFT. To extract
information about the files we need to read the MFT. One boot sector is read, the file

pointer is moved to the MFT table.
Reading MFT

As MFT is also a file, therefore its record is also present in MFT table. In the

MFT table first record belongs to itself. It contains information about the MFT table. The
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information about all files and directories is present in the $DATA attribute of this
record. Therefore the program reads all the offsets present inn the $DATA attribute. If the
MFT table is fragmented then multiple offsets will be present. All the offsets are read and

stored in an array.

Reading All Records

Now when all the offsets are read, pointer is moved to all fragments one by one
and all records present in that fragment are read. The size of one record is fixed; therefore
that number of bytes is stored in a byte array. Then the byte array is sorted into different

structures in order to retrieve the relevant information. The structures made are:

$Standard Attribute

The Standard Attribute contains information regarding modification, last access
and creation (MAC) times of a particular file or a directory. The API
DateTime.FromFileTime() is used for converting the system time to standard datetime
format. The attribute also includes information about the property associated with a file
like read only, system, hidden, sparse, temporary, reparse point, not-content indexed,
device, archive, compressed, encrypted etc. Different codes are assigned to each
property; the code is read and matched to assess the property of the file.

$Filename Attribute

The File Name Attribute contains information regarding filename, reference to the
parent directory record and MAC times. The file name is encoded using Unicode
encoding. The reference to the parent directory is used recursively for establishing the
full path of the file. The references may be present of different MFT fragments, therefore
the MFT reference number is used to calculate the fragment first, and then the record in

that fragment.
$Data attribute

The header of $DATA attribute is read for retrieving the size of file, disk space
occupied by the file and compression status of file, etc. The attribute itself contains file
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data. If the data is resident then the attribute itself contains the data, no offsets are
present. But if data is non resident, offsets to the data are present in data runs. Data runs
contain information about the starting Cluster number of the file data and total number of
clusters occupied by the file after the starting cluster. As the length of the clusters
assigned to a file may vary, therefore NTFS does not allocate fixed bytes for the storage
of total cluster number. Also the size for storing starting cluster number is not fixed. In
the data run the first byte contains information about the number of bytes allocated for
the storage of starting cluster and total clusters. Therefore after reading this value,
respective number of bytes is read. If the file is fragmented then multiple values for
starting cluster number and total clusters occupied will be present in the file’s data runs.
The last value of the run is indicated when the byte contains all zeroes. For retrieving file
data the complete data run needs to be read. For each value in the data run, pointer is

moved to that location on the disk and data is read cluster by cluster.

$AttributeList Attribute

If multiple records are associated with one file, then the information about the
extended records is present in the $AttributeList attribute. It contains information about
the MFT record number which is allocated to the file. It also describes which attribute is
present in the extended record. Once the new MFT number is read, pointer is moved to

the new record and attributes are read from this record.

File Slack

If file size is not multiple of cluster size, then some disk space is left at the end of
the last cluster, which is not occupied by the file’s data. This disk space is called file
slack. In order to read file slack, pointer is moved to the last cluster of the file. In the
header of $SDATA attribute, information is stored about the logical and physical size of
the file. Subtracting the two values gives the size of file slack. From the last cluster bytes
equal to the file slack size are read. File slack may contain data hidden by some criminal

or content of some deleted file.
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Implementation Details of Req Tracker

Implementation details are written sub module wise:

Registry View

A tree view of the registry is displayed by adding the root keys of the registry as
tree nodes in the tree view. An event is generated when the user clicks on the + (expand)
in the tree view. The code which is triggered when this event occurs works by further
getting the sub key names of the key which is clicked (for expanding) and adding them as
the nodes of the clicked key. This enhances the performance of the program because the
whole tree view is not generated in the start. When the user clicks on a particular key, the
program displays last write time, values (if any) and full path of the key. The program
obtains the full path using the Name attribute of the registry key. Last write time is
obtained by using the API “RegQuerylnfoKey” which exists in "advapi32.dll”. Similarly
values (if any) are obtained by first finding out the kind of the registry values using
RegistryKey.GetValueKind function and then using RegistryKey.GetValue function. The

values are then converted into hex format for display.

Search Specific View
The registry key entered/selected by user is traversed recursively and last write
time of each key is checked against the time range selected by the user. The key satisfies

the criteria if the last write time falls in the time range.

Implementation Details of Rens Snapshoter

Opened windows are enumerated using EnumWindows api which is defined in
"user32.dll". This api provides handles of the opened windows. Opened window items
(buttons, list boxes etc) are found by using EnumChildWindows api, defined in
"user32.dll". Process id of the process which has opened a particular window is obtained
by using GetWindowThreadProcessld which is defined in "user32.dll".GetProcessByld
function of System.Diagnostics.Process class is used to access the process by passing the
process ID. MainModule.FileName attribute of the process provides Process Module File
Name. GetVersioninfo function of System.Diagnostics.FileVersioninfo class is used to
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obtained a FileVersioninfo object. The attributes of the object which provide company,
description, productName and version information are CompanyName, FileDescription,
ProductName and FileVersion respectively. Windows visibility information is found by
using IswWindowVisible api which is defined in user32.dll. GetClassName API, defined in
user32.dll is used to obtain the class name of the windows. The content of the window
items is found by sending relevant messages to the window using SendMessage API,
defined in “user32.dll”. GetWindowTextLength API defined in user32.dll is used to get
the length of text of button and edit window. GetWindowText API defined in user32.dll
is used to further get the text of button and edit window. Similarly to retrieve the text of
comboboxes, SendMessage API is used. CB_GETCOUNT message is first sent to
window using SendMessage APl to get the number of items in the combobox.
CB_GETLBTEXTLEN and CB_GETLBTEXT messages are sent to the combobox
window for retrieving the length and text of each item respectively. To retrieve the
number of items in a listview window, LVM_GETITEMCOUNT message is sent to the
listview window. LVM_GETITEMTEXT message is sent to listview window to retrieve
the text of each item in the listview. LVM_GETHEADER message is sent to the listview
window to get the header of the listview. HDM_GETITEMCOUNT is sent to the listview

window to count the number of columns in the header of the listview.

Implementation Details of USB Tracker

Serial number of the USB is found by retrieving the name of the second level subkeys of
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USBSTOR. Class, Sub
Class, ParentldPrefix and Friendly Name of the USB is obtained by getting the values of
the subkeys of above key using RegistryKey.GetValue function. First Plug Time of the
USB is found by obtaining the last write time of the subkey LogConf of the subkey
having serial number.Drive letter is found by matching the ParentldPrefix by the values
of the key: HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices. If a registry value
contains ParentldPrefix then the corresponding Key Value Name provides the drive letter
of the USB. Last plug time of the USB is obtained by matching the subkeys of
"SYSTEM\CurrentControlSet\\Control\\DeviceClasses\\{53f56307-b6bf-11d0-94f2-

00a0c91efb8b}" with the serial number of the USB and then further finding the last write
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time of the “Control” Subkey. Name,Description,protocol,vendor id,revision and product
id are obtained by getting the values of the second level subkeys of
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USB. The value names
which provide these information are LocationIinformation, DeviceDesc, CompatiblelDs

and HardwarelD(gives vendorid,productid and revision) respectively.

Implementation Details of User’s Account History Viewer

Users’ account history viewer retrieves information from windows registry and

system files. Information from the registry is extracted from the following key:
"SOFTWARE\Microsoft\Windows NT\\CurrentVersion\\ProfileList\\"
This key has subkeys belonging to all accounts present on the system. The subkey name
is the SID assigned to a particular user account. The value “ProfilelmagePath” is present
in each subkey. It contains the path of each user’s profile folder. The program extacts the
SID and profile path from the registry. Using the profile path the folder of each account is
accessed.

For each user account there is a NTUSER.DAT file created by the operating
system. This file contains user settings and preferences. The HKCU registry hive is
loaded from the NTUSER.DAT file. The NTUSER.DAT file is created when the user
account is created and the user first logs in. Therefore the creation time of this file is the
creation time of the user account. Every time the user logs in, the file is accessed for
loading the registry hive. Therefore the last access time of the file is the last login time of
the user. If any changes are made in the settings they are stored in the NTUSER.DAT
file, therefore the last modification time of the file is the time of the last changes made to
the registry. The size of NTUSER.DAT file is the size of the registry occupied by the
settings of a particular user.

Similarly the modification time of the profile folder indicate the time at which the
user last made changes to his documents folder.
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Testing and Results

6.1 Introduction

Chapter 6

This chapter discusses the testing performed on the subcomponents of Win4ech in order

to validate that its output results fulfill the initial requirement document.

Various test cases are designed and executed on the final implemented toolkit for this

purpose of obtaining efficiency, reliability and accuracy in the final executable software.

Test Personnel

Lec Ahmed Raza Cheema

Parties Contact Person Role and Responsibilities
e Overall Supervision
e Work stream Management
DS e Review of Test Plan and Test

Cases

e Monitor testing schedule and

procedure.

Testing Team
Lead

Chanda Gul
(chandagull@yahoo.com)

e QA Team Lead

e Development of Test Plan and

Test Cases.

e Managing and directing testing
activity

e To Ensure Testing activity
comply with project and test plan

e Conduct testing

Test Engineer

Ayesha Aslam

(ayesha.nust@gmail.com)

e Develop test cases and conduct

testing

e Validate output results against
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requirements

Test Engineer

Saneeha Khalid

(saneeha.nust@gmail.com)

e Develop test cases and conduct

testing

e Validate output results against

requirements

e Submit error reports

Test Engineer

Umer Khan

(ummer26@hotmail.com)

e Develop test cases and conduct

testing

e Validate output results against

requirements

Table 6.1 Team Members’ Responsibilities

6.2 Testing Schedule

Task Start Date End Date Days
Document Requirement 15-03-2009 21-03-2009 6
Document Design 9-05-2009 14-05-2009 5
Create Test Cases 20-07-2009 22-07-2009 2
Conduct walk-through of Test Plan and Test | 26-07-2009 28-07-2009 2
Cases

Test Case Execution 28-07-2009 30-07-2009 2
Sign off on Test 30-07-2009 31-07-2009 1

Table 6.2 Testing Schedule
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6.3 Test Cases

Test Case Name / Title : Testing USB Tracker

Test Case Number

1

Purpose

To verify USBs name, friendly name, type,
serial number, first plug time, last plug
time, vendor id, product id, class, sub class,
protocol, drive letter against the relevant

registry values

Precondition

At least one usb should ever be plugged
after the recent operating system

installation

Procedure

Click on USB Trakcer from Tools menu or

in initial selection wizard

Expected Results

All USBs plugged which are visible in

registry

Actual Results All USBs plugged which are visible in
registry

Status Pass

Tester Chanda Gul

Date 28-07-2009

Table 6.3 Test case # 1

Test Case Name / Title : Testing Reg Tracker

Test Case Number

2

Purpose To verify registry keys values, full path and last
write time
Precondition NIL

Procedure

Click on Reg Tracker from Tools menu or in

initial selection wizard. Compare values of one or
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more keys with their expected values. Expected
values can be found by using the Export option in
the right click menu of a particular registry key

in registry editor

Expected Results

As given by the export option

Actual Results

As given by the export option

Status Pass

Tester Chanda Gul

Date 28-07-2009
Table 6.4 Test case # 2

Test Case Name / Title : Testing Rens Snapshoter

Test Case Number

3

Purpose

To wverify that all currently opened
windows are listed by the component and
title and text of the windows is correctly

displayed

Precondition

NIL

Procedure

Click on Rens Snapshoter from Tools

menu or in initial selection wizard

Expected Results

Title of all currently opened windows and
the text (if present) in the window items

should be displayed

Actual Results

Title of all currently opened windows and

the text (if present) in the window items are

displayed
Status Pass
Tester Chanda Gul
Date 28-07-2009

Table 6.5 Test case # 3
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Test Case Name / Title : Testing File Tracker

Test Case Number

4

Purpose

To verify MAC times, compression status,

path, data and slack of files

Precondition

NIL

Procedure

Click on File Trakcer from Tools menu or
in initial selection wizard. A new file is

created on a low level formatted disk

Expected Results

MAC times of the newly created file

should match and the slack should be zero.

Actual Results

MAC times of the newly created file

matched and the slack was zero.

Status Pass
Tester Saneeha Khalid
Date 28-07-2009

Table 6.6 Test case # 4

Test Case Name / Title : Testing Current Process Viewer

Test Case Number

5

Purpose

To verify that

Precondition

At least one usb should ever be plugged
after the recent operating system

installation

Procedure

Click on USB Trakcer from Tools menu or

in initial selection wizard

Expected Results

All USBs plugged which are visible in
registry

Actual Results

All USBs plugged which are visible in
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registry

Status Pass
Tester Umer khan
Date 28-07-2009

Table 6.7 Test case # 5

Test Case Name / Title : Testing User Accounts Viewer

Test Case Number 6

Purpose To verify SID, Account Name, Account
Creation Time, Last Login Time, Registry
Last Modification Time, Profile folder’s
Last Modification Time, Profile Path, Size
of Registry of each user account that has
ever been created since the recent operating

system installation

Precondition NIL

Procedure Click on User Accounts Viewer from Tools
menu or in initial selection wizard. All the
attributes are checked by creating a user

Account and the dates are noted manually.

Expected Results As noted manually
Actual Results As noted manually
Status Pass
Tester Saneeha Khalid
Date 30-07-2009

Table 6.8 Test case # 6
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Test Case Name / Title : Testing Activity Viewer

Test Case Number

7

Purpose

To verify Recent Files, URLs Accessed,
Searched Items, Auto run and Startup
programs, Run Commands and Commands

that run with command prompt

Precondition

NIL

Procedure

Click on Activity Viewer from Tools menu

or in initial selection wizard

Expected Results

Recent Files, URLs Accessed, Searched
Items, Auto run and Startup programs, Run
Commands and Commands that run with
command prompt as shown by the related

registry keys and their values

Actual Results

Recent Files, URLs Accessed, Searched
Items, Auto run and Startup programs, Run
Commands and Commands that run with
command prompt as shown by the related

registry keys and their values

Status Pass
Tester Ayesha Aslam
Date 30-07-2009

Table 6.9 Test case # 7

6.4 Test Summary Report

The tests have shown the following results

e All software modules preliminary execution shows desired results and fulfill the

initial requirements gathered.

e All modules integration testing illustrate no errors and exceptions.
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Chapter 7

Conclusion and Future Work

This chapter concludes the overall system giving its advantages and limitations if

any.

7.1 Conclusion

The implemented project Wind4Tech suggests various methods of investigating a
computer. This forensic toolkit helps in extracting information from different evidence
sources existing inside a computer system. These sources provide important record about
the history of activities performed by a user on a system. Using this information, a

forensic analyst can examine users’ tasks and activities on a particular system.

This toolkit is useful for making the cyber world secure and crime free. It can be a
prolific forensic toolkit for Law Enforcement Agencies for the purpose of confining the

criminals.
7.2 Future Work

The developed toolkit has the functionality to display NTFS (file system) file
slack but further work on this particular area can be performed to retrieve hidden data
from hard disk.

This toolkit can also be modified for analyzing internet activities on any system.
Furthermore, this can be altered to be used as an Enterprize Software so that it can

monitor users’ activites on a live system.

This toolkit can be improved by making extensive research on other forensically
significant registry keys and then extracting data from them. Likewise more system files,

folders and processes can be explored for gathering important evidence out of them.
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ANNEXURE A

SOFTWARE DEVELOPMENT PLAN



Preface

In this document the comprehensive development and management plan for
forensic toolkit “Win4Tech” is described. This plan will be firmly followed for the
completion of project. Any amendment applied to this plan will be incorporated in the

next versions of this document.

The document includes the details of the software to be delivered; major

activities, major milestones and required resources.
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Introduction

This section contains the details of the project and the software toolkit to be built.

In this section a brief overview of the project is given.
Product Functions

Win4Tech provides a wide range of functionalities, which includes evidence
collection from various important places inside a computer system. It is capable to
divulge information from system’s registry, folders and open processes running on a

system.
Minimum Requirements

The minimum requirement for the software to be operational on any system
requires Microsoft WINDOWS XP, Dot Net framework 2.0 and software publisher
Telerik of ASP.NET AJAX to be installed on it.

Major Milestones
The key milestones of the project are:

» Completion of Requirement Analysis and Project Specifications phase.
» Completion of Design phase
» Implementation and Integration of components.

» Product testing and delivery
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Project Deliverables

This section delineates the major items to be delivered. List of project deliverable

is as follows:

Deliverable Name Due Date

Project Definition and List of team Members November 15, 2008
Project Defense February 10, 2009
Requirements Description and Analysis March 21. 2009
Detail Design Document 14" May, 2009
Fully Functional Product Model July 22, 2009
Testing Plan July 29, 2009
Project Report and Review July 31, 2009

Table A-1 List of Project Deliverables

Details of the Deliverables

Following are brief details of the project deliverables:
Project Definition and List of Team Members

This includes defining the project and list of team members.
Project Defense

This presentation describes how the team is to be structured and administered and
what are the goals and objectives which have to be achieved for the completion of the

project.
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Requirements Description and Analysis

The requirements of the proposed software system, on which design and coding is

based, is outlined in this document.
Detail Design Document

This document builds a high-level design of the project, incorporates the Design
Model made in Rational Rose Software and other dataflow diagrams and figures which

describe the project’s overall design.
Fully Functional Product Model

A fully functional product model will be demonstrated. The full source code will

be given on demand.
Testing Plan

A complete testing plan including test cases for every subcomponent of

Win4Tech will be carried out.
Project Report and Review

This will include complete project report and documentation explaining
achievements of the project. Enhancements in this project will also be suggested in this

report.

Project Organization

This section describes the development structure of the project which includes the
process model, the organizational structure and responsibilities of individuals on the

project.
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Software Process Model

The system will be developed using evolutionary software process model. The

model is shown in the following figure.

Figure A-1 Evolutionary Software Process Model

[11]

Significance

1. Can be implemented with fewer team members.

2. Each iteration delivers a functionally operational product and thus customers can
get to see the working version of the product at each stage.
[12]

3. Can be evolved over time to make required changes in a complex system, thus
making it much more efficient

4. Evolutionary software process models are well suited for the development of

object oriented systems. [13]
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Organizational Structure

Parent Organization

The personnel involved in this project are as follows:

1. Chanda Gul (Chief Executive Officer, Quality Assurance Manager)
2. Ayesha Aslam (Chief Technical Officer, User Interface Prototyper)
3. Saneeha Khalid (Chief Operational Officer, Requirements Engineer)
4. Umer Khan (Chief Project Officer, Designer)

Chanda Gul
Chief Executive Officer

Ayesha Aslam Un_1er Kh_an
Chief Technical Chief Project
Officer Officer (CPO)
Umer Khan Saneeha Khalid
Chief Project Officer Chief Operational
(CTO) Officer (COO)

Figure A-2 Organization Chart of the Executive Staff

Each member is equipped with significant knowledge of Computer Science,

Mathematics and other skills acquired during education tenure to accomplish the project.

All syndicate members are expected to contribute equal amounts of work to the
project. This workload needs to be balanced with other courses team members are
undertaking. It is expected that a weekly workload for this project should be a minimum

of approximately 30 hours/week.
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Organizational Boundaries and Interfaces

1. Regular meetings with client will be held. Approval of the project progress is
taken by the client at least once a week.

2. The project documentation will not be revealed to ant party other than the client
by the team members.

3. Informal Communication will also be used extensively in this project due to its
quick and efficient information transferable properties. The team makes use of
personal communication and email communication as much as possible.
However, given the academic restrictions, email communication is used as the
primary form of interacting with other team members.

4. Project Leader will be responsible for communicating with the upper
management.

5. There are no subcontracting organization(s) associated with project.
Project Responsibilities

The following chart illustrates the persons and their respective responsibilities
concerning this project. Any alterations in the given structure will be incorporated in the

future versions of the document.

Responsibility Persons Responsible
Overall Project Manager Chanda Gul

Quality Assurance Manager Chanda Gul
End-User Documentation Manager Ayesha Aslam
Requirements Engineer Saneeha Khalid
Software Architecture Umer Khan
Technical Self-Reviews Ayesha Aslam
Software Design Umer Khan
Software Testing Saneeha Khalid

Table A-2: Project Responsibilities Chart
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Managerial Process

In this section we describe strategy that will be adopted to manage the project.
This includes management objectives, priorities, project assumptions, dependencies,

constraints, monitoring and controlling mechanisms, and the staffing plan.
Management Objectives and Priorities

The major objective is to ensure that time constraints are strictly followed. The
quality of work is prioritized. During the earlier stages of the project main concern will

be following schedule.

An efficient and functional running forensic toolkit is at the highest priority. The
main goal of the project is to achieve the maximum possible efficient functions of the
project in the minimum possible time. The project team will attempt to strike maximum

possible balance between time and functional priority.
Assumptions, Dependencies and Constraints

It is assumed that the schedule will not clash with the academic schedule of the

team members. The team will able to setup the project to test the product in real time.
Major Risks

The major risks that impinge on the project are

1. Clash of project schedule with academic responsibilities of team members
2. Shortage of time
3. Lack of software engineering experience and unfamiliarity with tools or

programming language.
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Project Charter

Project Title: ' /71 4"
Project Start date: Aug 01, 2005
Project End date: July 30, 2005
Project Leader: NC Chanda Gul

Project Objectives: The objective of the project is to develop software for gathering
evidence from a computer system. If any system would be used for criminal purpose
then this tool will help in investigating user’s crime and will enable law enforcement
agencies to punish for his/her offense.

Business Objectives: To develop a cost effective forensic toolkit that will be helpful for
Law enforcement agencies.

Stakeholders

The stakeholders of our project are:
1. Project Supervisors
¢ Lt Col. Naveed Sarfraz Khattak (Head of C5 Department, MC5, NUST)
* Lec Ahmed Raza Cheema (MCS)
* Dr. Fauzan Mirza (Asst. Professor NIIT)
2. Project Team
¢ NC Chanda Gul (Group Leader)
* NUC Ayesha Aslam (Group Member)
* NCSanecha Khalid (Group Member)
* PCUmer Khan (Group Member)
3. C5Department MCS

4. Computer Forensic Investigator (User)
Assumptions and Dependencies

The tool will gather evidence from live computer system. It will not work on the
digital image file directly.

Figure A-3 Project Charter
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Progress Monitoring and Controlling Mechanism

Monitoring and Controlling Mechanisms

Project schedule, quality, and functionality will be tracked throughout the project.
In a weekly meeting the progress will be reviewed and analyzed by Project Team
Members. Problems encountered by any team member will be discussed and resolved

accordingly.

Report Contents

Separate reports shall be primed for monitoring the functional, technical, quality
and cost scrutinize of the project. Progress reports will also be maintained in due course

of time. The status reports will contain the following details:
1. Status of the current phase activities
2. Estimated time of completion of the current phase
3. Milestone deliverables at current phase

The status reports will be accompanied by Gantt Charts. Various other figures like
Activity diagram and pert diagram will also be presented to support the facts laid down in

the status reports.

Staffing Plan

Considering the complexity of project at hand and fixed number of personnel, the
minimum skill levels are not defined at this stage. The entire duration of the project will
be headed and dealt with the same time, each individual acquire different role during

different phases.

There will be no extra personnel acquired during the course of the project besides

those that constitute the project syndicate before the initiation of the project.
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Number offRequired Skill Level /
Type of Personnel’s o
personnel  |Qualification(s)
) ] Experience in
Requirement Engineer (s) 1 ) o
Requirements Engineering
Software Designer (s) 2 Software Engineering
Project Leader 1 Software Engineering
Excellent Coding in Visual
Coder (s) 3
C#.
QA Manager 1 Experience as QA Officer
Test Officer (s) 2 Experience as Test Officer

Table A-3 Staffing Plan Chart

Technical Process

This section explains the top-level technical processes used on the project

supporting activities.
Methods, Tools and Techniques

Operating Environment

The operating environment will be that of Microsoft WINDOWS XP. Dot Net
framework 2.0 and software publisher Telerik of ASP.NET AJAX installed on the

system is mandatory.

Hardware

Stand alone IBM PCs.

CXi

including the technical methods, tools, and techniques; major software documents; and



Software tools

1. Compiler or IDE : Microsoft Visual Studio 2005

2. Programming language : Visual C#
Remarks

Software will have object-oriented reusable structure. Documentation will be clear and
explanatory. Microsoft Project software will be used to aid in management and in fixing

strict timelines.
Project Support Functions

The project is supported by following other documents. These documents

describe the plans for functions that support the software development effort.

1. Detailed Documentation

2. End - user documentation (USER MANUAL)

The plans for these supporting functions will be developed in due time and should
be referred to as the need arises. Any other supporting document that needs to be
included on the list of the above documents will be added in the later versions of this

document.
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Purpose of Win4Tech

Computer Forensics is the application of methods and techniques for investigating a
computer system to reveal criminal activities in a court of law. Criminal activities like
hacking, information theft, virus attacks and malicious software productions are growing
rapidly. To deal with these threats, it is highly important to secure information and
perform collection and analysis of evidence from victimized systems.

Overview of Win4Tech
Major functionality of our product will be inspecting users’ activity.
Key features are:

1. Examining files which have been viewed previously by any user on the

system.

2. Traversing Windows Registry and locating sub keys for every root key and

returning the Last Write Time of any key value.

3. Searching the recent activities on a system which includes recent documents,
windows searched items, programs that execute on system startup and run
commands.

Providing record of Created User Accounts on the system.
Providing list of currently running processes and associated DLLs (Dynamic Link
Library). It will also provide list of files opened by these processes.
6. Recording details of previously and currently connected USBs
7. Providing detailed information about the objects (e.g. text boxes, list
boxes, status bars, etc) residing in currently opened windows.

o s

Intended Audience
The Windtech manual is written for law enforcement and corporate security professionals
with the following competencies:

1. Basic knowledge of and training in forensic policies and procedures

2. Basic knowledge of and experience with personal computers

Familiarity with the fundamentals of collecting digital evidence
3. Experience with case studies and reports
4. Familiarity with the Microsoft Windows environment.

System Requirements

The underlying platform for Wind4Tech will be Microsoft Windows XP with 32 bit
architecture. Our product will function on a live system. Dot Net framework 2.0 will be
required to make it operative.

Handling Evidence

Computer forensics involves the acquisition, preservation, analysis, and presentation of
computer evidence. This type of evidence is fragile and can easily, even inadvertently,
altered, destroyed, or rendered inadmissible as evidence. Computer evidence must be
properly obtained, preserved, and analyzed to be accepted as reliable and valid in a court
of law. To preserve the integrity of case evidence, forensic investigators do not work on
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the original files themselves. Instead, they create an exact replica of the files and work on
this image to ensure that the original files remain intact.

Installation Process

MAIN INTERFACE OF WINATECH
The following is the main graphical user interface of Win4Tech,

£5| Win4Tech-Main Page

File  Tooks Help

STARTING A CASE

You access the New Case Wizard by selecting File > New Case. If this is your first time
opening WindTech or if you have chosen to always display the FTK Startup screen,
select New Case
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Exit

/' Muﬁecﬂ

Investigating /

To start a new case, you must complete the following steps.
6) Enter the case information.
7) Enter the case name.
8) Select the Case Path by clicking on the browse button.

9) Enter the case description.
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iB] Win4Tech-Main Page

New Case

Case Information

Caze Nurnber

Caze Name

Caze Path

Caze Desciption

10) Click the Next button so, that you can go to the next form.

FORENSIC INVESTIGATOR’S DETAILS

% Win4Tech-Main Page
i Tooks  Help

Forensic Investigator

Forensic Investigator Information

Examiner's Mame || |

Company | |
Address
o
€CcH
i a— e
Email | | y

Comments ‘ /

[ Back ][ Next ” Cancel J

8. Enter your name in the Examiner’s field as it is mandatory otherwise you would
not be able to proceed next.
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9. ( Optional ) Enter the Company’s name that you work for in the Compnay’s
field.

10. ( Optional ) Enter the address in the Address field.

11. ( Optional ) Enter the Phone Number in the Phone’s field.
12. ( Optional ) Enter the fax Number in the Fax field.

13. ( Optional ) Enter the email address.

14. ( Optional ) Write the comments.

Click the NEXT button.

&% Win4Tech-Main Page
Pl Toos  Help

ComponentSelection

Select Component

@) Activity Viewer

) Cument Process Yiewer
) File Tracker

) Reg Tracker

) Rens Snapshorter

) USE Tracker

0 Users Accounts Viewer

(o] (et ] (]

Select the component you want to choose from the mentioned components. Lets
suppose you have chosen Activity Viewer. Click Next.
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ACTIVTY VIEWER

This component will tell you a quite a lot of evidences that are:
10. AutoRun Programs
11.Installed Programs
12.Commands executed with command prompt
13.Recent Documents
14.Recent URLSs.
15.Run Commands.
16.Search Commands.

17.Search Words and Phrases.

18.Start-Up Programs.

Activity Viewer

| AutoRun Progiams | Installed Programs | Commands Exscut cent URALs | Run Commands | Searched 4 *

| Recent Document

Pragrams Path
DM DO S Sapstem32highatray, exe

AutoRun Programs

|
(> lafsTray

HotkepsCrds DAwAMDIOWS \system32\hi<cmd.exe
Persistence DAWAMDOWS Sayatem32highzpers. exe
SigmatelSysTrawdpp staystra.exe
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If you click on the tabs, you can see the generated reports that you require.
You can close this module and simply select another component .

EB| Win4Tech-Main Page

o |1

] Ackivity Viewer

| Current Process Yiewer

File Tracker
Reg Tracker

Rens Snapsharter

UISE Tracker

User Accounts Viewer

wﬂﬁecﬂ

Investigating /

CURRENT PROCESS VIEWER

This component will show you the current processes running on the system and
all the DLL files loaded by those processes individually.

= Current Process Viewer |X|

Select Process w

Show Processes
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Click the Show Processes button and it will show you the list of processes in the combo
box and the DLL files of each process along with the File Size, Modified Time, File
Description, Product Version and Product Name.

Current Process Viewer

%u;Jiﬁ.I-ogon v

todulePath FileSize ModifiedT ime FileD escription Productyersion Productame
S oD 716800 441372008 NT LayerDLL 5126005512 | Miciasoht® Wind.
D \WINDOWShsystem... | 1007616 411372008 ‘Windows NTBA... | 5128005612 | Microsolt® Wind..
D:AWINDOWS system. . | 534880 441372008 Advanced Winda... | 5128005512 | Microsot® Wind.

D:AWINDOWSbsystem... | 598016 | 4413/2008 | Remate Procedur... |5.1.2600.5512 | Microsolt® Wind. =
| DAWINDOWS system... | 69632 | 4413/2008 Secuity Support .. | 5126005512 | Microsolt® Wind..
D:AWINDOW S system. . | 73728 411372008 | Authorization Fra... |5.1.26005512 | Microsolt® Wind.
DAWINDOWShsystem.. | 260448 411372008 ‘Windows NT CRL. | 7028005512 | Microsolt® Wind..
D AWINDOWShsystem... | 610304 411372008 CyplodPI32 513128005512 | Microsolt® Wind.
DWINDOWS vaustemn.. | 73728 471372008 SN Runfime 4. 51.26005512 | Microsolt® Wind.
DAWINDOWShsystem... | 593920 411372008 ‘Windows XP US... 5126005512 | Microsolt® Wind.
DAWINDOWShsystem... | 299008 411372008 GDIClentDLL 5126005512 | Microsolt® Wind.
DAWINDOWSsystem... | 32758 411372008 Network DDE Sh.. 5128005612 | Microsolt® Wind..
D.4WINDOWS system... | 40980 441372008 |seieny 516005512 | Microsoft® Wind.
D AWINDOWS system... | 345160 441372008 NetWind2APID.. | 5126005512 | Miciosat® Wind.
DAWINDOWSbsystem... | 737280 | 4113/2008 | Usereny E126005512 | Microsolt® Wind.
DAWINDOWS system... | 45056 | 4413/2008 Process Status H... | 5126005512 | Microsolt® Wind..

< (R RR (LY IR TR AN R ey Laan A U mmuabens | manbimne 7N RRTS Rdimr o llM'\ll’.n; s

Again if you want to choose another component, you can go to the tools tab and select
another tool.

USB TRACKER

This component will list the information of all the USBs that were ever plugged
into the system after operating system installation. The component will display the name,
friendly name, serial number, first and last plug date, vendor id, product id, class and
subclasses and names that were given to them.
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USB Tracker, [‘S__<
Marne Lr;erggly Tupe air:'lj - Ei;sttePIug I[.)ZStLPIug Wendar (D ::Sodu-:t Class SubCl =
Kingstan Dat... SRE21 06, 1400 R
DataTraveler 20 | KingstonDat.. | USE Mass 5., | BE841100010... | 7/20/20091... | Mot Available | 13fe 1600 08 0E
DataTraveler 20 | Kingston Dat.. | USE Mass 5. |O00FEAFAL... |6/1/200911.. [Mot Avalable | 0951 1603 1] (1]
DataTraveler 20 | KingstonDat.. | USE Mags 5. |BEEATABZD.. |6/3/200971... |MotAvalable | 13fe i na 0E
Storage Media Sony Storag.. | USE Mass 5., | 2408041423 | 5/28/20091... |Mat Availlable | 054c 0243 0a &
Flazh Digk. USB 2.0Flas.. |USE Mass 5... |Bb16bd239.. | 7/21/2009 2. |Not Available | 1307 0163 na 08
DataTraveler G2 | Kingston Dat.. | USE Mass 5. |0014780F99.. | 7114720091, [ Mot Avalable | 0951 1624 1] e
Cruzer Micro SanDisk Cru.. |USE Mass 5. | 2004351452, | 5/27/20097.. | Mot Available | 0781 5151 0a 08
COBY MP3 Player | COBY MP3 ... |USB Mass 5. [0010100010.. | 3/24/2009 3... |Not &vailable | 0402 BEE1 0a 08
DataTraveler 20 | Kingston Dat.. |USE Mass 5., |0C11516150... | 6/3/200912.. [Mot Avalable | 0B8ec 001E 1] (1]
DataTraveler 20 | Kingston Dat.. | USE Mags S... | 0010000000, | 7/14/2009 9., | Mot Available | 0351 1607 na 0E
DataTraveler ... | KingstonDat.. | USE Mass 5., | 0000000797 | 6/3/2009 12 | Mot Available | 0351 1603 0a &
DataTraveler 20 | Kingston Dat.. | USB Mass 5. |0014780ECK... | 311372003 1... | Mot Available | 0951 1603 1] 0E
DataTraveler 20 | Kingston Dat.. | USE Mass 5. |8990000000... | 6/3/200912.. [Mot Avalable | 0951 1603 1] e
DataTraveler 20 | Kingston Dat.. | USE Mass 5., | 8930000000, | 3/24/20091... | Mot Available | 0351 1603 0a 0B o
< >

USER’S ACCOUNT HISTORY VIEWER

This component provides detailed information about all the user accounts present

on the system. The interface of this module is shown below:

User Accounts

Registry Last Prafile Folder
Accaunt <iD Accaunt Last Login MB%I'?' ryt_as Last
Marne Creation Time Time WachizaaN Modification
Time T
ime
4 : 0917:49.. | 7 8
3A13/2009 1148, FA2R/2009 827 772772009 8:04 3/13/200911:48...
umer 5-1-6-21-T46137...  3A13/200911:50... 7/27/2009 &:25.. TF/27/20098:03%.. FA14/200910:49.
<

Prafile Path

.| D:ADocuments a...

[:\Documents a...

[:\Documents &...

Size Of
Reqistry

262144
2883554

This component will also give us the following details:

CXXiii




4. The creation time of each user account will be displayed

5. Last date of the changes made to the registry and the profile folder will be
displayed

6. It gives information about the Security-1D of an account which is used widely for
referring to a particular account in the windows registry.

FILE TRACKER

This component will generate a report of the files in a particular drive. The
component will provide information about all the files (also the hidden ones) in the
drive satisfying the search criteria. The component will be initiated by selecting options
of date and drive name. As a result the system will generate a report of files satisfying
the search criteria. We can also select the time which will help us to see the desired

results.

File Tracker-Main

FILE TRACKER

Start Date OF Analpsiz E_D_?_,_E__?_,_EUUE______ |
Last date of Analysis I_I:I_.'-':-é-?E_EIDTEI_-_ m—

Select The Time Range

— |

T2 Min [0 3] sec 0 3

FROM Hour |0

Ta Haur .I:I :' kdin D + | Sec ._

ScanDisk] [ Cancel
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Select the date and time and then click Scan Disk which will display the result.

DispalyResult Q@@
FileM ame FileE stenzion CreationTime LasthcoessedTime  LastModificationTin LastModificationTin FullPath MFTRecordMu
oscomdl  |a WIB00BEAT . | TA4IZ00945E | ANIA0BEAT . |3HIA0IIIE . | WINDDWS\eyst | 2323 7
[ d WABPNBEAT | 7/IT009T 13 | ANA0B5AT . | 3HIA0IIIE . | WINDDWS\eyst | 2324
isdl i AA0085A . | PAT/2009BEG | 4A3/2008541 | 3A3/2009338 . WINDOWSsyst. | 2330
imaadp32acm | acm WAM00BEA9. . |7/27/2009749. . |4NI2008539 . | INLA9II | WINDOWS\gst. | 2335
imagebipdl | dl WI32008541 . | 7272009853 | 4132009547, 312009338, | WINDDWS\eyst . | 233
imapiese e WI32008542.. | F/2T2009827. | 4132008542, |30 | WINDDWS\syst . | 2337
’ Imapi.sys s | : {441 A1 |3

imgui.di d 132008541 | 7272009828, | 4132008541, |3AF/2009338.. | WINDDWS\eyst. | 2340

iz di ANVA05AN... |TZT/ANIBGS... [ANVABEAL... |3NYA0I3B... WINDOWS\eyst.. | 2341 ’
¢ : >

Total Clusters iigﬂ_gsi___] Starting Cluster| 3575823 J

| [ FieSlack

Data

83 7dfc 01 6o c20 00833 075236514351 01 741756 88¢ |
173531 0# 3583 10eBba 5 i eb7d/651530 1040
5574618110080 1560321065 18561 75 ¢ 15603110
210687613530 10358301 0e062c51 Fc6 463663z |

< T »

This component will give us the following information:
4. Modified, Accessed, Creation date and time and path for all the files satisfying the

search criterion will be displayed.

5. The starting cluster number and total number of clusters used, for all the files
found.

6. The data storage space that exists from the end of the file to the end of the last
cluster assigned to the file is called "file slack". File slack for all the files found
according to the search criteria should be displayed. The slack data will be
displayed in the format as it is stored on disk.

We can also view the graph of how much a particular type of file has been
accessed. The horizontal axis will show us the file extension and the vertical axis
will show us how many times it has been accessed.
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[ FileGraph

REG TRACKER

This component will generate a report of all the registry keys satisfying the search
criteria given by the user. It will also act as a registry viewer showing last write time as
additional information with each registry key. It will provide two options, first to view
the registry in tree form and second to specify the search criteria in order to view certain
keys. After selecting first option a registry view in tree form will be displayed. But if the
second option is selected, then the user needs to select different options of dates and root
key to make the search specific. As a result the component will show information of all
the registry keys satisfying the search criteria.

Reqg Tracker-Main 3]

Reg Tracker

{#) Load Entire Registry

{3 Specify parameters to load specific keys

[ Mext J [ Cancel J

By choosing the option of loading the entire Registry , you will get an interface which
shows all the registry keys along with their last write time .
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Registry View

= My Computer Al
#- HKEY_CLASSES _ROOT T
HKEY_CURREMT_USER Selected Mode Information
HKEY_LOCAL_ MACHINE
HKEY_LUSERS
[ .DEFAULT Last\write Time: 3122009 11:4% 16 AM
5 51519 MMDDAYY —

B

m

¥ AppEvents

e bl M ¢ _

# 515217481 3706718970611 21180 v |
< | |

i Walues: EE Data A
| (- Control Panel 0

i Ernimnnent ColorT able1 3338608

| [dentities R it

) Keyboard Layout lEoIorTableDE .32?58 |

I - Printers CalorT ableD3 8421376 z
| [t Software

[ UMICODE Program Groups |

' Sl hes ~|  FulPath HKEY_USERSYS-1519\Console

' [ 5-1-5-20 |

I 5-1-5-20_Clagzes |

i i

I

RENS SNAPSHOTER

This component will grab the data stored in standard list views, tree views, list
boxes, combo boxes, text boxes and edit boxes of the opened windows. This requirement
IS very important because it gives detailed information about all the opened windows in a
system. The provided information can be sorted in a much convenient way as
compared to capturing screenshots of opened windows and then analyzing them from
investigation point of view.

The component will display the title of the opened window and the  type, handle
and window class of each control of an opened window.
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Start Menu
Start Menu
Start Meru

<

RensSnapshoter

ComponentSelac..,
ComponentSelec.. ..
ComponentSelec. .
ComponentSelec. . |
I:omlpc-nentSeIec...
ComponentSelec.. ..
ComponentSelec. .
ComponentSelec.

ComponentSelac..,

Type

Button

| SpsListvien32

WindowsFormsz1...
|'wirdowsFomns? ..

WindowsForms1...

WitdowsForms1...
|'WindowsFamms1...
WindowsForms1...
_.Windou\-}s-Foulmﬂ....

WindowsFormsz1...

Windov\-}s-Foulmsi 3

| 327736

262290
193424
198428
138412
198408
195440
198434

| 461064

451002
E57616

L8]

Wizible

| False

| Falze

Falze
|Falze
| False
|False

Falze
| False
| False
|False

Falze

Wwindow Class

Button

| SpsListviewd2

windowsForms1...
|'WindowsFarms1...
windowsFormsT...
_.Windom-.ls-Fonrms'l. =
‘windowsForms1...
|'WindowsFarms1...
WindowsForms]...
_.Windom-.ls-Fonrms'l. =

WindowszForms]...

Process D
| 304
| 304

1508

1508
1508
1508
1508
1508
1508

| 1508
1508

explorer

| explorer

WA T ech.vehos

. [“findT ech.vsho:

Wind T ech.vshos

_.WinﬂiT echvsho*
WA T ech.vehos
[“findT ech.vsho:

Wind T ech.vshos

_.WinﬂiTECh.VShDE

WindTech.vehos ¥
>

Item: {E -mail}

Listviewltem: {Intemet Explorert

Listiewltern: fwindows Messenger)
Listviewltern: {Media Player Classic}
ListWiewlterm: {4dobe Reader 8} ListWiewSubltem: {Adobe Reader 8} ListViewSubltem: {}

Listiewltem: /LT media playert  ListViewSubltem {LC media player}  ListiewSubltem: §

Listviewmlter: {Micrazoft Office word 2007} ListfiewSubltern: {Microzaft Office ‘Word 2007}

ubltem:

{E -mail

ListviewSublter: {lntemet Explarert

Liztyiews

} ubltem: {0utlo

ListiewSubltem: {3

ubltern: Pwindows Messenger)

ListiewSubltem: {Media Player Classic}

ListviewSublterm:
ListfiewSubltem: {}

ListigwSubltern: {}
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