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ABSTRACT 

Development in the technology results highly in the development of malware and 
malicious activities to damage and destroy other systems. Android is one of the 
main platform where hackers and attackers put up their efforts because number of 
android users are increasing day by day. In the light of this we worked on an 
android antivirus. Antivirus are of two types , one signature base and other 
behavioral base antivirus. It is a behavioral base antivirus that categorizes the 
applications as high, medium and low risk and gives an option to the user to 
uninstall or trust the applications.We first gathered 1000 malicious and 500 benign 
applications which are tested against a set of rules to know about their behaviour. 
On the basis of the results, we refine the rules and finalize them. After these 
technical tasks we made an android application on the basis of these refined and 
finalized rules and then tested those against a set of 500 malicious and 500 benign 
Android applications. Then we calculated accuracy and efficiency of the designed 
system. In this thesis we explained all the steps and technicalities of our system 
with detailed explanation.  
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Chapter 1. Introduction 
 

1.1. Overview 
Development in the technology results highly in the development of malware and 
malicious activities to damage and destroy other systems. Android is one of the main 
platforms where hackers and attackers put up their efforts because no of android users are 
increasing day by day. So keeping in mind these all things it is necessary for us to 
overcome these problems, no of attempts are being made for this purpose, no of antivirus 
came in market and are coming. Similarly we made an attempt for such an issue and 
make a behavioral base android antivirus which categorize applications as high, medium 
and low risk and allow user to keep or uninstall the risky applications. 

STEPS FOR ANTIVIRUS COMPLITION: 

We will do it in following way. 

1. COLLECTION OF BENIGN AND MALICIOUS 
APPLICATIONS: 

To access a combination of benign and malicious apps, we chose third party app 
stores that have a bulk of malicious applications uploaded in disguise of the original ones 
and some available datasets of malicious applications on Virus Share and AMG. These 
third party app stores offer installation of apps except the authorized channels of 
installation, such as Google Play Store in our case. We used datasets from Virus Share, 
AMG and app stores like amazon appstore, getjar , f-droid etc to download a total of 
almost 1,500 applications. 

Out of these, approximately 1,000 were found to be malicious and 500 were 
found to be benign. The apps that were considered malicious mainly met one of the 
following conditions: 

• Spyware: These apps track user’s activities like SMS, Calls etc. and keep 
sending them to server without the knowledge and consent of user. 

• Trojans: These apps offered a covert purpose hidden behind an overt 
purpose. 

• Phishing Sites: These apps imitate another legitimate app to deceive user 
into logging in with their personal credentials at their platform in order to 
steal this sensitive information. 

• Hidden Processes: These are apps that run in the background, hiding 
themselves and on the lookout for certain events to happen. 
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To detect if an app is benign or malicious, we used a website named 
Virustotal.com. It analyzes suspicious files and URLs to detect types of malware, and 
automatically shares them with the security community. We uploaded .apk files of the 
applications that we have downloaded from our third party app store, and 
www.virustotal.com classified them on the basis of their malicious intents. This allows us 
to reach the first step of our project, i.e. to have a vast collection of applications that have 
been classified as malicious or benign, so we can use them for development and testing of 
our project. By matching the results with those that www.virustotal.com provided, we 
will be able to see if our app is working perfectly to detect malicious apps. 

 

2. TESTING OF APPLICATIONS AGAINST SET OF RULES: 

Now we will do a windows machine test of these applications against a given set of rules 
to gain a separate result for benign and malicious applications. Following steps will be 
done for this purpose 

• First we will get the apks using command “command dir into a text file”. 
• Now read that text file in java. 
• Now store all apks in ArrayList <String> 
• Now use android sdk tool aapt, use command “ command aapt-d permissions , to 

extract permissions from manifest file. 
• Now store these permissions in a separate ArrayList. 

(Same process will carry on for all the apks store in previous ArrayList) 

By doing this we will have all the permissions ready in permission ArrayList 

• Now one by one we will compare each apks permission to all the rules 
separately, while keep arranging it in a text file called comparison. 
The result of these applications against set of rules comes as follow 
 

Rule No Benign out of 540 Malicious out of  Benign % Malicious % 
 
Rule 1a 42 12 7.777777778 1.079136691 
Rule 1b 62 69 11.48148148 6.205035971 
Rule 1c 62 69 11.48148148 6.205035971 
Rule 1d 201 917 37.22222222 82.46402878 
Rule 1e 203 918 37.59259259 82.55395683 
Rule 2a 1 0 0.185185185 0 
Rule 2b 6 36 1.111111111 3.237410072 
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Rule 2c 6 36 1.111111111 3.237410072 
Rule 2d 15 653 2.777777778 58.72302158 
Rule 2e 15 657 2.777777778 59.08273381 
Rule 3a 4 0 0.740740741 0 
Rule 3b 20 6 3.703703704 0.539568345 
Rule 3c 20 6 3.703703704 0.539568345 
Rule 3d 42 144 7.777777778 12.94964029 
Rule 3e 43 144 7.962962963 12.94964029 
Rule 4a 195 341 36.11111111 30.66546763 
Rule 4b 196 434 36.2962963 39.02877698 
Rule 5a 3 0 0.555555556 0 
Rule 5b 11 35 2.037037037 3.147482014 
Rule 5c 11 35 2.037037037 3.147482014 
Rule 5d 24 597 4.444444444 53.68705036 
Rule 5e 24 597 4.444444444 53.68705036 
Rule 6a 0 0 0 0 
Rule 6b 0 0 0 0 
Rule 6c 2 179 0.37037037 16.0971223 
Rule 7 0 0 0 0 
Rule 8 131 65 24.25925926 5.845323741 
Rule 9a 0 0 0 0 
Rule 9b 0 0 0 0 
Rule 10a 0 0 0 0 
Rule 10b 83 5 15.37037037 0.449640288 
Rule 11 36 38 6.666666667 3.417266187 
Rule 12a 46 97 8.518518519 8.723021583 
Rule 12b 175 233 32.40740741 20.95323741 
Rule 13a 43 81 7.962962963 7.284172662 
Rule 13b 152 217 28.14814815 19.51438849 
Rule 14 5 77 0.925925926 6.924460432 
Rule 15 6 80 1.111111111 7.194244604 
Rule 16 2 0 0.37037037 0 
Rule 17a 15 28 2.777777778 2.517985612 
Rule 17b 69 116 12.77777778 10.43165468 
Rule 17c 69 116 12.77777778 10.43165468 
Rule 17d 69 116 12.77777778 10.43165468 
Rule 17e 69 116 12.77777778 10.43165468 
Rule 18a 53 8 9.814814815 0.71942446 
Rule 18b 55 10 10.18518519 0.899280576 
Rule 19a 12 5 2.222222222 0.449640288 
Rule 19b 36 28 6.666666667 2.517985612 
Rule 20 0 2 0 0.179856115 
Rule 21a 1 0 0.185185185 0 
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Rule 21b 1 0 0.185185185 0 
Rule 22 334 573 61.85185185 51.52877698 
Rule 23 75 114 13.88888889 10.25179856 
Rule 24 277 102 51.2962963 9.172661871 
Rule 25 126 30 23.33333333 2.697841727 
Rule 26 2 4 0.37037037 0.35971223 
Rule 27 0 0 0 0 
Rule 28a 13 63 2.407407407 5.665467626 
Rule 28b 13 63 2.407407407 5.665467626 
Rule 29a 3 0 0.555555556 0 
Rule 29b 3 0 0.555555556 0 
Rule 30a 0 0 0 0 
Rule 30b 0 0 0 0 
Rule 31 2 16 0.37037037 1.438848921 
Rule 32 38 83 7.037037037 7.464028777 
Rule 33 5 3 0.925925926 0.269784173 

 

 

 
3. REFINEMENT: 

In previous step we tested the applications against a given set of rules, but in these 
rules some rules show repetition in applications so we have refined those rules. 
First we had 33 rules which includes their sub rules which make it 64 rules, so 
after doing refinement we have decreased these rules to 22, which will be again 
tested against some applications in testing section. The result of refinement comes 
as  
 
 
 

Rule No 
Benign out of 
540 Malicious out of 1112 Benign % Malicious % 

 
Rule 1d 201 917 37.22222222 82.464028  
Rule 1e 203 918 37.59259259 82.553956  
Rule 2b 6 36 1.111111111 3.2374100  
Rule 2c 6 36 1.111111111 3.2374100  
Rule 2d 15 653 2.777777778 58.723021  
Rule 2e 15 657 2.777777778 59.082733  
Rule 3d 42 144 7.777777778 12.949640  
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Rule 3e 43 144 7.962962963 12.949640  
Rule 4b 196 434 36.2962963 39.028776  
Rule 5b 11 35 2.037037037 3.1474820  
Rule 5c 11 35 2.037037037 3.1474820  
Rule 5d 24 597 4.444444444 53.687050  
Rule 5e 24 597 4.444444444 53.687050  
Rule 6c 2 179 0.37037037 16.09712  
Rule 12a 46 97 8.518518519 8.7230215  
Rule 14 5 77 0.925925926 6.9244604  
Rule 15 6 80 1.111111111 7.1942446  
Rule 20 0 2 0 0.1798561  
Rule 28a 13 63 2.407407407 5.6654676  
Rule 28b 13 63 2.407407407 5.6654676  
Rule 31 2 16 0.37037037 1.4388489  
Rule 32 38 83 7.037037037 7.4640287  

 
 

4. CREATION OFF APPLICATION : 
We created a simple interface of DNA antivirus application in android studio, we 
make this application as simple that anyone having some knowledge of android 
and it’s applications can use it easily. 
 

5. TESTING : 
Previously we refined some rules and and after refinement we get 22 rules which 
we tested them against more 500 benign and 500 malicious applications which are 
different from previous applications The result of these application was 
 
 

Rule No 
Benign out of 
500 Malicious out of 500  Benign % Malicious % 

 
Rule 1d 127 125 25.4 25 
Rule 1e 130 125 26 25 
Rule 2b 14 62 2.8 12.4 
Rule 2c 14 62 2.8 12.4 
Rule 2d 14 62 2.8 12.4 
Rule 2e 15 62 3 12.4 
Rule 3d 51 45 10.2 9 
Rule 3e 54 45 10.8 9 
Rule 4b 132 352 26.4 70.4 
Rule 5b 13 10 2.6 2 
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Rule 5c 13 10 2.6 2 
Rule 5d 13 10 2.6 2 
Rule 5e 14 10 2.8 2 
Rule 6c 0 1 0 0.2 
Rule 12a 54 9 10.8 1.8 
Rule 14 2 2 0.4 0.4 
Rule 15 2 2 0.4 0.4 
Rule 20 0 0 0 0 
Rule 28a 15 70 3 14 
Rule 28b 15 70 3 14 
Rule 31 0 0 0 0 
Rule 32 49 50 9.8 10 

 

 

 

 

1.2. Problem Statement 
As android is getting popular day by day and the open source nature of android, the 
attackers try to  and make their priority to target all the malicious  applications over other 
mobile operating systems. There also present someeffective antivirus software firms and 
products but somehow the approach they use is not totally appropriate for mobile phones. 

1.3. Approach 
We tried to use less information and computer computational properties as possible as we can. 
This was done to get accurate results for identifying malicious applicationsdevoid ofessentially 
installing these applications.In this application user’s are warned and it’s totally upto user to 
uninstall or to keep that application on his/her own risk.the manifest file of each application 
contains it’s permission because of which we save a lot of computational resources for getting the 
source code. In our thesis,we took 1000 malicious and 500 benign applications through many 
open source websites,we get to know about their benign and malicious behavior by getting their  
apks and check it through site www.virustotal.com. After that, we manually analysed the source 
code and manifest files for permissions required for each App.   

1.4. Scope 
As with the increase in technology, android is becoming popular day by day and number 
of users of android is also increasing on daily basis. As the number of users of android is 
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increased, the numbers of malicious attacks are also increasing day by day. The purpose 
of these attacks is to steal private information and consumer credit by subscribing to 
some of the premium services. There are many antivirus solutions available but these 
antivirus mostly uses signature base algorithms which will fail if some new virus comes 
to market, as they will not have the signature of that malicious application, so they will 
not be able to find zero days attack. So in the light of this issue, in our thesis we present a 
behavioral base antivirus that is use for detecting both malware and zero days attack. Our 
antivirus will be able to detect those zero days attack that other antivirus will fail to do it. 
Our antivirus will outperform other such applications that are running on android. 

1.5. Objectives 
The main objective of this Android Antivirus is to hold the zero day attacks which can 
only be stopped using a behavior based Antivirus which uses a specially planned 
algorithm to learn the behavior of the system calls, strings, permissions and mixtures of 
permissions to examine the application whether is it safe to run or malicious. Generally 
the Antivirus which are obtainable on the internet and the normally used Antivirus which 
are used by everybody are signature based which practices available signatures on the 
internet of preprogrammed virus patches to find out the malicious application. 
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1.6. Deliverables 
 

Sr Tasks Deliverables 

1 Literature Review Literature Survey 

2 Requirements 
Specification 

Software Requirements Specification document 
(SRS) 

3 Detailed Design Software Design Specification document (SDS) 

4 Implementation Project demonstration 

5 Testing Evaluation plan and test document 

6 Training Deployment plan 

7 Deployment Complete application with necessary documentation 
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Chapter 2. Literature Review 
2.1 Behavioral – Based dynamic analysis 

Activestudy can also be done for chasing of data flow in the mobile  suited applications, 
mostly in cases like Android malware recognition. Theseemphases on Application’s 
runtime performance, an example to this is to get inside the private material without 
giving any clue to the user or maybe by trying sending test messages in it’s 
background.On the other hand, numerous benign Applications tootransfer sensitive 
informationtoaccomplish their mandatory functionality, specially multiple functional or 
communicational and public Applications alike instagram,Facebook and wechat. For 
example, if we take facebook application, a user takes some snap, then he might access 
the GPS data, he might access the phone list after GPS and might send this information to 
some collegue. In the givensituation, the Applicationmight accesses somewhat a 
percentageof complex and sensitivedata and spread the data through some SMS or by 
some means of Internet, which mustattentive the dynamicexamination mechanism 
thenexpress it to be a malicious behavior.  

2.2 Android permission model 
Permission prototypes have turn out to be the main security toolsmeant forandroidbased 
operating system togive access control to some sensitive data or hardware. According to 
some internet sources, Android applications have no permission to do any such operation 
that can affect any kind of user information. An android application usually functions in 
the sandbox with its distinctive system distinctiveness. So each android application is 
usually divided from the other application.The modern OS of mobiles like  android, IOS  
and other, the permission of android has a good control over OS. Every application in 
android should have a androidmanifest.xml file in it.The basic purpose of this manifest 
file is to give almost every relevant statistics and figures about the application, it also 
includes system all permissions. Android  permission system consists of four permission 
types. First two classifications are classified as Signature permissions and System 
permissions, these applications are notdesigned for some third party apps. The other two 
permissions are dangerous permissions and normal permissions which are only present so 
that it can be request by applications. Some experiments show that around 200 different 
type of permissions are currently available.Such a large set of permissions make it 
difficult for ordinary users to classify a app as malicious or not. 

 

2.3Typical Permissions 
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In such permissions , some permissions are dangerous as compare to others  in term of 
security out of 200 permissions. 

2.3.1 Privacy Associated Permissions 

Some threats try to get users personal data that is not for them. Many of these permissions are 
usually read permissions. An example of it is that an application like zapya should not have 
access to your messages. 

• Access_Fine_Location: It gives access to approximately precise location.  

• Body_Sensors: Gives access to factors related to human body like heart rate etc. 

• Call_Phone: It gives permission to user to dial call without the permission of the user. 

• Camera: It gives illegal access to some camera features. 

 • Get_Accounts: It gives account access illegally. 

• Read_Calendar: It give access to data related to calendar.  

 

2.3.2 Write or Amend Related Permissions 

Some threats try to change user’s  information (private), among them some might mislead that 
information. 

• Add_Voicemail: Gives a chance to application to add some voicemail in the system. 

• Process_Outgoing_Calls: Give access to some outgoing call and it may abort or redirect that 
call..  

• Send_Sms: Gives access to a application to send messages. 

• Write_Calendar: It gives access so that one can write on user’s own calendar. 
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Chapter 3. Software Req. Specification (SRS) 

3.1. Introduction 
Purpose 
This document describes the software design and specification for Android Antivirus 
(DNA Antivirus). This document will also show the interface of DNA antivirus. 

Document Conventions 
• Heading are prioritized in a numbered fashion, the highest priority heading having 

a single digit and subsequent headings having more numbers, according to their 
level. 

• Font used is Calibri (body). 
• All the main headings are of size 22 and bold. 
• All the second level sub-headings are of size 16 and bold. 
• All the further sub-headings are of size 14 and bold. 

Intended Audience and Reading Suggestions 
This document is useful for all customers and developers and all the stakeholders 
involved. The reader of this document should have basic knowledge related to android, 
it’s function and malware in android world. 

Project Scope 
To get release from malware, Antivirus is an application or software that can be used to 
set ourselves save from viruses.As with the increase in technology, android is becoming 
popular day by day and number of users of android is also increasing on daily basis. As 
the number of users of android is increased, the numbers of malicious attacks are also 
increasing day by day. The purpose of these attacks is to steal private information and 
consume credit by subscribing to some of the premium services. There are many antivirus 
solutions available but these antivirus mostly uses signature base algorithms which will 
fail if some new virus comes to market, as they will not have the signature of that 
malicious application, so they will not be able to find zero days attack.Many antiviruses 
have many functionalities to detect and get the malware deleted but in our project we will 
use limited functionalities as it is the initial version and basics of our final year project. 
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3.2. Overall Description 
Product Perspective 

The antivirus works independently. Our antivirus has a simple and easy interface, it has 
user friendly interface, that can be used by anyone having some knowledge about android 
phone and it’s programs. 

Software interface: Our antivirus has a simple and easy interface, it has user friendly 
interface, that can be used by anyone having some knowledge about android phone and 
it’s programs. 

 

Hardware interface: The software will run on an Android device. 

 

Userinterfaces 

Customer:The user interface of customer must be spontanious, so that99.9% of 
all new DNA antivirus users are able to scan and clean their system without any 
assistance. 

Maintainer: The maintainer is responsible for adding new features to the 
software and updating existing DNA antivirus. A maintainer should be possible 
to update the changes in the existing DNA antivirus software. 

Product Features 

DNA antivirus has a simple and easy to use interface, DNA antivirus can detect 
malware by analyzing it’s behavior. There are set of rules on the basis of which 
the antivirus categorizes the application risk level (we have 64 such rules, 33 rules 
and then further it’s sub rules). So DNA antivirus strengthens your device and 
gives it a basic security against many malwares. The antivirus also helps the 
device to work properly and smoothly. The DNA antivirus give option to it’s user 
to either keep or uninstall the threatening application. The antivirus scans your 
whole device and detects malware in it. As it is our basic level so for now the 
antivirus has limited functionalities but in near future more work can be done on it 
, to enhance its performance and credibility. 
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User Classes and Characteristics 

Characteristics: There are several users of the DNA Antivirus : 

 

Customers are simply members of the general public with no special training. 

Maintainers must be experienced Ethical hackers, to be able to add new features 
to the software according to requirement of the security of the systems. 

Operating Environment 

The hardware, software and technology used should have following specifications:  

• Ability to scan the application in the system.  
• Ability to find risk level of an application. 
• Ability to uninstall or keep that application. 
• Supported by Android (All Versions). 
• Ability to speedup system  
• Enhanced user interface. 
• Enhanced system performance. 

 

Design and Implementation Constraints 

• A Functional Android Device. 

 

Virus Scan: 

• Display a message at top of the interface, “Regular virus scan will help you 
remove threats promptly”.  

• It categorizes the app in categories like high risk, medium risk and low risk 
respectively. 

• Privacy can also be altered of those applications who have privacy issues. 
• When the system is scanned it also gives us the list of applications who has 

privacy issues. 
• You can either delete the malicious applications with risk or trust the applications. 
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Tool Box: 

• Contains different tools. 
• Apk studio 
• Android studio 
• Dex2jar 
• Algorithm rules 
• Eclipse 
• Jd gui 

2.6Assumptions and Dependencies 

• Hardware never fails  
• Software does not crashes.  
• Antivirus is installed in supporting operating system.   

Specific Requirements 

Functional Requirements 

Functional requirements has two main sections, one of them work for DNA 
antivirus while the other one works for the system. 

 Requirements DNA Antivirus 

DNA antivirus has categorize it’s requirements in the following ways. 

• General necessities 
• Necessities for authorization 
• Necessities for a transaction. 

 

 

General 

Functional requirement 1: 

• Description: Install DNA antivirus in the system. 

• Input:DNA antivirus is installed in the system.  
• Processing: Installing DNA antivirus 
• Output: DNA antivirus is ready to use. 

Functional requirement 2: 
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• Description: If the operating system does not support DNA antivirus software, Then 
display the error message. 

• Input: Setup is installed. 
• Processing: The operating system does not support the setup. 
• Output: Display an error message. Abort installation process. 

Functional requirement 3: 

• Description: The should check if the installation process is followed correctlyor not. 
• Input:Now thecustomershould enter the setup of software. 
• Processing:Now heck ifthe installation process is correct 

• Output: Display error message if the installation process is incorrect. 

Functional requirement 4: 

• Description: If the installation process is correct, the DNA Antivirus setup should be 
installed properly. 

• Input:Correct process. 
• Processing: Installing the setup. 
• Output: Initiate installation complete dialog 

Functional requirement 5: 

• Description: The theme is to be selected by the user. 

• Input: Theme is selected by the user. 
• Processing: Applying the theme. 
• Output: Update the theme. 

 

Functional requirement 7: 

• Description : The user has now scanned applications into the categories such as high 
risk, medium risk or low risk. 

• Input: The user now select the application at high risk. 
• Processing: It then shows the application details as to what all permissions and what 

calls does it can make in your system so you delete/uninstall it. 
• Output:The application at high risk is then deleted from your system. 

Functional requirement 8: 

• Description: When the user wants to Scan the system. 
• Input: The user selects the Scan button when open the Antivirus. 
• Processing: It scans files and folders for the viruses and worms. 
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• Output: Displays the number of threats found in the system and displays the name of the 
applications which contains the threat whether high, medium or low. 

Other Nonfunctional Requirements 

Performance Requirements 

• High scanning rate 
• Uninterrupted scanning process 
• Minimum false positive result 

Safety Requirements 

• The use of Android Antivirus should have no harm. 
• If the application crashes then it should not delete or change any data regarding 

applications. 

Security Requirements 

• Users are advised to scan their system after every few days specially when installing new 
application. 

• Users are advised to remove the malicious applications from the system which are 
suggested. 

 

 

 

Software Quality Attributes 

 
 

5.4.1 Availability: The services of DNA Antivirus on your device has to be available 24 
hours a day. 

5.4.2 Maintainability: The developer of DNA antivirus can make changes and add new 
features to DNA antivirus. 
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3.3. External Interface Requirements 
User Interfaces 
Responsive graphical user interfaces must be provided to user to work with the 
application.  Here are few dummy screenshots of the application: 

Main Screen: 
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Scanning Screen: 

 

 

 

 

Threat List Screen: 
1: HIGH RISK APPLICATIONS: 



Android Antivirus 

20 

 

 

2. MEDIUM RISK APPLICATIONS: 
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3.LOW RISK APPLICATIONS: 
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Trust/Uninstall Screen: 

 

Chapter 4. Design and Development 

4.1. Introduction 
The document SDS (SOFTWARE DESIGN SPECIFICATION) shows the  system design and 

architecture of our antivirus “DNA ANDROID ANTIVIRUS”. It usually shows design detail 
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diagrams and the explanations. This is done to help all the possible stakeholders to get to know 

about the design and detail of the product (DNA ANTIVIRUS). The document will also take part 

in helping the maintainers and developers in their field respectively. 

 

1.1 Purpose 

The document describes the software design and specification for Android 
Antivirus (DNA Antivirus). This document will also show the interface of DNA 
antivirus. 

4.1 Document Conventions 

• The document text is shown in Times New Roman 12. 

• The space between document text is single space and 1.5” margin distance is maintained 

in between. 

• We used New Times New Roman with font 14 for all the main headings of the document. 

 

1.4 Intended Audience and Reading Suggestions 

This document is made for customers, developers and all the possible 
stakeholders involved. The reader of document must have a basic knowledge of 
android, malware and anti-viruses. 

 

 

 

 

1.5 Project Scope 

As with the increase in technology, android is becoming popular day by day and number 
of users of android is also increasing on daily basis. As the number of users of android is 
increased, the numbers of malicious attacks are also increasing day by day. The purpose 
of these attacks is to steal private information and consume credit by subscribing to some 
of the premium services. There are many antivirus solutions available but these antivirus 
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mostly uses signature base algorithms which will fail if some new virus comes to market, 
as they will not have the signature of that malicious application, so they will not be able 
to find zero days attack. So in the light of this issue, in our thesis we present a behavioral 
base antivirus that is use for detecting both malware and zero days attack. Our antivirus 
will be able to detect those zero days attack that other antivirus will fail to do it. Our 
antivirus will outperform other such applications that are running on android. Though it is 
a beginner level so our antivirus will have minimum functionalities but the developers 
and maintainers can work on them in near future. 

 

 

1.7 Overview of Document 

 Our document will focus on identifying and specifying the high level view of our system 

architecture. It will also show the interaction of user with the system. The document will also 

focus on the details of low level view of components of DNA software and their interactions with 

each other. 

The purpose of this document is to give a high level design framework which will help us to build 

the project DNA antivirus. The document will also help to check the final product by listing all of 

it’s requirements and tell us if we have implemented our project successfully or not.. 

Our main emphasis of the document is system architecture description as it gives the 

overview of system’s main components and its architecture. 

The Pseudo code section is to provide pseudo code so to provide the planned operations 

of some components. This thing is beyond our scope in this beginning version. 

2. System Architecture Description 
 

2.1 Structure and relationships 
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 This section covers the overall technical description of DNA ANTIVIRUS. It shows the 

working of application in perspective of different viewpoints  and shows relationships 

between different components. 

 2.2.1 Static View 

  Use Case Diagram 

  Following diagram shows functionalitiesof the system as the actor interacts with 

system. 
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2.2.1.1 Use case for DNA ANTIVIRUS 

 

Install 

Use Case ID 1 

Use Case Name Install 

Actors User 

Created By Group Members Last Updated By Group Members 

Date Created 8/1/2018 Last Updated 8/1/2018 

Description The actor downloads and installs the antivirus from google play store. 

Pre-Conditions Android device, 2GB RAM. 

Post-Conditions  Installation completed. 

Normal 

Flow(Primary 

Scenario) 

The use case starts when an actor opens the mobile application. 

 The actor  opens the google playstore. 

 Downloads the ant ivirus . 

 Ins ta l ls  the  ant ivirus . 
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Scan 

Use Case ID 2 

Use Case Name Scan 

Actors User 

Created By Group Members Last Updated By Group Members 

Date Created 8/1/2018 Last Updated 8/1/2018 

Description The actor opens the application on android device. 

Pre-Conditions 1. Android device. 

2. Application is opened. 

Post-Conditions If the use case is successful then Scan will start during which the application will look 

for malware on the device or selected applications Scan button. 

Normal 

Flow(Primary 

Scenario) 

1. The use case starts when an actor selects the Scan button 

  2.    After the scan is complete a list of the detectected malware will be catrgorized into 

three categories i.e Hish Risk, Medium Risk and Low Risk 

  3.    Results will be displayed to the user 

Update 

Use Case ID 3 
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Use Case Name Update 

Actors Admin 

Created By Group Members Last Updated By Group Members 

Date Created 8/1/2018 Last Updated 8/1/2018 

Description The user downloads the updates from google playstore. 

Pre-Conditions 1. Android device. 

2. Android antivirus is installed 

Post-Conditions Updates are successfully installed. 

Normal 

Flow(Primary 

Scenario) 

The user downloads and installs the updates from google playstore. 

 

 

 

Delete 

Use Case ID 4 

Use Case Name Delete 

Actors User 

Created By Group Members Last Updated By Group Members 

Date Created 8/1/2018 Last Updated 8/1/2018 
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Description Scan has been performed and record of the detected malware threat is present in the log. 

Pre-Conditions The Antivirus has scanned all the applications in the system and categorized them into 

different threat level. 

Post-Conditions The message “the detected malware threat with high risk which you selected has been 

deleted/unistalled” will be displayed. 

Normal 

Flow(Primary 

Scenario) 

1. Scan is successful. 

2. Threats has been detected. 

3. Display Scan results to the user. 

4. Categorize the detected threats into three levels, High, Medium, Low. 

5. The user deletes the malicious application which he/she wants. 

 

 

 

 

 

 

 

Trust 

Use Case ID 5 

Use Case Name Trust 

Actors User 

Created By Group Members Last Updated By Group Members 

Date Created 8/1/2018 Last Updated 8/1/2018 

Description The actor trusts the application with threat. 
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Pre-Conditions The Antivirus has scanned all the applications in the system and categorized them into 

different threat level. 

Post-Conditions The message “The application with threat has been trusted” is dislayed. 

Normal 

Flow(Primary 

Scenario) 

6. S can is successful. 

7. Threats has been detected. 

8. Display Scan results to the user. 

9. Categorize the detected threats into three levels, High, Medium, Low. 

1. The user trusts the malicious application which he/she wants. 

 

 

 

 

 

 

 

 

 

2.2.2 Dynamic View 

 

  Sequence Diagram 

INSTALL : 
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SCAN : 
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UNINSTALL/DELETE: 

 
 

 

 

 

 

IGNORE / TRUST : 

2.2.4 Logical View Point 

 Class Diagram 
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ACTIVITY DIAGRAM : 
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3.  User Interface 

3.1 Interface (GUIs) 

Generally Telemap consists of two main interfaces i.e. Mobile app interface and server or website 

interface. Purposed interface of android app is given below 

 

3.1.1 Mobile app Interface 
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4.Reuse and Relationship to other Products  

The main theme of this project is to monitor the QoS parameters of all the telecommunication 

providers i.e. Ufone, Mobilink, Telenor, Zong and Warid.  

Signal strength, Location and time are the main parameters which is added to the scope of this 

project, measure across the maximum achievable characteristics using android mobile phone. 

The calculated data will be transmitted to the GIS based server application which will plot the 

Signal strength of different service providers by using statistical and graphical locations. On the 

server side, GIS based mapping, application will receive the data and present it in different 

analysis modes 

 This app is simple and install to go system that can reduce the effort required to look for a best 

available network in some specific area. 

 

 

 

5. Design Decisions and Tradeoffs  

 

This android app can be used in different aspects for example if any user is interested in buying 

any cellular network i.e. Ufone,Mobilink,Warid,Zong and Telenor. This can be helpful for them. It 

also important for anyone who wants information regarding any cellular company performances 

i.e. their signal strength etc. 

We can provide this tool to different cellular companies where they can check their performance. 

It can be helpful regarding complaints issues for cellular companies. 

6. Bibliography  
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Appendix B – Project Proposal 

 

1. Project Title: 

 

“ANDROID ANTIVIRUS” 

2. Objective/Brief Description: 

The objective of DNA antivirus is to 

• Ability to scan the virus in the system. 
• Ability to tackle zero day attacks. 
• Ability to alter privacy settings 
• Ability to remove the virus from the system. 
• Supported by Android (All Versions). 
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3. Motivation: 

As increase in technology, android user’s has also increased and more and more applications are 

coming to android play source through means of many sources and downloads of these 

applications are also increasing on daily basis. 

With the increase in popularity of android, attackers are also increasing their part by 

increasing their attacks on daily basis. 

So keeping this in mind, to secure a system and device there must be some remedy and 

precautions, antiviruses are made to cure these attacks, there are many antiviruses in the 

market, mostly of them are signature based antivirus which are only good for old malware 

but for new malwares whose signatures are not present , these antiviruses fail dramatically. 

   So keeping it in mind we make a behavioral based antivirus that work on algorithms rather 

than signatures. 

 

Scope: 

As with the increase in technology, android is becoming popular day by day and number 
of users of android is also increasing on daily basis. As the number of users of android is 
increased, the numbers of malicious attacks are also increasing day by day. The purpose 
of these attacks is to steal private information and consume credit by subscribing to some 
of the premium services. There are many antivirus solutions available but these antivirus 
mostly uses signature base algorithms which will fail if some new virus comes to market, 
as they will not have the signature of that malicious application, so they will not be able 
to find zero days attack. So in the light of this issue, in our thesis we present a behavioral 
base antivirus that is use for detecting both malware and zero days attack. Our antivirus 
will be able to detect those zero days attack that other antivirus will fail to do it. Our 
antivirus will outperform other such applications that are running on android. 

5. Objective: 

The core objective of ourAndroid Antivirus is to tackle the zero day attacks which can 
only be prevented using a behavior based Antivirus which uses a specially designed 
algorithm to study the behavior of the system calls, strings, permissions and combinations 
of permissions to analyze the application whether is it safe to run or malicious. Normally 
the Antivirus which are available on the internet and the typically used Antiviruses which 
are used by everyone are signature based which uses available signatures on the internet 
of predetermined virus patches to find out the malicious application. 
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6. Functionalities: 

Functionalities are well described above, under the overall description part. 

 

7. Previous Work Done on the Subject:Signature based Antiviruses are common but behavior 

based Antivirus has not been given much attention in Pakistan especially because of its 

complications. 

 

8. Material Resources Required: 

Hardware: 

Android mobile 

Software: 

Java platform, Apk studio, Eclipse, dex2jar, jd gui. Android Studio 

Discipline: 

Information security, Android programming 

Operating System: 

Android (all versions) 

 

9. No of Student Required:  03 

 

10. Special Skills Required: 

• Java language 
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• Scripting 

• Sound knowledge on information security 

• Knowledge about malwares and their types 

 

 

 

Appendix C – Project Timeline 
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Appendix D – Rules for Algorithm 

 Rule # Features in each Rule 

Reading Phone 
Credentials 

1a 

android.permission.READ_PHONE_STATE 

android.permission.INTERNET (conn) 

android.permission.INTERNET (upload) 

Making File 

Contacting a Remote Server 
 

1b 

android.permission.READ_PHONE_STATE 

android.permission.INTERNET (Upload) 

Zip Archive OR File 
 

1c 

android.permission.READ_PHONE_STATE 

android.permission.INTERNET (conn) 

Zip Archive OR 
 

1d 
android.permission.READ_PHONE_STATE 

android.permission.INTERNET (conn) 
 

1e android.permission.READ_PHONE_STATE 
 

Sending SMS 

2a 

android.permission.SEND_SMS 

android.permission.INTERNET (conn) 

android.permission.INTERNET (upload) 

Zip Archive 
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Making File 

Contacting a Remote Server 
 

2b 

android.permission.SEND_SMS 

android.permission.INTERNET (Upload) 

Zip Archive OR 

Making File 
 

2c 

android.permission.SEND_SMS 

android.permission.INTERNET (conn) 

Zip Archive OR 

Making File 
 

2d 
android.permission.SEND_SMS 

android.permission.INTERNET (conn) 
 

2e android.permission.SEND_SMS 
 

Reading Contacts 

3a 

android.permission.READ_CONTACTS 

android.permission.INTERNET (conn) 

android.permission.INTERNET (upload) 

Zip Archive 

Making File 

Contacting a Remote Server 
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3b 

android.permission.READ_CONTACTS 

android.permission.INTERNET (Upload) 

Zip Archive OR 

Making File 
 

3c 

android.permission.READ_CONTACTS 

android.permission.INTERNET (conn) 

Zip Archive OR 

Making File 
 

3d 
android.permission.READ_CONTACTS 

android.permission.INTERNET (conn) 
 

3e android.permission.READ_CONTACTS 
 

Access Wi-Fi State 
4 

android.permission.ACCESS_WIFI_STATE 

android.permission.INTERNET (conn) 
 

Listening to Incoming 
messages 

5a 

android.permission.RECEIVE_SMS 

android.permission.INTERNET (conn) 

android.permission.INTERNET (upload) 

Zip Archive 

Making File 

Contacting a Remote Server 
 

5b 
android.permission.RECEIVE_SMS 

android.permission.INTERNET (Upload) 
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Zip Archive OR 

Making File 

 
 

5c 

android.permission.RECEIVE_SMS 

android.permission.INTERNET (conn) 

Zip Archive OR 

Making File 
 

5d 
android.permission.RECEIVE_SMS 

android.permission.INTERNET (conn) 
 

5e android.permission.RECEIVE_SMS 
 

Installing Packages 

6a 

copy Assets 

android.permission.INSTALL_PACKAGES 

chmod 775 OR 

Root Shell 
 

6b 

copy Assets 

chmod 775 OR 

Root Shell 
 

6c 
copy Assets 

android.permission.INSTALL_PACKAGES 
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Encryption 

7 

Hashing SHA1 

Key Ciphers 

PRNG 

Hashing MD5 
 

Enabling USB Mode 
8 

 Enabling USB Mode 
 

Installing other 
Applications 

9a 

action.download_apk 

intsall apps 

Download files 
 

9b 
action.download_apk 

intsall apps 
 

Rooting/Shell Scripts 

10a 

action.download_shells 

chmod 

Root Shell 
 

10b 
action.download_shells 

Root Shell 
 

Phone State and Audio 

11 

android.permission.READ_PHONE_STATE 

android.permission.RECORD_AUDIO 

android.permission.INTERNET (conn) 
 

Access FINE Location 

 
12a 

android.permission.ACCESS_FINE_LOCATION 

RECEIVE BOOT COMPLETED 
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android.permission.INTERNET (conn) 
 

12b 
android.permission.ACCESS_FINE_LOCATION 

android.permission.INTERNET (conn) 
 

Access CORASE Location 

13a 

android.permission.ACCESS_COARSE_LOCATION 

RECEIVE BOOT COMPLETED 

android.permission.INTERNET (conn) 
 

13b 
android.permission.ACCESS_COARSE_LOCATION 

android.permission.INTERNET (conn) 
 

Receive/Write SMS 
14 

android.permission.RECEIVE_SMS 

android.permission.WRITE_SMS 
 

Send/Write SMS 
15 

android.permission.SEND_SMS 

android.permission.WRITE_SMS 
 

CALL_PRIVILEGED 
16  android.permission.CALL_PRIVILEGED 

 

Calling Phone 

17a 

android.permission.CALL_PHONE 

Internet 

android.permission.PROCESS_OUTGOING_CALL 
 

17b 

android.permission.CALL_PHONE 

Internet 
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17c 

android.permission.PROCESS_OUTGOING_CALL 

Internet 

 

17d 
 android.permission.CALL_PHONE 

 

17e 
 android.permission.PROCESS_OUTGOING_CALL 

 

Accessing Web and Social 
Media 

18a 

Accessing Twitter 

Internet 

Web Search 
 

 
18b 

Accessing Twitter 

Internet 
 

Uploading Bluetooth data 
19a 

Bluetooth 

Upload Files 
 

19b  Bluetooth 
 

Starting Service 

20 

Service 

BOOT_COMPLETED 

INTERNET 
 

Accessing MOCK 
Location 

21a 

android.permission.ACCESS_MOCK_LOCATION 

RECEIVE BOOT COMPLETED 

android.permission.INTERNET (conn) 
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21b 
android.permission.ACCESS_MOCK_LOCATION 

android.permission.INTERNET (conn) 
 

Writing to External 
Storage 23 

 WRITE_EXTERNAL_STORAGE 
 

Web Search 

24 

WEB_SEARCH 

DOWNLAOD 

INTERNET 
 

Contacting Server 
25 

SERVER 

INTERNET 
 

Installed Packages 
26 

LIST OF PACKAGES 

INTERNET 
 

Reading Logs 
27 

READ_LOGS 

INTERNET 
 

Mounting/Un-mounting 
File Systems 28a 

MOUNTING/UNMOUNTING 

INTERNET 
 

28b 
 MOUNTING/UNMOUNTING 

 

SET_DEBUG_APPS 
29a 

SET_DEBUG_APPS 

INTERNET 
 

29b 
 SET_DEBUG_APPS 

 

Format File Systems 30a FORMAT_FILE_SYSTEMS 
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INTERNET 
 

30b 
 FORMAT_FILE_SYSTEMS 

 

Delete Packages 
31 

 android.permission.DELETE_PACKAGES 
 

Write Settings 
32 

 android.permission.WRITE_SETTINGS 
 

Write Security Settings 
33 

 

android.permission.WRITE_SECURE_SETTINGS 
 

 

 

 

 

 

Chapter 5. Project Test and Evaluation 

5.1. Introduction 
Any device without using good security is considered unsafe, now-a-days. So, there is a 
strong need for security precautions to get rid of dangerous attacks and threats to protect 
your device. 
 
DNA antivirus sponsored by NESCOM is also an advancement towards better security 
for android systems. With the help of this antivirus, user will be able to scan there whole 
system or can perform a custom scan. It will provide them the ability to uninstall the 
applications that are on risk and can provide some sort of harm to your system. The 
antivirus will categorize the applications in term of it’s risk. We categorize this as follows 

• High level risk 
• Medium level risk 
• Low level risk. 
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Our application has a simple interface that can be used by anyone having a little 
knowledge of android phones. 
 
This test plan document describes the appropriate process and methods used to plan 
testing of the ANDROID ANTIVIRUS project. The test plan will ensure that DNA 
ANTIVIRUS works as intended without any failure. 
 
We are performing manual testing of the project i.e.; no tool or script is being utilized for 
testing purpose. Usually this type of testing is carried out when the tester takes  the 
character of an end user and examine the software to classify any unpredicted behavior or 
may be bug. First of all, each unit (module) will be tested separately and then whole 
project will be tested after integration of all the units. 

5.2. Test Items 
Based on the requirements of ANDROID ANTIVIRUS, design description, modules of 
android application, and non-functional scenario will be tested. The requirements defined 
in Software Requirements Specification and the design entities as explained in Software 
Design Document will be tested. 

5.3. Features to Be Tested 
Following features are being tested: 

1. Ability to do full or custom scan of android phone. 
2. Ability to detect threats and malicious file thorugh scanning. 
3. Ability to test whether the application is having highlevel risk, medium level risk, 

or low level risk. 
4. Ability to check which application is using aur private things like location phone 

book etc. 
5. Ability to tell user about threat level and ask the user to uninstall it. 
6. Ability to check the overall efficiency of the system. 

5.4. Test Approach 
Black Box testing technique will be used for testing functionality of each module. In 
black box testing we inspect the functionality of an app without getting in details. 

Unit Testing 
It is that part of testing which requires a thorough check of each module of the project. In 
our project, there are 6 modules which we have to check if they are functioning normally 
or not. For this, we will start from a unit which is least dependent on other modules for its 
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function and then work our way through to the module which requires all the rest to 
function and test. 

Integration Testing 
Integration testing is the part where we will test all the previous tested modules in a way 
that they are functioning normally when they are combined together. 

System Testing 
In the end, system testing will ensure that all the modules are working, separately and 
together combined. Then only the final outcome of the program will decide the 
correctness of whole system. 

5.5. Item Pass/Fail Criteria 
Details of the test cases are specified in the section Test Deliverables. Following the 
principles outlined below, a test item would be judged as pass or fail. 

• Preconditions are met 
• Inputs are carried out as specified 
• The result works as what specified in output => Pass 
• The system doesn’t work or not the same as output specification => Fail 

5.6. Suspension Standards and Resumption 
Requirements 
Test case will be stopped and suspended whenever a defect and issue is found because of 
which we cannot move further. We can again carryout this testing afyter the removal of 
that defect. 

 

 

5.7. Test Deliverables 
Test case name SCAN 

Test Case Number 1 

Description Scanning 
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Testing Technique 
used 

Black Box Testing 

Preconditions 1) User should have android smartphone. 

Input Scan option 

Steps 1. Open DNA antivirus. 

2. Enter Scan option on home screen. 

Expected output User will have a full scanning of it’s system. 

Actual output System scan 

 

 

 

 

 

Test case name MALICIOUS APPLICATIONS 

Test Case Number 2 

Description Threats detect 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) Smartphone should be android smartphone. 
2) It should be scanned through DNA antivirus. 

 

Input Scan 

Steps 3. Open DNA antivirus 
4. Start  scanning your system. 
5. System will show threats which has been detected. 
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Expected output Malicious Applications 

Actual output Malicious Applications 

   

Test case name RISK LEVEL 

Test Case Number 3 

Description High Level Risk Apps. 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) Smartphone should be android smartphone. 

2) It should be scanned through DNA antivirus. 

Input Protect. 

Steps 1. Open DNA antivirus 

2. Start  scanning your system. 

3. System will show threats which has been detected 

4. Open these threats 

5. Antivirus will show all aplications with high level risk. 

Expected output Applications with high level risk 

Actual output All applications with high level risk 
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Test case name Risk Level 

Test Case Number 4 

Description Medium Level Risk Apps. 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) Smartphone should be android smartphone. 

2) It should be scanned through DNA antivirus. 

 

 

Input Protect. 

Steps 1. Open DNA antivirus 
2. Start  scanning your system. 
3. System will show threats which has been detected 
4. Open these threats 
5. Antivirus will show all aplications with medium level risk. 

Expected output Applications with medium level risk 
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Actual output All applications with medium level risk 

 

 

Test case name Risk Level 

Test Case Number 5 

Description low Level Risk Apps. 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) Smartphone should be android smartphone. 

2) It should be scanned through DNA antivirus. 

 

 

Input Protect. 

Steps 1. Open DNA antivirus 
2. Start  scanning your system. 
3. System will show threats which has been detected 
4. Open these threats 
5. Antivirus will show all aplications with low level risk. 

Expected output Applications with low level risk 

Actual output All applications with low level risk 

 

Test case name Uninstall malicious applications 

Test Case Number 6 

Description User can uninstall malicious applications 

Testing Technique Black Box Testing 
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used 

Preconditions 1) User will scan the system. 

2) User will get the applications which are on list.   

 

Input Uninstall app 

Steps 1. User will see risky application 

2. User wil uninstall risky applications 

Expected output Application with risk will be unistalled. 

Actual output User will decide whether to kee or uninstall that application 

 

 

Test case name Uninstall malicious applications 

Test Case Number 6 

Description User can uninstall malicious applications 

Testing Technique 
used 

Black Box Testing 

Preconditions 3) User will scan the system. 

4) User will get the applications which are on list.   

 

Input Uninstall app 

Steps 3. User will see risky application 
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4. User wil uninstall risky applications 

Expected output Application with risk will be unistalled. 

Actual output User will decide whether to kee or uninstall that application 

 

Test case name Apps Ignored 

Test Case Number 7 

Description User can ignore and uninstall the risky application 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) user will scan the system. 

2) User will see the risky applications 

3) User will either uninstall the application or may contain it. 

Input See app ignored or contained history 

Steps 1. Select app ignored or contained history 

Expected output DNA antivirus history 

Actual output No of apps ignored 

 

Test case name Phone information 

Test Case Number 8 

Description User can see the information about his system 



Android Antivirus 

61 

 

Testing Technique 
used 

Black Box Testing 

Preconditions 1) open DNA antivirus 

Input PHONE INFO 

Steps 1. Enter phone info 

2. Check information of your system 

Expected output Information of the system 

Actual output CPU, RAM , External storage condition of the system and some 
basic information 

5.8. Responsibilities, Staffing and Training 
Needs 
Responsibilities 
Every single person who has a part in the development of this project has a responsibility 
of completing all the integration and unit testing tasks. 

Staffing and Training Needs 
For testing the project, a basic knowledge related testing strategies and it’s techniques is 
needed. 

Techniques such as Black Box testing, integration testing should be known to developers. 

The developers involve in the product should test each other work and should actively 
perform and participate in testing and development of the product. 

5.9. Risk and Contingencies 
Efforts have been made to remove all and every chance of failure but there are certain 
unpredictable factors such as network issues, corrupt input data, or system failure that 
may lead to some issues. Error handling will be applied more deeply to cover all these 
issues but unforeseen circumstances may happen. 
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Schedule Risk 
The project might get behind schedule. So, in order to complete the project on time, we 
will need to increase the hours/day. 

Budget Risk 
We will arrange our budget is such way that we will use less expensive alternatives to 
fulfill our requirements. 
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Conclusion and Future Work 
As the number of users of android is increased, the numbers of malicious attacks are also 
increasing day by day. The purpose of these attacks is to steal private information and 
consume credit by subscribing to some of the premium services. There are many antivirus 
solutions available but these antiviruses mostly uses signature base algorithms which will 
fail if some new virus comes to market, as they will not have the signature of that 
malicious application, so they will not be able to find zero days attack. So in the light of 
this issue, in our thesis we present a behavioral base antivirus that is use for detecting 
both malware and zero days attack. Our antivirus will be able to detect those zero days 
attack that other antivirus will fail to do it. Our antivirus will outperform other such 
applications that are running on android. 

As technology changes dramatically so n future the developers of this product can make 
changings and can enhance the level of antivirus as keeping in mind the change in trends 
of technology. 
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Appendix A. Glossary 
Dex2jar:  it decompiles the dex file 
Apk studio:  it decompiles the apk file 
Python:  Language for scripting 
Static Analysis: Analyzing without executing the code 
Dynamic Analysis: Analyzing behavior while executing the code 
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Appendix B: Issues/Limitations 
All possible issues have already been mentioned where required in the SRS. Any 

remaining ones are listed below: 

1. The group shall try to match the features and NFRs as best as possible, however, 
like all software projects, any discrepancies are apologized for at this stage. 

2. Feedback on requirements is expected from the users to help the group in 
improving the design and implementation of the project. 
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