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              ABSTRACT 

 
 
Th is  underg radua te  d isse r ta t ion  d iscusses  the  imp lementa t ion  o f  

th ree  key  management  and  secur i t y  se rvers ,  the  T icke t  Gran t ing  

Server ,  the  Record  Keep ing  Server  and  the  SYSLOG Server ,  i n  the  

Packe t  Cab le  Ne twork .  A  de ta i l  p i c tu re  o f  the  Packe t  Cab le  p ro jec t  

a l so  inc ludes  a  genera l  overv iew o f  how i t  i s  ab le  to  ach ieve  t rans fe r  

o f  vo ice  over  the  HFC ne twork  and  commun ica te  w i th  the  PSTN 

ne twork .  Th is  document  a lso  encompasses  the  p ros  and  cons  o f  how 

the  au thors  imp lemented  the  Kerberos  p ro toco l  w i th  PKINIT  ex tens ion ,  

the  In te rne t  Key  Exchange p ro toco l  imp lementa t ion ,  the  RADIUS 

pro toco l ,  the  SYSLOG server .     

 

The  research  and  subsequent  deve lopment  o f  the  key  management  

and  secur i t y  se rvers  was  car r ied  ou t  by  Mubash i r  Haya t ,  Hammad 

Amjad ,  Ars lan  Javed  and  Far id  Anwar ,  under  the  superv is ion  o f  Dr .  

Muhammad R iaz  and  L t .  Co l .  Muhammad Tu fa i l .   
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CHAPTER 1 
 

INTRODUCTION 
 
 
1.1.  PacketCable Overview 

 
The  Packe tCab le  p ro jec t  i s  a imed a t  de f in ing  in te r face  spec i f i ca t ions  

tha t  can  be  used  to  deve lop  in te roperab le  equ ipment  capab le  o f  

p rov id ing  packe t -based  vo ice ,  v ideo  and  o ther  h igh-speed  mu l t imed ia  

se rv ices  over  hybr id  f i be r  coax  (HFC)  cab le  sys tems u t i l i z ing  the  

DOCSIS p ro toco l .   

 

Packe tCab le  u t i l i zes  a  ne twork  supers t ruc tu re  tha t  over lays  the  two-

way  da ta - ready  b roadband cab le  access  ne twork .  The  Packe tCab le  

p ro jec t  i s  a imed a t  de f in ing  in te r face  spec i f i ca t ions  tha t  can  be  used  

to  deve lop  in te roperab le  equ ipment  capab le  o f  p rov id ing  packe t -based  

vo ice ,  v ideo  and  o ther  h igh-speed  mu l t imed ia  serv ices  over  hybr id  

f i be r  coax  (HFC)  cab le  sys tems u t i l i z ing  the  DOCSIS p ro toco l .  

 

The  in i t i a l  Packe tCab le  o f fe r ing  compr is ing  o f  packe t -based  vo ice  

commun ica t ions  w i l l  soon  be  ex tended  to  encompass  a  la rge  su i te  o f  

packe t -based  capab i l i t i es .  

 

1.1 .1 .  PacketCable  Archi tecture  Framework  
 
The  Packe tCab le  a rch i tec tu re  cons is ts  o f  the  fo l low ing  th ree  ma in  

ne tworks ;  

 

•  The  DOCSIS HFC Access  Network ;  

•  The  Managed IP  Network ;  

•  The  PSTN.  
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The Cab le  Modem Termina t ion  Sys tem (CMTS)  p rov ides  connec t i v i t y  

be tween the  DOCSIS HFC Access  Network  and  the  Managed IP  

Network .  Bo th  the  S igna l ing  Gateway  (SG)  and  the  Med ia  Gateway  

(MG)  p rov ide  connec t i v i t y  be tween the  Managed IP  Network  and  the  

PSTN.  

 

 
Figure  1 .1  –  PacketCable  Archi tecture  Framework  

 
 
The  DOCSIS HFC access  ne twork  p rov ides  h igh-speed ,  re l iab le ,  and  

secure  t ranspor t  be tween  the  cus tomer  p remise  and  the  cab le  head  

end .  Th is  access  ne twork  may  p rov ide  a l l  DOCSIS 1 .1  capab i l i t i es  

inc lud ing  Qua l i t y  o f  Serv ice .  The  DOCSIS HFC access  ne twork  

inc ludes  the  fo l low ing  func t iona l  components :   

 

•  Cab le  Modem (CM) ;   

•  Mu l t i -med ia  Termina l  Adap te r  (MTA) ;  

•  Cab le  Modem Termina t ion  Sys tem (CMTS) .  
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The Managed IP  ne twork  se rves  severa l  func t ions .  F i rs t ,  i t  p rov ides  

in te rconnec t ion  be tween the  bas ic  Packe tCab le  func t iona l  components  

respons ib le  fo r  s igna l ing ,  med ia ,  p rov is ion ing ,  and  qua l i t y  o f  se rv ice  

es tab l i shment .  In  add i t i on ,  the  managed IP  ne twork  p rov ides  long-

hau l  IP  connec t i v i t y  be tween o ther  Managed IP  and  DOCSIS HFC 

ne tworks .  The  Managed IP  ne twork  inc ludes  the  fo l l ow ing  func t iona l  

components :   

 

•  Ca l l  Management  Server  (CMS) ;  

•  Announcement  Server  (ANS) ;  

•  Opera t iona l  Suppor t  Sys tem (OSS)  back-o f f i ce  se rvers ;  

•  S igna l ing  Gateway  (SG) ;  

•  Med ia  Gateway  (MG) ;  

•  Med ia  Gateway  Cont ro l le r  (MGC)  

 
1 .1 .2 .  PacketCable  Funct iona l  Components  
 

Each  o f  the  func t iona l  components  in  the  packe t  cab le  a rch i tec tu re ,  

has  a  p rec ise  ro le  to  p lay  in  the  en t i re  scenar io .  F igure  1 .2  he lps  

i l l us t ra te  the  func t iona l i t y  o f  each  o f  these  components .   

 

The  ma in  components  w i th  respec t  to  the  Packe t  Cab le  f ramework  

a re :  

 

•  Mu l t imed ia  Termina l  Adap te r  (MTA) ;  

•  Cab le  Modem Termina t ion  Sys tem (CMTS) ;  

•  Opera t ion  Suppor t  Sys tem (OSS) ;  

•  Ca l l  Management  Server  (CMS) ;  

•  Med ia  Servers ;  

•  PSTN Gateways ;  
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Figure  1 .2  –  PacketCable  Reference Model  

 

 

1.1 .3 .  PacketCable  Secur i ty  Features  

 

The  Packe t  Cab le  p ro toco l  i n te r faces  a re  sub jec t  to  th rea ts  tha t  cou ld  

pose  secur i t y  r i sks  to  bo th  the  subscr ibe r  and  serv ice  p rov ider .  The  

Packe tCab le  a rch i tec tu re  addresses  these  th rea ts  by  spec i f y ing ,  fo r  

each  de f ined  p ro toco l  in te r face ,  the  under l y ing  secur i t y  mechan isms 

tha t  p rov ide  the  p ro toco l  i n te r face  w i th  the  secur i t y  se rv ices  i t  

requ i res  fo r  example ,  au then t i ca t ion ,  i n tegr i t y ,  con f iden t ia l i t y .  

 

For  example ,  the  med ia  s t ream pa th  may  t raverse  a  la rge  number  o f  

po ten t ia l l y  unknown In te rne t  se rv ice  and  backbone serv ice  p rov iders ’  

w i res .   
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As a  resu l t ,  the  med ia  s t ream may  be  vu lnerab le  to  ma l i c ious  

eavesdropp ing ,  resu l t i ng  in  a  loss  o f  commun ica t ions  p r i vacy .  Packe t  

Cab le  co re  secur i t y  se rv ices  inc lude  a  mechan ism fo r  p rov id ing  end-

to -end  encryp t ion  o f  RTP med ia  s t reams,  thus  subs tan t ia l l y  reduc ing  

the  th reat  to  p r i vacy .  

 

The  secur i t y  se rv ices  ava i lab le  th rough  Packe t  Cab le ’s  co re  se rv ice  

layer  a re  au then t i ca t ion ,  access  con t ro l ,  i n teg r i t y ,  con f iden t ia l i t y  and  

non- repud ia t ion .  A  Packe tCab le  p ro toco l  i n te r face  may  employ  ze ro  o r  

more  o f  these  serv ices  to  address  i t s  par t i cu la r  secur i t y  requ i rements .  

 

Packe tCab le  secur i t y  addresses  the  secur i t y  requ i rements  o f  each  

cons t i tuen t  p ro toco l  i n te r face  by :  

 

•  Iden t i f y ing  the  th rea t  mode l  spec i f i c  to  each  cons t i t uen t  p ro toco l  

i n te r face ;   

•  Iden t i f y ing  the  secur i t y  se rv ices  (au then t i ca t ion ,  au thor i za t ion ,  

con f iden t ia l i t y ,  i n tegr i t y ,  and  non- repud ia t ion )  requ i red  to  

address  the  iden t i f i ed  th rea ts ;   

•  Spec i f y ing  the  par t i cu la r  secur i t y  mechan ism prov id ing  the  

requ i red  secur i t y  se rv ices .  

 

The  secur i t y  mechan isms inc lude  bo th  the  secur i t y  p ro toco l ,  fo r  

example  IPSec ,  RTP- layer  secur i t y ,  and  SNMPv3 secur i t y  and  the  

suppor t ing  key  management  p ro toco l ,  fo r  example  IKE,  

PKINIT /Kerberos .  

 

The  var ious  secur i t y  in te r faces  in  the  en t i re  scenar io  a re  i l l us t ra ted  in  

the  fo l low ing  F igure  1 .3 .  
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Figure  1 .3  –  PacketCable  Secur i ty  In ter faces  

 

These  in te r faces  i l l us t ra te  the  impor tance  o f  the  secur i t y  fea tu res  in  

the  en t i re  scenar io  and  thus ,  the  s ign i f i cance  o f  the  secur i t y  and  key  

management  p ro toco ls  imp lemented  to  p ro tec t  these  in te r faces .  

 

1 .2.  OSS Back Off ice Components 
 

The  Opera t ion  Suppor t  Sys tem (OSS)  back  o f f i ce  con ta ins  bus iness ,  

se rv ice ,  and  ne twork  management  components  suppor t ing  the  co re  
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bus iness  p rocesses .  The  ma in  func t iona l  a reas  fo r  Opera t ion  Suppor t  

Sys tem are  fau l t  management ,  pe r fo rmance  management ,  secur i t y  

management ,  accoun t ing  management ,  and  con f igu ra t ion  

management .  

 

The  var ious  servers  compr is ing  these  back  o f f i ce  components  a re :  

 

•  T icke t  Gran t ing  Server  (TGS) ;  

•  Record  Keep ing  Server  (RKS) ;  

•  SYSLOG Server ;  

•  Dynamic  Hos t  Con f igu ra t ion  Pro toco l  (DHCP)  Server ;  

•  Domain  Name Sys tem (DNS)  Server ;  

•  T r i v ia l  F i le  T rans fe r  Pro toco l  (TFTP)  Server  o r  Hyper  Tex t  

T rans fe r  Pro toco l  (HTTP)  Server ;  

•  S imp le  Ne twork  Management  Pro toco l  (SNMP)  Server .  

 

The  fo l low ing  th ree  servers  have  been  imp lemented  in  th i s  p ro jec t .  

These  ma in ly  dea l  w i th  key  management  and  secur i t y  fea tu res  re la ted  

to  the  Packe t  Cab le  scenar io .  

 

1.2 .1 .  T icket  Grant ing  Server  
 

The  T icke t  Gran t ing  Server  i s  ac tua l l y  a  Key  D is t r ibu t ion  Cente r  

(KDC) ,  wh ich  i s  emp loyed  fo r  key  management  on  the  Mu l t imed ia  

Termina l  Adap te r  and  Ca l l   

 

Management  Server  in te r face .  Th is  i s  an  imp lementa t ion  o f  the  

Kerberos  p ro toco l  w i th  the  pub l i c  key  PKINIT  ex tens ion .  

 

The  T icke t  Gran t ing  Server  i s  respons ib le  fo r  g ran t ing  Kerberos  

t i cke ts  to  a  Mu l t imed ia  Termina l  Adap te r .  A  t i cke t  con ta ins  
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i n fo rmat ion  used  to  se t  up  au then t i ca t ion ,  p r i vacy ,  in tegr i t y  and  

access  con t ro l  fo r  the  ca l l  s igna l ing  be tween the  Mu l t imed ia  Termina l  

Adap te r  and  the  Ca l l  Management  Server .  

 

The  Mu l t imed ia  Termina l  Adap te r  reques ts  t i cke ts  f rom the  T icke t  

Gran t ing  Server  in  case  o f  dev ice  p rov is ion ing ,  so  tha t  i t  can  then  

es tab l i sh  a  secure  sess ion  w i th  the  Ca l  Management  Server  us ing  th is  

t i cke t .  Each  o f  these  t i cke ts  rema in  saved  w i th  the  c l ien t  dev ice  un t i l  

exp i ry ,  a f te r  wh ich  the  c l ien t  dev ice  shou ld  reques t  fo r  ano ther  t i cke t  

by  execu t ing  PKINIT .  

 

The  T icke t  Gran t ing  Server  thus  p reven ts  the  p rov is ion ing  o f  any  a l ien  

c l ien t ,  and  hence ,  the  use  o f  any  unau thor i zed  serv ices  by  any  

un iden t i f i ed  dev ice  on  the  ne twork .  

 

1.2 .2 .  Record  Keeping Server  

 

The  Record  Keep ing  Server  i s  a  t rus ted  ne twork  e lement  component  

tha t  rece ives  Packe t  Cab le  Even t  Messages  f rom o ther  t rus ted  Packe t  

Cab le  ne twork  e lements  such  as  the  Ca l l  Management  Server ,  Cab le  

Management  Termina t ion  Server ,  and  Med ia  Gateway  Cont ro l le r .  The  

Record  Keep ing  Server  a lso ,  a t  a  m in imum,  i s  a  shor t - te rm repos i to ry  

fo r  Packe t  Cab le  Even t  Messages .  The  Record  Keep ing  Server  may  

assemble  the  Even t  Messages  in to  coheren t  se ts  o r  Ca l l  De ta i l  

Records  (CDR) ,  wh ich  a re  then  made ava i lab le  to  o ther  back  o f f i ce  

sys tems such  as  b i l l i ng ,  f raud  de tec t ion ,  and  o ther  sys tems.  

 

The  RKS ac ts  as  a  da tabase  and  s to res  each  even t  as  sen t  by  the  

Cab le  Modem Termina t ion  Sys tem.  The  Record  Keep ing  Server  s to res  

the  messages  by  a t tach ing  rece ived  t ime and  ne twork  e lement  

in fo rmat ion .  The  Record  Keep ing  Server  has  to  have  su f f i c ien t  
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i n te r face  and /o r  p rocess ing  power  to  a l low add i t iona l  p rocess ing  to  be  

done .  

 

The  Record  Keep ing  Server  i s  bas ica l l y  an  imp lementa t ion  o f  a  

number  o f  p ro toco ls ,  i n  wh ich  the  key  management  i s  ach ieved  v ia  the  

In te rne t  Key  exchange Pro toco l ,  and  fu r ther  genera t ion  and  rece ip t  o f  

even t  messages  i s  ach ieved  under  the  p ro tec t ion  o f  t he  secur i t y  

assoc ia t ions  nego t ia ted  in  In te rne t  Key  Exchange.  

 

1 .2 .3 .  SYSLOG Server  

 

The  SYSLOG Server  i s  respons ib le  fo r  cap tu r ing  any  k ind  o f  t raps  

genera ted  by  the  c l ien t  dev ice ,  tha t  i s  the  Mu l t imed ia  Termina l  

Adap te r ,  and  then  ma in ta in  a  log  o f  these  t raps .  Th is  se rver  i s  ma in ly  

l i nked  w i th  the  ne twork  management  aspec ts ,  and  he lps  admin is t ra te  

the  ne twork  w i th  m in ima l  e r ro rs  and  t raps  on  the  c l ien t  end .  

 

1.3.  Future of  IP over Cable 
 

T ransmi t t i ng  IP  over  a  cab le  ne twork  has  come a  long  in  a  re la t i ve ly  

shor t  du ra t ion  o f  t ime  bu t  i t  s t i l l  has  a  l i ng  way  to  go .  Throughout  the  

wor ld ,  the  cab le  ne twork  i s  sp read  over  fa r  and  w ide  and  i s  access ib le  

to  the  mass  popu la t ion .  T rans fe r r ing  IP  packe ts  over  the  cab le  back-

bone  no t  on ly  reduces  cos t  bu t  a lso  p rov ides  much  w ider  bandwid th  

and  resources  to  the  user  so  tha t  many  d ive rse  serv ices  can  be  

p rov ided  to  the  user .  

 

The  use  o f  cab le  back-bone  fo r  t rans fe r r ing  IP  da ta  i s  s t i l l  be ing  

researched  upon  and  a l ready  some serv ice  p rov iders  have  s ta r ted  

emp loy ing  th is  techno logy .  
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CHAPTER 2 
Project Specifications 

 

2.1 Statement 
 

The  key  management  and  secur i t y  se rvers  a l low the  var ious  en t i t i es  

in  the  Packe t  Cab le  f ramework  to  commun ica te  secure ly  over  the  

ne twork .  In  case  o f  the  T icke t  Gran t ing  Server ,  the  c l ien t  w i l l  have  to  

ob ta in  a  Kerberos  t i cke t  f rom the  server  by  execu t ing  PKINIT  to  

fu r ther  commun ica te  w i th  the  Ca l l  Management  Server .  In  case  o f  the  

Record  Keep ing  Server ,  the  commun ica t ing  en t i t i es  need  to  nego t ia te  

secur i t y  assoc ia t ions  us ing  In te rne t  Key  Exchange and  then  fu r ther  

exchange even t  messages  us ing  RADIUS pro toco l .  F ina l l y ,  whenever  

the  c l i en t  may  genera te  t raps  and  e r ro rs ,  wh ich  w i l l  be  cap tu red  by  

the  SYSLOG server .  

 

The  p ro jec t  i s  des igned  fo l l ow ing  p roper  so f tware  eng ineer ing  

methodo log ies .  For  th i s  purpose  the  Un i f ied  Mode l ing  Language 

(UML)  has  been  used  as  the  p r imary  des ign  and  mode l ing  language .  

The  p ro jec t  w i l l  be  deve loped  on  the  L inux  p la t fo rm,  due  to  i t s  

improved  ne twork ing  capab i l i t i es  and  to  deve lop  a  be t te r  

unders tand ing  o f  the  env i ronment .  

 

The  T icke t  Gran t ing  Server  i s  based  on  the  Kerberos  p ro toco l  w i th  

PKINIT  ex tens ion ,  wh ich  w i l l  enab le  the  c l ien t  to  nego t ia te  w i th  the  

se rver  fo r  a  va l id  key  to  fu r the r  in i t i a te  t he  commun ica t ion  w i th  the  

Ca l l  Management  Server  and  use  the  ava i lab le  se rv ices .  

 

The  Record  Keep ing  Server  i s  based  on  the  RADIUS pro toco l ,  wh ich  

ach ieves  the  exchange o f  messages ,  and  i s  p receded  by  the  In te rne t  
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Key Exchange p ro toco l ,  wh ich  enab les  the  exchange o f  secur i t y  

assoc ia t ions  over  an  open  ne twork .  

 

The  SYSLOG server  i s  based  on  the  genera t ion  o f  t raps  and  e r ro rs  a t  

the  c l ien t  end ,  wh ich  a re  cap tu red  and  recorded  by  the  se rver  and   

he lp  in  ne twork  management  i ssues .  

 

2 .2 Development Environments 
 
The fo l low ing  env i ronments  were  u t i l i zed  in  the  imp lementa t ion  o f  th i s  

p ro jec t :  

•  K -Deve loper  L inux  env i ronment  fo r  C /C++ 

•  V isua l  C++ fo r  tes t ing  and  debugg ing  ind iv idua l  modu les  

•  Ra t iona l  Rose  fo r  UML deve lopment  

•  M ic roso f t  P ro jec t  fo r  Gan t t  Char ts  

•  Q t  l i b ra r ies  fo r  GUI  deve lopment  in  L inux  

•  Q t  des igner  

•  T -make  fo r  make f i l e  genera t ion  

•  OSS Noka lva  ASN.1  Compi le r  and  assoc ia ted  l i b ra r ies  

•  MIB  Browser  

•  MIB  Bu i lde r  

•  MIB  Compi le r  

 

The  p rogramming  language used  fo r  imp lementa t ion  purposes  i s  C++.  

 

2.3 Platform Supported 
 
The imp lementa t ion  i s  cons is ten t  on  fo l low ing  p la t fo rms:  

 

•  Red  Hat  L inux  Zoo t  



 19

•  Red  Hat  L inux  Gu inness  

  

2.4 System Model ing/Design 
 
Uni f ied  Mode l ing  Language (UML)  was  emp loyed  in  the  deve lopment  

o f  the  p ro jec t .   A l l  t he  phases  o f  UML des ign ing  were  fo l lowed.  The  

env i ronment  used  was  Rat iona l  Rose  En te rp r i se .  
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CHAPTER 3 
ENCRPYTION ALGORITHMS 

 

3.1 Introduction 
 
The Packe tCab le  spec i f i ca t ions  l i s t  a  number  o f  enc ryp t ion  a lgor i thms  

tha t  can  be  incorpora ted  in  the  f ramework .  Among these ,  th ree  

DESCBC is  mandato ry  wh i le  o thers  l i ke  RSA are  op t iona l .  

 

3.2 Data Encryption Algori thm  
 

Th is  imp lementa t ion  u t i l i zes  3DESCBC.  The  Data  Encryp t ion  S tandard  

A lgor i thm is  des igned  to  enc ipher  and  dec ipher  b locks  o f  da ta  

cons is t ing  o f  64  b i t s  under  con t ro l  o f  a  64-b i t  key  .  Dec ipher ing  mus t  

be  accompl i shed  by  us ing  the  same key  as  fo r  enc ipher ing ,  bu t  w i th  

the  schedu le  o f  address ing  the  key  b i t s  a l te red  so  tha t  the  

dec ipher ing  p rocess  i s  the  reverse  o f  the  enc ipher ing  p rocess .   

 
3 .2 .1  Data  Encrypt ion  Algor i thm Descr ip t ion  
 

A  b lock  to  be  enc iphered  i s  sub jec ted  to  an  in i t i a l  pe rmuta t ion  IP ,  

then  to  a  complex  key-dependent  computa t ion  and  f ina l l y  to  a  

permuta t ion  wh ich  i s  the  inverse  o f  the  in i t i a l  pe rmuta t ion  IP  -1  .  The  

key-dependent  computa t ion  can  be  s imp ly  de f ined  in  te rms o f  a  

func t ion  f ,  ca l led  the  c ipher  func t ion ,  and  a  func t ion  KS ,  ca l led  the  

key  schedu le .  The  c ipher  func t ion   f   can  be  de f ined  in  te rms o f  

p r im i t i ve  func t ions  wh ich  a re  ca l led  the  se lec t ion  func t ions  Si  and  the  

permuta t ion  func t ion  P .  
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The fo l low ing  d iagram (  on  the  nex t  page  )  i l l us t ra tes  the  enc ipher ing  

p rocedure ,  where  L and R  a re  two  b locks  o f  b i t s  and  LR  deno tes  a  

b lock  w i th  b i t s  o f   L  fo l l owed by  b i t s  o f  R .  

 

The  permuta t ion  IP  takes  a  64-b i t  i npu t  and  p roduces  a  64-b i t  ou tpu t  

depend ing  on  the  permuta t ion  func t ion .  Th is  64-b i t  ou tpu t  i s  then  

undergoes  a  compl i ca ted  key  dependent  computa t ion .  Thus ,  the  64-b i t  

ou tpu t  i s  f i r s t  d i v ided  in to  two  32-b i t  b locks ,  L( i )  and  R ( i ) .  Then  the  

fo l low ing  opera t ions  a re  per fo rmed 16  t imes ,  tha t  i s  f rom i  equa ls  to  

ze ro  to  i  equa ls  to  15   

 

 
Figure  3 .1  –  Data  Encrypt ion  Standard  
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L ( i+1 )  =  R ( i )  
R( i+1)  =  L ( i+1 )  xor  f (R ,K)  
 
Here ,  the  key ,  K ,  i s  a  48-b i t  b lock  chosen  f rom a  64-b i t  b lock  

depend ing  upon  the  number  o f  i t e ra t ion .  Th is  key  i s  genera ted  us ing  a  

Key  Schedu le ,   KS ,  wh ich  i s  i l l us t ra ted  in  the  fo l low ing  d iagram.  

 

   
Figure  3 .2  –  DES Key Generat ion  

 

Thus ,  here  the  key  i s  f i r s t  fed  to  the  permuta t ion  func t ion  PC1  and  

then  p rede te rmined  number  o f  sh i f t s  a re  app l ied  to  two  b locks  o f  28 -

b i t s  each ,  as  8 -b i t s  f rom the  64-b i t  key  a re  u t i l i zed  fo r  e r ro r  de tec t ion  

in  key  genera t ion ,  d is t r ibu t ion  and  s to rage .  
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The  c ipher  func t ion ,  f ,  i s  app l ied  on  the  R  b i t s  and  the  KS  ou tpu t  K .  

Th is  i s  a  combina t ion  o f  the  permuta t ion  func t ions  E  and  P  and  a  se t  

o f   se lec t ion  func t ions  S( i ) .  Th is  i s  i l l us t ra ted  in  the  fo l low ing  

d iagram.  

 

 
Figure  3 .3  –  DES Select ion  and Permutat ion  Funct ion  

 

Thus ,  here  the  32-b i t s  a re  fed  to  the  permuta t ion  func t ion  E  wh ich  

y ie lds  a  48-b i t  ou tpu t .  Th is  i s  then  XORed w i th  the  48-b i t  K  and  then  

fed  to  the  se lec t ion  func t ions  S( i )  wh ich  p roduce  a  32-b i t  ou tpu t .  

These  32-b i t s  a re  then  fed  to  the  permuta t ion  func t ion  P  t hus  

ob ta in ing  a  32-b i t  ou tpu t .   
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Fina l l y ,  when  the  16  i te ra t ions  a re  comp le te  the  f ina l  32 -b i t  b locks  a re  

swapped and  fed  to  the  permuta t ion  func t ion  IP -1  wh ich  y ie lds  the  

f ina l  enc iphered  ou tpu t .  

 

To  dec ipher  the  ou tpu t  the  reverse  p rocedure  i s  emp loyed  and  the  

inpu t  message  i s  ob ta ined  i f  the  keys  a re  p roper l y  hand led .  

 
3 .2 .2  Tr ip le  Data  Encrypt ion  Algor i thm (TDEA)  
 

T r ip le  Da ta  Encryp t ion  A lgor i thm (TDEA)  i s  ach ieved  by  f i r s t  

enc ipher ing  an  inpu t  b lock  w i th  t he  g iven  key .  Then  th is  enc iphered  

b lock  i s  dec iphered  us ing  a  key  d i f fe ren t  f rom the  f i r s t  one  used  fo r  

enc ipher ing .  F ina l l y ,  th i s  dec iphered  b lock  i s  aga in  enc iphered  us ing  

the  same key ,  wh ich  was  used  fo r  the  f i r s t  enc ipher ing .  Th is  i s  as  

shown in  the  fo l low ing  d iagram.  

 
Figure  3 .4  –  Three  DES 

 

Here  the  keys  K1  and  K3  a re  norma l l y  kep t  the  same to  avo id  s to rage  

and  genera t ion  overheads .  

  

3.2 .3  C ipher  B lock  Chain ing (CBC)   

 

C ipher  B lock  Cha in ing  (CBC)  i s  emp loyed  fo r  fu r the r  secur i t y  by  

XORing  the  ou tpu t  o f  the  TDEA fo r  the  f i r s t  64 -b i t  i npu t  w i th  an  

in i t i a l i za t ion  vec to r ,  IV ,  and  then  consequent l y  XORing  the  ou tpu t  o f  

the  TDEA fo r  the  nex t  64 -b i t  b locks  w i th  the  ou tpu t  fo r  the  p rev ious  

b lock .  
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CHAPTER 4 
DIGEST ALGORITHMS 

 

4.1 Introduction 
 

The  Packe tCab le  spec i f i ca t ions  l i s t  a  number  o f  d iges t  a lgor i thms tha t  

can  be  incorpora ted  in  the  f ramework .  Among these ,  MD5 is  

mandato ry  wh i le  o thers  l i ke  SHA1 are  op t iona l .  

 

4.2 Message Digest  MD5 
 

The  MD5 message-d iges t  a lgo r i thm is  an  ex tens ion  o f  i t s  p redecessor ,  

the  MD4 message  d iges t  a lgor i thm,  and  incorpora tes  enhanced  

secur i t y  fea tu res .  The  MD5 message-d iges t  a lgor i thm takes  as  inpu t  a  

message  o f  a rb i t ra ry  leng th  and  p roduces  as  ou tpu t  a  128-b i t  

" f i ngerp r in t "  o r  "message  d iges t "  o f  the  inpu t .  I t  i s  con jec tu red  tha t  i t  

i s  computa t iona l l y  in feas ib le  to  p roduce  two  messages  hav ing  the  

same message  d iges t ,  o r  to  p roduce  any  message hav ing  a  g iven  p re -

spec i f i ed  ta rge t  message  d iges t .   

 

The  MD5 a lgor i t hm is  in tended  fo r  d ig i ta l  s igna tu re  app l i ca t ions ,  

where  a  la rge  f i l e  mus t  be  "compressed"  in  a  secure  manner  be fo re  

be ing  encryp ted  w i th  a  p r i va te  (sec re t )  key  under  a  pub l i c -key  

c ryp tosys tem such  as  RSA.  

 

The  MD5 a lgor i thm is  des igned  to  be  qu i te  fas t  on  32-b i t  mach ines .  In  

add i t i on ,  the  MD5 a lgor i t hm does  no t  requ i re  any  la rge  subs t i tu t ion  

tab les  and  can  be  coded  qu i te  compac t l y .  
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4 .2 .1  MD5 ALGORITHM DESCRIPTION  

 

Suppos ing  tha t  the  inpu t  to  the  MD5 message  d iges t  a lgor i thm is  a  b -

b i t  message ,  where  b  i s  an  a rb i t ra ry  nonnegat i ve  in teger .  Thus ,  b  may  

be  zero ,  i t  need  no t  be  a  mu l t ip le  o f  e igh t ,  and  i t  may  be  a rb i t ra r i l y  

la rge .  The  b i t s  o f  the  message  can  thus  be  wr i t ten  down as  fo l lows :  

 

                           m_0 m_1 . . .  m_{b-1 }  

 

Now,  the  MD5 message d iges t  a lgor i thm compr ises  o f  f i ve  ma in  s teps  

wh ich  per fo rm var ious  computa t ions  on  the  g iven  inpu t  da ta  and  

f ina l l y  p roduce  as  ou tpu t  a  128-b i t  message  d iges t .  

 

However ,  be fo re  d iscuss ing  the  f i ve  s teps  o f  the  d iges t  a lgor i thm 

some te rmino log ies  and  no ta t ions  used  in  the  fo l low ing  d iscuss ion  a re  

as  fo l l ows ;  

 

•  "word"  i s  a  32-b i t  quan t i t y  and  a  "by te "  i s  an  8 -b i t  quan t i t y .  

Moreover ,  a  sequence  o f  b i t s  can  be  in te rp re ted  in  a  na tu ra l  

manner  as  a  sequence  o f  by tes ,  where  each  consecu t i ve  g roup  

o f  e igh t  b i t s  i s  in te rp re ted  as  a  by te  w i th  the   h igh -o rder  (mos t  

s ign i f i can t )  b i t  o f  each  by te  l i s ted  f i r s t .  S im i la r l y ,  a  sequence  o f  

by tes  can  be  in te rp re ted  as  a  sequence  o f  32-b i t  words ,  where  

each  consecu t i ve  g roup  o f  fou r  by tes  i s  in te rp re ted  as  a  word  

w i th  the  low-order  ( leas t  s ign i f i can t )  by te  g iven  f i r s t .  

•  Le t  x_ i  deno te  "x  sub  i " .  I f  the  subscr ip t  i s  an  express ion ,  

su r round  i t  i n  b races ,  as  in  x_ { i+1} .  S im i la r l y ,  x^ i  deno tes  x  to  

the  i - th  power .  
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•  Le t  the  symbo l  "+ "  deno te  add i t i on  o f  words  ( i .e . ,  modu lo -2^32  

add i t i on ) .  

•  Le t  X  <<< s  deno te  the  32-b i t  va lue  ob ta ined  by  c i rcu la r l y  

sh i f t i ng  ( ro ta t ing )  X  le f t  by  s  b i t  pos i t i ons .  

•  Le t  no t (X)  deno te  the  b i t -w ise  comp lement  o f  X ,  and  le t  X  v  Y  

deno te  the       b i t -w ise  OR o f  X  and  Y .  Le t  X  xo r  Y  deno te  the  

b i t -w ise  XOR o f  X  and  Y ,  and  le t  XY deno te  the  b i t -w ise  AND o f  

X  and  Y .  

 

The  f i ve  s teps  fo r  comput ing  the  MD5 message  d iges t  o f  a  g iven  inpu t  

a re  as  fo l lows :  

 
4 .2 .2  Append Padding Bi ts   

 

The  message i s  "padded"  (ex tended)  so  tha t  i t s  l eng th  ( in  b i t s )  i s  

congruen t  to  448 ,  modu lo  512 .  Tha t  i s ,  the  message  i s  ex tended  so  

tha t  i t  i s  jus t  64  b i t s  shy  o f  be ing  a  mu l t ip le  o f  512  b i t s  long .  Padd ing  

i s  a lways  per fo rmed,  even  i f  the  leng th  o f  the  message  i s  a l ready  

congruen t  to  448 ,  modu lo  512 .  Padd ing  i s  per fo rmed as  fo l lows :                    

      

a  s ing le  "1 "  b i t  i s  appended  to  t he  message ,  and  then  "0 "  b i t s  a re  

appended so  tha t  the  leng th  in  b i t s  o f  the  padded message  becomes    

congruen t  to  448 ,  modu lo  512 .  In  a l l ,  a t  l eas t  one  b i t  and  a t  mos t  512  

b i t s  a re  appended .  

 

4.2 .3  Append Length  

 

A  64-b i t  rep resen ta t ion  o f  b  ( the  leng th  o f  the  message  be fo re  the  

padd ing  b i t s  were  added)  i s  appended to  the  resu l t  o f  the  p rev ious  

s tep .  In  the  un l i ke ly  even t  tha t  b  i s  g rea te r  than  2^64 ,  then  on ly  the  

low-order  64  b i t s  o f  b  a re  used .  (These  b i t s  a re  appended  as  two  32-
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b i t  words  and  appended low-order  word  f i r s t  i n  accordance  w i th  the  

p rev ious  conven t ions . )  A t  th i s  po in t  the  resu l t i ng  message  (a f te r  

padd ing  w i th  b i t s  and  w i th  b )  has  a  leng th  tha t  i s  an  exac t  mu l t ip le  o f  

512  b i t s .   

 

Equ iva len t l y ,  th i s  message  has  a  leng th  tha t  i s  an  exac t  mu l t ip le  o f  16  

(32-b i t )  words .  Le t  M[0  . . .  N-1 ]  deno te  the  words  o f  the  resu l t i ng  

message ,  where  N i s  a  mu l t ip le  o f  16 .  

 

4 .2 .4  In i t ia l i ze  MD Buf fer  

 

A  fou r -word  bu f fe r  (A ,B ,C,D)  i s  used  to  compute  the  message  d iges t .  

Here  each  o f  A ,  B ,  C ,  D  i s  a  32-b i t  reg is te r .  These  reg is te rs  a re  

in i t i a l i zed  to  the  fo l low ing  va lues  in  hexadec ima l ,  l ow-order  by tes  

f i r s t :  

      

          word  A :  01  23  45  67  

          word  B :  89  ab  cd  e f  

          word  C :  fe  dc  ba  98  

          word  D :  76  54  32  10  

 
4 .2 .5  Process Message in  16-Word Blocks  

 

We f i r s t  de f ine  four  aux i l i a ry  func t i ons  tha t  each  take  as  inpu t  th ree  

32-b i t  words  and  p roduce  as  ou tpu t  one  32-b i t  word .  

 

          F (X ,Y ,Z)  =  XY v  no t (X)  Z  

          G(X ,Y ,Z)  =  XZ v  Y  no t (Z )  

          H(X ,Y ,Z)  =  X  xor  Y  xor  Z  

          I (X ,Y ,Z)  =  Y  xor  (X  v  no t (Z ) )  
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Th is  s tep  uses  a  64-e lement  tab le  T [1  . . .  64 ]  cons t ruc ted  f rom the  

s ine  func t ion .  Le t  T [ i ]  deno te  the  i - th  e lement  o f  the  tab le ,  wh ich  i s  

equa l  to  the  in teger  par t  o f  4294967296 t imes  abs(s in ( i ) ) ,  where  i  i s  i n  

rad ians .     

 

Now,  per fo rm the  fo l low ing  computa t ions  N /16  t imes  and  sequen t ia l l y       

p rocess  each  16-word  b lock  o f  M.   

 

F i rs t  o f  a l l ,  copy  the  16-word  b lock  to  be  p rocessed  in to  X  and  save  

the  in i t i a l  va lues  o f  the  reg is te rs  A ,  B ,  C  and  D in to  temporary  

reg is te rs  AA,  BB,  CC and  DD.  

  

Nex t ,  pe r fo rm the  computa t ions  spec i f i ed  by  the  fo l low ing  four  rounds .  

 
Round 1 :   Here  [abcd  k  s  i ]  deno tes  the  opera t ion   

                     

                 a  =  b  +  ( (a  +  F(b ,c ,d )  +  X [k ]  +  T [ i ] )  <<< s )  

      

Do  the  fo l low ing  opera t ions ;       

 

[ABCD 0  7  1 ]   [DABC 1  12  2 ]   [CDAB 2  17  3 ]   [BCDA 3  22  4 ]  

[ABCD 4  7  5 ]   [DABC 5  12  6 ]   [CDAB 6  17  7 ]   [BCDA 7  22  8 ]  

[ABCD 8  7  9 ]   [DABC 9  12  10 ]   [CDAB 10  17  11 ]   [BCDA 11  22  12 ]  

[ABCD 12  7  13 ]   [DABC 13  12  14 ]   [CDAB 14  17  15 ]   [BCDA 15  22  16 ]  

 

Round 2:  Here  [abcd  k  s  i ]  deno tes  the  opera t ion  

 

                       a  =  b  +  ( (a  +  G(b ,c ,d )  +  X [k ]  +  T [ i ] )  <<<  s )  

 

Do  the  fo l low ing  opera t ions ;  
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[ABCD 1  5  17 ]   [DABC 6    18 ]   [CDAB 11  14  19 ]   [BCDA 0  20  20 ]  

[ABCD 5  5  21 ]   [DABC 10  9  22 ]   [CDAB 15  14  23 ]   [BCDA 4  20  24 ]  

[ABCD 9  5  25 ]   [DABC 14  9  26 ]   [CDAB 3  14  27 ]   [BCDA 8  20  28 ]  

[ABCD 13  5  29 ]   [DABC 2  9  30 ]   [CDAB 7  14  31 ]   [BCDA 12  20  32 ]  

 

Round 3:  Here  [abcd  k  s  t ]  deno tes  the  opera t ion  

 

              a  =  b  +  ( (a  +  H(b ,c ,d )  +  X [k ]  +  T [ i ] )  <<<  s )  

 

Do  the  fo l low ing  16  opera t ions ;  

 

[ABCD 5  4  33 ]   [DABC 8  11  34 ]   [CDAB 11  16  35 ]   [BCDA 14  23  36 ]  

[ABCD 1  4  37 ]   [DABC 4  11  38 ]   [CDAB 7  16  39 ]   [BCDA 10  23  40 ]  

[ABCD 13  4  41 ]   [DABC 0  11  42 ]   [CDAB 3  16  43 ]   [BCDA 6  23  44 ]  

[ABCD 9  4  45 ]   [DABC 12  11  46 ]   [CDAB 15  16  47 ]   [BCDA 2  23  48 ]  

 

Round 4:  Here  [abcd  k  s  t ]  deno tes  the  opera t ion  

 

              a  =  b  +  ( (a  +  I (b ,c ,d )  +  X[k ]  +  T [ i ] )  <<<  s )  

 

Do  the  fo l low ing  16  opera t ions .   

 

[ABCD  0   6  49 ]   [DABC  7  10  50 ]   [CDAB 14  15  51 ]   [BCDA  5  21  52 ]  

[ABCD 12   6  53 ]   [DABC  3  10  54 ]   [CDAB 10  15  55 ]   [BCDA  1  21  56 ]  

[ABCD  8   6  57 ]   [DABC 15  10  58 ]   [CDAB  6  15  59 ]   [BCDA 13  21  60 ]  

[ABCD  4   6  61 ]   [DABC 11  10  62 ]   [CDAB  2  15  63 ]   [BCDA  9  21  64 ]  

 

F ina l l y ,  pe r fo rm the  fo l low ing  add i t i ons .  (Tha t  i s  inc rement  each  o f  

the  fou r  reg is te rs  by  the  va lue  i t  had  be fo re  th is  b lock  was  s ta r ted . )  

     

           A  =  A  +  AA 
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           B  =  B  +  BB 

           C  =  C  +  CC 

               D  =  D  +  DD 

 
 
4 .2 .6  Output  
 
The message d iges t  p roduced  as  ou tpu t  i s  A ,  B ,  C  and  D,  tha t  i s ,  

s ta r t ing  w i th  the  low-orde r  by te  o f  A ,  and  end  w i th  the  h igh-o rder  by te  

o f  D .  
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CHAPTER 5 
ABSTRACT SYNTAX NOTATION 

 

5.1 Introduction to ASN1 
 

ASN.1  i s  an  abs t rac t  no ta t ion  fo r  da ta  va lues  and  s t ruc tu res .  I t  i s  ve ry  

much  l i ke  a  t ype  dec la ra t ion  in  C  o r  C++.  In  o ther  words ,  i t  can  be  

descr ibed  as  a  fo rma l  no ta t ion  used  fo r  desc r ib ing  da ta  t ransmi t ted  by  

te lecommun ica t ions  p ro toco ls ,  regard less  o f  l anguage imp lementa t ion  

and  phys ica l  represen ta t ion  o f  these  da ta ,  wha tever  the  app l i ca t ion ,  

whe ther  comp lex  o r  ve ry  s imp le .  

 

The  no ta t ion  p rov ides  a  ce r ta in  number  o f  p re -de f ined  bas ic  t ypes  

such  as :  

•  In tegers  ( INTEGER)  

•  Boo leans  (BOOLEAN)  

•  Charac te r  s t r ings  ( IA5St r ing ,  Un ive rsa lS t r ing  e tc )   

•  B i t  s t r ings  (B IT  STRING) ,  e tc .  

Moreover ,  i t  a l so  makes  i t  poss ib le  to  de f ine  cons t ruc ted  types  such  

as :  

•  S t ruc tu res  (SEQUENCE)   

•  L i s ts  (SEQUENCE OF)  

•  Cho ice  be tween types  (CHOICE) ,  e tc .   

Sub- typ ing  cons t ra in ts  can  be  a lso  app l ied  on  any  ASN.1  t ype  in  o rder  

to  res t r i c t  i t s  se t  o f  va lues .  Moreover ,  ASN.1  on ly  covers  the  

s t ruc tu ra l  aspec ts  o f  i n fo rmat ion  and  there  a re  no  opera to rs  to  hand le  
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the  va lues  once  these  a re  de f ined  o r  to  make  ca lcu la t ions  w i th .  

There fo re  i t  i s  no t  a  p rogramming  language .  

 

ASN.1  i s  a lso  assoc ia ted  w i th  severa l  s tandard ized  encod ing  ru les  

such  as  the  BER (Bas ic  Encod ing  Ru les ) ,  the  DER (Dis t ingu ished  

Encod ing  Ru les )  o r  more  recen t l y  the  PER (Packed  Encod ing  Ru les ) ,   

wh ich  p rove  use fu l  fo r  app l i ca t ions  tha t  undergo  res t r i c t ions  in  te rms  

o f  bandwid th .  These  encod ing  ru les  descr ibe  how the  va lues  de f ined  

in  ASN.1  can  be  t rans la ted  in to  the  by tes  'over  the  w i re '  and  reverse .  

ASN.1  de f ines  four  ma in  k ind  o f  t ypes ,  where  t ypes  can  be  de f ined  as  

a  se t  o f  va lues .  These  a re :  

 

•  S imp le  t ypes  (wh ich  a re  ‘a tomic ’  and  have  no  components )  

•  S t ruc tu red  types  (wh ich  have  components )  

•  Tagged  types  (wh ich  a re  der i ved  f rom o ther  t ypes)  

•  O ther  t ypes  (wh ich  inc lude  the  CHOICE and  ANY types)  

 

Each  o f  these  types  can  a lso  be  ass igned  names in  ASN.1  by  

emp loy ing  the  ass ignment  opera to r  ( := )  and  these  names can  fu r ther  

be  emp loyed  fo r  o ther  t ypes  and  va lues .  

 

Every  ASN.1  type ,  excep t  CHOICE and  ANY,  has  tags ,  wh ich  cons is t  

o f  a  c lass  and  a  nonnega t i ve  tag  number .  There  a re  four  ma in  c lasses  

o f  tags  in  ASN.1  and  these  a re  as  fo l lows :  

 

•  Un iversa l  

•  App l i ca t ion  

•  P r i va te  

•  Con tex t  Spec i f i c .  



 34

 

Thus ,  i t  i s  the  tag  number  wh ich  e f fec ts  the  ASN.1  type  and  no t  t he  

name o f  the  type .  There  a re  a  ce r ta in  se t  o f  ru les  and  some 

s tandard ized  va lues  assoc ia ted  w i th  these  tag  numbers .  

 

5 .2 Encoding Rules  
 

Encod ing  ru les  a re  bas ica l l y  a  se t  o f  p re -de f ined  ru les  emp loyed  fo r  

represen t ing  the  ASN.1  va lues  as  an  oc te t  s t r i ng .  These  ma in ly  

inc lude  the  fo l low ing  th ree  ru les :  

 

•  Bas ic  Encod ing  Ru les  (BER)  

•  D is t ingu ished  Encod ing  Ru les  (DER)  

•  Packed  Encod ing  Ru les  (PER)  

 

Among these  the  Bas ic  Encod ing  Ru les  was  the  o r ig ina l  se t  o f  ru les  

emp loyed  fo r  t rans fo rming  an  ASN.1  va lue  in to  a  sequence  o f  b i t s  and  

by tes .  However ,  i n  case  o f  Bas ic  Encod ing  Ru les  there  were  a  number  

o f  represen ta t ions  poss ib le  fo r  a  ce r ta in  va lue  in  ASN.1 ,  the re fo re ,  

the  D is t ingu ished  Encod ing  Ru les  was  in t roduced .  D is t ingu ished  

Encod ing  Ru les  i s  a  subse t  o f  the  Bas ic  Encod ing  Ru les  and  de f ines  

on ly  one  poss ib le  represen ta t ion  fo r  a  ce r ta in  ASN.1  va lue .   

 

Fur thermore ,  the  Packed  Encod ing  Ru les  was  in t roduced  wh ich  

reduced  the  s ize  o f  the  represen ta t ion  in  case  o f  the  Bas ic  Encod ing  

Ru les  by  approx imate ly  fou r  to  f i ve  t imes .  

 

5.3 ASN.1 Compiler  
 

There  a  number  o f  comp i le rs  capab le  o f  i n te rp re t ing  ASN.1  s t ruc tu res  

in to  some spec i f i ed  language  cons t ruc ts ,  l i ke  fo r  C ,  C++ e tc .  These  
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t ake  as  inpu t  an  inpu t  f i l e  cons is t ing  o f  ASN.1  s t ruc tu res  and  then  

genera te  co r respond ing  f i l es  to  be  used  w i th  the  app l i ca t ion ,  fo r  

example  in  case  o f  C  o r  C++ a  ‘ cpp ’  and  a  ‘header ’  f i l e  i s  genera ted .  

 

Moreover ,  encoders  and  decoders  accompany  the  compi le r  fo r  

encod ing  and  decod ing  the  app l i ca t ion  da ta .  Thus ,  the  encoder  takes  

as  inpu t  the  va lues  ass igned  to  t he  C  s t ruc tu res  and  conver t  them to  

a  sequence  o f  b i t s  emp loy ing  any  one  o f  the  encod ing  ru les  and  these  

can  then  be  t ransmi t ted  over  a  commun ica t ion  l i ne .  S im i la r l y ,  the  

decoder  takes  as  inpu t  a  s t r ing  o f  b i t s  and  in te rp re ts  them in to  va lues  

and  ass igns  them to  the  spec i f i ed  C s t ruc tu re .  

 

There  a re  ma in ly  two  types  o f  encoders  and  decoders  and  these  a re :  

 

•  Space  Opt im ized  Encoders  And  Decoders  

•  T ime Opt im ized  Encoders  And  Decoders  
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CHAPTER 6 
TICKET GRANTING SERVER 

 

6.1 Introduction 
 
Ticke t  Gran t ing  Server  (TGS)  i s  an  essen t ia l  component  o f  the  OSS 

(Opera t ion  Suppor t  Sys tem)  back  o f f i ce  components .  The  t i cke t -

g ran t ing  server  i s  used  to  au then t i ca te  the  MTA (Mu l t imed ia  Termina l  

Adap te r  /  C l ien t )  and  i ssue  a  t i cke t  so  tha t  the  c l ien t  can  es tab l i sh  a  

sess ion  w i th  the  CMS (Ca l l  Management  Server ) .  The  TGS ma in ta ins  

a  da tabase  con ta in ing  the  c l ien t  name,  se rver  name,  sec re t  key  o f  

CMS,  key  vers ion  number  and  max imum l i fe t ime fo r  t i cke ts .  Kerberos  

p ro toco l  i s  used  fo r  the  imp lementa t ion  o f  T icke t  Gran t ing  Server .  An  

ex tens ion  PKINIT  o f  the  Kerberos  p ro toco l  has  been  used  to  improve  

secur i t y .  

 

6.2 Kerberos 
 
Kerberos  p rov ides  means  o f  ve r i f y ing  the  iden t i t i es  o f  p r inc ipa ls , (e .g . ,  

a  works ta t ion  user  o r  a  ne twork  se rver )  on  an  open   (unpro tec ted)  

ne twork .   Th is  i s  accompl i shed  w i thou t  re ly ing  on  au then t i ca t ion  by  

the  hos t  opera t ing  sys tem,  w i thou t  bas ing  t rus t  on  hos t  addresses ,  

w i thou t  requ i r ing  phys ica l  secur i t y  o f  a l l  the  hos ts  on  the  ne twork ,  and  

under  the  assumpt ion  tha t  packe ts  t rave l ing  a long  the  ne twork  can  be  

read ,  mod i f ied ,  and  inser ted  a t  w i l l .  Kerberos  per fo rms au then t i ca t ion  

as  a  t rus ted  th i rd -par ty  au then t i ca t ion  serv ice  by  us ing  conven t iona l  

c ryp tography ,  i .e . ,  shared  secre t  key .  Thus ,  in  pub l i c  key  

c ryp tosys tems,  one  has  a  pub l i c  and  a  p r i va te  key .   
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6.2 .1  Authent icat ion  Process 
 
The au then t i ca t ion  p rocess  p roceeds  as  fo l lows :   

A  c l ien t  sends  a  reques t  to  the  au then t i ca t ion  se rver  (AS)  reques t ing  

"c reden t ia l s "  fo r  a  g iven  server .  The  AS responds  w i th  these  

c reden t ia l s ,  enc ryp ted  in  the  c l ien t ' s  key .   The  c reden t ia l s  cons is t  o f :  

 

•  a  " t i cke t "  fo r  the  se rver    

•  a  temporary  encryp t ion  key  (o f ten  ca l led  a  "sess ion  key" ) .  

 

The  c l ien t  t ransmi ts  the  t i cke t  (wh ich  con ta ins  the  c l i en t ' s  iden t i t y  and  

a  copy  o f  the  sess ion  key ,  a l l  enc ryp ted  in  the  se rver ' s  key )  to  the  

server .  The  sess ion  key  (now shared  by  the  c l i en t  and  server )  i s  used  

to  au then t i ca te  the  c l i en t ,  and  may  op t iona l l y  be  used  to  au then t i ca te  

the  se rver .  I t  may  a lso  be  used  to  enc ryp t  fu r ther  commun ica t ion  

be tween the  two  par t ies  o r  to  exchange a  separa te  sub-sess ion  key  to  

be  used  to  encryp t  fu r ther  commun ica t ion .  

 

The  imp lementa t ion  cons is ts  o f  one  o r  more  au then t i ca t ion  servers  

runn ing  on  phys ica l l y  secure  hos ts .  The  au then t i ca t ion  servers  

ma in ta in  a  da tabase  o f  p r inc ipa ls  ( i .e . ,  users  and  servers )  and  the i r  

sec re t  keys .  In  o rder  to  add  au then t i ca t ion  to  i t s  t ransac t ions ,  a  

t yp ica l  ne twork  app l i ca t ion  adds  one  o r  two  ca l l s  to  the  Kerberos  

l i b ra ry ,  wh ich  resu l t s  in  the  t ransmiss ion  o f  the  necessary  messages  

to  ach ieve  au then t i ca t ion .  

 

6.2 .2  Message Processing 
 

There  a re  two  methods  by  wh ich  a  c l ien t  can  ask  a  Kerberos  server  

fo r  c reden t ia l s .   In  the  f i r s t  approach ,  the  c l i en t  sends  a  c lea r  tex t  

reques t  fo r  a  t i cke t  fo r  the  des i red  se rver  to  the  AS.  The  rep ly  i s  sen t  
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encryp ted  in  the  c l i en t ' s  sec re t  key .  Usua l l y  th i s  reques t  i s  fo r  a  

t i cke t -g ran t ing  t i cke t  (TGT) ,  wh ich  can  la te r  be  used  w i th  the  t i cke t -

g ran t ing  se rver  (TGS) .   In  the  second  method ,  the  c l i en t  sends  a  

reques t  to  the  TGS.   The  c l ien t  sends  the  TGT to  the  TGS in  the  same 

manner  as  i f  i t  were  con tac t ing  any  o ther  app l i ca t ion  server ,  wh ich  

requ i res  Kerberos  c reden t ia l s .   The  rep ly  i s  encryp ted  in  the  sess ion  

key  f rom the  TGT.  

 

Once  ob ta ined ,  c reden t ia l s  may  be  used  to  ve r i f y  the  iden t i t y  o f  the     

p r inc ipa ls  in  a  t ransac t ion ,  to  ensure  the  in tegr i t y  o f  messages  

exchanged  be tween them,  o r  to  p reserve  p r i vacy  o f  the  messages .   

The  app l i ca t ion  i s  f ree  to  choose  whatever  p ro tec t ion  may  be  

necessary .  To  ver i f y  the  iden t i t i es  o f  the  p r inc ipa ls  in  a  t ransac t ion ,  

the  c l i en t  t ransmi ts  the  t i cke t  to  the  se rver .   S ince  the  t i cke t  i s  sen t  

" in  the  c lea r "  (pa r ts  o f  i t  a re  encryp ted ,  bu t  th i s  encryp t ion  does  no t  

thwar t  rep lay )  and  migh t  be  in te rcep ted  and  reused  by  an  a t tacker ,  

add i t i ona l  i n fo rmat ion  i s  sen t  to  p rove  tha t  the  message  was  

o r ig ina ted  by  the  p r inc ipa l  to  whom the  t i cke t  was  i ssued .   Th is  

in fo rmat ion  (ca l led  the  au then t i ca to r )  i s  encryp ted  in  the  sess ion  key ,  

and  inc ludes  a  t imes tamp.  The  t imes tamp proves  tha t  the  message  

was  recen t l y  genera ted  and  i s  no t  a  rep lay .  Encryp t ing  the  

au then t i ca to r  in  the  sess ion  key  p roves  tha t  a  par ty  possess ing  the  

sess ion  key  genera ted  i t .   S ince  no  one  excep t  the  reques t ing  

p r inc ipa l  and  the  se rver  know the  sess ion  key  ( i t  i s  never  sen t  over  

the  ne twork  in  the  c lear )  th i s  guaran tees  the  iden t i t y  o f  the  c l ien t .  

 

The  in tegr i t y  o f  the  messages  exchanged be tween p r inc ipa ls  can  a lso  

be  guaran teed  us ing  the  sess ion  key  (passed  in  the  t i cke t  and  

con ta ined  in  the  c reden t ia l s ) .   Th is  approach  p rov ides  de tec t ion  o f  

bo th  rep lay  a t tacks  and  message  s t ream mod i f i ca t ion  a t tacks .   I t  i s  

accompl i shed  by  genera t ing  and  t ransmi t t i ng  a  co l l i s ion -p roo f  
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checksum (e lsewhere  ca l led  a  hash  o r  d iges t  func t ion )  o f  the  c l i en t ' s  

message ,  keyed  w i th  the  sess ion  key .   Pr i vacy  and  in teg r i t y  o f  the  

messages  exchanged be tween p r inc ipa ls  can  be  secured  by  

encryp t ing  the  da ta  to  be  passed  us ing  the  sess ion  key  passed  in  the  

t i cke t ,  and  con ta ined  in  the  c reden t ia l s .  

 

The  au then t i ca t ion  exchanges  ment ioned  above  requ i re  read-on ly  

access  to  the  Kerberos  da tabase .   Somet imes ,  however ,  the  en t r ies  in  

the  da tabase  mus t  be  mod i f ied ,  such  as  when add ing  new pr inc ipa ls  

o r  chang ing  a  p r inc ipa l ' s  key .    

 
6 .2 .3 .  TGS-Exchange 
 

Message  d i rec t ion             Message  type       

C l ien t  to  Kerberos              KRB_TGS_REQ       

Kerberos  to  c l i en t               KRB_TGS_REP  

 

The  TGS exchange  be tween a  c l ien t  and  the  Kerberos  T icke t -Gran t ing  

Server  i s  in i t i a ted  by  a  c l ien t  when  i t  w ishes  to  ob ta in  au then t i ca t ion  

c reden t ia l s  fo r  a  g iven  server  (wh ich  migh t  be  reg is te red  in  a  remote  

rea lm) .  In  the  f i r s t  case ,  the  c l i en t  mus t  a l ready  have  acqu i red  a  

t i cke t  fo r  the  T icke t -Gran t ing  Serv ice  us ing  the  AS exchange ( the  

t i cke t -g ran t ing  t i cke t  i s  usua l l y  ob ta ined  when a  c l ien t  in i t i a l l y  

au then t i ca tes  to  the  sys tem,  such  as  when a  user  logs  in ) .   The 

message  fo rmat  fo r  the  TGS exchange i s  a lmos t  iden t i ca l  to  tha t  fo r  

the  AS exchange.  The  p r imary  d i f fe rence  i s  tha t  enc ryp t ion  and  

decryp t ion  in  the  TGS exchange does  no t  take  p lace  under  the  c l ien t ' s  

key .   Ins tead ,  the  Sess ion  key  f rom the  t i cke t -g ran t ing  t i cke t  i s  used .   

 

The  TGS exchange cons is ts  o f  two  messages :   
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•  A  reques t  (KRB_TGS_REQ)  f rom the  c l ien t  to  the  Kerberos  

T icke t -Gran t ing  Server .  

•  A  rep ly  (KRB_TGS_REP o r  KRB_ERROR) .   

 

The  KRB_TGS_REQ message  inc ludes  in fo rmat ion  au then t i ca t ing  the  

c l i en t  p lus  a  reques t  fo r  c reden t ia l s .  The  au then t i ca t ion  in fo rmat ion  

cons is ts  o f  the  au then t i ca t ion  header  (KRB_AP_REQ) .   

 

 
Figure  6 .1  –  TGS Exchanges  

 

The  TGS rep ly  (KRB_TGS_REP)  con ta ins  the  reques ted  c reden t ia l s ,  

enc ryp ted  in  the  sess ion  key  f rom the  t i cke t -g ran t ing  t i cke t .  The  

KRB_ERROR message con ta ins  an  e r ro r  code  and  tex t  exp la in ing  

what  wen t  wrong .  The  KRB_ERROR message  i s  no t  enc ryp ted .  The  

KRB_TGS_REP message  con ta ins  in fo rmat ion ,  wh ich  can  be  used  to  

de tec t  rep lays ,  and  to  assoc ia te  i t  w i th  the  message to  wh ich  i t  

rep l ies .  The  KRB_ERROR message a lso  con ta ins  in fo rmat ion  wh ich  

can  be  used  to  assoc ia te  i t  w i th  the  message  to  wh ich  i t  r ep l ies ,  bu t  
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the  lack  o f  encryp t ion  in  the  KRB_ERROR message p rec ludes  the  

ab i l i t y  to  de tec t  rep lays  o r  fab r i ca t ions  o f  such  messages .   

 

Generat ion  of  KRB_TGS_REQ Message  
 

Be fo re  send ing  a  reques t  to  the  t i cke t -g ran t ing  se rv ice ,  the  c l i en t  

mus t  de te rmine  in  wh ich  rea lm the  app l i ca t ion  server  i s  reg is te red .   I t  

m igh t  be  known be fo rehand  (s ince  the  rea lm i s  par t  o f  the  p r inc ipa l  

i den t i f i e r ) .  P resen t l y ,  however ,  th i s  in fo rmat ion  i s  ob ta ined  f rom a  

con f igu ra t ion  f i l e .  I f  the  c l ien t  does  no t  a l ready  possess  a  t i cke t -

g ran t ing  t i cke t  fo r  the  appropr ia te  rea lm,  then  one  mus t  be  ob ta ined .   

Th is  i s  f i r s t  a t tempted  by  reques t ing  a  t i cke t -g ran t ing  t i cke t  fo r  the  

des t ina t ion  rea lm f rom the  loca l  Kerberos  se rver  (us ing  the  

KRB_TGS_REQ message  recurs ive ly ) .   The  Kerberos  server  may  

re tu rn  a  TGT fo r  the  des i red  rea lm in  wh ich  case  one  can  p roceed .  

A l te rna t i ve ly ,  the  Kerberos  server  may  re turn  a  TGT fo r  a  rea lm wh ich   

i s  "c loser "  to  the  des i red  rea lm ( fu r the r  a long  the  s tandard    

h ie ra rch ica l  pa th ) ,  i n  wh ich  case  th i s  s tep  mus t  be  repea ted  w i th  a  

Kerberos  server  in  the  rea lm spec i f i ed  in  t he  re tu rned  TGT.  I f  ne i the r  

a re  re tu rned ,  then  the  reques t  mus t  be  re t r ied  w i th  a  Kerberos  server  

fo r  a  rea lm h igher  in  the  h ie ra rchy .  Th is  reques t  w i l l  i t se l f  requ i re  a  

t i cke t -g ran t ing  t i cke t  fo r  the  h igher  rea lm  wh ich  mus t  be  ob ta ined  by  

recurs ive ly  app ly ing  these  d i rec t ions .  

 

Once  the  c l ien t  ob ta ins  a  t i cke t -g ran t ing  t i cke t  fo r  the  appropr ia te  

rea lm,  i t  de te rmines  wh ich  Kerberos  servers  se rve  tha t  rea lm,  and  

con tac ts  one .  The  l i s t  m igh t  be  ob ta ined  th rough  a  con f igu ra t ion  f i l e  

o r  ne twork  se rv ice ;  as  long  as  the  secre t  keys  exchanged by  rea lms  

a re  kep t  sec re t ,  on ly  den ia l  o f  se rv ice  resu l t s  f rom a  fa lse  Kerberos  

server .  
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As in  the  AS exchange,  the  c l ien t  may  spec i f y  a  number  o f  op t ions  in  

the  KRB_TGS_REQ message .  The  c l ien t  p repares  the  KRB_TGS_REQ 

message ,  p rov id ing  an  au then t i ca t i on  header  as  an  e lement  o f  the  

pada ta  f ie ld ,  and  inc lud ing  the  same f ie lds  as  used  in  t he  

KRB_AS_REQ message a long  w i th  severa l  op t iona l  f i e lds :  the  enc-

au thor i za t ion -da ta  f i e ld  fo r  app l i ca t ion  se rver  use  and  add i t i ona l  

t i cke ts  requ i red  by  some op t ions .  

 

Once  p repared ,  the  message i s  sen t  to  a  Kerberos  se rver  fo r  the  

des t ina t ion  rea lm.  
 

Receipt  o f  KRB_TGS_REQ Message 
 

The  KRB_TGS_REQ message i s  p rocessed  in  a  manner  s im i la r  to  the    

KRB_AS_REQ message ,  bu t  the re  a re  many  add i t i ona l  checks  to  be    

pe r fo rmed.   F i rs t ,  the  Kerberos  server  mus t  de te rmine  wh ich  server  

the  accompany ing  t i cke t  i s  fo r  and  i t  mus t  se lec t  the  appropr ia te  key  

to  decryp t  i t .  Fo r  a  norma l  KRB_TGS_REQ message ,  i t  w i l l  be  fo r  the  

t i cke t  g ran t ing  serv ice ,  and  the  TGS's  key  w i l l  be  used .   I f  no  t i cke t  

can  be  found  in  the  pada ta  f ie ld ,  the  

KDC_ERR_PADATA_TYPE_NOSUPP er ro r  i s  re tu rned .   

 

Once  the  accompany ing  t i cke t  has  been  decryp ted ,  the  user -supp l ied     

checksum in  the  Au then t i ca to r  mus t  be  ver i f i ed  aga ins t  the  con ten ts  

o f  the  reques t ,  and  the  message  re jec ted  i f  the  checksums do  no t  

match  (w i th  an  e r ro r  code  o f  KRB_AP_ERR_MODIFIED)  o r  i f  t he  

checksum is  no t  keyed  o r  no t  co l l i s ion -p roo f  (w i th  an  e r ro r  code  o f    

KRB_AP_ERR_INAPP_CKSUM) .   I f  the  checksum type  i s  no t  

suppor ted ,  the  KDC_ERR_SUMTYPE_NOSUPP er ro r  i s  re tu rned .  I f  

any  o f  the  decryp t ions  ind ica te  fa i led  in tegr i t y  checks ,  the  

KRB_AP_ERR_BAD_INTEGRITY er ro r  i s  re tu rned .  
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Generat ion  of  KRB_TGS_REP Message  
 

The  KRB_TGS_REP message shares  i t s  fo rmat  w i th  the  KRB_AS_REP    

(KRB_KDC_REP) ,  bu t  w i th  i t s  t ype  f i e ld  se t  to  KRB_TGS_REP.  The  

response  w i l l  i nc lude  a  t i cke t  fo r  the  reques ted  server .   The  Kerberos  

da tabase  i s  quer ied  to  re t r ieve  the  record  fo r  the  reques ted  server  

( inc lud ing  the  key  w i th  wh ich  the  t i cke t  w i l l  be  encryp ted) .   I f  the  

reques t  i s  fo r  a  t i cke t  g ran t ing  t i cke t  fo r  a  remote  rea lm,  and  i f  no  key  

i s  shared  w i th  the  reques ted  rea lm,  then  the  Kerberos     se rver  w i l l  

se lec t  the  rea lm "c loses t "  to  the  reques ted  rea lm w i th  wh ich  i t  does  

share  a  key ,  and  use  tha t  rea lm ins tead .  Th is  i s  the  on ly  case  where  

the  response  f rom the  KDC w i l l  be  fo r  a  d i f fe ren t  se rver  than  tha t  

reques ted  by  the  c l ien t .  

 

By  de fau l t ,  the  address  f ie ld ,  the  c l ien t ' s  name and  rea lm,  the  l i s t  o f  

t rans i ted  rea lms ,  the  t ime o f  in i t i a l  au then t i ca t ion ,  the  exp i ra t ion  t ime,  

and  the  au thor i za t ion  da ta  o f  t he  newly - i ssued  t i cke t  w i l l  be  cop ied  

f rom the  t i cke t -g ran t ing  t i cke t  (TGT) .   I f  the  t rans i ted  f i e ld  needs  to  

be  upda ted ,  bu t  the  t rans i ted  type  i s  no t  suppor ted ,  the  

KDC_ERR_TRTYPE_NOSUPP er ro r  i s  re tu rned .  

 

I f  the  reques t  spec i f i es  an  end t ime,  then  the  end t ime o f  the  new t i cke t  

i s  se t  to  the  min imum o f   

 

•  tha t  reques t  

•  the  end t ime f rom the  TGT 

•  the  s ta r t t ime  o f  the  TGT p lus  the  m in imum o f   the  max imum l i fe  

fo r  the  app l i ca t ion  se rver  and  the  max imum l i fe  fo r  the  loca l  

rea lm ( the  max imum l i fe  fo r  the  reques t ing  p r inc ipa l  was   a l ready  

app l ied  when the  TGT was  i ssued) .       
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I f  the  ENC-TKT- IN-SKEY op t ion  has  been  spec i f i ed  and  an  add i t iona l  

t i cke t  has  been  inc luded  in  the  reques t ,  the  KDC w i l l  dec ryp t  the  

add i t i ona l  t i cke t  us ing  the  key  fo r  the  server  to  wh ich  the  add i t iona l  

t i cke t  was  i ssued  and  ve r i f y  tha t  i t  i s  a  t i cke t -g ran t ing  t i cke t .   I f  t he  

name o f  the  reques ted  server  i s  m iss ing  f rom the  reques t ,  the  name 

o f  the  c l ien t  in  the  add i t iona l  t i cke t  w i l l  be  used .   O therw ise  the  name 

o f  the  reques ted  server  w i l l  be  compared  to  the  name o f  the  c l ien t  i n  

the  add i t iona l  t i cke t  and  i f  d i f fe ren t ,  the  reques t  w i l l  be  re jec ted .   I f  

the  reques t  succeeds ,  the  sess ion  key  f rom the  add i t i ona l  t i cke t  w i l l  

be  used  to  encryp t  the  new t i cke t  tha t  i s  i ssued  ins tead  o f  us ing  the  

key  o f  the  se rver  fo r  wh ich  the  new t i cke t  w i l l  be  used  (Th is  a l lows  

easy  imp lementa t ion  o f  user - to -user  au then t i ca t ion ,  wh ich  uses  t i cke t -

g ran t ing  t i cke t  sess ion  keys  in  l i eu  o f  sec re t  se rver  keys  in  s i tua t ions  

where  such  secre t  keys  cou ld  be  eas i l y  compromised) .  

 

Whenever  a  reques t  i s  made to  the  t i cke t -g ran t ing  server ,  the  

p resen ted  t i cke t (s )  i s (a re )  checked  aga ins t  a  ho t - l i s t  o f  t i cke ts   wh ich  

have  been  cance led .   Th is  ho t - l i s t  m igh t  be  imp lemented  by  s to r ing  a  

range  o f  i ssue  da tes  fo r  "suspec t  t i cke ts " ;  i f  a  p resen ted  t i cke t  had  an  

au th t ime in  tha t  range ,  i t  wou ld  be  re jec ted .   In  th i s  way ,  a  s to len  

t i cke t -g ran t ing  t i cke t  canno t  be  used  to  ga in  add i t iona l  t i cke ts  

( renewa ls  o r  o therw ise)  once  the  the f t  has  been  repor ted .   Any  norma l  

t i cke t  ob ta ined  be fo re  i t  was  repor ted  s to len  w i l l  s t i l l  be  va l id  

(because  they  requ i re  no  in te rac t ion  w i th  the  KDC) ,  bu t  on ly  un t i l  

t he i r  no rma l  exp i ra t ion  t ime.  

 

The  c ipher tex t  pa r t  o f  the  response  in  the  KRB_TGS_REP message i s     

enc ryp ted  in  the  sess ion  key  f rom the  t i cke t -g ran t ing  t i cke t .  I t  i s  no t     

enc ryp ted  us ing  the  c l ien t ' s  sec re t  key .   Fur thermore ,  the  c l i en t ’ s  

key ’s  exp i ra t ion  da te  and  the  key  ve rs ion  number  f i e lds  a re  le f t  ou t  
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s ince  these  va lues  a re  s to red  a long  w i th  the  c l ien t ' s  da tabase  record ,  

and  tha t  record  i s  no t  needed  to  sa t i s fy  a  reques t  based  on  a  t i cke t -

g ran t ing  t i cke t .   

 
Receipt  o f  KRB_TGS_REP Message 
 

When the  KRB_TGS_REP is  rece ived  by  the  c l ien t ,  i t  i s  p rocessed  in  

the  same manner  as  the  KRB_AS_REP process ing  descr ibed  above .   

The  p r imary  d i f fe rence  i s  tha t  the  c ipher tex t  par t  o f  the  response  mus t  

be  decryp ted  us ing  the  sess ion  key  f rom the  t i cke t -g ran t ing  t i cke t  

ra ther  than  the  c l ien t ' s  sec re t  key .    

 

6.3.  Kerberos/PKINIT 
 

The  popu la r i t y  o f  pub l i c  key  c ryp tography  has  p roduced  a  des i re  fo r  

i t s  suppor t  i n  Kerberos .  The  advan tages  p rov ided  by  pub l i c  key  

c ryp tography  inc lude  s imp l i f i ed  key  management  ( f rom the  Kerberos  

perspec t i ve )  and  the  ab i l i t y  to  leverage  ex is t ing  and  deve lop ing  pub l i c  

key  ce r t i f i ca t ion  in f ras t ruc tu res .  Pub l i c  key  c ryp tography  can  be  

in tegra ted  in to  Kerberos  in  a  number  o f  ways .  One  i s  to  assoc ia te  a  

key  pa i r  w i th  each  rea lm .  Ano ther  way  i s  to  a l low users  w i th  pub l i c  

key  cer t i f i ca tes  to  use  them in  in i t i a l  au then t i ca t ion .   

 

PKINIT  u t i l i zes  ephemera l -ephemera l  D i f f i e -He l lman  keys  in  

comb ina t ion  w i th  d ig i ta l  s igna tu re  keys  as  the  p r imary ,  requ i red  

mechan ism.  I t  a l so  a l lows  fo r  the  use  o f  RSA keys  and /o r  (s ta t i c )  

D i f f i e -He l lman cer t i f i ca tes .  In  par t i cu la r  PKINIT  suppor ts  the  use  o f  

separa te  s igna tu re  and  encryp t ion  keys .  

 

PKINIT  enab les  access  to  Kerberos -secured  serv ices  based  on  in i t i a l  

au then t i ca t ion  u t i l i z ing  pub l i c  key  c ryp tography .  PKINIT  u t i l i zes  
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s tandard  pub l i c  key  s igna tu re  and  enc ryp t ion  da ta  fo rmats  w i th in  the  

s tandard  Kerberos  messages .  The  bas ic  mechan ism is  as  fo l lows :   

 

The  user  sends  an  AS-REQ message  to  the  KDC as  be fo re ,  excep t  

tha t  i f  tha t  user  i s  to  use  pub l i c  key  c ryp tography  in  the  in i t i a l  

au then t i ca t ion  s tep ,  h is  ce r t i f i ca te  and  a  s igna tu re  accompany  the  

in i t i a l  reques t  in  the  p re -au then t i ca t ion  f i e lds .  Upon  rece ip t  o f  th i s  

reques t ,  the  KDC ver i f i es  the  cer t i f i ca te  and  i ssues  a  t i cke t  g ran t ing  

t i cke t  (TGT)  as  be fo re ,  excep t  tha t  the  encPar t  f rom the  AS-REP 

message car ry ing  the  TGT is  now encryp ted  u t i l i z ing  e i the r  a  D i f f i e -

He l lman der i ved  key  o r  the  user ' s  pub l i c  key .  Th is  message i s  

au then t i ca ted  u t i l i z ing  the  pub l i c  key  s igna tu re  o f  the  KDC.  

  

No te  tha t  PKINIT  does  no t  requ i re  the  use  o f  ce r t i f i ca tes .  A  KDC may  

s to re  the  pub l i c  key  o f  a  p r inc ipa l  as  par t  o f  tha t  p r inc ipa l ' s  record .  In  

th i s  scenar io ,  the  KDC is  the  t rus ted  par ty  tha t  vouches  fo r  the  

p r inc ipa l  (as  in  a  s tandard ,  non-c ross  rea lm,  Kerberos  env i ronment ) .  

Thus ,  fo r  any  p r inc ipa l ,  the  KDC may  ma in ta in  a  sec re t  key ,  a  pub l i c  

key ,  o r  bo th .   

 

6.3 .1 .  PKINIT  Exchange in  Packet  Cable  
 
The PKINIT  Reques t  i s  ca r r ied  as  a  Kerberos  p re -au then t i ca to r  f i e ld  

ins ide  an  AS_Reques t  and  the  PKINIT  Rep ly  i s  a  p re -au then t i ca to r  

ins ide  the  AS Rep ly .  The  PKINIT  c l ien t  i s  re fe r red  to  as  an  MTA,  as  i t  

i s  cu r ren t l y  the  on ly  Packe t  Cab le  e lement  tha t  au then t i ca tes  i t se l f  to  

the  KDC w i th  the  PKINIT  p ro toco l .  
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F igure  6 .2  –  PKINIT  Exchange  

 

The  above  d iagram l i s ts  severa l  impor tan t  parameters  in  the  PKINIT  

Reques t  and  Rep ly  messages .  These  parameters  a re :  

 
6 .3 .2 .  PKINIT  Request   
 
MTA (Kerberos  p r inc ipa l )  name  –  found  in  t he  KDC-REQ-BODY 

Kerberos  s t ruc tu re .  I t s  fo rmat  i s  based  on  the  MTA’s  X .500name in  

the  cer t i f i ca te .  

 

KDC or  App l i ca t ion  Server  (Kerberos  p r inc ipa l )  name –  found  in  the  

KDC-REQ-BODY Kerberos  s t ruc tu re .  

  

T ime –  found  in  the  PKAuthen t i ca to r  s t ruc tu re ,  spec i f i ed  by  PKINIT  

 

Nonce  -  found  in  the  PKAuthen t i ca to r  s t ruc tu re ,  spec i f i ed  by  PKINIT  

(There  i s  a lso  a  2  nd  nonce  in  the  KDC-REQ-BODY Kerberos  

s t ruc tu re) .  
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D i f f i e -He l lman paramete rs ,  s igna tu re  and  MTA cer t i f i ca te  –  these  a re  

a l l  spec i f i ed  by  PKINIT .   

 
6 .3 .3 .  PKINIT  Reply  
 

App l i ca t ion  Server  T icke t  –  found  in  the  KDC-REP Kerberos  

s t ruc tu re .  

 

KDC Cer t i f i ca te ,  D i f f i e -He l lman parameters ,  s igna tu re  –  these  a re  a l l  

spec i f i ed  by  PKINIT .  

 

Nonce  – found  in  the  KdcDHKeyIn fo  s t ruc tu re .  Th is  nonce  mus t  be  the  

same as  the  one  found  in  the  PKAuthen t i ca to r  s t ruc tu re  o f  the  PKINIT  

Reques t .  There  i s  ano ther  nonce  in  EncKDCRepPar t  Kerberos  

s t ruc tu re   Th is  nonce  mus t  be  the  same as  the  one  found  in  the  KDC-

REQ-BODY o f  the  PKINIT  Reques t .  

 

Sess ion  key ,  key  va l id i t y  per iod  –  found  in  the  EncKDCRepPar t  

Kerberos  s t ruc tu re  
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6.4 UML Design 
 
6 .4 .1 .  C lass  Diagram 
 
 
       1   

                                                 
           
                    1 

                                       1                                   

                     1                                                 1                                     
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                                 1 

      

 

 

6.4 .2 .  C lasses  
 
6 .4 .2 .1 .  OSSServers  
 
Th is  i s  t he  ma in  paren t  c lass  f rom wh ich  a l l  the  server  c lasses  a re  

der i ved .  

TGS 

DataBase 

DES 

MD5 

ASN 

OSSServers 
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6.4 .2 .2 .  TGS 
Th is  c lass  represen ts  the  T icke t  Gran t ing  Server  tha t  i s  a  ch i ld  o f  the  

OSS Servers  c lass .  

 

6.4 .2 .3 .  Database 
 
Th is  c lass  represen ts  the  Database  ma in ta ined  by  the  T icke t  Gran t ing  

Server  to  keep  record  o f  a  va r ie ty  o f  i n fo rmat ion .  

 

6.4 .2 .4 .  MD5 
 
Th is  c lass  i s  used  to  p roduce  a  hash  us ing  the  MD5 d iges t  a lgor i thm 

on  a  g iven  da ta .  

 

6.4 .2 .5 .  3DESCBC 
 
Th is  c lass  i s  used  to  encryp t  a  message us ing  a  g iven  key .  

 
6 .4 .3 .  Sequence Diagram 
 
The sequence  d iagram (a t tached  in  APPENDIX A  )can  be  d iv ided  in to  

two  ma in  por t ions .  

 

•  Reques t  p rocess ing  

•  Rep ly  p rocess ing  

 

6.4 .3 .1 .  Request  Processing 
 

The  c l ien t  sends  a  encoded  reques t  to  the  T icke t  Gran t ing  Server  

when i t  wan ts  to  es tab l i sh  a  sess ion  w i th  the  ca l l  management  se rver .  



 51

The reques t ,  wh ich  i s  sen t  to  the  T icke t  Gran t ing  Server  i s   composed  

o f  two  th ings .  

•  Req-Body  

•  P re -au then t i ca t ion  Data  

 

6.4 .3 .1 .1  Req-Body 
 

The  reques t  body  cons is ts  o f  t ime  and  nonce  to  check  fo r  rep lay  

a t tacks ,  a long  w i th  the  c l ien t  and  server  names wh ich  have  to  be  

looked  up  in  the  da tabase  fo r  au then t i ca t ion .   

 

6.4 .3 .1 .2 .  Preauthent icat ion  Data  
 
The p re -au then t i ca t ion  f ie ld  in  t he  reques t  ma in ly  cons is ts  o f  the  

S igna tu re  and  the  Cer t i f i ca te .  

 

When the  T icke t  Gran t ing  Server  rece ives  the  reques t  i t  f i r s t  sends  

the  reques t  to  the  ASN compl ie r  to  be  decoded  .The  name o f  the  

c l ien t  i s  looked  up  in  the  da tabase  to  check  i f  the  c l ien t  i s  a  va l id  

member  o f  ou r  sys tem . I f  the  c l ien t  i s  no t  a  va l id  member  o f  ou r  

sys tem then  an  e r ro r  i s  re tu rned  to  the  c l ien t  i nd ica t ing  tha t  the  

p r inc ipa l  o r  the  c l ien t  i s  unknown to  the  t i cke t  g ran t ing  server .  

However  i f  the  resu l t  o f  the  search  i s  t rue  o r  the  c l ien t  i s  a  va l id  

member  then  we check  the  name o f  the  se rver ,  wh ich  the  c l i en t  i s  

t r y ing  to  access  . I f  the  se rver  i s  no t  a  va l id  par t  o f  the  da tabase  then 

we re tu rn  an  e r ro r  to  the  c l ien t  tha t  the  se rver  i s  unknown to  the  

T icke t  Gran t ing  Server .  The  t ime has  to  be  matched  to  ensure  tha t  i t  

i s  no t  a  rep lay .         

 

The  T icke t  Gran t ing  Server  has  to  now pass  th rough  the  p re -

au then t i ca t ion  phase  a f te r  i t  has  success fu l l y  au then t i ca ted  the  c l ien t  
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and the  server .  F i rs t  the  t i cke t  g ran t ing  se rver  checks  the  p re -

au then t i ca t ion  da ta  t ype  . I f  the  p re -au then t i ca t ion  type  i s  nu l l  then  an  

e r ro r  i s  re tu rned  to  the  c l ien t  i nd ica t ing  tha t  p re -au then t i ca t ion  i s  

requ i red .  The  p re -au then t i ca t ion  da ta  va lue  con ta ins  the  encoded  

s igned  da ta  o r  the  PA_PK_AS_REQ so  th is  i s  sen t  to  the  ASN 

compi le r  to  be  decoded .The  T icke t  Gran t ing  Server  checks  fo r  the  

d iges t  a lgo r i thm,  i f  the  d iges t  a lgo r i thm is  no t  sha-1  then  an  e r ro r  i s  

re tu rned  to  the  c l ien t  ind ica t ing  tha t  the  d iges t  i s  inva l id  and  i f  the  

d iges t  i s  va l id  then  i t  compares  the  c l i en t  name tha t  i s  sen t  to  the  

T icke t  Gran t ing  Server  in  the  reques t  body  and  the  c l ien t  name tha t  i s  

ob ta ined  f rom the  cer t i f i ca te ,  i f  they  m ismatch  then  an  e r ro r  i s  

re tu rned  to  the  c l ien t  ind ica t ing  a  c l i en t  name mismatch .  

 

The  T icke t  Gran t ing  Server  has  to  now ver i f y  the  s igna tu re  .The  

cer t i f i ca te  in  the  s igned  da ta  s t ruc tu re  con ta ins  the  encoded va lue  o f  

the  pub l i c  key  .The  T icke t  Gran t ing  Server  sends  the  RSA-pub l i c -key  

to  the  ASN compl ie r  so  tha t  i t  can  be  decoded .  Now the  va lue  o f  the  

pub l i c  key  i s  ob ta ined  f rom the  ce r t i f i ca te  and  the  va lue  o f  the  

s igna tu re  i s  ob ta ined  f rom the  s igner in fo  (PA_PK_AS_REQ) .  These  

two  parameters  a re  passed  to  the  RSA encryp t ion  a lgor i thm wh ich  

re tu rns  the  sha-1  d iges t  tha t  has  been  sen t  to  the  T icke t  Gran t ing  

Server  by  the  c l ien t .      

 

The  eConten t  va lue  in  the  s igned  da ta  (PA_PK_AS_REQ)  con ta ins  the  

encoded  va lue  o f  the  au th  pack  so  the  T icke t  Gran t ing  Server  sends  

the  va lue  o f  the  au thpack  to  the  ASN compi le r  to  be  decoded.  SHA-1  

d iges t  a lgor i thm is  now app l ied  to  the  pkAuthen t i ca to r  s t ruc tu re  in  the  

au thpack .  The  d iges t  tha t  i s  ob ta ined  i s  compared  w i th  the  one  tha t  

was  ob ta ined  by  app ly ing  the  RSA a lgor i thm over  the  pub l i c  key  and  

the  s igna tu re  va lue .  I f  the  two  va lues  mismatch  then  the  p re -

au then t i ca t ion  has  fa i led  and  an  e r ro r  i s  re tu rned  to  the  c l i en t  
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i nd ica t ing  tha t  the  p re -au then t i ca t ion  has  no t  been  success fu l  .The  

au thpack  con ta ins  the  encoded va lue  o f  the  dh  parameters  .The  dh  

parameters  in  the  au thpack  a re  checked ,  i f  the  range  o f  parameters  i s  

no t  va l id  then  an  e r ro r  i s  re tu rned  to  the  c l ien t  ind ica t ing  tha t  the  

range  i s  v io la ted .  S im i la r l y  the  T icke t  Gran t ing  Server  a lso  checks  the  

s t reng th  o f  the  key ,  i f  the  key  i s  weak  an  e r ro r  i s  re tu rned  to  t he  

c l ien t  ind ica t ing  tha t  the  key  i s  weak .  

 

6.4 .3 .2 .  Reply Processing    
           
Af te r  the  T icke t  Gran t ing  Server  has  f in i shed  the  p rocess ing  o f  the  

reques t  i t  p repares  to  send  da ta  to  the  c l ien t  so  tha t  the  c l ien t  can  

es tab l i sh  a  sess ion  w i th  the  Ca l l  Management  Server .  The  da ta ,  wh ich  

has  to  be  sen t  to  the  c l ien t ,  i s  ma in ly  composed o f  the  fo l low ing :  

 

•  P re -au then t i ca t ion  da ta  

•  T i cke t  

•  C l ien t  Da ta    

              
6 .4 .3 .2 .1 .  Pre -authent icat ion  Data  
 
The DH pub l i c  key  va lue  i s  f i r s t  encoded  s ince  i t  i s  pa r t  o f  the  kdc -

dhkey in fo  s t ruc tu re  o f  the  p re -au then t i ca t ion  da ta .  The  T icke t  

Gran t ing  server  passes  the  encoded  kdc-dhkey in fo  as  parameter  to  

the  d iges t  a lgor i thm sha-1 .  App ly ing  the  message  d iges t  a lgo r i thm 

(SHA-1)  on  the  message  (kdc-dhkey in fo )  re tu rns  the  d iges t  to  the  

T icke t  Gran t ing  Server .  The  T icke t  Gran t ing  Server  ob ta ins  the  

p r i va te  key  o f  the  se rver  f rom the  da tabase .  Then  the  message  d iges t  

i s  enc ryp ted  w i th  the  p r i va te  key  o f  T icke t  Gran t ing  Server  by  

app ly ing  rsa  encryp t ion  a lgor i thm.  Th is  p rocess  p repares  the  

s igna tu re  tha t  i s  to  be  sen t  to  the  c l ien t .  A  ce r t i f i ca te  i s  a lso  sen t  to  
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the  c l ien t  wh ich  car r ies  the  pub l i c  key  tha t  w i l l  be  used  a t  the  c l i en t  

end  fo r  p re -au then t i ca t ion .   

  

6 .4 .3 .2 .2 .  T icket    
 

The  t i cke t  i s  a  record  o r  s t ruc ture  tha t  the  T icke t  Gran t ing  Server  

genera tes  fo r  the  Ca l l  Management  Server .  T icke t  Gran t ing  Server  

genera tes  a  sess ion  key ,  wh ich  i s  to  be  sen t  as  par t  o f  the  t i cke t .  The  

t i cke t  i s  sen t  encryp ted  to  the  c l i en t  i n  the  Ca l l  Management  Server  

sec re t  key ,  wh ich  i s  ob ta ined  f rom the  da tabase .   The  t i cke t  i s  

enc ryp ted  w i th  the  encryp t ion  t ype  se t  to  des3-cbc-md5.  The  fo l low ing  

da ta  mus t  be  conca tena ted  and  p rocessed  in  the  fo l low ing  sequence  

be fo re  be ing  enc ryp ted  w i th  3 -DES CBC,  IV=0 :  

 

•  8 -by te  random by te  sequence ,  ca l led  a  con founder  

•  MD5 checksum over  the  t i cke t  

•  T i cke t  tha t  i s  to  be  encryp ted  

•  Random padd ing  up  to  a  mu l t ip le  o f  8       

 

 6.4 .3 .2 .3 .  C l ient  Data  
 
The da ta  tha t  i s  sen t  to  the  c l ien t  i s  encryp ted  in  the  DH key  tha t  i s  

der i ved  f rom the  Def f ie -He l lman paramete rs  sen t  to  the  T icke t  

Gran t ing  Server  as  par t  o f  the  ce r t i f i ca te  in  the  p re -au then t i ca t ion  

da ta .  The  encryp t ion  i s  done  w i th  the  same encryp t ion  as  was  done  

fo r  the  t i cke t  i . e .  DES a lgor i thm in  CBC mode w i th  the  MD5 message  

d iges t .  

 

A l l  these  f ie lds  p re -au then t i ca t ion ,  t i cke t ,  c l i en t  da ta  in  add i t ion  to  

some o ther  f i e lds  a re  f i r s t  encoded us ing  the  ASN.1  compi le r  and  then  
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sen t  to  the  c l ien t  wh ich  uses  th is  da ta  to  es tab l i sh  a  sess ion  w i th  t he  

Ca l l  Management  Server .  

 

6 .5.  ASN Structures for  Ticket  Granting Server 
 
The ASN.1  s t ruc tu res  emp loyed  in  T icke t  Gran t ing  Server  a re  as  

a t tached  in  the  Append ix  A .  These  f i l es  were  fed  as  inpu t  to  the  

ASN.1  compi le r  and  the  ou tpu t  f i l es  genera ted  a re  as  a t tached  in  t he  

Append ix  A .  

 

The  C++ s t ruc tu res  genera ted  by  the  ASN.1  compi le r  a re  d iscussed  in  

the  fo l low ing  paragraphs  w i th  respec t  to  the  h ie ra rch ica l  re la t ion  

be tween these  s t ruc tu res .  

 

F i rs t  o f  a l l ,  the re  a re  PDU ( s )  (P ro toco l  Da ta  Un i t ( s ) )  de f ined  fo r  each  

o f  the  independent  s t ruc tu res  and  a re  used  fo r  the  encod ing  and  

decod ing  o f  va lues  o f  those  s t ruc tu res .  

 

Nex t ,  the  f i r s t  ma in  s t ruc tu re  i s  the  KDC_REQ ,  wh ich  bas ica l l y  

cons is ts  o f  the  va lues  sen t  as  reques t  by  the  c l i en t  to  the  se rver .  Th is  

cons is ts  o f  the  fo l low ing :  

 

B i t_mask  :   Th is  i s  an  uns igned  charac te r  (8  b i t s )  and  ind ica tes  

whether  the   

 

KDC_REQ_padata  :  Th is  i s  op t iona l .  The  p resence  i s  ind ica ted  by  the  

b i t  sequence  equ iva len t  to  0x80 .   

 
Pvno :  Th is  i s  an  in teger  and  cons is ts  o f  the  vers ion  number .  

 

msg_ type  :  Th is  an  in teger  and  ind ica tes  the  message  type .  
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_seqo f3  :  Th is  i s  a  s t ruc tu re  and  cons is ts  o f  the  po in te r  t o  the  nex t  

_seqo f3  s t ruc tu re  in  sequence  as  we l l  as  the  va lue  o f  t ype  PA_DATA 

(wh ich  i s  d iscussed  be low) .  

 

req_body  :  Th is  i s  o f  t ype  KDC_REQ_BODY (wh ich  i s  d iscussed  

be low) .  

 

The  KDC_REQ fu r the r  re fe rs  to  two  ma in  s t ruc tu res ,  wh ich  a re  the  

PA_DATA and  the  KDC_REQ_BODY.  F i rs t  o f  a l l ,  the  PA_DATA 

s t ruc tu re  cons is ts  o f  the  fo l low ing :  

 

pada ta_ type  :  Th is  i s  an  in teger  va lue  cor respond ing  to  the  pada ta  

t ype   

 
padata_va lue  :  Th is  i s  a  s t ruc tu re  wh ich  fu r ther  cons is ts  o f  the  

encoded va lue  o f  the  PA_PK_AS_REQ and  the  leng th  o f  th i s  

encod ing .  

 

In  th i s  case ,  the  PA_PK_AS_REQ cons is ts  o f :  

 

S ignedAuthPack  :  Th is  i s  o f  t ype  S ignedData  

 

S ignedData  :  fu r the r  cons is ts  o f  the  fo l low ing  in fo rmat ion :  

 

b i t_mask  :  Th is  i s  an  uns igned  charac te r  and  cons is ts  o f  a  sequence  

o f  b i t s  wh ich  represen t  whe ther  o r  no t  the  ‘ ce r t i f i ca tes ’  and /o r  the  

‘ c r l s ’  a re  p resen t  o r  no t .  

 
Vers ion  :  Th is  i s  o f  t ype  CMSVers ion ,  wh ich  bas ica l l y  ind ica tes  the  

vers ion  number  o f  the  CMS ind ica ted  by  a  p re -de f ined  in teger  va lue .  
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Diges tA lgor i thms :  Th is  i s  o f  t ype  D iges tA lgor i thmIden t i f i e rs ,  wh ich  i s  

ma in ly  a  s t ruc tu re  re fe r r ing  to  the  D iges tA lgor i thmIden t i f i e r .  The  

D iges tA lgor i thmIden t i f i e r  then  fu r the r  re fe rs  to  the  A lgor i thmIden t i f i e r ,  

wh ich  i s  supposed  to  have  the  Ob jec t ID  cor respond ing  to  the  

a lgor i thm employed ,  wh ich  in  th is  case  wou ld  be  SHA-1 .  

 
EncapConten t In fo  :  Th is  i s  o f  t ype  Encapsu la tedConten t In fo ,  wh ich  in  

th i s  case ,  i s  supposed  to  have  the  encod ing  o f  the  Au thPack  in  the  

‘ va lue ’  f i e ld  o f  the  eConten tType  s t ruc tu re .  The  ma in  f i l eds  in  the  

Au thPack  a re  the  ‘pkAuthen t i ca to r ’  and  the  ‘ c l i en tPub l i cVa lue ’ .  The  

pkAuthen t i ca to r  i s  supposed  to  have  the  genera l  i n fo rmat ion  l i ke  the  

kdcname,  kdcRea lm,  cusec ,  c t ime and  nonce .  On the  o ther  hand ,  t he  

c l ien tPub l i cVa lue ,  wh ich  i s  o f  t ype  Sub jec tPub l i cKey In fo ,  has  the  

A lgor i thmIden t i f i e r ,  wh ich  i s  RSA in  th i s  case ,  and  the  _b i t1 ,  wh ich  

has  the  encoded va lue  and  leng th  o f  the  DomainParamete rs .  The  

DomainParameters  a re  bas ica l l y  the  DH-parameters .  

 
Cer t i f i ca tes  :  Th is  i s  o f  t ype  Cer t i f i ca teSet ,  wh ich  fu r the r  re fe rs  the  

TBSCer t i f i ca te  v ia  the  Cer t i f i ca teCho ices  and  the  Cer t f i ca te .  I t  i s  here  

tha t  the  encoded  va lue  o f  the  RSA pub l i c  key  i s  s to red  in  t he  

Sub jec tPub l i cKey In fo ’s   ‘ _b i t1 ’  f i e ld .  

 
Signer In fos  :  Th is  i s  o f  t ype  S igner In fo ,  wh ich  fu r ther  re fe rs  to  the  

S igna tu reVa lue ,  where   the  encoded va lue  o f  the  d iges t  o f  the  

pkAuthen t i ca to r  i s  p laced .  Th is  va lue  i s  encryp ted  be fo re  be ing  

encoded.  

 

Nex t  i s  the  KDC_REQ_BODY wh ich  cons is ts  o f  the  fo l low ing  f ie lds :  
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b i t_mask  :  Th is  i s  an  uns igned  charac te r ,  wh ich  ind ica tes  whe ther  the  

sname,  cname and  f rom f ie lds  ex is t  o r  no t .  

 
Cname :  Th is  i s  o f  t ype  Pr inc ipa lName,  wh ich  ma in ly  cons is ts  o f  i n fo  

regard ing  the  c l ien t .  

 
Rea lm :  Th is  i s  o f  t ype  Rea lm,  wh ich  o f fe rs  in fo rmat ion  regard ing  the  

rea lm.  

 
Sname :  Th is  i s  o f  t ype  Pr inc ipa lName,  wh ich  th is  t ime cons is ts  o f  

i n fo rmat ion  regard ing  the  server .  

 
From :  Th is  i s  o f  t ype  KerberosT ime,  and  cons is ts  o f  the  reques ted  

s ta r t ing  t ime o f  the  sess ion .  

 
Ti l l  :  Th is  i s  o f  t ype  KerberosT ime,  and  cons is ts  o f  the  reques ted  

te rmina t ion  t ime o f  the  sess ion .  

 
Nonce :  Th is  i s  bas ica l l y  a  random number  genera ted  a t  the  c l i en t  end  

and  i s  re t ransmi t ted  in  the  rep ly  so  tha t  the  c l ien t  can  be  assured  tha t  

the  rep ly  i s  f rom the  t rue  server .  

 

Th is  conc ludes  the  reques t  par t  o f  the  T icke t  Gran t ing  Server .  Nex t  i s  

the  rep ly  par t  tha t  i s  the  rep ly  to  be  sen t  f rom the  server  to  the  c l ien t .  

The  rep ly  par t  has  the  ma in  s t ruc tu re  KDC_REP .  Th is  cons is ts  o f  the  

fo l low ing  ma in  f i e lds :  

 

b i t_mask  :  Th is  i s  o f  t ype  uns igned  charac te r ,  and  ind ica tes  whether  

the  pada ta  i s  p resen t  o r  no t .  
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Padata  :  Th is  i s  a  s t ruc tu re  o f  t ype  _seqo f4  and  cons is ts  o f  the  

PA_DATA va lue .  Th is  PA_data  va lue  i s  now supposed  to  have  the  

encod ing  o f  the  PA_PK_AS_REP,  wh ich  cons is ts  o f  the  p re -

au then t i ca t ion  in fo rmat ion  fo r  the  c l i en t .   

 
Crea lm :  Th is  i s  o f  t ype  Rea lm,  wh ich  cons is ts  o f  the  in fo rmat ion  o f  

the  c l i en t ’ s  rea lm.  

 
Cname :  Th is  i s  o f  t ype  Pr inc ipa lName,  wh ich  cons is ts  o f  the  

in fo rmat ion  regard ing  the  c l ien t .  

 
T icke t  :  Th is  i s  o f  t ype  T icke t ,  wh ich  i s  supposed  to  have  genera l  

i n fo rmat ion  regard ing  the  t i cke t  and  an  enc_par t ,  wh ich  i s  o f  t ype  

Encryp tedData .  The  ma in  in fo rmat ion  in  the  Encryp tedData  i s  the  

encoded  va lue  o f  the  encryp ted  va lue  o f  the  EncT icke tPar t ,  

con founder  and  the  checksum o f  the  EncT icke tPar t .  Th is  i s  p laced  in  

the  va lue  f i e ld  o f  the  c ipher  s t ruc tu re .  The  EncT icke tPar t  i s  supposed  

to  have  the  ‘ sess ion  key ’  fo r  the  server  and  p lus  o ther  genera l  

i n fo rmat ion  regard ing  the  c l ien t .  

 
enc_par t  :  Th is  i s  o f  t ype  Encryp tedData ,  wh ich  i s  now supposed  to  

have  the  encoded va lue  o f  the  EncKDCRepPar t  i n  the  va lue  f ie ld  o f  

the  c ipher  s t ruc tu re .  The  EncKDCRepPar t  i s  supposed  to  have  the  

sess ion  key  fo r  the  c l ien t  and  p lus  o ther  genera l  i n fo rmat ion  

regard ing  the  server .  

 

The  th i rd  impor tan t  s t ruc tu re  i s  the  KRB_ERROR ,  wh ich  i s  to  be  

emp loyed  whenever  some k ind  o f  an  e r ro r  i s  genera ted .  The  ma in  

f ie ld  here  i s  the  ‘e r ro r_code ’ ,  wh ich  ind ica tes  the  type  o f  e r ro r  tha t  

has  occur red .  Other  f i e lds  p rov ide  genera l  i n fo rmat ion  t ime,  rea lm,  

name e tc .  
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6.6.  Database for  the Ticket  Granting Server 
                               
The Data  Base  in  the  T icke t  Gran t ing  Server  has  the  fo l low ing  

con ten ts :  

     F ie ld                                         Va lue  

   name                   P r inc ipa l ' s  iden t i f i e r  

   key                       P r inc ipa l ' s  sec re t  key  

   p_kvno                  P r inc ipa l ' s  key  vers ion  

   max_ l i fe                Max imum l i fe t ime fo r  T icke ts  

    

The  purpose  o f  the  above  ment ioned  f i e lds  a re  b r ie f l y  exp la ined  as  

fo l lows  

•  The  name f ie ld  i s  an  uns igned  charac te r  a r ray  and  con ta ins  the  

p r inc ipa l ' s  iden t i f i e r  tha t  i s  e i the r  the  c l ien t  o r  the  server  name.   

•  The  key  f ie ld  i s  an  uns igned  charac te r  a r ray  and  con ta ins  an  

encryp t ion  key .  Th is  key  i s  the  p r inc ipa l ' s  sec re t  key .  

•  The  p_kvno  f ie ld  i s  an  in teger  va lue  cor respond ing  to  the  key  

vers ion  number  o f  the  p r inc ipa l ' s  sec re t  key .  

•  The  max_ l i fe  f i e ld  i s  an  in teger  va lue  and  con ta ins  the  max imum 

a l lowab le  l i f e t ime fo r  any  t i cke t  i ssued  fo r  th i s  p r inc ipa l  by  the  

server .  

The  Data  Base  i s  emp loyed  by  the  T icke t  Gran t ing  Server  (TGS)  fo r  

au then t i ca t ing  p r inc ip les  ( tha t  i s ,  e i the r  c l i en ts  o r  se rvers ) .  In i t i a l l y ,  

the  records  o f  the  Data  Base  a re  s to red  in  a  f i l e .  These  en t r ies  a re  

so r ted  accord ing  to  the  p r inc ip le  name and  in  case  o f  en t ry  o f  a  new 

record ,  wh ich  i s  ach ieved  by  emp loy ing  the  inser t ( )  func t ion ,  the  



 61

sor t ing  a lgor i thm is  app l ied  aga in ,  by  emp loy ing  the  compare( )  and  

sor t f i l e ( )  func t ions .  These  func t ions  emp loy  the  qu ick  so r t  a lgo r i thm 

fo r  ach iev ing  the  requ i red  sor t ing .   

Now,  in  o rder  to  a l low the  TGS to  access  the  records  in  the  Da ta  

Base ,  these  records  a re  read  in to  an  a r ray  by  us ing  the  read f i l e ( )  

func t ion .  Thus ,  in  o rder  to  per fo rm any  opera t ion  on  these  records  the  

TGS accesses  th is  a r ray  and  can  accord ing ly  per fo rm the  search  fo r  a  

spec i f i c  p r inc ip le  by  emp loy ing  the  b insearch( )  func t ion  ca l l .  Th is  ca l l  

resu l t s  in  a  b inary  search  over  the  e lements  o f  the  a r ray  and  in  case  

o f  success  re tu rns  the  index  o f  the  co r respond ing  record  in  the  a r ray .  

O therw ise ,  -1  i s  re tu rned  in  case  o f  fa i l u re .                     
 

6 .7.  Encryption Algori thm Employed 
 
The encryp t ion  a lgor i thm used  i s  th reeDESCBC.  

 

6.8.  Digest  Algori thm Employed 
 
The d iges t  a lgor i thm used  i s  MD5.  
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CHAPTER 7 
RECORD KEEPING SERVER 

 

7.1.  Introduction 
 
The Record  Keep ing  Server  i s  respons ib le  fo r  co l lec t ing  b i l l i ng  even ts  

and  repor t ing  the  back  to  the  b i l l i ng  sys tem.  The  Record  Keep ing  

Server  (RKS)  i s  a  t rus ted  ne twork  e lement  func t ion .  The  RKS is  the  

med ia t ion  layer  be tween the  ca l l  s igna l ing  and  t ranspor t  l ayer  and  the  

back-o f f i ce  app l i ca t ions .  The  RKS is  expec ted  to  p re -p rocess  the  da ta  

f rom the  Ca l l  S igna l ing  and  Transpor t  l ayer  and  p resen t  i t  to  the  back-

o f f i ce  app l i ca t ions  in  the  fo rmat  and  w i th in  t he  t ime cons t ra in ts  

deemed necessary  by  the  MSO.  

 

The  Record  Keep ing  Server  a lso ,  a t  a  m in imum,  i s  a  shor t - te rm 

repos i to ry  fo r  Packe tCab le  Even t  Messages .  I t  rece ives  Even t  

Messages  f rom var ious  t rus ted  Packe tCab le  ne twork  e lements .  The  

RKS assembles  the  Even t  Messages  in to  coheren t  se ts ,  wh ich  a re  

then  made ava i lab le  to  a  usage-p rocess ing  p la t fo rm and  po ten t ia l l y  to  

severa l  o ther  back  o f f i ce  sys tems.  I t  ac ts  as  the  demarca t ion  po in t  

be tween the  Packe tCab le  ne twork  and  the  back  o f f i ce  app l i ca t ions .   

 

7.2.  Integri ty of  Record Keeping Server 
 
Secur i t y  o f  the  Record  Keep ing  Serve r  i s  o f  v i ta l  impor tance .  A  

compromised  Record  Keep ing  Server  may  resu l t  i n   

 

•  F ree  o r  reduced  serv ice ;  

•  B i l l i ng  to  a  wrong  accoun t ;  

•  B i l l i ng  cus tomers  fo r  commun ica t ions  tha t  were  never  made;  
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•  Unau thor i zed  d isc losure  o f  the  cus tomer  iden t i t i es  and  persona l  

i n fo rmat ion .  

 

7.3.  Responsibi l i t ies 
 
The Record  Keep ing  Server  per fo rms the  fo l low ing  func t ions :  

 

•  Rece ives  Even t  Messages .  

•  Cor re la tes  a l l  Even t  Messages  re la ted  to  an  ind iv idua l  ca l l   

•  Assembles  even ts  and  de te rmine  comple teness .  Th is  inc ludes  the  

capab i l i t y  to  d is t ingu ish  Even t  Messages ,  and  recogn ize  when a  

comple te  se t ,  rep resen t ing  a  coheren t  se t  o f  b i l l i ng  da ta  i s  

ava i lab le  fo r  t ranspor t  to  the  back  o f f i ce  sys tem.  

•  Can  s to re  the  Even t  Messages  fo r  a t  l eas t  one  week  o r  un t i l  sen t  to  

the  o ther  back  o f f i ce  sys tems and  success fu l  rece ip t  i s  

acknowledged  f rom those  sys tems.  

 

The  Record  Keep ing  Server  rece ives  messages  f rom a  Ca l l  

Management  Server ,  Cab le  Modem Termina t ion  Sys tem and  a lso  a  

Med ia  Gateway  Cont ro l le r .  E i the r  o f  these  in i t i a to rs  tha t  wan t  to  

commun ica te  w i th  the  Record  Keep ing  Server  does  so  by  f i r s t  

genera t ing  a  mutua l l y  agreed  upon  key  th rough  In te rne t  Key  Exchange  

and  then  send ing  the  requ i red  in fo rma t ion  encryp ted  in  w i th  th i s  key  

us ing  the  RADIUS pro toco l .   

 

7 .4.  Record Keeping Server Interfaces 
 
7 .4 .1 .  CMS-RKS In ter face  
 
CMS and  RKS w i l l  nego t ia te  a  shared  secre t  (CMS-RKS Sec re t )  us ing  

IKE.  IKE uses  one  o f  the  modes  w i th  p re -shared  keys  fo r  th i s  
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i n te r face .  IKE runs  asynchronous  to  the  b i l l i ng  even t  genera t ion  and  

w i l l  guaran tee  tha t  the re  i s  a lways  a  va l id ,  non-exp i red  CMS-RKS 

Secre t .  Th is  shared  secre t  i s  un ique  to  th i s  par t i cu la r  CMS and  RKS.  

 
7 .4 .2 .  CMTS-RKS In ter face  
 
CMTS and  RKS nego t ia te  a  shared  secre t  (CMTS-RKS Secre t )  us ing  

IKE.  IKE uses  one  o f  the  modes  w i th  p re -shared  keys .  

IKE runs  asynchronous  to  the  b i l l i ng  even t  genera t ion  and  w i l l  

guaran tee  tha t  the re  i s  a lways  a  va l id ,  non-exp i red  CMTS-RKS 

Secre t .  Th is  shared  secre t  i s  un ique  to  th i s  par t i cu la r  CMTS and  RKS.  

The  RKS commun ica tes  w i th  o ther  en t i t i es  in  such  a  manner  tha t  f i r s t  

a  sec re t  key  i s  es tab l i shed  us ing  the  In te rne t  Key  Exchange and  then  

th is  key  i s  used  to  p rov ide  secur i t y  to  RADIUS even t  messages  tha t  

a re  passed  f rom in i t i a to r  to  responder  and  v ice -versa .  

 

7 .5.  ISAKMP And IKE 
 
7 .5 .1 .  In t roduct ion  

The IPSec  p ro toco l  su i te  i s  used  to  p rov ide  p r i vacy  and  au then t i ca t ion  

serv ices  a t  the  IP  layer .  However ,  secure  in te rne t  sess ions  need  un i -

d i rec t iona l  Secur i t y  Assoc ia t ions  (SA)  be tween the  commun ica t ing  

par t ies .  A  Secur i t y  assoc ia t ion  descr ibes  what  opera t ions  shou ld  be  

app l ied  to  a  packe t .  The  in fo rmat ion  tha t  secur i t y  assoc ia t ion  

spec i f ies  inc lude :   

•  An  au then t i ca t ion  method ;   

•  An  encryp t ion  a lgor i thm;   

•  Encryp t ion  and  au then t i ca t ion  keys ;   

•  A  l i f e t ime o f  the  encryp t ion  key ;   
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•  A  l i f e t ime o f  the  secur i t y  assoc ia t ion ;   

•  A  sequence  number  fo r  rep lay  p reven t ion .   

Secure  assoc ia t ions  can  be  se t  manua l l y  o r  au tomat ica l l y .  The  

au tomat ic  secure  assoc ia t ion  management  i s  requ i red  to  make  

poss ib le  dep loyment  o f  IPSec  o r  when on-demand c rea t ion  o f  secur i t y  

assoc ia t ion  i s  needed .   

In te rne t  Key  Exchange ( IKE)  i s  an  au tomated  p ro toco l  fo r  

es tab l i sh ing ,  nego t ia t ing ,  mod i fy ing ,  and  de le t ing  secur i t y  

assoc ia t ions  be tween two  hos ts  in  a  ne twork .  Secur i t y  assoc ia t ions  

con ta in  in fo rmat ion  to  es tab l i sh  a  secure  connec t ion  be tween the  

par t ies  on  p re -de f ined  manners .   

 

The  IKE i s  a  combina t ion  o f  the  In te rne t  Secur i t y  Assoc ia t ion  and  Key  

Management  Pro toco l  ( ISAKMP) ,  Oak ley ,  SKEME.  ISAKMP is  a  key  

exchange independent  f ramework  fo r  au then t i ca t ion ,  secur i t y  

assoc ia t ion  management ,  and  es tab l i shment .  Oak ley  de f ines  ser ies  o f  

key  exchanges  and  serv ices  p rov ided  by  each  o f  them.  SKEME 

de f ines  a  key  exchange wh ich  p rov ides  anonymi ty ,  repud iab i l i t y ,  and  

fas t  key  re f reshment .  

 

7 .5 .2 .  In ternet  Secur i ty  Associa t ion  and Key Management  Protocol  
( ISAKMP)  

ISAKMP de f ines  the  p rocedures  fo r  au then t i ca t ion  o f  commun ica t ing  

peers ,  c rea t ion  and  management  o f  secur i t y  assoc ia t ions ,  key  

genera t ion  techn iques ,  and  th rea t  m i t iga t ion .  I t  p rov ides  a  f ramework  

fo r  the  In te rne t  Key  Exchange  ( IKE) ,  wh ich  can  be  iden t i f i ed  as  one  

imp lementa t ion  o f  ISAKMP to  be  used  w i th  IPSec .   

The  ISAKMP nego t ia t ion  i s  d iv ided  in to  two  separa te  phases .   
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( i )  In  the  f i r s t  phase ,  ISAKMP Secur i t y  Assoc ia t ion  i s  

es tab l i shed  be tween two  en t i t i es  to  p ro tec t  fu r ther  

nego t ia t ion  t ra f f i c .   

( i i )  In  the  second  phase ,  the  secur i t y  assoc ia t ion  fo r  some 

secur i t y  p ro toco l  i s  nego t ia ted  and  es tab l i shed .  One 

ISAKMP secur i t y  assoc ia t ion  can  be  used  to  es tab l i sh  many  

secur i t y  assoc ia t ions  fo r  o ther  p ro toco ls .  

Two phase  approach  i s  chosen  to  a l low es tab l i sh ing  many  secur i t y  

assoc ia t ions  w i thou t  the  need  to  s ta r t  over  fo r  each  commun ica t ion  

and  thus  reduc ing  the  cos t  o f  ISAKMP management  by  reduc ing  the  

need  to  go  th rough  cos t l y  re -au then t i ca t ion .  
 
7 .5 .2 .1 .  ISAKMP Exchanges 
 
ISAKMP main ly  compr ises  o f  the  fo l low ing  f i ve  ma in  t ypes  o f  

exchanges :  

 

7.5 .2 .1 .1 .  Base Exchange  

The  Base  Exchange i s  des igned  to  a l low the  key  exchange and  

au then t i ca t ion  re la ted  in fo rmat ion  to  be  t ransmi t ted  toge ther .  Th is  

reduces  the  number  o f  round- t r ips  a t  the  expense  o f  i den t i t y  

p ro tec t ion .  Iden t i t y  p ro tec t ion  i s  no t  p rov ided  in  th i s  exchange 

because  iden t i t i es  a re  es tab l i shed  be fo re  a  common shared  secre t  

has  been  es tab l i shed .  

7.5 .2 .1 .2 .  Ident i ty  Protect ion  Exchange  

 

The  Iden t i t y  Pro tec t ion  Exchange i s  des igned  to  separa te  the  Key  

Exchange in fo rmat ion  f rom the  iden t i t y  and  au then t i ca t ion  re la ted  

in fo rmat ion .  A  common share  secre t  can  be  es tab l i shed  be fo re  
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i den t i f i ca t ion  and  au then t i ca t ion  re la ted  in fo rmat ion  i s  exchanged and  

encryp t ion  p rov ides  p ro tec t ion  o f  the  commun ica t ing  iden t i t i es .  Th is  

iden t i t y  p ro tec t ion  i s  ach ieved  a t  the  expense  o f  two  add i t iona l  

messages  as  compared  to  the  base  exchange.  

 

7 .5 .2 .1 .3 .  Authent icat ion  Only Exchange  

 

The  Au then t i ca t ion  On ly  Exchange a l lows  on ly  t he  au then t i ca t ion  

re la ted  in fo rmat ion  to  be  t ransmi t ted .  The  bene f i t  o f  th i s  exchange  i s  

the  ab i l i t y  to  per fo rm on ly  au then t i ca t ion  w i thou t  the  computa t iona l  

expense  o f  comput ing  keys .  

 

7.5 .2 .1 .4 .  Aggress ive  Exchange  

 

The  Aggress ive  Exchange a l lows  the  secur i t y  assoc ia t ion ,  key  

exchange and  au then t i ca t ion  re la ted  pay loads  to  be  t ransmi t ted  

toge ther .  Combin ing  a l l  th i s  in fo rmat ion  in to  one  message  reduces  the  

number  o f  round- t r ips  a t  the  expense  o f  no t  p rov id ing  iden t i t y  

p ro tec t ion .  

 

7.5 .2 .1 .5 .  In format ional  Exchanges  

The  In fo rmat iona l  Exchange i s  one-way  t ransmi t ta l  tha t  can  be  used  

fo r  secur i t y  assoc ia t ion  management .  I f  t he  In fo rmat iona l  Exchange 

occurs  to  the  key ing  mate r ia l  exchange  dur ing  an  ISAKMP phase  one  

then  there  w i l l  be  no  p ro tec t ion  fo r  the  In fo rmat iona l  Exchange .  

7 .5 .3 .  In ternet  Key Exchange ( IKE)  

In te rne t  Key  Exchange i s  an  imp lementa t ion  o f  the  ISAKMP and  i s  

cu r ren t l y  be ing  used  w i th  IPSec ,  though  i t  can  be  emp loyed  w i th  a  

number  o f  p ro toco ls  in  the  fu tu re .  IKE ma in ly  ach ieves  the  au tomat ic  
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con f igu ra t ion  o f  key ing  mate r ia l  and  secur i t y  assoc ia t ions ,  wh ich  no t  

on ly  he lps  improve  the  secur i t y  i ssues  bu t  fu r the rmore  re l ieves  the  

compl i ca t ions  o f  manua l  con f igu ra t ion .  Moreover ,  i t  a l so  suppor ts  the  

re f resh ing  o f  keys  and  ob ta in ing  o f  mu l t ip le  secur i t y  assoc ia t ions  fo r  

the  p ro toco l ,  based  on  the  in i t i a l l y  es tab l i shed  secur i t y  assoc ia t ions  

o f  the  IKE.  

IKE can  be  emp loyed  in  the  nego t ia t ion  o f  v i r tua l  p r i va te  ne tworks  

(VPN)  and  a lso  fo r  p rov id ing  a  remote  user  f rom a  remote  s i te ,  w i th  

an  unknown IP  address ,  to  access  a  secure  hos t  o r  ne twork .  

Moreover ,  i t  a l so  incorpora tes  fea tu res  wh ich  p rov ide  Per fec t  Forward  

Secrecy  (PFS) ,  tha t  i s ,  the  compromise  o f  one  key  w i l l  no t  e f fec t  the  

t ransmiss ion  o f  da ta  encryp ted  w i th  subsequent  keys .  Th is  i s  

ach ieved  by  p reven t ing  the  usage  o f  a  key  to  der i ve  subsequent  keys .  

 

IKE nego t ia t ions  mus t  be  p ro tec ted ,  so  each  IKE nego t ia t ion  beg ins  

by  each  peer  agree ing  on  a  common (shared)  IKE po l i cy .  Th is  po l i cy  

s ta tes  wh ich  secur i t y  parameters  w i l l  be  used  to  p ro tec t  subsequent  

IKE nego t ia t ions .  A f te r  the  two  peers  agree  upon  a  po l i cy ,  the  

secur i t y  paramete rs  o f  the  po l i cy  a re  iden t i f i ed  by  a  secur i t y  

assoc ia t ion  es tab l i shed  a t  each  peer ,  and  these  secur i t y  assoc ia t ions  

app ly  to  a l l  subsequent  IKE t ra f f i c  dur ing  the  nego t ia t ion .  

 

When the  IKE nego t ia t ion  beg ins ,  IKE looks  fo r  an  IKE po l i cy  tha t  i s  

the  same on  bo th  peers .  The  peer  tha t  in i t i a tes  the  nego t ia t ion  w i l l  

send  a l l  i t s  po l i c ies  to  the  remote  peer ,  and  the  remote  peer  w i l l  t r y  to  

f i nd  a  match .  The  remote  peer  looks  fo r  a  match  by  compar ing  i t s  own 

h ighes t  p r io r i t y  po l i cy  aga ins t  the  o ther  peer ' s  rece ived  po l i c ies .  The  

remote  peer  checks  each  o f  i t s  po l i c ies  in  o rder  o f  i t s  p r io r i t y  (h ighes t  

p r io r i t y  f i r s t )  un t i l  a  match  i s  found .  
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A match  i s  made when bo th  po l i c ies  f rom the  two  peers  con ta in  the  

same encryp t ion ,  hash ,  au then t i ca t ion ,  and  D i f f i e -He l lman parameter  

va lues ,  and  when the  remote  peer ' s  po l i cy  spec i f i es  a  l i f e t ime less  

than  o r  equa l  to  the  l i f e t ime in  the  po l i cy  be ing  compared .  ( I f  the  

l i f e t imes  a re  no t  iden t i ca l ,  the  shor te r  l i f e t ime- - f rom the  remote  peer ' s  

po l i cy - -w i l l  be  used) .   

 

I f  no  accep tab le  match  i s  found ,  IKE re fuses  nego t ia t ion  and  IPSec  

w i l l  no t  be  es tab l i shed .  I f  a  match  i s  found ,  IKE w i l l  comp le te  

nego t ia t ion ,  and  IPSec  secur i t y  assoc ia t ions  w i l l  be  c rea ted .  

 

Mu l t ip le  IKE po l i c ies  can  be  c rea ted ,  each  w i th  a  d i f fe ren t  

comb ina t ion  o f  parameter  va lues .  For  each  po l i cy  tha t  i s  c rea ted ,  a  

un ique  p r io r i t y  (1  th rough  10 ,000 ,  w i t h  1  be ing  the  h ighes t  p r io r i t y )  i s  

ass igned .  

 

Mu l t ip le  po l i c ies  can  be  con f igu red  on  each  peer - -bu t  a t  l eas t  one  o f  

these  po l i c ies  mus t  con ta in  exac t l y  the  same encryp t ion ,  hash ,  

au then t i ca t ion ,  and  D i f f i e -He l lman paramete r  va lues  as  one  o f  t he  

po l i c ies  on  the  remote  peer .  
 
7 .5 .3 .1 .  IKE Modes 
 
IKE compr ises  o f  the  fo l low ing  four  ma in  modes .  These  a re  as  fo l lows :  

 
7 .5 .3 .1 .1 .  Main  Mode  

 

The  Ma in  Mode i s  an  exchange  in  the  f i r s t  phase  o f  IKE/ ISAKMP,  and  

fa l l s  under  the  ISAKMP Iden t i t y  Pro tec t ion  Exchange.  The  f i r s t  two  

messages  a re  used  fo r  nego t ia t ing  the  secur i t y  po l i cy  fo r  the  

exchange ,  the  nex t  two  messages  a re  used  fo r  the  D i f f i e -He l lman 
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key ing  mate r ia l  exchange and  the  las t  two  messages  a re  used  fo r  

au then t i ca t ing  the  peers  w i th  s igna tu res  o r  hashes  and  op t iona l  

ce r t i f i ca tes .  Las t  two  au then t i ca t ion  messages  a re  encryp ted  w i th  the  

p rev ious ly  nego t ia ted  key ,  thus  p ro tec t ing  the  iden t i t i es  o f  t he  par t ies  

f rom eavesdroppers .  

 

 
Figure  7 .1  –  Main  Mode Exchanges 

7 .5 .3 .1 .2 .  Aggress ive  Mode  

The  Aggress ive  Mode i s  an  exchange  in  the  f i r s t  phase  o f  

IKE/ ISAKMP and  fa l l s  under  the  ISAKMP Aggress ive  Exchange.  The  
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f i r s t  message  p roposes  the  po l i cy ,  and  passes  da ta  fo r  key -exchange,  

the  nonce  and  some in fo rmat ion  fo r  iden t i f i ca t ion .  The  second  

message  i s  a  response  wh ich  au then t i ca tes  the  responder  and  

conc ludes  the  po l i cy  and  key-exchange .  A t  th i s  po in t  a l l  t he  

in fo rmat ion  fo r  enc ryp t ion  key  fo r  the  ISAKMP SA is  exchanged and  

las t  the  message  cou ld  be  encryp ted ,  however ,  th i s  i s  no t  mandato ry .  

The  las t  message  i s  used  fo r  au then t i ca t ing  the  in i t i a to r  and  p rov ides  

a  p roo f  o f  pa r t i c ipa t ion  in  the  exchange.  The  iden t i t y  o f  the  responder  

cou ld  no t  be  p ro tec ted ,  bu t  by  encryp t ing  the  las t  message  the  

iden t i t y  o f  the  in i t i a to r  i s  p ro tec ted .  

 

 

Figure  7 .2  –  Aggress ive  Mode Exchanges  
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7.5 .3 .1 .3 .  Quick  Mode  

The  Qu ick  Mode i s  used  fo r  exchange in  the  second  phase  o f  IKE.  An  

IKE secur i t y  assoc ia t ion  i s  es tab l i shed  in  the  f i r s t  phase  to  p ro tec t  

the  second  phase  exchange by  p rev ious ly  descr ibed  Ma in  o r  

Aggress ive  Mode.  The  Qu ick  Mode i s  used  fo r  nego t ia t ing  secur i t y  

assoc ia t ion  and  genera t ing  new key ing  mate r ia l .  A l l  the  pay loads  

excep t  ISAKMP header  a re  encryp ted .  A  D i f f i e -He l lman key  exchange 

may  be  done  to  ach ieve  per fec t  fo rward  secrecy .  Many  secur i t y  

assoc ia t ions  can  be  nego t ia ted  dur ing  one  Qu ick  Mode exchange.  

E i the r  one  o f  the  par t ies  m igh t  in i t i a te  the  qu ick  mode exchange ,  

independent  o f  the  fac t  regard ing  who in i t i a ted  the  f i r s t  phase .  

 

Figure  7 .3  –  Quick  Mode Exchanges 
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7.5 .3 .1 .4 .  New Group Mode  

The  New Group  Mode i s  used  fo r  nego t ia t ing  a  new group  where  to  do  

D i f f i e -He l lman exchange.  The  MODP de f ines  g roup  charac te r i s t i cs  

where  to  ca lcu la te  D i f f i e -He l lman.  Even  i f  New Group  Mode exchange 

i s  no t  phase  two  exchange  i t  mus t  fo l l ow phase  one  exchange 

 

Figure  7 .4  –  New Group Mode Exchanges  

7 .5 .3 .2 .  IKE Authent icat ion  Methods 

Four  d i f fe ren t  au then t i ca t ion  methods  a re  a l lowed w i th  the  Ma in  Mode 

and  Aggress ive  Mode.  These  inc lude  the  fo l low ing :  
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7 .5 .3 .2 .1 .  Authent icat ion  Wi th  D ig i ta l  S ignatures  

The  exchange i s  au then t i ca ted  by  app ly ing  a  nego t ia ted  s igna tu re  

a lgor i thm to  hashes ,  wh ich  a re  ava i lab le  on ly  to  the  nego t ia t ing  

par t ies .  A  hash ing  a lgor i thm is  app l ied  to  a lmos t  a l l  o f  the  exchanged  

paramete rs .  Cer t i f i ca tes  m igh t  a lso  be  p rov ided  w i th in   the  exchange.  

7 .5 .3 .2 .2 .  Authent icat ion  Wi th  Publ ic  Key Encrypt ion  

The  exchange i s  au then t i ca ted  by  enc ryp t ing  the  iden t i t i es  and  nonce  

w i th  the  o ther  par ty ' s  pub l i c  key  and  then  examin ing  the  hash  sen t  by  

the  o ther  par ty .  A  r igh t  hash  va lue  p roves  tha t  the  o ther  par ty  can  

decryp t  a  da ta  encryp ted  w i th  i t s  pub l i c  key .  The  pub l i c  keys  mus t  be  

p rov ided  somehow be fo re  hand .  

The  usage  o f  pub l i c  key  encryp t ion  adds  secur i t y  to  the  key  

exchange ,  s ince  an  a t tacker  wou ld  have  to  b reak  the  D i f f i e -He l lman 

exchange and  RSA encryp t ion .  An  iden t i t y  i s  p ro tec ted  a lso  w i th  

Aggress ive  Mode.  

The  au then t i ca t ion  w i th  pub l i c  key  encryp t ion  i s  comput ing  w ise  

re la t i ve ly  expens ive ,  two  pub l i c  key  encryp t ion  and  decryp t ion  keys  

needed by  each  par ty .  

Then  each  par ty  can  cons t ruc t  bo th  s ides  o f  the  exchange so  there  i s  

no  p roo f  tha t  the  conversa t ion  ever  took  p lace .  

7 .5 .3 .2 .3 .  Authent icat ion  Wi th  a  Revised Mode of  Publ ic  Key 
Encrypt ion  

The  idea  o f  rev ised  mode o f  pub l i c  key  encryp t ion  i s  to  take  

s ign i f i can t  advan tages  o f  the  p rev ious ly  descr ibed  au then t i ca t ion  and  

rep lace  some o f  the  cos t l y  pub l i c  key  encryp t ions  w i th  symmet r i c  

encryp t ions .  Cer t i f i ca tes  m igh t  be  p rov ided  a lso  w i th in  exchange  
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7 .5 .3 .2 .4 .  Authent icat ion  Wi th  a  Pre-shared Key 

A key  shared  by  secure  ou t -o f -band  mechan ism may  a lso  be  used  to  

au then t i ca te  par t ies .  Th is  au then t i ca t ion  l im i t s  iden t i f y ing  methods  in  

the  Ma in  Mode to  an  IP  address .  The  au then t i ca t ion  w i th  a  p re -shared  

key  i s  the  on ly  au then t i ca t ion  method ,  wh ich  i s  mandato ry  in  IKE.  
 
7 .5 .3 .3 .  IKE Secur i ty  Considerat ions  

7 .5 .3 .3 .1 .  Protect ion  From At tacks  

ISAKMP se ts  requ i rements  fo r  i t s  key  exchange components  and  

au then t i ca t ion .  These  requ i rements  guard  aga ins t  p ro toco l  ta rge ted  

a t tacks .  

 

Man In  The Middle  

Man- In -The-Midd le  a t tack  i s  a  s i tua t ion  where  a  bad  guy  s i t s  be tween 

commun ica t ing  par t ies  (A  and  B)  on  the  ne twork  and  in te rcep ts  t ra f f i c .  

The  man in  the  m idd le  ac ts  as  B  to  A  and  as  A  to  B  and  re lays  t ra f f i c  

be tween them.  The  man in  the  m idd le  cou ld  a lso  mod i fy ,  de le te  o r  

inser t  t ra f f i c .The  l i nk ing  o f  ISAKMP exchanges  i s  des igned  to  p reven t  

inser t ion  o f  messages .  The  de le t ion  o f  messages  w i l l  cance l  the  

c rea t ion  o f  secur i t y  assoc ia t ion  so  par t ia l  secur i t y  assoc ia t ion  w i l l  no t  

be  c rea ted .  S t rong  au then t i ca t ion  o f  the  par t ies  p reven ts  the  r i sk  o f  

es tab l i sh ing  a  SA w i th  o ther  than  in tended  par ty .  

Denia l  Of  Serv ice  

Den ia l  o f  Serv ice  a t tack  i s  where  an  user  can  se t  the  sys tem unusab le  

fo r  leg i t imate  users  by  us ing  the  sys tem's  resources .  Compute rs  on  a  
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pub l i c  ne twork  a re  vu lnerab le  to  den ia l  o f  se rv ice  a t tacks .  

A  cook ie  pa i r  a t  the  ISAKMP header  i s  used  to  p ro tec t  comput ing  

resources  w i thou t  spend ing  a  lo t  o f  own resources  to  d rop  bogus  

messages  be fo re  comput ing  in tens ive  pub l i c  key  opera t ions .  A lso  

aggress ive  garbage  s ta te  co l lec t ion  shou ld  be  imp lemented  to  d iscard  

p ro toco l  s ta te  in fo rmat ion ,  wh ich  a re  c rea ted  fo r  s ta r ted  bogus  

exchanges .  Abso lu te  den ia l  o f  se rv ice  p ro tec t ion  i s  imposs ib le  to  

c rea te ,  bu t  the  des ign  o f  the  ISAKMP makes  s i tua t ion  eas ie r  to  

hand le .   

Replay /  Re ject ion  

Rep lay  o r  Re f lec t ion  a t tack  i s  a  s i tua t ion  when a  th i rd  par ty  records  

ne twork  t ra f f i c  and  rep lays  i t .  ISAKMP se ts  requ i rement  fo r  cook ies  to  

inc lude  a  t ime var iab le  mate r ia l  wh ich  eases  de tec t ion  o f  rep lay .  

Connect ion  Hi jack ing 

The connec t ion  h i jack ing  i s  an  a t tack  where  a  th i rd  par ty  jumps  in  the  

midd le  o f  t ransac t ion  and  s tea ls  the  connec t ion .  IKE i s  p ro tec ted  f rom 

the  connec t ion  h i jack ing  by  l i nk ing  the  au then t i ca t ion ,  key  exchange,  

and  secur i t y  assoc ia t ion  exchanges .  The  l i nk ing  o f  exchanges  

p reven ts  a  th i rd  par ty  a t tacker  to  jump in  a f te r  au then t i ca t ion  and  ac t  

as  one  o f  the  au then t i ca ted  par ty  dur ing  key  exchange  o r  secur i t y  

assoc ia t ion  exchange.  

7 .5 .4 .  Per fect  Forward Secrecy 

Per fec t  Forward  Secrecy  (PFS)  re fe rs  to  the  no t ion  tha t  compromise  

o f  a  s ing le  key  w i l l  pe rmi t  access  to  on ly  da ta  p ro tec ted  by  a  s ing le  

key .  For  PFS to  ex is t  the  key  used  to  p ro tec t  t ransmiss ion  o f  da ta  

mus t  no t  be  used  to  der i ve  any  add i t iona l  keys ,  and  i f  the  key  used  to  
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pro tec t  t ransmiss ion  o f  da ta  was  der i ved  f rom some o ther  key ing  

mate r ia l ,  tha t  mate r ia l  mus t  no t  be  used  to  der i ve  any  more  keys .  

To  p rov ide  Per fec t  Forward  Secrecy  bo th  par t ies  mus t :   

•  Use  the  Ma in  Mode to  p ro tec t  i den t i t i es ,  when  es tab l i sh ing  

ISAKMP secur i t y  assoc ia t ion .  

•  Use  the  Qu ick  Mode to  nego t ia te  secur i t y  assoc ia t ions .   

•  De le te  ISAKMP secur i t y  assoc ia t ions  a f te r  each  Qu ick  Mode  

exchange pa i rs  t o  fo rce  a  c rea t ion  o f  the  new ISAKMP secur i t y  

assoc ia t ion .   

When the  ISAKMP secur i t y  assoc ia t ions  a re  de le ted  a  new D i f f i e -

He l lman key  genera t ion  f rom the  new key ing  mate r ia l  w i l l  be  done  and  

b ind ings  to  the  o ld  keys  a re  to ta l l y  l os t ,  thus ,  p reserv ing  Per fec t  

Forward  Secrecy .  

7.6.  Remote Authenticat ion Dial  In User Service (RADIUS) 
 
7 .6 .1 .  In t roduct ion  
 
The RADIUS Accoun t ing  p ro toco l  i s  a  c l i en t / se rver  p ro toco l  t ha t  

cons is ts  o f  two  message  types :   

 

•  Accoun t ing–Reques t   

•  Accoun t ing -Response  

 

Packe tCab le  ne twork  e lements  tha t  genera te  Even t  Messages  a re  

RADIUS c l ien ts  t ha t  send  Account ing -Reques t  messages  to  the  RKS.  

The  RKS is  a  RADIUS server  tha t  sends  Accoun t ing -Response  

messages  back  to  the  Packe tCab le  ne twork  e lements  ind ica t ing  tha t  i t  

has  success fu l l y  rece ived  and  s to red  the  Even t  Message .  A l though  
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Packe tCab le  1 .0  spec i f i es  RADIUS as  the  t ranspor t  p ro toco l ,  a l te rna te  

t ranspor t  p ro toco ls  may  be  suppor ted  in  fu tu re  Packe tCab le  re leases .  

The  RADIUS messages  a re  t ranspor ted  over  UDP,  wh ich  does  no t  

guaran tee  re l iab le  de l i ve ry  o f  messages ,  hence  the  reques t / response  

na tu re  o f  the  p ro toco l .  

 
7 .6 .2 .  Event  Message St ructure  
 
An  Even t  Message con ta ins  a  header  fo l l owed by  a t t r i bu tes .  The  

header  i s  requ i red  on  every  Even t  Message .  The  a t t r i bu tes  w i l l  va ry  

based  on  the  type  o f  se rv ice  the  Even t  Message i s  descr ib ing .  

Example  in fo rmat ion  con ta ined  in  the  header  inc ludes :   

 

•  ve rs ion  o f  Even t  

•  message  s t ruc tu re  

•  t imes tamp ind ica t ing  when the  t r igger  even t  occur red   

•  B i l l i ng  Cor re la t ion  ID  used  to  assoc ia te  mu l t ip le  Even t  Messages  

w i th  a  s ing le  serv ice .  

 

Example  in fo rmat ion  con ta ined  in  a t t r i bu tes  inc ludes :   

 

•  Ca l led  Par ty  Number   

•  Ca l l i ng  Par ty  Number   

•  T runk  Group  ID  

 

 
Figure  7 .5  –  RADIUS Packet  
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Each RADIUS message  s ta r ts  w i th  the  s tandard  RADIUS header  

 

 
Figure  7 .6  –  RADIUS Header  

 
The s tandard  RADIUS Acc t_Sta tus_Type a t t r ibu te  fo l lows  the  RADIUS 

Message Header  in  every  Accoun t ing -Reques t  message .  Th is  a t t r i bu te  

ind ica tes  the  type  o f  th i s  RADIUS Accoun t ing -Reques t  and  i s  spec i f i c  

to  the  use  o f  RADIUS as  the  t ranspor t  p ro toco l .   

 

An  Acc t -S ta tus -Type  va lue  o f  In te r im-Update  i s  used  to  represen t  

Packe tCab le  Even t  Messages .  Th is  improves  in te roperab i l i t y  w i th  

ex is t ing  RADIUS serve r  imp lementa t ion .  The  Acc t_Sta tus_Type  

a t t r ibu te  i s  the  on ly  s tandard  RADIUS a t t r ibu te  used  by  Packe tCab le .   

 

 
F igure  7 .7  –  RADIUS Account ing  Sta tus  Type 

 

Packe tCab le  a t t r ibu tes  a re  encoded  in  the  RADIUS Vendor  Spec i f i c  

A t t r ibu tes  (VSA)  s t ruc tu re .  The  Vendor -Spec i f i c  a t t r ibu te  inc ludes  a  
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f i e ld  to  iden t i f y  the  vendor  and  the  In te rne t  Ass igned  Number  

Au thor i t y  ( IANA)  has  ass igned  Packe tCab le  an  SMI  Ne twork  

Management  Pr i va te  En te rp r i se  Number  o f  4491  fo r  the  encod ing  o f  

these  a t t r i bu tes .  

 

The  RKS server  ignores  Even t  Messages  where  the  Packe tCab le  

“Even t  Message type”  i s  un iden t i f i ed .  The  RKS server  a lso  ignores  

Packe tCab le  even t  a t t r ibu tes  where  the  even t  a t t r ibu te  t ype  i s  

un iden t i f i ed .  
 

 
F igure  7 .8  –  RADIUS Vendor  Speci f ic  At t r ibutes  St ructure  

7.7.  Internet  Key Exchange in Record Keeping Server 

The commun ica t ion  be tween the  RKS and  o ther  en t i t i es  i s  f i r s t  

secured  us ing  the  In te rne t  Key  Exchange.  There  a re  two  phases  in  

IKE th rough  wh ich  a  secure  sess ion  i s  es tab l i shed .  

The  Record  Keep ing  Server  (RKS)  u t i l i zes  the  fo l low ing  modes  o f  the  

In te rne t  Key  Exchange ( IKE) :  

•  Phase1  –  Aggress ive  Mode;  

•  Phase2  –  Qu ick  Mode.  
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Each o f  th i s  mode requ i res  an  exchange  o f  a  ce r ta in  se t  o f  messages  

resu l t i ng  in  the  nego t ia t ion  o f  a  ce r ta in  se t  o f  secur i t y  assoc ia t ions ,  

cook ies  and  keys  to  p ro tec t  fu r ther  exchange o f  da ta .  The  

imp lementa t ion  de ta i l s  o f  each  o f  the  modes  i s  as  fo l lows :  

7 .7 .1 .  Aggress ive  Exchange 

Aggress ive  Exchange cons is ts  o f  th ree  massages .  The  exchange  i s  

in i t i a ted  by  the  Ca l l  Management  Server  (CMS) ,  the  Med ia  Gateway  

Cont ro l le r  (MGC)  o r  the  Cab le  Modem TermiNat ion  Sys tem (CMTS) .  

The  f i r s t  message  i s  supposed  to  cons is t  o f  a  gener i c  header ,  secur i t y  

assoc ia t ions ,  i n i t i a to r  key  exchanges ,  in i t i a to r  nonce  and  the  

in i t i a to r ’ s  iden t i f i ca t ion .   

The  secur i t y  assoc ia t ions  cons is t  o f  a  number  o f  p roposa ls ,  wh ich  

fu r the r  cons is t  o f  a  number  o f  t rans fo rms.  These  p roposa ls  p resen t  a  

number  o f  op t ions  fo r  the  secur i t y  assoc ia t ion  to  be  nego t ia ted  w i th  

the  Record  Keep ing  Server .  These  secur i t y  assoc ia t ions  de te rmine  

the  type  o f  the  encryp t ion  a lgor i thm,  d iges t  a lgor i thm,  the  key  

l i f e t ime,  t ype  o f  the  key  l i f e t ime and  var ious  o ther  a t t r i bu tes  needed  

to  p ro tec t  the  Phase  2  exchanges .    

The  Record  Keep ing  Server  i s  supposed  to  save  a l l  the  in i t i a to r  

in fo rmat ion  and  se lec t  one  o f  the  mos t  su i tab le  p roposa l  f rom the  

ava i lab le  cho ices .  The  cur ren t l y  imp lemented  vers ion  suppor ts  DES 

and  MD5 as  the  ava i lab le  encryp t ion  and  d iges t  a lgor i thms,  

respec t i ve ly .  The  o ther  a t t r i bu tes  can  be  changed to  a l low var ious  

permuta t ions .  

The  Record  Keep ing  Server  rece ives  th i s  f i r s t  message  and  parses  i t .  

I t  re t r ieves  the  secur i t y  assoc ia t ions  passed  in to  the  message  and  

compares  them w i th  i t s  own capab i l i t i es .  I f  no  match  i s  found ,  i t  

s imp ly  send  a  PHASE1_NO_MATCH_FOUND er ro r  and  te rm ina tes  the  
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sess ion .  I f ,  on  the  o ther  hand ,  a  match  i s  found ,  then  the  Record  

Keep ing  Server  saves  the  nonce ,  the  matched  secur i t y  assoc ia t ion  

and  the  c l ien t  ID .  The  Record  Keep ing  Server  genera tes  i t s  own 

nonce  and  KE va lues .  I t  ma in ta ins  a  da tabase  log  o f  a l l  t he  t rus ted  

c l i en ts  t ha t  can  commun ica te  w i th  i t .  Fo r  each  t rus ted  c l i en t ,  the  

Record  Keep ing  Server  ma in ta ins  a  p re -shared  secre t  key  in  th i s  

da tabase .  Once  the  Record  Keep ing  Server  rece ives  the  f i r s t  message  

o f  phase  one ,  i t  re t r ieves  the  key  fo r  the  c l i en t .  I t  genera tes  the  key  

SKEYID:  

SKEYID=pr f (p re -shared  key ,  In i t i a to r  Nonce  |  Responder  Nonce)  

The  p r f  i s  a  func t ion  tha t  takes  as  inpu t  a  key  and  da ta  to  be  

encryp ted .  I t  then  ca lcu la tes  d iges t  on  tha t  da ta  us ing  MD5 and  then  

encryp ts  i t  w i th  the  g iven  key  to  genera te  a  s igned  d iges t .  

The  Record  Keep ing  Server  then  genera tes  Hash_r :  

Hash_r=pr f (SKEY_ID,dh  va lues  |  Responder  Cook ie  |  In i t i a to r  

Cook ie  |  Secur i t y  Assoca t ion  |  Iden t i t y  o f  Responder )  

The  second  message sen t  by  the  Reco rd  Keep ing  Server  inc ludes  the  

gener i c  header ,  the  secur i t y  assoc ia t ions  w i th  the  se lec ted  p roposa l ,  

the  se rver ’ s  key  exchange ,  the  se rver ’ s  nonce ,  the  se rver ’ s  

iden t i f i ca t ion  and  the  s igna tu re  genera ted  by  the  server .  The  

rece iv ing  en t i t y  then  parses  the  message ,  computes  a  co r respond ing  

s igna tu re  and  compares  i t  w i th  the  rece ived  s igna tu re .  A f te r  the  

au then t i ca t ion  i s  success fu l ,  i t  comp i les  the  th i rd  message  and  sends  

i t  to  the  Record  Keep ing  server .  

The  th i rd  message  cons is ts  o f  the  gener i c  header  and  the  o ther  

en t i t y ’ s  s igna tu re .  In  th i s  case  the  pay load ,  tha t  i s  every th ing  e lse  

than  the  gener i c  header ,  i s  encryp ted  accord ing  the  a lgor i thm agreed  
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upon in  the  f i r s t  two  messages .  The  used  to  encryp t  th i s  message  i s  

the  p re -shared  key  be tween the  c l ien t  and  the  Record  Keep ing  Server .  

The  Record  Keep ing  Server  on  rece iv ing  the  th i rd  message  

au then t i ca tes  i t .  The  Record  Keep ing  Server  decryp ts  th i s  message  

and  re t re ives  the  Hash_ i  genera ted  by  the  c l ien t .  The  Hash_ i  i s  g iven   

by  the  fo l lw ing  fo rmu la :  

Hash_ I=pr f (SKEYID,dh  va lues  |  In i t i a to r  Cook ie  |  Responder  

Cook ie  |  Secur i t y  Assoc ia t ion  |  Iden t i t y  o f  In i t i a to r )  

The  Record  Keep ing  Server  genera tes  the  same Hash_ I  us ing  the  

va lues  in  the  th i rd  message o f  phase  onr .  I t  then  compares  the  two  

s igna tu res  to  ensure  tha t  the  th i rd  message  rece ived  i s  co r rec t  and  

w i thou t  e r ro r .  I f  an  e r ro r  i s  found ,  i t  s imp ly  re tu rns  an  e r ro r  message  

to  the  c l ien t  and  te rmina tes  the  sess ion .  

 A f te r  th i s  each  s ide  computes  a  se t  o f  keys  f rom the  exchanged  

in fo rmat ion ,  wh ich  a re  to  be  emp loyed  in  the  second  phase .  The  keys  

genera ted  a re   g i ven  be low:  

SKEYID_d=pr f (SKEYID,  dh  va lues  |  In i t i a to r  Cook ie  |  Responder  

Cook ie  |  0 )  

SKEYID_a=pr f (SKEYID,SKEYID_d  |  dh  va lues  |  In i t i a to r  Cook ie  |  

Responder  Cook ie  |  1 )  

SKEYID_e=pr f (SKEYID,SKEYID_a  |  dh  va lues  |  In i t i a to r  Cook ie  |  

Responder  Cook ie  |  1 )  

7.7 .2 .  Quick  Mode 

Quick  mode fo l lows  the  Aggress ive  mode and  i s  the  on ly  suppor ted  

mode fo r  the  second  phase .  I t  cons is ts  o f  th ree  messages  wh ich  a re  
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employed  to  nego t ia te  the  secur i t y  assoc ia t ions  fo r  a  p ro toco l  

fo l l ow ing  the  IKE exchanges ,  l i ke  IPSec .   

 

E i the r  the  Ca l l  Management  Server  (CMS) ,  o r  the  Cab le  Modem 

Termina t ion  Sys tem (CMTS)  o r  the  Med ia  Gateway  Cont ro l le r  (MGC)  

sends  the  f i r s t  message .  Th is  message  cons is ts  o f  the  gener i c  header  

a long  w i th  a  Hash  va lue  computed  us ing  the  in fo rmat ion  exchanged in  

the  f i r s t  phase ,  the  secur i t y  assoc ia t ions  w i th  a  number  o f  p roposa ls ,  

the  in i t i a to r ’ s  nonce  and  the  iden t i f i ca t ion  in fo rmat ion .   

The Record  Keep ing  Server  aga in  per fo rms an  au then t i ca t ion  check  

and  compares  the  sen t  Hash  w i th  i t s  own computed  Hash  va lue .  

The  Hash1  sen t  in  f i r s t  message  o f  phase  two  i s  computes  as  fo l lows :  

HASH(1)  =  p r f (SKEYID_a ,  message  ID |  Secur i t y  Assoc ia t ion  |  

In i t i a to r  Nonce  )   

 

A f te r  success fu l  compar ison  o f  Hash1  genera ted  on  bo th  s ides ,  t he  

Record  Keep ing  Server  then  genera tes  the  second  message  o f  phase  

two .  The  second  message  cons is ts  o f  the  gener i c  header ,  nonce ,  

secur i t y  assoc ia t ions  se lec ted  f rom the  o f fe red  se t  o f  cho ices  and  the  

second  HASH va lue  computed  f rom a  d i f fe ren t  se t  o f   the  f i r s t  phase  

va lues .  Hash2  can  be  computed  by  the  fo l low ing  fo rmu la :  

 

HASH(2)  =  p r f (SKEYID_a ,  message  ID |  Secur i t y  Assoc ia t ion  |  

Responder  Nonce)   

 

Th is  i s  then  ver i f i ed  on  the  o ther  end ,  wh ich  genera tes  the  th i rd  

message  on  success fu l  au then t i ca t ion .  
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The th i rd  message  rece ived  by  the  record  keep ing  server  cons is t s  o f  

the  th i rd  Hash  (Hash3)  va lue  wh ich  comp le tes  the  phase  2 .  The  

a t t r i bu tes  and  in fo rmat ion  nego t ia ted  in  these  exchanges  a re  to  be  

used  to  p ro tec t  fu r the r  commun ica t ion  be tween  the  record  keep ing  

server  and  the  o ther  en t i t y .    

Aga in ,  the  Record  Keep ing  Server  re t r ieves  Hash3  f rom the  th i rd  

message o f  phase2  and  ca lcu la tes  i t s  own Hash3  w i th  the  requ i red  

va lues .  Hash3  i s  ca lcu la ted  by  the  fo l low ing  fo rmu la :  

 

HASH(3)  =  p r f (SKEYID_a ,  0  |  message  ID  |  In i t i a to r  Nonce  |  

Responder  Nonce)   

F ina l l y ,  a  Mas te r  Key  i s  genera ted  fo r  tha t  par t i cu la r  sess ion  w i th  

wh ich  fu r the r  commun ica t ion  regard ing  tha t  sess ion  w i l l  take  p lace .  

Th is  Key  i s  g iven  by  the  fo l low ing  fo rmu la :  

F ina l  Key=pr f (SKEYID_d,  Pro toco l  |  SPIS ize  |  In i t i a to r  Nonce  |  

Responder  Nonce)  

7.8.  RADIUS Messages in Record Keeping Server 

The c l ien t  t ransmi ts  a  rad ius  even t  message  to  the  RKS.  Th is  

message  i s  au then t i ca ted  us ing  a  s igned  Hash .  The  s igna tu re  i s  

computed  us ing  the  F ina l  Key  genera ted  above .  The  RKS logs  tha t  

even t  message and  accord ing ly  sends  an  acknowledgement  to  the  

c l ien t .  

When an  RKS rece ives  and  success fu l l y  records  a l l  Packe tCab le  

Even t  Messages  in  a  RADIUS Accoun t ing -Reques t  message ,  i t  sends  

an  Accoun t ing -Response  message  to  the  c l i en t .  The  Packe tCab le  

ne twork  e lement  con t inues  resend ing  the  Accoun t ing -Reques t  un t i l  i t  

rece ives  an  acknowledgement  f rom an  RKS or  the  message  exp i res  
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f rom i t s  cache .  The  RADIUS server  does  no t  t ransmi t  any  Accoun t ing -

Response  rep ly  i f  i t  f a i l s  to  success fu l l y  record  the  Even t  Message .  

The  Packe tCab le  even t  messages  suppor ted  in  th i s  imp lementa t ion  

a re  l i s ted  be low:  

•  S igna l ing_Sta r t  

•  S igna l ing_Stop  

•  Ca l l_Answer  

•  Ca l l_D isconnec t  

 
7 .8 .1 .  S igna l ing_Star t  
 
Th is  Even t  Message  ind ica tes  the  t ime  a t  wh ich  s igna l ing  s ta r ts .  The  

o r ig ina t ing  CMS or  MGC issues  th is  Even t  Message  fo r  any  g iven  ca l l .  

The  o r ig ina t ing  CMS or  MGC tha t  i ssues  th is  Even t  Message  mus t  

i ssue  the  cor respond ing  S igna l ing_Stop  Even t  Message .  The  

te rmina t ing  CMS or  MGC may  i ssue  th i s  Even t  Message .  I f  the  

te rm ina t ing  CMS or  MGC issues  th is  Even t  Message ,  then  tha t  

te rm ina t ing  CMS or  MGC MUST a lso  i ssue  the  cor respond ing  

S igna l ing_Stop  Even t  Message .  The  CMS or  MGC must  t imes tamp th is  

message .   
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Figure  7 .9  –  RADIUS Signal ing  Star t  Event  Message 
7 .8 .2 .  S ignal ing_Stop 
 
Th is  Even t  Message  ind ica tes  the  t ime a t  wh ich  s igna l ing  te rmina tes .  

The  o r ig ina t ing  CMS or  MGC tha t  i ssues  the  co r respond ing  

S igna l ing_Sta r t  Even t  Message  i ssues  th is  S igna l ing_Stop  Even t  

Message .  I f  the  te rmina t ing  CMS or  MGC issues  a  co r respond ing  

S igna l ing_Sta r t  Even t  Message ,  then  tha t  te rm ina t ing  CMS or  MGC 

must  a lso  i ssue  th is  co r respond ing  S igna l ing_Stop  Even t  

Message .The  CMS mus t  t imes tamp th is  message .  

 

F igure  7 .10  –  RADIUS Signal ing  Stop Event  Message 
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7 .8 .3 .  Ca l l_Answer  
This Event Message indicates that the media connection is open because answer has 

occurred. The terminating CMS or MGC  generates this Event Message. The originating 

CMS or MGC may generate this Event Message. The CMS MUST timestamp this 

message. 

 

Figure  7 .11  –  RADIUS Ca l l  Answer  Event  Message  
 
7 .8 .4 .  Ca l l_Disconnect  
 
Th is  Even t  Message  ind ica tes  the  t ime a t  wh ich  the  med ia  connec t ion  

i s  c losed  because  the  ca l l i ng  pa r ty  has  te rm ina ted  the  ca l l  by  go ing  

on-hook ,  o r  tha t  the  des t ina t ion  par ty  has  gone  on-hook  and  the  

ca l led -par ty ’ s  ca l l - con t inua t ion  t imer  has  exp i red .  Th is  message  i s  be  

i ssued  by  the  f i r s t  pa r ty ,  e i the r  te rm ina t ing  o r  originating, to detect call 

termination. The CMS MUST timestamp this message. 

 

F igure  7 .12  –  RADIUS Ca l l  D isconnect  Event  Message 
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7 .9.  UML Design 
 
7 .9 .1 .  C lass  Diagram 
 

 
 

7 .9 .2 .  C lasses  
 
RKS :  Th is  i s  the  record  keep ing  server  c lass  

 

MD5 :  Th is  i s  the  MD5 d iges t  c lass  wh ich  has  a  one  to  one  

re la t ionsh ip  w i th  the  RKS 

 

3DESCBC :  Th is  i s  the  th ree  DES CBC c lass  wh ich  has  a  one  to  one  

re la t ionsh ip  w i th  the  RKS 
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RADIUS :  Th is  i s  a  RADIUS c lass  wh ich  has  a  one  to  tone  re la t ionsh ip  

w i th  the  RKS.  

 

PHASE1 :  Th is  i s  the  phase  1  c lass  wh ich  i s  encapsu la ted  w i th in  the  

RKS and  cons is ts  o f  a l l  the  phase1  func t iona l i t y  

PHASE2 :  Th is  i s  the  phase  2  c lass  wh ich  i s  encapsu la ted  w i th in  the  

RKS and  cons is ts  o f  a l l  the  phase1  func t iona l i t y  

 

LOG :  Th is  i s  the  log  c lass  fo r  ma in ta in ing  a l l  l ogg ing  func t iona l i t y  

 

KEY DB :  Th is  i s  the  key  da ta  base  tha t  cons is ts  o f  the  keys  aga ins t  

the  c l ien t  iden t i f i ca t ion  in fo rmat ion .   

 

7 .9 .3 .  Sequence Diagram 
 
The sequence  d iagram is  a t tached  in  Append ix  B .  
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CHAPTER 8 
TELEPHONY SYSLOG SERVER 

 
8 .1 .  SYSLOG Overv iew  
 
The SYSLOG server  i s  an  OSS back  o f f i ce  ne twork  e lement  used  to  

co l lec t  even ts  such  as  t raps  and  e r ro rs  f rom an  Mu l t imed ia  te rm ina l  

Adap te r .  Th is  se rver  keeps  a  log  o f  the  t raps  tha t  a re  send  to  i t  by  the  

Mu l t imed ia  Termina l  Adap te r  so  tha t  they  can  be  p roper l y  addressed  

a t  a  la te r  s tage .  The  t rap  message  i s  a  message  genera ted  

asynchronous ly  by  the  MTA to  no t i f y  the  se rver  o f  a  p rob lem aspec t .  

Mu l t imed ia  Termina l  Adap te r  sends  no t i f i ca t ion  tha t  p rov is ion ing  has  

comple ted  to  the  SYSLOG server  v ia  UDP.  The  on ly  in te r face  tha t  the  

SYSLOG server  has  i s  w i th  the  Mu l t imed ia  Termina l  Adapte r ,  wh ich  

sends  the  t rap  messages   

 

 

TRAP MESSAGE  

 

 

Figure  8 .1  -  MTA-SYSLOG Inter face  
 

8.2.  Message Format  
 
 The message  send  by  the  Mu l t imed ia  Termina l  Adap te r (MTA)  to  the  

SYSLOG server  is  send  in  the  fo l low ing  fo rmat   

      
             <leve l>  MTA[vendor ]  :<event  Id>  text  
 

 
        MTA 
 

      
        SYSLOG 
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l eve l  –  ASCI I  p resen ta t ion  o f  the  even t  p r io r i t y .  The  resu l ted  leve l  has  

the  range  be tween 128  and  135 .The  d ig i t  send  to  the  SYSLOG server  

represen ts  the  p r io r i t y  o f  the  even t  wh ich  has  occur red .  

    

Vendor  – Th is  f i e ld  spec i f i es  the  vendor  name fo r  the  vendor -spec i f i c  

SYSLOG messages  The  vendor  name is  PACKET CABLE   f o r  the  

packe t  cab le  t rap  messages  tha t  a re  send  to  the  SYSLOG server .  

  

Even t - Id  – Th is  number  un ique ly  iden t i f i es  the  t ype  o f  even t ,  wh ich  i s  

be ing  sen t  to  the  SYSLOG server  by  the  MTA.  Th is  number  i s  the  

same number  wh ich  i s  s to red  in  t he  Management  In fo rmat ion  Base  o f  

the  Mu l t imed ia  Termina l  Adap te r .  In  the  Management  In fo rmat ion  

Base  th is  number  i s  spec i f i ed  in  the  MtaDevEv Id  ob jec t  i n  

pk tcDevEventTab le .  

 

tex t  –  Th is  i s  the  tex tua l  descr ip t ion  o f  the  e r ro r  message  tha t  i s  

be ing  sen t   to  the  SYSLOG server .  Th is  s t r ing  MUST have  the  tex tua l  

descr ip t ion  as  de f ined  in  the  MtaDevEventTex t   i n  the  Management  

In fo rmat ion  Base  o f  the  Mu l t imed ia  Termina l  Adap te r .  

  

Example :   SYSLOG even t  fo r  AC power  fa i lu re  in  the  MTA 

 

<132> MTA [PACKET CABLE] :  <435> AC Power  Fa i l  

 

The  Mu l t imed ia  Termina l  Adap te r  s to res  in fo rmat ion  abou t  the  var ious  

e lements  in  the  Management  In fo rmat ion  Base .  

 

8.3.  Management Information Base (MIB)  
 
Management  in fo rmat ion  bases  (MIBs)  a re  a  co l lec t ion  o f  de f in i t i ons ,  

wh ich  de f ine  the  p roper t ies  o f  the  managed ob jec t  w i th in  the  dev ice  to  
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be managed.  Every  managed dev ice  keeps  a  da tabase  o f  va lues  fo r  

each  o f  the  de f in i t i ons  wr i t ten  in  the  MIB.  The  MIB can  be  though t  o f  

as  a  in fo rmat ion  ware  house .  MIB  i s  s imp ly  an  abs t rac t ion  l i ke  

"Da tabase"  wh ich  can  be  app l ied  to  mean a l l  da ta ,  o r  any  por t ion  

there  o f  ,  assoc ia ted  w i th  the  ne twork .   

 

8.3 .1 .  Features  of  MIB 
 

•  Ob jec ts  a re  un ique ly  named.   

•  Abs t rac t  s t ruc tu re  o f  the  MIB i s  un ive rsa l .   

•  A l low fo r  p r i va te  ex tens ions   

•  Ob jec t  mus t  be  genera l  and  no t  too  dev ice  dependant   

•  Ob jec ts  can  no t  be  eas i l y  der i vab le  f rom the i r  ob jec ts   

 
8 .3 .2 .  S t ructure  of  MIB 
 

The  ob jec t  se t  i s  a r ranged  in  a  t ree  s t ruc tu red  fash ion ,  s im i la r  in  

many  ways  to  a  d isk  d i rec to ry  S t ruc tu re  o f  f i l es .  The  top  leve l  b ranch  

beg ins  w i th  the  ISO “ in te rne t "  d i rec to ry ,  wh ich  con ta ins  four  ma in  

b ranches :  The  "mgmt"  b ranch  con ta ins  the  s tandard  ob jec ts  usua l l y  

suppor ted  (a t  l eas t  i n  par t )  by  a l l  ne twork  dev ices .  The  “p r i va te "  

b ranch  con ta ins  those  ex tended  ob jec ts  de f ined  by  ne twork  equ ipment  

vendors ;  the  "exper imenta l "  and  "d i rec to ry "  b ranches ,  a lso  de f ined  

w i th in  t he  " in te rne t "  roo t  d i rec to ry ,  a re  usua l l y  devo id  o f  any  

mean ing fu l  da ta  o r  ob jec ts .  The  " t ree"  s t ruc tu re  descr ibed  above  i s  an  

in tegra l  pa r t  o f  the  s tandard  MIBS,  however  the  mos t  per t inen t  par ts  

o f  the  t ree  a re  the  " lea f "  ob jec ts  o f  the  t ree  tha t  p rov ide  ac tua l  

management  da ta  regard ing  the  dev ice .  Genera l l y ,  l ea f  ob jec ts  can  be  

par t i t i oned  in to  two  s im i la r  bu t  s l i gh t l y  d i f fe ren t  t ypes  tha t  re f lec t  the  

o rgan iza t ion  o f  the  t ree  s t ruc tu re .   
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Figure  8 .2  –  MIB Tree  

 
8 .3 .3 .  Categor ies  of   MIB Objects  
 

•  D isc re te  ob jec ts  

•  Tab le  ob jec ts  

 

8.3 .3 .1 .  D iscrete  Objects  
  

D isc re te  ob jec ts  con ta in  one  p rec ise  p iece  o f  management  da ta .  

D isc re te  ob jec ts  o f ten  represen t  summary  va lues  fo r  a  dev ice ,  

par t i cu la r l y  use fu l  fo r  scann ing  in fo rmat ion  f rom the  ne twork  fo r  the  

purposes  o f  compar ing  ne twork  dev ice  per fo rmance .  These  ob jec ts  

a re  o f ten  d is t ingu ished  f rom "Tab le "  i tems (be low)  by  add ing  a  " .0 "  

(do t -ze ro )  ex tens ion  to  the i r  names .  ( I f  the  " .0 "  ex tens ion  i s  omi t ted  

f rom a  lea f  ob jec t  name,  i t  i s  a lmos t  a lways  imp l ied .   
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8.3 .3 .2 .  Table  MIB Objects   
      

Tab le  ob jec ts  con ta in  mu l t ip le  p ieces  o f  management  da ta .  The  tab les  

a re  spec ia l  t ypes  o f   ob jec ts  tha t  a l low pa ra l le l  a r rays  o r  in fo rmat ion  

to  be  suppor ted  These  ob jec ts  a re  d is t ingu ished  f rom D isc re te "  i tems  

by  requ i r ing  a  " . "  (do t )  ex tens ion  to  t he i r  names tha t  un ique ly  

d is t ingu ishes  the  par t i cu la r  va lue  be ing  re fe renced .  The  " . "  (do t )  

ex tens ion  i s  re fe r red  to  in  some l i te ra tu re  as  the  " ins tance"  number  o f  

an  ob jec t .  In  the  case  o f  "D isc re te "  ob jec ts ,  th i s  ins tance  number  w i l l  

be  ze ro .  In  the  case  o f  "Tab le "  ob jec ts ,  th i s  ins tance  number  w i l l  be  

the  index  in to  the  tab le .   

 

 8.3 .4 .  MIB Object  Types 
 

There  a re  severa l  p r im i t i ve  t ypes  tha t  can  be  ass igned  to  the  MIB 

ob jec ts .  These  types  a re  c lass i f i ed  as  fo l l ows :   

 

Tex t  Type  :  Th is  t ype  tha t  can  con ta in  a rb i t ra ry  tex tua l  i n fo rmat ion  to  

a  max imum o f  255  charac te rs .  The  tex t  mus t  con ta in  on ly  p r in tab le  

charac te rs .   

 

Coun te r  Type  :  Th is  t ype   i s  a  numer ic  va lue  tha t  can  on ly  inc rease .  

Th is  i s  t he  mos t  common type  o f  ob jec t  i n  the  s tandard  MIB.  Counte rs  

ro l l  over  a t  the i r  max imum va lue ,  and  can  never  be  less  than  zero .   

 

Gauge Type  :  Th is  t ype  i s  a  numer ic  va lue  tha t  can  inc rease  o r  

decrease .   

 

In teger  Type  :  The   In teger  t ype   can  con ta in  pos i t i ve  o r  nega t i ve  

va lues .  Th is  va lue  i s  usua l l y  supp lan ted  by  "Counte r "  o r  "Gauge"  t ype  
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va lues ,  bu t  i s  somet imes  expressed  in  "p r i va te "  MIBs  o f  vendor  

equ ipment .   

 

EnumVal  :   Th is   t ype  de f ines  an  "Enumera ted  Va lue"  t ype  tha t  

assoc ia tes  a  tex tua l  labe l  w i th  a  numer ic  va lue .  Th is  t ype  i s  qu i te  

common in  the  s tandard  MIB,  and  inc ludes  ob jec ts ,  whose  enumera ted  

va lues  a re  

 "up(1 ) " ,  "down(2) " ,  and  " tes t ing (3 ) " .   

 

T ime Type  :  Th is  t ype   represen ts  an  e lapsed  t ime.  Th is  t ime a lways  

has  a  reso lu t ion  o f  one  hundred th  o f  a  second ,  even  i f  th i s  reso lu t ion  

i s  no t  used .    

 

Ob jec t  Type  :  The "Ob jec t "  t ype   can  con ta in  the  iden t i f i e r  fo r  ano ther  

ob jec t   

 

IPAddr  Type  :  The " IP  address"  t ype  con ta ins  the  IP  address  o f  a  

ne twork  dev ice .   

 

Tab le  Type  :  The "Tab le "  t ype  i s  a  b ranch  ob jec t  tha t  con ta ins  tab le  

en t r ies .  Th is  ob jec t  t ype  i s  a lways  an  in te rmed ia te  name tha t  con ta ins  

an  "En t ry "  d i rec to ry ,  wh ich  in  tu rn  con ta ins  va r ious  tab le  ob jec ts .   

 

B ranch  Type  :  The  "Branch"  t ype  i s  a  b ranch  ob jec t  tha t  con ta ins  

add i t i ona l  b ranches ,  tab les ,  o r  any  o f  the  d isc re te  ob jec ts  t ypes  l i s ted  

above .  

 

MIB  descr ip t ion  f i l es  a re  wr i t ten  in  a  par t i cu la r  fo rmat  ca l led   ASN.1  

(Abs t rac t  Syn tax  No ta t ion  One)   
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8.4.  Mult imedia Terminal  Adapter (MTA) 
 
Th is  MIB  p rov ides  a  se t  o f  ob jec ts  requ i red  fo r  the  management  o f  

DOCSIS compl ian t  Cab le  Modems (CM)  and  Mu l t imed ia  Termina l  

Adap te r .  

 

8.4 .1 .  Groups in  MTA MIB  
     
Th is  MIB  i s  s t ruc tu red  in to  seven  g roups :  

 

•  The  docsDevBase g roup  con ta ins  the  ob jec ts  needed fo r  cab le  

dev ice  sys tem management .  

•  The  docsDevNmAccessGroup  p rov ides  a  m in imum leve l  o f  

access  secur i t y .  

•  The  docsDevSof tware  g roup  p rov ides  in fo rmat ion  fo r  ne twork -

down loadab le  so f tware  upgrades .  

•  The  docsDevServer  g roup  p rov ides  in fo rmat ion  abou t  the  

p rogress  o f  the  in te rac t ion  be tween the  CM or  CMTS   and  

var ious  p rov is ion ing  servers .  

•  The  docsDevEvent  g roup  p rov ides  con t ro l  and  logg ing  fo r  even t  

repor t ing .  

•  The  docsDevF i l te r  g roup  con f igu res  f i l t e rs  a t  l i nk  layer  and  IP  

layer  fo r  b r idged  da ta  t ra f f i c .   Th is  g roup     cons is ts  o f  a  l i nk -

layer  f i l t e r  tab le ,  docsDevF i l t e rLLCTab le ,  wh ich  i s  used  to  

manage the  p rocess ing  and  fo rward ing  o f  non- IP  t ra f f i c ;  and  IP  

packe t  c lass i f i e r  tab le ,  docsDevF i l te r IpTab le ,  wh ich  i s  used  to  

map c lasses  o f  packe ts  to  spec i f i c  po l i cy  ac t ions ;  a  po l i cy  tab le ,  

docsDevF i l te rPo l i cyTab le ,  wh ich  maps  zero  o r  more  po l i cy  

ac t ions  on to  a  spec i f i c  packe t  c lass i f i ca t ion ,  and  one  o r  more  

po l i cy  ac t ion  tab les .  A t  th i s  t ime ,  th i s  MIB  spec i f i es  on ly  one  

po l i cy  ac t ion  tab le ,  docsDevF i l t e rTosTab le ,  wh ich  a l lows  the  
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manipu la t ion  o f  the  t ype  o f  se rv ices  b i t s  in  an  IP  packe t  based  

on  match ing  some c r i te r ia .   The  work ing  g roup  may  add  

add i t iona l  po l i cy  t ypes  and  ac t ion  tab les  in  the  fu tu re .  

•  The  docsDevCpe g roup  p rov ides  con t ro l  over  wh ich  IP  addresses  

may  be  used  by  cus tomer  p remises  equ ipment    (e .g .  PCs)  

se rv iced  by  a  g iven  cab le  modem.  Th is  p rov ides  an t i - spoo f ing  

con t ro l  a t  the  po in t  o f  o r ig in  fo r  a  la rge  cab le  modem 

sys tem.Th is  g roup  i s  separa te  f rom docsDevF i l te r  p r imar i l y  as  

th i s  g roup  i s  on ly  imp lemented  on  the  Cab le  Modem (CM)  and   

MUST NOT be  imp lemented  on  the  Cab le  Modem Termina t ion  

Sys tem (CMTS) .  

 

The  ma in  purpose  o f  the  sys log  was  concerned  w i th  the  logg ing  o f  

even ts  so  the  docsDevEvent  Group  was  imp lemented .  In  o rder  to  

ob ta in  t he  t ree  s t ruc tu re  o f  the  Mu l t imed ia  Termina l  Adap te r  the  

fo l low ing  too ls  were  used  in  the  p ro jec t .  

 

•  MIB  Compi le r  

•  MIB  Bu i lde r     

 

The  Mu l t imed ia  Termina l  Adap te r  MIB  f i l e  wr i t ten  in  the  Abs t rac t  

Syn tax  Nota t ion  (ASN.1)  was     g iven  as  inpu t  to  the  MIB Compi le r  

wh ich  checks  the  syn tax  o f  the  f i l e  wr i t ten  in  ASN and  genera tes  

d i f fe ren t   e r ro rs  accord ing  to  the  e r ro rs  tha t   have  occur red .          
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Figure  8 ,3  –  MIB Compi ler  

 

The  o ther  too l  tha t  was  used  was  the  MIB Bu i lde r .  The  f i l e  wh ich  has  

been  compi led  i s  g iven  as  inpu t  to  the  MIB bu i lde r  and  th i s  too l  

genera tes  the  t ree  s t ruc tu re  o f  the  g iven  MIB.  The  t ree  s t ruc tu re  fo r  

the  Mu l t imed ia  Termina l  Adap te r  genera ted  w i th  the  he lp  o f  th i s  too l  

i s  a t tached  in  Append ix  C  wh ich  fo l lows  the  document .  
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Figure  8 .4  –  MIB Bui lder  

 

In  add i t i on  to  these  two  too ls  the  o ther  too l  tha t  was  used  to  v iew the  

s ta t i c  va lues  in  t he  MIB was  the  MIB Browser .  Wi th  the  he lp  o f  th i s  

too l  you  can  v iew the  va lues  in  the  tab les  o f  the  MIB.  

 

 
Figure  8 .5  –  MIB Browser  

 



 101

 

8.4 .2 .  Events  and Traps Group in  MTA-MIB :  
 

Th is  g roup  o f  MIB  p rov ides  con t ro l  fac i l i t i es  fo r  repor t ing  even ts  

th rough   sys log ,  t raps ,  and  non-vo la t i l e  logg ing .The  t rap  messages   

fo l l ow a  spec i f i ed  conven t ions  .  The  de f in i t i on  and  cod ing  o f  even ts  i s  

vendor -spec i f i c .T rap  de f in i t i on  in  t he  abs t rac t  syn tax  no ta t ion  f i l e  a re  

de f ined  as  fo lows :  

 

t rapName NOTIF ICATION-TYPE 

 

            OBJECTS {  

               i f I ndex ,  

               even tReason ,  

               o ther  use fu l  ob jec ts  

                    }  

 STATUS       cu r ren t  

    

 DESCRIPTION 

             " t rap  descr ip t ion"  

          : :=  Ob jec t  Id  

 
8 .4 .2 .1 .  Types of  Traps 
 
There  a re  va r ious  types  o f  t raps  tha t  can  be  send  to  the  sys log  server  

fo r  logg ing .  These  t raps  a re  sen t  in  response  to  d i f fe ren t  cond i t i ons .  

Some o f  the  more  gener i c  t raps  a re  as  fo l lows :  

 

Co ld -S ta r t :  Th is  t rap  i s  sen t  when  the  Mu l t imed ia  Termina l  Adap te r  

res ta r ts  as  a  resu l t  o f  a  c rash  o r  a  ma jo r  fau l t .  
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Warm-Sta r t :  Th is  t rap  i s  sen t  when  the  Mu l t imed ia  Termina l  Adap te r  

re in i t i a l i zes  i t se l f .   

 

L ink -Down:   Th is  t rap  i s  sen t  to  s igna l  a  fa i l u re  in  one  o f  the  

commun ica t ion  l i nks  o f  the  Mu l t imed ia  Termina l  Adap te r .  

 

L ink -Up:   Th is  t rap  i s  sen t  to  s igna l  tha t  one  o f  the  commun ica t ion  

l i nks  has  aga in  come up .       
  
 Au then t i ca t ion -Fa i lu re :    Th is  s igna ls  tha t  the  au then t i ca t ion  o f  

Mu l t imed ia  Termina l    Adap te r  has  fa i led .  
 

These  a re  some o f  the  gener i c  t raps  . In  add i t i on  to  these  t raps  there  

a re  a lso  some spec i f i c  t raps ,  wh ich  occu r  in  response  to  d i f fe ren t  

e r ro r  cond i t ions .  The  Sys log  server  keeps  a  record  o f  a l l  the  t raps  

tha t  a re  sen t  to  i t  by  the  Mu l t imed ia  Termina l  Adap te r .  The  user  can  

v iew the  de ta i l s  o f  d i f f e ren t  e r ro rs  genera ted  in  the  Mu l t imed ia  

Termina l  Adap te r .           
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CHAPTER 9 
User Manual 

 

9.1.  Ticket  Granting Server 
 

9.1 .1  Server  GUI  
 

The  T icke t  g ran t ing  server  cons is ts  o f  a  s imp le  easy  to  opera te  

in te r face  as  shown in  the  fo l low ing  f igu re :   

 

 

 
 

Figure  9 .1  –  TGS User  In ter face  
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The server  can  be  in i t i a ted  by  c l i ck ing  on  the  ‘S ta r t ’  bu t ton .  Th is  

sends  the  server  in  the  b lock ing  ca l l  o f  l i s ten ing  to  a  p re -de f ined  

socke t .  On  rece ip t  o f  a  message  the  server  w i l l  d i sp lay  the  s ta tus  

in  the  ‘S ta tus ’  tab ,  w i th  the  cor respond ing  rece ived  s t ruc tu res  and  

any  poss ib le  e r ro rs  in  the  ‘Rep ly ’  tab  and  ‘E r ro r ’  tab ,  respec t i ve ly .  

 

To  v iew the  da tabase  o f  the  t i cke t  g ran t ing  se rver  c l i ck  on  the  

‘Con f igu re ’  bu t ton ,  wh ich  w i l l  i nvoke  the  fo l low ing  d ia log  

cons is t ing  o f  the  da tabase  con ten ts :  

 

 

 
 

Figure  9 .2–  Database V iew  
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To inser t  a  record  in  the  da tabase  c l i ck  on  the  ‘ Inser t  Record ’ ,  

wh ich  invokes  the  fo l low ing  d ia log  box :  

 

 
 

Figure  9 .3–  Inser t  Record  Dia log 
 

 

Here  en te r  the  a t t r i bu tes  fo r  the  new record  in  the  cor respond ing  

ed i t  boxes  and  c l i ck  ‘Ok ’ .  A l l  f i e lds  a re  requ i red .  To  de le te  a  

record  c l i ck  on  the  ‘De le te  Record ’  bu t ton ,  wh ich  invokes  the  

fo l low ing  d ia log  box :  

 
 

Figure  9 .4–  Dele te  Record  Dia log 
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Here  en te r  the  p r inc ip le  name fo r  the  record  to  de le te  and  c l i ck  

‘De le te ’ .  

 

 
 
 
9 .1 .2 .  C l ient  GUI  
 

Th is  cons is ts  o f  a  s imp le  in te r face ,  wh ich  invokes  a  reques t  f rom 

the  c l ien t  by  c l i ck ing  on  the  ‘Send  Reques t ’  bu t ton ,  as  shown in  

the  fo l low ing  f igu re :  

 

  
 

Figure  9 .5–  TGS Cl ient  User  In ter face  
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The  s ta tus  o f  the  c l ien t  i s  v i s ib le  in  the  ‘S ta tus ’  tab ,  wh i le  the  

co r respond ing  reques t  and  poss ib le  e r ro rs  can  be  v iewed under  

the  ‘Reques t ’  tab  and  the  ‘E r ro r ’  tab ,  respec t i ve ly .  

 

 

9.2.  Record Keeping Server  
 

9 .2 .1 .  Server  GUI  
 

The  record  keep ing  server  g raph ica l  user  in te r face  i s  as  shown in  

the  fo l low ing  f igu re :  

 

 
 

Figure  9 .6  –  RKS User  In ter face  
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Cl ick  on  the  ‘S ta r t ’  bu t ton  to  s ta r t  the  se rver ,  wh ich  en te rs  the  

l i s ten ing  mode wa i t ing  fo r  a  reques t  f rom the  c l ien t .  

 

The  server  s ta tus  i s  v i s ib le  in  the  ‘S ta tus ’  v iew,  wh ich  d isp lays  a l l  

the  messages  and  cur ren t  s ta tus  o f  the  server .  

 

9 .2 .2 .  C l ient  GUI  
 

The  c l ien t  end  user  in te r face  i s  as  fo l lows :  

 

 
 

Figure  9 .7  –  RKS Cl ient  User  In ter face  

 

 

En te r  the  number  o f  t rans fo rms to  inc lude  in  the  f i r s t  message  o f  

the  in te rne t  key  exchange .  These  number  o f  t rans fo rms shou ld  no t  
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be less  than  zero  and  no t  more  than  f i ve .  C l i ck  on  the  ‘ In i t i a te ’  

bu t ton  to  s ta r t  an  In te rne t  Key  Exchange w i th  the  server .  Th is  w i l l  

i nvoke  the  fo l low ing  d ia log .  

 

 
 

F igure  9 .8  –  Transform Deta i ls  D ia log  
 

En te r  the  a t t r i bu te  va lues  in  the  cor respond ing  f ie lds  and  c l i ck  

‘Ok ’ .  Th is  d ia log  reques ts  inpu t  depend ing  on  the  number  o f  

t rans fo rms spec i f i ed .   

 

Th is  in i t i a tes  the  in te rne t  key  exchange,  the  s ta tus  fo r  wh ich  i s  

d isp layed  in  he  cor respond ing  ‘S ta tus ’  tab .  C l i ck  on  the  ‘Rad ius ’  

tab .  Th is  w i l l  d i sp lay  the  fo l low ing :  
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Figure  9 .9  –  RKS Cl ient  User  In ter face  (RAIUS)  

 

 

C l i ck  on  the  ‘S ta r t  S igna l ing ’  bu t ton  to  send  a  Rad ius  s ta r t  

s igna l ing  even t  message.  C l i ck  on  the  ‘Ca l l  Answer ’  bu t ton  to  

send  a  Rad ius  ca l l  answer  event  message .  C l i ck  on  the  ‘Ca l l  

D isconnec t ’  bu t ton  to  send  a  Rad ius  ca l l  d i sconnec t  even t  

message.  C l i ck  on  the  ‘S top  S igna l ing ’  bu t ton  to  send  a  Rad ius  

s top  s igna l ing  even t  message .  

 

9.3.  SYSLOG Server  
 

9 .3 .1 .  Server  GUI  
 

The  server  user  in te r face  i s  as  fo l l ows :  
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Figure  9 .10  –  SYSLOG User  In ter face  

 

The  v iew d isp lays  the  t raps  cap tu red  and  the i r  de ta i l s  in  a  t ree  

v iew.  These  can  be  v iewed by  c l i ck ing  on  the  expand  i con  as  

shown.  The  t raps  a re  d isp layed  as  they  a re  cap tu red .  

 

9 .3 .2 .  C l ient  GUI  
 

The  c l ien t  user  in te r face  cons is ts  o f  two  inpu t  f i e lds  fo r  po r t  

number  and  IP  address  o f  the  se rver ,  and  th ree  bu t tons  fo r  

genera t ing  and  send ing  t raps ,  paus ing  t rap  genera t ion ,  and  

ex i t i ng  the  app l i ca t ion .  En te r  the  por t  number  and  IP  address  o f  

the  SYSLOG server  be fo re  send ing  t raps .  C l i ck  ‘Send ’  to  invoke  

the  t rap  genera t ion .  C l i ck  ‘Pause ’  to  pause  the  t rap  genera t ion  

p rocess .  C l i ck  ‘Ex i t ’  t o  qu i t  f rom the  c l ien t  in te r face .  
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CHAPTER 10 
Future Expansion 

 

The  cur ren t  imp lementa t ion  o f  t he  key  management  and  secur i t y  

se rvers  i s  based  on  the  Packe tCab le  1 .0  spec i f i ca t ions ,  wh ich  have  

recen t l y  been  upda ted  to  incorpora te  a  number  o f  o ther  fea tu res ,  

a long  w i th  enhanced  secur i t y  f ea tu res .  Thus  the  cur ren t  

imp lementa t ion  w i l l  p rov ide  a  so l id  in f ras t ruc tu re  fo r  fu r the r  

deve lopment  and  enhancements .  Moreover ,  the  T icke t  Gran t ing  

Server ,  wh ich  cur ren t l y  cons is t s  o f  pub l i c  key  PKINIT ,  can  be  

improved  w i th  added  fea tu re  o f  p re -shared  keys  and  cer t i f i ca tes .  

S im i la r l y ,  the  bas ic  imp lementa t ion  o f  the  Record  Keep ing  Server ,  

wh ich  cons is ts  o f  a l l  the  necessary  fea tu res ,  as  p resc r ibed  in  the  

spec i f i ca t ions ,  can  be  improved  w i th  the  incorpora t ion  o f  the  op t iona l  

fea tu res .  
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Conclusion 
 

Th is  p ro jec t  he lped  us  deve lop  a  be t te r  unders tand ing  and  ga in  

p rac t i ca l  hands-on  exper ience  o f  the  theore t i ca l  knowledge  we 

a t ta ined  th rough  ou t  our  under  g radua te  course .  The  imp lementa t ion  

o f  th i s  p ro jec t  covered  a lmos t  a l l  t he  aspec ts  o f  ou r  degree  and  thus ,  

improved  our  concep ts  o f  the  va r ious  so f tware  courses  we a t tended .  

 

The  so f tware  eng ineer ing  p r inc ip les  were  improved  as  we  p rac t i ced  

the  pure  so f tware  eng ineer ing  approach  to  des ign  and  deve lop  the  

sys tem.  Un i f ied  Mode l ing  Language was  used  to  ca r ry  ou t  the  des ign  

p rocess  and  Rat iona l  Rose  was  emp loyed  as  the  too l  to  ach ieve  a  

soph is t i ca ted  des ign .  

 

The  deve lopment  was  car r ied  ou t  on  the  L inux  p la t fo rm,  wh ich  i s  

compara t i ve ly  less  user  f r i end ly  then  the  popu la r  Windows,  and  

there fo re  he lped  us  deve lop  a  be t te r  unders tand ing  o f  the  Opera t ing  

Sys tems and  he lped  us  c lear  some o f  our  doub ts  in  th i s  regard .  

 

The  deve lopment  was  car r ied  ou t  in  C++,  wh ich  he lped  us  no t  on ly  in  

improv ing  our  ob jec t  o r ien ted  approach  and  imp lementa t ion ,  bu t  a l so  

he lped  us  p rac t i ce  deve lopment  o f  a lgo r i thms fo r  va r ious  p rogramming  

i ssues .   

 

The  Network ing  concep ts  were  fu r ther  fo r t i f i ed  w i th  the  p ro jec t ,  as  the  

en t i re  p ro jec t  was  a  ne twork ing  env i ronment  w i th  var ious  c l ien t -se rver  

in te rac t ions  invo lv ing  exchange o f  da ta  over  the  socke ts  us ing  var ious  

p ro toco ls .  The  Abs t rac t  Syn tax  No ta t ion  usage  he lped  us  in  ob ta in ing  

a  be t te r  unders tand ing  o f  the  concep tua l  p i c tu re  o f  t rans fe r  o f  

i n fo rmat ion  over  the  ne twork .  
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The deve lopment  o f  the  g raph ica l  user  in te r face  (GUI ) ,  i n  L inux ,  fo r  

the  servers  was  no t  on ly  a  new exper ience ,  bu t  a lso  enhanced  our  

knowledge  o f  g raph ics  and  the  in te r - re la t ionsh ip  o f  the  var ious  

g raph ica l  components  in  a  user  in te r face .  

 

F ina l l y ,  the  s tudy  and  deve lopment  o f  the  encryp t ion  a lgor i thms and  

the  d iges t  a lgor i thms p rov ided  us  an  exposure  to  the  f ie ld  o f  

c ryp to logy  and  ne twork  secur i t y ,  wh ich  was  an  ou ts tand ing  

exper ience .  The  s tudy  and  imp lementa t ion  o f  a l l  the  p ro toco ls ,  

i nc lud ing  Kerberos  w i th  PKINIT  ex tens ion ,  In te rne t  Key  Exchange and  

Rad ius ,  was  sure ly  an  ex t raord inary  lea rn ing  exper ience .   
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APPENDICES 
 

APPENDIX A 
 

The ASN structures used for the Ticket Granting Server are listed below: 

 

KDC-REQ ::= SEQUENCE {  

pvno[1] INTEGER, 

msg-type[2] INTEGER, 

padata[3] SEQUENCE OF PA-DATA OPTIONAL, 

req-body[4] KDC-REQ-BODY 

} 

 

PA-DATA ::= SEQUENCE { 

padata-type[1] INTEGER,  

padata-value[2] OCTET STRING  

} 

 

SignedData ::= SEQUENCE { 

digestAlgorithms DigestAlgorithmIdentifiers, 

encapContentInfo EncapsulatedContentInfo, 

certificates [0] IMPLICIT CertificateSet OPTIONAL, 

crls [1] IMPLICIT CertificateRevocationLists OPTIONAL, 

signerInfos SignerInfos  

} 

 

DigestAlgorithmIdentifier ::= AlgorithmIdentifier 

 

AlgorithmIdentifier ::= SEQUENCE { 

  algorithm OBJECT IDENTIFIER,  
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parameters ANY DEFINED BY algorithm OPTIONAL  

} 

 

 EncapsulatedContentInfo ::= SEQUENCE { 

eContentType ContentType, 

eContent [0] EXPLICIT OCTET STRING OPTIONAL 

} 

  

 AuthPack ::= SEQUENCE { 

pkAuthenticator [0] PKAuthenticator, 

clientPublicValue [1] SubjectPublicKeyInfo OPTIONAL 

} 

 

 PKAuthenticator ::= SEQUENCE { 

kdcName [0] PrincipalName, 

kdcRealm [1] Realm, 

cusec [2] INTEGER, 

ctime [3] KerberosTime, 

nonce [4] INTEGER} 

 

 SubjectPublicKeyInfo ::= SEQUENCE { 

algorithm AlgorithmIdentifier, 

subjectPublicKey BIT STRING 

-- for DH, equals public exponent (INTEGER encoded 

-- as payload of BIT STRING) 

} 

 

 SignerInfo ::= SEQUENCE { 

 version CMSVersion, 

 sid SignerIdentifier, 

 digestAlgorithm DigestAlgorithmIdentifier, 
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 signatureAlgorithm SignatureAlgorithmIdentifier, 

 signature SignatureValue 

} 

 

SignerIdentifier ::= CHOICE { 

 issuerAndSerialNumber IssuerAndSerialNumber,  

 subjectKeyIdentifier [0] SubjectKeyIdentifier  

} 

 

 SignatureValue ::= OCTET STRING  

 

 SignatureAlgorithmIdentifier ::= AlgorithmIdentifier 

 

 KDC-REQ-BODY ::= SEQUENCE { 

cname[1] PrincipalName OPTIONAL, -- Used only in AS-REQ  

realm[2] Realm, -- Server's realm -- Also client's in AS-REQ  

sname[3] PrincipalName OPTIONAL,  

from[4] KerberosTime OPTIONAL,  

till[5] KerberosTime,  

nonce[7] INTEGER,  

etype[8] SEQUENCE OF INTEGER, -- EncryptionType 

}  

 

 KDC-REP ::= SEQUENCE { 

 pvno[0] INTEGER, 

 msg-type[1] INTEGER, 

 padata[2] SEQUENCE OF PA-DATA OPTIONAL, 

 crealm[3] Realm, 

 cname[4] PrincipalName, 

 ticket[5] Ticket, 

 enc-part[6] EncryptedData  



 118

} 

  

 PA-PK-AS-REP ::= CHOICE { 

dhSignedData [0] SignedData, 

encKeyPack [1] EnvelopedData, 

} 

 

 KdcDHKeyInfo ::= SEQUENCE { 

nonce [0] INTEGER, 

subjectPublicKey [2] BIT STRING 

} 

 

 Ticket ::= [APPLICATION 1] SEQUENCE { 

 tkt-vno[0] INTEGER, 

 realm[1] Realm, 

 sname[2] PrincipalName,  

 enc-part[3] EncryptedData 

 }  

 

EncTicketPart ::= [APPLICATION 3] SEQUENCE { 

key[1] EncryptionKey, 

 crealm[2] Realm, 

 cname[3] PrincipalName, 

 transited[4] TransitedEncoding, 

 authtime[5] KerberosTime, 

 endtime[7] KerberosTime  

}  

 

TransitedEncoding ::= SEQUENCE { 

  tr-type[0] INTEGER, -- must be registered  

contents[1] OCTET STRING  
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}  

 

 EncKDCRepPart ::= SEQUENCE { 

 key[0] EncryptionKey,  

 last-req[1] LastReq,  

 nonce[2] INTEGER,  

 authtime[5] KerberosTime, 

 endtime[7] KerberosTime, 

 srealm[9] Realm, 

 sname[10] PrincipalName  

}  

 

 Certificate ::= SEQUENCE { 

 tbsCertificate TBSCertificate, 

 signatureAlgorithm AlgorithmIdentifier, 

 signatureValue BIT STRING }  

 TBSCertificate ::= SEQUENCE { 

 version [0] EXPLICIT Version DEFAULT v1, 

 serialNumber CertificateSerialNumber, 

 signature AlgorithmIdentifier,  

issuer Name,  

validity Validity, 

subject Name,  

subjectPublicKeyInfo SubjectPublicKeyInfo, 

issuerUniqueID [1] IMPLICIT UniqueIdentifier OPTIONAL, -- If present, 

version shall be v2 or v3 

subjectUniqueID [2] IMPLICIT UniqueIdentifier OPTIONAL, -- If 

present, version shall be v2 or v3 

extensions [3] EXPLICIT Extensions OPTIONAL -- If present, version 

shall be v3  

}  
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 Version ::= INTEGER { v1(0), v2(1), v3(2) }  

 

CertificateSerialNumber ::= INTEGER 

 

Validity ::= SEQUENCE {  

notBefore Time,  

notAfter Time  

}  

  

Time ::= CHOICE {  

utcTime UTCTime, 

generalTime GeneralizedTime  

} 

 

 UniqueIdentifier ::= BIT STRING 

 

SubjectPublicKeyInfo ::= SEQUENCE { 

 algorithm AlgorithmIdentifier, 

 subjectPublicKey BIT STRING  

}  

  

Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension  

  

Extension ::= SEQUENCE { 

 extnID OBJECT IDENTIFIER, 

 critical BOOLEAN DEFAULT FALSE, 

 extnValue OCTET STRING  

}  
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APPENDIX B 
 

THe Sequence diagram for the TGS is shown below: 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ASN EncDec Digest Dbase : MTA

1: TGS-REQ
2: Decode

3: Decoded info

4: Lookup client

5: Search results

6: [resp==FALSE]
Error(client not found) Lookup server

7: [resp==TRUE]

8: Search results

9: [resp=FALSE]
Error(server not found)

10: [resp==TRUE]
Check pa-data type

11: [pa-data type == NULL]
Error(pre-auth required)

12: [pa-data type==PA-PK-AS-REQ]

Send pa-data value
13: Decoded pa-data value

14: Check digest algo

15: [digest algo != SHA-1]

Error(invalid digest)
16: [digest algo == SHA-1]

Compare(certificate.cname,request.cname)

17: [resp == FALSE]
Error(client name mismatch)

18: [resp==TRUE]
Obtain public key from certificate

19: Store public key

20: Obtain signature from signerinfo

23: Send encoded AuthPack

24: Return decoded AuthPack

25: Send PKAuthenticator

26: Return SHA-1 digest

27: Compare digests

28: [resp==FALSE]

Error(invalid signature)
29: [resp==TRUE]

Check for possible replay

30: [replay]
Error(preauthentication failed)

31: [!replay]
Check for the presence of DH parameters

33: [DH parameters present]
Check valid range for parameters

32: [DH parameters not present]
Error(DH param not found)

22: Return SHA-1 digest

21: Send public key and signature

TGS
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38: Send KdcDHkeyinfo

39: Encoded KdcDH keyinfo

40: Send encoded KdcDHkeyinfo

41: Return SHA-1 digest

42: Send digest

43: Return signature

44: Generate session key

45: Compose client specif ic part of reply

46: Send client specif ic part of reply

47: Return encoded value

48: Send(encoded value,confounder,cksum)

49: Return MD5 digest

50: Replace cksum

51: Send(concatenated bitstring,DH key)

52: Return encrypted reply part

53: Compose EncTicketPart

54: Send EncTicketPart

55: Encoded value

56: Send(encoded value,confounder,cksum)

57: Return MD5 digest

58: Replace cksum

59: Send(concatenated bitstring,server secret key)

60: Return encrypted ticket part

61: Compose ticket

62: Compose reply

63: Send reply

64: Return encoded reply

65: Send TGS-REP
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APPENDIX C 
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GLOSSARY 
 
 
Announcement  Server 
An announcement server plays informational announcements in PacketCable network. 

Announcements are needed for communications that do not complete and to provide 

enhanced information services to the user. 

 

Asymmetric Key An encryption key or a decryption key used in a public key 

cryptography, where encryption and decryption keys are always distinct. 

 

Authentication The process of verifying the claimed identity of an entity to another entity. 

 

Authorization The act of giving access to a service or device if one has the permission to 

have the access. 

 
CBC Cipher block chaining mode is an option in block ciphers that combine (XOR) the 

previous block of ciphertext with the current block of plaintext before 

encrypting that block of the message. 

 
Cipher An algorithm that transforms data between plaintext and ciphertext. 

 
Ciphertext The (encrypted) message output from a cryptographic algorithm that is in a 

format that is unintelligible. 

 
Cleartext The original (unencrypted) state of a message or data. 

 
CM DOCSIS Cable Modem. 

 
CMS Cryptographic Message Syntax 
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CMS Call Management Server. Controls the audio call connections. Also called a Call 

Agent in MGCP/SGCP terminology. 

 
CMTS Cable Modem Termination System, the device at a cable head-end which 

implements the DOCSIS RFI MAC protocol and connects to CMs over an HFC network. 

 
Codec COder-DECoder 

 
Cryptographic  algorithm 
An algorithm used to transfer text between plaintext and ciphertext. 

 
Decipherment A procedure applied to ciphertext to translate it into plaintext. 

 
Decryption A procedure applied to ciphertext to translate it into plaintext. 

 
Decryption key The key in the cryptographic algorithm to translate the ciphertext to 

plaintext 

 
DHCP Dynamic Host Configuration Protocol. 

 

Digital certificate A binding between an entity’s public key and one or more attributes 

relating to its identity, also known as a public key certificate 

 

Digital signature A data value generated by a public key algorithm based on the 

contents of a block of data and a private key, yielding an individualized cryptographic 

checksum 

 
DNS Domain Name Server 

 
DOCSIS Data Over Cable System Interface Specification. 
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DQoS Dynamic Quality of Service, i.e. assigned on the fly for each call depending on the 

QoS requested 

 

E-MTA Embedded MTA – a single node which contains both an MTA and a cable 

modem. 

 

Encipherment A method used to translate information in plaintext into ciphertext. 

 
Encryption A method used to translate information in plaintext into ciphertext. 

 
Encryption Key The key used in a cryptographic algorithm to translate the plaintext to 

ciphertext. 

 
Event Message Message capturing a single portion of a call connection 

 
Header Protocol control information located at the beginning of a protocol data unit. 

 
HFC Hybrid Fiber/Coaxial , HFC system is a broadband bi-directional shared media 

transmission system using fiber trunks between the head-end and the fiber nodes, and 

coaxial distribution from the fiber nodes to the customer locations. 

 
HTTP Hyper Text Transfer Protocol. Refer to IETF RFC 1945 and RFC 2068. 

 
IETF Internet Engineering Task Force. A body responsible, among other things, for 

developing standards used in the Internet. 

 
IKE Internet Key Exchange is a key management mechanism used to negotiate and 

derive keys for SAs in IPSec.  

 
IKE– A notation defined to refer to the use of IKE with pre-shared keys for authentication. 
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IKE+ A notation defined to refer to the use of IKE, which requires digital certificates for 

authentication. 

 
Integrity A way to ensure that information is not modified except by those who are 

authorized to do so. 

 
IP Internet Protocol. An Internet network-layer protocol. 

 
IPSec Internet Protocol Security, a collection of Internet standards for protecting IP 

packets with encryption and authentication. 

 
ISDN Integrated Services Digital Network 

 
ISUP ISDN User Part is a protocol within the SS7 suite of protocols that is used for call 

signaling within an SS7 network. 

 
ISTP Internet Signaling Transport Protocol 

 
ISTP – User Any element, node, or software process that uses the ISTP stack for 

signaling communications. 

 
ITU International Telecommunication Union 

 

Kerberos A secret-key network authentication protocol that uses a choice of 

cryptographic algorithms for encryption and a centralized key database for authentication. 

 
Key A mathematical value input into the selected cryptographic algorithm. 

 
Key Exchange The swapping of public keys between entities to be used to encrypt 

communication between the entities. 
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Key Management The process of distributing shared symmetric keys needed to run a 

security protocol. 

 

MAC Message Authentication Code - a fixed length data item that is sent together with a 

message to ensure integrity, also known as a MIC. 

 

MD5 Message Digest 5 - a one-way hash algorithm which maps variable length plaintext 

into fixed length (16 byte) ciphertext. 

 

MIB Management Information Base 

 
MSO Multi-System Operator, a cable company that operates many head-end locations in 

several cities. 

 

MTA Media Terminal Adapter – contains the interface to a subscribers’ CPE, a network 

interface, CODECs, and all signaling and encapsulation functions required for VoIP 

transport, class features signaling, and QoS signaling. 

 

Nonce A random value used only once which is sent in a communications protocol 

exchange to prevent replay attacks. 

 
Non-Repudiation The ability to prevent a sender from denying later that he or she sent a 

message or performed an action. 

 

OSS Operations Systems Support. The back office software used for configuration, 

performance, fault, accounting and security management. 

 
PDU Protocol Data Unit 

 

PKINIT The extension to the Kerberos protocol that provides a method for using public 

key cryptography during initial authentication. 
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Proxy A facility that indirectly provides some service or acts as a representative in 

delivering information there by eliminating a host from having to support the services 

themselves. 

 

PSTN Public Switched Telephone Network. 

 
Public Key The key used in public key cryptography that belongs to an individual entity 

and is distributed publicly. Other entities use this key to encrypt data to be sent to the 

owner of the key. 

 
Public Key   Certificate 
A binding between an entity’s public key and one or more attributes relating to its identity, 

also known as a digital certificate. 

 
Public Key Cryptography 
A procedure that uses a pair of keys, a public key and a private key for encryption and 

decryption, also known as asymmetric algorithm. A user’s public key is publicly available 

for others to use to send a message to the owner of the key. A users private key is kept 

secret and is the only key which can decrypt messages sent encrypted by the users 

public key. 

 
QoS Quality of Service, guarantees network bandwidth and availability for applications. 

 
RADIUS Remote Access Dial-In User Service, an internet protocol (RFC 2138 and RFC 

2139) originally designed for allowing users dial-in access to the internet through remote 

servers. 

 

RKS Record Keeping Server, the device which collects and correlates the various Event 

Messages 
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Secret Key The cryptographic key used in a symmetric key algorithm, which results in the 

secrecy of the encrypted data depending solely upon keeping the key a secret, also 

known as a symmetric key. 

 
Session Key A cryptographic key intended to encrypt data for a limited period of time, 

typically between a pair of entities. 

 

TGS Ticket Granting Server used to grant Kerberos tickets. 

 

UDP User Datagram Protocol, a connectionless protocol built upon Internet Protocol (IP). 

 
VoIP Voice over IP 
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