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ABSTRACT

With the advent of the modern information age, cyber war is characterized as 5th
generation warfare where adversaries fight for the secret sensitive information. Many
techniques have been used since the ancient time to keep data secure at rest and in
transmission and are top priority in government organizations therefore secure storage is
very important.

Modern day security concepts stand on three primary pillars known as Confidentiality,
Integrity and Awvailability a.k.a. The CIA Triad. The product in development (Secure
Digital File) will focus mainly on the Confidentiality of data through
encryption/Decryption.

Secure Digital File will be responsible to remotely encrypt/decrypt the data stored
on any system and ensure that data is not accessible to unauthorized personnel.
Interactive interface will be provided to ensure ease of usage to system users. Software

will be compatible with the already hardware installed at the government organization.
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1 INTRODUCTION

1.1 Overview
The Secure Digital File is aimed for public and private sector organizations.The main purpose
of this project is the development of an application that would allow the users to give you

remote access control (Read/Write/Execute) of files via the network.

1.2 Problem Statement

There are a number of protocols designed and implemented to monitor the file remotely.
The importance of Control factor on data is still there as anyone can do anything to it without

your permission. So it must be taken into consideration.

1.3 Approach

The main focus of the project is to provide a software based implementation for On-The-
Fly encryption of the data using XTS mode of AES which has been developed by IEEE Security
in Storage Working Group (SISWG) and approved by National Institute of Standards and

Technology (NIST).

1.4 Scope

As the purpose of this project is the development of an application that would allow the
users to give you remote access control (Read/Write/Execute) of files via the network. So it can
be utilized in military institutions and universities. Especially for data contol and security.The

software will provide desktop application with user friendly Interface. Aim & Objectives

13



The objectives of project include:

Using software engineering techniques for gathering requirements during the development
process, designing the software, implementing and testing requirements gathered.

e To learn Java programming language.

e To learn development different files type.

e To learn workings of Windows File Systems.

e To learn Basic Cryptographic concepts especially XTS mode for AES algorithm.

1.5 Contributions:

This is an industrial project designed and developed for NESCOM.

1.6 Organization

The first part of thesis is the abstract which describes the main details of Secure Digital
File software, followed by the introduction section which specifies the problem statement,
approach, scope and objectives. The literature review section state the various resources read
online before the commencement of the project. They include learning about basic cryptographic
concepts such as Encryption algorithms and key management. The design and development part
illustrate the diagrams which describe the detailed design of the Secure Digital File - its
components, interfaces and data necessary for the implementation phase. The analysis and
evaluation part give details of the black box testing, unit testing and system integration testing;
actual results against expected results. The future work gives states the enhancements that can be

applied to the application.

14



1.7 Deliverables

Table 1-1 : Deliverables

Deliverable Name

Deliverable Summary Description

Software Requirements

Specification (SRS) Document

Complete Description of what the system will do, who will use it. Detailed
description of functional and non-functional requirements and the

system features.

Design Document

Complete description of how the system will be implemented i.e. the

detailed design.

Code

Complete code with the API.

Testing Document

The whole system is tested according to the specification described in the

SRS document. Black box, unit and System integration testing is done.

Complete System

Complete working system.

15
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2 LITERATURE REVIEW

The software uses XTS mode of AES which has been developed by IEEE Security in
Storage Working Group (SISWG) and approved by National Institute of Standards and
Technology (NIST) for the encryption of the data. This mode works within the constraints of the
hard disks while keeping the security that the Advanced Encryption Standard (AES) algorithm

provides.

2.1 XTS-AES Cryptographic Algorithm

The XTS-AES algorithm is a mode of operation of the Advanced Encryption Standard
(AES) algorithm. The Security in Storage Working Group (SISWG) of the P1619 Task Group of
the Institute of Electrical and Electronics Engineers, Inc (IEEE) developed and specified XTS-
AES in IEEE Std. 1619-2007. The XTS-AES mode was designed for the cryptographic
protection of data on storage devices that use of fixed length “data units”. The XTS-AES mode
was not designed for other purposes, such as the encryption of data in transit.
The XTS-AES mode is an instantiation of Rogaway’s XEX (XOR Encrypt XOR) tweak able
block cipher, supplemented with a method called “cipher text stealing” to extend the domain of
possible input data strings. In particular, XEX can only encrypt sequences of complete blocks,
i.e., any data string that is an integer multiple of 128 bits; whereas for XTS-AES, the data string
may also consist of one or more complete blocks followed by a single, non-empty partial blocks.
The XTS-AES mode provides confidentiality for the protected data. Authentication is not
provided, because the P1619 Task Group designed XTS-AES to provide encryption without data
expansion, so alternative cryptographic methods that incorporate an authentication tag are
precluded. In the absence of authentication or access control, XTS-AES provides more
protection than the other approved confidentiality-only modes against unauthorized manipulation
of the encrypted data.

2.2 Ordering Convention for the Cipher text Stealing Case

If the length of the data units for an instance of XTS-AES is not an integral multiple of the
block size, then the plaintext, as a sequence of complete blocks, PO, P1, ...Pm-1, followed by a
single, non-empty partial block Pm, where m is a positive integer determined by the length of the

data unit.

17



In this case, the encrypted form of the data unit, i.e., the cipher text, has the same structure: a
sequence of complete blocks, denoted CO, C1, ...Cm-1, followed by a single, non-empty partial
block Cm, whose length is the same as the length of Pm.

For some implementations, an alternative ordering convention, in which the positions of Cm-1
and Cm are swapped, may be desirable for the physical storage of the bits, because that ordering
corresponds more closely with the generation of the cipher text. In particular, Cm is the
truncation of a block that is derived from Pm-1, and Cm-1 is derived from Pm, concatenated with

the discarded bits from the truncation.

2.3 Key Management

Key management is important for XTS-AES, as for any keyed cryptographic algorithm,
Consistent with the 220 block limit for a data unit, an implementation of XTS-AES may further
restrict the length of the data units for any key. For example, an implementation may support
only data units that are sequences of complete blocks. In this case, the ciphertext stealing
components in the implementations of the XTS-AES-Enc and the XTS-AES-Dec procedures
would be unnecessary, and these procedures essentially would be reduced to the XTS-
AESblockEnc and the XTS-AES-blockDec procedures.
Similarly, an implementation may restrict its support to either the 256-bit key size (for XTSAES-
128) or the 512-bit key size (for XTS-AES-256). Restrictions on the supported lengths of the

key or the data units may affect interoperability with other implementations.

18
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3 OVERALL DESCRIPTION

This part of the document contains information about the product, its features, perspective,

users’ characteristics and constraints.

3.1 Purpose

The purpose of the Software Requirements Specification (SRS) is to give the user a clear
and precise description of the functionality of the Cyber file controller, an application that would
be built to give remotely control access of data.

This document is aimed to eliminate ambiguities and misunderstandings that may exist. For
the user, the SRS will explain all functions that the software should perform. For the developer,
it will be a reference point during software design, implementation and maintenance.

The main purpose of this project is the development of a system that would allow the users

to encrypt/decrypt the file remotely, stored on any system, through an easy to use interface.

3.2 Intended Audience and Reading Suggestions

3.2.1 Intended audience
The intended readers of the SRS are the students and as well as military employees who
will have the system implemented. This document serves as an agreement between both parties

(Development team and the concerned authorities) regarding the product to be developed.

* Project Supervisor (Asst. Prof. M.M. WaseemIqgbal)
This document will assist in supervision and guiding the team. Further, document will act as

a reference to ensure completion of all requirements and proper implementation.

» Developers and Testers (Project group)
This document provides the guideline for developers to code during implementation phase

and testers to create test cases during testing phase.

* Project Evaluation Team (MCS NUST)

20



It will help the evaluation team to evaluate the progress of FYP project. The document will
provide the evaluators with the scope, requirements and details of the software to be developed.

It will also be used as basis for the evaluation of the implementation of the project.

3.2.2 Reading suggestions
It would be suggested to the users to go through the requirement section thoroughly.

For the developers it is suggested that they read and understand the product scope, overall
description and system features thoroughly.

Testers should go through the operating environment, constraints, and the non-functional

requirements before developing the test scenarios for the system.

3.3 Product Scope
The document only covers the requirements specifications for Secure Digital File All the
external interfaces and the dependencies are also identified in this document.

For Universities and military Institutions

What | Giving remotely Control access of data to user
The Cyber file Controller

Is An application

That | Provides transparent, easy to use, remotely, On-The-Fly encryption and

decryption procedure for data stored on any system.

Cyber file Controller shall provide an application that would run on top of any Windows
operating system. The scope of this project is to develop encryption/decryption application for
the data stored on any system. It is mainly focused on encrypting/decrypting the files remotely
(excluding executable files). The encryption/decryption process is implemented using XTS-AES

algorithm only. The software will provide desktop application with user friendly Interface.

21



3.4 OVERALL DESCRIPTION

3.4.1 Product Perspective

Cyber File Controller is new project built for military and sensitive organizations to
provide security services to removable disks. Other products available in market but they are
mainly focusing on data integrity. It is built for organizations who do not want to use third party

tools due to danger of sensitive data being leaked and possible backdoors.

3.4.2 Product Functions

The main features of Cyber File Controller are highlighted below:
* NIST-approved implementation of XTS-AES 256-bit algorithm for disk encryption
* NIST-approved implementation of Password Based Cryptography for key expansion.
» Supports all files except the executable ones.
» Supports remotely encryption for file stored on any system, which is connected to internet.
» Supports confidentiality and integrity of data.
» Authentication and recovery mechanism.
* Remotely and fully automated encryption/decryption functionality.

* Supports On-The-Fly encryption /decryption.

3.4.3 User Classes and Characteristics

Defining system users for the Secure Digital File

3.4.3.1 UCC-1 Universities Students and Military Employee

Universities Students and Military Employee will be the general users who will use the
system. They will be interacting with desktop application.

3.4.3.2 UCC-2 Developers

Cyber File Controller application and source code will be provided to them for general

development or future possible maintenance.
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3.4.3.3 UCC-3 Software Testers

Software will be used for Alpha Testing by our project group and Beta Testing by

concerned authorities.

3.4.3.4 Operating Environment

This included all the specifics required for software to be built.

3.4.3.5 Hardware

Desktop/ Laptop personal computer, Cell phone

3.4.3.6 Software

Windows 7/8/10 Operating System

3.5 Design and Implementation Constraints
» For Cyber File Controller to operate successfully there must be an internet connection.
» All files will be encrypted except executable ones.
« Time of encryption will depend upon the size of file.
» As Cyber File Controller require sensitive permissions which can only be granted in the
Administrator mode in Windows OS therefore only Administrator users can access

complete functionality of Cyber File Controller

3.6 User Documentation

User manuals will be provided which will take users step by step to complete remotely
encryption/decryption process using Secure Digital File A tutorial will provide a quick start, a
walk-through of major system features, and further reference sources for the complete system

features.

3.7 Assumptions and Dependencies
» Cyber File Controller will be run with these minimum hardware specifications:
* Intel Core i3 processor or equivalent
* 1 GB RAM or higher
» Cyber File Controller will run on Windows 7/8/10 Operating system

23



3.8 External Interface Requirements

3.8.1 User Interfaces

The homepage will contain buttons for all the important functionalities provided by the
software (Get file, Store, file encryption, file decryption). The software will run in the
background so its icon will be available in the task bar to access it easily at all times. Each screen

will be explanatory regarding the options and functionality provided by the software.

3.8.2 Hardware Interfaces

» Cyber File Controller requires at least internet connection to work on.

» Software will provide on-the-fly encryption, therefore minimum 1 GB RAM is required.
3.8.3 Software Interfaces

» Cyber File Controller will require Windows 7/8/10 operating systems

3.9 System Features

System features are organized in functional hierarchy so that the main functions of the

system will be understandable.

3.9.1 Remotely File Encryption:

This feature will allow the user to remotely encrypt a complete non-executable file stored

on any system

3.9.1.1 Description:

One of the basic functionalities of the system is to provide remote encryption for a any file
given that it is a non-executable. When a user wants to encrypt a file with data already stored in

it, this feature option is used.

3.9.1.2 Stimulus/Response:

* Basic Data Flow
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o User is provided with encryption option.(files only)

o User will select file encryption option.

» User is provided with a list already encrypted files.

» User will select the upload the file, he wants to encrypt.

» User will confirm the encryption process after it has completed successfully.
» Once the file is encrypted user is provided with decryption option.

» User will select only file that is already encrypted otherwise warning message would

be shown.
» User can select an encrypted file which may be located remotely.

» User will confirm the decryption process after it has completed successfully.

3.9.1.3 Functional Requirements:
REQ-1. The system shall provide the option to remotely encrypt/decrypt a complete file.
REQ-2. The system shall present a list already encrypted files.
REQ-3. The system shall allow the user to select a non-executable file.
REQ-4. The system shall allow the file to be encrypted remotely in place.
REQ-5. The system shall provide the size of the selected file.
REQ-6. The system shall collect data of the selected file.

REQ-7. The system shall remotely encrypt the file as the final step.

3.9.2 Remotely File Decryption:

This feature will allow the user to remotely decrypt a already encrypted file stored on any

system
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3.9.2.1 Description:

One of the basic functionalities of the system is to provide remote decryption for a any
already encrypted file. When a user wants to decrypt a file with data already stored in it, this
feature option is used.

3.9.2.2 Stimulus/Response:
» Basic Data Flow

» User is provided with decryption option.(Already encrypted files only)

User will select file decryption option.

User is provided with a list already decrypted files.

User will select the file from the list, he wants to decrypt.

User will confirm the decryption process after it has completed successfully.

e Alternative flow
e User is provided with the interface.
e User wants to decrypt a file which is not already encrypted so a warning message

would appear.

3.9.2.3 Functional Requirements:
REQ-1. The system shall provide the option to remotely decrypt already encrypted file.
REQ-2. The system shall present a list already encrypted files.
REQ-3. The system shall allow the user to select from only that list.
REQ-4. The system shall allow the file to be decrypted remotely in place.
REQ-5. The system shall provide the size of the selected file.
REQ-6. The system shall collect data of the selected file.

REQ-7. The system shall remotely decrypt the already encrypted file as the final step.
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3.9.3 Key Management

3.9.3.1 Description:

A 512-bit key is required during the encryption process of the data. Secure Digital File
will generate this key and will store it on the hard drive. Key generation should comply NIST
SP800-133, authentication and recovery key mechanism will be using password based
cryptography standards.

3.9.3.2 Stimulus/Response:

No user interaction required

3.9.3.3 Functional Requirements:
REQ-1. The system will generate a 512-bit key for encryption/decryption process.
REQ-2. The system will generate separate keys for separate volumes.
REQ-3. The system will generate keys using entropy pool of host operating system.
REQ-4. The system will store the keys in encrypted form.

REQ-5. The protection keys will be generated using user provided password by implementing

password based cryptography standards.

REQ-6. The system will provide the recovery key in case user forgets the password.

3.10 Other Nonfunctional Requirements

3.10.1 Performance Requirements

REQ-1. The system shall not have an encryption rate of more than 256 MB/minute.

3.10.2 Security Requirements
REQ-2. The system shall allow the user to upload a file without exposing its data.
REQ-3. The system shall provide no access to the file once it’s decrypted.

REQ-4. The system shall provide no way to recover data if the encrypted file is deleted.
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3.10.3 Software Quality Attributes

3.10.3.1 Usability:

REQ-5. The system shall provide wizards for a specific functionality.

3.10.3.2 Data Integrity:
REQ-6. The system shall not change or corrupt user data during encryption or decryption
process.

3.10.3.3 Confidentiality
REQ-7. The system shall keep data confidential. Data must not be stored or sent over internet.
REQ-8. The system shall provide no way to access the encrypted file.

3.10.3.4 Standard Compliance

REQ-9. The system shall only use implementation of XTS-AES which is verified by NIST
against the known test vectors provided by NIST itself.

REQ-10. The system shall only use implementation of SHA which is verified by NIST against
the known test vectors provided by NIST itself.
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CHAPTER: 4
DESIGN AND DEVELOPMENT
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4 DESIGN AND DEVELOPMENT

4.1 Purpose

This software design specification (SDS) document describes the architecture and system
design of Secure Digital File. It mostly contains different design diagrams and their explanation.
The document is intended to inform stakeholders, developers and support team at organization
the details of the design and the design process. This document will help the developer(s) in

implementation and maintenance of the Software.

4.2 Project Scope

The scope of this project is to develop encryption software for the data stored on hard
drives. Secure Digital File shall provide an application that would run on top of any Windows
operating system even in cell phones. The scope of this project is to develop
encryption/decryption application for the specific data stored on any system and to determine its
location as well. It is mainly focused on encrypting/decrypting the files remotely (excluding
executable files). The encryption/decryption process is implemented using MD5 algorithm only.

The software will provide desktop application with user friendly Interface.

4.3 Definitions

AES: Advanced Encryption Standards

NIST: National Institute of Science and Technology.
FIPS: Federal Information Processing Standards.
PKCS: Public key Cryptography Standards.

CDB: Critical Data Block.

CDK: Critical Data Key.
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4.4 References

441 NIST Standard:

Encryption of Storage Devices

e Dworkin, M., 2010. Recommendation for Block Cipher Modes of Operation: The
XTSAES Mode for Confidentiality on Storage Devices, s.l.: NIST Special Publication
800-38E

e Scarf one, K., Spuppaya, M. & Sexton, M., 2007. Guide to Storage Encryption
Technologies for End User Devices, s.l.: NIST Special Publication 800-111.

e The Advanced Encryption Standard (AES), s.I: Federal Information Processing
Standards- 197.
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4.5 Overview of Document
This document shows the design and working of Secure Digital File. It starts from higher

level details for a non-technical reader to understand just by seeing the diagrams to the lower
level details that aid the developer to code and understand other technical details of the

application.

In Section 2, the System Architecture Description gives a detailed overview of the

application.

Section 2.1 Overview of Modules/Components shows the main component of the
application and their inter-relationships. Section 2.2 Structure and Relationships shows the
higher level details of system working by the means of System Block, Activity, State Transition,
and Use Case diagrams. Lower level details are described using the Class, Sequence diagrams
and Structure Chart. Section 2.3 describes how the application is designed to curb the tendency

of User Interface Issues and problems during User Interaction.

In Section 3, Detailed Description of Component is given to show the working of
modules with low level details. It shows the purpose, function, subordinates, dependencies,
interfaces, resources, processing and data of the components and their relationships with each

other.

Section 4 shows the Reuse and Relationship to other Products i.e.; information about
work done in the same project before and any reuse of the same work. The section also provides

a key to reuse this system for further upgrades.
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4.6 Work Breakdown Structure

Product
Development

Functional

: Remot
Requirements

Non Functional
Requirements Permanent

Implementation Encryption

Connect 1o Server at
least once
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4.7 System Architecture Description

This section provides detailed system architecture of Secure Digital File application.
Overview of system modules, their structure and relationships are described in this section. User

interfaces and related issues are also discussed.

4.8 Overview of Modules
This Secure Digital File application has following required modules. Here we give a brief

overview of all these modules. Detailed descriptions of these modules are presented in section 3.

1. Remotely File Encryption:

One of the basic functionalities of the system is to provide encryption for file given that it
IS a non-executable. When a user wants to encrypt a file with data, this feature option is used.
2. Remotely File Decryption:

The second basic functionality of the system is to provide remote decryption for any

already encrypted file. When a user wants to decrypt a file with data already stored in it, this

feature option is used.
3. Location of File

In order for the user to get the location of application generated files, user will go to
already encrypted file section and resultantly will get the location of that file in the form of Mac

and IP addresses.
4. Permanent Encryption

Secure Digital File will provide mechanism to permanently encrypt the file if the user lost

File or if it gets into the wrong hands.
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5. Original and Modified File Management

Modified and original file can be extracted from the server in case if the user loses the file.

4.9 Structure and Relationships

This section covers the technical description of Secure Digital File. It shows relationships
between different components and how system modules are connected. This section also covers
working with respect to different point-of-views. This also covers its higher and lower levels

details, user interfaces, and system architecture and design pattern.

4.9.1 System Block Diagram
This diagram shows the higher level description of the application. It shows all the

modules of the system and their associations and flow of data between modules.

f——— ) i

Modify Status
- @2/

Uploading s

Key
Management
) FileManager User
i Interface
:1 Mac Manager 9

) LogManager [
-\

UserManager

S/

Fig 2.2.1.1 System Block Diagram
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4.9.2 User View (Use case Diagram)

Following diagram shows course of events that take place when an actor (user and other

allowed interactions) interacts with system.

4.9.2.1 C(Client Side

Secure Digital File

»

Access Modified File
I<'<’include>> O
; . -
) . Seinclude>>"
Decrypt Path
% <<ncude'>>j,,"‘© T edinclude>> :
User O “ Prepare a Request
— <<inc\ude>?,’( . \«i\mh.de» Encrypt Path
<<include>> .
¢ 3 é )
OGS
Get FilelD
Get Token Ask for Key

Server
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4.9.2.2 Server Side
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P ™
)
<o T
e T =" Generate Modiied File e
Y -
L o -
o il A / ™ \\'\.
|~ Upload File o ) S
- e T N ——— e "
S S - o e <dificludg>> = =]
f e - File Management e \
— ,/ i )
\\\‘ e 1 ——— LTI
— '-“_.-— o~ oy . ’-’I
User 4 --__,‘_‘_r{ e Set Atributes e e
Malin, e —— e A
\'\ =t ‘."‘. e f/ /
i (<Jnl:i.|d;2>‘_‘ - -
s R Encrypt File dl ™ o o
B il " i
e . T <<inclyde>> Status_— S
\\\ Create Encrypted File <<inl DdB.'J_'f i i ,/,/
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N S e (I
e Yy 4
T e
et key Generation Key authentication
L

Fig 2.2.2.1 Use case Diagram

49.2.3 Actors
o User
e Server

4.9.2.4 Use Cases
e Upload file
e Generate Modified File
¢ File Management
e Encrypt File
e Decrypt File
e Location
¢ Key Management
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4.9.2.5 Use Case Description

4.9.2.6 UPLOADFILE

~ o Upload File T ®]

- A 1=
P n J, \\
RN i r ",
‘ ) <<include==:
: Server
T

User ( )

e

Generate Modified File

Use Case: Upload file

Actors: User, Server

Use Case Description: This use case will ask the user to upload a file so that server provides

encryption for that file given that it is a non-executable.

Normal Flow:
» User will select Upload file option.
» User is provided with a list of options either he wants to encrypt it or not.

» User will select the options.

Alternate Flow:

* An error message is displayed if an error occurs during the uploading process.

Preconditions: N/A

Post conditions: A file will be uploaded to server.

Includes: Create Encrypted file

Extends: N/A
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4.9.2.7 GENERATE MODIFIED FILE

™) Upload File )
- A, ~ I
l e <<include>>. o
~— | -
— . - Server

User T !

\ o
-, o

Generate Modifed File

Use Case: Generate Modified File

Actors: User, Server

Use Case Description: This use case provides encryption for an uploaded file given that it is a non-

executable.

Normal Flow:
» User will select Add files option.
e User is provided with Status option.
» User will select “Not Available” if the user wants to encrypt and can also select date.
« User will confirm the encryption process after it has completed successfully

Alternate Flow:

* An error message is displayed if an error occurs during the encryption process.

Preconditions: N/A

Post conditions: An encrypted file is created which is returned to the user.

Includes: upload file, Key Management, Get file size

Extends: N/A
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4.9.2.8 FILE MANAGEMENT

~ Set Attributes ()
ﬁd_ ."?'\ N
- — <<include>>. o
——— i -
— o o Server

File Management

Use Case: File Management

Actors: User, Server

Use Case Description: This use case provides Original file, which was uploaded by the user,
and as well as the modified file generated by the server. It will act as normal file and can be
downloaded, deleted.

Normal Flow:
» User will select File management option.
» User will choose the file which attributes he wants to reset.
» User will be provided with Download option in case if original file is lost with a
name for the file.

* User will confirm the name, location and size of the file before its successful

Alternate Flow:
*  Anerror message is displayed if an error occurs during the process.

Preconditions: N/A

Post conditions: An uploaded File attributes can be changed.

Includes: Provide Original File, Provide modified file, get file size, Set attributes

Extends: N/A
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4.9.2.9 ENCRYPT FILE

= eecincludes>

Key Management (. )

o -
e

- Status )
_",,.r\\_\ "‘“——.H____ ((indudep);' _-_ﬂ_-f"';_!/f .
- _--_-_-"—-\. ! — —
il ___,_f""
_"_‘—-_____-_______-__ = ; - L SE ver
User B ¢ ™7
" S ——
Encrypt File

Use Case: Encrypt File

Actors: User

Use Case Description: This use case provides encrypted file to the user in response to uploaded

file given that it is a non-executable.

Normal Flow:
» User will select Add files option.
e User is provided with Status option.
» User will select “Not Available” if the user wants to encrypt and can also select date.

» User will confirm the encryption process and provide encrypted file.

Alternate Flow:

* An error message is displayed if an error occurs during the encryption process.

Preconditions: N/A

Post conditions: An encrypted file is created which is returned to the user.

Includes: Create encrypted file

Extends: N/A
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4.9.2.10 DECRYPTFILE

—

~ra<include>>

Key Management { )

. "
—

Status )
8 C }
N, e <<include>>/ [ AN
--_,_______—' ,I L -
— -
— ; o Server
——— i e
User ~/ N T
N, _“.r'
Decrypt File

Use Case: Decrypt file

Actors: User, Server

Use Case Description: This option allows the user to access the encrypted data. The data
within these files and folders is decrypted On-The-Fly (OTF) when they are selected to be
viewed.

Normal Flow:
» User will click on Status option in order to decrypt the file.
» User will be provided with a list of available options.
» User will select “Available” in order to decrypt.
» Key will be authenticated by the Server if anyone wants to access the file.

Alternate Flow:
* Volume is not mounted and an error message is generated if the user provides
incorrect password for the volume.

Preconditions: Volume should already be created.

Post conditions: Encrypted data is accessible.

Includes: Password Authentication, Lists available drive letters.

Extends: N/A
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4.9.2.11 LOCATION

~

s !
~{ 3} ~
- -“'J i ",
P “ P—— F

_-* Location of file*.

User L <<include>> Server
<q[r-ntude:=:=v > :'_;"a
&
€ €.
N e
Provide MAC Provide IP address

Use Case: Location

Actors: User, Server

Use Case Description: This use case allows the user to locate his file placed in any system
through IP and MAC addresses.

Normal Flow:
» User will click on File management option.
« User will click on the file which he wants to locate.

e User will be provided with IP and MAC addresses.

Alternate Flow: N/A

Preconditions: File should connect to server at least once.

Post conditions: IP and MAC addresses will be provided

Includes: Provide MAC , Provide IP

Extends: N/A.
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4.9.2.12 KEY MANAGEMENT

<<inglude>> -
Encryption & &
e '”“«\l Server
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lf/ )
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Key generation

Use Case: Key Management

Actors: Server

Use Case Description: This use case will generate key for encryption and will store it on the

server. Then it will be authenticated whenever authorized person wants to decrypt the file.

Normal Flow:
» Data will be collected for key generation.
» Key will be generated as a result of encryption.

» Then it will be authenticated whenever decryption process undergoes.

Alternate Flow: N/A

Preconditions: Key generation should be available.

Post conditions: N/A

Includes: Generate key, key authentication, Encryption , Decryption

Extends: N/A.
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4.9.3 Sequence Diagram

Following sequence diagrams show the sequence of activities performed in all use cases

described in section 2.2.2.

4.9.3.1 Upload

c
0
(D
=

User Interface Sener

Select Add files Option |:|

File Uploaded on server

4.9.3.2 Create Encrypted File

User User Interface Server

D Select Add file Option |:| D

File Uploaded on server

Select Status

e === m oo H
Selected " NOT AVAILABLE ™ :
Select Date D
s :
Date Selected
L Info stored
Encrypted file is returned T D

45



4.9.3.3 File Management

User User Interface Server
a Select Added fle Option i D
Load Added fles
oo 00y Orginal & ModWed Flles ... H
Select File
ShowAttrbutes of file |
T e m e e mm s e u
Reset Attributes
| Info stored
Updated . H

4.9.3.4 File Decryption

User Interface Sewer
Click on Added Files |:|
Provide the List Of Files
[ mm oo 0 i
Select thefile ;

Change Status to" Available”

Decrypt the file
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4.9.3.5 Manage key

User Interface Server
Change Status to" NOT Available " u
Encrypt File :
L
N Generate Key and Stored it forfile
; —
Notify
J~<. ..........................
Provide Encrypted File
4.9.3.6 Location
User Interface Server

Click On Added Files
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e e b LLELL g
Choose File
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e e e P LT : ;
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4.9.3.7 Return Encrypted File

User Inteface Server
Change Status to" NOT Available " D,
Encrypt File '
L
N Generate Key and Stored it forfile
1 -
Notify
4~<. ..........................
Provide Encrypted File
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4.9.4 Implementation View (Class Diagram)

In activity diagram, the dynamic view of the system is shown. All the activities are shown

concurrently with their respective start and end states.

Server Side
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Fig 2.2.4.1 Class Diagram

49



Classes

Description

Secure Digital File Ul

The graphical user interface class contains all the wizards and

the graphical interface forms implemented in Java.

Opener The class in Java, which should be available at client side to run
the Modified File.
Algorithm The key derivation class which contains key derivation function

which handles the derivation of master key.

Secure  Digital  File

(SDF)

The main class of the software, which is the base of all. It will

initialize all the functions

Hash MD5

The Hashing driver class which contains the MD5 hashing

functions.

File Manager

This Class will be interacting with main SDF class and will be

responsible for all File actions.

User Manager

This Class will be interacting with main SDF class and will be

responsible for all user actions.

Log Manager

This Class will be interacting with main SDF class and will
give information about those who have accessed the modified

file.

Constraint

Those constraints which are mandatory for login processs.

Mac Manager

This Class will be interacting with main SDF class and will
inform us about the locations of the user who have accessed the

modified file.
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4.9.5 Dynamic View (Activity Diagram)
In activity diagram, the dynamic view of the system is shown. All the activities are shown

concurrently with their respective start and end states.
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4.10 User Interface
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Fig 2.3.1 User Interface Demo
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4.11 Detailed Description of Components

This section describes in detail all the modules of Secure Digital File.

4.11.1 Application Ul

Identification

Name: Application Ul

Location: Client side of the system architecture

Type

Ul component

Purpose

The User is able to see different wizards which provide different options
and their explanations for the encryption process.

This component fulfills some of the functional requirements (as
specified in SRS Document) related to user interface in the application:

4.1 Remotely File Encryption:

One of the basic functionalities of the system is to provide encryption for
file given that it is a non-executable. When a user wants to encrypt a file

with data, this feature option is used.

4.2 Remotely File Decryption:

The second basic functionality of the system is to provide remote
decryption for any already encrypted file. When a user wants to decrypt

a file with data already stored in it, this feature option is used.
4.3 Location of File

In order for the user to get the location of application generated files,

user will go to already encrypted file section and resultantly will get the
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location of that file in the form of Mac and IP addresses.
4.4 Permanent Encryption:

Secure Digital File will provide mechanism to permanently encrypt the
file if the user lost the file or it gets into the wrong hands. The system

provides separate mechanisms to permanently encrypt the file
4.5 Original and Modified File Management

Modified and original file can be extracted from the server in case if the

user loses the file.

Function

User interface is one of the ways to interact with application. It packages
all those screens, dialog boxes and forms that are visible to user. It

provides user access to different options provided by the software.

Subordinates

This component has three subordinates; the Add files wizards, View files

and the Add Users wizards.

Dependencies

Working of this component is dependent on integration of all other

components.

Interfaces N/A

Resources Software: Java

Processing User Interface displays wizards, notifications and messages to user
passed by other components.

Data Details of storage devices
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4.11.2 File Manager

Identification Name: File Manager

Location: Server side of the system architecture

Type Logical Component

Purpose Following functional requirements mentioned in SRS are fulfilled by

this component:

4.1 Partition File Encryption:

This feature will allow the user to encrypt a complete non-executable

file.

Description: One of the basic functionalities of the system is to
provide encryption for file given that it is a non-executable. When a
user wants to encrypt a file with data, this feature option is used.

4.2 File Container Encryption:

This feature will allow the user to encrypt a file.

Description: The second basic functionality of the system is to
provide remote decryption for any already encrypted fil