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ABSTRACT 

VioDet 

(Video Violence Detection) 

 

In the world we live in today, the sheer volume of video content online and around us, is 

increasing exponentially. As a matter of fact, Cisco stated that by 2022, videos will make 

up more than 82% of all consumer internet traffic. With such large volumes of video 

content being generated, it is a reality that a significant portion of it contains some 

degree of violence.  

Numerous psychological studies have shown that exposure to violent video content is a 

causal risk factor for increased aggressive behavior, aggressive cognition, and aggressive 

affect and for decreased empathy and prosocial behavior. Many studies can be quoted 

here, however, the problem is clear. We must detect and stop violent videos. VioDet is 

the solution. 

VioDet is a modern AI-based video violence detection mechanism that uses deep 

learning to automatically detect violent content in videos and consequently, flag them 

as either violent or non-violent. With the help of this classification, users will have the 

knowledge about violent videos and can stop their propagation. Another case where 

VioDet can be helpful is real-time CCTV monitoring where if violence is detected, it can 

notify the concerned authorities. 

After selecting a base model that could detect violence in videos accurately, we applied 

‘transfer learning’ to get new model that met the requirements of our specific use case. 

In order to run inference, the model was made accessible through a REST API (built 

using Flask) and the API was connected to a web application built using React. 

 

Key Words: - Artificial Intelligence, Transfer Learning, Computer Vision 
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Chapter 1. Introduction 
 

1.1 Overview 

VioDet will help security camera operators as well as general public to automatically 

detect violence in videos. Exposure to violent content has numerous side effects on a 

person’s mental health and behavior. Furthermore, continuous monitoring of CCTV 

feeds is a tedious task. VioDet tackles both issues by providing a web service that allows 

detection of violence in live camera feeds as well as complete videos. VioDet deploys a 

custom-trained model that makes use of deep learning and computer vision techniques 

to perform the task of automatic violence detection in videos. The model was trained on 

over 3000 violent and non-violent videos that led to a robust and accurate solution.  

1.2 Problem Statement 

VioDet address two main problem areas.  

Firstly, iit iis ithe itedious iand iinefficient itask iof icontinuously imonitoring imostly istatic iCCTV 

ifeeds. iConsidering ithe iamount iof istatic ivideo ifeeds, ia isecurity ioperator imust iwatch idaily 

iit iis iunderstandable ithat iafter ijust itwenty iminutes, itheir iattention ispan isignificantly 

idecreases, imeaning imost iof ithat ivideo iis inever iwatched, ilet ialone irecognizing iculprits iin 

ithe ifootage. iBy ideploying ian iAI-based isolution iwe ieliminate ithe ineed ito iconstantly 

imonitor iCCTV ifootages iand ican ihelp ithe ioperator ito ifocus ion iattention-requiring 

imatters ionly. 

Secondly, iit iis ithe iexposure ito iviolent ivideo icontent iwhich, iaccording ito inumerous 

ipsychological istudies, iis ia icausal irisk ifactor ifor iincreased iaggressive ibehavior, iaggressive 

icognition, iand iaggressive iaffect iand ifor idecreased iempathy iand iprosocial ibehavior. iIn ia 

i2009 iPolicy iStatement ion iMedia iViolence, ithe iAmerican iAcademy iof iPediatrics isaid, 

i“Extensive iresearch ievidence iindicates ithat imedia iviolence ican icontribute ito iaggressive 

ibehavior, idesensitization ito iviolence, inightmares, iand ifear iof ibeing iharmed.” 
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1.3 Approach 

A modular approach was adopted to accomplish this project, so it was divided into four 

main phases. First phase was focused on the selection of suitable model and collection 

of all publicly available datasets regarding video violence. In the second phase, transfer 

learning was implemented with the help of the collected datasets and inference was 

successfully executed. Third phase revolved around the development of the application 

including the backend and the front-end. After successful integration of the work that 

was done in previous phases, VioDet was fully functional. In the fourth phase, VioDet 

underwent testing. 

1.4 Scope 

The iscope iof ithis iproject iis ilimited ito ivideo icontent i‘only’. iMeaning ithat, ithis iproject 

iwould inot iutilize iany iassociated iaudio itracks, isubtitles iand iother icontextual iinformation 

ifor ithe ipurpose iof idetecting iviolence. iIn ithis iproject, iaggressive ibehavior iis ithe idefinition 

iof iviolence irather ithan ithe ipresence iof ispecific ifeatures isuch ias iblood ior ifire. 

1.5 Objectives 

The primary goal of this project is to provide video violence detection web-service with a 

reasonable accuracy and friendly user interface. Following are the main objectives of this 

project: - 

1. Detect violence with a ‘reasonable’ accuracy. 

2. Timely detection of violence (Less latency). 

3. Minimize dependency on human security camera operators. 

4. Minimum buffering in the results. 

5. Easy-to-use and cost-effective solution. 

During this project, all the aspects of software engineering are covered i.e. survey and 

feasibility analysis, requirement gathering, architectural and detailed design, 

implementation and testing along with documentation (SRS, SDS, Test Document, Final 

Report and User manual). Group members are also expected to develop extensive 

knowledge and technical skills in the fields of Deep Learning, Transfer Learning, 

Computer Vision, Python Programming (Anaconda, Flask) and Web Development 

(React).  
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1.6 Deliverables 

 

Sr Tasks Deliverables 

1 Literature Review Literature Survey 

2 Requirements 

Specification 

Software Requirements Specification document 

(SRS) 

3 Detailed Design Software Design Specification document (SDS) 

4 Implementation Project demonstration 

5 Testing Evaluation plan and test document 

6 Training Deployment plan 

7 Deployment Complete application with necessary documentation 

Table 1- 1 Deliverables  
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Chapter 2. Literature Review 
In irecent iyears, ithe iproblem iof ihuman iaction irecognition ifrom ivideo ihas ibecome 

iachievable iusing icomputer ivision itechniques ithat ileverage ihuman-engineered ifeatures. 

iHowever, idespite iits ipotential iusefulness, ithe ispecific itask iof iviolent iaction idetection ihas 

ibeen icomparatively iless istudied. iA iviolence idetector ihas iimmediate iapplicability iin ithe 

isurveillance idomain. i 

The iprimary ifunction iof ilarge-scale isurveillance isystems ideployed iin iinstitutions isuch ias 

ischools, iprisons iand ipsychiatric icare ifacilities iis ifor ialerting iauthorities ito ipotentially 

idangerous isituations. iHowever, ihuman ioperators iare ioverwhelmed iwith ithe inumber iof 

icamera ifeeds iand imanual iresponse itimes iare islow, iresulting iin ia istrong idemand ifor 

iautomated ialert isystems. iSimilarly, ithere iis iincreasing idemand ifor iautomated irating iand 

iviolence idetecting isystems ithat ican iprocess ithe igreat iquantities iof ivideo iuploaded ito ithe 

iinternet. iViolence idetection iis ibecoming iimportant inot ionly ion ian iapplication ilevel ibut 

ialso ion ia imore iscientific ilevel, ibecause iit ihas iparticularities ithat imake iit idifferent ifrom 

igeneric iaction irecognition. iFor iall ithese ireasons ithe iinterest iin iviolence idetection ihas 

ibeen isteadily igrowing, iand idifferent iproposals iare ialready ibeing ipublished iin imajor 

ijournals iand iconferences. iAlso, ipublic idatasets iare ibecoming iincreasingly iavailable ithat 

iare ispecifically idesigned ifor ithis itask. 

2.1 Deep Learning for Violence Detection  

Violence iDetection ialgorithms iare ibased ion iComputer iVision itechniques ionly, iare icapable iof 

iextracting ifeatures. iThese ifeatures iare ihuman iengineered, iand iaccuracy iand ithe ireliability iof 

ithe imodels idirectly idepend ion ithe iextracted ifeatures iand ion ithe imethods iused ifor ifeature 

iextraction. i 

The idifficulty iwith ithis iapproach iof ifeature iextraction iin iframe iclassification iis ithat ithe ifeatures 

ithat iare ito ibe iconsidered imust ibe ipre-defined. iWhen ithe inumber iof iclasses iof ithe iclassification 

igoes ihigh ior ithe iimage iclarity igoes idown iit’s ihard ito iwork iwith itraditional icomputer ivision 

ialgorithms. 

The imain idifference iin ideep ilearning iapproach iof icomputer ivision iis ithe iconcept iof iend-to-end 

ilearning. iThere’s ino ilonger ineed iof idefining ithe ifeatures iand ido ifeature iengineering. iThe ineural 

inetwork ican ido iextract ithose iby iitself. iIt ican isimply iput iin ithis iway. 

If ia i[deep] ineural inetwork iis ito irecognize ia icat, ifor iinstance, iit iis inot itold ito ilook ifor iwhiskers, 

iears, ifur, iand ieyes. iThe ineural inetwork iis ishown ithousands iand ithousands iof iphotos iof icats, iand 

ieventually iit iworks ithings iout. iIf iit ikeeps imisclassifying ifoxes ias icats, inothing iis ihard-coded, iand 

ithe ineural inetwork ieventually ilearns iitself. 
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2.2 Violence Detection using hand-crafted features 

and learning features 

2.2.2 Hand Crafted Features 

  The ifeatures idesigned iby ihuman iare iknown ias ihand-crafted ifeatures. 

iAmong ithem, iSpace iTime iInterest iPoints i(STIPs) iand iImproved iDense iTrajectories i(IDTs) 

iare iwidely iused iin iaction irecognition. iEspecially ifor iviolence idetection, iextreme 

iacceleration ipatterns iare iused ias ithe imain ifeature. iThese ikinds iof imethods ibased ion 

ihand-crafted ifeatures iare iintuitive iand iefficient ifor ia ispecific ismall-scale idataset, ibut iin ia 

ibig idataset itheir ideficiencies iare itriggered, ileading ito ilow itraining ispeed, imassive 

imemory iusage iand iinefficient iexecution. 

 2.2.3 iLearning iFeatures 

  The ifeatures ilearned iby ideep ilearning inetworks iare iconsidered ias 

ilearning ifeatures. iWith ithe ienhancement iof icomputer ipower ibrought iby iGPU iand ithe 

icollection iof ilarge-scale itraining iset, iaction irecognition ibased ion ideep ilearning imakes ia 

igreat iprogress. iMultiple ilayers iof iconvolutional iNeural iNetworks iconsisting iof ispatial iand 

itemporal inets ican ibe iused. iHowever, ithese imethods iare ilimited iby ithe icomputational 

icost. 

2.3 Related Work  

Some iworks iregarding ivideo iviolence idetection irequire iaudio icues ifor idetecting iviolence ior irely 

ion icolor ito idetect icues isuch ias iblood. iIn ithis irespect, iit iis ito ibe inoted ithat ithere iare iimportant 

iapplications, iparticularly iin isurveillance, iwhere iaudio iand icolor iare inot iavailable. iBesides, iwhile 

iexplosions, iblood iand irunning imay ibe iuseful icues ifor iviolence iin iaction imovies, ithey iare irare iin 

ireal-world isituations. i 

Research ion ihuman iperception iof iother’s iactions ihas ishown ithat ithe ikinematic ipattern iof 

imovement iis ienough ifor ithe iperception iof iactions. iMore ispecifically, iempirical istudies iin ithe 

ifield ihave ishown ithat irelatively isimple idynamic ifeatures isuch ias ivelocity iand iacceleration 

icorrelate ito iemotional iattributes iperceived ifrom ithe iobserved iactions ialbeit ithe idegree iof 

icorrelation ivaries ifor idifferent iemotions. 

Thus, ifeatures isuch ias iacceleration iand ijerkiness itend ito ibe iassociated ito iemotions isuch ias 

ianger, ihappiness, iwhereas islow iand ismooth imovements iare imore ilikely ito ibe isadness. 

In ithis icontext, ithis iproject iassumes ithat iviolence iin ivideo ican ibe ireliably idetected iby isuch 

ikinematic icues ithat irepresent iviolent imotion iand istrokes. iConsequently, iVioDet iattains ibetter 

iaccuracy irates ithan istate-of-the-art iaction irecognition imethods iat imuch iless icomputational 

icost. i 
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Chapter 3. Software Req. Specification (SRS) 

3.1 Introduction 

The iintroduction iof ithe iSoftware iRequirements iSpecification i(SRS) iprovides ian ioverview 

iof ithe ientire iSRS iwith ipurpose, iscope, idefinitions, iacronyms, iabbreviations, ireferences 

iand ioverview iof ithe iSRS. iThe iaim iof ithis idocument iis ito ipresent idetailed idescription iof 

ithe iproject iVioDet i(Violence iDetection iin iVideos) iwhich iuses ia ideep ilearning imodel ito 

idetect iviolence iin ivideos, iboth ilive iand idownloaded. iThe idetailed irequirements iof ithe 

iVioDet iare iprovided iin ithis idocument. 

3.2 Purpose 

This idocument icovers ithe isoftware irequirement ispecifications ifor iproject iVioDet 

i(Violence iDetection iin iVideos). iThe iaim iof ithis iproject iis ito idetect iviolence iin ivideos 

iusing ia icustom-trained ideep ilearning imodel ideployed ion ia iserver. i 

Proper icontent ifiltering iof iviolent imedia iis ian iimportant iissue inowadays, ifor iits imany 

iapplications: iit ican ibe iused iin iconjunction iwith isurveillance icameras ito idetect 

iinappropriate ibehavior; iaiding iparental icontrol iby irating ivideos iof istreaming iservices; 

iprotecting iusers ifrom ireceiving iundesired imedia ivia imessaging iapplications; iblocking 

icontent ifrom ibeing iuploaded ito iwebsites isuch ias isocial inetworks, iforums ior ieducational 

iplatforms; ior ipreventing iit ifrom ibeing ishown iin ispecific iplaces isuch ias ischools iand 

iworkplaces. iWith ihundreds iof ihours iof ivideo iuploaded ievery iminute ithrough ithe 

iInternet iand ibecoming ia ipart iof iour ieveryday ilife, icomes imany iviolent iscenes inot isuited 

ifor ipeople, iespecially ifor ichildren. iHence, ithe idemand ifor iautomated isystems isuch ias 

iVioDet ithat idetect ithese iviolent iscenes iis iincreasing. i 

This ichapter iis imeant ito ioutline ithe ifeatures iand irequirements iof iVioDet, ito iserve ias ia 

iguide ito ithe idevelopers ion ione ihand iand ia isoftware ivalidation idocument ifor ithe 

iprospective iclient ion ithe iother. 

3.3 Document iConventions 

This isection idescribes ithe istandards ifollowed iwhile iwriting ithis idocument. 

3.3.1 Headings i 

Heading iare iprioritized iin ia inumbered ifashion, ithe ihighest ipriority iheading ihaving ia 

isingle idigit iand isubsequent iheadings ihaving imore inumbers, iper itheir ilevel. i 
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All the main headings are titled as follows: single digit number followed by a dot and the 
name of the section (Calibri, size 22).  

All second level subheadings for every sub section have the same number as their 
respective main heading, followed by one dot and subsequent sub heading number 
followed by name of the sub section (Calibri, size 20). 

Further subheadings, i.e. level three and below, follow the same rules as above for 

numbering and naming, but different for font (Calibri, size 18). 

3.3.2 Figures  

All figures in this document are numbered. Context and flow diagrams are based UML 

standards.  

3.3.3 Reference  

All references in this document are provided where necessary, however where not 
present, the meaning is self-explanatory. All ambiguous terms have been clarified in the 
glossary at the end of this document.  

3.3.4 Links to web pages  

All links have been provided with underlined font, the title of the web page is written at 

the top of the link and the title may be searched on Google to pinpoint to the exact 

address. 

3.3.5 Basic Text  

All other basic text appears in regular, size 12 Calibri. Every paragraph explains one type 

of idea. 

3.4 Intended Audience and Guidelines 

The intended audiences for the VioDet SRS include the Project Supervisor, FYP Group 

itself (developers), UG Project Evaluation Team, and other persons at MCS CSE 

Department. 

3.4.1 Project Supervisor  

It will help the supervisor to supervise the project and guide the group in a better way. 
This document can be used by the supervisor to check whether all the requirements 
have been understood and, in the end, whether the requirements have been properly 
implemented or not.   
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3.4.2 BESE 22 FYP Group (Developers, Testers, and Documentation 

Writers) 

For FYP group members, this document will provide the guideline for developing and 

testing the project. 

3.4.3        UG Project Evaluation Team 

It will help the evaluation team to evaluate the progress of FYP project. The document 

will provide the evaluators with the scope, requirements and details of the project to be 

built. It will also be used as basis for the evaluation of the implementation and final 

project. 

      3.4.4            Reading suggestions 

The SRS begins with the title and table of contents. All level 1 and level 2 headings are 

given in the table of contents, but the lower subheadings are not included. Each main 

heading is succeeded by several subheadings, which are all in bold format. The product 

overview is given at the start, succeeded by the complete detailed features, including 

both functional and non-functional requirements. The entire interfaces are also 

described.  

    3.5 Product Scope 

The iscope iof ithis iproject iis ilimited ito ivideo icontent i‘only’. iMeaning ithat, ithis iproject 

iwould inot iutilize iany iassociated iaudio itracks, isubtitles iand iother icontextual iinformation 

ifor ithe ipurpose iof idetecting iviolence. iIn ithis iproject, iwe iwill ibe iconsidering iaggressive 

ibehavior ias ithe idefinition iof iviolence irather ithan ithe ipresence iof ispecific ifeatures isuch 

ias iblood ior ifire. 

 i i i i3.6 Overall iDescription 

3.6.1 Product iPerspective 

Nowadays, ithe iamount iof ipublic iviolence ihas iincreased idramatically. iThis ican ibe ia iterror 

iattack iinvolving ione ior iseveral ipersons iwielding iguns ito ia iknife iattack iby ia isingle iperson. 

iThis ihas iresulted iin ithe iubiquitous iusage iof isurveillance icameras. iThis ihas ihelped 

iauthorities iin iidentifying iviolent iattacks iand itake ithe inecessary isteps iin iorder ito 

iminimize ithe idisastrous ieffects. iBut ialmost iall ithe isystems inowadays irequire imanual 

ihuman iinspection iof ithese ivideos ifor iidentifying isuch iscenarios, iwhich iis ipractically 

iinfeasible iand iinefficient. iIt iis iin ithis icontext ithat ithis iproject ibecomes irelevant. 

Moreover, ivideo icontent imakes iup imore iand imore iproportion iof ithe iworld’s iInternet 

itraffic iat ipresent. iVideo iservice irepresented iby ishort ivideo iclip iand live streams have 
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become ithe inew itrends iof ithe iInternet. iHowever, iInternet ivideo icontent iis ifilled iwith 

isome iviolent ivideos, iwhich iare iseriously iharming ithe iconstruction iof ithe inetwork 

iecology. iFurthermore, imonitoring isudden iviolence iin itime icreates itremendous 

ichallenges ifor ivideo isurveillance. i 

Thus, iviolent ivideo idetection iis iof ivital iimportance. 

 

3.6.2 Product Function 

The major functionalities of VioDet are highlighted below: 

1. To be able to accept a video from the user / Uploaded by the user. 

2. To analyze the video such that it is divided into frames and then those 

frames are classified whether there was any violent content in them. 

3. Performing the above-mentioned function using a custom-trained Deep 

learning model which can distinguish between violent and non-violent videos with good 

accuracy, precision and precision.  

4. Based on the classification of frames, the application can determine 

whether the video is violent or not. 

 

     3.6.3 User Classes and Characteristics 

The following section describes the types of users of the VioDet. There are explanations 

of the user followed by the interactions the user(s) shall be able to make with the 

software. 

Security Companies/ Law Enforcement Agencies 

Surveillance isystems iare ioften iineffective idue ito iinsufficient inumbers iof itrained 

isupervisors iwatching ithe ifootage iand ithe inatural ilimits iof ihuman iattention icapabilities. 

iThis iis iunderstandable, iwhen iconsidering ithe ihuge inumbers iof icameras ithat irequire 

isupervision, ithe imonotonic inature iof ithe ifootage, iand ithe ialertness irequired ito ipick iup 

ion ievents iand iprovide ian iimmediate iresponse. iThe isecurity icompanies i/ iLEAs ican iuse 

ithis isoftware iin iconjunction iwith itheir isurveillance icameras ito iautomatically idetect 

iviolence ior iany iaggression iwithout the need for human supervision. 

Social Media/Online Platforms Page Administrators 

Online Platforms such as Facebook, Twitter, Reddit, Instagram and many others 

have pages on which people post and share hundreds of videos daily. These pages can 

be used by people with malign intentions to spread violent content which can have 

negative effects on other people’s mind. Administrators of these pages can use this 

software to check videos before uploading them. 
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3.6.3 Operating Environment 

Hardware 

The VioDet Application would require GPU workstation for training the model and a standard for 

the client to run the application on:  

• GPU Workstation (for training): - Processor i7 + NVIDIA GTX 1060(or better). 

• Standard Desktop (client usage): - Processor i3 or advanced and 4GB+ RAM 

Software 
• Anaconda (Python 3.6) 

• Deep Learning Framework: - Keras + Tensorflow 

• Latest NVIDIA GPU Driver for GTX 1060. 

• CUDA 6.1, cuDNN 7.6 

• IDE: - Jupyter Notebook 

• Python Libraries: - numpy, sklearn, opencv-python, keras, tensorflow-gpu, pillow. 

• For Application Dashboard: - HTML, CSS, JS, Bootstrap, ReactJS, JSON. 

3.6.4 Design and Implementation Constraints 

Constraints of the product are given below: 

• VioDet will only be able to detect violence form videos without taking any audio 
or other contextual information into consideration. 

• Cameras used as the source of videos need to still/fixed.  
• Input may contain noise along with data. 
• Certain friendly gestures such as hugging may get labelled as violent. 

 

3.6.5 User Documentation 

A iuser imanual iwill ibe iprovided ito ithe iusers iin iwhich iseparate iinstructions iwill ibe igiven 

iaccording ito ithe iuser ii.e. iRegular iuser iand ithe iadmin, idevelopers iand itesters. iIt iwill 

iinclude ithe idetails iof ithe isystem’s iworking. iHelp idocuments iwill ialso ibe ia ipart iof ithe 

isystem. 

The iproject ireport iwill ialso ibe iavailable ifor ithe iusers iwhich iwill ihighlight ithe isystem 

ifeatures, iworking iand iprocedures. 

3.6.6 Assumptions and Dependencies 

The video uploaded by the client is of standard quality and length. For instance, if a 

video is of too poor quality then the model will not be able to extract the requisite 

features to determine whether the video is violent or not.  
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3.7 System Features 

This section illustrates organizing the functional requirements for the project VioDet by 
system features: - 

 
• Video Acquisition 
• Video Processing 
• Checking for Violence 
• Giving out final classification whether video is violent or not. 

 

Following is the component Diagram: 

 

 

Figure 3 – 1 System Overview 

 

3.7.1 Video Acquisition 

Description 

This feature enables the system to acquire video from the user who will upload it into 

the application. This video will be fed into the system for further processing. 

Stimulus/Response Sequences 

Normal Path: Video Successfully Uploaded  

Preconditions 

• The video is selected from the local directory and uploaded by the user via the 

application. 

Interactions 

• The captured video is sent to the system for processing. 

Post conditions 

• Success Message displayed. 
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Categorization 

• Criticality: High 

• Probability of Defects: Medium 

• Risk: High 

Table 3- 1 Video Acquisition (Normal Path) 

Exceptional Path: Error Message Displayed  

Preconditions 

• The video was not of the correct format or it was too long (max. video length is yet to be 

decided). 

Interactions 

• An error message is displayed telling the user what the supported video specs are 

including format and length. 

Post conditions 

• The video upload prompt reappears. 

Categorization 

• Criticality: High 

• Probability of Defects: Medium 

• Risk: High 

Table 3- 2 Video Acquisition (Exceptional Path) 

Functional Requirements 

1. The system shall be able to acquire videos from the directory’s address or link 
entered by user. 

2. If successful, it shall display a Success Message.  

3. If not successful, then it shall display a Failure Message and re show the upload 
prompt. 
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3.7.2 Video Pre-Processing 

Description 

This feature involves sending the video to the model where it is divided into frames. 

Stimulus/Response Sequences 

Normal Path: Successfully divided into frames 

Preconditions 

• The video is sent to the system/model for processing.  

Post conditions 

• These frames are, then, fed into the trained model. 

Categorization 

• Criticality: Medium 

• Probability of Defects: Medium 

• Risk: Medium 

Table 3- 3 Video Pre-Processing 

 

Functional Requirements 

1. System shall be able to effectively divide video in to frames as per the specified fps 

parameter. 

2. System shall be able to transmit those video frames to the model on the server. 

3.7.3 Check for Violence 

Description 

The video frames obtained from previous stage will be analyzed and features data will 

be extracted from these frames. 
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Stimulus/Response Sequences 

Normal Path: Model can successfully extract feature data from frames. 

Preconditions 

• The frame images are successfully loaded into the model.  

Interactions 

• Spatio-temporal and global features are extracted frame by frame. 

Post conditions 

• The model continues to process the next frames. 

Categorization 

• Criticality: High 

• Probability of Defects: High 

• Risk: High 

Table 3- 4 Check for Violence (Normal Path) 

Exceptional Path: Model is unable to extract feature data from frames 

Preconditions 

• The frame images are successfully loaded into the model.  

Interactions 

• The model cannot extract features from the frames due to poor image quality or 

noise in image. 

Post conditions 

• An error notification is generated.  

Categorization 

• Criticality: High 

• Probability of Defects: Low 

• Risk: High 

Table 3- 5 Check for Violence (Exceptional Path) 

Functional Requirements 

1. The model shall be able to receive and load video frames into the model. 
2. The model shall be able to extract feature data for each frame. 
3. In case the frame image quality is poor, then it shall generate an error notification. 
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3.7.4 Display Results 

Description 

Based on the outputs from the previous stage, the system shall give a final classification 

whether the video is violent or not. 

Stimulus/Response Sequences 

Normal Path: Video is non-violent 

Preconditions 

• Features data per frame is generated from the previous stage and analyzed. 

Post conditions 

• The user is notified that the video does not contain any violent scenes/actions. 

Categorization 

• Frequency: High 

• Criticality: High 

• Probability of Defects: Medium 

• Risk: High 

Table 3- 6 Final Classification (Normal Path) 

Exceptional Path: Video is violent. 

Preconditions 

• Features data per frame is generated from the previous stage and analyzed. 

Post conditions 

• The user is notified that the video contains violent scenes/actions and is, therefore, 

violent. 

Categorization 

• Criticality: High 

• Probability of Defects: Low 

• Risk: High 

Table 3- 7 Final Classification (Exceptional Path) 
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Functional Requirements 

1. The model shall be able to assess the features data and based on it, give a final 
classification that whether the video is violent or not. 

2. The model shall be able to transmit the results/error back to the application. 

3.8 External Interface Requirements 

3.8.1 User Interfaces 

The VioDet Dashboard will provide its user with a clear statement stating whether 

the uploaded video or live stream of video is violent. The video being played would be 

shown on the dashboard along with the frames in which violence is detected. Here are 

two mockups of how our UI will look like. 

Home Page 

This screen will allow user to login into the web application.   

 

 

 

 

 

Figure 3 – 2 Home Page 
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Detection Page 

On this page, the user uploads a video from his/her local directory or gives access to the 

system’s local camera feed. After that, the video is processed, and violence detection is 

performed on it. Finally, the results are displayed on this screen. 

 

 

Figure 3 – 3 Detection Page 

3.8.2 Hardware Interfaces 

1. Computers/Laptops/Mobile Phones with Internet Connections 

 

3.8.3 Software Interfaces 

1. Operating System: - Windows 10. 

2. Frontend Dashboard: -  

3. Deployment of Trained Model on Server (Flask). 

 

3.8.4 Communications Interfaces 

Wi-Fi will be used by the client to connect to the server on which the 

trained model is present. Using this connection, the client can send the videos to 

that server and get results. 
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3.9  Other Nonfunctional Requirements 

3.9.1 Performance Requirement 
The performance requirement for VioDet is that the results of violence 

detection is accurate, and another aspect is that after how much time the results 

are shown after the video is uploaded. This time should be minimum possible 

however it depends on the network connection speed as well. 

3.9.2 Security 
System shall be secure enough not to breach any security that could 

comprise the service. Videos and their classifications should not be 

compromised. 

3.9.3 Legal 
System should follow customer privacy policy strictly. 

 

3.9.4 Software Quality Attributes 

Reliability 

The iapplication ishould irun iperfectly iwith iall ithe ifeatures imentioned iabove 

iavailable. iIt ishould ibe itested iand idebugged icompletely. iAll iexceptions ishould ibe 

iwell ihandled. 

User iFriendliness/Simplicity 

The igraphical iuser iinterface iof isystem iis ito ibe idesigned iwith iusability ias ithe 

ipriority. iThe iapplication iwill ibe ipresented iand iorganized iin ia imanner ithat iis iboth 

ivisually iappealing iand easy for the user to navigate. 

Accuracy 

To ensure reliability and correctness, the system must attain an acceptable level 

of accuracy with regards to the classification of videos as violent/nonviolent. 

Acceptable Range (85% +). 

 

    3.9.5        Business Rules 

1. The user must upload a video that exists and is in the specified directory. 

2. The video which the user is uploading must not be more than the supported 

length. 

3. The video which the user is uploading must be of minimum or higher quality. 

4. The user must provide a valid path where the detected video is to be stored. 
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Chapter 4. Design and Development 

4.1 Introduction 

The iintroduction iof ithe iSoftware iDesign iSpecification i(SDS) idocument iprovide ioverview 

iof ithe ientire iSDS iwith ipurpose, iscope, idefinitions, iacronyms, iabbreviations, ireferences 

iand ioverview iof ithe iSDS. iThe iaim iof ithis idocument iis ito ipresent, iin idetail, ithe ifunctional 

iand inon-functional iaspects of the project VioDet which uses image processing 

techniques and deep learning to detect violence in videos. The detailed descriptions and 

visualizations of the VioDet are provided in this document. 
4.1.1 Purpose 

This software design document describes the architecture and system design of project 

VioDet, Version 1.0. The document is meant to detail the design of features and 

requirements of VioDet, to serve as a guide to the developers on one hand and a 

software validation document for the prospective client on the other. Document 

includes classes and their inter-relationships, use cases with detailed descriptions, 

sequence diagrams and various flow charts. 
4.1.2 Project Scope 

The iscope iof ithis iproject iis ilimited ito ivideo icontent i‘only’. iMeaning ithat, ithis iproject 

iwould inot iutilize iany iassociated iaudio itracks, isubtitles iand iother icontextual iinformation 

ifor ithe ipurpose iof idetecting iviolence. iIn ithis iproject, iwe iwill ibe iconsidering iaggressive 

ibehavior ias ithe idefinition iof iviolence irather ithan ithe ipresence iof ispecific ifeatures isuch 

ias iblood ior ifire. 

The iprimary igoal iof ithis iproject iis ito iprovide ivideo iviolence idetection iservice iwith ia 

ireasonable iaccuracy iand ifriendly iuser iinterface. 

This iproject ican ibe iof ibenefit ito ieach ione iof ius iwho iuses ithe iinternet iand ito isecurity 

icompanies ias iwell. iThe iubiquitous iusage iof isurveillance icameras ihas iled ito ia 

irequirement iof ihuman iinspectors iwho imust iremain icontinuously ialert ifor iidentifying 

iviolent iscenarios, iwhich iis ipractically iinfeasible iand iinefficient. iIt iis iin ithis icontext ithat 

ithis iproject ibecomes irelevant. 

Moreover, ivideo icontent imakes iup imore iand imore iproportion iof ithe iworld’s iInternet 

itraffic iat ipresent. i 

Video iservice irepresented iby ishort ivideo iclip iand ilive istreams ihave ibecome ithe inew 

itrends iof ithe iInternet. i 

However, iInternet ivideo icontent iis ifilled iwith isome iviolent ivideos, iwhich iare iseriously 

iharming ithe iconstruction iof ithe inetwork iecology. iFurthermore, imonitoring isudden 

iviolence iin ireal itime icreates itremendous ichallenges ifor ivideo isurveillance. 
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4.1.3 Abbreviations/Definitions 

SDS: Software Design Specification. 

OpenCV: - Python library used for image manipulation. 

Flask: - Python-based micro web framework. 

TensorFlow: - Machine Learning platform. 

4.1.4  Overview of Document 

This document is about the detailed architectural design of VioDet. For simplicity the 

document is divided into various sections. Section 1 introduces the document and 

provides overview for executive purposes. Section 2 includes detailed description of the 

system with various diagrams and charts. This section includes all the architectural 

details of system under development. Section 3 describes all the modules and 

components of the system in detail one by one. Section 4 compares this product to 

various other similar products available in market. Section 5 throws light on the design 

decisions and tradeoffs. In the last section pseudo code of all the components in 

provided. 

This document is intended for developers, testers, users, documentation writers, project 

clients, project supervisor and project evaluators. A copy of this document will be made 

available to all stakeholders. 
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4.2 System Architecture Description 

This section provides detailed system architecture of VioDet. Overview of system 

modules, their structure and relationships are described in this section. User interfaces 

and related issues are also discussed. 

4.2.1   Overview of Modules 

VioDet requires several modules to work. These modules can be divided into two parts, 

the Front-End Application and Back-End Server. Following is the brief overview of all 

these modules. Detailed descriptions of these modules are presented in section 3. 

1. Front-End Application Modules: - 

1.1. Video Acquisition and Transmission Module 

This is the module from where the major functioning of 

application initiates. This module takes a video from the 

user which could be in the form of an uploaded video or link 

to a live stream and pass it to the server. 

1.2. Notification/Result View Module 

The notification and resultant are on display by this module 

for the user to see. 

2. Back-End Server Modules: - 

2.1 Video Acquiring Module: - 

The task of this module is to load the video or access the live stream, 

which was received at the endpoint.  

2.2 Preprocessing Module: - 

The video transmitted by the application is received and it is 

divided into frames at specified rate which would be set by 

the user (fps). 
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2.3 Violence Detection Module: - 

When preprocessing module has completed its work and a 

series of frames has been produced, this module would run 

those frames through the custom-trained deep learning 

model. Based on the spatio-temporal features of each 

frame, the frame would be given a final classification. 

2.4 Notification Module: - 

If a ‘specific’ amount of violence is detected, the video is 

termed as violent. In case it is violence is detected less than 

the threshold, the video is termed as non-violent. The 

generated notification is sent to the server along with the 

frame details. The server will then notify the web 

application about the results. 

 

4.3 Structure and Relationships 

This section covers the overall architectural description of VioDet. It encompasses the 

high-level and low-level descriptions of the project including block diagrams of the 

application and the deep learning model. Moreover, a complete object-oriented 

description which includes class diagrams, sequence diagrams and others. Finally, the 

rationale for the design pattern is provided. 

4.3.1     Architectural Design 

The architectural design has been divided into two portions; one covers the application 

architecture while the other depicts the architecture of the deep learning model used. 

4.3.1.1 System Block Diagram (VioDet Application) 

This diagram shows the higher-level description of the application. It shows all the 

modules of the system and their associations and flow of data between modules: 
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Figure 4 – 2 System Block Diagram 

 

All the modules mentioned above are incorporated in this system block diagram.  

First, we have the deep learning model which we have trained on datasets of videos. 
Then, we   wrap that model using Flask into a web service so that the user can use the 
model to run predictions.  

We construct a server that provides the model with the environment it needs to 
execute including all the dependencies such as TensorFlow, Python, and Python 
Libraries. This Server would communicate with the Web Application via the End Point 
based on REST API.  

Now, all that is left, is for the user to upload a video and/or provide a link to a live 
stream. 
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4.3.1.2 System Block Diagram (DL model) 

Figure 4 – 3 Model Block Diagram 

In this model, following steps are being performed: - 

1. Two consecutive frames are taken as input. They are processed separately but in 

parallel by the two pretrained CNNs (Darknet19). Output from the bottom layer of the 

Darknet19 gives us low-level features while output from the top layer of the Darknet19 

gives us high-level features. 

2. The low-level feature outputs from Darkent19 are concatenated and fed into 

one of the additional CNNs (which are not pretrained). The additional CNN is supposed 

to learn the local motion features as well as the appearance invariant features by 

comparing the two frames feature map. 

3. The high-level feature outputs from Darknet19 are concatenated and fed into 

the other additional CNN. Here, the high-level features of the two frames are compared.  

4. Output from both additional CNNs are concatenated and passed to a fully 

connected layer    and the LSTM cell to learn the global temporal features. 

5. Finally, the outputs of the LSTM cell are classified by a fully connected layer 

which contained two neurons that represent the two categories (violent and non-

violent), respectively. 
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4.4 Decomposition Description 

4.4.1 Sequence Diagrams 
Following sequence diagrams show the sequence of activities 

performed in all of the use cases. 

Sequence Diagram 1 shows the sequence of actions involved in the 

input of the video. 

Figure 4 – 4 Sequence Diagram (Video Input) 
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Sequence Diagram 2 shows the sequence of actions up till the 

detection of violence. 

 

Figure 4 – 5 Sequence Diagram (Violence Detection) 
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Sequence Diagram 3 shows the sequence of actions of the complete 

cycle of VioDet system. 

 

Figure 4 – 6 Sequence Diagram (Complete Sequence of Actions) 

 

 

 

 

 

 

 

 

 

 

 



VioDet 
(Video Violence Detection) 

28 

 

4.4.2    Implementation View (Class Diagram) 

Class diagram shows all the classes of system and their relationship with one another. 

Following is the class diagram by following the MVC design pattern 

Figure 4 – 7 Class Diagram 
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Class  Description 

Application  It is main class that starts when the user interacts with the system.  This is the model 
class in applications’ MVC pattern. It receives notification and readings from server 
whether the video was violent or non-violent. 

Video Input  This class gets video from the user. 

App 
controller 

 It plays the role controller in app’s MVC and has objects of view and model 

App view  It is the view part in MVC of application and generates view of application and get 

updated by controller class. 

Main app 

 

 This main class of application has objects of model, view and controller classes of 

application’s and implements MVC pattern in app. 

Feature 
Extraction 

 This class uses extracted frames and performs feature selection technique. 

Frame 
Extraction 

 This class extracts frames from the video which will be then further used. 

Violence 
Identifier 

 This class will classify the video as violent or not. 

Frame 
Readings 

 This class gets readings about the violent and non-violent frames in the video and 

saves the data. 

Server  It has all the methods performed by server and it receives video from application 

through REST API and then using it methods determines whether the video was violent 

or not. 

REST API  It receives video from the application through the API and then sends it to the server. 

Table 4- 1 Class Descriptions 
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4.4.3    Dynamic View (Activity Diagram) 

In activity diagram, the dynamic view of the system is shown. All the activities are shown 
concurrently with their respective start and end states. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 – 8 Activity Diagram (Video Input) 
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Figure 4 – 9 Activity Diagram (Violence Detection) 
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4.4.5   Logical View (State Diagram) 

Following is the state diagram of VioDet showing all the states that the system has 

during action. 

Figure 4 – 10 State Diagram (Video Input) 

Figure 4 – 11 State Diagram (Violence Detection) 
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4.4.6  Structure Chart  

In activity diagram, the dynamic view of the system is shown. All the activities are 

shown. 

 

Figure 4 – 12 Structure Chart 
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4.4.7 User View (Web Application Use Case Diagram) 

In this section, the major use cases of the VioDet from user’s perspective as well as from 

the system’s perspective, are covered. 

 

Figure 4 – 13 Use Case Diagram (Web Application) 

 

Uses cases shown in Fig 4-13 are described below in detail. 



VioDet 
(Video Violence Detection) 

35 

 

Use Case 1(Input Video) 

  

Use case name Input Video 

Primary actor User 

Secondary actor N/A 

Normal course - User navigates to the Detection page on the web page. 

 
- User selects how he would like to provide input i.e. 

through live stream link/web cam access or uploading a 

video from local directory. 

- Based on the selected option, a prompt appears for the 

user to provide path 

- Video is successfully acquired from the provided path. 

Pre-Condition 
User must ensure that the link to the live stream is valid, 

the specified video is present in the local directory, the 

application has access to a functional web cam (whichever 

applicable). 

 

Post-Condition Internet connection is available to connect to the server. 

Alternate 

course 

The application was unable to acquire video from the 

input information provided by the user. 

Pre-condition The link to live stream was not valid or the specified 

video was not present in the local directory. 

Post-condition Error notification is displayed. 

Extends Upload Video From Local Directory/Camera Feed 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The video which the user is uploading must not be 

more than the supported length. 

Table 4- 2 Use Case 1 (Video Input) 
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Use Case 2 (Upload Video from Local Directory) 
  

Use case name Upload Video From Local Directory 

Primary actor User 

Secondary actor N/A 

Normal course - User navigates to the Detection page on the web page. 

 
- User selects ‘Upload Video’ Option 

- A local browse prompt is displayed where user selects 

the target video. 

- The target video is uploaded to the application.  

Pre-Condition 
User must ensure that the path specified for the target video 

is valid and that the video is present there. 

Post-Condition The application successfully in gaining access to the video 
and uploading it. 

Alternate 

course 

The application was unable to acquire video from the 

local directory path provided by the user. 

Pre-condition The target video was not present in the local directory. 

Post-condition ‘Video Not Found’ notification is displayed. 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The video which the user is uploading must not be 

more than the supported length. 

- The video selected is of supported formats (.mp4, .avi) 

Table 4- 3 Use Case 2 (Upload Video from Local Directory) 

 

 

 

 

 

 



VioDet 
(Video Violence Detection) 

37 

 

Use Case 3 (Provide Link to Live Stream) 
  

Use case name Provide Link to Live Stream 

Primary actor User 

Secondary actor N/A 

Normal course - User navigates to the Detection page on the web page. 

 
- User selects ‘Live Stream’ Option 

- User enters the link to the live stream. 

- The target live stream is successfully located by the 

application.  

Pre-Condition 
User must ensure that the link being inputted is valid. 

Post-Condition The application successfully gains access to the live 
stream. 

Alternate 

course 

The application was unable to capture the live stream 

from the link provided 

Pre-condition The link provided was not valid or no live stream was 

found at that link. 

Post-condition ‘Live Stream Not Found’ notification is displayed. 

Include N/A 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The live stream is currently running, that is, it has not 

finished. 

Table 4- 4 Use Case 3 (Live Stream) 
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Use Case 4 (Upload Video to Server) 
 

Use case name Upload Video to Server 

Primary actor User 

Secondary actor Server 

Normal course - After inputting video information, user clicks on the 

‘Start Detection’ Button. 

 
- Application transmits the video/link to the server. 

- Application goes into ‘waiting’ state as server 

processes the information and transmits back 

results/notifications. 

Pre-Condition 
The application has successfully captured the target video 

or live stream. 

Post-Condition Internet connection for connecting with the server. 
“Successfully Transmitted. Awaiting Results.” Message 
displayed. 

Alternate 

course 

The application was unable to start violence detection on 

the target video/live stream. 

Pre-condition The application could was unable to transmit the video 

information due to no internet connection or offline 

server. 

Post-condition ‘No Internet Connection/Server Down’ notification is 
displayed. 

Include N/A 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The live stream is currently running, that is, it has not 

finished. 

Table 4- 5 Use Case 4 (Upload Video to Server) 
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Use Case 5 (View Results / Notifications)  

Use case name View Results/Notifications 

Primary actor User 

Secondary actor Server 

Normal course - After the application has transmitted information about 

the target video, the user and the application wait for the 

response. 

 
- Application receives the processed video which has 

undergone the violence detection procedure at the 

server end. 

- Application also receives a notification mentioning that 

‘violence was detected’. 

- Application displays the resultant video along with the 

notification for the user to see. 

Pre-Condition 
The application has a working internet connection. 

Post-Condition Resultant video and ‘violent’ notification displayed. 

Alternate 

course 

The application receives the processed video in which no 

violence was detected. 

Pre-condition The application has a working internet connection. 

Post-condition Resultant video and ‘non-violent’ notification 
displayed. 

Extends N/A 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The live stream is currently running, that is, it has not 

finished. 

- The user is waiting for the results. 

Table 4- 6 Use Case 5 (View Results/Notifications) 
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4.4.8 User View (Server-Side Use Case Diagram) 

Following diagram shows course of events that take place on the server-side i.e. when 

the server     receives the video from the application and processes the video undergoes:  

 

 

Figure 4 – 14 Use Case Diagram (Server) 

 

 

Server 
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Use Case 1 (Receive Video from Application) 
 

Use Case Name Receive Video/Frames from Application 

Primary Actor Endpoint – REST API 

Secondary Actor Application 

Normal Course - Successfully receive the http get/post request from the      

application. 

- Interpret the message body received from the 

application to determine whether it’s video or frames. 

- Return a JSON response that ‘video information has 

been successfully received’ 

Pre-Condition The endpoint received a properly formatted http request. 

Post-Condition The target video/live stream has been successfully 
accessed at the server-side. 

‘Success’ message sent to the application side. 

Alternate 

Course 

The endpoint receives the http request but is unable to 

interpret it due any inconsistencies in the request. 

Pre-Condition The get/post request was not properly formatted. 

Post-Condition ‘Failure to interpret request’ message transmitted to 
the application. 

Assumptions - Videos being inputted are of the minimum supported 

resolution i.e. 480p. 

- The live stream is currently running, that is, it has not 

finished. 

Table 4- 7 Use Case 1 (Receive Video From Application) 
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Use Case 2 (Return Results/Notifications) 

Use Case Name Return Results/Notifications 

Primary Actor Endpoint – REST API 

Secondary Actor Application 

Normal Course - Assuming that violence was detected, receive the 

consequent results/notifications from the Server. 

- Generate a properly formatted JSON response that 

would include the resultant video and its 

classification. 

- Transmit that JSON response to the application. 

Pre-Condition The endpoint received a violent classification result. 

Post-Condition The results are successfully transmitted and received. 

Alternate 

Course 

No violence was detected in the target video. 

Consequently, a ‘non-violent’ JSON notification along 

with the resultant video are sent to the application. 

Pre-Condition The endpoint received a non-violent classification. 

Post-Condition The resultant video and its classification have been 
successfully transmitted. 

Extends/Includes Prepare Route 

Assumptions - Videos, after processing, do not exceed the maximum 

transmission size. 

Table 4- 8 Use Case 2 (Return Results/Notifications) 
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Use Case 3 (Load VioDet Model) 
  

Use Case Name Load VioDet Model 

Primary Actor Server 

Secondary Actor N/A 

Normal Course - Server loads the latest version of the VioDet Model, 

which has been set by the developer. 

-    Dependencies for the running the model, including 

TensorFlow, Flask, Python and its libraries, are loaded. 

Pre-Condition The developer provided the correct path to the model.  

Post-Condition The Server gains access to the specific version of the 
model. 

Alternate 

Course 

Server was not able to gain access to the VioDet model. 

Pre-condition The developer did not provide the correct path. 

Post-Condition The VioDet model could not be accessed and 
consequently, violence detection could not take place. 

Extends/Includes N/A 

Assumptions - Developer provides path to the VioDet model which is 

most accurate in its performance. 

Table 4- 9 Use Case 3 (Load VioDet Model) 

 

 



VioDet 
(Video Violence Detection) 

44 

 

Use Case 4 (Pre-Processing Video) 
  

Use Case Name Pre-Processing Video 

Primary Actor Server 

Secondary Actor N/A 

Normal Course - The video/link provided has been successfully 

accessed. 

- The video is successfully divided into frames based on 

the pre-defined fps parameter. 

- In case of live videos, a buffer storage is used to store 

few frames which are then processed. 

Pre-Condition The Server successfully gained access to the video/live 

stream.  

Post-Condition The video has been divided into frames. 

Alternate 

Course 

Server was not able to divide the video/link into frames. 

Pre-Condition The Server was unable to gain access to the videos as 

it maybe in an unsupported format or the live stream 

has gone offline. 

Post-Condition Server could not divide the videos into frames. 

Assumptions - Video/Link has been received at the endpoint. 

Table 4- 10 Use Case 4 (Pre-Processing Video) 
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Use Case 5 (Run Prediction) 
  

Use Case Name Run Prediction 

Primary Actor Server 

Secondary Actor VioDet Model 

Normal Course - The VioDet model receives and loads the frames. 

- Global and spatio-temporal features are generated. 

- These features are then fed into the neural network. 

Pre-Condition The VioDet model and its dependencies were successfully 

loaded by the Server. And the video was successfully 

divided into frames. 

Post-Condition The video/live stream is undergoing violence detection. 

Alternate 

Course 

The VioDet model was unable to run prediction on the 

provided frames due to poor quality/noise. 

Pre-Condition The VioDet model and its dependencies were successfully 

loaded by the Server. And the video was successfully 

divided into frames. 

Post-Condition        The target video/live stream did not undergo violence det. 

Extends/Includes Receive Frames, Analyze Frames. 

Assumptions - The environment for running the model was set-up. 

- The server does not run out of RAM/VRAM. 

Table 4- 11 Use Case 5 (Run Prediction) 
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Use Case 6 (Return Results) 
  

Use Case Name Return Results 

Primary Actor Server 

Secondary Actor N/A 

Normal Course - The VioDet model is running and checking for 

violence in the video/live stream. 

- The model returns the ‘violent’ classification 

notification and resultant video. 

- These results are then transmitted to the Endpoint. 

Pre-Condition The video is undergoing violence detection by the model. 

Post-Condition The video/live stream is classified as violent and the 
subsequent results are transmitted to the endpoint. 

Alternate 

Course 

The VioDet model was unable to find violence in the 

videos/live stream. 

Pre-Condition        The video is undergoing violence detection by the model. 

Post-Condition        The target video/live stream did not contain any violence    
therefore, a ‘non-violent’ classification note, and video were 
sent to the endpoint. 

Extends/Includes Generates Final Classification 

Assumptions - The environment for running the model was set-up. 

- The server does not run out of RAM/VRAM while 

running predictions. 

Table 4- 12 Use Case 6 (Return Results) 
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Use Case 7 (Receive Frames) 
  

Use Case Name Receive Frames 

Primary Actor VioDet Model 

Secondary Actor Server 

Normal Course - The VioDet model is successfully loaded and waiting 

for input. 

 - The Server inputs the frames according to the pre-

defined batch size. 

- VioDet model checks if RAM/VRAM enough to start 

processing. 

Pre-Condition The VioDet model has been successfully loaded. 

Post-Condition The frames were received successfully. 

Alternate 

Course 

The VioDet model was unable to accept all of the 

frames. 

Pre-Condition        The VioDet model has been successfully loaded. 

Post-Condition        The model runs prediction on a part of the video, and not 
the entire video. 

Extends/Includes N/A 

Assumptions N/A 

Table 4- 13 Use Case 7 (Receive Frames) 
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Use Case 8 (Analyze Frames) 
  

Use Case Name Analyze Frames 

Primary Actor VioDet Model 

Secondary Actor Server 

Normal Course - The VioDet model accepts the number of frames as 

per the batch size. 

- All the frames are analyzed and feature data for each 

frame is generated and stored. 

- This feature data is then fed into the neural network. 

Pre-Condition The model successfully receives the frames. 

Post-Condition The feature data for all of the frames is generated and fed 
to the model. 

Alternate 

Course 

The VioDet model was unable to generate features data 

for the frames due to poor resolution of frame images. 

Pre-Condition        The model successfully receives the frames. 

Post-Condition        Feature data could not be generated for the frames. 

Extends/Includes N/A 

Assumptions - The environment for running the model was set-up. 

- The server does not run out of RAM/VRAM while 

running predictions. 

Table 4- 14 Use Case 8 (Analyze Frames) 
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4.5 Detailed Description of Components 

This section describes in detail all the components of VioDet. Each of these components 

have separate responsibilities. These components have been separated into two main 

modules, Web Application and Server Side. 

 Figure 4 – 15 Component Diagram 

 

4.5.1 Web Application Module 

This module performs all the front-end tasks for VioDet system which includes receiving 

video input      from user, uploading it to server and displaying the results. This module 

provides the base for successful working of the server module. 
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4.5.1.1 Video Input 

 
Identification Name: Video Input 

 
Location: Web Application Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

Video Input 

Requirement 

     The system shall be able to acquire videos from the directory’s      

address or link entered by user. [4.2.3.1 – SRS] 

Description 

This feature enables the system to receive video input from 

the user. This input will form the basis for violence detection 

when it is sent over to the server. 

Function This component of system interfaces with user to obtain the 

video/link for further processing. 

Subordinates It has one subordinate: 

 
Video Upload: Req. [4.3.3.2] 

Dependencies This component is independent module and runs in parallel to 

entire application. 

Interfaces This component has following interfaces: 

Camera Interface: For getting video input as live feed from 

camera. 
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Resources Hardware: Camera, Desktop Computer, LAN/WiFi 
connection. 

Software: Web Browser (Chrome, Firefox, IE) 

Processing Video Input component would receive downloaded video/live 

stream which will be used for further processing. 

Data This component uses following information of the 

application: - Time of upload by the user.  

Table 4- 16 Component Description (Video Input) 
 

4.5.1.2 Upload Video 

 
Identification Name: Upload Video 

 
Location: Web Application Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

Upload Video 

Requirement 

     The system shall be able to successfully transmit the user input 

(video/link) to the server. [4.3.3.2 – SRS] 

Description 

This feature is basically the next obvious step of video input. 

It is responsible for interacting with the REST API to transmit 

the information. 

Function This component of system interfaces with the REST API to 

send information with the server. 

Subordinates None. 



VioDet 
(Video Violence Detection) 

52 

 

Dependencies This component is dependent on:- 

Video Input Component. 

Interfaces 

              None. 

Resources Hardware: Desktop Computer, LAN/WiFi connection. 

Software: Web Browser (Chrome, Firefox, IE) 

Processing Upload video component would be responsible for 

transmitting the user input to the server. 

Data This component uses following information of the 

application: - Time of upload by the user.  

Table 4- 17 Component Description (Upload Video) 
 

4.5.1.3 View Results/Notifications 

 
Identification Name: View Results/Notifications. 

 
Location: Web Application Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

View Results 

Requirement 

     The web application shall be able to receive the 

results/notifications from server and display them for the user to 

see. [4.5.3.2 – SRS] 

Description 

This feature is responsible for receiving the classification 

result and the video (after it has undergone detection) from 

the server and display them. 
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Function This component of system interfaces with the REST API to 

receive the results from the server. 

Subordinates None. 

Dependencies This component is dependent on:- 

Acquire Video Component. 

Interfaces 

             None. 

Resources Hardware: Camera, Desktop Computer, LAN/WiFi 
connection. 

Software: Web Browser (Chrome, Firefox, IE) 

Processing Display Results/Notifications component would be in charge 

of displaying the video classification note and the processed 

video. 

Data This component uses following information of the 

application: - Time of upload by the user, Time on which 

results received. 

Table 4- 18 Component Diagram (View Results/Notifications) 
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4.5.2 Server-Side Module 

This module performs all the back-end functionalities related to pre-processing of 

videos, feature extraction and violence detection. Feature extraction is the main input 

for violence detection    component. 

4.5.1.1 Endpoint – REST API 

 
Identification Name: Endpoint – REST API 

 
Location: Server Side Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

Endpoint – REST   

Requirement 

     This component is responsible for communicating to and fro 

with the web application.  

Description 

This component is the main contact point between the web 

application and the server-side. It receives the video/link from 

the application and return the results after processing.  

Function This component of system interfaces with Video Upload and 

Display Results components of the application. 

Subordinates None. 

Dependencies None. 

Interfaces 

None. 
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Resources Hardware: Desktop Computer, LAN/WiFi connection. 

Software: Flask (Web microframework) 

Processing Endpoint – REST API component would receive videos from 

and send results to the application. 

Data This component uses following information of the 

application: - Video/Live Stream Link, Classification Note 

and Processed Video.  

Table 4- 19 Component Description (REST API) 

4.5.2.2 Pre-Processing Video and Feature Extraction 

 
Identification Name: Pre-Processing Video and Feature Extraction 

 
Location: Server side Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

Video Pre-Process and Feature Extraction 

Requirement 

 System shall be able to effectively divide video in to frames as 

per the specified fps parameter. [4.3.3.1 – SRS] 

The model shall be able to extract feature data for each frame. 

[4.4.3.2 – SRS] 

Description 

This component is responsible for the dividing the video into 

required number of frames so that they undergo feature 

extraction. 

This component would basically perform feature extraction 

on frames. These features will be of global and spatio-

temporal nature. 
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Function This component of system interfaces with the Video 

Acquisition module to obtain the video. 

Subordinates Violence Detection. 

Dependencies This component is independent module, however, it depends 

on input from Video Acquisition component. 

Interfaces 

None. 

Resources Hardware: Desktop Computer, LAN/WiFi connection. 

Software: Docker, Python 

Processing Video Pre-Processing component is responsible for preparing 

the video for feature extraction stage. 

Feature Extraction component would process the incoming 

frames and store the feature data for each frame. This is then 

fed to the VioDet model. 

Data This component uses following information of the 

application: - Video/Live Stream, fps.  

Table 4- 20 Component Description (Preprocessing Video and Frame Extra.) 

 4.5.2.5   Violence Detection 

 
Identification Name: Violence Detection 

 
Location: Server side Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

 

Violence Detection 

Requirement 

The model shall be able to receive and load the feature data for 
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each frame. 

 [4.4.3.1 – SRS] 

The model shall be able to assess the features data and based on 

it, give a final classification that whether the video is violent or 

not. 

[4.5.3.1 – SRS] 

Description 

This major component covers two requirements. One is that 

the model loads the feature data for each of the frames into 

the neural networks. And assess that data to classify the 

video. 

Function This component of system interfaces with the Feature 

Extraction component to obtain the feature data. 

Subordinates Generating Notification 

Dependencies This component is dependent on the Feature Extraction 

component for the feature data. 

Interfaces 

None. 

Resources Hardware: Desktop Computer, LAN/Wi-Fi connection. 

Software: Docker, Python, TensorFlow. 

Processing Violence Detection is performed by the VioDet model which 

is basically a set of neural networks that perform inference 

based on the feature data. 

Data This component uses following information of the 

application: - Feature Data for Frames, VioDet model.  

Table 4- 21 Component Description (Violence Detection) 
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 4.5.2.6   Generating Notification 

 
Identification Name: Generating Notification 

Location: Server side Module 

Type Component 

Purpose This component fulfils following requirement from Software 

Requirements Specification Document: 

Violence Detection 

Requirement 

The model shall be able to transmit the results back to the 

application. 

 [4.5.3.2 – SRS] 

Description 

This last component is responsible for producing the relevant 

notification based on the classification done by the model. 

And then send that notification to the application through the 

Endpoint. 

Function This component of system interfaces with the Violence 

Detection component to obtain the classification data. 

Dependencies This component is dependent on the Violence Detection 

component for the classification data. 

Resources Hardware: Desktop Computer, LAN/Wi-Fi connection. 

Software: Docker, Python. 

Processing Generating Notification properly formats the response which 

includes the classification note and the resultant video and 

sends it to the Endpoint for it to be transmitted to application. 

Data This component uses following information of the 

application: - Classification data, Resultant video.  

Table 4- 22 Component Description (Generating Notification) 
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4.6 Reuse and Relationships to other Products 

VioDet is a mechanism to detect violence in videos. As far as this project is concerned, 

we have developed VioDet as a standalone service application that can help its users to 

automatically detect any violent scenes.  

However, these days the concept of micro-services is rapidly trending in the 

market/industry and VioDet can be used as a micro-service on top of a much bigger and 

more extensive platform related to Video Content Management.  

Furthermore, VioDet application can be used as a basis for a browser extension/plugin 

that would detect violence in any video content displayed on the screen. 

4.7 Design Rationale 

Mainly, there are two main modules, web application and server-side. Web application 

is responsible for interacting with the user while server-side handles the backend.   

Therefore, it is suitable that we use Model View Control (MVC) as the design pattern. 

Model is basically the machine learning model that takes a video as input and gives the 

classification as output. View is basically used for responding to the browser’s request. 

Controller is the main connector component that connects the browser to the model 

and the model to the view. 

Clearly, components can do their work independently, but, in a certain flow (data as 

well as control).   That led us to high cohesion. Moreover, component don’t have much 

interaction, once a component has completed its work, it will communicate its state to 

the other component. Consequently, that component will come into action. That led us 

to low coupling. 

 

Figure 4 – 16 MVC in VioDet 
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4.8 Requirement Matrix  

                  Functional Requirements                                 Components 

4.2.3.1 The system shall be able to acquire 

videos from the directory’s address or link 
entered by user 

     Video Input (This component of 

system interfaces with user to obtain the 
video/link for further processing.) 

4.3.3.2   The system shall be able to 

successfully transmit the user input 
(video/link) to the server 

           Upload Video (This feature is 

basically the next obvious step of video input. 
It is responsible for interacting with the REST 
API to transmit the information.) 

 

4.5.3.2    The web application shall be able 

to receive the results/notifications from 
server and display them for the user to see. 

               View Results/Notifications (This 

feature is responsible for receiving the classification 
result and the video (after it has undergone 
detection) from the server and display them.) 

4.3.3.1    System shall be able to effectively 

divide video in to frames as per the specified 
fps parameter. 

                Pre-Processing Video (This 

component is responsible for the dividing the video 
into required number of frames so that they 
undergo feature extraction.) 

4.4.3.2    The model shall be able to extract 

feature data for each frame. 

                 Feature Extraction (This 

component of system interfaces with the 
Video Pre-Processing module to obtain the 

frames.) 

4.4.3.1     The model shall be able to receive 

and load the feature data for each frame.   

 

4.5.3.1    The model shall be able to assess 

the features data and based on it, give a final 
classification that whether the video is violent 
or not.  

                  Violence Detection (This major 

component covers two requirements. One is 
that the model loads the feature data for each 
of the frames into the neural networks. And 
assess that data to classify the video.) 

Table 4- 25 Requirement Matrix 
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Chapter 5. Project Test and Evaluation 

5.1 Introduction 

This document provides the test documentation for the project VioDet 1.0, that will 

facilitate the technical tasks of testing including the detailed test cases for black box 

testing.  Each test case specifies who will be performing the test, the preconditions 

required to execute each test case, the specific item to be tested, the input, expected 

output or results, and procedural steps where applicable. 

5.2 Test Objectives 

The iobjective iof ithis idocument iis ito iexpand ion ithe itest iplan iand iprovide ispecific 

iinformation ineeded ito iperform ithe inecessary itests. i iBy iproviding idetailed itest 

iinformation, iimportant imodules iwill inot ibe ioverlooked, iand itest icoverage iwill iimprove. i 

iTesters iwill ibe iable ito iuse ieach itest icase iprovided iin ithis idocument ito imove iforward iand 

ibegin itesting 

5.3 Test Items 

Based on the requirements of VioDet (v. 1.0), mentioned in Section 3 of this document, 

following are the major modules/ functionalities that should be considered during the 

testing process: - 

1 Video Input 
2 Upload Video/Transmit Frames 
3 Video Preprocessing 
4 Feature Extraction  
5 Violence Detection 
6 Display Results/Notifications 

5.4 Features to Be Tested 

Following features are being tested: 

1. The system shall be able to acquire videos from the directory’s address or link 

entered by user. 

2. The system shall be able to successfully transmit the user input (video/link) to 
the server. 

3. System shall be able to effectively divide video in to frames as per the specified 
fps parameter. 

4. The model shall be able to extract feature data for each frame. 
5. The model shall be able to assess the features data and based on it, give a final 

classification that whether the individual frame is violent or not.  
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6. The server then transmits the classified frames to the web application which 
should be to successfully receive it. 

7. The Web application shall be able to display the results coming in from the 

server. 
  

5.5 Detailed Test Strategy 

The project VioDet is a computationally intensive system that is why systems modules 

should be developed independently and then these modules should be integrated. 

Overall strategy comprises of Unit Testing using White Box and Black box testing. 

Integration testing is performed in order to successfully integrate the system. 

5.5.1 Unit Testing 

Unit iTesting iis idone iat ithe isource ior icode ilevel ifor ilanguage-specific iprogramming ierrors 

isuch ias ibad isyntax, ilogic ierrors, ior ito itest ifunctions ior icode imodules. i iThe iunit itest icases 

ishall ibe idesigned ito itest ithe ivalidity iof ithe iprogram’s icorrectness. i 

5.5.2 White ibox iTesting  

In iwhite ibox itesting, ithe iUI iis ibypassed. i iInputs iand ioutputs iare itested idirectly iat ithe 

icode ilevel iin ifunctions iand ithe iresults iare icompared iaccording ito irequirements. iThis 

iform iof itesting iignores ithe ifunction iof ithe iprogram iunder itest iand iwill ifocus ionly ion iits 

icode iand ithe istructure iof ithat icode. iThe itest icases ithat ihave ibeen igenerated ishall icause 

ieach icondition ito ibe iexecuted iat ileast ionce. i iTo iensure ithis ihappens, iwe iare iapplying 

iBasis i(alternative) iPath iTesting. i iBecause ithe ifunctionality iof ithe iprogram iis irelatively 

isimple, ithis imethod iwill ibe ifeasible ito iapply. 

5.5.3 Black iBox iTesting 

Black ibox itesting itypically iinvolves irunning ithrough ievery ipossible iinput ito iverify ithat iit 

iresults iin ithe iright ioutputs iusing ithe isoftware ias ian iend-user iwould. i i 

5.5.4 Integration Testing 

Integration testing is the part where we will test all the previous tested modules in a 

way that they are functioning normally when they are combined. 

5.5.5 Incremental Testing 

There are four primary modules that are required to be integrated. These components, 

once integrated, will form the complete application testing.  The following describes 

these modules as well as the steps that will need to be taken to achieve complete 
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integration.  We will be employing an incremental testing strategy to complete the 

integration.  The integration testing will be performed by the development team. 

1) Video Acquisition and Transmission Module 

This is the module from where the major functioning of application initiates. This 

module is responsible for allowing the user to either upload a video from his/her local 

directory or to give access to the video feed from one of cameras attached to his device. 

Once the video source is acquired, the next step is to transmit it to the server. This has 

two parts to it, a complete video from the local directory is uploaded to the server end 

in its entirety while a camera feed is continuously transmitted to the server frame-by-

frame for as long as the user wants to. This module is developed independently and 

tested first separately, then it is combined with the Video Processing module. 

2) Video Processing Module 

Video Processing module comes into action when a complete video has been uploaded 

to the server. This module accesses that video and breaks it down into frames based on 

the specified fps parameter. It is necessary because the violence detection model takes 

input frame-by-frame so for that to be successfully executed, the video needs to be 

divided into frames. This module is developed independently and tested first separately, 

then it is combined with the Violence Detection Module. 

3) Violence Detection Module 

The core functionality of this project takes place at this module which is to detect 

violence in each video frame. Before detection, feature data is extracted for each frame 

and feature maps are generated which are then fed to the model. The utilizes this data 

to determine whether the frame is to be classified as violent or non-violent. The model 

then returns the result as a frame with red(violent) or green(non-violent) borders. This 

module is developed independently and tested first separately, then it is combined with 

the Video Processing, Display Results modules. 

4) Display Results/Notifications Module  

The output from the model is used as input for this module which is responsible for 

transmitting the results back to the web application and to display it there. This module 

must continuously perform this function if the frame images keep coming. This module 

is developed alongside Violence Detection and tested with it as well. 
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5.6 Item Pass/Fail Criteria 

Details of the test cases are specified in the section Test Deliverables. Following the 

principles outlined below, a test item would be judged as pass or fail. 

1 Preconditions are met 

2 Inputs are carried out as specified 

3 The result works as what specified in output => Pass 

4 The system doesn’t work or not the same as output specification => Fail 

 

5.7 Suspension Criteria and Resumption 

Requirements 

Testing will be suspended when a defect is introduced/found that cannot allow any 

further testing. Testing will be resumed after defect removal. 

5.8 Test Deliverables 

Following are the test cases 

Test Case 1 - Acquire Video/Camera Feed 

Test case name Acquire Video/Camera Feed 

Test Case Number 1 

Description This test case is aimed at checking the video acquisition 
functionality of VioDet. The user should able to choose a video 
(.mp4,.avi) from local directory or in case of live detection, the 
application is able to access the video feed from one of the 
device’s camera. 

Testing Technique 
used 

White Box Testing 

Preconditions There are some videos downloaded on the device and (or) a 
camera is attached to it. 

Input User provides path for the video or selects one of the attached 
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cameras. 

Steps The videoupload/livedetection function is executed by calling it 
through buttons on a simple HTML page which are linked to 
relevant Flask routes 

Expected output The functions return the video that was selected by showing it 
simply in a video tag on the same web page. 

Alternative path Cause: Video was not found or was of a not supported format. In 
case of live detection, no camera was found. 

Corresponding Output:  Error Message Displayed. 

Actual output Confirmed 

Table 5- 1 Test Case 1 (Acquire Video/Camera Feed) 

Test Case 2 – Video/Frames Transmission 

Test case name Video/Frames Transmission 

Test Case Number 2 

Description This test case is designed to check whether server is able to 
receive a video or to continuously receive frames from the 
client’s device camera. 

Testing Technique 
used 

White Box Testing 

Preconditions Test Case 1 is satisfied. Client and Server are connected to the 
local network/internet. 

Input Video/Frames 

Steps In case of a simple video, it is saved on the server side in a 
designate folder. For live video feed, frames are being accepted 
on run-time.  
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Expected output The video/camera feed is displayed on a simple web page. 

Alternative Path N/A 

Actual output Confirmed 

Table 5- 2 Test Case 2 (Video/Frames Transmission) 

Test Case 3 - Video Processing 

Test case name Video Processing 

Test Case Number 3 

Description This test case is used to check the functionality of dividing the 
complete video into frames (1 frame per second). 

Testing Technique 
used 

White Box Testing 

Preconditions A complete video is uploaded. Test Cases 1 and 2 are satisfied.  

Input A complete video. 

Steps Using OpenCV’s read function, we divide the video into frames. 

Expected output A frame each second. 

Alternative Path N/A 

Actual output Confirmed 

Table 5- 3 Test Case 3 (Video Processing) 
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Test Case 4 – Feature Extraction 

Test case name Feature Extraction 

Test case number 4 

Description Generating feature maps for each frame that is to be classified. 

Testing Technique 
used 

White Box Testing 

Preconditions Test cases 1, 2 and 3 are satisfied. 

Input Frame Image. 

Steps First each frame image is converted into 224x224x3 (IMAGE_SIZE 
x IMAGE_SIZE x IMAGE_CHANNELS). 

Then, we basically extract features such as contours, shapes, 
colors to generate a feature map. 

Expected output Feature Map 

Alternative Path N/A 

Actual output Confirmed 

Table 5- 4 Test Case 4 (Feature Extraction) 

 Test Case 5 – Violence Detection 

Test case name Violence Detection 

Test Case Number 5 

Description This test case checks how the model performs and gives its 
output. 

Testing Technique 
used 

Black Box Testing 
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Preconditions Test cases 1, 2, 3 and 4 are satisfied. 

Input Feature Maps (224x224x3). 

Weight Variables. 

Steps Feature Maps are fed into the model  

Expected output A final classification is generated for each frame (1 for violent 
and 0 for non-violent). 

Alternative Path In case, a feature map is not of the specified size, that frame is 
skipped. 

Actual output  Confirmed 

Table 5- 5 Test Case 5 (Violence Detection)  

Test Case 6 – Result Preparation 

Test case name Results Preparation 

Test case number 6 

Description Here, the functionality of preparing the video frames to be 
displayed, is tested. 

Testing Technique 
used 

White Box Testing 

Preconditions All previous test cases are satisfied. 

Input Output from model (0 for non-violent and 1 for violent) 

Steps In case of 1, a red border is added to the frame. 

In case of 0, a green border is added to the frame. 

Expected output Frames with red/green borders. 
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Alternative Path N/A 

Actual output Confirmed 

Table 5- 6 Test Case 6 (Result Preparation)  

Test Case 7 – Result Transmission and Display 

Test case name Result Transmission and Display 

Test case number 7 

Description In this test case, the final leg of the system is scrutinized which is 
the display of the resulting video frames after they have 
undergone violence detection. 

Testing Technique 
used 

White Box Testing 

Preconditions Previous test cases are satisfied. Client and Server are connected 
to the local network/internet. 

Input Prepared frames (with green/red border) 

Steps Obtain those frames and transmit them using a video streaming 
route which was developed using Flask. 

Expected output The resulting frames are displayed on the user interface at the 
client side.   

Alternative Path N/A 

Actual output Confirmed. 

Table 5- 7 Test Case 7 (Result Transmission and Display)  
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Test Case 8 – Calculate Violence Percentage 

Test case name Calculate Violence Percentage 

Test Case Number 8 

Description The unsmoothed result array stores a true/false for each frame. 

Testing Technique  White Box Testing 

Preconditions Unsmoothed result array is returned each time violence 
detection is performed. 

Input Unsmoothed result array. 

Steps Calculate the size of the array. Calculate the number of True 
entries in the array. Determine the percentage using 
TrueEntries/TotalEntries. 

Expected output Percentage of violent frames in the video. 

Alternative Path N/A 

Actual output Confirmed 

Table 5- 8 Test Case 8 (Calculate Violence Percentage) 

Test Case 9 – Website Interface 

Test case name Website Interface. 

Test Case Number 9 

Description This module is related to the design of dynamic and responsive 
user interface of android application. 

Testing Technique 
used 

Black Box Testing 
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Preconditions  Internet is available 

Input Program Initiation will be treated as input to the system 

Steps Create and layout the widgets. 

Expected output All widgets and other elements are correctly displaying. 

Alternative Path N/A 

Actual output Confirmed 

Table 5- 9 Test Case 9 (Website Interface) 

 

5.9 Environmental Needs 

Hardware 

The VioDet Application would require GPU workstation for training the model and a 

standard for the client to run the application on:  

• GPU Workstation (for training): - Processor i7 + NVIDIA GTX 1060(or better). 

• Standard Desktop (basic inference): - Processor i3 or advanced and 4GB+ RAM 

Software 
• Anaconda (Python 3.6) 

• Deep Learning Framework: - Keras + Tensorflow 

• Latest NVIDIA GPU Driver for GTX 1060. 

• CUDA 6.1, cuDNN 7.6 

• IDE: - Jupyter Notebook 

• Python Libraries: - numpy, sklearn, opencv-python, keras, tensorflow-gpu, pillow. 

• For Application Dashboard: - HTML, CSS, JS, Bootstrap, ReactJS, JSON. 
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5.10 Responsibilities, Staffing and Training Needs 

Responsibilities 

All developers of the project are responsible for the completion of all units testing and 

integration testing tasks. 

Staffing and Training Needs 

Basic iknowledge iof itesting istrategies iand itechniques iis ineeded ifor ithe itesting iof iproject. 

iTechniques isuch ias iBlack iBox itesting, iIntegration itesting ishould ibe iknown ito idevelopers. 

iAll ithe idevelopers iwill ibe itesting ieach iother’s iwork iand iwill ibe iactively iparticipating iin 

ithe idevelopment iand testing of the project simultaneously. 

5.11 Risks and Contingencies 

Efforts have been made to remove all and every chance of failure but there are certain 

unpredictable factors such as network issues, corrupt input data, or system failure that 

may lead to some issues. Error handling will be applied more deeply to cover all these 

issues, but unforeseen circumstances may happen. 

Schedule Risk 

The project might get behind schedule. So, in order to complete the project on time, we 

will need to increase the hours/day. 

Budget Risk 

The budget will be compensated by using less costly alternatives to fit the budget 

requirements. 
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Chapter 6. Future Work 
VioDet is a mechanism to detect violence in videos. As far as this project is concerned, 

we have developed VioDet as a standalone service application that can help its users to 

automatically detect any violent scenes. Taking into account the increasing role of AI in 

our day-to-day lives, one can foresee multiple way in which VioDet can be 

improved/upgraded: -  

1 The accuracy of the system can be improved subject to the availability of public 

datasets.  

2 VioDet can easily be deployed using the cloud so that it can be accessed from 

anywhere. 

3 VioDet can be modified to include a facial recognition feature that would allow 

troublemakers to be identified. 

4 Furthermore, VioDet application can be used as a basis for a browser 

extension/plugin that would detect violence in any video content being run. 

5 Moreover, these days the concept of micro-services is rapidly trending in the 

market/industry and VioDet can be used as a micro-service on top of a much 

bigger and more extensive platform such as a Video Management System. 

Chapter 7. Conclusion 

7.1 Overview 

In conclusion, this comprehensive document elaborates all facets of the development of 

VioDet from initial requirement gathering to final testing. VioDet is a stand-alone web-

service that provides us with an effective and accurate video violence detection. VioDet 

is a product of the latest computation capabilities, transfer learning and web 

development. It has high potential to be further developed into a solution that offers 

more features and is more accurate and robust. 

7.2 Objectives achieved 

1 Using deep learning to detect violence instead of simple computer vision. 

2 Detection of violence in videos and real-time camera feeds. 

3 Easy and efficient monitoring of security cameras/video content online. 

4 Reduces the need for security camera operators. 

5 Provides a platform that can be easily integrated with content management 

solutions. 
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Appendix A. Glossary 
Transfer Learning: Transfer learning is the improvement of learning in a new task 

through the transfer of knowledge from a related task that has 

already been learned. 

Flask:   Python-based micro web framework. 

React:   An open-source JavaScript library for building user interfaces. 

CNN:   Convolutional Neural Network 

LSTM:   Long-Short Term Memory network 

API:   Application Programming Interface 

OS:   Operating System 

App.:                    Application 
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Appendix B.  Work Plan 
 

 

Phase # 
Activities Time Frame Anticipated Outputs 

Reporting 

1 • Requirement gathering 

using different tools 

• Classifying Functional and 

non- functional 

requirements 

• Discussing the security 

requirements and the 

standards to be followed 

• Model Selection 

• Dataset Collection 

 

15th Sept 2019-

31st Oct 2019 

• SRS Document 

• Base Model 

• Sufficient Data 

 

• Project Supervisor 

• FYP Evaluation 

Committee 

2 • Transfer Learning 

• Running Inference 

• Designing features and 

requirements of the system 

• Logical representation of 

the system. 

• Further Training of Model. 

1st Nov 2019 –

10th Feb 2020 

• Software Design 

Document (SDD) 

• Application 

Dashboard 

Prototype 

• Model Inference. 

 

• Project Supervisor 

• FYP Evaluation 

Committee 

3 • Application Backend 

Development (streaming 

server). 

• Application Frontend 

Development 

• Checking model 

connectivity while on 

server. 

15th Feb 2020-

30th Mar 2020 

• Streaming Server. 

• Running 

inference through 

web. 

• Project Supervisor  

4 • Integration of frontend and 

backend. 

• Writing test cases. 

• Unit testing 

• Integration Testing 

• System Testing. 

1st April 2020-

28th May 2020 

• VioDet 

Application 

(Alpha version) 

• Project Supervisor 

• FYP Evaluation 

Committee 

5 • Project Evaluation (by 

deploying it) 

• Verification and Validation 

• Final Touches 

• Documentation 

1st June 2020 – 

15th June 2020 

• Thesis 

• VioDet 

Application (Beta 

version) 

• Project Supervisor 

• FYP Evaluation 

Committee (External) 


