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Abstract

Secret sharing, a building block of multiparty cryptography, ensures secure communication of any
secret among a set of parties in a way that secret can only be revealed when all of the intended
recipients come together and communicate with each other. Where classical cryptography assures
computational security only, quantum cryptography promises information-theoretic security
through the rules of quantum mechanics which have no classical counterparts such as uncertainty
principle, quantum no-cloning theorem, and quantum entanglement. Based on quantum
entanglement and hence non-local correlations generated by quantum teleportation and
entanglement swapping, | discuss here unconditionally secure and authenticated (2,2) quantum
secret sharing scheme for classical secret. Both secrecy and authenticity is assured by the sender
through quantum non-local correlations based on quantum teleportation and entanglement
swapping. Our security protocol is proved to be secure against internal and external eavesdropping
along with the attacks during sharing and reconstruction of secrets for (2,2) threshold scheme.
Another feature of this protocol is that it detects both active and passive eavesdropping strategies.
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Chapter 1

Introduction

“A quantum computer, if built, will be to an ordinary computer as a hydrogen bomb is to
gunpowder, at least for some types of computations.” — [1](PE Black)

1.1 Background

Cryptography is the field of science used to design and implement systems capable of performing
encryption and decryption of data. The word cryptography is formed by two Greek words kryptos
meaning ‘hidden’, and graphein meaning ‘to write’[2]. The purpose of the cryptosystems is to
protect the confidential messages. Cryptosystems use one-way functions, factorization of large
prime numbers, discrete logarithmic problems or computationally complex algorithms to encrypt
the messages, which makes it computationally hard to invert the message back to original form.[3]
The security of classical cryptosystems depends upon the strong computational power i.e. if
enough computational power is achieved the security of classical cryptography may be
compromised.

Unlike classical cryptosystems, the security of quantum cryptosystems is based on the laws of
quantum physics[4] instead of mathematical assumptions. This enables the ways to design
unconditionally secure cryptographic systems by depending on inherent secure nature of quantum
physics.

Main features of quantum cryptography that make it secure are quantum no cloning theorem and
guantum entanglement. Where quantum no cloning theorem states that it is impossible to create
identical copy of an unknown quantum state[5] and quantum entanglement refers to a physical
phenomenon that occurs when pair or group of particles are generated in a way that the quantum
state of each particle cannot be described independently, so those particles are represented by a
single state.[6]

Quantum no cloning theorem restricts the interception and cloning of any encrypted message
whereas Quantum entanglement refers to the behavior of two non-locally correlated and spatially
separated quantum particles. In depth details of quantum no cloning theorem and quantum
entanglement along with other necessary building blocks of quantum cryptography are discussed
in chapter 3.
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1.2 Motivation

The motivation behind choosing quantum cryptography as the field of research in thesis is due to
the inherent strength guaranteed by laws of quantum mechanics to ensure that instead of making
the computations more complex (the factor which can be superseded, if, we get enough
computational power), unconditional secure cryptographic security protocols can be designed that
would be able to cope up against active and passive attacks.

Thus, the focus of this thesis will be to develop secure cryptographic protocol with the use of
quantum non local correlations in order to ensure a secure and authenticated quantum secret
sharing protocol.

1.3 Secret Sharing

Secret sharing allows a sender to share his secret among multiple parties in a way that a specific
set or all parties have to collaborate together to extract the secret message. [7]

1.3.1 Classical Secret Sharing

Shamir[7] introduced the idea of classical secret sharing where an encrypted classical message was
sent to multiple parties and later on, parties had to collaborate together and apply a predefined
decryption function to extract the secret message. Classical secret sharing was distributed into two
types. (n,n) threshold scheme and (k,n) threshold scheme. In (n,n) threshold scheme, secret
message was divided into n parts and then those parts were sent to n parties. When they wanted to
extract the secret all n parties had to collaborate and provide their share to extract the secret
message into original form[7]. Whereas, in (k,n) threshold scheme, secret was divided and sent to
n parties and if k or more than k parties collaborate together, they will be able to extract the secret
message into original form, (here n=2k-1) [8] .This idea was later extended by Hillary to apply
secret sharing on qubits (quantum bit, just like classical bit, but qubit can be both 0 or 1 at the
same time.) in quite the same way as that of classical secret sharing to introduce unconditional
secure message communication.

1.3.2 Quantum Secret Sharing

The idea of secret sharing in the field of quantum computing was introduced by Hillary [2]. The
key difference between classical secret and quantum secret resides in transformation of secret back
to its original shape. In classical cryptography, the sequence of bits is recovered, whereas in
quantum cryptosystems, a physical particle (qubit- quantum bit) is brought back to its original
state. Quantum cryptosystems follow the laws of quantum mechanics instead of classical
cryptosystems schemes.[9]

13



1.4 Problem Statement

Following problem statement is addressed in this thesis: Suppose a Business man maintains a safe
vault to receive confidential documents. He wants to get the recently received confidential file. He
wants to avoid tampering and ensure confidentiality of the file. So, instead of revealing the
password to a single authority, the password will be revealed to three authorities in parts to avoid
misuse of the document. Now if it becomes mandatory to misuse the document three authorities
should collectively decide to tamper the document.

In the terminology of cryptography, this issue is termed as “secret sharing”. The issue works as,
if someone wants to share a secret among a group of parties instead of a single person in a way
that a specific group can cooperate to recover the secret. This scheme is termed as (k,n) threshold
scheme [8]. Another scheme is to share the secret among n parties and all the parties must
communicate with each other to extract the secret message. This is termed as (n,n) threshold
scheme [7]. These secret sharing schemes have their applications in secret key distribution along
with many multi-party protocols.

If we use classical cryptography to share secret between the parties, there is a possibility that
someone could actively or passively eavesdrop the information or the attacker has enough
computational power to perform brute force attack, the system could be over ruled.[10] In order to
avoid such issues, a system is to be designed based on the laws immaterial of computational power.
Such system can be designed with the help of Quantum cryptography because of inherent secure
nature of quantum physics {no cloning theorem and quantum measurement rule (whenever a
quantum state is measured, it gets converted into classical bit and it cannot be converted back into
original qubit before measurement,[11] so if somebody tries to measure an unknown qubit, it will
be changed into classical bit and eavesdropper will not be able to get the initial qubit state to be
used for an attack)}.

So now, to avoid the attacks possible in classical cryptography, some researchers moved to
quantum cryptography. Many schemes have been provided in quantum cryptography to overcome
the issues of classical cryptography, but there are some problems in existing quantum secret
sharing schemes as well. The main issues in existing schemes include lack of proper authentication
of the parties involved in secret sharing scheme along with overhead of qubits. Thus, the aim of
this thesis will be to provide a secret sharing scheme in quantum cryptography with proper
authentication mechanism and minimum number of qubits will be used to ensure secure and
authenticated secret sharing scheme.

1.5 Outline of Thesis

This thesis is organized as follows. Chapter 2 describes the basic mathematical preliminary
concepts to understand quantum mechanics. In Chapter 3 basics of quantum cryptography will be
presented. Chapter 4 will provide an in depth literature review to discuss the existing quantum
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secret sharing schemes and the problems with those scheme to extract our problem statement. In
Chapter 5 proposed protocol will be discussed. Finally, in Chapter 6 stepwise security analysis
along with conclusions and future work will be presented.
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Chapter 2

Quantum Mechanics

In this chapter, underlying structure of quantum mechanics and its postulates are revisited to
understand the fundamentals of quantum cryptography. These concepts will help to build a basic
idea of how cryptography works in quantum domain.

2.1 Hilbert Space

In quantum physics, possible states of a physical system are described with the help of unit vectors
in Hilbert space; a complex vector space with inner product[12]. A complex vector space V is a

set of vectors [y),|y, ),|w, )...... together with a set of scalars (ordinary complex numbers) , S,.....
bounded by vector addition and scalar multiplication:

2.1.1 Vector Addition

|wi) +wa) =[ws) (21)

i) +lw2) =[wa) +va) (2.2)
(va)+|wa) +lwa) =)+ (w2 ) +|ws)) 23)
10)+|w) =) (24)

i) +|=y1) =[0) (25)

16



2.1.2 Scalar Multiplication
a|‘/’1> :|W2>

allv)+w,))=efy.) +alv,)
(a+B)\y.)=aly,)+ Bly,)

alBly.))= Blely))=eply,)

]-Il//1> :|‘//1>
|_‘)”1>:(—1]‘/’1>
Oly,) =[0)

2.2 Dual Vector Space

(2.6)

2.7)

(2.8)

(2.9)

(2.10)

(2.11)

(2.12)

Corresponding to every vector |y) in a vector space [13], there is a dual vector (| in dual vector
space bounded by same vector addition and multiplication rules. These rules are described below:

Here )
=l =)

Where the symbol T is called Hermitian Conjugate.
2.2.1 Vector Addition
(ARUAR(A
AR AR VAR (A
L+ ([ +wa )= (v |+ (v )+ (v
(vl +(0]= (v

(il +(=vu[=[0)

(2.13)

(2.14)

(2.15)

(2.16)

(2.17)

(2.18)

17



2.2.2 Scalar Multiplication

aly,|= (v, | (2.19)
allya |+ vl = alys |+l 220
Ry ARLIARYA (2:21)
(P | = Plafy )= ey 222)
Yy, |=(y,| (2.23)
AR 22
Ofya|~[0) 229)

2.3 Inner Product

Inner product of two vectors |y, ) and |y, ) is a complex number and it is written as:

wlve) 229

Inner product has following properties:

<l//1|l//2> :<'//2|l//1>* (2.27)

ALY (2.28)

(wily) =0=yp,)=0 (2.29)
(wiledwa)+ Alwa))=alwslwa) + Blylvs) (2:30)

As inner product of any vector with itself is a nonnegative number, so its square root is real and is
called norm of vector.

vl = (v |w.) (2:31)

A vector whose norm is 1, is termed as normalized vector.

v = \/<‘//2 v,) =1 (2:32)

If inner product of two vectors is zero, they are called orthogonal (generalization of notion
perpendicular in case of dot product.)

(v} =0 23
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2.4 Postulates of Quantum Mechanics

There are four main postulates of quantum mechanics to understand working of quantum world,
that are explained in depth here.

2.4.1 First Postulate

“Every quantum system is described completely by a state vector. All properties of the system can
be deduced from the state vector. ”’[14]

A quantum system can be represented in this form:

|‘//>:0‘1|‘/’1>+0‘2|W2>+a3|‘//3>+"'=Zl:ai|l//i> (2.34)

Where y,,¥,,;... are the basis and oy, a2, o3 are the corresponding weights for these states.
Moreover, eq.(2.34) can be expressed in vector form as well:

F. (2.35)
lv)=

Qubit:
Qubit stands for Quantum Bit. It is generated via electron, photon or any other atom. It is the same

as classical bit but it is basically the superposition of |0) and 1) .[14] That is:

|w)=al0)+ A1) (2:35)

Moreover, if written in vector form, eq (2.36) can be expressed as:

)= (Zj (2.37)

A Qubit can b an atom, electron or photon.
In case of atom, it has 2 states:

Ground state is represented as|0) whereas excited state is represented by |1) .

Similarly, in case of electron, the 2 states are:
Spin up, which is represented by |0) and spin down state which is represented by|1) .
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If we talk about photon, it also has 2 states:
Horizontal polarization represented by|0) and vertical polarization is represented by|1)

2.4.2 Second Postulate

“The probability of a measurement on a quantum system giving a certain result is determined by
the weight of the relevant basis state in the state vector. After the measurement, the system is in
the state corresponding to the result of the measurement. ’[14]

|w)=al0)+ AL

When qubits are measured, they give us two possible measurements in general: |0) or [1).

Similarly, as described in eq. (2.36) where qubits are in superposition state, if it is wished to find
out the probability or likeliness of finding a qubit in a specific state, it can be measured in following
way:

P(0)=a*a = |05|2 (2.38)
P(1) = BB = |3 (239

The major rule to be followed in this regard for superposition to hold is:
|a|2 +|ﬁ|2 -1 (2.40)

Now if quantum state was in |0) or [1) and it is wished to measure in |+) or |—) or vice versa,
do following:

_loy+ 24
=127
|_> _ |0> _|1> (2.42)
J2
1) e
-1
_- @)
1) = h

State of Qubit from eq. (2.36) will be found by putting eq.(2.43) and eq.(2.44) in eq.(2.36)

[, 91 249
|W>—0{ \/E ﬂ \/E

20



_ (2.46)
)= )+ 2

2.4.2.1 Quantum Measurement Rule

The probability of a measurement on a quantum system giving a certain result is determined by
the weight of the relevant basis state in the state vector. After the measurement, the system remains
in the state corresponding to the result of the measurement [14].

Measurement of the quantum system has to made with respect to certain basis.

Measurement of the state from eq. (2.36)

lv) =|0)+ p|1) (2.36)

w.r.t {+,-} basis can only yield two possible results: |+) or |-) with probability P(+) or P(-)
respectively. Whereas:

|1> _ |+> _|_>
J2
Putting these values in eq. (2.36), we get, (2.47) and (2.48):
In order to find P(+) and P(-), we will use those equations:

2 (2.47)
B a+pf
e
2 (2.48)
L _(a-p
PO (ﬁj

2.4.2.2 Projection Operator for Quantum Measurements
If the state of a quantum system is |y/> immediately before the measurement, the likeliness that

result m occurs is
Pr(m) =(v|P,|w) (2.49)

Where (| =(w)")" and
P.|y) =[m)(m|w) (2.50)

Similarly, after the measurement, the system remains in the state corresponding to the result of
the measurement.

' P.|w) (2.51)
)=

W [Pulw)
Measurements are made with respect to any particular basis. In quantum mechanics, the only way
to pull the information out of qubit about its state is possible through measurement. And from the
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no- cloning theorem when a state is measured it changes permanently and thus any attacker can
easily be detected. This feature of quantum mechanics makes quantum cryptography
unconditionally secure.

2.4.3 Third Postulate

“The evolution of a closed quantum system is described by a unitary transformation. ”’[14]
For this particular condition to hold, the matrix (gate) deployed must have following properties:

Hermitian:

A square matrix with complex entries, which is equal to its own conjugate transpose. That is,
Ut =u (2.52)

uf=(U"’ (2.53)
Unitary:
A matrix should satisfy following condition:
Uu' =1 (2.54)
uf =u? (2.55)

The main strength of quantum systems is that the gates used in quantum systems are reversible as
compared to the classical gates which are irreversible. Thus any quantum system can determine
the inputs to the gates by knowing the outputs.

2.4.3.1 Quantum Gates
Basic quantum gates along with their associated matrix are described here.[15]

Quantum NOT Gate

The operation of quantum not gate is:
X|0) =|1) (2.56)
X|1) =|0) (2.57)

The particular transformation matrix for this gate is:

£ )
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Quantum Phase Flip Gate

The operation of quantum phase flip is:
Z|0) =|0) (2.58)
Z|1> = |1> (2.59)

The particular transformation matrix for this gate is:

1 0
0 -
Quantum Phase Flip+ NOT Gate
Y|[0) =-i[1) (2.60)
Y[1) =ilo) (261)

The particular transformation matrix for this gate is:
0 i
-i 0

P|0) = |0) (2.62)
P|1> = o0 |1> (2.63)

Phase Shift Gate

The particular transformation matrix for this gate is:

o o)

Hadamard gate transforms classical state into quantum superposition state by following manner:

Hadamard Gate

10)+[1) (2.64)
H0) = ———+
0)=""0
0)-[1 269
H|1) =
="
The particular transformation matrix for this gate is:
e
V21 -
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Controlled Not Gate

C|0,x)=|0,x) (2.66)
C|Lx) =[11-x),x {01} (2.67)

The particular transformation matrix for this gate is:

o O O -
oSO O O
O O O
o O O

2.4.4 Fourth Postulate

“The state space of a composite physical system is the tensor product of the state space of the
component systems [ 14]
In order to find the tensor product of a composite system, following computation is performed:

vio) =lv1) ®lw,) (2.68)
o) =lv)w.) (2.69)
‘l//1]2> :|W1‘//2> 070

This can be well elaborated by a composite system having two qubits as shown ahead:
Considering two independent qubits:

lw,) = a|0) + o |1) (2.71)
W, ) =a,|0)+ 1) (2.72)

The tensor product of eq. (2.71) and eq.(2.72) will be eq. (2.76):

v12) =lvr) ®lv) (2.73)

wp) = (0] 0) + ,|1))® (| 0) + 1, |1) (2.74)
|w12) = 0t401,| 00) + 0ty 01) + t, 1, [10) + o, 1) (2.75)
‘l//1,2> = 0| 00) + ¢, | 01) + 1 [10) + e, [11) (2.76)
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Chapter 3

Methods of Quantum Cryptography

This chapter covers the basic and fundamental concepts of quantum cryptography including
uncertainty principle, gquantum no-cloning theorem, entanglement, quantum teleportation,
entanglement swapping, and super dense coding. All these concepts are discussed here to grab the
idea that how quantum mechanics lead to secure and authenticated quantum secret sharing schemes
to be discussed in chapters 4 and 5.

3.1. Uncertainty Principle

According to Heisenberg uncertainty principle, in quantum world where the particles to be
observed are at atomic scale, the more precisely you know the position (i.e., the smaller Ax) the
less accurate will be the momentum [16](i.e., the larger Ap) and vice versa. It is therefore
impossible to know both the position and momentum exactly, i.e.

(3.1)

AXAp > h
A7

Remember that the uncertainties in position and momentum are very small at quantum scale and
cannot be detected by the observer. Similarly, the value of h (Planck’s constant) is also very small
so these uncertainties cannot be observed in our everyday life.

The relationship of Heisenberg uncertainty principle can be described in terms of energy and time.
The more accurately you know the energy of a body, the lesser accurate you will know that how
long the body possessed that energy. In this way the relationship can be expressed as follows:

h (3.2)

AEAt > —
A
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3.2 No-Cloning Theorem

Wootters, Zurek and Dieks in 1982 proposed a theorem that, “ it is impossible to create an
identical copy of an arbitrary unknown gquantum state ”.[5]

Proof

If a quantum state can be cloned, then the following conditions must be satisfied:

Ulw)]0) =|wa)lus) 3
Ul )|0)=v2)lv.) (34
Take inner products of left hand sides of both (3.3) and (3.4)
(. (00 JUIw2)]0) = w2 ){0]0))= (v |w) (3:3)
Now, take inner product of right hand sides of both (3.3) and (3.4)
(ks N )= (sl Yo v ) = [ )| (36)
Now from (3.5) and (3.6),

(walwa) = |(walw)| (3.7)

From (3.7) it is clear that an unknown quantum state cannot be copied.

3.3 Quantum Entanglement

Quantum entanglement is a physical phenomenon that occurs when pair or group of particles are
generated in a way that the quantum state of each particle cannot be described independently.[6]
Instead, a quantum state must be described for the system as a whole. That is, if ‘l//} represents a
maximally entangled state of two quantum particles, then there are no single qubit states |a> and
| B) such that

v)=|a)®|B) 10
For example, the four maximally entangled Bell states
| +>_|oo>+|11> (311)
2

L |0D+|10 (3.12)
)~ [24210

. |ooy-[11 (3.13)
o) 00183

v |01 -]10 (3.14)
)-8
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3.4. Quantum Teleportation

Quantum teleportation is a process through which quantum information can be sent from one
location to another with the help of pre shared entanglement and classical communication.[14]
This information transfer is unconditionally secure even if classical communication is sent over
public channel. In general, teleportation works as follows:

(1) Alice and Bob share an entangled Pair of particles (e.g.: eq. (3.8))

)01
V2
where 1% qubit belongs to Alice and 2" Belongs to Bob.
(2) Alice applies CNOT gate on product of the qubit to be transmitted |y) = 2|0)+ /1) and her
particle of EPR.

N (3.15)
el + )| 2
(|000)+]011))+ A(100) +[111)) (3.16)
J2
2(|000) +|012))+ (110) +|201)) (3.17)
J2
Or
(04 0)(00) +[12))+ A/1)(10) +|01>)] (3.18)
J2
(3) Alice applies Hadamard gate on (3.18) where
N (3.19)
_ (3.20)
|0)+[1) \(|00) +|12) |0)—|1) \(|10)+|01) (3.21)
(fzJ( 72 MfzJ{ 72 J

[ 5 000elo)+ A2+ Q03elt) + A10)) + (10)el0)- AN+ (et~ 10| 22
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(4) Alice measures her pair and gets two classical bits while Bob’s particle transforms into one of

the four possible states as shown in table below:

Alice %ﬁgj&fgme“t Bob’s EPR half
00 a|0)+ A1)
01 al1)+ 3|0)
10 2|0)- A1)
11 al1)- A0)

Tab 3.1: Alice’s BSM measurement outcome and corresponding possibilities on Bob’s side.

(5) Alice sends her measurement outcome to Bob over public classical channel.
(6) Bob then applies one of the four Pauli operators corresponding to Alice’s measurement

outcome and gets the state |y) = &|0) + B|1)
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3.5. Entanglement Swapping

Entanglement swapping, an extension of teleportation, entangles two quantum particles in one of
the four Bell states even if they have never been interacted. Entanglement swapping starts with
two pairs of EPR, the first shared between Alice and Bob while other shared between Alice and
Charlie where Bob and Charlie have never met one another [17]. By performing Bell state
measurement (BSM) on particles in her possession, Alice can project Bob’s and Charlie’s particles
into one out of the four Bell states (Boo, Pot, P10, B11).

Suppose Alice and Bob share an entangled state| B,,)., = (10,0, )+|1.1,))/v/2 whereas Alice and
Charlie share an entangled state |5y, ) = ([OaOC>+ |1alc>)/\/§. Their composite system

_ |oa0b>+|1alb> |Oa00>+|1a10>
R

can be rewritten as

(3.24)

1
[ Boo) ol Bon) e = 50204)10,00) +[0,0, 110 ) +[11,) 0,00 )+ [LA L)) (3:29)

After rearranging the qubits, we can write Alice’s qubits together and qubits in possession of
Bob and Charlie together as

|ﬂ00>ab|ﬂ00>ac :%q0a0a>|0b0c>+|0a1a>|0blc>+|1a0a>|1b0c>+|1a1a >|lb1c>) (3.26)
1
| Boo) ao| Boo) o = Eqﬂ00>aa|ﬁ00>bc +] Bor)aal Bor)oe +1B10) | Bro ) e +|ﬂll>aa|ﬁ11>bc) (3.27)

If Alice performs BSM on her qubits, Bob’s and Charlie’s particles get entangled into one of the
four Bell states as follows:

Bob’s and Charlie’s particles get entangled
into one of the four Bell state (Boo)bc
Bob’s and Charlie’s particles get entangled
into one of the four Bell state (Bo1)bc
Bob’s and Charlie’s particles get entangled
into one of the four Bell state (B1o)bc
: Bob’s and Charlie’s particles get entangled

If Alice gets (Bii)aa into one of the four Bell state (B11)bc
Tab 3.2: Results of Entanglement Swapping between Alice, Bob and Charlie

If Alice gets (Boo)aa

If Alice gets (Bo1)aa

If Alice gets (B10)aa
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3.6. Super Dense Coding

Super dense coding is one of the most promising and simple application of quantum mechanics. It
is a perfect illustration of communication tasks to be fulfilled by quantum mechanics [3]. Super
dense coding involves two distant parties, let’s say ‘Alice’ and ‘Bob’. The purpose is to convey
classical information from Alice to Bob, two distant parties who share a pair of qubits in the
entangled state:

10,05)+|1,15) (3.28)

|,Boo>— \/5

By sending single qubit in her possession to Bob, Alice can communicate two classical bits of with
Bob as follows:

(1) if Alice desires to send the bit string ‘00’ to Bob then she does entirely nothing to her qubit and
simply transmits the qubit in her possession to Bob.

(2) If Alice wants to send ‘01’ then she applies quantum NOT gate or X to her qubit and transmits
to Bob.

(3) If Alice wants to send ‘10’ then she applies the phase flip Z gate to her qubit and transmits to
Bob.

(4) If Alice wants to send ‘11° then applies both NOT gate or X as well as phase flip Z gate to her
qubit and transmits to Bob.

After receiving the qubit sent by Alice, Bob measures both qubits in the Bell basis and gets two
classical bits sent from Alice. In this way, by transmitting only a single qubit, Alice can
communicate two classical bits to Bob.

3.7. Quantum Key Distribution

Quantum key distribution (QKD) applies fundamental laws of quantum physics to guarantee
secure communication. It enables two legitimate users to produce a shared secret random bit string
to be used as a key in cryptographic applications, such as message encryption and authentication.
Unlike conventional cryptography, whose security relies on computational assumptions, QKD
promises unconditional security based on the fundamental laws of quantum mechanics (quantum
measurement and no cloning theorem).

3.7.1 QKD: BB84 Protocol

BB84 uses three key principles:[13]
1. No-cloning theorem
2. Measurement leads to state collapse.
3. Measurements are irreversible.

Channel Conditions
Suppose sender and receiver share two channels between them:

Quantum channel where active attacks are possible from Eve.
Classical private channel where passive attacks are allowed but active are not allowed:
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e Eve can passively listen their communication.

e Eve cannot actively alter their communication.
Protocol Steps

Protocol is divided into three phases. Situation at sender side, Situation at receiver side and key
announcement.
1. Situation at Sender Side:

Sender generates a random and private classical bit-string s=1011010110. Sender then generates
equivalent quantum string|q) = 011010110 . After that sender applies Hadamard & identity gates
randomly e.g.: HIHIHIHIII

As a result, quantum state becomes|q) =|-0-1+1+110). Sender will send this information to
receiver over quantum channel.

2. Situation at Receiver Side:

Receiver will receive a quantum state |q)=|-0-1+1+110)and will randomly apply Hadamard

and identity gates e.g.: HHIIHHIIHI. Quantum state will become |q) =|1+-10-+1-0)

Finally, sender will measure the state in {0,1} basis. Result of receiver’s measurement will be
same as that of sender bit string where they applied same encoding scheme, otherwise result will
be probabilistic (50-50).

3. Key Announcement:

Sender and Receiver will publicly announce the encoding and decoding scheme used. They will
retain only those qubits for which they chose same scheme. For example:

S=EHIHIHIHIII

R=HHIIHHI IHI

The same encoding and decoding is used in first, fourth, fifth, eighth and tenth place. Sender will
then publicly announce the values of a subset of the retained bits. Receiver will check to see
whether his measurements are the same.

If so, they will use the undisclosed bits as a private key for future secure communication.
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Chapter 4

Quantum Secret Sharing — Literature
Review

Quantum cryptography utilizes quantum physics to achieve cryptographic tasks and to break
classical cryptographic systems. In order to break cryptographic systems, higher computational
power proposed by quantum systems is estimated to break any complex cryptographic algorithm.
Another significant feature of quantum systems is quantum no-cloning theorem that mitigates both
active and passive eavesdropping.

The inspiration behind choosing quantum cryptography over classical cryptography is due to the
inherent features proposed by quantum mechanics such as Quantum No-Cloning theorem,
guantum measurement rule, quantum entanglement, quantum teleportation and others.

Another reason for preferring quantum cryptography over classical cryptography is, the enhanced

computational power associated with quantum computers as compared to classical computers.

4.1 Secret Sharing

Concept of secret sharing evolved in 1979 by Adi Shamir [7]. In classical cryptography, if a person
wants to share a secret between multiple parties such that if all of them come together and combine
the message sent to them, they will be able to extract the message, not otherwise. This concept
ensured honesty among secret keeping parties. The protocol proposed by Adi Shamir for secret
sharing is as follows:

Take the original message to be sent and encrypt it. Now divide the message into n parts, in such
a way that any k parts together could be able to extract the original message. Similarly, any k-1 or
less parts of message should be of no use. Where n=2k-1. This scheme is termed as (k,n) threshold
scheme.

This protocol has its limitations and it fails in classical cryptography because of the possibility of
passive attacks in classical cryptography. Moreover, computational power can easily overrule this
protocol. So one needs a secure algorithm independent of computational complexity. For this
reason, we are moving towards quantum systems to ensure the secrecy of protocols independent
of computational complexity.

4.2 Quantum Secret Sharing

Quantum Secret Sharing was initially proposed by Hillary[18]. QSS is the same as classical secret
sharing with a difference that now instead of classical bits, qubits are used to share secret. This
protocol starts with original message at sender side where the sender first encrypts the message
and after encryption, divides the message into parts. These parts are then sent to the parties
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involved in secret sharing. At the end to extract the secret all the parties need to collaborate together
to decrypt the secret message. A generic architecture of secret sharing can be described by Fig.4.1

Alice Secret Msg

N
~Ngm

Fig. 4.1 Generic Secret Sharing Protocol

4.3 Quantum Secret Sharing Protocols

Hillary introduced the idea of doing secret sharing in terms of qubits and introduced the concept
of Quantum Secret Sharing (QSS). He proposed that in quantum cryptography secure secret
sharing could be possible among 3 parties via entangled GHZ states and entanglement swapping.
This was done by applying operators on the entangled qubits and then sharing the measurement
results among the parties to extract the secret. This idea was then generalized to N parties.

Later on [17], [19]-[23] proposed various protocols for quantum secret sharing on basis of
entanglement, swapping, teleportation, bell states, GHZ states, super dense coding, local unitary
operations, single photons and others.

Moreover, some researches utilized entanglement along with GHZ/ W/ Bell states [24]-[29]. In
most of these cases the sender measured the entangled qubits in their possession without actually
sending them over a channel to share the secret.

Some researchers proposed ways to apply local unitary operators on the qubits in possession of
each party and then the parties shared their measurement results to extract the secret. This research
was done in two ways [12]-[25]:

[a] the sender used the local unitary operator and by the measurements and collaboration
among the parties; they can extract the results.

[b] the sender tells the measurement results and on basis of those results, parties determine
the operator applied on qubits by the sender. This operator is matched with a pre-decided
encoding on specific classical bits which was referred to be the secret in that case.
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Some researchers proposed to perform secret sharing without performing entanglement [19], [23].
In contrast some researchers proposed ways to achieve secret sharing by using entanglement but
without applying local unitary operators to exchange secret messages [24], [29], [30].

Here we will discuss quantum secret sharing with single particle, two particle and three particle
states, along with relevant issues in them to generate our problem statement.

4.3.1 Quantum Secret Sharing Protocols with One Particle

Initially researchers started to propose quantum secret sharing with the help of single photons
either by sending them back or fourth or via generating them through faint laser pulses. Some also
utilized single photons but rather then transmitting them in pure form, they preferred mixed state.
Single photons were preferred over initially used GHZ states as per proposed by Hillary in 1999
due to excess of qubits used along with the associated complexity. Some researchers also combined
QKD with QSS as well. In case of using a photon in mixed state, non-orthogonal quantum states

were used. Here in [2] the initial states to be used were either QO>|1>) or (,,v,), Where

vy =—5(0)+1) @)
vi=(0)- 1) 42

2 modes were proposed, message mode and control mode. In message mode, Alice and Bob
communicated the secret to be shared where as in control mode they performed eavesdrop check
to detect Eve.

Two operators were used in this mode I and ic, where | =|0)(0|+|1)(1] such that

110) =|0) (4.3)
1) =|1) (4.4)
o) =ws) (4.5)
Hy) =v) (4.6)
Where as ic, =|0)(1]—|1)(0|
ic,|0) =-1) (4.7)
io,|1)=0) (4.8)
i, |vo) =v) (4.9)
oy |y1) =y (4.10)

Moreover, to a random person who does not know the initial state of qubit used by Alice, the qubit
will be in a mixed state, i.e.:

1 1 (4.11)
o= 210)0L+ Lyl
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Protocol Steps:

Alice prepares a qubit in [0) or |y, ) randomly and sends that qubit to Bob. Bob after receiving

that qubit decides to choose either message mode or control mode randomly. If control mode is
used, Bob replaces the qubit received from Alice with a qubit randomly prepared by him in one of

a predefined basis QO>,|1>,|y/O>,|y/1>) and sends it to Alice.

Alice then measures this qubit and announces that she received the qubit sent from Bob. Only then
Bob announces that he was using control mode to detect eavesdropper., so he tells Alice the initial
state of the qubit that he sent to Alice. Now if Alice had used same basis and the results differ, this
means that there is an eavesdropper and Eve gets detected and they stop communication, otherwise
they start secret sharing.

In case of message mode, if Bob wants to transmit 0, he will perform | operator on the qubit sent
by Alice, and if he wants to send 1, he performs ic, operator on the qubit sent by Alice and sends

it back to Alice. After receiving the qubit, Alice performs measurement and announces that she
received the qubit sent by Bob. When all of the information has been transmitted by Bob and
received by Alice, communicated is successfully terminated.

4.3.1.1 Bidirectional Quantum Secret Sharing and Secret Splitting with Polarized Single
Photons

This protocol made use of photons travelling back and forth between the participating parties, and
made use of 2 modes, message mode and eavesdropping check mode. Moreover, the protocol used
very low amount of classical information over the public channel and that information was used
to do eavesdropping check. This paper was an extension to [31], the photons to be used were
generated via faint laser pulses. Another importation feature of this protocol is that, they combined
quantum key distribution with secret splitting. According to BID-QKD protocol [26], Bob prepares

photons in one of the following basis: Qi z),|+ x>) and sends that single photon to Alice. Alice

then performs some unitary operator on the qubit sent by Bob to encode the information to be
transmitted and sends it back to Bob. After receiving it, Bob measures it and gets the result. This
protocol worked with good efficiency up to 100% only if the number of photons to be used were
2. So if the photons exceed, the protocol efficiency reduces. Hence this paper provided some
modifications in this protocol.

Protocol Steps:

Alice creates a key Kg with Bob and K¢ with Charlie in a way that K, = K; ® K. . Moreover,

one of them (bob or Charlie) may be dishonest. Now, keys to encrypt secret by Bob and Charlie
are denoted by Kg’ and Kc’. Alice will determine that whether K,'= K;'®@K_' obtained by

combining the keys used by Bob and Charlie is same as K, = K; @ K or not. If the error rate
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between Ka and Ka’ is 0, it means that there is no dishonest party and she will then send her secret
message after encrypting it with Ka.

Now in order to create Ka, Alice will prepare a 2 photon product state:

wa)=ws)®lwe) (4.12)

Where | ) and |y ) will be prepared in either rectilinear or diagonal basis. i.e.:

|+2)=|0) (4.13)
|—Z> =|1> (4.14)
+3)==(0)+[1) @
%) =—=(0)-I1) 0

Alice then sends |y;)to Bob and |y )to Charlie. Now if they select message mode, they will
apply unitary operator | =|0)(0|+|1)(1] or U =io, =|0)(1]—|1)(0| and send the photons back to
Alice where she will measure them to get the results.

In this protocol, there are 2 eavesdropping checks. One check is performed before sending message
in a way that Alice sends a large number of photons to Bob and Charlie, where they measure those

photons randomly in o, and o, basis and then announce the measuring basis for Alice. Alice

then analyzes the error rate to determine the eavesdropper before communicating. Second
eavesdropping check is performed while creating private keys, where Alice checks the difference
between the state sent by her and the one received from Bob and Charlie. as they used same
measuring basis so no information regarding measuring basis will be announced, if after applying
the unitary operator, Alice gets the same qubit sent by her, there is no eavesdropper and
communication is secure.

The information sent by Alice to Bob and Charlie is in such a way that she sends a random bit
string G (private key to be used for decryption) to one of them while the cipher text L is sent to
the other party. When both of them perform G @ L, they will get the secret message. So now, both
of them have to collaborate together in order to extract the secret message.

Issues:

Security of message is depended on the randomness of the private key, so Alice and Bob had to
perform a lot of secure private key distribution before transmitting the secret to be shared and they
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had to make sure to use a different key each time. This possess a lot of computational work here
along with lots of communication prior to secret sharing. Moreover, there are no means to check
that whether Bob and Charlie are 2 different entities or a single user is pretending to be both Bob
and Charlie in order to extract the secret on his own. So the protocol is not secure as there is no
proper authentication mechanism for Bob and Charlie.

4.3.1.2 Experimental Single Qubit Quantum Secret Sharing
This protocol was proposed for N parties in such a way that a single qubit will travel sequentially
among all the parties for secret splitting.[27] The qubit is initially prepared in state:

+x)=—=(0)+[1) a0

This qubit will be sent sequentially to all the parties and each party will apply a certain phase
operator with a randomly chosen phase value where,

o)1

[1)—e™ 1)
r 3
Where ¢; € {0 (Y 2}

Now, each party will perform some unitary operator and finally the qubit (4.17) will be converted
into:

)= %{W rel™ WM (418)
The Nth party will perform measurement on the qubit received in |i x> basis whereas:
1 (4.19)
+x)=—=0)£|1
£2=—5(0)£[1)

The resulting result will be +1. The restriction imposed upon the Nth party is that he can only use

T
@y =00r ¢y ZE.

The probability of detecting |+ x) is:
(4.20)
P, (011 ’q)N b-l_cos(z ¢J)]

Whereas the expected value of measurement is:

E'= (¢1""' Y ): p+((p1,..., LAY )_ P ((011---’ LAY ): COS@?(”]) (4.21)
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Fig 4.2 Demonstration of Experimental Single Qubit Secret Sharing Scheme[27]

Note that after distribution, prior to measurement all parties will announce some indirect
information about the phase used. For this purpose, they have divided the phase information into
two classes. Class X and class Y. class X means ¢, {0, }, whereas class Y corresponds to

)37
Pi€ S [

So now all the parties randomly announce the class used by them and Nth party performs
measurement that leads to a deterministic result i.e. +1. So now all parties have to collaborate
together and provide the values of ¢, in order to extract the secret.

Issues:

The security of this protocol was justified through BB84 protocol regarding dishonest individuals
and it does not tackle the latest emerging attacks. Moreover, what if the party immediately after
the sender is dishonest one and it keeps intercepting all the qubits sent by the sender or acts as a
middle man. Moreover, there is no way to ensure that whether the participating individuals are
authentic or not.

4.3.2 Quantum Secret Sharing Protocols with Two Particles
There are two main schemes to do Quantum Secret Sharing:

e (n,n) threshold scheme
e (k,n) threshold scheme

In (n,n) scheme, it is necessary that all the parties that are involved in QSS must come together
and share their part to generate the actual message. Whereas, in (k,n) at least k or more than k
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individuals should come together so that they can extract the actual message. Whereas the bound
on n is (n=2k-1)

Another important prospect of the protocols proposed initially was that all the parties involved in
secret sharing must do their measurements together otherwise the entanglement will be destroyed
and no one will be able to extract the secret.

Some protocols made use of entanglement swapping along with local unitary operators [10]-[12],
[20]-[24],[32] while some proposed quantum secret sharing protocols without local unitary
operators[29].

A 3-party QSS without local unitary operators involved 3 parties where Alice generates a string of
EPR pairs and sends randomly some of the photons to Bob and leftover EPR photons are sent to
Charlie.[29] The photons are sent in a random sequence, so Bob or Charlie don’t know the order
of entangled pairs. Also some of the photons sent to Bob and Charlie are not entangled with each
other, instead they are entangled with the photons in direct possession of Alice.

Alice then asks Bob or Charlie to perform measurements on selective position photons along with
the direction specified by Alice and send her the results. After that Alice performs same procedure
for the other party and verifies their results, if the results are same it means that channel is safe.
Then secret communication will be started.

Now if Alice wants to send 0, she will ask both of them to use the same direction for a pair that is
entangled. Similarly, if Alice wants to send 1, she will ask them both to use different directions for
measurements. So when Bob and Charlie collaborate, they will be able to know the secret by
sharing their measurement results.

Moreover, it also utilized super dense coding to increase the efficiency by reducing the number of
qubits involved in the procedure.

Some papers also claimed to be secure against eavesdropping by introducing two modes of the
protocol:

e Detecting mode: the channel is first verified between sender and the parties involved to
detect the eavesdropper

e Message mode: message is encoded on the qubits and distributed among the parties via
bell states and entanglement

4.3.2.1 Quantum State Sharing Of An Arbitrary Two-Qubit State With Two-Photon
Entanglements And Bell-State Measurements

In the proposed protocol, Alice will generate EPR {(1,2)}, Bob will generate {(3,4)} Charlie and
Bob will share {(5,6)} together. Now for communication Bob will entangle itself by sending qubit
3 to Alice. Alice will send qubit 2 along with qubit to be sent to Charlie[33].
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After that Alice will perform measurement on the qubits in her possession and announce the BSM.

Bob and Charlie will interact to gain the secret via entanglement.

General Scenario:

Fig 4.3 General Scenario for Quantum Secret Sharing in Proposed Protocol 4.3.2.1

Possible Attack Scenario:

In this case an attacker Eve can do eavesdropping by intercepting qubit 3 sent from Bob to Alice
and will send her own qubit. Similarly, she will capture qubit 2 and will send her qubit 8 to Charlie

to get entangled with Alice.

Now she is entangled with Alice and is receiving all the information. Thus attacker can access the

information now and thus the protocol is no more secure.
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Fig 4.4 Attack Scenario on Proposed Protocol 4.3.2.1
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4.3.2.2 A Quantum Secret Sharing Scheme With High Efficiency Based On Bell States
Let’s suppose A desires to send a secret message (M bits) to 2 parties. She will generate N EPR
pairs sufficient to transfer the message: {(b1,c1)(b2,¢2)(b3,C3)...(bn,cn)}[30]
She will then separate them in a way that she will create 2 qubit strings:
B={by,b2,...bn} (4.22)

C={c1,C2,...cn} (4.23)

If N is multiple of 3, A will make 3 equal parts of these strings i.e: B=B1+B,+Bs and same for
C=C1+Cr+Cs.

Now A will perform unitary operators on B dependent upon the message she desires to send. Table
is shown below to choose the operators.

swe | [[w) [lo] [[o]
.
00 Uo U U, Us
01 U Uo Us U,
10 U> Us Uo U
11 Us U> U1 Uo

Tab 4.1 Unitary Operators to be Applied Corresponding to the Measurement Results and Shared State[30]
Where Uo=I, U1=0o, , U=, and Us=io,
After that she will divide M (message) into 3 parts in a way that:

M =M@ M (4.24)
Ms’=M; D M, (4.25)
M1’=Msz’ © M, (4.26)

Where
M’=M71’+M2’+M3’ (427)

Now after performing operation on B, A will send the qubits in a random sequence to B and C.
ie.
B’=014015016011 02013019018 0L7 (428)

C’=PB3PaP1P2P7PsPsPsPo (4.29)
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After that A will announce the respective positions of EPR pairs to B and C along with her My’,
M’ and M3’ results.

Now by using following equations B and C will collaborate together to get the original message:

Mi=My”® My’ (4.30)
M2=M; & My’ (4.31)
Ma=M, @ Mz’ (4.32)
Where M=M:+M;+Ms (4.33)

Issues:

It has been observed that there is no proper authentication mechanism to authenticate that whether the
parties involved in secret sharing phase are legitimate or not? Similarly, we have seen that MiTM attacks
can be initiated on discussed protocols.

4.3.3 Quantum Secret Sharing Protocols with Three Particles

Researchers provided many ways to perform quantum secret sharing with 3 particle GHZ states.
Some researchers introduced protocols where GHZ states were shared among parties and
entanglement had been performed among N parties.

1

V2

This state had been shared among N parties where each party gets a single qubit share from this
state. Later on all parties apply unitary phase operator and perform measurements on the local
particle in their possession. Finally, all the parties announce the operator applied but do not
announce the exact order. So all the parties perform a collaborative measurement to extract the
secret. Similarly, some researchers [34] used both bell states and GHZ states in collaboration to
perform secret sharing where initially GHZ states are securely distributed among Alice, Bob and
Charlie. After that encoding of information from Alice and Bob is done where they encode their
information on the bell states. Charlie then performs measurement on the qubit in his possession.
At the end Alice and Bob announce their measurement results so that Charlie can extract the secret
information.

|GHZ) = —=(]00...0) +]11...1))

Another way to perform QSS via GHZ state involved procedure where Alice creates GHZ states
and divides them into 3 subsets S1, S2 and Ss. Alice then sends S: to Bob and keeps other by herself.
Bob the performs unitary operators {I,o,,o,, iay} on those qubits and then inserts some random

photons in that stream before sending it to Charlie.
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After that Charlie along with Bob performs eavesdropping check on the random photons inserted
by Bob. Meanwhile Alice encodes her secret information on Sz by applying unitary operators
{l,0,,0,, io, } and adds random photons to S; and Sz and sends it to Charlie.

Alice then announces the position of random photons inserted to perform eavesdropping check
with Charlie. After this check, Charlie performs measurements and collaborates with Bob to
extract the secret encoded by Alice.

4.3.3.1 Quantum Secret Sharing Protocol via GHZ States

In 1999 Hillary et. Al came up with the idea of secret sharing in quantum cryptography to
overcome the problem of passive attacks faced in classical cryptography[18]. As in case of
guantum mechanics, quantum no-cloning theorem and quantum measurement rule can easily
detect the eavesdropper so this issue can be resolved in quantum cryptography.

A 3 party Quantum Secret Sharing protocol proposed by Hillary was as follows:

GHZ entangled states will be used among three parties and all of them will be entangled together.
Later on these entangled GHZ states will be divided into 2 equal parts in a way that by splitting
them quantum information will split and later on by combining them quantum information will be
extracted to get the secret.[18]

Initial GHZ state to be used will be:
1

NG

Alice, Bob and Charlie will share each qubit and then they will publicly announce the basis they
will use for measurements of their qubits. (Remember that measurement results will not be
announced publicly.)

(000) +|111)) (439

Now if Alice and Bob will interact together by combining their results they will be able to extract
the information Charlie wanted to send to them. Table for measurements is shown below, here x
axis shows Alice’s and y axis shows Bob’s measurements and by combining them the
corresponding results are the measurements Charlie intended to send to them.
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Alice
+X -X +y -y
0+ o= 0= [ |o)+i
+X
P T =11 [lo+[) [ [O+iD | [0
Y 0)=iD)  [oy+i[t) [ [0)=|1) | ]0)+[1)
Yy 0)+ilY) o=y [0+ |-

Tab 4.2Measurement Results According to Alice and Bob to Determine Result at Charlie’s Side
Information Splitting Procedure:

According to this protocol, Alice, Bob and Charlie will share an entangled GHZ state in following
form as illustrated in eq. (4.34):

1
J2
Now Alice will select a qubit he wants to send to Bob and Charlie. The qubit can be
(o]0) + [1)).
After that Alice will take tensor product of this state with her entangled GHZ qubit and will
measure it. The results will be as follows[18]:

1 \q>+>aa(a|oo>bc +,B|1l>bc)+“{“>aa(a|1l>bc +|00), )+

(000)+|111))

E ‘LP_>aa(a|oo>bc_'B|11>bc)+‘q)_>aa(a|11>bc_ﬁ|00>bc) (435)
Where
. 1 (4.36)
‘(D >aa =quo>aa i_|:I':|'>aa)
. 1 (4.37)
‘lP >aa =Eq01>aai|lo>aa)
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Now Alice will not send her results to any one instead she will choose either Bob or Charlie to
measure his qubit. Now to extract the information, Charlie will need 2 classical bits from Alice to
know the magnitude of the qubit (o and ). In order to extract the information, Alice will need 1
bit from Bob.

The advantage of this protocol is that it can now protect from a passive eavesdropper because if
he will try to capture a qubit or measures it, hewill be detected because state of qubit will be
changed and errors will be introduced.

Issues:

The disadvantage associated with this protocol is that if a party having quantum computer and
quantum processing power some-how succeeds in sharing the initial GHZ state, then Alice will be
sharing her results and GHZ state with same attacker without knowing. Thus attacker can extract
the information this way.

4.3.3.2 The GHZ State In Secret Sharing And Entanglement Simulation
This protocol makes use of entanglement and GHZ states to propose QSS-CR protocol.
Steps:
Suppose A wants to send a state
ly)=0|0)+B|1) (4.38)

First A will generate a random string X where xi e {0,1}. Then A will choose a random bit from x,
if x=0, she does nothing and if x=1, she performs operator N or her qubit[34]:

£ )

ly') =a'|0)+ B|1) (4.39)

and gets

After that A creates (n-1) copies of the qubit obtained. Now A distributes xialong with |1//> to the

parties involved in QSS. Now because of quantum no cloning theorem, all the parties cannot have
the result. So they will select one person on random to get the final qubit. For this purpose, suppose
they choose P; to have the final qubit.

Now P; applies H gate on his qubit and generates yi where y < {0,1}.

1(1 1
il

After that Pi measures y; and sends xiand y; to P1. P1 computes y, where y=@ ", ;i . if y=0, it does
nothing and if y=1, Py applies Z gate:
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Similarly it then computes x, where x=@® ', xi. if x=0, it does nothing and if x=1, it applies N to
reconstruct original qubit.

Issues:

It has been observed that using GHZ states, can increase the number of bits in a way that to share
N bits, we have to use 7N bits. As GHZ states are combination of 2 bell states and it requires a
noise free channel which is not possible ideally.

Moreover, it has been proved that to solve this issue one can use bell states as it reduces the
overhead of qubits from 7N to N/(1-c) where c is the probability of choosing detection mode.

4.4 Extraction of Problem Statement

From the literature review, we have seen that in case of 1 photon particle user masquerading is
possible and protocols need a lot of classical information sharing over the channel which can help
eavesdroppers. Whereas in case of 2 photon state there is no proper authentication mechanism and
MiTM attacks are possible. Similarly, in case of 3 particle state more number of bits and qubits
are used and some attacks can also be initiated. So we need a system that must use lesser number
of qubits that can be generated easily and has proper authentication mechanism as well. Moreover,
lesser number of classical information must be sent over public channel and whatever is being sent
over that channel should be of no use to attacker. Thus we will use 2 particle bell states to propose
a secure and authenticated quantum secret sharing protocol with minimum classical information
being sent over public channel.
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Chapter 5
Proposed Model

5.1 Introduction

In this chapter non local correlations have been used to design a secure and authenticated quantum
secret sharing protocol where classical secret has been sent in encrypted form along with the
relevant decryption information with the help of quantum teleportation and entanglement
swapping[35]. The scheme proposed in this thesis is a (n, n) threshold scheme which ensures that
all the parties must collaborate for both encryption and decryption.

Some of the applications that make use of secret sharing are PGP recovery, visual cryptography,
multiparty key agreement, hardware security modules and many others.

As per discussion in previous chapter, we have seen the importance and need for a secure and
authenticated quantum secret sharing scheme, in this chapter, we will propose a secure and
authenticated QSS scheme secure against internal and external eavesdropping to cater the issues
described in chapter 4. Moreover, in our protocol there are some considerations including the fact
that there is no pre-shared information between sender and receivers at any level in order to avoid
both active and passive eavesdropping.

5.2 Problem Statement

In this particular case, the problem statement is to design a protocol to “assure authentication and
secrecy of secret from internal as well as external eavesdropping simultaneously for classical

information. (0),[2))

5.3 Desired Requirements

In this protocol the only requirement for security of secret information against eavesdropping is
unsuppressed classical communication over public channels between distant users. The proposed
procedure then remains secure against passive monitoring of classical information as well as active
guantum attacks.

The proposed quantum secret sharing scheme is based on two-fold quantum non-local correlations
that assure authentication and confidentiality of secret from internal and external eavesdropping
simultaneously. The proposed quantum secret sharing scheme can be used as (2,2) threshold
scheme for classical secret where both authenticity and secrecy is guaranteed [32]without relying
on advanced quantum technology, pre-shared secret keys or private quantum/classical channels
between distant users. Repetitive measurements and classical communication over public channels
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assures availability of secret information and result in secure and authenticated quantum secret
sharing scheme.

5.4 Proposed Methodology

The Quantum secret sharing proposed in this chapter is an extensive application of general setup
of non-relativistic or relativistic quantum cryptography as per discussed in [32], [36], [37],[38]and
their variants[39]-[44].

5.4.1 Generic Description

First of all, a generic description of proposed protocol is presented in figure 5.1. The fundamentals
of quantum mechanics used in this protocol are entanglement swapping, bell state measurements,
Pauli operators and quantum teleportation. Initially sender will perform authentication by
generating authentication tokens and later on the results from authentication tokens will be used
to split information between the receivers. Finally, sender will verify the authenticity of the
receivers involved in quantum secret sharing, sender will give the final piece of information once

receivers get validated.
v
% BSM
fry’ @ — RR
r,r, Hl'

b

v =orly)
Fig 5.1 Generic Description of Proposed Protocol

5.4.2 Step Wise Protocol Description

Considerations:
— Quantum channel can be actively intercepted.
— Classical channels can be monitored passively.

Authentication Tokens

Initially sender will create four EPR pairs in bell states as shown in figure 5.2(a) to generate
authentication tokens which will be used to split information and validate the receivers involved
in quantum secret sharing.
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Where:

. |00)+11) (5.1)
o) 221D
2
\_[00)-|11) (5.2)
o) 20
2
.\ |10)+|01) (5.3)
) 0
2
.\ |0D)—[10) (5.4)
o) A2
2

After that the sender will share 2" half of his first 2 EPR pairs with R1 and 2" half of next 2 EPR
pairs with R2 to perform authentication as shown in figure 5.2(b)

/o) Bsm
|
. o Ah

_______ ¢, BSM
. r,r'
@ Qubit sent from 5 to Rt or R2 22

(a) (b) (c)

L J
® ® @
e e e e e e = =
®
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H " \
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; \ s
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1] " '
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e e e = e e e = o
-
-
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Fig 5.2: Generation of Authentication token between sender and receivers
After receiving the qubits, Ry and R2 will perform Bell State Measurements on qubits in their
possession. This will result in a 2-bit classical information for both R1 and Ry, i.e: riri” and rar,’

respectively. Now as sender has originally sent those qubits, he knows the initial state of the EPR
pairs as well, he will automatically get the values of rir;” and r2r,” as shown in figure 5.2 (¢)

Information Splitting between R1 and R2

Now sender will create 2 EPR pairs on the basis of the classical results obtained while generating
the authentication token, that is r,r;" and r,r," as shown below in figure 5.3(a). Sender will then
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send 2" half of each pair, that is H . and H_'to Rsand will send 1% half of 2" EPR pair H , 1o
R2. The only qubit left at sender side will be H, as shown in figure 5.3(b) below. After that R will

perform bell state measurements on qubits in his possession and will get a 2-bit classical result
R1R1’. As a result of this BSM by R1, sender and R> will get entangled because of the entanglement
swapping performed by Ri1. This scenario is shown in figure 5.3(c).
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Fig.5.3 Qubit Sharihg for Secret Information Splitting Between Sender, R;and R,

(a)

After entanglement swapping, sender will send the secret message |l//> to R2 by performing

teleportation. Here sender will generate the secret qubit |y/> and will perform quantum

teleportation on the qubit as shown in figure 5.4(a). In order to perform quantum teleportation
successfully, sender will perform BSM on the secret to be shared along with the qubit shared
between sender and R2. As a result of this R2 will get his qubit transformed into the desired secret.
Sender will get ss’ (2-bit classical result needed to decode the secret), R> will get his qubit

transformed into |y') = o |w)as shown in figure 5.4(b).Finally, all the information has been shared
between sender, R: and R in such a way that sender has ss’, R1 has RiR:” and R has the secret qubit
lw") = o1 |w) as shown in figure 5.4(c)
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Fig 5.4 S'hared Information between Sender, R: and R;

Authentication

Before giving away the final piece of information (ss’) to decode the secret, sender will first
authenticate Ry and Rz. To do this Ry will send (r, ®R,)(r, © R;.)to sender and Rz will send

(@'®r, ®r,.) to sender. As RiR;- and r,r," are known by the sender and they were the results
of BSM performed by R: and were never shared on the channel. Sender will extract the results
from the information sent by Riby performing X-OR of received values with the values of R1R7’
and riry’ in his possession. If Ry is a valid user, the information sent by R: will be the same as
calculated by sender. Similarly, r,r," are known only to sender and Rz, thus sender will verify the
values of r,r,"and y ’* sent by Roby performing X-OR of received values with the values of r,r,'

in his possession. If both results from R1 and R> match with the results of sender, sender will share
ss’” with Ry and Rznot otherwise.

Riy==) (1, ® R, )(r,/®R,") =) S

Rz‘ wr @ r2® rzrﬂ S

“y

Fig 5.5 Authentication Information between R; and R,
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Combining Secret Shares
Receivers R1 and Rz can extract encoded message y from y'=o; |z//> only if they meet and share
their secrets: r;r;" and RiR1" kept by R1 while y " and r,r," kept by Ra.

W

Fig 5.6 Combining Secret Shares Provided Sender Announces ss’
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Chapter 6

Result and Discussion

In this chapter security analysis along with security requirements for quantum secret sharing
protocol will be discussed. After that results will be discussed along with the final conclusions.

6.1 Security Analysis for Secure Quantum Secret Sharing

6.1.1 Threshold Scheme

“A threshold scheme must be designed and should satisfy in a way that (k,n) k or more than k

parties together should be able to obtain the secret.”

The secret sharing scheme used in our case is (n,n) threshold scheme where each communicating
party possesses a certain valuable part of the secret and hence collaboration of all parties is
necessary to extract the secret message [45].Hence this property has been fulfilled in our protocol.

6.1.2 Secrecy
“No party should be able to able to obtain the secret individually or with others against the
protocol requirements.”

This security requirement has been accomplished in our protocol as we have seen that each party
has a share that is necessarily required in order to obtain the secret message in a way that even if
any single party does not give its secret, [46]all other parties cannot get access to the secret message
even if, they collaborate together.

6.1.3 Eavesdropping
“Though eavesdropper possesses infinite guantum processing power, he must not be able to
eaves drop any information.”

As we have described earlier in our protocol that if eavesdropper gets access to the classical
information being sent over the public channel, [47] it is of no use to the eavesdropper as, if the
eavesdropper wants to extract the secret message he needs the qubits/ EPR pair share which is not
possible to be accessed because of the inherent nature of physics as per proved by the laws of
physics including quantum no-cloning theorem and quantum measurement rule.
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6.1.4 Computations

“Statistical analysis methods should not be able to override the defined protocol.”

There are no known statistical attacks to extract the entangled EPR pair without getting detected.
So there is no way to extract the secret information from proposed protocol even via infinite
computational power.

6.1.5 Public Information
“Any information that is announced publically for the protocol should be of no use for the
attacker and involved parties if they (involved parties) don’t follow quantum secret sharing steps

’

to gather secret information.’

This property has been full filled in our security protocol as no classical information has been sent
directly and whatever has been sent over the channel is of no use to the attacker.[48]

6.1.6 Entanglement Characteristics
“The party involved in generating entangled states to be used in protocol should either be the
sender of message or if some other party is involved there must be proper mechanism so that it
cannot be used for cheating.”

Quantum Secret Sharing protocol proposed here makes use of the entangled EPR pairs purely
generated by the sender himself. Hence this property for QSS has been fulfilled on all levels
whenever required.

6.2 Protocol Specific Step by Step Security Analysis

6.2.1 Authentication Tokens

This step is secure as rir:” and r2r,’ (that are being used for secure communication) are kept secret
by R1, R2 and sender, and have not been sent on the public channel so there is no chance that any
attacker will get access to this secret authentication token.

Another important aspect is that the EPR pairs to be used are generated and shared by the legitimate
sender and thus the eavesdropper cannot get access to them because if he tries to do so, he will be
detected. Even if he somehow manages to get access to the pair, he has to measure it in order to
know the information which will change the qubit to classical bit and thus according to no cloning
theorem eavesdropper will not be able to regenerate the exact clone of EPR pair and thus it’s not
possible to render the communication by masquerading to be a legitimate sender or receiver.

6.2.2 Information Splitting between Receivers
This step proves to be inherently secure because rir:’ and r2r2’ are used here to generate next set of
EPR pairs over which the secret will be sent. As rir:” and rzr2” were never sent over a public channel
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so only legitimate sender and receivers know this information and without this information it is
impossible to extract the original form of EPR pairs to be used.

Moreover, quantum teleportation has been performed where the sender is working in his own lab
and encodes the secret information over the entangled EPR pair with Rz So the secret will be
encoded on the qubit in possession of sender and will be translated on the entangled EPR pair part
of Ry, thus there is no way for an eavesdropper to extract the secret. If the eavesdropper needs to
decode the secret, he will need the qubit in possession of R2 along with the classical information
ss” and R1R7’.

6.2.3 Authentication
Now as the information sentto SviaRiis  (r, ® R, )r, ®R;)

Similarly, the information sent to S via R will be  y'®r, @r,

Sender will now perform additional authentication in order to ensure that whether the receivers are
legitimate or not? This will be performed via extracting RiR:” and |y') by performing X-OR
operation on the classical information sent via R: and R2. Now if the obtained values of R1R1” and
|z//'> match with the values in possession of sender, he will be sure about the legacy of the receivers
participating in secret sharing. Finally, sender will announce ss’ to both R and R2 so they will use
this information along with R1R1” in possession of R1 and |1,//> in the possession of Roto generate

the original message|y) sent by the sender.

6.2.4 Combining Secret Shares
Finally, as discussed above, it is necessary to have rir;, r.r;, R1R1 and |1//> to get access to the

secret message. We know that rur;* and RiR1’ are in possession of R1 whereas r.r; and |y') are in

possession of Rz, and all these are the necessary elements to decode the secret, so as along as both
R1 and Rz don’t come together and provide their share from the secret, no party on its own will be
able to extract the secret message and as per the assumptions in quantum secret sharing protocol
at least one of the party is considered to be honest. So it is not possible to cheat the sender in order
to obtain the secret message via cheating both the receivers.

6.3 Conclusion

In this thesis named as “Non-Local Correlations and Quantum Cryptography”, a secure and
authenticated quantum secret sharing protocol has been proposed along with the relevant security
analysis to show that the proposed protocol is secure against active and passive eavesdropping.
Moreover, it has been checked that the proposed quantum secret sharing scheme protocol meets
the following predefined required security conditions:
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e A (n,n)or (k,n) Threshold scheme that could be verified
e Secrecy of the information to be communicated among the relevant parties
e Eavesdropping should not be possible even if someone eavesdrops, it should be of no use
to him (eavesdropper or attacker)
e Attacker with infinite computational power must not be able to break the security of the
proposed protocol
e Public information if available should not give any sort of secret related information to the
attacker
e Entanglement characteristics must be obeyed
Here we have proposed a (n,n) quantum secret sharing protocol that desires the presence of all the
n parties for both secret sharing during encryption and decryption. This security requirement has
been fulfilled in our protocol. Secondly the information to be communicated among n parties is
secure as the sender is generating the EPR pairs and sharing it with the parties that are part of the
secret communication. An eavesdropper cannot know the initial states of EPR pairs used between
sender and the receivers. Moreover, the classical information was never sent over the public
channel during the generation of authentication token which was used later on for authentication
verification. Again eavesdropper can have no information at all and thus secrecy of the information
used during the secret sharing and secret reconstruction is secure. Thirdly if the eavesdropper gets
access to the classical information sent over the channel, it is of no use to the eavesdropper unless
he knows the initial states of the EPR pairs that were used during the secret sharing phase and
hence whatever information gets eavesdropped by the eavesdropper is simply useless to him.
Fourthly as shown in our protocol the secrecy of the quantum secret sharing protocol is not
dependent on the complexity of the quantum computations instead it depends on the inherent laws
of physics that are experimentally proved to be unconditionally secure, [49] hence the attacker
even with infinite computational power cannot overrule our protocol, proving it to be
unconditionally secure and authenticated. Fifthly as explained earlier that whatever public
information has been sent over the channel (i.e. classical information) is of no use to the
eavesdropper as this public information cannot give any information about the secret message, and
the EPR pairs in their initial states are required along with this publicly sent information over the
channel, so the user can extract the secret message in its original form. Hence our proposed method
meets this particular security requirement. Finally, entanglement swapping and non-local
correlations have been used and it has been ensured that the party involved in generating entangled
states to be used in protocol should either be the sender of message or if some other party is
involved there must be proper mechanism to avoid cheating. In our case the generator of the EPR
pair is the sender himself and is not using any other third party to generate and communicate EPR
pairs hence this security requirement has been fulfilled. So we can see that our protocol for
guantum secret sharing among two parties is secure and authenticated to share classical secret and
it fulfills all the predefined security requirements as well.
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6.4 Future Work

Quantum cryptography is a relatively new field and there is a lot of room for improvements. A lot
of work is still needed to be done and there are many questions that are still unanswered. The
protocol defined here is complete in itself. However, there are some other ways that can be utilized
to achieve quantum secret sharing provided the predefined security requirements met. One can
make use of super dense coding where the classical information to be sent will also be encoded
over the qubits formed in a shared EPR pair. Second important thing that is needed to be explored
in field of quantum cryptography is “Quantum Digital Signature”. Another important issue is user
masquerading, i.e. if a user with infinite quantum computations power succeeds to capture a qubit
before the legitimate party and starts participating in the authentication, the user will never be able
to capture them. Hence these issues are needed to be addressed and can be treated as future work
in field of quantum cryptography.
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