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Abstract

Currently, a lot of service providers, provide the users with efficient atomic
web services as per their requirement. But, owing to the increasing value
of automation and complexity of requirements of users, there is a need to
develop complex webs services and provide one stop shops for users. Integra-
tion/composition of two or more web services helps to reduce complexity for
clients, thus increasing usability and providing better opportunities to attain
complex functionalities in a simpler way. Creation and management of com-
posite web services being a complex task in itself has not been sufficiently
researched and discussed in literature so far. But, recently, it has become an
active research topic in the field of web services. Many solutions have been
proposed in this regard; however, they do not address the security of web
services composition management. Furthermore, a lot of uncertainty aspects
exist that could most likely cause hindrance in efficiency of composite web
services delivery like possibility of any involved module to fail. Also, unex-
pected user demand raises can most likely become a reason of depletion of
resources as well as can cause the service capacity and ultimately its perfor-
mance to degrade. In addition to that there is a need to ensure security for all
involved tasks and user/module interactions. Owing to these and many other
security related challenges, this research focuses on these issues and provides
a comprehensive secure framework for web service composition management.
In order to carry out our research, we analyzed CRESCENT, which is a reli-
able framework for management of composite web services. The framework
ensures reliable automated management for all composite web services life
cycle tasks. We identified the security vulnerabilities in CRESCENT with
intent to provide a valuable and feasible solution for the overwhelming se-
curity challenges of this framework. CRESCENT has been proven to be an
effective and reliable composite web service management framework. Our
solution includes addition of security mechanisms into the framework that
will allow the users to avail desired web services in a more sophisticated way
without violation of any of their security requirements. We implemented a
secure session mechanism as proof of concept for the whole framework.
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Chapter 1

Introduction and Motivation

Chapter 1 aims to discuss the overview of composite web services that are
the basic concept of this research. It also intends on providing an overall
purpose of the research, together with the complete organization of this thesis
document. The reason to conduct research in the domain of composite web
services security is described in this section in detail.

1.1 Introduction

Currently, a lot of service providers, provide the users with efficient atomic
web services as per their requirement. But, owing to the increasing value of
automation and complexity of requirements of users in modern world, there
is a need to develop complex webs services and provide one stop shops for
users. Integration/composition of two or more web services helps to reduce
complexity for clients, thus increasing usability and providing better oppor-
tunities to attain complex functionalities in a simpler way. This could lead
to effective automation of business-to-business collaborations. Creation and
management of composite web services being a complex task in itself has not
been sufficiently researched and discussed in literature so far. But, recently,
it has become an active research topic in the field of web services. Many so-
lutions have been proposed in this regard; however, they do not address the
need for a secure management framework for reliable composition of web ser-
vices. Furthermore, a lot of uncertainty aspects exist that could most likely
cause hindrance in efficiency of composite web services delivery like possibil-
ity of any involved module to fail. Also, unexpected user demand raises can
most likely become a reason of depletion of resources as well as can cause
the service capacity and ultimately its performance to degrade. In addition
to that we need to ensure security for all involved tasks and interactions.

1
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No web service composition management framework has been proposed so
far. The mechanisms proposed till now do not focus on management and do
not address security of individual as well as of the composed web services.
Before we discuss our research workflow and our proposed solution, we will
first provide a brief introduction to the domain of this research. This will
help the readers to catch a glimpse of the domain and will aid them in com-
prehending the need for the solution that will be discussed and explained in
the following chapters.

1.1.1 Composite Web services

Introduction

Web services in general could be defined in a variety of ways. But to under-
stand their actual concept we can describe them as a group of loosely coupled
and reusable software modules that perform a certain function. These func-
tionalities are accessible over the internet. The results of these functions
are submitted to users over the internet using standard technologies such as
XML and protocols like SOAP. The web services are usually invoked using a
Uniform Resource Locator (URL) specific to every web service. Composite
web services are a more sophisticated form of web services which are basically
a combination of two or more than two atomic web services. The web ser-
vices are composed using various methods such as orchestration. Composite
web services provide one stop shop for customers who require complex web
services comprising of two or more web services at one single point of time.

Need for composite web services

Atomic web services are being extensively used to utilize various types of
functionalities over the internet. The service providers create and provide
services to users all over the world. The users are able to use them using a
simple URL for any service they require. Although web services have created
a revolution, still in the modern world they are now perceived as a bottle
neck for organizations that need to use web services that are able to cope
with their dynamically changing complex business needs and requirements.
Such organizations cannot rely on a single web service as it may not sat-
isfy changing system requirements in their dynamic systems. To cater this
problem, composite web services are now being used. Composition of web
service provides a inexpensive, effective, and efficient means for providing
complex services through application integration over existing resources of
organizations.
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Limitations

Utilizing web services over the internet provided by third parties is now
considered to be insecure in terms of many users security requirements. Users
have grown more security savvy with passing time and increased awareness.
Users are now stingier than ever regarding security features of anything they
utilize over the network. They need to be aware of the providers credibility
as well the privacy of the information they provide online. Security being the
most desired nonfunctional requirement of the users all over the world is now
one of the major concerns for software, application and framework developers.
It is given a huge amount of importance when it comes to satisfying users
requirements. Management frameworks for composite web services in specific
that have been proposed so far offer no security whatsoever. Therefore,
absence of effective security provisioning overall can be viewed as one of the
limitations in usage of management frameworks for composite web services.

1.2 Motivation

Introducing security features into the dynamic processes like service compo-
sition is a big challenge nowadays. We have done a detailed survey regarding
existing techniques proposed by various authors that cater to the provision-
ing of security features in their solutions. We carried out a comprehensive
literature survey and a comparative analysis of existing/proposed techniques
for overcoming security vulnerabilities with security mechanisms. The lit-
erature review has been discussed in detail in Chapter 2. We found that
researchers have proposed many different security solutions till now based
on requirements of users, service providers and even whole organizations. A
holistic solution that provides a complete secure management framework for
composite web services hasnt been proposed yet. In order to provide users
and organizations with integrated web services for provision of secure sophis-
ticated services, this issue has to be pondered upon. Our motivation is to
provide a secure management framework for management of costumers SLA
and service capacity, discovery of components, together with monitoring, co-
ordination, cancellation and billing management. For the provision of such
features together with a security aspect for ensuring confidentiality, integrity,
availability, mutual authentication, authorization and non-repudiation, we
propose CRESCENT+, a secure reliable framework for durable composite
web services management. For examples, if a customer wants to shop online
using the services of both a shop and a bank. Services of different service
providers need to be integrated, in our case, one from bank and one from any
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shop, from where a customer needs to shop. Web service composers usually
wish to utilize and integrate the shop and bank web services to provide users
with a single point of access to customers that want to purchase items from
a shop. For such integrated services, banks and other organizations will be
required to collaborate.

1.3 Problem Statement

None of the solutions proposed so far is holistic in their approach and does not
cover all the security aspects required for a secure management framework.
Therefore security of management frameworks for composite web services has
not been discussed till now. This research problem is still in its infancy and
mature solutions are not available. Therefore, our research focuses on pro-
viding a secure architecture for CRESCENT which is a durable and reliable
management framework for web service composition.

1.4 Aim and Objective

Our aim for this project is firstly to carry out an extensive and sound lit-
erature survey on vulnerabilities and challenges in web service composition
process related to security aspects. And more particularly, carrying out the
security vulnerability study related to CRESCENT, the reliable management
framework for efficient service composition. To achieve our objective, there
is a need to propose a secure management framework for web service com-
position, which will help customers and service providers to securely avail
and provide online services respectively without facing any threat to their
personal information or data. Customers will be able to avail set of multiple
services from a single access point.

1.5 Research Contributions

CRESCENT, a Reliable Framework for Durable Composite Web Services
Management, has been proven to be an effective and reliable composite web
service management framework. In order to carry out our research, we will
analyze CRESCENT. This framework ensures reliable automated manage-
ment for all composite web services life cycle tasks. The security vulnerabil-
ities in CRESCENT have not been discussed so far. This research project
is intended to provide a valuable and feasible solution for the overwhelming
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security challenges of this framework.
This research project will provide:

1. A thorough and broad literature survey of existing security solutions
for composite webs services to analyze security research challenges be-
ing faced in implementation and management of secure composite web
services on internet. Chapter 2 will discuss in detail the solutions for
secure composition of web services. It will also include the analysis for
analyzing their shortcomings.

2. Detailed analysis of security requirements of CRESCENT using STRIDE
methodology. The methodology will help to analyze vulnerabilities of
CRESCENT and also will provide a guide map regarding the features
to be incorporated that will provide security to the framework. The
detailed vulnerability assessment will be discussed in Chapter 3 of this
thesis document.

3. The above two will lead to proposing a reliable and secure composite
web services management framework named CRESCECNT+. Our so-
lution will involve incorporation of security mechanisms into the frame-
work. The users will be able to use desired web services in a more so-
phisticated way without violation of any of their security requirements.

Major advantages of the proposed framework are:

• Framework will promote importance of security in management of com-
posite web services. It will highly encourage service providers all over
the internet to carry out revolutionary research in the security aspect
of composite webs services management frameworks, as no significant
work has been done in this regard, so it is a very talked-about research
topic in the field of cloud computing, e-shopping, e-banking, web ser-
vices and composite web services.

• Provisioning of secure reliable services at one point to customers.

• Service Providers can also then mange the secure composition of web
services more effectively and efficiently.

For our research, we have used a combination of various research meth-
ods and followed the resulting methodology for addressing the domain of
secure management of composite web services. The methodology comprises
of a systematic and critical approach for analysis of existing solutions pro-
posed in regard to composite web services security. Also, we have thoroughly
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Figure 1.1: Research Methodology of the Research Work

analyzed CRESCENT, to formulate a secure composite web services man-
agement framework through threat modeling and designing attack trees for
fund vulnerabilities.
The methodology followed in this research is shown in the following Figure 1.1

1. Define Problem Area:
Our research incudes in depth survey on current technologies of web
services and their composition. Based on the survey, we figured out
a number of requirements of advanced field of composite web services,
most important being the security in this regard.

2. Review Existing Literature:
In our research, we have analyzed existing solutions and identified their
shortcoming through comprehensive analysis

3. Formulate Problem Statement:
Through detailed analysis in the previous phase, we were able to iden-
tify the need of a holistic web service composition management frame-
work that still fails to exit.

4. Threat Modeling of CRESCENT:
As a next step, we chose CRESCENT based on it holistic approach
regarding provisioning of a complete framework for reliable web ser-
vice composition. It catered for significant number of nonfunctional
requirement of user in an efficient way. We used STRIDE as the threat
modeling technique for identifying security issues with the framework
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to specifically understand the design of the solution that we were to
propose in the next step.

5. Proposing CRESCENT+:
After identifying the vulnerabilities, we added security modules to cater
for the issues and propose a secure framework as a result, CRES-
CENT+.

6. Formal Experiments and Evaluation:
We then performed a number of experiments on the solution proposed
and found out from the results that, the solution does enhance the
security as well as reliability of the original framework.

7. Project Implementation and Validation:
Later, as a next step of our research, we implemented one of the ma-
jor starting point of our framework as a solution on small scale and
validated it.

1.6 Thesis Organization

The thesis document has been divided into well-organized chapters that will
be easy to follow and read through. Every chapter pertains to important
aspects of the research work.

Chapter 1 Introduction and Motivation
In this chapter, we have discussed an overview of basic concept of our re-
search which is composite web services. This also provides the purpose, aim
and objectives of the research work that was carried out.

Chapter 2 Background and Literature Review
This chapter includes a detailed literature survey of the different techniques,
models and solutions that have been proposed so far for provisioning of se-
cure composite web services to users. This also includes an analysis of the
mentioned solutions and highlights the aspects that are deemed important
from security perspective.

Chapter 3 CRESCENT
This chapter includes introduction to an existing composite web services
management framework that has been selected for performing security re-
quirement analysis to propose a thorough and secure composite management
framework by identifying its security vulnerabilities. We have also discussed
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the technique that we had used to identify various security vulnerabilities of
the CRESCENT framework. We have used STRIDE, a model for thorough
vulnerability assessment of the framework for identifying a number of threats
categories. These categories were then visualized using attack trees that pro-
vided insight regarding possible exploitation of the framework by malicious
entities.

Chapter 4 Design nd Evaluation of Proposed Solution
Chapter 5 includes complete description of the solution that has been pro-
posed, CRESCENT+. The security issues analyzed in the previous chapter
through threat modeling and their visualization been done through attack
trees, were catered for using various security modules. Each security module
handles a different security feature employing a specific security mechanism.
Execution flow of each security module with respect to CRESCENT has
been described. Later, we have also added the whole workflow of the CRES-
CENT+ framework for service delivery.After the description of workflow, we
have evaluated the addition of security modules with respect to the previously
mentioned threats and vulnerabilities of the framework. The functionalities
offered by security modules effectively cater to the identified security require-
ments of the framework.

Chapter 5 Design and Implementation
This chapter includes implementation details of the research work together
with the discussion regarding benefits achieved. The implementation presents
proof of concept for one of the security aspects for the CRESCENT frame-
work, that is user/module registration (Authentication),logging in and secure
service utilization. The technologies used have been discussed.

Chapter 6 Conclusion
In chapter 6, this thesis document is concluded by stating the overall prob-
lem, objectives achieved and contributions made through this research work
and possible future directions that could be considered for any future work.



Chapter 2

Background and Literature
Review

Chapter 2 discusses the literature survey carried out for identifying the re-
search problem as well as the security features that need to be adopted by
current solutions for effective and secure web service composition. The chap-
ter discusses in details the solutions that have already been proposed. It also
provides an analysis of these solutions together with their comparison that
highlights their limitations and shortcomings with reference to the security
features defined at the start of the chapter.

2.1 Background

The increase in number of web services, as the easily accessible programs over
the internet and the emergence of semantic web, both have together enabled
assembling of complex web services and their delivery over the internet. A
durable composite web service can be regarded as a web service that helps
to realize a process that involves a number of component web services for
various functionalities. Such web services have long life time and customers
are likely to trust them more for their functions. Any service that is created
should always fulfill customers SLAs no matter what. Although ensuring
SLAs when the composite web service is using unreliable components is a
very challenging task. As the components are likely to perform unexpectedly
and give unexpected results any time during their usage. Also, this may
result into component failure that may cause the failure of composite web
service itself. Such failures may be caused due to physical problems or else
SLA violations, or computational errors.

9
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Literature review reveals that, failure of a composite web service might be
caused due to the Byzantine failures of its components web services (Lam-
port et al., 1982). Similarly, whole delivery process could be compromised
in case of failure of any sub module specifically ones related to service man-
agement. Also, the demand of customers for composite web services may
exceed above defined limits and lead to depletion of resources (Ghosh and
Naik, 2012), eventually causing customers to wait longer and eventually los-
ing their trust in durability and efficiency of the service provider. All these
factors are involved in posing business risks of high level. The composite web
service providers therefore carefully maintain and manage their provided ser-
vices and ensure that the terms mentioned in SLAs of customers, are met
properly and as per their desire.
Presently, service providers try to manage such risks manually. For example,
in case a component web service is affected or fails, the service providers re-
place them with alternates or enhance the capacity of their system based on
the highest/worst possible scenario of user demands. Managing such service
requirements and handling failure possibilities and evading them is definitely
a costly and time consuming process. In this light, we present that, we need
to use a service management system to handle such business risks. This
system should be able to satisfy customers’ SLAs and provides support for
delivery of durable composite web services through provisioning of following
features:

1. Byzantine Fault Tolerance BFT Delivery even in case of compo-
nent failures

2. Automated Capacity Management in case of demands spikes dur-
ing various time frames

3. Automated Coordination between different components for relia-
bility and correctness of results and Execution.

4. Automated Task Recovery from possible failures of invoked com-
ponents as well as modules

5. Automated SLA Management and workflow customization for cus-
tomers

6. Automated Dynamic Adaptive Composition as per users require-
ments and SLAs without any violation.

7. Automated Components Discovery for sake of usage in composi-
tion plans for creation of composite web services
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8. Automated Cancellation Management of users, components as
well as billing

9. Billing Management through automatic bill creation, based on poli-
cies in SLAs and agreements

10. Automated Security Management to help avoid threats like con-
fidentiality, integrity, privacy, availability, authentication, authoriza-
tion etc. which are a major concern to deal with. Especially, existing
standards such as WS-Security do not address service composition in
particular and mainly focused on atomic web services

Unfortunately, we were unable to find any existing work that proposes/
presents a durable delivery system for composite web services that fulfils
all the above mentioned mandatory requirements. The existing work is fo-
cusing on Byzantine Fault tolerance for atomic web services such as (Zhao,
2007a) (Pallemulle et al., 2008) , (Castro et al., 2003) , (Merideth et al.,
2005). However, there exists some work that addresses the issue of fault
tolerance in composite web services management such as (Zhao and Zhang,
2008) , (She et al., 2008) , (Liu et al., 2010) Work in (Zhao and Zhang,
2008) focuses on coordination Byzantine fault tolerance between the compo-
nents but ignored individual components fault tolerance at all. Also, work
(She et al., 2008) , (Liu et al., 2010) focused just on components fault toler-
ance without supporting Byzantine faults tolerance. Thus, we can conclude
that no existing work supports Byzantine (or even normal) fault tolerance
for both components and coordination modules, which we consider to be an
important requirement for reliable composite web services delivery process.
Therefore, in (Elgedawy, 2014) author proposed CRESCENT; a BFT man-
agement framework for durable composite web services. CRESCENT has all
the features discussed above; except the security management requirement.
Hence, it lacks the security considerations such as authentication, autho-
rization, availability, confidentiality, integrity and non-repudiation. There is
need for incorporating security requirements in design and implementation
of the framework for enhancing its usability in security critical environment,
such as encryption, for secure access of SLAs and workflows for creation of
reliable composition plans for realizing the web service requests. The stor-
age pools containing the SLAs, workflows and components could be accessed
and altered by any unauthorized user. Security mechanisms such as hashes
and encryption are required, to ensure no such violation occurs. Thus, the
proposed framework CRESCENT+ provides a secure and effective way to
create and manage composite web services in dynamic internet systems such
as cloud. This ensures effective provisioning of services to the customers.
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2.2 Literature review

The field of web engineering has grown a lot in the past decade. It gained wide
acceptance as a platform for sharing data. And it therefore led the scientists
to develop high quality web applications using various sophisticated tools
and scientific principles increasing number of researchers are focusing their
research to web technologies and their usage to develop, deploy and maintain
web applications. Usually, a sound process is required for the development
of a web application which has been a great motivation for developers for
finding and recreating new methodologies and tools for specific purposes.
Web service is a promising distributed service-oriented technology that pro-
vides distributed services on request and effective automation of business to
business associations. It can be bound and interactively requested for service
over the internet. Web services are built over XML standards like Web Ser-
vice Description Language (WSDL), Simple Object Access Protocol (SOAP)
and Universal Description, Discovery and Integration (UDDI). Although a
single web service can be of value, combining web services into compos-
ite web service can bring more value and service. Components involved in
web service composition remain physically separated and it is determined
which component to call and in what order. This Service Oriented Architec-
ture (SOA) technology allows automated interactions of distributed diverse
kinds of applications and is a substitute for hard coding such applications.
For composition of web services, technologies or languages like BPEL4WS,
BPML, and WSBPEL have been proposed. BPEL is evolving as a declara-
tive standard and describes business processes on the basis of interacting web
services. BPEL4WS used for composition f web services, that is, it generates
complex processes by creating and wiring together different operations which
can call web services and modify or use data, or stop the process. Despite
many benefits provided by web service composition, security threats like con-
fidentiality, integrity, privacy, availability, authentication, authorization etc.
are a concern to deal with. To address SOA security requirements, several
specifications are there: WS-Security, WS-Addressing, WS-Policy, SAML,
WS-Security Policy etc. The aim of this research project is to carry out an
extensive literature survey related to security aspect in web service compo-
sition and management, its potential security requirements, vulnerabilities,
threats it faces, key challenges and mechanism to make it secure for providing
a secure solution for composing web services. Introducing security features
into the dynamic processes like service composition is one of the challenging
tasks nowadays. Researchers have proposed many different security solutions
till now based on requirements of users, service providers and even whole or-
ganizations.
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This literature survey includes various approaches that have been proposed.
One of them focuses on formulation of security policy for composite web
services. This work by far only focuses on ensuring consistency between
the atomic and composite web service policies. No security aspects have
been considered. Some work has also been done related to access control
models, for securing the sensitive data of users in cross-domain services com-
position. An architectural framework for academic institutions has been
proposed with an aim to provide secure composite web services using multi-
level security concept. A number of security features have been provided,
but the framework primarily focuses on authorization and authentication
with no attention to secure communication, or integrity of data at rest and
in transit, thus vulnerable to a number of threats. Another framework has
been presented to ensure secure decentralized execution of composite web
services. The framework can provably provide certain security features but
lacks important features such as authorization and non-repudiation. In addi-
tion to these frameworks, security models addressing security issues of both
customers and service providers have been proposed. None of the solutions
is holistic in their approach and does not cover all the security aspects re-
quired for a secure management framework. A comparative analysis of exist-
ing/proposed techniques for overcoming security vulnerabilities with security
mechanisms have been carried out to propose a secure architecture for CRES-
CENT framework. It has been found that no management frameworks for
composite web services have been proposed so far. Therefore security of
management frameworks for composite web services has not been discussed
till now. This research problem is still in its infancy and mature solutions
are not available.
In the following sub section of this chapter, we present a survey of differ-
ent architecture frameworks proposed by different researchers in the domain.
The purpose of this survey is to state our findings and summarize the security
features being provided by proposed solutions of different researchers. The
literature we surveyed addressed different problems like rules and security
constraints to consider when composing web services, making the composi-
tion of web services privacy aware, making use of aspects while composition,
providing QoS while composition, providing multi-level security.

2.2.1 Security of Composite Web Services

Although, considerable amount of research work has already been carried
out in enhancing the security of composite web services, no holistic solution
has been proposed or implemented yet to improve the security of composite
web service management. Although there exists voluminous literature on
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improving the web services quality and also some work has been carried out
in their security but research is still to be performed in providing reliable and
secure web service management frameworks. Below, we have discussed and
analysed the security of composite web services and the solutions that have
been presented so far in the respected domain. Table 2.1 shows the findings
of our analysis based on important security requirements for composite web
services.

There are no clearly established rules for composition of policies in com-
posite as well as atomic web services without inconsistencies. Work has
been done to check policy inconsistencies (Tziviskou and Di Nitto, 2007) ,
(Lee et al., 2006) but still they do not address the need of policy compo-
sition rules for arbitrary composite processes. Fumiko et al. (Satoh and
Tokuda, 2011) propose a framework that provides a semi-automatic method
for formulating a security policy of the composite service by defining the
process-independent policy composition rules for ensuring consistency among
composite and atomic policies. The rules help in defining composite policy
for Message Protection and Access Control. The major advantage of the ap-
proach is that policy consistency rule is independent of any particular com-
posite processes but majorly focuses on policy composition for composite
web services and no other security feature. Numbers of access control mod-
els have been proposed for atomic web services (Coetzee and Eloff, 2004)
, (Goettelmann et al., 2013). Yan et al. (feng YAN et al., 2013)propose
the mechanism, privacy-aware role based access control model for Web ser-
vices composition (WSC-PRBAC), for securing the sensitive data of users in
cross-domain services composition. The mechanism uses the existing RBAC
systems with added privacy related entity, thus specializing in privacy en-
forcement. The paper only focuses on privacy provision and no other se-
curity feature in particular. Sathiaseelan (Sathiaseelan, 2013) proposed an
architectural framework for academic institutions with an aim to provide se-
cure composite web services using multi-level security concept. Number of
security features such as authentication, data confidentiality, data integrity
and authorization is provided using multi-level security. The framework pri-
marily focuses on authorization and authentication with no attention to be
paid on secure communication. The framework claims to provide multilevel
security however, significantly lacks in covering the original concept of multi-
level security. Also proposed framework is just a concept and its full-fledge
implementation is completely missing. Additionally, the framework also fails
to support integrity and confidentiality of data at rest and in-transit. Akin
to Sathiaseelan (Sathiaseelan, 2013), Joachim et al. (Biskup et al., 2007) also
presented a framework in order to ensure secure decentralized execution of
composite web services. The framework is extensive enough to support fun-
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damental security features such as authentication, message protection and in-
tegrity but lacks to fulfil requirements of authorization and non-repudiation.
Wei She et al. (She et al., 2008) extended the basic security model by in-
troducing the delegation and pass on policies in composite web services. A
secure interaction and information flow control is established via access con-
trol. Same as others, this model is limited only to access control and is
not intended to involve security features such as authentication, confiden-
tiality and secure communication. A service supervision system has been
introduced by Masahiro et al. (Tanaka et al., 2009) that controls the exe-
cution of composite web services in an open environment. The security of
framework, however, did not highlight access control issues as well as the
security policies of the users have not been taken into account. Charfi et
al. (Charfi and Mezini, 2005) in their work regarding securing of BPEL,
also discussed the security policies of the interacting partners which are duly
checked at deployment time. The mechanism secures the BPEL composi-
tions using WS-Security and WS-Policy and discusses the BPEL activities
(invoke, receive and reply) in the context of confidentiality, authorization,
authentication and integrity along with the integration of security-related
properties in BPEL specification. Although, the above framework provides a
number of security features, but still fails to address the fault tolerance of its
components framework as well as of composite web services. Carminati at al.
(Carminati et al., 2005) discusses the security concerns of composite web ser-
vices by considering both web services provider (web services) and requestor.
A security model based on web services standards, has been proposed to rep-
resent security constraints. The proposed model is formulated into brokered
architecture whose one component is responsible for matching the compati-
bility of web services with security constraints. This work has been further
extended by Cariminati et al. in (Carminati et al., 2006), where they pre-
sented Security Vocabulary/Ontology to model security information related
to web services after the investigation of security constraints in webs service
composition. They used Web Ontology Language (OWL) (van Harmelen
et al., 2003) to describe the security constraints and capabilities of web ser-
vices. WS-Agreement (Andrieux et al., 2007) have been particularly used to
model the security constraints and capabilities of web services. These ap-
proaches however do not discuss management of web service composition or
the byzantine fault tolerance. Biskup (Biskup et al., 2007) et al. propose a
framework for the secure execution of composite web services. The frame-
work consists of different layers, which ensure the authenticity, confidentiality
and integrity requirements. The access control is provided by restricting the
web services to access the information only on need to know basis. Confi-
dentiality and authenticity is enforced through symmetric and asymmetric
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cryptography and digital signatures. This framework however, does not ad-
dress the creation and management of customers’ SLAs which are important
for realizing the appropriate service, as per customer’s request. Goettelmann
et al. (Goettelmann et al., 2013) proposed an approach to securely deploy
business processes in hybrid Cloud environment in order to ensure protection
of data. The proposed approach uses the partitioning technique, fragmenting
the centralized process, to fulfil security requirement and communication cost
optimization. Karimi et al. (Karimi and Babamir, 2010) focus on security
and QoS issues in web services composition. They proposed a brokered archi-
tecture for composition of web services based on the specified security related
constraints. Two major non-functional properties, security constraints and
QoS attributes, have been discussed that have a great impact on web ser-
vice composition. The main purpose of proposing this mechanism is to help
brokers in composing web services according to the security requirements of
web service requestors as well as the providers, after filtering them by their
QoS properties. In (Hutter and Volkamer, 2006), Hutter et al. have added
a security type’ with sensitive data being used by services to ensure access
control and to prevent unauthorized access by any service. This increases the
confidentiality as well as integrity of the personal information. However, the
pro-active agents dynamically compute the data for performing the task of
delivery of service at run time. The security policy of customer helps the web
service and guides it on how to use the provided data when interacting with
other web services. It is ensured that the execution of request doesn’t violate
any security policy. The proposed approach results in ensuring the confiden-
tiality and integrity of personal customer information over the internet. The
Souza et al. in (Souza et al., 2009) identify a collection of security require-
ments of service composition and present an approach called Sec-MoSC to
incorporate the requirements into security mechanisms. The important se-
curity requirements include data encryption, authentication of web services,
event logging etc. The major advantage of this approach is that it is easily
extensible. Existing solutions on the security of service compositions focus on
a particular aspect such as incorporation of security requirements into busi-
ness processes (Coetzee and Eloff, 2004) , (Koshutanski and Massacci, 2004)
, (Joshi et al., 2001) or enforcement of security during execution (Coetzee
and Eloff, 2004) , (GRANT and INTELLECTUAL, 2002). There are also
few techniques that defines the authorization architectures (Bhatti et al.,
2005) , (Koshutanski and Massacci, 2004), whereas few approaches deals
with the capability-based access control (Charfi and Mezini, 2005) for com-
posite web services. Other proposals in the area of composite web services
address the matching of security constraints/requirements of composed web
service environment with the security capability of individual web service.
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However, none of them deals with the problem addressed by this research,
that is, formulating a threat model for composite web services management
system; CRESCENT; and providing a framework which deals with the fun-
damental security features of authenticity, confidentiality, authorization and
secure execution of all components of system. There is also little work in the
identification of threats and requirements for composite web services, yet re-
search and development needs to be performed for web services management
systems and frameworks.

Research Findings and Analysis :

We have analyzed various techniques that have been proposed for provid-
ing security to composite web services. The objective of our analysis is to
compare these techniques based on the criterion of core security features,
shown in Table 2.1. This comparison can assist service providers in se-
lecting the most appropriate technique for security of their composite webs
services based on their security requirements. We have found that most of
the proposed security solutions do not offer support to all the essential se-
curity features that composite web services require for secure execution and
the ones that do, have their own weaknesses. None of the discussed tech-
niques heuristically covers all the security features. Table 2.1 provides a
brief overview of the reviewed approaches and important security features
they offer. The analysis of differences in the techniques and offered security
features is presented in the following table, where, “Yes” depicts the feature
that a technique provides while “No” shows the unavailability of that fea-
ture in a particular technique. (Carminati et al., 2005) discussed above is
not compared with other architectures because it does not provide security
rather focuses on security constraints which are considered while composing
web services.
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Chapter 3

CRESCENT

In this chapter we have discussed CRESCENT framework that we have cho-
sen for our research. The functionalities are discussed in detail. We have also
discussed the reason for choosing CRESCENT over other frameworks based
on the features that CRESCENT provides for reliable and efficient composite
web service management. Later, we have identified a number of security re-
quirements of CRESCENT as it does not provide any security feature together
with reliable service delivery.

3.1 Introduction:

Customers and composite service providers together define the user specific
SLAs as a part of the contract of service, which includes different contractual
requirements such as the required workflows, pricing, availability, actions to
be performed when violations occur, endured penalties, etc. (Dan et al.,
2004) , (Yu et al., 2008) , (Charfi et al., 2008). Such service contract is
observed by one or more of the involved parties, and in some cases services
from third-parties are also taken for this purpose. CRESCENT enables com-
posite web services providers to automatically deliver their services without
violating the required SLAs. CRESCENT has many unique features that
differentiate it from existing solutions such as:

• In order to provide differentiated levels of service for customers, various
types of workflows as required are defined and supported by CRES-
CENT.

• It also supports flexible and individualized automated SLA manage-
ment, as SLAs are defined in a machine-understandable format. This is
accomplished by extending the Web Service Level Agreement (WSLA)

19
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language (Keller and Ludwig, 2003) which was initially aimed at atomic
services.

• It dynamically realizes the required workflows using serial and/or par-
allel provisioning plans by finding the suitable component services that
realize the required workflows via an adaptive composer module that
finds the best composition plan for the SLA. This is done with the help
of a service discovery module and a capacity planner module. Once the
composition plan is finalized, the dispatcher module invokes the chosen
components according to the required workflows. SLA and component
monitors check for SLA violations, if such violations are found, the dis-
patcher automatically stops the execution, and resubmits the requests
to the adaptive composer to look for alternate composition plans.

• It ensures Byzantine fault tolerance for delivery of composite web ser-
vice by combining two protocols named quorum-based and state-machine-
based BFT protocols. The quorum based BFT protocol ensures reli-
ability of components execution, while the state-machine-based BFT
protocol ensures reliability of delivery modules. CRESCENT ensures
components redundancy via components parallel provisioning unlike
many other approaches that do it via component replication. That for
every task in the required workflows, a group of components will be in-
voked in parallel to realize the task. We define such a group of parallel
components as a component cluster.

• It dynamically creates multiple component clusters for the same task
when the demand over the composite web service is high, to avoid
performance degradation.

• Dynamic composite web service capacity is managed by combining
two approaches namely predictive and provisioning, in order to han-
dle delivery requirements at different time-scale. This is done using
a component pool that contains all verified and testing components.
CRESCENT always ensures having enough working components in the
pool using the discovery module. The components are intermittently
checked and tested to make sure that they are valid.

3.1.1 CRESCENT Modules:

Figure 3.1 depicts the main modules of the CRESCENT framework and their
interactions. More details about CRESCENT could be found in (Elgedawy,
2014), however we summarize its main modules as follows:
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Figure 3.1: The Architecture of CRESCENT - A BFT Framework for Com-
posite Web services Management

SLA Manager:

SLA manager communicates with customers and assist them to create their
required SLAs, which could be made from scratch or else previously specified
and stored SLAs could also be used. The customer is just required to add
a reference to specific existing SLA in the submitted request. The manager
further associates the SLAs with required workflows as per their priorities.

SLA Pool:

SLA pool contains all of the created SLAs for the customers. Customers
can always choose SLAs of their own choice from already existing ones or
else create new variants. This facility helps the customers by simplifying the
request submitting process for the composite web service, as the customers
could just simply refer to unique SLA ID of the SLA they want to add the
reference to in their request. Thus, customers are not required to provide
same SLAs over and over again for any service request.

Demand Flow Controller (DFC):

This module is in charge of directly communicating and receiving service
requests from the customers. It also keeps track of the resubmitted requests
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in case of failures. As soon as failure threshold is reached for a certain request,
a new next in priority workflow is associated with the request. Also, a failure
count is maintained. This count then helps in creation of demand statistics
that are later provided to capacity planner. If a all workflows are assigned
and tried and failed, then DFC reports request failure. DFC receives the
requests and prioritizes them based on SLAs and associates each request
with the workflow of highest priority from the workflow pool. These requests
are then forwarded to Adaptive Composer for searching suitable components
for realizing the workflow.

Workflows Pool:

Workflow pool contains all the workflow that are creates by service providers
against the services to be provided to the customers. Workflow pool manager
manages the workflow pool and adds/deletes/updates a workflow whenever
contacted to do so.

Adaptive Composer (AC):

The requests received from DFC are processed by Adaptive composer in a
prioritized FIFO manner. Against every request, it creates a composition
plan. The plan is then submitted to Dispatcher in the form of a BPEL
script. The components are found and retrieved from components pool, for
which components pool manager is contacted. If the required components
for the plan are not found in the components pool, workflow of next in line
priority is chosen for realization. The components are chosen based on pre-
defined algorithm such as round robin, most recent, lest cost, etc. The logs
of adopted composition plans are being maintained. In case a cancellation
request is issued by the user, the log f specific plan is forwarded to dispatcher
to issue its cancellation orders.

Components Pool:

It contains all the components that are discovered by Components Discovery
Manager for sake of composition plan realization. Components are sorted
and numbered based on workflows associated. This pool is managed by
Components Pool Manager and therefore can update add/delete components
as per requirements and demand. The manager is also capable of deleting
any component that is found violating any customer SLA. If components are
not enough at any time, discovery request for new components is send to
Components Discovery Manager.
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Capacity Planner:

This module receives demand statistics from DFC and ensures that capac-
ity of framework is up to date and framework has enough components in
components pool to handle incoming customer requests. Based on received
statistics, it runs different forecast predication algorithms to figure out the
required capacity to ensure appropriate number of components is always
present in the pool. IF more components are needed, CDM is contacted.

Components Discovery Manager:

To realize tasks specified by workflows, CDM is responsible for finding new
components from various internal and external registries. If components are
not found, then components of next appropriate workflow in line are searched.

Components Monitor:

Based on defined business rules, components are constantly monitored on reg-
ular and on-demand basis. All information related to workflows is provided
to Components Pool Manager to update the information of the components
in the pool.

Dispatcher:

It is the orchestrator, coordinator, and initiator for the composition plan
execution. It executes the composition plan provided in the form of BPEL
script. In case of failed execution, request for service is resubmitted, this
time framework checks for next best workflow and components. In case of
cancellation, dispatcher sends request to cancellation manager and billing
manager to ensure proper cancellation and compensation actions.

Cancellation Manager:

It is responsible for cancellation of resubmitted requests in case a customer
desires to cancel the request. Also, proper billing adjustments are also en-
sured.

Billing Manager:

It is responsible for generating users bills and make sure payments have been
made according to their SLAs and other important constraints. It is also
responsible for paying the component providers of the services according to



CHAPTER 3. CRESCENT 24

their SLAs. To know which components have been consumed, it communi-
cates with Dispatcher and cancellation manager for updated information.

Output Controller:

It is responsible for providing the customers with the generated composite
service responses. It also prioritizes responses based on the customers SLAs.

3.2 CRESCENT against Existing Approaches:

The major feature provided by CRESCENT is Byzantine fault tolerance.
Many solutions exist that provide BFT one way or another but lack in de-
livering accompanying features for efficient and reliable service composition.
Some of the research work (such as BFT-WS (Zhao, 2007b), PERPET-
UAL (Pallemulle et al., 2008), BASE (Castro et al., 2003), and THEMA
(Merideth et al., 2005)) focuses on providing BFT for only atomic web ser-
vices while others, that are very few (such as (Zhao, 2007a) (Onditi et al.,
2008), and FACTS (Liu et al., 2010) discuss problems with respect to com-
posite web services.
In general terms, all of the mentioned approaches vary in various aspects such
as design, model and component replication management. It is important
to ensure that components of the framework are replicated often to provide
constant support of dynamic web service composition. The BFT approaches
used for atomic web services cannot be utilized for composite web services as
web service composition requires other major features such as coordination,
recovery, monitoring, logging and isolation of faults and errors.
In contrast to previously proposed solutions CRESCENT provides a num-
ber of advantages which include isolation of composite service logic from its
execution, as well as efficient management of errors and faults. It also pro-
vides support for request resubmission in case of failures. Other differences
are shown in Table 3.1 that shows a comparison between CRESCENT and
major existing approaches (Elgedawy, 2014).

Out of all discussed solution, no approach fulfils the requirements for re-
liable and efficient delivery of composite web services. However, only CRES-
CENT managed to fulfill all the requirements except security. This is why, we
are extending CRESCENT in this research work and propose CRESCENT+
framework, to overcome such problem.
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3.3 Security Requirements for CRESCENT:

CRESCENT is a purely management framework for composite web services
that has not highlighted security features such as confidentiality, integrity,
authentication, authorization etc. We have identified several security require-
ments for securing the data, resources and services that are being provided
by the framework. These security requirements worked as a drive for the
solution that we have presented in this thesis work.

3.3.1 Mutual authentication:

The modules of the framework need to mutually authenticate with each other
during their interactions. This is required so that it is ensured that only au-
thenticated modules could interact and access the critical or sensitive infor-
mation from the relevant modules. For-example, the Workflow Pool Manager
needs to be authenticated before performing actions such as Workflow Ad-
dition or Deletion from the Pool. Also, the user making request must be
authenticated against his specific SLA at the time of request analysis by
the Demand Flow Controller or the SLA Manager. This mutual authentica-
tion will help in preventing spoofing and masquerading attacks on framework
modules as well as customers.

3.3.2 Confidentiality:

Confidentiality involves securing data at rest as well as the data being shared
during the communications. The data being exchanged among modules as
well as between the customer and the system must be secured and disclosed
only to the modules that have to perform certain functions in delivering
the service. Customers expect guarantees with respect to security of their
data. If the modules like Adaptive Composer, are hosted on different servers,
then the messages exchanged between modules over the network should be
secure. Secure data communication ensures protection against external at-
tempts of spoofing of the critical information regarding service composition
and delivery. In case of shared server, no such attempt of securing inter
module communication is required. Similarly, data at rest such as SLAs in
SLA Pool, workflows in Workflow Pool need to be secured using encryption
mechanisms for preventing unauthorized or illegal access to critical resources.
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3.3.3 Authorization:

Service providers that are responsible for providing the composite web ser-
vices should make sure that only concerned users and modules are able to
access the relevant data being stored in pools i.e. Components Pool, Work-
flow Pool and SLA Pool. The access control mechanisms need to be used for
ensuring authorized access to data.

3.3.4 Security Features Customization:

Customers must be allowed to specify security constraints of their choice at
the time of SLA creation, which are later checked at various points in delivery
mechanism for preventing violation at all stages. The security requirements
imposed by the SLAs must be satisfied when the composite web service is
being delivered by the service provider.

3.3.5 Data Integrity:

The data stored in the system i.e. SLAs, Workflows and Components is prone
to misuse or alteration by unauthorized users so it must be checked against
corruption at the time of Workflow or Composition Plan creation. These re-
sources are managed by corresponding manager modules in the framework.
Absence of authentication prior to any managing activity, may lead to alter-
ation of the components, workflows or SLAs within the pools, by an unau-
thorized entity. Data therefore needs to be secured using either encryption
or hashing techniques, such as SHA or MD5.

3.3.6 Non repudiation:

The modules need to be monitored for efficient service delivery. For that,
it must be ensured that an action or a request was actually made by a
specific user or an authorized module. For example, the service consumer
that makes the request for a service at any time could be held accountable in
case, he denies sending the request. Similarly, the addition and deletion of
components from Components Pool by the Component Pool Manager needs
to be tracked for auditing purposes in case of failures or unavailability of
components in the Components Pool at the time of service composition.

3.3.7 Components Security Capability Monitoring:

The components discovered and stored for creating workflows against re-
quested services need to be certified by a trusted third party and authenti-
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cated to ensure their reliable and secure behavior. In case of any alteration
in component behavior, it must be certified again or else replaced by any
other component with the similar functionality.

3.3.8 Auditing:

All the operations being performed by the modules for realizing a service
must be logged for future reference to specific workflow or a composite web
service. This feature can also help in evidence provision in case of any mali-
cious attempt by an adversary. For example, if a module gets compromised
i.e., module spoofing, leading to occurrence of some malicious activity by a
module that violates any of the SLAs or security constraints. Such activities
if properly logged, can help gather evidence against the adversary as well as
keep a check on system activities on the fly, preventing serious damage due
to negligence or ignorance.

3.3.9 Availability:

The service composition framework requires constant availability of CRES-
CENT modules, for example, for workflow and composition plan creation.
Demand Flow Controller statistically calculates the demands of users and
conveys them to the Capacity Planner. The algorithms must be authen-
ticated to ensure minimum calculation and estimation errors, which could
possibly result in lack of availability of the system at critical times. This
feature will help in minimizing the failures reported due to component un-
availability that tarnish the repute of the service provider.
Security requirements having being defined for CRESCENT framework, we
will now look at how and at what entry points, the framework is vulnerable
to security breaches or threats, using threat modeling.

3.4 Threat Modeling of CRESCENT:

Security features at the time of system development are not usually given
prime importance and are treated as non-functional requirements. Whenever
a certain system is developed, security features are generally incorporated
during the design phase and security is provided as a built-in feature. Or
else, these features are not addressed up front at the design phase but are
later weaved into the system i.e., retrofitted. The systems then, prior to
deployment, are tested from security perspective using attack data and cor-
responding test cases. In our case, we have presented a security solution for
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existing management framework, CRESCENT. We have done this by first
identifying the security requirements in the framework, as discussed in the
previous chapter. These requirements led us to identifying the threats that an
adversary poses on the CRESCENT framework. We have analyzed the pos-
sible security loopholes that make the framework vulnerable to many attacks
resulting in security violations and possibly, a system breakdown. We later
identified the possible threats based on vulnerabilities analyzed beforehand,
using threat modeling technique. Threat modeling is a methodology that is
used by software developers and researchers to help them find, evaluate and
document the threats and corresponding attacks, vulnerabilities the attacks
target, and countermeasures that could be taken to patch those vulnerabil-
ities to avoid targeted attacks and ultimately minimize the threats (Bertino
et al., 2010). Minimizing the security risks to the engineering solutions is
one of the primary goals of threat modeling technique.

3.4.1 Vulnerability Assessment:

A set of indications, vulnerability categories, are defined for aiding in iden-
tification of threats corresponding to specific vulnerabilities in any system/
framework. These vulnerability categories indicate all the possible vulnera-
bility exploitations that could result due to lack of implementation of corre-
sponding security functions. In Table , we have shown a set of vulnerabilities
in our framework and corresponding threat lists, identified for modules within
the framework. The set is based on vulnerability categories for web services,
defined by Microsoft (Bertino et al., 2010).

The vulnerabilities in the CRESCENT framework as per Table 3.2and the
possible threats resulting in case of their exploitation are explained below.

1. Input Validation: Web based systems are generally prone to attacks
that involve bad or malicious input from the user. Depending on the
security level that has been implemented in the system, the users are
mostly capable of manipulating system resources, i.e., viewing, creat-
ing, deleting or changing, using well-known attacks such as SQL in-
jection, buffer overflow as well as cross-site-scripting. In CRESCENT,
the Demand Flow Controller module, receiving all the incoming user
requests is prone to such attempts by an attacker.

2. Authentication: Users require credentials to authenticate themselves
with a system, and access the services. This is possible if they are
already registered and their identity is part of the system. This stored
identity is cross checked every time the user desires to avail services of
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the system. These credentials if stolen by the adversary, could lead to
system compromise. This can be done, using network eavesdropping,
if the credentials being processed for identification are not encrypted.
The modules in CRESCENT do not carry out mutual authentication
before working on any request they receive. This could lead to replay
attacks, brute force attacks as well as credential theft through network
eavesdropping.

3. Authorization: Authorization mechanisms are implemented in the
system to allow only the authorized users to access system data. Lack
of such mechanisms make the data in the system vulnerable to illegal
access as well as tampering. The modules in CRESCENT that are
responsible for managing data at rest i.e., SLA pools, Workflow Pools,
Component Pools must first check whether the requesting module is
authorized to access the resource he is requesting for. Then, later he
should be issued the resource he requires for performing any function.

4. Sensitive data: Data stored in plain form in storages i.e., pools is
vulnerable to tampering attacks. The attacker can easily view and
retrieve resource of his choice.

5. Session management: The sessions for each user is not secure due
to lack of encryption mechanisms. This can aid an attacker in eaves-
dropping and getting desired information regarding the users’ requests.
The communications between all the modules of the framework need
to be made secure.

6. Parameter manipulation: The parameters like Query strings, feed-
back form field inputs, cookie s HTTP header could be manipulated
by any attacker, leading attacks like replay attack or even denial of
service.

7. Exception management: The system should generally be capable
of handling exceptions such as attempts leading to denial of service
or involuntary information disclosure. CRESCENT does not perform
exception management.

8. Auditing and logging: In majority systems, the attackers perform
malicious activities and cover their track afterwards, due to absence of
log protection mechanisms. The system logs should be maintained and
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Figure 3.2: Taxonomy tree of possible threats on CRESCENT based on
STRIDE

auditing should be done. These audits help prevent non repudiation
by customers as well as different modules of the framework.

3.4.2 STRIDE Threat Modeling:

Categorization of possible threats can offer a more focused methodology to
conduct the security analysis of the framework. We have analyzed the threats
with respect to the objectives and vulnerabilities discussed above, that the
attacker can most likely exploit. We have performed the analysis based on
Microsoft’s description of adversary’s objectives using STRIDE (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, and El-
evation of privilege) categories (str, ). We will first explain each threat
category with respect to our framework with help of a Table 3.3. Based on
vulnerabilities mentioned before, the possible threats are as follows.

Now, as the threats categories have been defined, we can form a hierarchy,
of possible threats to the framework. Figure 3.2shows the taxonomy of
various types of attacks that could occur due to absence of security features
through different ways, as shown under each threat category. The diagram
is further explained via Attack trees mentioned below:
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Attack Trees:

There are also many noted attack graph tools, (mul, ) , (Win, ) , (tan, ), to
model attacks. The decision to use attack trees was based on many reasons
that include:

1. It uses an easy structured way to describe the actions that an attackers
could take to perform a successful attack

2. The model is easy to understand, even for beginners structure

3. The attack trees are presented in a hierarchical, which shows higher-
level goals breaking down into sub goals, until a refined form is ob-
tained.

We have used ADTool (Kordy, ), for creating attack paths and attack
trees for the framework. The ADTool application provides a tool to assess
threats from an adversary’s perspective. It uses an attack-tree method for
assessing how an asset can be attacked by an attacker, what harm he does
with his attack, and what measures need to be taken to become immune
to that attack (Sathiaseelan, 2013). Each category of threats that has been
identified in the previous section, may include further possible threats. At-
tack trees (Schneier, 1999) help us to identify those threats. ADTool is an
open source tool for attack tree generation and modeling. The tool helps cre-
ate attack trees and perform various types of quantitative analysis of attacks
predicted. We have chosen attribute ”Probability of success of attack” for
our evaluation. The attack trees generated show high probability of occur-
rence of attacks. While, after application of security mechanisms to cater all
vulnerabilities, the probability of success of attacks reduces to zero. We have
created attack trees for the threat categories, identified using STRIDE, dis-
cussed before in the previous sections. The figure shows probability of each
node which is set for the immediate goal-node above to occur and resulting
probability shows in the root node. The root probability depicts the overall
probability for the occurrence of the attack in ways depicted by the attack
tree.

1. Spoofing: Figure 3.3 shows, the ways an attacker can spoof user (cus-
tomer) identity to perform malicious activities such as issuing illegal
requests for cancellation of service requests, or spoof a module and per-
form malicious activities like altering SLAs or billing information. The
spoofing could be performed by either stealing user credentials or else
performing malicious operations which could be done if attacker adds
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Figure 3.3: Attack tree for spoofing threat in CRESCENT

a malicious module into the framework. Credentials could be stolen
by getting unique request IDs assigned to customers by the system.
This ID is composed from SLA ID, customer ID and a time stamp.
The attacker could get these parameters by either brute force or by
network eavesdropping and re-using the eavesdropped parameters for
issuing fake requests.

2. Tampering: Tampering is the unauthorized modification of data.
Modifications in data could be done by tampering the data flow, the
SLAs, requests from customers or the data at rest. Data flowing be-
tween modules is vulnerable to manipulation by attackers. The ad-
versaries could capture the parameters being exchanged by modules,
which are critical for service composition process. These parameters
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such as components’ statistics provided by Capacity Planner to the
Component Manager module and the failure counter being altered and
reported after every failed attempt etc. could be modified by the at-
tacker. SLAs could be tampered either by inserting malicious SLAs
into the SLA Pool or maliciously modifying the already existing ones.
This could be done by modifying the parameters associated with SLAs
such as workflow priority or the associated workflow itself. The request
coming from user could be altered by an adversary if the receiving De-
mand Flow Controller module is malicious or under the control of an
attacker. This could also be done by modifying the SLA ID, Time
stamp or Customer ID. These could further be obtained if an attacker
performs a man in the middle attack and retrieves these parameters.
The data at rest such as data stored in pools could also be altered by
adding malicious components to pools or update the existing compo-
nents. This can also be done by first inserting a malicious manager
module and then modifying the data in pool. Attack tree is shown in
Figure 3.4.

3. Repudiation: Repudiation refers to the ability of users that they
claim to not have done anything that they actually have. Without
adequate auditing, repudiation attacks are difficult to prove. An ad-
versary can easily deny performing critical actions in CRESCENT due
to absence of audit information regarding all actions being performed.
The attacker could perform desired operations and actions after adding
malicious module to the system. Absence of digital signatures as well
as auditing of operations makes it impossible to track or blame a cer-
tain entity for any action. Attacker could also submit false feedback on
behalf of customer, send fake cancellation requests or manipulate bills
created for a certain service. Attack tree is shown in Figure 3.5.

4. Information Disclosure: Information disclosure is the undesired ex-
posure of private data of any application. Such as, if a less privileged
user is able to view a file in the system, that he or she is not au-
thorized to, or if he is able to monitor and analyse the data flowing
over the network. Information within the system is generally exposed
through various ways such as the data is usually added by program-
mers in hidden fields of forms, which can easily be viewed by any user
and manipulated. Comments are also usually added within the web
page code, which reveal information about the system and the func-
tionalities it is performing. These comments could lead to revealing
of critical information regarding databases, system exception handling
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Figure 3.4: Attack tree for tampering threat in CRESCENT
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Figure 3.5: Attack tree for Repudiation threat on CRESCENT
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Figure 3.6: Attack Tree for Threat regarding Information disclosure in CRES-
CENT

mechanisms etc., which could be very useful to the attacker. The infor-
mation critical for a system must remain undisclosed. In CRESCENT,
no such mechanisms are present that could prohibit such involuntary
exposure of information. The cookies could be accessed through in-
spection of URLs as well as monitoring of data flow between web pages
through network eavesdropping. Hidden parameters in web pages could
be viewed by inspecting the code of web pages by the adversary. Also,
user credentials could be stolen from within the dataflow by eavesdrop-
ping. Similarly, request parameters could be viewed too, through URLs
as proper filtering mechanisms have not been implemented. Attack tree
is shown in Figure 3.6

5. Denial Of Service: An important feature in web services is constant
availability of a service. This factor helps build a reputation of the
service provider. Denial of service attacks are crucial for reputation
of service provider as well as efficient service provision to customers.
Such attacks could be launched on CRESCENT either by flooding the
system with requests using bots, that generate automated requests,
or compromising the SLA Manager module as well as the Component
Discovery Manager module. This module is responsible for finding ap-
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Figure 3.7: Attack Tree for Threat of Denial of Service Attack on CRES-
CENT

propriate components for creation of composition plans for realizing
the requested services. The attacker may also insert a malicious Com-
ponent Discovery Manager module and take control of the discovery
mechanism. The request for new components is sent by component
manager module. This module could also be spoofed to send large
amount of requests to overwhelm the component discovery module.
This could again be accomplished by installing bots within the net-
work. Denial of service attack could also be done by tampering the pa-
rameters such as request cancellation counter, resubmittance counter
or SLA/workflow/component priorities. This tampering may halt the
system and eventually disrupt the service. Attacker could also perform
SQL injection attacks and cross site scripting attacks to inset malicious
data for disrupting the service. Attack tree is shown in Figure 3.7

6. Elevation of Privileges: Elevation of privilege relates to a scenario
in which a user with less privilege gains the capability of access to a
asystem with rights more than its own role’s. For example, an attacker
with less privileges, might be able to perform actions that require priv-
ilege of some modules that are involved in critical functions, and may
eventually take control of a highly privileged and trusted process. In
CRESCENT, an attacker can take control, or act as a privileged mod-
ule of the system to perform illegal actions by inserting a malicious
module or spoofing the modules already present. Attack tree is shown
in Figure 3.8
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Figure 3.8: Attack Tree for Elevation of Privilege Threat to CRESCENT
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Chapter 4

Design and Evaluation of
Proposed Solution

Chapter 5 includes complete description of the solution that has been pro-
posed, CRESCENT+. The security issues analyzed in the previous chap-
ter through threat modeling and their visualization been done through attack
trees, were catered for using various security modules. Each security module
handles a different security feature employing a specific security mechanism.
Execution flow of each security module with respect to CRESCENT has been
described. Later, we have also added the whole work flow of the CRES-
CENT+ framework for service delivery. After the description of workflow,
we have evaluated the addition of security modules with respect to the previ-
ously mentioned threats and vulnerabilities of the framework. The function-
alities offered by security modules effectively cater to the identified security
requirements of the framework.

4.1 CRESCENT+ Proposed architecture

We have proposed CRESCENT+ framework that includes security modules
for incorporating required security features into the framework. This is neces-
sary for ensuring secure and reliable dynamic web service composition as per
customers’ requests. The proposed solution mitigates all the threats faced by
CRESCENT that have been identified in the previous chapters. The threat
modeling performed on CRESCENT framework helped analyze the critical-
ity of incorporating security features into the management framework, for
reliable and durable service provision. The architecture of CRESCENT+ is
shown below in Figure 4.1.

42
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4.2 Security Modules with Execution Flows:

The security modules to be added offer all the mainly required security fea-
tures which are strong authentication, fine grained authorization, data en-
cryption and data integrity. For providing these features,we have used some
well known public standards namely SAML (SAM, 2005) , XACML (Rissa-
nen, 2010) and IETF RFC (T. Hayashi, 2017). The security modules added
for this purpose are described below with the process of their execution:

4.2.1 Authentication Module (AM):

The purpose of this module is to ensure and verify that every entity inter-
acting with the framework or is a part of the framework, has a valid identity.
The entities could be the customers who may request for a service or the
inter framework modules. The authentication module is further divided into
two sub modules that together facilitate the authentication process, which
are, Strong Authentication Module and Certificate Authority.

1. Strong Authentication Module: This module performs authenti-
cation utilizing IETF mutual authentication protocol. It also provides
additional functionalities of certificate verification using Certificate Au-
thority (CA) and identity verification using Identity Management Mod-
ule (IDM). Moreover, it issues and stores SAML authentication tickets
for the users and the framework modules.

2. Certificate Authority: CA provides the facility of digital signatures
and issues certificates based on XML Key Management Specification
(XKMS). The certificates contain the public key and the credential in-
formation necessary for verification of certificate holding entity for pur-
pose of authentication. CA is responsible for verifying the authenticity
and managing certificates as well as the keys of entities. Integration of
CA with XKMS provides an easy and simple XML based protocol to
manage key/certificate information. Therefore, making it understand-
ing of underlying complex knowledge of CA and its syntax, a redundant
activity.

Workflow:

The Figure 4.2 below show the workflow of authentication phase of customer
with the Demand Flow controller (module associated with receiving requests
from customers) of CRESCENT+ framework, through Authentication Mod-
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ule. Same procedure will be followed for authentication of intra-framework
entities.

1. DFC receive login request from the incoming user.

2. It forwards it to SA for checking its validity through IDMS.

3. IDMS sends back a response if the user is proved to be valid.

4. The user submits is certificate to SA for verification through certificate
chain validation.

5. Certificate validation request and response messages are sent to and
received from CA.

6. If both verifications are successful, SA issues a SAML ticket together
with a SAML authentication response which contains attributes that
are a proof of user authentication and attributes of user and the issuer.

7. This SAML ticket is stored by user locally as well as by SA for future
verification.

This module will help with mutual authentication of customer with the
framework as well as CRESCENT modules among themselves before inter-
acting and exchanging critical data among them for proceeding with carry-
ing out of certain user request. This will eliminate the risk of spoofing of
modules. It will ensure if a certain module is authorized to make a certain
request. Therefore, modules will be first authenticated with the system and
among them, and then later allowed to perform operations on user request
for certain service.

4.2.2 Access control Module (ACM):

Access Control Module is responsible for checking the authorization of the
requesting entity, whether it is authorized to request access of a certain re-
source, thus it ensures that data is protected from unauthorized access. It
is further composed of three sub modules, namely, Policy Administration
Point, Policy Enforcement Point and Policy Decision Point.

1. Policy Administration Point (PAP): PAP is the part of access
control module that helps users to define and create policies for provid-
ing access to users based on their role. The administrators can create
policies, update them and delete them at any time as per their sys-
tem requirements. The policies that are created eventually are stored
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locally within the system and checked for user’s access as soon as the
access control module is contacted.

2. Policy Enforcement Point: PEP is generally responsible for act-
ing as an intermediary point between other two entities, namely Policy
Decision Point and the Policy Administration Point. The PEP collects
the users request to access a resource and converts it into a SAML-
Wrapped XACML authorization decision query. It then sends it to
the PDP. After a decision is made against a request, that authoriza-
tion decision is received by PEP from PDP and converts it into the
understandable format for the system.

3. Policy Decision Point: PDP makes an authorization decision based
on the previously defined policies by PAP. The request is received
and corresponding policies from repository are retrieved. The poli-
cies are checked for an ALLOW or DENY response. If the permission
is granted, the PDP requests the Key Distribution Module to fetch the
requested resource using a SAML Attribute. If the decision is disallow,
the PDP forwards the response to PEP, which is then forwarded to the
requesting entity.

Whenever a request will be sent to a Manager module i.e., either SLA,
component or workflow, the Access Control Module will ensure, that the
request is valid and whether the module is authorized to have access to the
resource. If the Access Control Module issues an Allow response, then the
access to the requested resource is granted, or if its a Deny, the request
is denied. This module will help prevent illegal or unauthorized usage of
framework resources.

Workflow:

The description below together with Figure 4.3 presents the workflow of au-
thorization phase between SLA manager and the SLA pool, through Access
Control Module. Authorization is going to be verified whenever SLA Man-
ager attempts to access SLA from SLA pool or update/delete/modify it.
Similar procedure will be followed when Workflow Manager and Components
Manager modules access their corresponding pools.

1. SLA Manager makes an SLA access request along with the SAML au-
thentication token issued by Authentication Module. Request is re-
ceived by PEP.
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2. PEP checks the validity of SAML token through SA of Authentication
Module.

3. If the token is valid, the PEP then issues an XACML-SAML based
authorization decision query to PDP. The request contains SLA ID
and action required and other XACML attributes.

4. PDP retrieves XACML policy from the policy repository and based on
attributes of authorization query, decides if the requesting entity(SLA
Manager) is allowed the access to specified resource or not.

5. PDP then forwards the decision to PEP for enforcement.

6. If the decision is DENY, it is forwarded to PEP. If it is ALLOW,
a SAML authorization response is generated and sent to requesting
entity (SLA Manager). Also, an attribute query request is sent to SLA
Pool, where the SLA to be accessed resides.

7. As the SLA pool is encrypted, the attribute query request is then for-
warded to KDS instead.

4.2.3 Encryption Module (EM):

The modules of the CRESCENT framework interact with encryption mod-
ule for encrypting and decrypting of resources stored in pool/storage units.
This module is involved in creating and managing AES-symmetric keys for
encryption of data in SLA pool, workflow pool and component pool thus
ensuring integrity of stored SLAs, components and workflows. The encryp-
tion service together with key management is managed by two submod-
ules namely Encryption/Decryption Module (EDM) and the Key distribution
Module (KDM ).

1. Key Distribution Module: : KDM manages keys for all storage
units/pools of the framework. AES key is generated separately for ev-
ery pool and mapped to the authorized module accordingly in KDM
database. Whenever a module is granted permission to access data of
a pool, the PDP issues an attribute query request to the KDM for the
retrieval of specific encryption key of that from the KDM database.
KDM verifies and validates the issued request using IETF protocol
through CA and looks for the keys present in KDM database against
the attributes stated in the request. The attributes may include the
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requesting entitys identity information and the resource ID to be ac-
cessed. The retrieved key of the pool resource is passed to the encryp-
tion service for further operation which might be encryption/decryption
(Encryption in case the data is to be stored, decryption if the data is
to be retrieved).

2. Encryption/Decryption Module: As soon as the KDM pro-
vides the key for encryption or decryption, the encryption module
encrypts/decrypts the resource accordingly. It handles the operation
based on incoming request from PDP.

Workflow:

The Figure 4.4 shows the workflow of encryption/decryption phase between
SLA manager and the SLA pool, through Encryption Module. After the
authorization check is made by Access Control Module, the SAML attribute
query request issued by PDP is fetched by KDS for retrieving the key from
Key DB and decrypting the SLA needed by the SLA Manager from SLA
Pool.

1. The KD module receives the SAML attribute query request from Access
Control Modules PDP.

2. KD module verifies with Authentication Module (CA), if the request
is actually made by PDP (to ensure non-repudiation). CA retrieves
issuers signature from attributes of request query and verifies the owner
of the request.

3. If verification of attribute query request, KD gets the key from Key
DB.

4. The Key of SLA Pool is retrieved and sent to Encryption/Decryption
module.

5. E/D module uses the key and decrypts required SLA record from SLA
pool.

6. The decrypted SLA is then sent to SLA manager enveloped in SAML
attribute response.
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4.2.4 Identity Management System (IDMS)):

IDMS is responsible for verifying identities of the customers and modules
of CRESENT framework. It manages identities of all the involved modules
and the incoming customers. The modules are initially registered with the
IDMS and credentials are stored. These credentials are later checked verified
whenever the module is requested to exchange data for accomplishing the
request of a user. After verification, it issues a SAML authentication assertion
to prove the authenticity of modules, which is used by SA to further verify
users certificate through CA.

Figure 4.5 gives a holistic overview of modules interacting with each other
for providing necessary security features to the CRESCENT framework.

4.3 Workflow of CRESCENT+:

The workflow of the architecture proposed is explained below. First, we will
identify some pre requisites for secure composite service delivery.

4.3.1 Security Pre-Requisites:

1. All the modules of CRESCENT+ go through registration process, prior
to receiving and realizing any composite service request from customers.
The modules register themselves with the IDMS of the framework,
which stores and manages their credentials.

2. The SLA Manager stores the created SLAs in the SLA Pool, after
encryption with a data encryption algorithm.

3. The Workflow Manager stores the created and updated workflows in
Workflow Pool in encrypted form.

4. Prior to forwarding service request to the next module for operation,
every module is authenticated by the IDMS

5. Every two modules mutually authenticate themselves with each other,
before exchanging service related information.

6. All the communications being carried out are using AES session keys.
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4.3.2 Workflow of Framework in response to a Service
Request:

1. The customer requesting for a service, logs in to the system. The user
is authenticated based on his provided credentials and those stored on
the IDMS.

2. The customer then proceeds with SLA creation. He send his credentials
to the SLA Manager (SM) for creating SLAs. The customer is first
authenticated with IDMS and then the required SLA is created [Ref:
Figure 4.6]

3. For carrying out the management of workflows in the Workflow Pool,
the Workflow Manager is first authenticated by the IDMS. It can later
create, update or delete the workflows. The stored workflows are also
encrypted with some data encryption algorithm. The Workflow Man-
ager (WFM) then issues a component request to Component Pool Man-
ager (CPM). The request is approved by Access Control Module.

4. SLA Manager forwards the request to Demand Flow Controller (DFC)
which is first authorized by the Access Control Module (ACM). The
DFC, processes and prioritizes the incoming requests based on their
customer’s SLAs which it retrieves from SM. These prioritized requests
are then forwarded to Adaptive composer (AC) Module. DFC also
maintains a failure count [Ref: Figure 4.7].

5. The AC module processes the requests in a FIFO manner. It gener-
ates the suitable composition plans for each request and submits to
Dispatcher. AC retrieves components from Components Pool (CP) by
requesting CPM.CPM forwards the required components to AC after
authenticating the request. AC then generates the composition plan,
which is then submitted to the Dispatcher for realization [Ref: Fig-
ure 4.7].

6. If CPM does not find the components required by AC in CP, it then
first mutually authenticates the Component Discovery Manager (CDM)
and requests for discovery of new components. The CDM requests the
Service Registries, which respond with new components. These are
then forwarded to AC.

7. The CDM is also involved in workflow variation process. If it finds
different components than required, it also presents workflow variations
to the WFM. The WFM stores these workflows in the WP.
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8. Component Monitor (CM) periodically performs the capacity evalua-
tion of the components in the CP and sends the updated statistics to
the CPM [Ref: Figure 4.8].

9. SLA Monitor and Component Monitor submits the monitoring results
to Dispatcher. Dispatcher then executes the composition plan received
from AC and submits the output to the Output Controller (OC) [Ref:
Figure 4.7].

10. In case the service request needs to be cancelled, the Dispatcher sends
a cancelation request to the Cancellation Manager, which starts the
process of cancellation and forward the request to Billing Manager. The
Billing Manager generates the bill based on the utilization of the service
and responds with updated info to the Dispatcher [Ref: Figure 4.9].

11. The OC prioritizes the service responses, and sends the execution re-
sults and billing information to the customer.

The CRESCENT+ in addition to enhancing reliability of composite web
services, also ensures their security in terms of confidentiality, integrity and
authorized access. Composite services are provided on the fly to meet the
demands of the requesting customers.

4.4 Experimentation and Evaluation:

We identified security requirements of CRESCENT in Chapter 3 of this doc-
ument. Later, in the same chapter we discussed the possible threats to the
framework using STRIDE methodology. In our proposed secure framework,
CRESCENT+, we have addressed the security requirements and threats
against different system entities of the framework, using different security
mechanisms. The incorporated security modules fulfil security requirements
of individual system entities as well as the whole web service composition
process, with-respect-to confidentiality, integrity, repudiation and availabil-
ity, thus protecting these entities from threats, such as masquerading, eaves-
dropping, unauthorized access, and denial of service. The proof of concept
taht the threats have been catered is shown in teh section below.

4.4.1 Evaluation based on STRIDE:

As previously explained, we have added a number of security modules that
provide important security structure to the CRESCENT framework. In this
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section, we have explained how these modules actually cater the threats to
the various modules of the framework, as depicted by attack trees. The
security mechanism used and the vulnerabilities they cater for, are shown in
Table 4.1.

Table 4.2 shows the types of attacks that are mitigated by introducing
the above described security modules into CRESCENT framework.

4.4.2 Attack Trees Post-Security Module Addition:

We had previously generated a number of attack trees corresponding to the
threat categories identified using threats. The attack trees showed the pos-
sible ways an adversary is likely to use, to perform unauthorized actions
and access critical data or modify the data, affecting eventually the perfor-
mance and user dependability on the composite service delivery provided by
CRESCENT. Below, we have discussed the security mechanisms employed
corresponding to every attack tree previously generated to explain the at-
tack scenarios. The probabilities of attacks are shown to have been reduced
after addition of countermeasures to the framework in the form of security
modules. Probability ”1” for each countermeasure indicates, the strength of
mechanism used, using various industry standards, that cant be bypassed.

Spoofing:

As per the attack tress in figure 4.10, the ways to perform the spoofing attack
on the framework included the following scenarios:

• Network Eavesdropping and brute forcing to get Customer ID,
SLA ID and Time stamp of a specific customer request, to get the
unique customer ID or SLA ID for future unauthorized modification or
unauthorized access to framework. This vulnerability has been catered
through usage of secure Session IDs for each user over https, to transmit
the data in encrypted format having time stamps of limited life time.
Advanced security mechanisms including captchas to discourage brute
force have been incorporated. Also, input validation has been applied.

• Man in the middle attacks are catered using HTTPS over the in-
ternet and proper authentication mechanism through CA. The entities
interacting with the system are properly authenticated, SAML authen-
tication tokens are issued and their certificates are verified through
trusted certificate authority.

• An attacker might interact with the resources with a faade of being
an authenticated manager module, authorized to access that particular
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resource. For that purpose, access control module ensures that the
module is firstly authenticated via CA by contacting the Authentication
Module, and later checks its permissions policies described by PAP.
Only then the access to a resource is granted. Therefore, the possibility
of a replay attack is completely reduced to zero.

Tampering:

As per the attack tress in figure 4.11, the ways to perform the tampering
attack on the framework includes the following scenarios:

• Malicious unauthorized entity could pretend to be a demand flow con-
troller and receive requests from customers and tamper the data or save
credential information to perform spoofing. This is catered by using
mutual authentication using CA as well as session IDs and tokens for
each user, ensuring a secure session. Unauthorized manager modules,
may issue requests for accessing data in storage pools and tamper it
for effecting performance. Similar mutual authentication is applied as
well as access control to discourage unauthorized access to any critical
data pertaining to service delivery.

• The modules will only be allowed to modify the data or add a new data
element to pools, if corresponding policies as per the allowed permis-
sions exist in PAP.

• Counters for all failed and resubmitted requests are maintained by the
framework to access performance time to time and apply counter mea-
sures to cater to the issues. The counters if modified could result in de-
creased performance, eventually causing denial of service to customers.
Also, priories associated with SLAs as per their demand and usage
could also be altered. For this purpose, the maintained data of pools
and parameters associated with service requests is secured in encrypted
form using AES keys to prevent any tampering.

Repudiation:

As per the attack tress in figure 4.12, the ways to perform the repudiation
attack on the framework includes the following scenarios:

• Adding malicious modules to performed unauthorized activity and re-
moving the activity tracks from logs could result in repudiation from
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performing specific activity. This is catered through mutual authenti-
cation and using SAML assertions to prove the issuer of any request
regarding service delivery process. Also, the auditing and logging mech-
anism is secured using access control mechanism.

• Prevention of submitting false feedbacks and cancellation requests to
repudiate is ensured by providing process access control. The manipula-
tion of bills for purpose of repudiation is prevented by SAML assertions
as well as appropriate auditing and logging of every activity pertaining
to a user or a module of the framework.

Information Disclosure:

As per the attack tress in figure 4.13, the ways the framework is likely to
disclosure important information related to service delivery activities includes
the following scenarios:

• Network eavesdropping to get credential information or other unique
information pertaining to users is prevented using https protocol to
ensure secure session over the internet and the data travels in encrypted
form.

• Every form of data disclosure through unauthorized access is prevented
using access control module that allows access based on policies corre-
sponding to every user and entity of the framework.

• Information disclosed on error pages regarding system, specific methods
and architecture is properly controlled through secure coding.

Denial of service:

As per the attack tress in figure 4.14, the ways the framework is likely to
deny a service to a user includes the following scenarios:

• The access to every module is restricted through access control module
thereby preventing any outsider to issue requests on behalf of legitimate
module.

• The logs of requests are maintained together the Ip address of the
customer. A threshold is maintained for every ip address to be able to
request a certain number of requests at a time. The requests are later
moved to least priority by the framework.
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• Proper input validation will ensure prevention of any malicious script
insertion through form entry points and URLs. Therefore automated
malicious activities are restricted.

Elevation of Privilege:

As per the attack tress in figure 4.15, the ways the adversary is likely to ac-
cess resources or modify module functionality through escalation of privilege
includes the following scenarios:

• Every request issued for resource access is properly authorized by Ac-
cess control module after authentication of issuer through CA of au-
thentication module. Therefore, restricting access to unauthorized re-
quester.

• Authentication module ensures proper authentication of every module
based on IDMS information and certificate verification through CA.
And every request made is checked against its corresponding allowed
permissions.

Following Table 4.2 shows the summary of attacks mitgated through ad-
dition of security modules in the framework.

4.4.3 Performance and Reliability Evaluation:

The work in (Elgedawy, 2014) showed that CRESCENT outperformed ex-
isting approaches for composite web service delivery. Hence, in our research
work, we will focus on the comparison between CRESCENT and CRES-
CENT+ to show the effect on the reliability and throughput. We also include
in the comparison, the basic industrial approach (denoted as NO-BFT/NO-
Security) doesnt ensure BFT either for composite web services or modules
involved. It also does not handle security issues. So such approach resembles
submitting BPEL scripts to BPEL execution engines.

Performance Model:
For sake of comparison of above mentioned three approaches, we have se-
lected a performance model consisting of two queuing system, he dispatcher
queueing system and the components queuing system.

• The dispatcher queueing system is responsible for handling the incom-
ing requests from the customers with an input rate of (λ) and as a
result processes requests with a rate of (µd).
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• The component queueing system is responsible for handling requests
that are coming from the dispatcher queueing system and processes
them at a rate of (µc).

Any modelling system tool could be used to create simulations with our
provided values. We have used Matlab SimEvents simulator. This simula-
tor provides us with average response time for each of the techniques and
from that response time, we calculate the throughput as inverse of sums of
averages. We have performed experiments for varying values of inputs and
plotted them. As the values are random, the results are therefore not exact
but the trend that they create should be used and judged instead for a better
idea. We have used values for a simple web service generated from three basic
tasks. Its demand was set to be λ=30 requests per minute. To calculate µd

and µc for each approach, service time is first calculated and then the ser-
vice rate, (inverse of service time). Service time is calculated as sum of time
taken for processing and network overhead. Network latency is the major
factor that creates a limitation in networks and resultantly effects response
times of services (Mao et al., 2008) (Amir et al., 2007). After computation,
service rates are put into simulation tool along with the input rate and other
required attributes. Computations for CRESCENT+ and CRESCENT will
be similar, however an extra security overhead is added, which is computed
as the extra number of messages exchanged due to proposed security pro-
tocols multiplied by the network latency. At beginning of communication,
CRESCENT+ requires at most 10 message exchanges per module to satisfy
the security requirements. However, after steady state, it only needs 2 mes-
sage exchanges. Hence, we computed the overhead in the steady state case.
Simulations are run for a time period of 24 hours.

Reliability Comparison Experiments:

We have assumed the probability of failure of a given component/module
is γ, the corresponding success probability is 1- γ. Such failure probability
could be resulting from any sources; it could result from physical failure, com-
putational errors, SLA violation, or security. We run the experiments using
n=4 (n being the number of replicas) for both CRESCENT and CRES-
CENT+ approaches, as the work in (Elgedawy, 2014) indicated this is a
practical component cluster size. From expected failure probability, success
rates are calculated; with failure probability resulting from both components
and framework modules. However, to compute the failure probability in
CRESCENT+, we adopted the security quantification analysis proposed in
(Madan et al., 2004). Using those quantified probabilities and the CRES-
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CENT failure probabilities; we managed to compute CRESCENT+ proba-
bility failure. That is the probability a system is still failing provided that
the security threat is stopped. Standard conditional probability computation
is adopted. The Figure 4.16 shows the results obtained.

Figure 4.16 Reliability Comparison shows that CRESCENT+ has in-
creased delivery success rate when adopted as it ensures the BFT for the
modules as well as the framework components. It also reduced the failures
resulting from security threats.

Performance Comparison Experiments:

To compare between the through puts of the three approaches, first we run
the simulation when having λ = 30 requests per minute as indicated before.
This is to resemble low demand case over the composite web service. Results
are shown in Figure 4.17.

Figure 4.17 shows that that an increase of number of components has
no effect on the NO-BFT approach, and that the NO-BFT approach has
high throughput as there is no overhead for replicas synchronization or se-
curity protocols. However, the CRESCENT approach managed to increase
the number of components to improve the performance. We can see, as the
number of components increases, throughput is reaching a high steady state.
However, the CRESCENT+ approach shows a similar behavior to CRES-
CENT but with fewer through puts due to the overhead of the security
protocols. However, we argue that CRESCENT+ still provides acceptable
performance, especially in the peak areas. To such effect, we repeated the
experiments when λ = 100 (Figure 4.18) and λ = 300 (Figure 4.19). As
we can see in the following figure, the NO-BFT approach could not handle
the high demand, but both CRESCENT and CRESCENT+ managed to in-
crease the throughput using the components parallel provisioning. However,
CRESCENT+ will always provide fewer through puts when compared to
CRESCENT due to the security overhead.
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Figure 4.2: Workflow of Authentication Process

Figure 4.3: Workflow of Authorization Process
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Figure 4.4: Workflow of Encryption/Decryption Process

Figure 4.5: Overview of Security Structure of CRESCENT+
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Figure 4.6: Collaboration Diagram for SLA Creation Process

Figure 4.7: Collaboration Diagram for Service delivery
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Figure 4.8: Collaboration Diagram for Capacity Planning

Figure 4.9: Collaboration Diagram for Cancellation and Billing Management
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Figure 4.10: Attack prevention for spoofing threat in CRESCENT

Table 4.2: Attacks mitigated through Security Module

Security Module Attacks Mitigated

Access Control Module Denial of service, Excessive Privilege
Abuse, Unauthorized privilege eleva-
tion, Injection attacks, Repudiation

Authentication Module Network eavesdropping, Replay at-
tacks, Credential theft

Encryption Module Unauthorized data Alteration, Data
forgery

IDMS Login Attacks
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Figure 4.11: Attack prevention for Tampering threat in CRESCENT
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Figure 4.12: Attack prevention for Repudiation threat in CRESCENT
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Figure 4.13: Attack prevention for Information Disclosure in CRESCENT

Figure 4.14: Attack prevention for Denial of Service in CRESCENT
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Figure 4.15: Attack prevention for Elevation of Privilege in CRESCENT

Figure 4.16: Results of Reliability Comparison
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Figure 4.17: Performance Comparison when λ = 30

Figure 4.18: Performance Comparison when λ = 100
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Figure 4.19: Performance Comparison when λ = 300



Chapter 5

Design and Implementation

This chapter includes the details regarding the implementation done in ac-
cordance with the research. Owing to the vast scope of the research, we have
taken out a sub module for the sake of limiting the overall scope. The im-
plementation part includes creation of a secure session for securing the com-
munication between the client and server while accessing a composite web
service. Here we have focused on providing authentication to users and a
secure channel for credentials, input and output exchange between client and
server for registering, logging in and usage of the web service.

5.1 Introduction

Our proposed framework incorporates a number of security features for provi-
sioning of thorough and holistic framework for secure composite web service
management. The framework in its entirety is very comprehensive and thus
requires complete implementation for technical evaluation of every aspect,
which is beyond the scope of this research work. We have segregated the se-
curity of data during communication between user and the framework; similar
secure communication procedure will be applied between modules too. We
have therefore designed and implemented a secure session after authentica-
tion for secure communication in our proposed framework. The details of
the module are described in the next section.

5.2 Secure Auhentication Module Design

This portion contains details of the proposed scheme for implementing the
module which is responsible for providing the secure channel for secure client
server communication for availing the services. Also, another idea behind

70
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Figure 5.1: High Level Architecture of Design

the implementation is to remove any information specific to the session as
soon as the user avails the service and logs out.

5.2.1 High level Architecture:

The basic high level architecture followed in designing of scheme is shown in
the following diagram:

Overview:

Pre Communication: The client communicates with the server whenever
the service is to be availed. Before any communication starts, RSA (public
and private) keys for server are generated. The client then registers itself
with the server. The registration credentials are sent to server and stored in
MySQL database. During Communication: After signing in, the client
generates a session key (AES) and encrypts it with servers public key. The
session key is exchanged with the server and the session is created. The
further communication is done using this session key which is specific to
the session of the client. Post Communication: When the client has
interacted with the server and utilized the service, client logs out, during
which the server keys and the session key is destroyed and a new session key
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is generated, the next time the user logs in.

5.2.2 Implementation Environment:

Following are the details regarding implemented module of the proposed
framework.
Tools and technologies The technologies employed in implementing the
design of the sub module are as follows:

1. Php language and libraries (Crypt, File, Net, Math, and System) for
implementing the ip-location mapping service at Server end.

2. MySQL database for storing the client server and session keys as well
as user credentials in encrypted format.

3. IP-location mapping API for service creation.

4. OpenEsb IDE 2.3.1 (extended Netbeans) for creation of a service ori-
ented application.

5.2.3 Use case scenario with Implementation Details:

The module that we have implemented as our research implementation, in-
cludes the portion of our proposed framework, where a user interacts with
the framework, registers itself and avails a service in a secure manner. For
this purpose, we have created a sub module that uses RSA and AES algo-
rithm for creation of public and private keys of server and client as well as
session keys specific for every user that logs in after registration.

1. Key Generation and Client Server Connection Establishment:

Before registration, server keys are generated, that are later used to securely
exchange the session keys between server and the client for any specific ses-
sion. After key generation, connection is established Appendix A.1 with the
server at local host URL with assigned port in WAMPP (in our case we set
it as localhost: 81).

2. Registration:

After connection establishment (See A.2), the user is prompted to enter
its login credentials (See Appendix B.1), if he is already registered. The
credentials are taken by Demand Flow Controller. But the first time users
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need to register prior to logging in. The user first enters his Username, Email
Address and Password for sake of registration (See Appendix B.2, B.3, B.4).
The credentials are encrypted, encoded and password is salt hashed and sent
to server, where they are stored in MySQL DB. On successful registration,
the user is prompted to log in (See Appendix B.6).

Log In:

The user after registration is prompted to log in and asked for his Email and
Password. The session key is created using AES algorithm and saved in DB
for the whole session in the database table, session (See Appendix C.2). All
messages are exchanged after encryption with this key. The encrypted pass-
word after hashing and the email is sent to server, and decrypted there. The
credentials are checked in the database and eventually the user is authenti-
cated. As soon as the user is authenticated, the user is notified of his secure
session and allowed an interface to provide input for the available service.
(See Appendix C.1)

Web Service Call:

The user enters an IP address (See Appendix C.3), whose location he needs
to figure out. The input data is encrypted with session key and sent to
server, where it is decrypted with the same session key (stored in database)
and the output is generated using IP to location providing API. The output
containing the City Name and Country is generated and encrypted with
the session key. The output is sent to client and is displayed at client end
(See Appendix C.4). During web service invocation, the user activity is also
logged, for future auditing reference.

Log Out:

After the service is availed, the user can log out at any time. After logging
out the users session is destroyed and the session key and server key pair is
automatically deleted, thus the session key and server key pair for certain
user has life time time of one session. Next time, when the same user logs
in, a new session key and server key pair is generated for the session.

The code snippets are attached at Appendix E for reference.



CHAPTER 5. DESIGN AND IMPLEMENTATION 74

5.3 Discussion

Now days, web services are being very commonly used as a very efficient and
cost effective way to achieve any functionality. Various types of web services
are used in varying types of environments based on requirement of organiza-
tion or users that are using them. Utilization of specific web service requires
a number of considerations depending on functional and non-functional need
of users. Different types of web services assist the service providers in pro-
viding customers with their desired functionality with desired constraints.
Rest and SOAP are most commonly known types of web services. Both
have their own specific ways for composition through orchestration and other
mechanisms. SOAP services transmit requests and responses in XML for-
mat encapsulated in SOAP body with SOAP headers, while REST services
can use XML or JSON formats for requests and responses. In spite of the
fact that both types have their own advantages and disadvantages, we have
designed and utilized JSON format through stateless REST services for just
providing proof of concept for the whole framework design, as JSON for-
mat is comparatively easier to parse and manage the requests and responses
to/from the server side. Although this should be kept in mind that using
REST for implementing prototype does not infer that SOAP is not usable
with this framework. The choice of using REST or SOAP lies entirely with
the system administrator of the organization utilizing the framework, who
will decide which to choose with general changes based on network configu-
rations and other systems of organization and what technologies are already
in place in the organization.

5.3.1 Concept of Digital Envelope:

Symmetric and public key cryptography are commonly used encryption tech-
niques, both having their own advantages and disadvantages. Symmetric key
algorithms although speedy but involve risk of key leakage while being shared
over the network. Public key cryptography is considered to be the most ef-
fective way of key sharing between two entities as private key of any entity s
never shared over the network. But public key cryptography has low speed
and takes more time than symmetric key cryptography as a lot of computa-
tion is involved in generation of keys. It is considered to be a good practice
to use both symmetric and public key encryption at the same time. There-
fore, we have used the concept of digital envelope which has been employed
to provide authentication to service users. Both of the following techniques
together comprise Digital Envelope methodology.

1. The public key cryptography is used to generate public-private key pair
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for user authentication while ensuring non-repudiation of users

2. The service input data and output data is encrypted using shared sym-
metric 128 bit key generated using AES algorithm

The implemented module is prototype alias of Demand Flow Controller
of CRESCENT+ that is responsible for receiving user requests for the service
utilization. Following security features have also been incorporated:

1. For sake of preventing replay attacks, the user data being shared over
the network for authentication is encrypted using servers public key.

2. Every time a user logs in, a new session key is created which is imme-
diately destroyed as soon as the user logs out.

3. Server public key pair generated in start lasts for only one user session
and is generated every time a new user logs in to utilize the service.

The designed prototype is just for proof of concept and may be enhanced
based on user and service providers requirements.
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Conclusion

Composite web services are a recent advancement in the domain of web
applications. A lot of work has been done focusing on the security of com-
posite web services but no secure framework for management of composite
web services has been proposed yet. This thesis document summarized the
CRESCENT framework and then addressed different security aspects re-
garding the framework. Contribution of this research work is four-fold as
shown in Figure 6.1. First, we analyzed and compared various frameworks
for composite web services and identified their security loopholes. Later, we
identified the security requirements of CRESCENT framework that need to
be incorporated. We then performed threat modeling on CRESCENT, to an-
alyze possible threats to the framework from adversary’s perspective, using
STRIDE. After studying various security vulnerabilities of the framework,
we have introduced different security solutions for every vulnerability type.

In our proposed solution, CRESCENT+, we have incorporated number
of security modules to enhance the security of the CRESCENT framework.
The proposed architecture of CRESCENT+ has all the security requirements
incorporated in it, thus providing an efficient and secure management frame-
work for composite web services. Experimental results show CRESCENT
reliability has been increased when the proposed security protocols are in-
corporated; however the obtained throughput values have decreased. We
argued that obtained throughput values are still better when compared to
existing industrial standards. The results show that Sec-CRESCENT effec-
tively provides a reliable and secure way for web service composition over
dynamic internet systems such as cloud computing. Moreover, it allows the
user to fully benefit from the process of web service composition with a guar-
antee of security, reliability and quality of service.
Our research work has varying future direction. A few are given below:

1. The research work could be extended in direction of actual BPEL
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Figure 6.1: Four-fold Contribution of the Research
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process security with respect to composite web services. The CRES-
CENT+ framework may be evaluated for different types of web service
composition techniques. The Adaptive Composer is involved in cre-
ating BPEL scripts of composite web services which are then send to
dispatcher for execution.

2. After incorporation of security modules, the framework could be im-
plemented for composite web services specific environment leading to a
major contribution to existing systems that provide web based services
and resulting effect on performance of existing systems could be stud-
ied. Various recommendations based on real life scenario, regarding
usage specific technology choices may be made.
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Figure A.1:
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Figure A.2:
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Figure B.1:
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Figure B.2:



APPENDIX B. 85

Figure B.3:
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Figure B.4:
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Figure C.1:
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Figure C.3:
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Figure D.1:
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Connection Establishment (DemandFlowConroller/Splash.java)

Figure E.1:
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Sign up (DemandFlowConroller/StartApp.java)

Figure E.2:
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Figure E.3:
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Sign In (DemandFlowConroller/StartApp.java)

Figure E.4:
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Figure E.5:

Figure E.6:
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Service Utilization (DemandFlowController/StartApp.java)

Figure E.7:
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Figure E.8:

KeyManagementModule/RSA.java

Figure E.9:
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Figure E.10:
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KeyManagementModule/AESnet.java

Figure E.11:
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HelperModule/Global.java

Figure E.12:
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