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Abstract

During the last two decades' security of men and materials remains a vital concern in the whole
world. In particular, Pakistan being a victim of multiple terrorist attacks on military and civil setups
suffered massive damage. To encounter a security threat, a lot of efforts have been done to improve
the organization's security and various enhanced safety checks were incorporated. Moreover, with
the emergence of novel coronavirus pandemic, face masks have become an important part of daily
routine life. Nearly every organization in the world has adopted face masks as a primary
precautionary measure to secure their workplaces. Masked faces have made existing technology
ineffective in several scenarios, such as facial recognition access control and facial security checks
at public places This presents a new challenge to any organization’s security. Since timely
identification of masked faces is vital for an organization. For any setup to ensure right entry at
the gate with an automated system for human face recognition (even with mask) in a real-time
background is the latest requirement. A face recognition system is an application of computer
vision that can perform two tasks identifying and verifying a person from a given database,
intending to reduce the manual efforts of the management and security staff. This research thus
focuses on implementing a face recognition system (even with a face mask) by using a machine
vision-based approach. A dataset of masked faces was collected to train the Support Vector
Machine classifier on state-of-the-art Facial Recognition Feature Extractor Convolution Neural
Network. Proposed Methodology gives recognition accuracy of 98% with masked faces, and

results in an effective gate access control and attendance system.

viii



Table of Contents

LD LT 1 14 T N iii
Language Correctness Certificate........cococviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieiiicieienenecican iv
[001] 1) 729 Fed 11T 7211 11C) 11 N v
AcCKNOWIEd@EemENtS......cuiniiiiiiiiiiiiiiiiiieiiiiiiii it e it e e ettt e e e e s e ans Vi
N ] o s viii
B 0] (00 1) 111 1 £t ix
List Of FIGUIES...cuuiuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiciiieiiiiiititientietttaettetetessescseesscssscnsnsnssnses Xi
IS 0 Y1) 1 Xiii
CHAPTER 1: INTRODUCTION 1
I O 0o 1o o o PP 1
1.2 Problem Statement. .. .. ...o.oiuiu ittt e 1
L8 OBJECIIVE. .ttt e e 2
CHAPTER 2: LITERATURE REVIEW 3
2.1 BaCKGIOUN. . ..ottt e e 3
2.2 Face DEtECLION. ... ettt e e 4
P B o ()3 (o] oL 1< 6
2.4 CRAIENEES. .. oeeneieee e e 7
2.5 Deep Learning and Convulutional Neural Network (CNN)......cccooviiiiiiiiiiiiii e 10
2.6 Feature EXIraCtion. ... ..c.ouiuiuiniini ittt e et et 17
2.7 ClasSIICATION. . ...ttt e e 21
2.8 DAADASES. ... iei ettt e e 24
2.9 Applications of Face ReCOZNION. ........coiuitititii e e 30
CHAPTER 3: TOOLS AND TECHNIQUES 33
3.1 Development Platform USEd...........ooiniiiiii e 33
3.2 Facial Recognition TeChNIQUES. ..... c.ouiuiititiit e e e 36
3.3 AIGOrItNM SEIECHION. .. ..ot e 42
CHAPTER 4: EXPERIMENTATION 43
4.1 Proposes Model Implementation. . ............ouiuieiritieiit ettt e e e et e e e eaaas 43
4.2 SYSEEM ATChITECIUIE. ..ot e 48
4.3 EXPErimental SELUP. .. ..oeiietitiiiei ettt e e e e e e 51
CHAPTER 5: RESULTS AND DISCUSSION 53
5.1 ClaSSIHICATION. ...ttt ettt e e e e s 53
5.2 Performance of MUItiple DatasetS. ..........ouiniiiriei e e e 54
5.3 Masked Faces ReCOgNItION SYStEM.........outitiiit i et 57



Table of Contents (cont)

CHAPTER 6: CHALLENGES. ... e 62
CHAPTER 7: CONCLUSION AND FUTURE WORK ... ..o 64
AP P EN D DX A e 66
REFERENCES. ... e 79



List of Figures

Figure 2.1: General face recognition pipeling ...........cooiiiiiiiiii
Figure 2.2: CommONn Haar FEATUIES ... .....iuiititit it e aeeaaas
Figure 2.3: Visualization of the HOG detector from the library ...l
Figure 2.4: All 68 points of reference, which will recognize the algorithm onthe face ...................
Figure 2.5: Different expression variations shown between same person .............cccceeeeiviniinnnnnn
Figure 2.6: Under different illumination conditions ...,
Figure 2.7: Under different pose condition, face patch changes ..o,
Figure 2.8: Different types 0f 0CCIUSIONS ....... ..o
Figure 2.9: How CNN relatesto AL, ML and DL ... ... e,
Figure 2.10: How Neural NetWOrk WOFKS ........ooiiitii it e e,
Figure 2.11: Automated Feature Leaning Capability of CNNS ............cooiiiiiiiii
Figure 2.12: Basic CNN ArChIiteCtUre ........oooii i e,
Figure 2.13: Model of a CNN with many convolutional layers.................cooviiiiiiiiiiiiie,
Figure 2.14: A database with 10 faces and each face patch is of 100 by 100size ........................
Figure 2.15: Block Diagram of PCA based face recognition System ..............cocoviiiiiiininininnn
Figure 2.16: PCA Maps the SaMPIES . ... e
Figure 2.17: Three-1ayer PerCeptrON ........oiiiiti i e
Figure 2.18: Typical framework of CNN ... ...
Figure 2.19: SVM CIasSifiCation ..........ooiiiirii e
Figure 2.20: The Feret database example with frontal pose ...............cocoiiiiiiii i,
Figure 2.21: Images of the same individual iNn LFW ...
Figure 2.22: Five subsets of the subject in extended Yale B database ...............c.c.oooeviiiiiiinn.
Figure 2.23: VGGFace2 template eXamples .......o.oviririiii e
Figure 2.24: CMU-PIE database sample with (a) light OFF and (b) lights ON ..........................
Figure 2.25: Some images from MUCT database ...
Figure 2.26: Some images from MUCT database ............cooiiiiiiiiiiii e
Figure 2.27: Example of a pair of a face image, with mask and withoutmask .............................
Figure 2.28: Face recognition appliCations ........ ...t
Figure 2.29: Face recognition-based Security SYStEM ..........ccoiiiiiiiiiiiii e
Figure 2.30: Basic surveillance SyStem SITUCLUIE ...........ouiuiuieiit i
Figure 3.1: Proposed MethodolOgy .........oviiririnitii e e e
Figure 3.2: Registered personals of the organization ...............ccooviiiiiiiiiii
Figure 3.3: Personal IN record in database ............ouieiniiiiii e
Figure 3.4: Database management available Options .............ccoiiiiiiiiiiiiii e
Figure 3.5: Database management available Options .............coiiiiiiiiiiiiiii e

Figure 3.6: The triplet 10SS .......ve e e

Xi



Figure 3.7: Deepface pipeline diagram ... ...

Figure 3.8: The alignment PrOCESS .. . .iviniitit ittt e e et e e eaaans

Figure 3.9: Outline of the deepface architecture

Figure 4.1: Pipeline diagram of proposed face recognition SyStem ...............cooeveviviiiiiiinennnnnn,

Figure 4.2: Face detection and preprocessing

Figure 4.3: Training model for CNN feature extractor for facial recognition

Figure 4.4; 128 Embeddings of an input imag
Figure 4.5: SVM classifier dataset of masked

€.
faces .....

Figure 4.6: Masked faces dataset...........oooeiriririii e

Figure 4.7: Block diagram of complete facial recognition system

Figure 4.8: Front end diSPlay.........oeiniiriii i

Figure 4.9: GUI of the proposed SYSteM ... .. .ottt e,

Figure 4.10: Organization’s personal registration step

Figure 4.11: Registration Steps fOr VISItOIS .........o.oitiiirit i e,

Figure 4.12: Multiple attendance rule options
Figure 4.13: Real time record of IN personals

Figure 4.14: Registered employee was granted access t0 SEtUP.........ovvvvviriiiiiiniiiieeeee e,

Figure 4.15: Unregistered employee declared as stranger

Figure 5.1: Confusion MatriX...........euiuininieitet et ettt e e e e
Figure 5.2: Model tested on LFW dataset..........ooninininieiii e
Figure 5.3: Model tested on [0Cal dataSet. ...........oveininiii e

Figure 5.4: Registered Images recognized wi

Figure 5.5: Unregistered Images recognized as stranger

th names

Figure 5.6: Image declared @S FIN.... ...

Figure 5.7: Masked faces recognition trialS.............ooiiiiiii i

Figure 5.8: Model tested on masked faces without masked classifier .................cooviiiiiiiinnn.

Figure 5.9: Registered Images recognized as stranger without masked classifier...........................

Figure 5.10: Masked faces training SEL..........ouiueiiiii e

Figure 5.11: Model tested on masked faces with masked classifier...................ccoiiiiiiiinn.

Figure 5.12: Registered Images recognized with masked classifier....................ooiiiiiiiiii.

xii

39
39
40
43
44
45
46
47
48
48
49
49
50
50
51
51
52
52
53
54
55
55
56
56
57
58
58
59
60
60



Table 3.1: Structure of Zeiler & Fergus based model with 1x1 convolutions having input and output
sizes described in rows x cols x #filters

Table 3.2:

Table 3.3: Comparison b/w algorithms

Table 5.1:
Table 5.2:
Table 5.3:
Table 5.4:
Table 5.5:

List of Tables

Performance parameters of classifiers ...

Model Performance parameters on LFW dataset.............ccoovviiiiiiiiiiiiineenne,

Model Performance parameters on local dataset........

Deepface network configuration.................ooiiiii i,

Model Performance parameters without masked classifier.....................cooiiil,

Model Performance parameters with masked classifier

Xiii

41
42
54
54
56
59
61



