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Abstract

In the era of rapid smart industrialization, the Automation hierarchy of industries is
smoothly transiting to more efficient, global, and easy to access and connected web
of smart devices and cloud enterprises. With Industry 4.0 benchmarks and targets,
the world is moving to not just towards smart industry but horizontal and vertical
integration and scalability of automation layers. Use of Artificial Intelligence, Data
analytics and standardization of Machine to Machine communication protocols, is
where automation will converge

Industrial Internet of Things (I1OT) envisions and plug-and-play architecture for
manufacturing sector, with not juts remote monitoring but also remote access and
remote control of devices. The idea is to utilize robust 10T tools like Node-red, one
of the powerful JavaScript based visual programming tool that takes advantages of
open API’s and integration with various affordable development boards ,cloud
enterprises & light weight M2M communication wireless protocols like MQTT ,
and develop a prototype for Industry 4.0 as per its aims.

Comprehensible, open architectures, development platforms like Raspberry Pi with
customizable architecture, and powerful processors with variety of interfaces is
already creating a storm in the field of embedded systems.
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Table of Contents

1 INErOTUCTION ...ttt ettt ettt b et b e sn bt s et nn et 10
1.1 MOTIVALION ...ttt ettt sttt b e e 10
1.2 Problem STAEMENT ... ..c.couiirieirieitctete ettt 10
1.3 SCOPE OF THESIS ...ceetieeeeiieiiet ettt st sttt be b e e b e 11
1.4 Organization Of TRESIS....c..ccueiriririrerte ettt 12

2 LITEratUre REVIBW.......eiiiiieiiicittc sttt sttt ettt b ettt b e ens 13
2.1 INEFOTUCTION ...ttt bbbttt sttt b e 13
2.2 IBM Cloud Solutions for Home AUtOMALION...........cevererierieieieieeeesese e 13
2.3 Environmental monitoring using Sense HAT based on IOT platform...........cccccevevnvnencnennene 14
2.4 Industrial communication based on Modbus and Node-Red ............cccooevineinecniiinenncneee, 15

K N 1210 (U3 (Y2 30 RS RURSRR 18
3.1  OPC —Unified Architecture: Industrial Interoperability for IOT ......c.ccoeviiieiiinicececeeeeen, 19
3.2 Architecture Alignment and INteroperability ...........ocooevererieieinensreeeeeeeee e 23

3.21 Industrial Internet Reference Architecture (HIRA) .....coooierieieirerrereeeeeee e 23
3.2.2 Reference Architecture Model for Industrie 4.0 (RAMI 4.0) .....coeovioveeiiieieeieee e, 23
3.3 Case StUAY: SMAt FACIONY......cccveiieeeieceeeec ettt et sttt e st e s reeabesteere e besanenes 24

4 NOUE-REM ...t b ettt b ettt bt n s 28
4.1  Node-Red as @n 10T 1001 ........ccviiiiiiiiiiiiene ettt 31
4.2 Applications and eXAMPIES ........ccieieriiiieere ettt sttt e sneenees 34
B3 IMOTT coeeeeeeeeeeeee e ee et s s es e et se e st e et e s et se s es s se s et seseses e esseneseseerseseneres 35

4.3.1 Quality of Service (QoS) levels of MQTT and Message format ...........ccccoovevveeeeeeciennenen. 36
4.3.2 MQTT and Internet of Things appliCatioNns ..........c.ccoveeeviriecierereee et 37

T - T o o 1=1 V2 o TR 38
o T0 A  1=ox | T= [0TSR 39
5.2 WHhY RASPDEITY Pi7 .ottt ettt ettt et sttt e s et e s be e besteeab e besanentesbeennas 39
5.3  Operating system and programming lanQUAgE...........eecererierenieieneeeere et 40

LI o (0] 0T 1 1= o IS o 1] o] TP 41
(TS A o P 0 (Y Vo (TS T o TSRS 41
6.2 Installation of Node-Red in RaSPDEITY Pi.....ccoceeiiiieiiiciete ettt e 42
6.3  Setting up the FIOW and NOGES .......c.oiueeiie et e 44

6.4  Deploying the FIOW .....coui it sttt st sne s 46



List of Figures

Figure 1-1 Genesis of Industrial Internet of ThingsS.........uiiiiiiiiiiiic e 11
= U R R VI =T o T D 1Y P | TP 14
Figure 2-2 Field instruments and control system communication[3].....cccccccvviiiiiiiiiniiiee e, 15
=V YT o [ gV - | - PSP 16
Figure 2-4Master/Slave communication via mgtt Protocol .........cccccuveiiieeceieciiee e 16
Figure 3-1 Industry Up gradation CYCIE ....ouuiiii it e s e e s e e s s sareeas 18
Figure 3-2 AULOMAtiON LEVEIS .......eviiieeeeeeee ettt et e e e e te e e e e abe e e s e abe e e s enbeeeeenareeas 19
Figure 3-3 convergence of tChNOIOZIES........uuiiiiiiiice e e e s 20
Figure 3-4 communication model based 0N OPC[4] .........uuiiiieiii it e e e e e aararae e 21
Figure 3-5 Industrie 4.0 needs and OPC-UA sOIULION[5] ....ccuuriieeiiiiiieeiiee ettt vee e e ee e e 22
FIZUIrE 3-6 SIMART FACTORY[7] oo eeieiiiitieieee ettt e e e eeectttee e e e e e e et aeeeeeeeee s tabbaaaeeeeessnssssasaseeeeesansstssaaeens 24
T (O e Y o =Y Al =Tt o Y A PRE 27
= U N o o Fo YV =T [ o Y TSP 29
=V R A oo [E g =Te =Y o [ o PSP 30
Figure 4-3 0pen SOUICE VPL'S SUMVEY .....uiiiiiiiiie ettt e ettt e et e e e ttee e e s tte e e s e tte e e s eataeesesbaeeseasaseeenteneeennsenas 31
= U B | 1Y o PSP 33
Figure 4-5Node-red: MQTT and hardware communiCatioN .......ccvvieiiiiieeeiiiiee e 34
FIUIe 4-6 INTrUSION CRECK ....uviiieeiiie ettt ettt e et e e et e e e e st e e e e e tt e e e e e ateeeeensbeeeeeareeeeenteneeennsenas 34
Figure 4-7 pub/sub model of MQTT .....cccviiiiiiiiiie ettt ettt sbe b e et e e sbeesbeesabesabeebeebeenens 35
FIgUre 4-8 QOS LEVELS [15] ..uuiiiiiiiiieeeiiiie e ettt e ettt e e ettt e e e stte e e e eaateeeesaaaaeeeeabeeesenssaeesansseeesennsaeesennseneeennsenas 36
Figure 4-9MQTT mMesSage fOrMat[14]......oocuiiii et e e e e te e e e e abe e e e eabee e e e nbeeeeennrenas 36
Figure 4-10 LAMP ON/OFF case using Node-red, MQTT and Raspberry Pi.......cccccceeveevieereenireecreesreenreene 37
Figure 5-1 Raspherry Pi 3 BH[18].....cuc et ettt ettt e e e ctte e e e tte e e e s tre e e s e at e e e s e abeeeeennbaeeseataeeeennteneeennsenas 38
Figure 5-2 Comparison of development board in terms of 5 specifications .........cccceveeiiiiiieeicciiee e, 40
Figure 6-1 AcCesSiNgG RASPOEITY Pi ..cciueiiieiiiiie ettt e e e e st e e e s ate e e e s abae e e sanbaeeeenareeas 42
Figure 6-2 Selecting Node-Red from Rasphian JESSE ......cuiicuiiieiiiiiie ettt 43
Figure 6-3 INstalling UbIdOts NOUES ........ciiiiuiiiiiiiiie ettt e et e e e e s s abe e e s snbaee e eeareeas 43
=V N o A oo LB T=To I 1o 1Y SR 44
Figure 6-5 API credentials from UbIdOtS.........oiiiiiiiieeee et e et e e e 45
Figure 6-6 configuring UbIidOts TOKEN.....cooiuiiiii ittt e e ree e e s e e e e e areeas 45
Figure 6-7 Selecting our device from "CONtrol' ..........ccuviiieciie e e e e e e e 46
Figure 6-8 Switch widget successfully created .........oouviiiiiiiiccicc e 47
FIgure 6-9 CoNtrolliNG AEVICE ....c..uviiiieiiee ettt e e st e e e et e e e e e ab e e e e enbaeeseabeeeeenntaeeeennsenas 47

T U]l T KO I D 1= o TU 7= -4 Yo SRS 48



Chapter 1

1 Introduction
1.1 Motivation

In current dynamically changing industrial control automation scenario,
IOT (Industrial Internet of Things) and integration of cyber-physical
systems (CPS) are getting a lot of attention from researchers all over.
According to many future forecasts Internet of Things will continue to
grow exponentially with estimated total of around $1.4 billion to be
spent in 2021-(International Data Corporation).With IOT providing a
test-bed for smart manufacturing and intelligent control which would
enable to not just control the industrial floor from anywhere in the world
but also centralize the overall control hierarchy and reduce the man-
power thus paving way for industry 4.0.

Keeping in view the trends I have also proposed a Node-Red based
industrial control prototype so as to conceptualize how real-time 11OT
systems can be designed and what could be possible applications.

1.2 Problem Statement

In emerging world of new solutions where 10T application are
increasingly developed and employed in every sector almost, a well-
developed Industrial 10T will derive industry 4.0 and lead the race of
manufacturing sector. Most of the 10T applications developed over the
time for industrial automation are mostly based on remote access to data
and remote monitoring of plant/manufacturing floor. As for Industrial
sector there lacks a comprehensive solution that could enable user to
remotely also control the manufacturing line/industrial floor or any



actuators from anywhere in the world, unlike home automation where
IOT provides many smart solution in just on application.

oT

Utilization
Efficiency
Consistency
Continuity
safety

Therefore in my thesis I have provided a solution of 11OT that would
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Analytics
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-

Figure 1-1 Genesis of Industrial Internet of Things
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cater the above identified issues, thus providing a solution for Industry
4.0 automation requirements.

1.3 Scope of Thesis

The research topic of my thesis is not just limited to a prototype but also

will identify that how it suits Industry 4.0 application, how can one

integrate power of a strong mini embedded system Raspberry Pi and a
powerful java based flow-based programming tool Node-red along with

A.l to further enhance the ease, productivity, cost effectiveness,

preventive maintenance and shutdown failure predictions and control

various manufacturing units globally from a just a centralized server.




1.4 Organization of Thesis

Hierarchy of my thesis will be like Chapter 2 will cover literature review
and case studies. Chapter 3 will cover Industry 4.0, whereas chapter 4
will contain discussion about Node-Red as an important IOT tool and
MQTT as pub/sub model communication for IOT applications. Chapter
5 will include Raspberry Pi and its benefits plus suitability for 10T
applications. In last Chapter 6 will contain our proposed solution



Chapter 2

2 Literature Review
2.1 Introduction

Before conceiving the idea for this research topic, | went through
various papers related to Industrial Internet of Things (I1OT), its
implementation, advantages and bottlenecks in the way forward. After
cramming through many papers and analyzing the outdated industrial
technology being used in our country, | realized the need for Industry
4.0 and its practical solution that can be made available to digitalize
some aspects of industrial processes.

2.2 IBM Cloud Solutions for Home Automation

This papers suggests uses of IBM 10T platform, IBM Blue Mix for
gathering data of various sensors and device on cloud. Author aims to
utilize the services provided by IBM Blue mix like Speech to Text
conversion, Visual Recognition and etc. using Node-red as a
development tool and Raspberry Pi acting as a central controller. Home
automation systems aims to bring ease to user to control and monitor
various appliances sitting anywhere using internet. Devices can be
connected to Raspberry Pi, acting as home gateway, using 6lo0WPAN
technology. Whereas system proposes use of Amazon AWS EC2
platform for cloud server.

This hybrid home automation system uses services of IBM blue Mix , of
which Audio-to-Text and Text-to-audio service did not provide accurate
result, the paper also focusses on just home automation and therefore
lacks any practical application for Industrial Automation. Paper shows
the use of sensors that may not be compatible with Industrial



communication protocol. In addition to that the paper also lacks how
secure system wireless network is or can be, but do provide an
understanding of a how an industrial wireless network could be
visualized by analyzing a home automation system.[1]

2.3 Environmental monitoring using Sense HAT based on IOT platform

The paper suggests a design for monitoring of environment using
Raspberry Pi and an add-on module Sense Hat which contains various
sensors like Humidity, temperature and etc. The idea is to connect sense
HAT with raspberry pi module via 40 GPIO Pins. Various sensors data
can be received my Raspberry Pi which is processed through Node-red
and passed though IBM cloud services, from where it is stored in
Cloudant NoSQL DB for monitoring and data analysis.

The design and idea is again more of remote monitoring and access, with
little bit of design modification and more robust cloud data tool, but
lacks any framework for industrial internet of things. Addition of Sense
HAT shows how various sensors can be integrated with a standalone
micro-processor unit and how this could be manipulated for some
machine control.[2]

— T Ve NadeAID
@ v IBM Cloud

Serse HAT) loT Gateway
{Raspberry Pi) J’

Sensor

1IBM Watson loT Platform

Figure 2-1 System Design[2]



2.4 Industrial communication based on Modbus and Node-Red

This paper identifies how Industrial Wireless Sensors Network can
revolutionize the intelligent factories and how can it be deployed. In
addition to this the paper also points out to the fact that how wired

communication has limited the industrial ecosystem.[3]

Control system

PSU | CPU |[COM | Al AO DI DO

Modbus TCP/1IP

Field Instruments
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Figure 2-2 Field instruments and control system communication[3]
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Paper presents simulation of industrial communication based on Node-
RED framework using Modbus protocol and MQTT protocol. A layer of
virtual Nodes (simulated MQTT clients), Node Red and Modbus



protocol based industrial wireless communication architecture is created.
Using maqtt-client libraries, virtual nodes were simulated to show master-
slave communication flow in the system. A single on-board computer
provided connectivity via MODBUS frame exchange.[3]

ImpeCt ramciom Projet

(3]
Figure 2-3 sending data

Data exchange can be seen in the figure below. The gateway setup to
read/write Modbus registers and receive/transmit data via MQTT broker,
accessed MODBUS register to read, formulate and send data to external
message broker via MQTT managed by AMPQ cloud.

nject ranaom

Fig 4. Sending mformation

msg payload 2

o Mot Response

MG Seysoac -]

Figure 2-4Master/Slave communication via mqtt protocol



The test result show exchange of information between master and all
slaves via MQTT and Modbus protocol and thereby envisions how
M2M industrial communication can be made less reliable upon binding
cables. The paper sets very important footnote on how I1OT
communication can be updated with the help IWSNs and pub/sub
messaging light weight protocols like MQTT, but at the same time
presents an isolated environment simulation with virtual nodes not real-
time industrial communication between equipment and does not provide
results based on complex master/slaves combination of a real time
industry.



Chapter 3
3 Industry 4.0

Industry 4.0 is about seamless connectivity and machine to machine
communication. It envision a network of wireless sensors with agreed
communication protocol , open architecture, interoperability and use of
other digital technologies to further manipulate data and thus perform
the required tasks efficiently. Although there are many hindrances in the
path but a lot of frameworks are already set and worked upon. Merger of
distributed physical, virtual and real world systems plus digital data form
Cyber Physical Systems (CPS) which are networked to form ‘smart
objects’.[4]

E_ e &

INDUSTRY 2.0
INDUSTRY 1.0

Mecharsrabon slisam A% poe cton, Aulomred mer, carmpulises Uptons “‘fylrd Iyvterra
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Figure 3-1 Industry up gradation cycle
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Figure 3-2 Automation Levels

3.1 OPC —Unified Architecture: Industrial Interoperability for 10T



For realization of IIOT it’s important that scalability across all layers
plus possibility of integration as well as vendor and platform
independence is required. OPC-UA provides global standard of
communication for all central devices and remote sensors. It operates as
service-oriented architecture (SOA) and communication is independent
of programming language in which the respective software was
programmed and also independent of operating system on which the
application runs. With it the service provider receives requests,
processes them and sends them back with the results, contrasting with
the classic web services that describe their services over WSDL, OPC-
UA has pre-defined generic services.[5]

INDUSTRY 4.0

OPC-UA

M2M 10T

(5]

Figure 3-3 convergence of technologies

The information architecture with integrated address space is defined by
OPC-UA in which process data, historical data and alarms can be



represented together with function calls. The redundancy functions
offered are integer able in both the client and server applications, thus
ensuring implementation of high availability systems with maximum
reliability. The security concepts that it employs’ are proven ones that
involve user and application authentication, signing of messages and
encryption of transmitted data itself.

Application 1 Application 2 Application 3

. L §

] ' '
L

QPC Server

OPC Driver
1

OPC Driver
2

OPC Driver
3

Figure 3-4 communication model based on OPC[4]

A lot of organizations are working for the development of more robust
system, to summarize the requirements of Industry 4.0 and how OPC
UA can fulfill them below is a table which will help one to comprehend
the requirements.



Industry 4.0 requirements

Independence from
communication technology,
manufacturer, sector, OS,
programming language.

Scalability for integrated
networking ranging from
for smallest sensors, to
embedded systems,
controllers and cloud
applications etc. ensuring
horizontal and vertical
communication across
layers.

Secure authentication and
transfer at both, user &
application level

Service Oriented
Architecture, standard
protocols like TCP/IP for
transfer of live data, events
and commands.

Any complex information
could be mapped for
modelling of virtual data so
as to represent real products
and their production steps.
Incorporation into semantic
and engineering extension

Conformity verification
with defined standard

OPC-UA

Solutions
OPC foundation is non-profit, vendor-independent
organization striving to develop neutral technological
sector.OPC can run on all operating systems and there are even
chip layer implementations without OS.It is compatible with
all programming languages —currently stacks in Ansi C/C++,
.Net and Java are available
OPC-UA is used in various embedded field devices and scales
from 15kB through to single and multi-core variety of CPU
architectures. There are many examples of successful projects
in many cloud application like Amazon and Azure cloud

It supports signed and encrypted transfer with audit
functionality available, whereas it utilizes X.500 certificates
and user/password for application authentication.

It is independent of transport method, but stacks ensure
consistent transport of all data. Majorly available protocol
binding are TCP-based binary protocol and HTTP/HTTPS web
service with XML or binary coded messages. In addition to
that Pub/Sub model can also be used.

OPC-UA envisions plug-and-produce functionality without
prior device configuration. It not only supports concept of fully
networked for object oriented address space (for both
hierarchical and meshed) including object description and
metadata.

In order to promote optimizing interoperability between
various engineering tools, the foundation has already made
successful collaboration with many organizations like
PLCopen, BACnet, FDI etc, and exploring new ventures also.
The foundation adheres to the various conformity standards
and validations, plus to improve quality and compatibility
there are additional test events (e.g. Plug fest).

Foundation is already an IEC standard.(IEC 62541)

Figure 3-5 Industrie 4.0 needs and OPC-UA solution[5]



3.2 Architecture Alignment and Interoperability

So as to cater Industry4.0 needs and standardize it, two independent
organizations, namely Industrial Internet Consortium (11C) and Plattform
Industrie 4.0, have independently developed reference architectures:
Industrial Internet Reference Architecture (I1RA) and Reference
Architecture model for Industrie 4.0 (RAMI 4.0).Since Industrie4.0 is
about making things smartly, whereas Industrial Internet is more about
making things work smartly, therefore both the architectures are aimed
at addressing different concerns of 11OT with different approaches that
cover all layers and domains of industry 4.0 and also complement each
other, thus opening room for interoperability.[4]

3.2.1 Industrial Internet Reference Architecture (IIRA)

To enhance the development of Industrial Internet Service and create a
wide consensus for higher interoperability at industry level is what IIRA
Is pinning for. Orientation of IIRA is business-value driven and concern-
resolution based I10T reference architecture. Different architectural
concerns identified by it are classified as view-points, namely business,
usage, functional and implementation, which along with different
business are core to IIRA model.[4, 6].

3.2.2 Reference Architecture Model for Industrie 4.0 (RAMI 4.0)

In order to facilitate Industry 4.0, RAMI 4.0 provides a 3 dimensional
architectural model with service oriented architecture framework (SOA)
which combines both services and data. It develops a common
understanding and perspective, shared by all participants. The
architecture of RAMI 4.0 can be described by six layer: business,



functional, information, communication, integration and asset. RAMI
4.0 not only takes into consideration the factory machinery and
operators, but also outcomes of manufacturing processes and external
collaborators.

It introduces a notion of ‘administration shell’ by defining characteristics
of a group of thing , so that it could be regarded as a component of
14.0[4, 6]

3.3 Case Study: Smart Factory

Realization of smart factory is where all research leads to. Smart factory
envisions a network of distributed machines, flexible systems and
functions where across all hierarchy levels participants can interact and
network could cross company boundaries in which products are also a
part.[7]

Figure 3-6 SMART FACTORY[7]



In order to visualize the infrastructure of a smart factory one must
understand three important layers i-e Physical resource layer, Network
layer and data application layer, and their hierarchy.

Although a lot of different researchers have proposed different models
for each layer which are out of the scope of my thesis therefore | will
discuss paradigms of smart factory in a precise manner.

I.  Physical Resource layer

The physical equipment used must be intelligent in real time data
acquisition and it must be ensured that there is standard communication
protocol and transmission of heterogeneous data is at high speed.

The production line must be reconfigurable as well as adaptable to
changes. Reconfigurable manufacturing units are deployed which can
have modular units and reconfigurable controllers. Adaptive robots or
mechanical arm which can be configured with adaptive algorithms or
cognitive robotic island vertically integrated in industry which could
perceive information uncertainty , work independently and adjust to
scheduling changes of factory.

Configurability of Control system refers to ability to extend, integrated,
re-use hardware and to work in multi-purpose scenario. It pins on open
architecture with use of various automation tools and languages like
(XML and Ptolemy II) and Field programmable gated array (FPGA) or
advance distributed intelligent CNC control.

In addition to that a reconfigurable production line to produce variety of
products is also mandatory for a smart factory. Although there are lot of
bottlenecks to it but various researchers have proposed methods for it
also that emphasize on minimization of reconstruction complexity and
maximization of workbench recyclability. Workflow plan must be
organized in such a way so as to assign products to dedicated



reconfigurable production lines and optimize system configuration and
production plan.

For data acquisition wireless sensors networks are deployed which must
also be intelligent .Commonly used WSN’s like Zigbees, RFID and
Bluetooth must be integrated to ensure heterogeneous data acquisition
from various sensors. It is this data that is further processed and helps in
decision process since they are the eyes of a control system thus RFID
based customized data acquisition system or low powered blue tooth and
zig bee based systems can be incorporated which must be compatible
with industrial communication protocols like OPC, Open data base
connectivity (ODBC), RS232 and Dynamic Data Exchange (DDE), plus
these devices interface should be easily setup, flexible and scalable.[8]

Il.  Network layer

In Network layer, new technologies are supported be Industrial Internet
of Things (110T) with scalability and high flexibility of new protocols
and data format .Technologies like OLE for OPC-UA, device to device
communication (D2D) and Software defined Radio Networks (SDN) to
ensure QoS (Quality of Service), reliable communication and equipment
cooperation Low latency, high reliability and high synchronous accuracy
must be part of Industrial Wireless Sensors Networks when dealing with
control service. Software defined I1OT architecture can also be used for
network resource allocation and with customizable networking protocol
information exchange acceleration can be done.[8]

1. Data Application Layer

In this layer Ontology based model is employed where cloud platform
should analyze various data semantics which provides smart factory self-
learning and self-adaption and basics of decision making. Further design
optimization can be ensured by data mining

This model supports event driven interoperability in systems as well as
provide novel technical assistance for construction of smart factory.[8]
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Figure 3-7 Smart Factory



Chapter 4

4 Node-Red

One of the most preferred tool for developing IoT applications is Node-
Red, which is visual wiring tool for various hardware, API’s and online
cloud based services. Flow is the principle way to organize node, and is
represented be a tab within editor workspace.[9] It provides a browser
based flow-editor and provides various nodes that can be wired together
to create instances normally found at following port

http//: localhost:1880. This event driven non-blocking light-weight
runtime is built on Node.Js and its rich text-editor allows creation of
JavaScript functions. It is compatible with almost all embedded systems
available in market like Raspberry Pi, Beagle bone, Arduino and etc.
With repository of over 225,000 modules, it allows us to extend the
palette of nodes to new extent.[2, 10]
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4.1 Node-Red as an loT tool

Why Node-red is a preferred tool, the table below summarizes the
comparison of different open-source visual Programming Languages.

Type of VPL's Name of VPL’s Programming License Repository Platforms
environment supported
Node-Red Web Open-source Github Raspberry Pi,
Apache 2.0 Beagle-bone
black, Arduino,
Docker, IBM

services,
Amazon web
services,
Open-source Android

NET lab toolkit Web GPL Self Raspberry Pi,
Intel Galileo,
Arduino, Azure
web services

Ardublock Web GPL Self Arduino
Noodle Web NEUL Self Arduino,
Android

Figure 4-3 open source VPL'S survey

With various sensors libraries available, flows that enable devices to
send data, process commands and store data on some database server ,
can be built.[11]

In Node-Red all users manage a single flow, trying to access it,

which may be shown on multiple pages. The user places the flow, once
created or after a change, both by saving it to the server and restarting its
execution on Node-Red server.[12]

A node, which is a flow’s core building block can be activated by
incoming message by a previous node, timer or GP1O hardware change,
or by waiting for some external event. A special type of such node



which carries a reusable configuration that can be shared by all regular
nodes, is called Configuration (config) node.[9]

Few of other core nodes are listed below:

e Inject
This node can manually or automatically trigger a flow/flows at prescribed
intervals. It carries message that can a payload and topic properties set

Inject

e Debug
Debug node is used to display message in Debug sidebar within the editor.
With output that can be enabled and disabled this node can be configured to
send messages to runtime log or to send status text.

Debug

e Function
This node allows, against the messages passed through it, JavaScript code to
run.

Function

e Change
This node enables user to change set contexts and message’s properties
without utilizing function node.

Change

e Switch
This node allows routing of message to different branches of flow after
assessing set of rules against each message



Switch

e Template
This node is used to create a text using message’s properties in order to fill

out a template

template

Palette

A palette contains all combinations of nodes that are available, in an
organized way, hence enabling user to filter nodes according to

requirement.
A palette manager is used to install new nodes into palette.[9]

~ it

mjecit

stabus

Nirukc

Figure 4-4 Palette



4.2 Applications and examples

Below is an example scenario of bulb being controlled by light intensity
with the help of a sensor, and how MQTT subscribes to topic from
sensor and publishes it to light on/off topic.[13]

Enable Ligt — gt ON
Light Sensor Lght Thresheold Selecter @
o
Desable Lighe Lot OFF
w
Normal Bnghtoess ot 600 U
v ight Bngitness Adustment —— Light etenady
Aeduce Bnghtness of 2100 ®
Moverment detected?
Mobon Sensar
v | Light Eaabled?
Lght Sriphiness Adwatment

Switch off delay

Figure 4-5Node-red: MQTT and hardware communication

Another example is of intrusion check case. Scenario below how
ultrasonic sensor is connected to GPIO pin of Raspberry Pi.The pin level
Is checked on prescribed intervals and thus presence is informed to user
through email.[13]

No Motion Alert

\
—_— gQer 2N | — Set msq.topic emai alen

rpi-gpio pin §
° 4]

. quettmey |

Figure 4-6 Intrusion Check



43 MQTT

Since 10T is mostly about wirelessly connecting smart devices, objects
and people, therefore it is ideal that there should be a light-weight
machine-to-machine (M2M) communication protocol, like MQTT
(message queue telemetry transport).

It is open standard protocol that works on publish/subscribe model with
minimum possible bandwidth requirement and uses TCP for
transport.[14]

Since it is a many-to-many communication protocol its uses a central
broker to transfer messages between devices. The pub/sub model that
MQTT employs works on the principle model that certain devices or
components (subscribers) want to subscribe to certain information
register. Components that want to produce any data, do so by publishing
it and therefore are called publishers.[15], and this overall process of
coordination between both parties is handled by a broker.

Publish (topic, info) Subscribe (topic)

Subscriber (SINK)

Publisher (SOURCE) BROKER

E——
——

Publish (topic, info)

Figure 4-7 pub/sub model of MQTT



4.3.1 Quality of Service (QoS) levels of MQTT and Message format

MQTT offers three levels of Quality of Service (level 0, level 1, and
level 2) in order to maintain authenticity & reliability of data. The levels
of quality of service are summarized below in table.

QoS level Meaning

level O message is delivered at most once, with no receive
acknowledgment

level 1 One delivery at least with a confirmation of receiving

Level 2 Highest level of QoS , where delivery is ensured by four way

handshake mechanism

Figure 4-8 QoS LEVELS [15]

Message format consists of fixed header of two bytes, where first one
contains message type and flag fields whereas second byte contains
variable header and payload.

0 1 2 3|4|5 El?

Message Type UDP QoS Level Retain

Remaining Length (1~4 bytes)

Variable Length Header (Optional

Variable Length Message Payload (Optional

Figure 4-9MQTT message format[14]




4.3.2 MQTT and Internet of Things applications

Although various protocols are available for 10T applications like CoAP,
HTTP and AMPQ one must be wondering why MQTT is most preferred
protocol for 10T applications. Various researchers have conducted tests
under controlled environment via common middleware have drawn
convincing results.[14, 16, 17]

Mqtt is considered efficient in terms of latency rate and smaller
overhead as compared to HTTP that has an additional data overhead. In
poor quality and unstable environments it is best suited because of
lighter-weight service and appropriation for constrained edge nodes.[14,
16]

Since it is TCP based it has higher delivery percentages under varying
packet loss constraints and under high latency environments, it has
minimalist packet loss as compared to other protocols.[14, 16, 17].
However the suitability of MQTT is still dependent upon type of
environment and application for which it is being used.

Below schematic picture is an example of MQTT being employed for an
IOT application case.

home/office/lamp

Publish in: '
MQTT Client home/office/lamp MQTT Client

Publish in:
Message: “ON" o
—_—
=

home/office/lamp
o% —

Node-RED Message: “ON"

home/officef/lamp

Figure 4-10 LAMP ON/OFF case using Node-red, MQTT and Raspberry Pi.



Chapter 5

5 Raspberry Pi

When all other things are decided as per the design of application, one
must choose the suitable development platform for the 10T application,
and one of them is Raspberry pi B+ .1t is a complete processor module
with 64bit quad core processor, ease of cost and many other features,
that will be discussed how they are suitable for 10T. The credit-card
sized minicomputer runs a Linux based open source operation system
Raspbian, with some non-Linux based alternatives also available. Below
IS the specification summary of Raspberry Pi 3 B+.

GPIO Pinout Diagram

d N EEEGER BRIk g =5 s% e BT B D
SEEEIEN R e Bl s 8 [BIS BeBr PR 20R & 3
§oo®oee®ee®@®@ae®e®@e§
- T-T-X- IOl E-X-T-T-N- NI, = DE@DED® O :
2: g2 8% 3 E 5 5 § 5: 2 83 gz T =2 8 & g £ &£ =
§: 8¢ § TP Boa; 823 -8 83 B E § 3

4 Squarely Placed 40 GPIO SMSC LANSS14 USB
Mounting Holes Headers Ethernet Controller
Run Header Used I ,,,,,,,
to Reset the PI | "SR

Z2x2 USB-A
Ports to PC

nnnnnnnn

D<s1 Display Connec tor

Switching Regulator for
]

Less Power Consum prion Ethernet Out Port

P_% -
EEL A ;
= T = —
S5V Micro USBE HDMI Out Port 3.5mm Audio and
Power Composite Output Jack
CSI Camera
ooooooooo

Figure 5-1 Raspberry Pi 3 B+[18]



5.1 Specifications:

Processor: Broadcom BCM2837B0, Cortex —A53 64bit SoC[19] @ 1.4 GHz
Memory: 1GB LPDDR2 SDRAM

Access: 40-pin GPIO header

Connectivity: 2.4 GHz and 5 GHz IEEE 802.11.b/g/n/ac wireless

SD Support: Micro SD format for loading OS and data storage

Input power: 5V/2.5A DC via micro USB connector

Multimedia: H.264, MPEG-4 decode; H.264 encode
[18]

5.2 Why Raspberry Pi?

When prototyping an 10T application, one must consider 3 parameters
while selecting the suitable development board, 1) Specifications 2)
Open hardware 3) Open API.

Specification play an important role like processor/microcontroller,
connectivity, clock speed, DAC/ADC, GPIO pins and size plus price.
Open API is preferred to so that creativity and ideas don’t get stuck or
locked-up, open standards, libraries and community support improve
efficiency of one’s work.

Whereas open hardware helps in customizing the product according to
market needs and help in easy deployment of solution[20]
Computational ability and operating power, USB ports to connect
peripherals, OS support and high definition multimedia support , all a



play vital role while comparing the Raspberry Pi with other available
board in market.[19]

To give a broad view in terms of comparison, let us compare Raspberry
Pi with other boards available in market.

Name Processor Power Lan Ram Wi-Fi
(Mbit)

Raspberry Pi3 | BCM 2837 5V usb Upto 1gb IEEE
300Mbps 802.11

b/g/n

Arduino AtmegaA8,Atmegal68 7-12V usb | 10/100 16- IEEE
Atmegal280 32kb 802.11

b/g/n

Beagle Bone AM335x 1Ghz ARM Cortex | 5V 10/100 512 IEEE
black A8 802.11

b/g/n

Udoo(quad) Freescale iMX6Quad, 4x 6-15V 10/100/10 | 1Gb IEEE
ARM Cortex-A9 core 00 802.11

b/g/n

Figure 5-2 Comparison of development board in terms of 5 specifications

Although there are many other requirements for which other features of
these boards are also vital and needed to be thoroughly considered but
for the sake of simplicity | have compared only these specs.

5.3 Operating system and programming language

Irrespective of application’s hierarchy, smart devices need to be
programmed either using an Operating System or some higher level of
abstraction.

Preferred operating systems for Raspberry Pi are based on Linux
(Raspbian, Debian, Arch Linux, and Fedora Remix which are free and
designed to run on Raspberry Pi’s ARM processor.

The primary reason for using Raspbian is that it comes pre-installed,
optimized for on-chip floating point calculations ,widespread
community support and is easy to use since it’s environment is similar to
that of Windows and Mac.[18, 19]



Chapter 6

6 Proposed Solution

With above given detailed information about embedded systems, Node-
Red and MQTT one can easily comprehend that this thesis is heading
towards the convergence of all three.

6.1 Hardware design

Connection our device/component with Raspberry Pi 3 B+ with the help
of GPIO pins of the controller. The connections are shown with the help
of simulator snapshots.

GND and GP17 pins of the Pi are used.

Then once the Node-Red has been installed in raspberry Pi we will access our Board



6.2 Installation of Node-Red in Raspberry Pi

Since node red acts as our server in our design we will have to install
node-red on Raspberry Pi 3 B+. Since we are using Raspbian Jessie OS,
Node-red is included in it.So first we will login with the help of putty
using our login, password and ip of Raspberry Pi and then start
VNncserver.

Figure 6-1 Accessing Raspberry Pi

In order to access node-red from external browser one must enter
http://”’1ip-number’’: 1880

Since there are already too many nodes available in palette, but we need
ubidots nodes also so in order to install ubidots package we will go to
‘Manage Palette’ section and search for ‘ubidots-nodered’ in search bar
and install them as shown in figure [6-3].



OF 9 [

ub vhererceos >

Figure 6-2 Selecting Node-Red from Raspbian Jesse

User Settings

jew Mode Install
sor

Keyboand

a ubidot ]
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b [ Bicko *

‘ -

N | £ e
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Figure 6-3 Installing Ubidots nodes



Now with Ubidots nodes already in palette we will install node “node-
red-contrib-sensors-" which responsible for connected sensor’s readings.

For the sake of this project | have signed up for Ubidots educational
purpose account. (app.ubidots.com)

6.3 Setting up the flow and Nodes

Now since the idea is to control things from anywhere over the internet
so we have controlled an LED.

Since we have already installed Ubidots nodes, we will be using Ubidots
built-in MQTT broker to communicate with our MQTT clients (In our
case it is RaspberryPiUbidots). Design flow can be seen in the figure
below

Node-RED : 10.0.0.42 - Mozilla Firefox

Flow1

{*corwrol®, 0 # "—'}m q
o v
Mg payioad msg pavioad

Figure 6-4 Node-Red flow



Then we will copy API credentials from Ubidots account( as shown in
fig 6-5) and paste them into our clients (RaspberryPiUbidots) In and Out
nodes Token space as shown in (Fig 6-6.)

Ubidots | Devices - Mozilla Firefox )

m - Q0 ¥y N0 O @ =

Figure 6-5 API credentials from Ubidots

Edit ubidots_out node

Delete ) = Done

~ node properties

= Account Type Ubidots for Business j
| W MName RaspberryPiUbidots

& Token BEFF-ZrZuTIBMxxRieoWSzxxxvMwagZuGz

% Device Label raspberry-pi

Figure 6-6 configuring Ubidots Token



6.4 Deploying the flow

After this has been done its time to deploy the flows by simply pressing
DEPLOY button

Node-RED : 10.0.0.42 - Mozilla Firefox

5 Sl & Node-RED: 10.0.0.42
< C @ # 10.0.0.42

2 Flow 1 I J + nt
v input

Inject

oo —— A
catcn J +
®
status
Bk

— Parse Ubidots Value LED
matt . o

mesepas ]
|

ss: ubidots

Figure 6-7 Selecting our device from 'Control’
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Figure 6-8 Switch widget successfully created
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Figure 6-9 Controlling device
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Figure 6-10 Debugged
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