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ABSTRACT

Fog computing is the new way forward to prevent network traffic outburst the exhausted IoT
devices. It has moved the computation away from the central cloud to various logical points
along its path, what used to be a direct connection of an IoT device to the central cloud
now passes through a series of fog nodes, processing data along the way before it reaches
the cloud. Few of the key highlights of deploying Fog include efficient use of bandwidth,
increased reliability and reduced latency. The ease of deployment and flexibility of fog has
attracted many, but various security and privacy issues hinder its vast deployment by major
platforms. One such open issue if regarding the trust establishment, trust is the level of
confidence that an object will behave in an acceptable manner.

This thesis explores the requirements for establishing trust in fog environment, and
through extensive literature review determines the similarities between SIoT and fog, as
well as the trust requirement necessary for it. To mitigate the security and privacy issues of
fog, we propose a two-way trust management scheme based on Bayes model, which allows
both the service requestor and the service provider to validate the authenticity of each other
before connecting. It is capable of effectively stopping a node from connecting with a ma-
licious node. It is evaluated by simulating the system in Netlogo: an agent-based network
simulator. The system shows resilience against trust-based network attacks and extensive

evaluation shows that it has high accuracy and fastest convergence.
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Chapter 1

INTRODUCTION

1.1 Overview

The Internet of Things was introduced as early as 2008, since its inception it has grown
tremendously, as a result of which, there are more objects connected to the internet than
people. 10T is a network of devices, such as automobiles, homes, mobile phones and many
more, that can sense and collect data from their surroundings and transmit it over some
network. These devices produce data in abundance but lack the ability to process and store
it [1], which implies that external means are necessary to compute and store this data to
stabilize the resource constraint IoT devices [2]]. Cloud computing introduced the concept of
virtual handling of data, it offers virtually unlimited storage and processing resources which
helps resolve the issues faced by resource poor devices. According to Cisco Global Cloud

Index the amount of data collectively produced by people, things and machines will cross

847 zettabytes by 2021 [3].

Global trends are moving towards a more localized approach to enhance productivity over
reduced cost, resulting in a shift from the centralized cloud to decentralized edge devices.
The concept of offloading has gained much popularity since its inception, as it helps a device
offload some of its tasks to a more computationally powerful device resulting in a smooth
operation. Likewise, [oT devices follow the same footsteps and offload the computation
intensive tasks to other systems in order to enhance their performance and bandwidth, as
well as to mitigate the associated latency issues. The point in a network where the end-users
connect to the core network is called the network edge. The concept of processing data
on edge devices has alleviated the dependence on central nodes for regular tasks, rather it

promotes processing of data near to its origin.

Fog Computing is a multi-layer architecture providing cloud-like services to the dis-
tributed network of devices at the edge of the network [4]. It came as an ally to the tra-

ditional cloud computing paradigm, enhancing its scope and supporting applications that



involve short response time, mobility support and confidentiality. Providing all this while
bringing processing capabilities near the network edge improving latency and power con-
sumption cost, Fog has attracted a lot of attention and made a huge impact on the market.
Fog is a network of devices called fog nodes capable of performing tasks having some pro-
cessing power, any device with adequate processing power can be a fog node and the end
users use them for offloading tasks.

Trust in simplest terms, is defined as the confidence an object will behave in a manner
defined by the QoS / security policies. In a digital environment, trust plays a huge role in
helping out first time collaborators. Depending upon the trust levels of individual nodes as
well as the network policies for minimum trust threshold a device can be deemed secure or
insecure. A trust management system helps establish trust between nodes of a network for

smooth functioning.

1.2 Motivation

Fog is an emerging architecture capable of filling various loopholes between cloud and [oT
devices including storage limitations, computational cost, control and communication is-
sues. The dynamic Fog network faces many security and privacy challenges that must be
addressed for its development. This thesis will highlight one of the many solutions to this
problem by proposing a trust management framework for Fog. Establishment of trust among
two fog nodes is necessary for seamless collaboration, otherwise the nodes will hesitate to
collaborate due to lack of confidence. This research will focus on trust among the fog nodes
only .

Limited literature is available on establishing a trust management framework in Fog,
whereas extensive studies have been carried out for establishing trust among IoT devices
and cloud platforms. Various security loopholes present in Fog may give rise to network
attacks, such as, man in the middle attack, ballot stuffing attack, on off attack etc. In order to
protect user data and privacy there must be some sort of intrusion detection system present,

such as a trust management framework that identify rogue nodes in a network.

1.3 Scope and Objectives

The following research outlines the need for an efficient trust management system for Fog.

Through this research we recognized the need for both entities to trust one another before



connecting, SO we propose a two way trust management system to enhance the reliability of
the network. The scope of the research is to make a two way cost effective trust management
framework in order to minimize the security and privacy issues in order to preserve the

development of Fog.

1.4 Contributions

Our research contributions are as follows:

* A generic two-way trust management system is proposed which considers both quali-

tative and social trust metrics for trust calculation using the beta reputation function.

* Bayes trust estimates the surrent trust status of a node and predict its future behavior,

it helps to evade “on off” attack.

* The accuracy and convergence of the proposed solution is tested by an agent based
simulation software. The evaluation also incorporates the effects of variating good

and bad nodes present in the network.

* We validate the proposed SQT management model through simulations and experi-

mental results.

1.5 Thesis Outline

The structure of the thesis is as follows:

» Chapter 1: This chapter presents an overview of the thesis report, research objectives

along with our contributions.

» Chapter 2: In this chapter, we explore IoT domain in depth and its familiarity with
Fog. It also covers background study of Fog computing paradigm and a use case to

understand the importance of trust in Fog.

e Chapter 3: Trust and various trust management systems are briefly explained along

with trust requirements and possible network attacks.

* Chapter 4: The mathematical model of the research is presented along with the pro-

posed technique.



* Chapter 5: This chapter presents the evaluation and validation of the proposed tech-

nique.

* Chapter 6: This chapter concludes the thesis and presents future direction.



Chapter 2

PRELIMINARIES

This section will explore the domains of 10T, SIoT and Fog in detail while also highlighting

the correlation between the aforementioned domains.

2.1 What is Internet of Things (IoT)?

To understand Fog, it is imperative to understand the concept of the ever-increasing IoT
devices. Cisco defines 10T as an ecosystem of connected devices including people, places,
objects and things. A device can be anything that has a sensor and is connected with a
network. IoT cannot be confined to a single entity, it is a web of connected devices, sensing
and collecting data by the minute. This data is useful to tons of different applications that
are in place to make the system/ environment more automated and efficient by reducing
cost, waste and loss. It empowers computers to make independent decisions based on the
information gathered by themselves, it is equivalent to giving an electronic box the sense of
sight, hearing and smell [5]].

The purpose of IoT devices is simply to help generate lots and lots of data, to improve
the accuracy of services offered by the applications associated with IoT. When these devices
are connected over a large network such as the internet, they will sense and collect more

information paving way towards improved and smarter services.

2.2 IoT as a Social Network (SIoT)

Internet of Things (IoT) and social networks colluded to give rise to Social Internet of Things
(SIoT), a social network made up of things making decisions based on collected data. The
purpose of SIoT is to promote social links in a network of devices collaborating to form
social relations like humans do. The goal is help objects communicate with each other with
minimal human interference. It will give rise to a more efficient and secure network of
devices working harmoniously [6].

The social networks have proven to achieve greater results than any individual system,

hence it will help IoT obtain even better results. The world is moving rapidly towards the



concept of Internet of Everything (IoE), which implies a network where everything will
be a part of it, communicating and collaborating among themselves. In order to achieve
harmonious functioning of a network in which every object is producing abundant data,
it is imperative to give some autonomy to the system. It is humanly impossible to keep
track of each device, and make decisions for it based on the gathered data. That is where
SIoT steps in, it will make the social network a more independent entity, capable of making
decisions autonomously. Selecting trustworthy objects to provide and receive services with

least human intervention.

2.3 Current Trends in IoT and SIoT

IoT and SIoT technology has shaped the way our future may look, from a switch to whole
cities, they have made everything in between smart. Be it smart gadgets, smart cars, smart
homes or smart streets devices have now become far more capable of making decisions
based on their experiences and collaborations. These devices are mostly sensors, sensing
and collecting data from their surroundings which helps a system, be it smart home or smart
city work in harmony. Currently, the data collected by millions of IoT devices is being
processed and filtered in Cloud. The intricacy of this operation is expressed in the workflow

described below:

collection — storage — analysis — action — inference 2.1)

Cloud offers virtually unlimited storage capacity and performance capability which plays
really well with devices such as IoT, that collect data in abundance but have limited re-
sources of their own to process and store it. Technology as we know it is going through
huge transformations, each sector is progressing independently so much so that some are
ahead of others in the race. Such as storage and processing capacity has increased ten folds
in the last decade but the network capacity to move big data without latency is still just a
concept [[7]. Hence, the question arises: How will the ever growing data produced by loT
will reach Cloud platform for storage and processing? The network bandwidth limits the

applications of IoT and gives rise to many latency and quality of service (QoS) problems.

An easy solution to the above problem may be solved by using Fog as an intermediary

layer which performs data filtering and processing near to where the data is being produced



i-e edge of the network. And sends to Cloud only that data which is absolute required. It
will also prevent the system from a single point of failure, due to the distributed nature of

Fog.
2.4 An Overview of Fog Computing

This section will describe the concept, working and architecture of Fog computing in great
depth contrary to an overview given in the previous chapter. Section [2.4.1] describes some
of its key characteristics and a definition, section [2.4.2] discusses fog reference architecture
in great depth. Section describe some applications of fog in modern day
architecture, followed by the research direction taken up to complete this research and the

motivation behind it.

2.4.1 Characteristics and Definition of Fog

Fog is an emerging multi-layer architecture stretching from the centralized cloud to the log-
ical extreme of a network enabling processing and analytics to be carried out closest to the
source of the generated data. It fills the storage, computation, control and communication
loopholes between the centralized cloud and the IoT devices present at the edge of the net-
work.

Cisco defines Fog as a horizontal, system level architecture bringing storage ,networking
and control closer to the users, it further elaborates by defining a fog node as a mini-cloud
closer to the edge of the network [8]].

We live in the era of IoT where there will be more than one trillion devices up and running
producing even greater amounts of data by the year 2025 [9]. Which means even more
data will be there to send on the network than before. Fog computing presents an efficient
solution to this problem by mitigating the dependency of IoT on the central node (cloud)
and providing a distributed platform to deal with the constraints regarding heterogeneity
and mobility of these resource constraint devices [10]. Furthermore, it minimizes the risk
associated with data leakage due to long distance transmission and outsourcing features
cloud provides, by processing and filtering the data near the edge and only sending whats
needed onto the cloud [11]].

In the traditional cloud architecture, the end user is always restricted to be a data consumer,

the only possible actions it can perform include web browsing, scanning images, watching



videos etc. However, the role of the end user has evolved to generate/produce data, now
they can also shift their roles between a consumer and a producer. This transition in roles
can only be managed by the help of fog computing [10,/11]. As suggested by Bonomi et
al. in [12]] fog is the appropriate platform to secure the future of upcoming 10T services and

applications but it has yet many challenges to overcome before its worldwide adaptation.

Fog computing faces many security and privacy issues due to its flexibility and distributed
nature [13[]. It comprises of different fog nodes that facilitates the fog clients by offloading
and providing services at a close proximity. The wide acceptance of fog skyrocketed after
OpenFog introduced a generalized system architecture and guidelines for its accurate and
easy modelling [[14]]. It is imperative to consider fog the essential extention of cloud that
might just save the network from overflowing traffic flowing from numerous IoT applications
to cloud servers. It showcases minimal cost of deployment as it can make use of the nodes
already in the path of the traffic. All these and many more features make fog a platform to

look forward to.

2.4.2 Fog Reference Architecture

OpenFog proposed a generalized structure of fog in 2017 [14], which laid the grounds for all
future research to be carried out. As briefly discussed in Section fog is a multi-layer
technology having hierarchical structure, with each layer capable of performing computa-
tional tasks according to its intelligence group. The placement of fog between cloud and IoT
is such that, cloud holds the top place in a pyramid structure and 10T fills the bottom most
level. The layers in between present different levels of fog devices categorized according to
their intelligence level and computational capabilities to handle more complex tasks. The

general outlook of a Fog infrastructure is shown in Figure [2.1]

It is evident that higher hierarchy nodes have a greater overview of the rest of the network,
hence they can make more informed decisions as they get more filtered and transformed data
as compared to the previous levels. It is only obvious that Cloud is be at the top hierarchy
of this pyramid as it has the capability to turn data in knowledge. Nodes present at the
same level can communicate among themselves and should be able to carry out offloading
and handing over tasks depending upon their workload as they are assumed to have the

same intelligence level. It is imperative to discuss different deployment models for fog



oud Server

Intelligence

Fog Node
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Figure 2.1: A multi-layer hierarchical Fog model with Cloud at the top and IoT devices
at the bottom. The intelligence of the system decreases from top (Cloud) to bottom (IoT
devices). Each intelligence group present at a higher level is more capable of performing
complex tasks than the preceding layer.



while discussing its reference architecture, as of yet there are no formal deployment models
defined. Hence various deployment models of fog can be used to gain perspective on the

structure of Fog as shown in Table

Table 2.1: Deployment models for fog computing

Deployment Model Description

Much like public cloud, public
fog provides services for the gen-
eral public where the people can
rent the necessary services they re-
quire. Public infrasturcture in case
of cloud is owned by a single en-
tity, but it mught not be the case
for fog. Various organiztions need
to collaborate to create this deploy-
ment model.

Private cloud provides services to
the high-end security companies,
these services are costly as com-
Private Fog Model pared to the public fog. A single en-
tity can own private fog models and
provide services to other parties as
needed.

As the name suggests, hybrid fog is
the result of the collusion between
public and private fog. This model
Hybrid Fog Model is appropriate for applications with
diversified security levels, sensitive
info can be passed on to private fog
and non-sensitive info to public fog.
This model reduces the cost of
deployment by proposing a com-
munity scheme where two or
more companies can collaborate
to achieve cheaper services as
compared to private fog but more
security as compared to public fog.

Public Fog Model

Community Fog Model

2.4.3 Applications of Fog

Fog shows a promising future with hundreds of IoT applications running smoothly across
integrated smart systems. It will change the face of IoT applications such as e-health, smart

cities, automated traffic control etc. and make them more accurate and trustworthy for users

10



to relay upon [[15,16]]. It has been a hot topic in the recent years due to its the ease of adoption

and flexibility which has attracted a lot of tech giants to invest in it.

The Linux foundation has launched a edge computing platform to minimize the gap be-
tween [oT devices and cloud called EdgeX Foundry [[17]. One of its key features is that it
can aggregate data from various IoT devices with heterogeneous underlying technologies,
it standardizes the data and makes collaboration possible between different protocol 10T

networks.

Similarly, Amazon also provides AWS Greengrass [18] services to the IoT devices. Its
main focus is to filter out all the unnecessary data in queue to reach cloud and sends only

that data which needs deep processing or storage.

Microsoft has also joined the trend and launched Azure IoT Edge [19] as its solution to
edge computing, extending cloud-like services to the edge of the network improving network

reliability and bandwidth.

2.4.4 Research Direction

Fog offers numerous benefits due to its diverse nature, such as scalabilty, enhanced privacy,
mitigating dependability on a central entity, reducing the probability of single point of fail-
ure, reduces bandwidth and storage cost, results in a more context and location aware system
and makes it possible to analyze data in transit. However, as of yet it is a vast domain ready
to be researched upon to minimize the lot of privacy and security issues that are in the way
of its world wide adoption. The flexibility and diversified nature of fog make it more sus-
ceptible to various network attacks such as man-in-the-middle attack, injection of malicious

nodes in the network etc. [[13]].

This research exploits the lack of a secure and efficient solution to protect fog domain
from losing valuable data though minor breaches in the network. Trust management has
been proved to be an authentic and cost effective way to improve the security and privacy
of various domains such as IoT, SIoT and Cloud. There is limited work available on trust
management schemes in Fog, hence we propose a two-way trust management scheme for
fog computing that will validate the identity of the node providing the service as well as of

the node requating the service.
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2.5 Motivation

Let us consider smart cities as an example to highlight the need and use of Fog in the future
of internet. The concept of smart cities is simply to provide services to its residents to better
build the city infrastructure. It promises optimum utilization of resources and balances it
with providing its residents with unparalleled quality of life. From smart grid stations to
smart traffic management systems, smart city offers various over the top applications in
order to provide optimum services.

The issues with smart city deployment is the excessive cost, as each application needs an
independent network for communication called silos, which is expensive and not an optimum
solution as it leads to fragmentation of services. There is no standardized solution that
enables smart cities to fully take advantage of all its applications. But fog computing may
provide a better solution, by lying out a single network infrastructure for all the applications
to communicate over. By providing public fog services to the cities, third party entities will
not need to build an maintain their own infrastructure which will help reduce the cost by
many folds.

Fog networks are generally large-scale networks comprising of various network objects
also called fog nodes (i-e, any device with sufficient processing power and memory), these
nodes are bound to communicate with each other for various transactions, increasing the
probability of attacks. The proposed two way trust management scheme should ensure that

both the nodes have established a trusted connection prior to the transaction.
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Chapter 3

LITERATURE REVIEW

The level of confidence that a device will behave in a satisfactory manner is known as trust.
This chapter will provide an insight to the importance of trust in IT technology, its key
features and management models. Section 3.1 will explore the importance of trust in IT
technologies followed by trust in SIoT and its similarities with fog environment, discussed

in great depth in Section 3.2

3.1 Trust in the light of IT technology

In an IT environment, multiple devices from various places connect to each other, share data
and resources. Much like humans need to develop trust before sharing among themselves
to minimize the chances of sharing important information with a fraudulent party, devices
in an IT environment must trust one another to minimize the chances of breach. Trust es-
tablishment in such an environment is more than just a security concern, a trusted system
is considered to be more reliable, integrous, dependable and capable of performing a given
task. An honest collaboration always ends in the highest productivity.

Trust is a subjective term, it is defined as the manner in which an object act which is
deemed satisfactory for you. In an IT environment, a set of policies and protocols will
determine the satisfactory manner an object should behave to earn the title of trustworthy.
Secondly, trust needs to be updated frequently, much as humans change their nature with
time, trustworthy devices can also become untrustworthy over time. Hence, a device must
not only rely on past observations rather it must incorporate a method to predict future be-
havior of other devices to keep the trustworthiness up-to-date.

As discussed above, trust is subjective in order to establish trust one must first quantify
the level of assurance you have on a device that it will behave according to the set of rules
defined. This process depends upon the type of application in question, for example, a health
application will require a higher degree of protocols whereas a smart street lamp will require

low degree of protocol. In other words, trust in IoT depends upon the deployment model,
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environment, level of security required, and type of application used.

In distributed systems such as a fog network, the task of establishing trust becomes even
more strenuous, as a fog network consists of devices from diverse backgrounds that may
have never communicated with each other before. Trust in this case is difficult to develop as
hostile entities might be present in the network waiting to exploit any moment of weakness.

However, if established it becomes pertinent in distributed systems.

There are two major elements of a trust: a trustor and a trustee. Trustor being the entity
that requires a service and trustee is the entity that will provide a service. Trust gives the
trustor enough confidence that the trustee will provide the best service without compromise
and behave according to the protocols defined. A trust management system is where it all
comes down to, this system provides means to collect, calculate and propagate trust values
throughout the network. It consists of a comprehensive scheme that lets an object decide for

itself whether the other object is trustworthy for communication or not.

3.2 Trust Management in SIoT

The most important part of any trust management system is the trust computation block,
it determines the requirements of assurance necessary to establish trust and tells how to
quantify them. This block deals with raw values, trust requirements and final trust values as
a result of trust calculations. We will discuss trust management in SIoT in great depth due to
its similarity with fog computing, SIoT liberates the devices to request and receive services
from one another. Hence, this section will present a thorough study of trust management in

SIoT to form a trust management scheme for fog.

Service- oriented IoT (SIoT) is a combination of IoT with social networks, where the
objects of the network form social relations like humans do. The objects frequently commu-
nicate and collaborate among themselves based on a level of assurance that the other object
is trustworthy. SIoT can be best understood as a peer to peer network where a service re-
quester (SR) may ask for a service from a service provider (SP). In an honest network the

SR will have full confidence that the SP is trustworthy and will provide legitimate services.

Figure [3.1] presents an example of how trust assessment is carried out in SIoT. It shows
a scenario where the service requester(SR) has no experience with the service provider(SP)

prior to this instance, in such a case SR will ask its neighbors for their recommendations of

14



Figure 3.1: An outlook of how devices in a network may work. SR determines the level of
trust of SP by gathering recommendations from its neighbors.

their experiences with the SP. The recommenders A,B,C and D will send their trust assess-
ment of SP to the SR, it is assumed that SR will have established some level of trust with its
recommenders through previous interactions. SR will combine it’s own experience with the
recommenders, their level of trust and the recommendations for SP to form its opinion and
connect with it.

Trust helps objects make independent decisions without human intervention. It provides
a safe and honest environment for network objects to request and avail services from each
other. There are two most common scenarios; first, an object that has previous experience
with the other object and second, where an object has no prior experience. In the former
case, the object can easily formulate trust value giving its own experience the highest weigh-
tage, whereas the later case has been discussed and explained in figure 3.1} One of the main
requirements of a distributed fog network is to help the fog nodes make independent deci-
sions and collaborations among themselves based on some level of trust assurance that their
connection will not suffer with respect to reliability and availability.

Trust management in SIoT is very similar to trust management in fog. The goal of trust

is for the SR to know that the SP is safe to connect and communicate with in terms of
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reliability and availability and vise versa. Hence, all the devices that are part of the fog
network must have a certain level of trust among them for successful collaboration and
communication. Fog requires trust to be established at both ends of the communication i.e.
the service requester and the service provider both should only provide and avail services if
they trust one another [[10]. We will explore the trust dimensions and trust requirements to

build a premise for our proposed trust management framework for fog computing.

3.2.1 Trust Dimensions

The authors in [20] surveyed a large number of trust management models in SIoT and cat-
egorized trust computation into five trust dimensions. The categories are as follows: Com-
position, propagation, update, formation, aggregation. This section describes these trust

dimensions in more depth as given by Table .

Table 3.1: Categories of Trust computation in SIoT

Trust Dimensions Description

This category determines the trust indicators to
be used for trust computation. It’s further sub-
divided into quality of service (QoS) trust and
social trust.

The trust propagation category determines
whether the system will use a distributed or a

Trust Composition

Trust Propagation centralised approach, each has their own pros
and cons.
This dimension deals with the frequency with
Trust Update which the trust values will be updated. A social

network is highly unpredictable, even a highly
trusted node can turn.

The formation dimension as the name suggests,
determines how many trust indicators will be
combined and in what manner and formulation.

Trust Formation

The aggregation dimension determines how
recommendations from the neighboring nodes

Trust Aggregation will be combined with the personal experiences.

3.3 Trust Requirements

We have carefully studied the trust requirements in Mobile Ad-hoc Networks (MANETS)

[21] and established that they can be used for defining trust requirements for fog computing
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as well. These requirements are a follows:

* Fog networks are dynamic in nature, they continue to change with old nodes breaking
off and new nodes connecting to the network. This scenario suggests that trust should

be dynamic in nature.

* Fog network is a highly diversified network, compatible with different applications on
the same platform. This implies that trust value for service A provided by node B will

not hold for service B provided by it. Hence trust needs to be subjective.

» Each object is rules by its own set of policies, so if node A trust node B, and node
B trusts node C then its not necessary that node A will trust node C as well. Which

implies that trust may or may not be transitive

* Similarly, trust is also asymmetric. If node A trusts node B then node B may or may

not trust node A.

* Trust in fog should be context dependent as a single fog node may offer services to
a variety of applications. It is necessary to understand that if a node is trustworthy for

traffic congestion app it may not be trustworthy for a health app.

The discussion under this section can be summarized to a single observation that trust in
fog computing is necessary to ensure a secure and safe fog computing environment. The

highlight advantages of introducing trust in fog are follows:

* It will improve reliability, allowing the fog nodes to predict the future behavior of each
other. So, a client may be able to select a fog node in its vicinity that will provide the

best service.

* It will allow monitoring of the distributed fog network, malicious objects and rogue

nodes will be detected and avoided.

* It will strengthen the basis for collaboration, fog nodes will be able to offload to other

fog node with the necessary processing power.
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3.4 A Survey of Trust models in IT environment

Trust has been around for the longest time as a basic human instinct that needs to be present
before relying on fellow human beings. It has been studied extensively in almost all fields
including economics, philosophy, sociology and now it has found its way in the IT environ-
ment. Trust is a blessing in disguise for an environment with risk, uncertainties and collab-
orations with unknown entities such as the fog network [22]]. Fog is a relatively new and
growing computing paradigm and only a handful of work is available on trust management
in Fog but due to its similarities with SIoT [23]] the related researches have been thoroughly
studied and reviewed to build a trust management system suitable for a fog environment.
Trust in Fog is more than just secure transfer of data, it encompasses the canons of integrity,
consistency, truthfulness and reliability of a party on its service provider. The existing mech-
anisms help the node make a wiser decision for secure data transfer depending upon various

trust metrics and QoS parameters. In this section, each technique will be discussed briefly.

A very popular trust composition technique is Bayesian inference, which considers trust
to be a random variable and using it creates a probability distribution model. The parameters
of this probability distribution are updated according to new recorded observations. This
technique was first used by Josang et al. [24] to create a reputation system, it models trust
as a random variable € [0,1] and follows the beta distribution curve; each set of positive and
negative experience is mapped to the probability distribution parameters («v, 3) and the final
trust is computed by taking its average. The same model was used by Ganeriwal et al. [25]
to propose a reputation system in a wireless sensor network, this model takes the negative
and positive experiences as input, using it formulates a sensor node reputation score. The
system has two major blocks; watchdog and reputation block. Watchdog is responsible for
monitoring and branding the nodes into cooperative and uncooperative based on probability
values, whereas the reputation block is responsible for combining the recommendations from
neighboring nodes using beta reputation function. The following model protects against bad
mouthing and ballot stuffing attacks and addresses scalability; a chain of trusted nodes is
used to calculate the trust value of a distant node. But the model neither incorporate the
direct observations of the trustor node nor the position of trustee in the network. Another

system proposed in [26] uses subjective logic to build an opinion model, where trust is
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combined on the basis of confidence the trustor has on the recommendation of its neighbors.
The major drawback of this model is the overhead as it consistently needs opinions to form
inputs. Authors in [27] combine fuzzy logic and Bayesian belief theory to develop the trust
model using various performance metrics such centrality, mobility etc. Chen et al. [28]] also
used a fuzzy membership function to measure the uncertainty of the trust model.

The trust management system for social objects is entirely based upon their social rela-
tions and the interactions between them, the authors in [29] make use of a similar approach
by combining various social metrics such as direct observations, centrality, community of
interest (Col), Cooperativeness etc. as the trust indicators for trust composition. Using so-
cial trust metrics makes this scheme help detect and protect the network better against on
off selective forwarding attacks. A centralized system is proposed in [30] where a guarantor
is hired to measure the level of assurance of the SP by the help of a reputation function.
This model neglects the direct observations altogether only focuses on the reputation of the
object, it’s not suitable for low latency applications. Martinez-Zulia et al. [31] combine the
QoS and social trust parameters as the components of trust composition, and weigh the rec-
ommendations of the raters using credibility for indirect trust aggregation. Similarly, Chen
et al. [32] weighs the recommendations of raters using similarity index the SR has for its
raters.

Belief theory is another popular trust composition technique, Yu et al. [33]] adopts it as
the basis for computing trust in autonomous systems (ASs). This model has two elements to
it; the response collection of the proposition (theory) and the aggregation of the responses
based on subjective probabilities.In another one of his researches Josang et al. [34]] describes
that a node’s estimation of trust by another node depends upon 4 main factors (b-belief, d-
disbelief, u-uncertainty and a-absence of evidence), where the sum of these factors is unity.
In a groundbreaking research Ries et al. [35] laid the foundation for evaluation of propo-
sitional logic terms under uncertainty, compliant with standard probabilistic approach and
subjective logic. Based on this approach Ries [36] proposed a context dependent model;
CertainTrust that helped agents select trustworthy partners in a risky engagement. Wang et
al. [37] applied logit regression to determine the relation between cumulative evidence gath-
ered by the nodes considering environmental context variables including energy-sensitivity,

capability-limitation, and cost-awareness.
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Table 3.2: Comparison and Analysis of Literature Review

Research

2. Indirect Trust

Trust Metrics Trust Model Main Contributions
Paper
Service-oriented Internet of Things (SIoT)
A scalable, capacity limited
feedback-based trust model that
1. QoS Col-based Trust . . .
[32] ' Model uniquely combines the direct and
2. Social Trust indirect observations with mini-
mum convergence time
Builds a reliable SIoT network
(1] Social trust param- | Behavior based | by incorporating its trust met-
eters model rics and updating trust with min-
imum overhead
(30| Reputation Guarantor based | A reputation model involving a
trust model 3rd part guarantor
. A hybrid trust model that inte-
: Communities of rates social behavior of objects
[39] 1. Direct Trust interest based trust | & ) .. )
2. Indirect Trust model with their communities to model
trust
. Context based Combines social relations of ob-
[40] 1. Direct Trust model jects with context and capacity

of the objects

Wireless Sensor Networks and Mobile ad-hoc networks (MANETS)

Positive and nega-

Feedback based rep-

A reputation system in a WSN,
takes negative and positive ex-

3. Cost awareness

[25]] tive feedback . periences as input and gener-
utation model .
ates the reputation scores of each
node.
Calculates trust based on pos-
28] 1. QoS Behavior based trust | itive and negatiye expejriences
2. Social Trust model and the uncertainty using the
fuzzy membership function
Applies logit regression to learn
LE vt . .
D, v e s | 2 e ot
[37] - ap y model & y

toward another node including
the corresponding environmen-
tal context variables.

Bao et al. [38]] uses the ownership as an input to his trust management framework, which

is a decentralized Col based model where nodes divide among inter- and intra-communities.

A similar model [39] requires each community to have an administrator duly elected by the

nodes of that community. The admin is the central entity responsible for managing service

requests, calculating the trust values and for seamless running of the network. A context-
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based trust management model was proposed by the same author in [40], the design catered
scalability and accuracy in its system grounded on the context of the network. Each node
has multiple trust values depending upon the type of service and context, the model works
well for dynamic networks, but the overhead may be an issue in larger networks. Truong
et al. published a series of researches in [41,42], in which he proposed a model based on
experience, reputation and knowledge. The following model mimics the human cognitive
process which fits perfectly in a SIoT environment. A few models in social internet of things
(SIoT), wireless sensor network (WSN) and mobile ad-hoc networks MANETS are briefly
explained in table 3.2

Cloud computing has some very well-established trust management models, but they can-
not be directly applied to fog computing due to various reasons such existence of a dis-
tributed network in fog and lack of mobility support in cloud. One of the major issues is
the absence of a central authority to verify and monitor the attributes defined to measure the
trust of a service provided by the fog node. In a fog network, the fog clients and the fog
nodes are vendor specific and dynamic in nature due to which reputation-based trust model
cannot be implemented in fog. For the implementation of SLA based trust model in fog a
licensed third party is required to monitor the and validate the SLAs for the fog clients. Trust
in cloud computing is a unidirectional requirement due to its in-place security mechanisms
that ensure trust between the cloud users and the cloud service providers, whereas it is a
two-way requirement in Fog due to its open and flexible nature. This two-way requirement
of trust in fog network makes it a difficult task to design and implement a trust model [10].

The existing literature on trust computational models in fog environment is limited, few
research papers available have been thoroughly studied and analyzed including [43}44,45,
46.,147,48]. S.A. Soleymani et al. in [43]] propose a model that combines experience and
plausibility using fuzzy logic to compute trust. The proposed model authenticates, calcu-
lates and chooses the most trustworthy node using a set of modules. Wang in a series of
research articles [44,45,46] use regression analysis and fitting function to model a trust-
worthy communication, the model creates a trustworthy connection by mapping trust values
with communication variable in a sensor cloud system using fog based approach. The author
extends his research in [45]] and propose a hierarchical model as opposed to the linear model

proposed in [44]. In both the researches the author uses fog layer to calculate the trust func-

21



tion, store its value and execute tasks based on the value of trust. Authors in [47] present a
lightweight scheme that used feed-backs from multiple sources to identify trustworthy IoT
edge devices. All the above-mentioned researches use fog as a supplementary layer to re-
duce the computational cost and to enhance the storage capability of other networks. None
of the aforementioned models primarily focus on fog and its structure to create a trust model.
Our trust model’s primary focus is to ensure the trustworthy transfer of data in peer-to-peer
communication between fog nodes. Rahman et. al. [48]] propose a broker-based trust eval-
uation framework based on fuzzy logic. This framework uses only QoS parameters and do
not incorporate the social relationship of the nodes. The existing models in fog are listed in
a comprehensive manner in table [3.3]

The motivation behind creating a trust management model is to complement the rapidly
growing fog network, by introducing trust in fog we are in fact moving towards a more
reliant and secure platform. Our work is different than the said models as it primarily fo-
cuses on fog computing paradigm while uniquely combining the observations, reputation
and other trust metrics necessary in a fog network, it also presents a two-way trust system,
where both the fog nodes involved in the transaction establish trust before connecting. Our
model is independent of any third-party involvement which is one of the requirements for the
fog network, our reputation system is based on Bayesian inference with discounting factor

explained in more detail in the next section [24}25]
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Table 3.3: Analysis of Trust Models in Fog

Research Trust Metrics Trust Model Main Contributions
Paper
Fog Networking Environment
The model uses a set of mod-
(@3] 1. Experience Fuzzy  trust-based | ules to authenticate, calculate
7. Authentication | model and choose the most trustworthy
node
A model for trustworthy com-
(44, 45, | 1. QoS Multiple linear re- | Mo caron using  regression
. . analysis and fitting function
46| 2. Position gression model )
. . . that relates trust value with the
3. Unique identifier .. .
communication variable
A lightweight scheme that uses
(@7 Multi source feed- | Multisource  feed- | feedbacks from multiple sources
back back model to identify trustworthy IoT edge
devices.
(48] QoS parameters Broker based model A broker-based trust evaluation

framework based on fuzzy logic
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Chapter 4

PROPOSED TRUST MANAGEMENT FRAMEWORK

Trust is used as an assessment criterion to determine the security level of a respective object,
but the situation of trust in fog infrastructure is rather complex due to various reasons [49].
The acceptability and deployment of fog has amplified the need for a secure and efficient
method for data transfer and reliable service provider selection. One of such methods is by
establishing trust between the network entities [[14]]. A great deal of work has been carried
out in cloud computing paradigm mitigating the security and privacy challenges prevailing
in the said infrastructure. However, none of these models can be readily applied to fog
computing due to distinct dissimilarities in both computing paradigms. This section will
explain the proposed trust management framework, its mathematical model, trust indicators

and algorithm.

4.1 Social Qualitative Trust Management Framework

There are three shareholders in a fog environment; the IoT devices (generates data), the
fog nodes (transfers and filters the data in transit) and cloud servers (processes and stores the
data). This research focuses on establishing trust between the fog nodes for secure transfer of
data. For simplicity, we will consider a single layer fog architecture without compromising
on any of its key features to build our trust management system. Each fog node is connected
to a set of [oT devices based on its position and the type of services it offers. A fog node can
always communicate with its neighboring fog nodes to exchange trust values. A simplified
single layer fog architecture is used to build a collaborative trust management system model
as shown in figure 4.1}

The proposed solution establishes trust among fog nodes so that they can collaborate for
offloading, data sharing and other services. Ideally, for two fog nodes to request a connec-
tion they must be present in the same area, or within each other’s geographical range. As
discussed in the previous sections, trust is a two-way requirement in fog environment as both

the fog nodes; the SP and the SR, must validate each other for security before sharing any
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TRUST MANAGEMENT SYSTEM

og Node

Fog Node

......

Fog Node Fog Node

Fog Node

Fog Node Fog Node

= Node-to-Node Connection

weeee = Node-to-Device Connection

Figure 4.1: Simplified single layer fog environment with each fog node connected to an IoT
device. The fog nodes can communicate with their neighbors to share trust values.
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data. This will prevent a rogue fog node from entering and hiding in a trusted network. In
our proposed scheme the SR node calculates the trust value of the SP node by asking it’s
neighbors for recommendations and combining them its experience, this approach makes it
easier to prevent a connection between an honest and a rogue node. Moreover, Each node
will maintain a rank which decreases every time a node fails to provide a decent service;
malicious nodes are removed from the network when their rank falls below the set threshold.
The malicious nodes are blacklisted and broadcasted to the network to avoid any discrepan-
cies in the future.

When a fog node requests a service from its neighboring nodes for connection, the avail-
able SP node will first validate the authenticity of the requestor before proceeding to accept
or decline. The SP node will follow the same procedure as the SR node did to calculate trust,
it asks its neighbors for recommendations, combines it with its experience and formulate the
trust using the beta reputation system [24]]. A predetermined threshold determines whether
the connection request will be accepted or declined. In a fog environment it is necessary for
both the parties involved in a transaction to validate one another, as any device can become
a fog node increases the probability of malicious nodes entering the network. Therefore,
the SR node will also validate the SP node to ensure authentic service before the actual data
exchange. To reduce the overhead of the trust management system, each node will exchange
the trust values with its neighbors only without effecting the efficiency of the system [S0].

The step by step procedure from the connection request to data exchange is as follows:

* The SR node will ping all of its neighbors with a service request.

* Depending upon availability, one of its neighbors will respond as a potential SP. How-
ever, it must first ensure the authenticity of the request for protection against rogue

SRs.

* The SP will ping its neighbors for recommendations of SR, and combine them with its

own experience to obtain a trust value.

e If the Trust value for SR is below the threshold, its request will be declined immedi-
ately. The rank of the SR will decrease (if rank of a fraudulent node becomes zero it

is then exiled from the network).
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* The SP will update and store the trust value of any malicious node detected for future

reference.

* Once SP has authenticated the request, SR will ensure the validity of the SP before

connecting to avoid malicious payloads rather than the legit service.

¢ SR will validate SP on the same lines as discussed above.

e After validation of SP and SR at both ends, a trusted connection is established, and

real communication can take place.

A good TMS does not require the trust value to be propagated throughout the whole net-

work, each node can broadcast its experiences to its neighbors instead for better efficiency.

4.2 Trust Composition using Bayes Model

The trust requirements defined in Mobile Ad-Hoc Networks [25] explained in section 3 can
be used to derive the trust requirements for a fog environment which view trust as dynamic,
subjective, intransitive and asymmetric. Trust computation must yield a dynamic value of
trust in conjunction with the trust requirements and the design dimensions [24]]. The pro-
posed SQT framework takes on a distributed approach, it uses social and network parameters
for trust computation, and follows a multi-trust and event-driven trust update.

By virtue of its nature, trust is asymmetric and subjective which implies that each node in
a network experiences it differently based on its limited data set, the best way to calculate
trust in an architecture such as Fog is by using Bayes Model [25]]. In this model, trust is a
random variable determined by the parameters of probability distribution curve, and updates
to it are based on the new observations. The advantage of using Bayes model in a fog
environment is that it allows a node to predict the future behavior of the others based on
its current observations. The heart of Bayes model is the beta probability density function,
which gives it a sound mathematical base for feedback accumulation.

Consider a process that may have two parameters y, y’ as its possible outcomes such that
v represents the number of times y is observed and 4 represents the number of times y’
is observed then to observe the future behavior of the process the parameters of the beta

distribution function can be set as:
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a=~+1 4.1)

B=4+1 (42)

Where v, > 0. Hence, the probability expectation of the beta distribution is given by:

E(p) = af(a+P) (4.3)

Now, consider four nodes (A,B,C & D), where node A & node B are trustor and trustee
respectively, and node C & node D are the recommenders as shown in Figure 4.2] Now, by

using the equation 4.3| the reputation function is expressed as:

. Yap + 1
E , = — 4.4
(&(p|vaB, YaB) VB + Aap + 2 (4.4)

Equation gives the subjective reputation of node B from node A’s perspective, it is not
possible to calculate the objective value of reputation as each node has different experiences

with B.

4.2.1 Discounting Operation

The node calculating trust assigns different weights to the recommendations it receive de-
pending upon its own relation with the recommender nodes, this process is called discount-
ing. If a node does not trust one of the recommender nodes then it can completely ignore
its recommendation, similarly it may give more weight to the recommendations of a trusted
node as compared to a node with low trust value. This technique helps evade trust-based
attacks such as bad mouthing and ballot stuffing attacks. As shown in figure #.2] let us sup-
pose node A is the trustor gathering reputation of node B on the recommendation of node C,

then the beta distribution given by a4 and 4 will be as follows:
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Figure 4.2: Nodes A and B are the trustor and trustee nodes, to establish trust they need
to validate each other by taking input from the recommender. The recommendations are
weighed according to the relation of the nodes with the recommenders, this concept is pop-
ularly known as Discounting operation.
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axAB
Rip=——7-—— 4.5
A8 aap + Bap

Rip = Rac ® Rop, where ® is called the discounting operator. The a4 and 45 param-
eters in equation {.4] are updated as follows:
2aac0cB

aap = by + 4.6
B AB " (Bac + 2) (s + Bep + 2)] + 2aac (4.6)

2c4cBoB
(Bac + 2)(acs + Bes + 2)] + 2a.4c

Bap = By + [ 4.7)

Equations [4.6| and [4.7] represent how the av4p and 345 parameters depend upon the node’s
trust on the recommender. Discounting helps achieve an unbiased reputation of the trustee

node which helps in evading many trust-based attacks.

4.3 Mathematical Description of Proposed Scheme
4.3.1 Trust Metrics

A trust indicator is an essential part of trust composition as it determines the properties based
on which the value of trust is calculated. Trust indicators are shortlisted depending upon the
requirements of the system, there is no hard and fast rule to include or leave out a certain type
of indicators for trust composition. Generally, more than one parameter is required to build
an effective trust management system. Our model considers various social and qualitative
trust metrics for its trust calculation; the social metrics, include direct observations made
by the trustor as well as the recommendations by the neighboring nodes. This section will

briefly discuss the trust metrics of our proposed SQT management system.

4.3.1.1 Direct Trust

The experience of the trustor after a successful transaction with the trustee determines the
direct trust. In a trust management system, it is imperative for a node to have the ability to
calculate individualistic trust for an unbiased decision. Direct trust holds maximum weigh-

tage in our proposed system to decrease the effect of various false recommendation attacks.
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D 4p denotes the trust of node B as calculated by node A for transaction k. The relevance of
transaction k is given by transaction factor ¢ f% 5 € [0,1] between the two nodes. The feedback
of node B given by node A is represented by f% ze [0,1] then the formula for n transactions

is given by [29]:

>k trhpfip
Dap = =0 (4.8)
> ket fis

4.3.1.2 Reputation Function

The reputation metric is important due to various reasons, firstly it helps the trustor deter-
mine the image of the trustee, secondly if plays pivotal role when there has been no prior
transaction between the them. In this scenario the trustor greatly depends on the reputation
of the trustee in the network. The SQT system model uses Bayesian inference to combine
feedback from the recommenders. The simplicity and flexibility of the Bayesian formulation
qualifies it as the best approach for this model [24]]. The reputation of node B as perceived
by node A is given by equation

The reputation function is completed by the discounting step that predicts the future be-
havior of the node B as seen by node A, in this case, based on its past behavior. This protects
against the network feedback attacks such as bad mouthing and ballot stuffing attacks. The

discounting function is given by equations [4.6|and [4.7] as discussed in section ??

4.3.1.3 Degree Centrality

Degree centrality represents the number of direct connections a node has in a network, higher
degree centrality means the node has great importance within its network. The reputation
function will be influenced by the degree centrality value of a node, if node B has a higher
degree centrality then its recommendation would be higher and vice versa. To minimize the

effect of centrality on the reputation function we calculate C'4p:

Cap=XapNXy 4.9)

Where, X 45 and X 4 represent the mutual friends of node A and B and the friends of node

A respectively.
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4.3.1.4 Service Score

A reward and penalty metric is added to make the SQT system to provide an extra layer of

protection against malicious nodes.

1 x wt, reward
Sp = (4.10)

—1 X wtg penalty

Where wt, represents the weight of the service.

4.3.2 Mathematical Model
4.3.2.1 Bayes Trust

The Bayes model [24]] defines trust in terms of collective desirable and undesirable behavior

of the trustee as observed by other nodes, it is given by the following equation:

ag+1
Flg= —""—— 4.11
5= ont Bp 2 4.11)

Where agandfp denote the desirable and undesirable behavior of the trustee (node B in this
scenario) respectively. Bayes trust showcases the predicted behavior of the trustee, in other
words it is the expected behavior of the node, this value might not always be the same as
the computed trust as the object which is malicious might become innocent in the future and

vice versa.

4.3.2.2 Calculated Trust

The calculated trust is determined by combining all the trust metrics defined by equations

4.5]4.8]4.9]4.10]in the following sequence:

TAB:(SDAB—I—O'R—I—WCAB—I—QSB (412)

where 0, o, wandf are the weights assigned for normalizing the data.
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4.3.2.3 Final Trust

The final trust of the node B is calculated by:

Ttina = (ETp * Tap) — me (4.13)

m, 1s the marginal error, hence it is taken out from the final equation. The final trust value
in our proposed model is given by the product of Bayes trust with the calculated trust. ET»
is the predicted future behavior of the node in light of its calculated trust, for example if the

calculated trust 7'y = 0.8 then the expected behavior of the node is desirable .. ETz > 0.5.

4.4 Algorithm of the Proposed Model

The detailed working of our proposed model is described in Algorithm (1). The threshold

for our proposed model is 0.5, but it can be higher for more critical applications.

Node A initiates the communication with node B by sending a service request. The node
B computes the trust of node A by running the algorithm, the trust metrics are assigned
appropriate weights for calculation of T’54. Lastly, it is combined with the Bayes trust to
get the value of final trust. If Tz4 > threshold; then it will allow the communication to
proceed. After getting the connection approval node A will compute the trust of node B, it
will follow the same steps; assign weights to the trust metrics, calculate 7’45 and combine it
with Bayes trust to get the final trust. Now, if T, > threshold then a trusted connection
is established between the two nodes. Our model requires both the SR and SP to establish
trust before creating a connection, if either one of nodes fail to establish trust then a trusted

connection will not be created and node A will look for other SPs in its neighborhood.
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Algorithm 1 Trust Computation Algorithm
Input: [N1,N2,N3,N4,...][01,01,w1,01,02,02,w2,02]
Output: Trusted connection
for i between 1 and n do
Nb = neighborhood size of ¢
for j between 1 and Nb do

if Vi has capacity & rank > 1 then

*/Trust metrics calculation
D= Iy tfk e

P
R:m
C=XupNXy

1 x wt, reward

—1 X wtg penalty
*/ calculated trust of trustor node (node A)
Tga=02Dps +02Rgs +w2Cg4 + 025p
for & between 1 and Nb do
*/discounting step
Tpa=Tpc ®@Tca

end
*/ Bayes trust of trustor node (node A)
ETp = —atl

aatBa+2
if T'p4 > threshold then
*/calculated trust of trustee node (node B)
Tup =01Dap + 0lRap +wlCyp +60Sp
for % between 1 and Nb do
*/discounting step

Tap =Tac ®@Tcn

end
*/Bayes trust of trustee node (node B)
ETp = —2ntl_

ap+Bp+2
Tfinal = (ETB * TAB) — Me

if T'tinq > threshold then
|  Trusted connection is established

end
end
end

end

end

4.5 Attacks on Trust Management systems and the Resilience of SQT to these attacks

The aim of a trust management system is to build a trustworthy network with high trust
threshold, in such a system the malicious objects tend to perform efficiently to get a good
rank in a network only to create mischief later. A few most common types of these attacks
are given below along with a sound justification on how our proposed model is resilient

towards them.

34



Table 4.1: Trust based network attacks and resilience of our proposed solution to them

Attacks

Description

Justification

Self Promotion
Attack (SPA)

The Self-promotion attack as
the name suggests is when
a malicious node gives false
good recommendation about
itself when requested for ser-
vice and performs poorly
once selected.

The proposed SQT manage-
ment system is resilient to this
attack as it does not allow
any node the power to self-
recommend.

Bad Mouthing

This is a type of collusion
attack where several nodes
team up to spread false rec-

This attack is addressed by
our feedback aggregation
method, it considers the
level of trust between the

Attack (BMA) ommendations about an inno- | trustor and the recommender

cent node. weighs the recommendation

accordingly.

This is also a type of collu-

sion attack, much like BMA,

where malicious nodes col-
Ballot Stuffing | lude to propagate false rec- | The justification for BMA
Attack (BSA) ommendations to build the | also applies to this attack.

reputation of another mali-

cious node which might dam-

age the network if selected.

) This kind of attack is dealt
It is an attack where a ma- . )
.. . with by observing the behav-
. licious node deliberately per- | . .
Opportunistic . . | 1or of the nodes and elim-
. forms good services to regain | . . o .

Service Attack | . . i inating those with inconsis-

its reputation once it feels that .
(0OSA) tent trust values over a certain

its reputation is decreasing,
only to provide poor services.

amount of time.

On-Off Attack
(0O0A)

This is an attack where a
node frequently shifts be-
tween good and bad behavior
to avoid being labelled.

The same solution to OSA
can be applied to this as well.
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Chapter 5

PERFORMANCE AND COMPARATIVE ANALYSIS OF PROPOSED
SCHEME

The proposed system is tried and tested in a simulation environment. The details of simula-
tion parameters, evaluation and performance, and the comparative analysis of the proposed

framework is discussed in this section.

5.1 Simulation Setup

A simulation is created in Netlogo v 6.2.0 to evaluate the proposed trust management system
for Fog computing. Using Netlogo, we have created a large network (500 nodes), a medium
size network (100 nodes) and a small network (50 nodes). The list of simulation parameters
and their respective values are given in table ??.

The simulation setup is shown in figure[5.1] the left window pane consists of all the con-
trols and sliders that determine the number of nodes, number of links each node will create,
conduct change of a node from good to bad, node analysis and a csv output file. The right
window pane shows the experiment world, in this case a network of 50 nodes can be ob-
served. The function of highlighted nodes are as follows, the red and blue nodes are SP and
SR respectively, and the green node is their common neighbor. The simulations are carried
out for 50, 100 and 500 nodes respectively. In our setup any node can be a service requestor
or service provider, each node will take recommendations from its 1-hop neighbors only to
build reputation rating of the trustee node. The trust update is event-driven, simulation runs

for 25 iterations during which time the trust values are calculated and updated accordingly.

5.2 Evaluation and Performance of SQT framework

This section will discuss the evaluation and performance of the SQT framework, it will
consider two basic scenarios. The experiment was conducted to analyze the behavior of
a good node as well as a bad node in the network. The simulation is carried out for 25
iterations for 100 and 500 nodes respectively.

Figure shows the performance of a random good node in the proposed framework
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SEtUp Red is the Selected Node, Blue wants fo exchange packefs
with Red and Green Is their Common neighbour

setup
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TQI‘I GC_tu_Et? ﬁﬁ

off apply_conduct_change_after_iteration 15

Run

single_node_analysis (For 25 teration) =

Run After 3 nodes are selected. Else call Step
il three nodes are selected,

Output

file_name

test-good-to-bad-node-record.csv

write-to-file

Figure 5.1: Initial setup of the simulation. The highlighted nodes are 1-hop neighbors, both
blue and red highlighted nodes are calculating trust of one another as shown in Command

Center
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Figure 5.2: Trust value of a randomly selected good fog node in a network of 100 and 500

under normal circumstances, it exhibits the accuracy and convergence of the trust value in
networks with 100 and 500 nodes.The trust value converges quickly with more accuracy
when more weight is given to the direct observations. Where as trust value converges later
in the computation cycle when more weight is assigned to indirect observations.

The SQT trust model is simulated in Netlogo v 6, the code of which is available on github
(https://gi1thub.com/MH9196/FogTrustModel/blob/main/directed_
graph_network with_single node.nlogo ). The performance analysis of a
randomly selected bad node is shown in figure[5.3] The algorithm is designed to penalize a
node on bad service, this makes it twice as hard for the node to recover its reputation. Each
node maintains a rank which decreases whenever it behaves undesirably, if the rank of a
node becomes zero it is eventually kicked out of the network.

The resilience of our proposed is tested against the on off selective forwarding attack. The
results in figure [5.4] clearly depict the accuracy of malicious node detection. It can be seen

that as soon as the node changed its behavior, the system detected it and the trust value went
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045

B

0.35

=
[T

0.25
s 1 00 NOdES

M WM
b w cue
01 ==ge=Threshold

0.05

Trust Value

. 3 5 7 & 1 1315 1 8| I 5 5

Iteration

Figure 5.3: Trust value of a randomly selected bad fog node in a network of 100 and 500.
The trust value remains below the threshold which makes it hard for a bad node to carry out
attacks.
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Figure 5.4: The performance of the proposed framework in on off selective forwarding at-
tack.
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below the set threshold. It can be observed that the trust value below threshold do not show

a considerable increase with each upcoming iteration.

5.3 Comparative Analysis

Due to limited work available on the subject, we carried out the comparative analysis with the
model introduced by A.M. Kowshalya et al. [29] and TMCol-SIoT [39] with the proposed
SQT model against on off attack. All the models can detect on off attack, but the proposed
SQT model can not only identify but make it hard for the malicious node to recover its
reputation as shown in figure [5.5] An in depth comparison of the models is given in table
The proposed SQT model is a two-way trust approach, it requires both communicating
nodes to validate each other before connecting. Moreover, SQT is also resilient against other

attacks such as:
1. Self-promotion attack(SPA) as it does not allow any node to self-recommend

2. Bad-mouthing attack(BMA) as it only considers recommendations from trusted neigh-

bors
3. Ballot-stuffing attack(BSA) due to weighted recommendations

4. Opportunistic service attack(OSA) as it eliminates nodes with inconsistent behavior

over time

Table 5.1: Comparison of SIoT trust model with the proposed SQT model

Contributuion Kowshalya TMCol-SIoT | SQT
Two-way trust X X v
Distributed approach X X v
Resilient against on off at- v v v
tack

Resilient against other

trust-based attacks (SPA, | x X v
BSA, BMA, OSA)

Low Computation Cost v v v
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Figure 5.5: Comparison of SQT system model with two existing SIoT models, Kowshalya
and TMCol-SIoT in the presence of on off selective forwarding attack.
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Chapter 6

CONCLUSION AND FUTURE DIRECTION

It has been made evident that one of the major security and privacy issues faced by fog today
is the lack of a trust management framework. The existing trust management models cannot
be implemented to fog but extensive literature review has led to the deduction that fog net-
work is much more like SIoT and MANETS, hence, the basis for building SQT management
framework was derived from them. In this paper, a peer-to-peer trust management system is
proposed that enable the fog nodes to develop a level of trust before connecting with others.
The system prevents fog nodes from establishing communication with untrustworthy nodes.
Bayes model forms the mathematical basis of our proposed solution, it can calculate the trust
value of a node and predict its future behavior. The extensive evaluation shows that the sys-
tem is resilient to trust-based network attacks, it converges quickly and expels the malicious

nodes over a period of time.
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