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ABSTRACT

Worldwide connectivity and digitalization of services have escalated the usage of
information and communication technology which in turn has resulted in greater
exposure of information assets to a hub of sprouting cybersecurity vulnerabilities and
threats. Cybersecurity policies are a cornerstone for governing cybersecurity in an air-
gapped network. These policies define the need to safeguard an organization’s assets
for confidentiality, integrity, and availability. Therefore, the present research aims to
develop governing and technical policies to ensure resilience against cyberthreats in an
air-gapped network. After the development of a main governing policy, five subsidiary/
technical policies were developed namely Personnel Policy, Social Engineering Policy,
Physical Security Policy, Infrastructure Hardening Policy, and Access Control Policy.
Personnel Policy was developed for the compliance of recruitment, training, and
departure of personnel with the security safeguards to the access and use of info
technology resources and data. A subsidiary policy on Social Engineering being
indispensable to inform employees that fraudulent social engineering assaults do occur,
and processes exist for detecting such attacks was included in the current study.
Likewise, a Physical Security Policy to protect the physical security of all humans and
info assets effectively stops unauthorized physical access, destruction, and interference
with info and info processing facilities was developed. An Infrastructure Hardening
Policy was added as a subsidiary policy as it is direly needed to harden the system or
structure by reducing its surface of vulnerability and mitigating the possibility of a
successful attack by further decreasing the obfuscation. The Access Control Policy
specifying the rules related to authorizing, monitoring, and controlling access to an
organization’s accounts, information, and information systems was added as part of the
sub-policies. After an extensive elaboration of the aforementioned governing and
technical policies, guidelines on system hardening as an illustration of describing the
procedural details have been described delivering step-by-step instructions on the ‘how’
of taking out the policy statements. System hardening guidelines enable end-users to
secure their PCs and laptops from various threats, vulnerabilities, and viruses. In
conclusion, robust enforcement, consistent audit, and regular up-gradation of policies
and guidelines is the only viable mechanism to safeguard the confidentiality, integrity,

and availability of assets in an air-gapped network.
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Chapter 1

Introduction and Thesis Organization

1.1 Overview

Data has superseded money in the recent times as one of the most invaluable property
whether it comes to an individual or an organization. It is almost impossible that a
precious data, if compromised could be regained in a state, where its confidentiality,
integrity and availability is guaranteed. On the contrary, financial resources once lost
could be recuperated, redeemed, and restored with time. The situation becomes graver
when it comes to the organizations where a data breach could have serious
consequences in terms of national security. In this respect, robust measures are sought
by the national organizations to guarantee the safety and security of the data, including
the incorporation of AGN that physically isolates the internal organizational networks
from the rest of the world. The protection of ICT networks from advanced cyber-threats
is a challenging task, comprising host level and network level security layers. This
incorporates updates of protection software in host computers, management of access
controls, routers and firewalls configuration, Digital telephonic systems etc. However,
even though a high level of protection is attained, given that the local area network
relates to the outside world (e.g., the Internet), a ground-breaking and innovative
attacker will sooner or later probe a way to breach the network, snoop, and spread
sensitive data as is evident from past experiences. From this history, governments and
enterprises have taken robust measures to guarantee the security and safety of the
classified info, including the employment of AGNs that genuinely segregates the inside
authoritative organizations from the remainder of the world. The AGNs are isolated

(both physically and logically) from rest of the public networks (such as, the Internet).



Such networks are mostly used in defence forces, critical infrastructure and control
systems, stock exchanges, insurance companies, biomedical manufacturers, and wide
range of industries. The AG isolation is aimed at deterring the disclosure of classified
info that include confidential personal info, intellectual property, financial data, and
trade secrets etc [1].

Cybersecurity may be defined as a multi-disciplinary approach that encompasses both
the software and hardware with a goal of preventing the incidence of cybercrime at the
first instance or waning its impact if it has already occurred. Cybersecurity is a crucial
challenge for several corporations such as government databanks, financial companies
as well as banks and military. Security policies are an official set of rules that are made
by an institute to safeguard that the user approved to gain access to company info and
technology endowments abide by the rules and procedures related to the info security.
It is a written paper in the company which is accountable for how to safeguard the
corporations from risks and how to manage them when they occur. The security
document is a high-level text that describes the organization's vision regarding security,
needs, goals, responsibilities, and scope. A security policy is regarded as a "living
document” which implies that the document is never done, but it is constantly updated
as conditions of the technology and employee varies. A security policy should achieve
many goals. It should: guard people and data; set the guidelines for anticipated
behaviour by users, system administrators, management, and security personnel;
sanction security personnel to monitor, inquire, and examine; define and sanction the
consequences of violation; outline the corporation consensus baseline stance on
security; help curtail risk; and assist track compliance with regulations and legislation.
Cybersecurity policies are also perilous to the public image and integrity of a

cooperation. Customers, partners, shareholders, and prospective employees need



evidence that the corporation can keep its sensitive info. Without a cybersecurity policy,
an organization may not be able to furnish such proof [2].

Continuing from the prehistoric times till to date, the art of war is an ever-evolving
phenomenon, cyber warfare being one of them. It is mutating exponentially causing a
lot of untoward events, ranging from data theft to the acquisition of state secrets and
classified data of national interest. The modern world has become a digital realm;
therefore, the cyber security threats are also increasing proportionately. Pakistan being
a territory of utmost geopolitical location and a nuclear power is at an increased risk of
cyber security threats. Lack of a national cyber security policy may be a great threat to

the sensitive organizations having classified data [3].

1.2 Motivation & Problem Statement

The organizations have been following various security standards, while deploying
subsequent technical controls, to mitigate the identified risks. When it comes to an air-
gapped network, the existence of the air between the internal and outside network is
considered as sole guarantee of protection of data from spillage of classified info.
However, news of recent successful attacks and consequent data loss from the AGNs
(nuclear sites of a country) reveal that technical controls alone do not provide due
assurance against data breach. Cybersecurity policies are crucial because cyberattacks
and info breaches are potentially expensive. Also, employees are frequently the weak
connections in a company's security. Moreover, the human being working in the
organization is considered as the weakest link in the chain of security. Since he also
retains his footprints on social media network in one form or another; an intentional or
accidental slippage of even a slight confidential info can lead to a big security risk,
making the very isolation of AGN questionable. Upgraded cybersecurity policies can

assist employees and consultants better comprehend how to sustain the security of info



and applications. Thus, design of a comprehensive national cyber security policy, its

implementation, auditing, and continuous upgradation remains a customary pre-

requisite to ensure any security breach.

1.3 Research Objectives

The main objectives of the present study are:

Study and analyze the various threats that could lead to potential security breach
in an AGN.

Propose a comprehensive national cybersecurity policy to deter threats and
minimize the risk of data breach from an AGN.

To develop procedures and guidelines in accordance with the developed

cybersecurity policy for military and civil organizations.

1.4 Scope

The research has following implications:

Public/Private Sector: Reputation is one of the most valuable assets of an
enterprise. Any loss to the reputation can have far-reaching adverse effects on
the firm’s standing, stakeholder’s trust and loyalty, the general acceptability of
the operations, and very survival of the business. Besides that, a data breach has
potential to put millions of customers at risk and poses considerable costs to the
businesses. National firms of Pakistan, directly responsible as custodians of
public data (including NADRA, telephone/ mobile phone companies) have a lot
at stake if any data breach happens. Besides, they implement technical controls
for protection of sensitive info; the research will assist all such organizations to
further enhance their security parameters by reviewing and updating their

policies in lines to the identified common mistakes by the legitimate user.



e Military: Military organizations, as a matter of common security practice
across the globe, keep their classified info isolated from the outside networks
(internet). Owing to the value and sensitivity of the info, it is imperative to
further strengthen its defense by suitably updating already deployed security
mechanisms. The proposed policy would help to further increase air in the
AGNs, while also deterring the slippages that could eventually bridge the gap
caused by the leakage of confidential info.

1.5 Contribution

The modern world has become a digital realm; therefore, the cyber security threats are
also increasing proportionately. Pakistan being a territory of utmost geopolitical
location and a nuclear power is at an increased risk of cyber security threats. Lack of a
national cyber security policy may be a great threat to the sensitive organizations having
classified data. Therefore, the research would enable the policymakers to adopt the
proposed policy or refine their policies and include the missing perspectives addressed
in the present study. The research would also assist in improving the overall data
security of the air-gapped networks. It will be helpful for the recruiters and training-
organizers to consider various psycho-social inclinations of the human resources (HR)
while planning the course of their selection and training. It would assist civil and
military sensitive organizations having AGNs to further enhance their security
parameters by reviewing and updating their policies, and HR training procedures, in
lines with the identified common mistakes of the legitimate users and their remedial

measures.



1.6 Thesis Organization

The thesis is structured as follows:

Chapter 1 forms the introduction part of the thesis that highlights the problem
statement, research objectives, thesis scope, and its contribution.

Chapter 2 entails an introduction to cybersecurity and AGN. Cybersecurity
elements along with cyber resiliency techniques and implementation
approaches have been discussed. The chapter also describes the various
structural features of an AGN with a brief description of its components and
applications.

Chapter 3 highlights intimidations and attack routes against an organization.
The contents encompass a general threat landscape and proceed on to a more
specific description of cyber-attacks.

Chapter 4 ponders some light on cyber-attacks on an AGN including social
engineering as an important vulnerability to AGN security.

Chapter 5 is exclusively dedicated to the importance of policies and procedures
and their implications in ensuring cybersecurity in an organization. Some of the
challenges in the development of security policies are also discussed.

Chapter 6 proposes a governing cybersecurity policy for an AGN followed by
subsidiary policies and as a sample, guidelines for system hardening have also
been included.

Chapter 7 overviews the recently approved National Cybersecurity Policy of
Pakistan 2021 trailed by an opinion on its strengths and weakness and way

forward.



1.7 Research Methodology

In the current study, the literature review was done by studying diverse research articles
of reputed journals from Google Scholar. For the purpose of national cyber security
policy development for an AGN, a review based upon a number of scientific papers
retrieved from various academic databases, such as IEEE, ACM, Springer and
ScienceDirect, and reports of several information security, such as SANS. The security
policies of contemporary countries such as Australia, Japan, the United Kingdom, and
the United States were also studied for policy development. Furthermore, security
policy templates from SysAdmin, Audit, Network, and Security (SANS), and the
National Institute of Standards and Technology (NIST) were also reviewed for the

policy write-up.



Chapter 2

Cybersecurity and Air-gapped Network

2.1 Introduction

Progressively systems are being digitized in a run towards smaller costs, increased
efficiency, and lessened time to market. However, this push to digitization also makes
these systems vulnerable to a progressively erudite and incapacitating array of cyber-
attacks. Cybersecurity may be described as a multi-disciplinary method that
incorporates both the software and hardware with a goalmouth of avoiding the
frequency of cybercrime at the first case or waning its effect if it has already happened.
Cybersecurity implies to machineries, procedures, and systems intended to protect
networks, tools, databases, and the data from the incident, loss, and unapproved access.
It is a crucial problem for many establishments such as government catalogues,
economic corporations including banks and military establishments. Cybersecurity is
a worldwide phenomenon demonstrating an intricate socio-technical question for
governments but needing the participation of individuals. Although it is one of the most
crucial challenges encountered by governments today, the outlook and public
understanding remains restricted. The Internet is all too frequently believed as a safe
atmosphere for sharing material, transactions and regulating the physical world. Yet,
cyberwars are already unending, and there is a vital need to be better equipped. The
incapability to border cybersecurity has rose in a failure to progress appropriate policies
[4].

The necessity for cybersecurity is becoming more and more important due to our
dependency on Info and Communication Technology (ICT) across all facets of our

cyber physical civilization. Cybersecurity is important for individuals, community and



non-public organizations, but promising security to everyone often proves to be
challenging. The internet sites of many governments have restricted security and could
be easily hacked. The question of security is not partial to the administrative power, but
it is also applicable to political parties, energy substructure providers, water-boarding,
road administration, ministries, secretarial organizations, NGOs and sporting
establishments (such as the International Olympics Committee), all of which have
previously been the mark of clefts and the robbery of info. The hack on World
Antidoping Agency (WAPA) published the medical record of Olympic athletes to
concede them, whereas the Stuxnet virus was intended at damaging a nuclear
substructure. Cybersecurity infringements can thus be said to affect all shareholders in

our society [5].

2.2 Cybersecurity

2.2.1 Cybersecurity Elements

For effective cyber security, an organization must coordinate its efforts throughout its
whole info system. Components of cybersecurity include:

2.2.1.1 Network security

The course of shielding the network from undesirable users, spells, and invasions.
Network-security refers to the network manager's all-encompassing security strategies
and provisions for discouraging and monitoring illegal access, deliberate mistreatment,
amendment, rejection of a facility for a host or client computer, and other available
network and communication related capitals in an adaptive and upbeat manner. It
entails examining workers' freedom rights in order to verify users' legitimacy and grant
them access to network records or permission to exchange data. To establish their

authorization and subsequent use of permitted spheres, workers are assigned ID and


http://whatis.techtarget.com/definition/cybersecurity

passcodes or extra forms of verification checks. Network security broadens reporting
across a variety of computer networks, both public and private, that are applied for
executing and collaborating amid corporations [6]. The security process starts with
worker authentication, which can be accomplished using one, two, or three elements.
The first element entails password authentication, whereas the second element implies
password authentication in conjunction with a safety dongle, coupon, mobile phone, or
card; and the third element implies retinal examination or thumbprint authentication in
conjunction with the first two elements. A web firewall enforces entry policies, such as
which facilities can be opened by network users, once the validation is complete.
Antivirus software and interference avoidance systems assist in detecting and
preventing the possibly malevolent content that spread across the web as Trojans and
worms. For checking the network stream of traffic for dubious or unusual content or
behaviour, an anomaly-based intrusion recognition method may be used. This will
assist in preventing situations like DOS attack or a dissatisfied employee tampering
with files, thus safeguarding the reserves. Individual occurrences that happen inside the
network can be recorded for later review or top-level inspection. The transmission
between network hosts can be encrypted to prevent spying. The placement of false
network reachable resources will assist with supervision and in advance notice actions.
Following the advancement of new manipulation tools, the techniques used by invaders
for conceding the trap resources might be analyzed post-strike to understand their logic.
The frequent types of outbreaks met by networks include passive outbreaks such as port
scanner, idle scan, wiretapping; or active outbreaks such as spoofing, DDOS attack,
buffer or heap overflow, smurf attack, ARP poisoning, format string attack, and SQL

injection [7].
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2.2.1.2 Application security

Application security refers to the procedures taken throughout the life of an info product
to prevent any shots from violating the permission limitations imposed by the core
system's security requirements. The safety protocols outline the exceptions for systems
that are fundamentally flawed in terms of design, development, and implementation, as
well as application up-gradation and maintenance. Applications are merely involved
with regulating the use of resources provided to them. The precise usage of resources
is established through the application consumers through application defense. The
approach to deal with menaces to application security entails knowing about the
prospective hazards, adequately augmenting the safety measures of the application,
host, or network, and implanting protection within the software improvement method
[8]. An asset in the perspective of application security refers to a valuable resource,
such as info in a database or the file structure, or a system reserve. The goal is to find
vulnerabilities inside a parental system that, when subjected to a cyber intruder, could
be used to provide useful insight into the functionality of an application. By bending

security within the application, the threat can be reduced [9].

General application risks and assault types are numbered below.

Input authentication-related such as buffer overflow, cross site coding, SQL

injection, and canonicalization.

o Verification related such as network eavesdropping, brute force assault,
dictionary assaults, stealing credentials and replaying cookies, etc.

« Approval related such as privilege elevation, tampering with critical data,
inviting attacks, intentional revelation of sensitive info etc.

« Alignment managing related such as illegitimate entry into configuration stores,

illegitimate access to administrative controls and absence of user’s

11



accountability, retrieving clear text configuration info, procedural accounts, and
higher-privilege service.

Classified info related like trying to penetrate storage space for obtaining
important data, tapering with data, and eavesdropping network lines.

Session managing related such as replaying session, man in the middle,
hijacking session etc.

Cryptography related like weak encryption, poor public, or private key
production or key management,

Parameter exploitation linked like query manipulating query string, cookie,
HTTP header, or form field.

Exception managing correlated like DOS or info disclosure.

Inspecting and logging are associated like misuse of an application by the
intruder and comprising up the trail, denial by a user to perform an operation

[10, 11].

2.2.1.3 Information security

Info security includes safeguarding confidential info from illegal entry,
disclosure, reading, disruption, usage, modification, assessment, recording or
loss. This is a guarantee that crucial data or info is not missing when any other
matter like natural disasters, stealing, system breakdown, or possibly other
destructive situation occurs [12].

The qualities shaping security are availability, confidentiality, and integrity. The
info systems are a corporation of software, hardware, and networks. The
purpose is to recognize and utilize info security concerning safety and

deterrence mechanisms at the three stages. The measures generated, act as
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strategies for officials, employees, and workers to stick to secure usage habits
for intensified security [13].

Data confidentiality communicates to preventing willful or unintentional info
release to illegal systems or people. Confidentiality is implemented through
encoding of crucial info during communication over delicate communication
networks susceptible to spying. The sites where info will be detectable are
restricted such as backups, databases, printed receipts, log files, etc., and by
putting limitations on the data storage space. It inhibits security violations which
can be in lead to the revelation of confidential info from a secure system [14].
Data integrity mentions the upkeep and guarantees the liability, stability, and
precision of the secret data during its life. This means blocking unauthorized or
unnoticed amendment of data both in storing or while in transfer [15].

Data availability implies that the info is obtainable for usage when needed by
approved services and clients. This demands for proper operation of systems
utilized for collecting and controlling info, security systems used for protecting
info, and the web networks used for retrieving it. The system should always be
accessible by not permitting service disturbances owed to hardware glitches,
power failures, and system improvements. This also relates to discouraging the
rejection of service spells [3].

Authenticity involves the authenticity of the operations, info, communications,
or records. It includes examining the qualifications of the clients getting to enact
with system. Non-repudiation says that the parties engaged in an agreement
cannot refute their role with data communication or reception.

Risks that could possibly harm the info system are evaluated and necessary

alleviation steps are undertaken [16].
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2.2.1.4 Endpoint security

Remote entry is an important component of business, but it can also be a data
vulnerability. Endpoint security is a means of preventing unauthorized remote access
to a company's network.
o Data security: Data is inside the applications and networks. A distinct layer of
protection protects company and client info.
e ldentity management: In essence, this is a means of determining the level of
access that each individual has within an organization [17].
2.2.1.5 Database and infrastructure security
Databases and physical equipment are used in every aspect of a network. It's also critical
to safeguard these devices.
2.2.1.6 Cloud security
Several documents are in digital settings or “the cloud”. Protecting data in a 100%
online situation poses many risks.

2.2.1.7 Mobile security

In and of itself, cell phones and tablets entail a plethora of security concerns [18].
2.2.1.8 Disaster Recovery/Business Continuity Planning

Data must be kept safe in the event of a break, natural adversity, or other incidents, and
company must continue. A strategy is required for this. The trickiest task in
cybersecurity is the evolving nature of security dangers themselves. Conventionally,
officialdoms and the government have fixated most of their cybersecurity capitals on
border security to safeguard only their most critical system elements and protection
against notorious risks. Once a cyber-attack has brought the firm to a halt by disabling
the info systems, disaster recovery planning is critical in keeping the grave parts ticking

in order for the business to survive. The planning aids in the reduction of recovery costs
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and operating expenses. The critical criteria described below should be carefully
considered when developing effective business continuity strategies that will allow
companies to successfully navigate through difficult times. What are the primary areas
where care should be given in the event of a disaster affecting the info system? Should
be approved users be contacted to confirm their safety, or should the bank or e-payment
gateways be contacted to ensure that the company's funds are safe? The emergency
response convoy should be well-prepared to stop the calamity, and the Crisis
Management team should get to work. Which areas of the business should be prioritized
for recovery first? Should this be the cash cow part, or should it be the one to which the
majority of the capital has been allocated? Which aspect of the info system is critical
for long-term success? The most serious business unit should be the most well-known
division. What should be the suitable time range for recovering critical info units? The
answer to this question will entail calculating the amount of money required to recover
from a disruption. What resources and structures would be necessary to restore IT
operations? The proportional importance of each contributing factor should be carefully
considered. This will make it easier to understand the costs involved. The responsibility
for ensuring business continuity falls on the shoulders of CEOs. What is the most
calculated way to handle business retrieval? Will the business center have enough
space, or will it be overrun with other disaster stricken people?

Once the adversity recovery strategy has been activated and production has begun at a
reduced capacity, an evaluation must be carried out to determine the life of such
ventures in the absence of primary operational locations. To understand the strength of
afirm, itis necessary to do a thorough analysis. Should a company recovery be required,

the recovery plan should be reviewed at least once a year to ensure that it produces the
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desired results. The technique can be assessed for suitability, and necessary

rewrites/updates can be implemented.

A business stability plan takes a comprehensive approach to dealing with the effects of
a crisis on the entire organization. A disaster recovery plan is essentially a subset of
business stability, and it focuses on taking the necessary steps to get normal business
operations back up and running as soon as possible. The disaster recovery strategy is
implemented immediately following a calamity. It is a detailed list of activities to be
taken in order to recover classified info technology infrastructure as quickly as possible.
Disaster recovery planning entails the formation of a planning group to conduct risk
assessments, focus on jobs, establish recovery methods, compile records, and finalize
the plan. The plan's implementation is being led by the development of certification

benchmarks and auditing techniques [17].

2.2.1.9 End User Education

The human factor in cybersecurity is that the weakest link must be properly taught in
order to be formlessly vulnerable. Users who regularly interact with the highly
protected system and access classified info must have a thorough understanding of the
security policies, tactics, and procedures. End-user education and surveys are required
on a regular basis to bring the user's attention to organizational flaws, system
vulnerabilities, and security flaws. Users' safe behavior should take precedence above
all other considerations.

It has been discovered that training delivered at random or at a high level is less
effective than frequent, granular training and exercises tailored to users' individual
behavioral patterns and practices. Senior executives should be required to attend
training programs in order to demonstrate the necessity of responsible security conduct

in order to combat the threat of cyber-attacks.
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Strong cybersecurity programs employ a combination of technological and human
resources. Aside from technology infrastructure, organizations should show a genuine
interest in donating to areas of human-based security. Providing increased openness and
demonstrating a readiness to adopt emerging ways by users can yield significant
benefits.

The training should be based on an investigation of user behavior and courage at various
levels of info security. Better human element protocols within the security chain are
frequently built by learning about users' perspectives on technology and how they
respond to security issues. The training sessions will lead to more research in the area
of human-machine interactions.

Cybercrime is progressively morphing into social engineering, in which criminals
devote resources in gaining knowledge about organizational stakeholders. Senior
management will benefit from training because they will get more familiar with system
users, which will help to raise knowledge of user-specific access privileges and internal
sources that can provide access to secret info. User training will assist in removing
resistance to change and increasing user scrutiny [19].

2.2.2 Framework of cyber resilience

Cyber resilience is the capability to plan for, act in response to and recoup from cyber
attacks. It facilitates organisations to safeguard themselves from cyber hazards, shield
against and reduce the gravity of attacks, and make sure that company processes
continue to function.

Although the concept is new, it is based on long-standing solutions to common issues
and is fast becoming an important response to the contemporary threat landscape.
Cybercrime is growing, and assaults are indiscriminate, so all organisations must be

prepared for a disruption..
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The Cyber Resilience Framework was designed to assist increase

cyber resilience as shown in Figure 2.1.
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their impact and recover to full functionality.

Figure 2.1 Framework of cyber resilience

2.2.3 Resilience to Cyber Threats

National Institute of Standards and Technology (NIST) lists fourteen techniques that

more broadly promote resilience to cyber threats. Some of the methods include

segmentation,

realignment,

Sameness,

unpredictability,

dynamic positioning,

multiplicity, and betrayal which are discussed below [20].

e Segmentation entails isolating components based on mission functions,

employing system partitioning, and employing process isolation, an air-gapped

network being one of its examples.
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Realignment means aligning “system resources with core factors of
organizational goals or business functions”. This incorporates restricting
privileged accounts from non-privileged functions or requests like peer-to-peer
music. It also involves coating the network for mission-essential functions.
Unpredictability could involve executing random channel-hopping on network
channels or requiring re-authentication at random intervals.

Dynamic positioning encompasses altering the physical locations of
components like routers, storage sites, or detectors. Diversity incorporates many
concrete examples like using alternate communication protocols, multiple
protocols standards, or diverse operating systems when applicable.

Deception naturally would be used against the opponent and involves
encrypting conveyed data, authenticators, and processing. It also entails

disinformation, creating false credentials, using beacon traps, honeypots, and

decoys [21].

Figure 2.2 Cyber resiliency techniques and implementation approaches

19



2.3 Air-gapped network

An air gap may be a network security estimate want to make sure that a network is
physically isolated to stop it from establishing an outer connection, specifically to the
web. The concept is that a physical gap can avoid unauthorized entry, staving off
hackers, and malware. An air-gapped network could even be specified as a “security
measure enforced for computers, computer systems or networks requiring airtight
security without the danger of settlement or emergency. It enables total isolation of an
allotted system from other networks, especially people that aren't secure”. An air-
gapped computer is one that is physically separated from the internet or from other
networks. As a result, data can only transfer through removable media such as USB
[22].

2.3.1 Functions of an Air-Gapped Network

Security and handling efficiency are the two fundamental functions of an AG system.
This explains why they will be found among several of the world's most secure
organizations. They're employed to protect a variety of critical systems, including those
that support the military, the government, and the stock exchange. Because of its
capacity to act as a security attorney, the term "air-gapped network™ has become fairly
popular. Many compliance-conscious organizations, such as healthcare, utilities, and
finance, are now using ‘air gapping' protection for their sensitive applications and

networks as a result of the rise in cybercrime [23].
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Figure 2.3 Pictorial representation of an air-gapped network

2.3.2 Applications of Air-Gapped Networks
High-security networks, such as confidential military networks and expenditure

networks, use air gapped computers. Here are a few additional examples of systems that

could benefit from being AG:

« DMhlitary computer systems and networks
*  Government computer systems and networks
+ Financial computer systems and networks

¢ TIndustrial control systems:

= Supervisory control and data acquisition (SCADA)

o Life-critical systems:
=  Nuclear power plants
= Aviation Computers:
+ Full authority digital engine control (FADEC)

«  Avionics
+ Medical Equipment
Various products that were previously air gapped, such as thermostats, electrical

sprinklers, and vehicle components, are now linking to the public internet as more and

more electronics come online and become "smart" [24].
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2.3.3 Architecture of an Air-Gapped Network

What establishes an AG system may be contingent on its purpose, but it will typically

require:

No Wired Network Access — To ensure that network access is controlled, wired
network access may be blocked by software, or networking gear may be
removed entirely for maximum security.

No Wireless Network Access —To avoid malware reversing the software
block, Wi-Fi, Bluetooth, Near Field Communication, Infrared Communication,
and any other wireless data transfer mechanism will need to be deactivated at
least through software, and the hardware may need to be physically
disconnected or disabled.

No Removable Storage Device Access — USB drives can be immobilized to
prevent malware from being installed on the system by someone who has
physical access to the device. Because the device is not connected to the
internet, re-enabling such access (if necessary) must be done physically with
direct contact to the device.

Restricted Physical Access — Physical access to the device/network should be
restricted. As a security policy to be closely followed, who can access, when
they can access, who should approve such access, and who should administer
such access should all be decided and reinforced.

Restricted Use of Other Devices — If a consumer can take a photograph of the
data on the device screen with their phone, air gapping may fail to protect the
system. Near air gapped systems, devices that may secure and transfer data may

need to be restricted.
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e Clean Installation — To eliminate malware that may have already infected the
device, a clean installation of the operating system and relevant software may
be required.

e Physical Security — All of these protections will be rendered useless if the
gadget is robbed. If the gadget is transportable and the data it holds is critical,
physical safeguarding may be required [25].

2.3.4 Challenges to Breach an Air-Gapped Network
It is extremely stimulating to break an AGN because all the security spells require you
to be physically close to each other. Most of the defined attack methodologies discussed
in depth in the following chapters are proof-of-concept assaults, which means they are
all:

e Difficult to implement

e Dependent upon various conditions being met

e Established by security scientists for research purposes
That last point is particularly important. These activities were carried out only to
increase comprehension; they are not situations that are seen in everyday life. In
contrast, most cybercriminals do not provide proof of concept, therefore there may be
other ways to remain anonymous [26].

2.4 Conclusion

Cybersecurity is a multi-disciplinary method that incorporates both the software and
hardware with a goal of avoiding the frequency of cybercrime at the first case or waning
its effect if it has already happened. In this chapter, some of the foremost elements of
cybersecurity which includes application security, network security, information
security, data security and end user security have been discussed. Some of the
techniques used to make the systems resilient to cyberattacks include segmentation,
realignment, unpredictability, dynamic positioning, and deception are discussed in this

chapter.
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Chapter 3
Cvyber Attacks

3.1 Introduction

Due to rapid technological advancements, social networks, internet transactions, cloud
computing, and automated processes have taken over the world. But it also leads to the
advancement in field of cybercrime, which are coming with new attack types, tools, and
techniques that make the more vulnerable environment to attack and damage the
technology-based subjects. The present chapter is an overview of the cyberattacks to
determine patterns and trends in cybercrime which will ultimately pave a pathway for
policy development have been discussed [27].

3.2 Cyberattacks

"A computer-to-computer bout that dents the integrity, confidentiality, or availability
of a computer or info resident on it”. A cyberattack is any attempt to gain illegal access
to a computer, computing system, or computer network that could cause harm to the
system. Their main objective is to get access and control of computer system in order
to use it for personal illegal, and criminal purposes and get advantage of using or selling
the data. In current days the challenging problem is to make a secure and protected
system that can handle the cyberattacks. By using technology specific types of
malwares have been designed to attack the specific target that make the normal security
system of computer network quite weak. As a result, there have been reports of
increasing vulnerabilities in the protection of business, government and citizen data by

Symantec, FireEye, and Verizon [28].
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3.3 Characteristics of Cyber-Attacks

A computer network attack, often known as a cyber attack, is an attempt to compromise
the integrity or validity of data or info. A malware changes the logic coding of the
program resulting in error output. The hacking process involves search of the systems
that have weak security control and are inspecting for incorrectly configured systems.
Whenever the hacker gets access to the system by infecting it, it can be completely
controlled by the attacker remotely. There are more chances to making the system
perform as a mole for other attackers and infect the security of other systems that are
connected to the attacked system in any manner. Flawed systems like bugs in software,
deficiency in anti-virus, are more likely to be attacked by hackers to get the access. The
basic purpose of the cyberattack is to take over the system and steal the info in any
organization. The hackers follow certain pattern to achieve the goal of getting access

and steal the data [29].

Harmonized

Enormous

Organized

Regimented

Not spontaneous

Demanding Time and Resource

Characteristics of a cyber attack

Figure 3.1 Characteristics of a cyber attack
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3.3.1 Harmonized

The aggressor would anticipate the course to be altered in order to have an impact on
the system. They get what they want since the stages required in stealing info are well-
coordinated. Hackers will receive their results on schedule, step by step, and in
accordance with their instructions.

3.3.2 Organized

The hackers follow the organized patterns and methods to infect the system without any
obstruction. Obviously more the organized pattern, more the efficiency to get the
desired results.

3.3.3 Enormous

The attacks are made in bulk on vast number of virtually infected computer systems

that have weak security system that lead to large scale loss of data and finances.

3.3.4 Regimented

The attacks are organized with perfect consistency to make the damage more severe
and well enough compromising the organization’s work.

3.3.5 Not Spontaneous

Attacks that are intentionally complicated with a careful plan to cause maximum

destruction.

3.3.4 Demanding Time and Resource

All the cyber-attacks are well planned to get the desired results and it requires lots of

time taking research and money [29].

3.4 Rationale and Goals of Cyber-Attacks

The major purpose of cyber-attacks is to steal data or info from government, banking,
news and media, online discussion forums, and military / defense network websites
[30]. There are purposes and motives of cyber-attacks that include certain actions, that

are:
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Figure 3.2 Rationale and goals of cyber-attacks
3.4.1 Obstruction of Info
The basic plan of hacker is to resist the assessment of important data of any company
or government secretariat when they require the specific type of info. Due to this attack,
the authorized person becomes unable to do the required task. They limit the
organization's or government's ability to organize and process future occurrences in this
way [31].
3.4.2 Counter International Cyber Security Measures
Cyber-attacks are designed to test the international cybersecurity community's security
procedures for preventing cyber-attacks. Attackers usually achieve their aims by
stuffing their complex bugs in some normal looking programs that can evade the

security [32].
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3.4.3 Retardation of Decision-Making Process

Cyber-attacks have wreaked havoc on essential sectors like emergency services and the
military, delaying critical decision-making processes like tactical deployments and life
support activation, and resulting in death or military defeat.

3.4.4 Denial in Providing Public Services

Attackers can disrupt fields such as railway, banking, and airline services, and the stock
market by prohibiting authorized users from accessing government info connected to
an organization or public service.

3.4.5 Abatement of Public Confidence

Stealing info or hacking causes a great deal of distrust in public of an organization and
they lose the confidence on the organization due to security issues.

3.4.6 Reputation of the Country will be Denigrated

The main purpose of cyberattacks is to tarnish the image of a country. Due to
technological advances, each country has capabilities that are enhancing its status in
various developing countries and could be severely damaged if it could penetrate the
network of large-scale cybersecurity countries.

3.4.7 Smashing up Legal Interest

One of the goals of cyber-attacks is breaking formally authorized work. Security targets
must be clearly defined to deal with cyber-attacks [33].

3.5 Types of cyber-attacks

The various types of cyber-attacks are shown in figure 3.3:

28



Cyber Attack
Classification

'

v

h

Based on Legal Based on Based on Based on
Purpose Classification severity of Scope Metwork
Involvement Type
L 4 ¥ w ¥ h b
Reconnaissance Access Denial of Active Passive Attacks in Attacks in
Attack Attack Serviee Attacks Attacks MANET WEN
Attack
L 4 w w w r L
Cvher Cyber Cvher Cyber war Malicious Mon-Malicious
erime espionage terrorism Large Scale Small Scale

3.5.1 Based on Purpose

The attacks based on the purpose are:

o PBeconnaissance Attack

s  Access Attack

o  Demal of service Attack

3.5.1.1 Reconnaissance Attack

Figure 3.3 Types of cyber-attacks [34]

Reconnaissance attacks are defined as unauthorized detection, system mapping, and

services. It is like a burglary in a neighborhood in danger of breaking into homes that

are deserted, doors that aren't strong, and windows that aren't open. Reconnaissance

attacks could include of the following [35]:
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e Packet Sniffers
When there is a lot of traffic between the computers on the network, a particular
device is employed to capture the data from other machines and save it for later
analysis.
e Scanning the Port
An attacker attempting to get into a computer sends a sequence of packets to
determine which computer services are associated with each known port
number.
e Sweeping the Ping
The attacker uses the method of scanning to determine the range of IP addresses
created or mapped directly for the hosts.
e Queries
DNS queries can be used by an Internet attacker to discover who owns a field
or domain and what addresses are allocated to it.
3.5.1.2 Access Attack
Unauthorized intruder can gain access to a machine or IT device even if the burglar
does not have access to the password or account. Anyone who does not have access to
the data will hack it or design a program to exploit the vulnerability of the hacked or
attacked application. Known vulnerabilities of verified services, web services, and FTP
(file transfer protocol) services will be exploited to get unauthorized access to web
accounts, secret databases, and other sensitive info. The following are examples of

access attacks.
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Attacks on Secret Code

Unauthorized users attempt to break into a small domain account using all
conceivable password combinations, often known as a dictionary attack.
Password guessing and password resetting are the two forms of assaults.
Utilization of Trust Port

An intruder compromises a trusted host and further using it to perform stage
attacks on a trusted host.

Port Redirection

To access other hosts or users which are protected by a network firewall, an
intruder uses a trusted host.

Man-in-the-middle Attacks

Also called as Janus attack or bucket brigade attack and it is an dynamic form
of snooping in which the intruder makes separate connection with victims and
relays communications between them to make them believe they're in private
contact.

Social Engineering

Through SQL injection, social engineering websites are infected with malicious
code, allowing any user who visits them to become infected or change the
content.

Phishing

An act of sending an incorrect email while pretending to be a reputable
organization in order to dupe the recipient into providing personal info that will

be used for identity theft [36].
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3.5.1.3 Denial of Service Attack

Denial of service attacks are defined as attacks that cause the system to crash or become
unusable by slowing it down. It also entails the deletion or corruption of info. With the
purpose of denying services to thoughtful users, the attacker will turn off the network
or corrupt the network system [37].
3.5.2 Legal Classification
The following is a list of legal classifications for cyber-attacks:

e Cyber crime

e Cyber espionage

e Cyber terrorism

e Cyberwar
3.5.2.1 Cyber Crime
Canadian law enforcement organizations have gradually recognized the following
working definition: “a criminal offence involving a computer as the object of the crime,
or the tool used to commit a material component of the offence.” The goal of cybercrime
is to turn the computer into a tool of crime and the system into an incidental of the
crime. Computer crimes arise because to their secrecy, computer storage capacity,
operating system flaws, and a lack of user attention [38].
3.5.2.2 Cyber Espionage
It is the act or practice of acquiring secret info of individuals, groups, and governments
for personal gain utilizing banned abuse tactics in order to collect content without the
permission of the holder employing outrageous techniques and spiteful software such
as Trojan horses and spy ware. It's also known as “cyber spying." It might be carried
out entirely online from the PCs of specialists stationed in far-flung locations. It might

be computer-trained traditional spies and moles infiltrating your home, or it could be
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the criminal activity of amateur mischievous hackers and software programmers in
other circumstances [39].
3.5.2.2 Cyber Terrorism
Attacks or terrorist activity done by the use of internet, which includes acts of large-
scale computer network disruption using kits or tools such as computer viruses [40].
3.5.2.3 Cyberwar
The action of a nation’s state infiltrating the computers or networks of another nation
in order to cause harm or disruption is known as cyber war
3.5.3 Based on Severity of Involvement
The severity of the cyber-attacks and their involvement could use to classify them as
follows:

e Active Attacks

e Passive Attacks
3.5.3.1 Active Attacks
An attack authorizes the attacker to send data to all parties or to block data transfer in
unidirectional or multidirectional directions. Because the attacker is placed between the
conversing parties, he or she may try to terminate the data transmitted by them. When
the authentication procedure is complete, the attacker attempts to impersonate the client
because the source of the data cannot be validated by the server without justification of
the info received. A computer is deployed as a link between two subnets without much
difficulty, allowing an individual to adapt an entity like this on a computer [41, 42].
3.5.3.2 Passive Attacks
An attack in which an unsanctioned attacker listens in on two parties' conversations in

order to snoop on info stored in a system through monitoring or other means. It is also

33



separate from active attack in that it does not seek to interfere with the database, yet it

may still be illegal [43].

3.5.4 Based on Scope

Cyber-attacks are often divided into categories based on their scope, such as

s Malicious Large Scalel

« MNon-MMalicious Small Scale

3.5.4.1 Malicious Large Scale

The Malicious term here means "with deliberate intent to cause damage". An individual
or a group commits a malicious large-scale attack for personal benefit or to inflict
disruption and disorder. Such attacks are big scale, affecting thousands of systems
worldwide, resulting in the loss of a large amount of data and the company's reliability.
3.5.4.2 Non-Malicious Small Scale

Small scale non-malicious attacks are generally unintentional attacks or damage caused
by a poorly qualified individual's mismanagement or operational missteps, which can
result in modest data loss or system breakdowns. Only a few systems in the network
collaborate in such instances, and data is usually recoverable. It has a small price tag

attached to it [44].

3.5.5 Based on Network Type

Here the attacks are classified according to the network types such as [45]
« Mobile Adhoc Networks (MANET)

»  Wireless Sensor Networks (WSIN)
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3.5.5.1 Attacks in MANET
The attacks in MANETS are elaborated as under:

Byzantine Attack

It is basically a attack on mobile adhoc network in which a verification device
or set of devices that ordinarily provides security is compromised owing to info
leakage, making it impossible to distinguish between a real device and an
unresponsive user

The Black Hole Attack

Black Hole Attacks are defined as routing all network traffic to a given node as
if that node does not exist, resulting in the disappearance of all data transmitted.
The node is referred to as a black hole in this case. This attack will be built using
the RREQ (Route Request) and RREP (Route Reply) protocols

Flood Rushing Attack

There will be a race between those who support the flood (legitimate flood) and
those who oppose it. When there is propagation, it happens. The verification
methods employed will fail to establish an adversarial free route

Byzantine Wormhole Attacks

Byzantine Wormhole Attacks have the capability of compromising several
nodes, and there will be a contribution of an attack in the collaboration for the
nodes. This assault will be launched when there are oppositions to tunneling
packets between them so that a network shortcut may be formed. This assault is
quite powerful, but it requires the cooperation of at least two nodes

Byzantine Overlay Network Wormhole Attacks

The super-wormhole attack is another name for this technique. This attack is the

most robust of all the attacks, and it is also the most effective. Using this
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technique, one can generate a massive amount of traffic in routing protocols,

causing network interruption.

3.5.5.2 Attacks on Wireless Sensor Networks (WSN)

The attacks discovered in the WSN will be classified according to the layers, processes
employed, and attack domain. The attacks are:
e Cryptography and non-cryptography related attacks
Pseudorandom number attack, digital signature assault, and hash collision attack
are some of the attacks that fall into this category
e Attacks based on the Network Layers
Repudiation and data corruption are assaults on the application layer. Session
theft and SYN flooding are attacks on the Transport layer. The network layer
attacks include wormhole, blackhole, Byzantine, flooding, resource
consumption, and location finding. Traffic analysis, monitoring, and MAC
interruption are all part of the data link layer. Jamming, interceptions, and
snooping are examples of physical layer attacks. The following are examples of
multi-layer attacks. Denial-of-service attacks, impersonation attacks, and man-

in-the-middle assaults are all examples of cyber-attacks [46].
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Table 3.1 Different types of cyberattacks

Cyberwar The act of a nation with the intention a) Russia’s war on Estonia
of disruption of another nations (2007)
network to gain tactical and military b) Russia’s war on Georgia
advantages (2008)

Active Attacks An attack with data transmission to a) Masquerade
all partics thereby acting as a haison b) Reply
cnabling severe compromise ¢) Modification of message
Passive Attacks An attack which is primanly caves a) Traffic analysis
dropping without meddling with the b) Release of message contents
databasc
Malicious Attacks An attack with a deliberate ntent to a) Sasser Attack
cause harm resulting in large scale
disruption
Non Malicious Attacks | Accidental attack due to mis-handling a) Registry corruption
or operational mistakes with minor b) Accidental crasing of hard
loss of data disk
Attacks in MANET Attacks which aims to slow or stop a) Byzantine Attacks
the flow of information between the b) Black Hole Attack
nodes ¢) Flood Rushing Attack
d) Byzantine Wormhole Attack
Attacks on WSN An attack which prevents the sensors a) Application Layer Attacks
from detecting and  transmitting b) Transport Layer Attacks
information through the network ¢) Network Layer Attacks
d) Multi Layer Attacks
3.6 Attack Artifacts

3.6.1 Virus

Primarily, a virus is a computer code that is intended to get rooted with another
computer file, such that, when performed it can replicate itself and get transmitted on
the host computer. There can be various objectives of designing a virus that include but
not limited to infecting the host computer by debasing files, stealing hard disk space,
pocketing CPU time, keylogging to steal valuable info, and various other activities

performed without the approval of a legitimate computer-user
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3.6.2 Worm

It is a standalone malware that can replicate itself over the network. It harms the
network bandwidth and acts as a lateral attack vector that can be used to exfiltrate data.
3.6.3 Trojan Horse

It is a malicious program that pretences itself to be a useful software application. A few
of the methods by which it can be installed on a computer system are by a spam email,
social media application, or an online game

3.6.4 Botnets

A botnet is a network of compromised computers that are remotely controlled and
coordinated by bad actors to achieve the desired mischievous purpose. The underlying
objective could be the launching of distributed denial-of-service attack (DDoS), click
fraud, spam attack, or simply renting out the bot services to other attackers to fit their
design of attack. The host components of the bot network are conceded machines that
are tricked to install Bot Agents on them and work under the overall control of a Bot
Master. The Bot Agents act on the commands of the Bot Master and implements the
malevolent tasks as and when communication between the two is established, and
instructions are given.

3.6.6 Spyware

It is a malicious program that has a one-point agenda that is to seek and exfiltrate user
info without the user’s knowledge or consent [47].

3.7 Conclusion

Computers and the Internet are used in practically every area of our daily lives. In recent
years, cyber security has become increasingly important. Greater usage of internet also
opens the door to increased cyber threats such as hacking or stealing data from a

government website, causing the country to fall behind in its future actions. Due to rapid
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technological advancements, social networks, internet transactions, cloud computing,
and automated processes have taken over the world. But it also leads to the
advancement in field of cybercrime, which are coming with new attack types, tools, and
techniques that make the more vulnerable environment to attack and damage the
technology-based subjects. The present chapter is an overview of the cyberattacks to
determine patterns and trends in cybercrime which will ultimately pave a pathway for

policy development.
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Chapter 4

Cybersecurity Attacks in an Air-Gapped Network

4.1 Introduction
An organization often resorts to AG isolation when handling classified/sensitive data.
Isolation via an AGN is achieved by means of both logical and physical separation, thus
securing the data from malicious outsiders. The isolation in AG is ensured by
implementing stringent protocols, for instance barring connectivity to unapproved
equipment or system and hardening the workstations in the network. Currently, AGNs
are employed in military installations, critical infrastructure, and other important
organizations in a country. The organizations have been following various security
standards, while deploying subsequent technical controls, to mitigate the identified
risks. When it comes to an AGN, the existence of the air between the internal and
outside network is considered as the sole guarantee of protection of data from spillage
of classified information. However, news of recent successful attacks and consequent
data loss from the AGNSs reveals that technical controls alone do not provide due
assurance against data breaches. Therefore, in this chapter ways of a data breach in an
air-gapped network have been discussed with special emphasis on social engineering
as an important factor [48].
4.2 Attack examples against Air-Gapped Networks
The attack against air-gapped networks is indeed a very complex and challenging task.
The key questions, an attacker address, before launching any of the attacks are:

e How would the malware be placed in the air-gapped network?

e How would the malware get commands while being in an air-gapped network?
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e How would the attacker get acknowledgments or receive data from the
AGN?[49].

Although the local presence of the malware in the network is the very first part, the
attacker may rely on either a deceived insider, compromising a malicious insider, or a
supply chain attack. A few of the examples are stated in subsequent sections:
4.2.1 Stuxnet
Stuxnet is a classic example of a sophisticated and malicious computer program,
targeted against technically highly secure Supervisory Control and Data Acquisition
(SCADA) systems that are designed to control and observe specific industrial
processes. Being discovered in June 2010, it successfully targeted and adversely
affected Iran’s nuclear facility at Natanz. The worm did not require any internet
connection, rather it exploited already existing four zero-day vulnerabilities in
Windows Operating System at that time. However, the primary technique of bridging
the AG was through the connection of a compromised USB to the air-gapped system.
In this regard, an insider employee was deceived to connect the infected USB device to
the system, and the rest of the job was done by the worm itself. The worm was devised
to target only Siemens SCADA systems, that are responsible to monitor and control
industrial processes. Stuxnet infected the programmable logic controllers (PLCs) and
reprogrammed those to change the rotational speed of the connected motors, causing

severe damage to the controllers handling around 1,000 centrifuges at the facility [50].
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Figure 4.1: Pictorial representation of Stuxnet

4.2.2 Brutal Kangaroo

It is a tool suite for Microsoft Windows that is used by the CIA to target closed
networks by jumping airgap using thumb-drives, as pointed out in Vault 7 Leaks of
WikiLeaks [51] The leak elaborates working of the Brutal Kangaroo and mentions that
it creates a custom clandestine network within the target inaccessible network that
provides functionality for executing surveys, arbitrary executables, and directory
listings. The Brutal Kangaroo begins its infection through an internet-connected
computer within the organization (referred to as a primary host) and installs malware
on it. The infection is transferred to a USB that gets connected to the primary host. In
case the thumb-drive is used to transfer data from internet-connected and air-gapped
systems, the infection is propagated to the AGN and seeks all the valuable information.
The same is stored in USB for onward exfiltration whenever the USB is connected to

an internet connected computer.

42



ey Tools Used During Each Portion:
B Emotional_Simian_Config.exe
Hitchhiker or other deployment
] ES Server.exe or E5 Serverbd.exe

» | DlIPayload.exe and/or DlPayloaded.exe

,’ R DlIPayload can run survey, 2 payloads,
Base End andjor file collection,
DlIPayload write to cover partition
ES Server{6d).exe grabs data
Hitchhiker pulls back data
PostProcessor.exe decrypts data

woge o

Primary Host

White List Drive

Figure 4.2: Pictorial representation of Brutal Kangaroo attack.

4.2.3 Agent.btz

This attack finds its traces to the year 2008 when the United States sensitive AG
computers were attacked by Agent.btz malware. The attack methodology was simple,
wherein the infected flash drives were dropped in the parking area of the Department
of Defense facility in their Middle Eastern base. Just when the infected USB flash drive
was picked up and attached to the computer networks at United States Central
Command, the malware started spreading to other systems. The malware possessed the
capabilities to scan computers for the data, open various backdoors, and exfiltrate the
data through those backdoors to a remote C&C server. After discovering the existence
of worm in their networks, Pentagon spent good about 14 months cleaning it from their
military networks. To preclude its further spread, the authorities at Pentagon banned

USB flash drives while also disabling the Windows autorun feature [52].
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4.2.4 Cycldek

Cycldek (also known as Goblin Panda and Conimes) is a China-based threat actor that
targets aerospace, defense, energy, food, tobacco, government, and marine services of
countries in South-East Asia especially Thailand, Vietnam, and Laos. It surfaced in the
year 2017 as a first detected case, as blogged by Fortinet, according to which the
malware can harvest screenshots, user’s key-logs, and can also take control of the
machine via a remote shell. The attack begins with the creation of a politically themed
RTF document with an 8.t document builder and sent as a phishing email to the victims.
The document is bundled with 1-day exploits that include CVE-2012-0158, CVE-2017-
11882, and CVE-2018- 0802. Upon execution, the document acts as a dropper for
malicious files, legitimately signed with some AV product application (such as
qcConsol, McAfee’s QuickClean utility, and Avast’s remediation service, etc.) to avoid
suspicion and detection. After the connection between the victim and remote server gets
fully established, the final payload known as “NewCore” is pushed onto the victim and
run in the memory. However, in the latest mutants of the malware, it is revealed that a
new tool “USBCulprit” is being used that relies on USB media. This evolution is
suggestive of the fact that attackers intend to exfiltrate important data of the victim
through data stealing and lateral movement by jumping the air-gapped networks [53].
4.2.5 Indian Navy Air-Gapped Computers

According to the reports, a sophisticated attack that allegedly used a USB vector
penetrated the workstations of the Indian Navy’s Eastern Naval Command. Being
attributed to Chinese hackers, the attack bridged their AGN, leading to leakage of

confidential info abroad.
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4.2.6 DTrack
DTrack RAT attacked Kudankulam (India). In September 2019, India’s Kudankulam

Nuclear Power Plant (KKNPP), located at Tirunelveli district, Tamil Nadu; came under
cyber-attack. The malware, called “DTrack” is allegedly created by a North Korean
hacker group called Lazarus. Primarily designed to extricate data such as keylogging,
IP hosts, browser history, running processes, and all files on a computer; the malware
sought domain controller-level on a server computer. Resultantly, the AG systems at
the facility were breached, as also confirmed by the Nuclear Power Corporation of India
Limited (NPCIL) — the regulating body for nuclear power plants in India [54].

4.3 Air-Gap Covert Channels

The researchers have been working on covert channels to discover ways and means to
jump the AG and get access to the internal networks of the organization or at least
extract some info of valuable stature. They have been quite successful in practically
manifesting their proofs-of-concept. It adequately sheds away the complacent sense of
security in AG systems, forcing the specialists to take suitable measures to maintain the
requisite gap. Some of the concepts have been made part of this study:

4.3.1 MAGNATO

An earlier study shows that an attacker can leak data from secluded AG computers to
nearby smartphones through hidden magnetic signals. According to the research,
malware would be installed in an AG computer to control the magnetic fields
originating from the computer by adjusting workloads on the CPU cores. Moreover, the
malware would encode sensitive data including passwords, keylogging data, or
encryption keys to transmit it over the magnetic field. On the other hand, the
smartphone, located in closer vicinity, would contain another part of the malware which

would receive the covert signal with its magnetic sensor [55].
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4.3.2 HOTSPOT

This study shows that the signals generated from an AG computer can be sent covertly
to a nearby smartphone and then on to the Internet, which is done in the form of thermal
pings. On its core, the malware (transmitter) makes the CPUs and GPUs generate
thermal signals by causing heat fluctuations, which are further intercepted by a nearby
smartphone (malware app) for onward passing on to the attacker via the internet. The
author presents a technical background while describing the thermal sensing capability
in modern smartphones. The examiners further suggest the countermeasures to mitigate
the threat by using the “Zoning” tactic; i.e. to mark defined areas or zones around AG
computers where smartphones and other smart devices are prohibited. Moreover,
insulation of the compartment walls may be helpful to mitigate signal reception distance

growth [56].

Figure 4.3: The Threat Radius of the Thermal Covert Channel

4.3.3 alR-Jumper
This research is based on the use of IR light which is invisible to humans, but detectable
by any cameras due to their optical sensitivity. Researchers reveal the feasibility of
establishing bi-directional covert contact between an organization’s internal networks
and outside attackers using surveillance cameras and IR light. In this regard, two
scenarios have been discussed: data exfiltration and data infiltration.

e Exfiltration: The exfiltration scenario signifies data leakage out of the network.

Malware within the organization network would gain access to the surveillance
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or watch cameras across the local network and control the IR illumination.
Consequently, complex data such as encryption keys and passwords would then
be encoded, modulated, and transmitted over the IR signals.

e Infiltration: The infiltration scenario signifies sending data into the network.
Here, an attacker would use IR LEDs to transmit hidden signals to the
surveillance or watch camera(s), even while standing in a public area (e.g., in
the street). Binary data such as C&C and beacon messages are encoded on top

of the IR signals [57].
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4.3.4 AirHopper

It is a technique that is used to bridge the AG between isolated networks and mobile
phones using radio frequencies. In this attack, the compromised computer is made to
produce compatible radio signals by making use of the electromagnetic (EM) radiations
related with the video display adapter (graphics card) through malware. It makes a
potential hidden channel that cannot be monitored by ordinary security mechanisms in
place. Once the breach is achieved in the AGN, harmful code can be triggered and
contaminate the systems within the targeted network. In case the appropriate

connectivity with the attacker is sporadic, the covert program running on the smart
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phone may be configured to store the acquired info and transmit it to the attacker once
the desired connection is available. At the fundamental level the method consists of two
key elements:
e Electromagnetic (EM) pulses emitted from a computer's display connection,
as well as data modulated on those signals.
e Frequency Modulating (FM) receiver on a mobile or smart phone that can
receive, extract and save the modulated data from transmitted signals. For
experimentation purposes, measures like the effective transmitting distance, the

presence of receiver antenna, type of cable, etc.; have been assumed [58].

iFigure 4.5: AirHopper: Bridging the air-gap between 1solated networks and

mobile phones using radio frequencies

4.3.5 PowerHammer

PowerHammer is malware that uses Alternating Current (AC) power lines to extract
data from AG computers. It requires malware to run on a computer that regulates the
power utilization of the system by managing and channelizing the CPU workload.
Binary data is modulated on the variations of the current flow, and then transmitted
duly encoded, on top of the current flow fluxes. It is further conducted and transmitted
through power lines and intercepted by an attacker who taps the power cables that feed

the transmitting computer. The attacker measures the emission conducted on the power

48



cables, by using an unobtrusive tap. The transmitted data is demodulated and decoded
back to a binary form, based on the signal received. The receiver measures the current
in the power line, processes the modulated signals, decodes the data and if connectivity
is established immediately sends it to the attacker, or saves it for later transmission. The
data might contain confidential files, passwords, credential tokens, or encryption keys,
etc. Fundamentally, this attack model requires running malicious code in the targeted
AG computer which is achievable by infiltrating the AGNSs using social engineering,
malicious insiders, or supply chain attacks [59].

4.3.6 USBee

Researchers have been working on the use of USB connectors implanted with RF
transmitters to exfiltrate data from AG computers. Primarily, this method requires some
modification in USB hardware, embedding a dedicated RF transmitter onto it.
However, in this research, the design and implementation details of a software, named
“USBee”, have been proposed that can utilize an “unmodified USB” device connected
to a computer as an RF transmitter. The researchers have demonstrated the software’s
capabilities that can deliberately generate controlled electromagnetic emissions from
the data bus of a USB connector. Furthermore, the emanated RF signals can be
monitored, controlled, and modulated with arbitrary binary data. On the receiver end,
all that is required is a smartphone or a laptop with an antenna (open to further research)
that could cover and receive the range of frequency. The research claims that USBee
can be used for transmitting binary data to a nearby receiver at a bandwidth of 20 to 80

BPS (bytes per second) [60].
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Type MMethod
Electromagnetic AarHopper
GSMem
USBee
Funthenna
Magnetic MAGNETO
ODINI
Mwvhayun
Acoustic Fansmitter (computer fan noise)

MmskFiltratton (hard disk noise)
Thermal Bit'Whisper
Orptical LED-1t-G0O (hard dnve LEDY)
WisiSploit (invisible pixels)
Kevboard LEDs
Router LEDs

Infrared (IR} alR-Jumper (security cameras &
mnmfrared)
Implanted infrared LEDs

Table 4.1: Summary of existing air-gap covert channels

4.4 Social Engineering

Humans make mistakes, and in no case are exempt from falling. This particular trait
makes them the weakest link in the chain of cybersecurity. Their mistakes could have
both normal and grim consequences. Considering the case of cybersecurity and AG
systems, there are many incidents that suggest that human failings are one of the key
factors that lead to the pilferage of precious data, despite all the measures taken. It has
been established by researchers that human errors directly depend upon their psycho-
social aspects. In this regard, it is essential to have a fair idea of human behaviours in
their psycho-social domains. There are 4x well-established stages of social engineering
attack: research and info gathering, rapport and relation-building, relation exploitation,
and attack culmination. Depending upon the nature of the target, these stages can be

self-repeating as an inner loop or can repeat one after the other in an attack cycle [61].
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Figure 4.6 Model of a social engineering attack [62].

4.4.1 Information Gathering

It forms the first stage of almost every social engineering attack, after target
identification, and setting up the goals. Since the likelihood of success of the entire
attack depends primarily upon this stage, it calls for investing the majority of the time,
resources, and attention. There are various ways and means to gain information about
an individual or organization. Some of these options require technical skills while
others require just “soft skill” i.e., to make use of principles of successful social
engineering as mentioned above and hack the humans. It is pertinent to highlight that
no method, whatsoever, provides complete information about the target. It is the job of
the social engineer to arrange the acquired pieces like a puzzle, connect all the dots, and
make an intelligible picture. Primarily there are two methods of information gathering,
as stated below:
4.4.1.1 Physical methods
These methods require the physical presence of the attacker on-site and in-person. This

means the attacker needs to have a sound understanding of the human weaknesses vis-
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a-vis their exploitation measures, to maintain an adequate cover while gathering the
required information. The common techniques used in this method are dumpster diving,
impersonation, tailgating, shoulder surfing, accessing disgruntled employees, or even
carrying out reverse social engineering for later exploitation.

4.4.1.2 Technical Methods

These methods do not necessarily require the physical presence of the attacker.
However, he must rely on technical equipment ranging from as low as a simple
telephone and going up to higher ones including attacking the victim’s system remotely
to plant malware and gain information. The common techniques used in this method
are: Seeking information through fake calls, carrying out online searches, learning
through photos/ videos of employees (uniformed) and building, accessing social
networking sites and employees’ profiles, fingerprinting the servers for their operating
system, applications, and network protocols, and utilizing other paid computer-based
tools, etc [61].

4.4.2 Rapport and Relation-Building

This stage signifies the establishment of a working relationship with the target. After
the spadework is done in the first stage, the quality of the relationship and consequent
trust determines the level of cooperation that an attacker can get from the victim. In this
regard, the attacker might make use of fabricated stories showing family pictures and
sharing stories with the victim, to capture their trust and emotional attentions. It could
also be as sophisticated as building an online relationship with the victim through an
extensively created fake profile on a dating or social networking site, that may even
lead to a physical relationship. The greater the trust is established in the relationship,

the better would be the prospects of getting the job done [63].
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4.4.3 Relation Exploitation

This is the stage when the attacker is eager to have his fruits of hard work done in the
previous two stages. Here, the attacker uses both info and relationship to actively
penetrate the target. Moreover, “the attacker has to be quite focused on upholding the
unquestionable trust that was established in stage 2”. The exploitation can take place
through the revealing of seemingly unimportant info or access granted/ transferred to
the attacker. Examples of successful exploitation include:
e The act of holding the door open or otherwise allowing the attacker to get inside
the facility.
e Unveiling username, password, or other confidential info over the phone.
¢ Introducing malicious payload into the company’s computer system by just
complying with inserting a USB flash drive into it.
e Get enthused to opening an infected email attachment.
e Revealing trade secrets in a discussion with an imaginary “peer” in a quest to
help them [64].
4.4.4 Attack Culmination
This is often the last stage of the attack that calls for the successful accomplishment of
the mission. Here, the attacker tries to conciliate the victim as if they did something
really good for someone while disengaging on a happy and positive note, leaving space
for possible future interactions. Moreover, the attacker addresses all the loose ends such
as erasing digital footprints and ensuring that no info or items are left behind for the
target to carry out any backtracking or realize if something malicious had happened. A
deliberately planned, thoroughly practiced, and meticulously executed exit strategy

marks the final goal of the attacker, and indeed his final act in the attack [65].
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4.5 Conclusion

The chapter has highlighted various threats and attack vectors against an organization.
It started with a narration of the general threat landscape against the air-gapped
networks and further proceeded on to more specific social engineering attacks. The
content has been augmented with various examples and the latest attack trends for
clarity and understanding. The chapter explicitly highlighted the need for info for a
potential attacker, which forms the first step of the attack chain. Its exclusive redressal
is going to be covered in succeeding chapters. The chapter concluded with the
identification of general principles and stages of a successful social engineering attack,

which paved a way for understanding the importance of social engineering concepts.
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Chapter 5

Cybersecurity Policy

5.1 Introduction

Cybersecurity may be defined as a multi-disciplinary approach that encompasses both
the software and hardware to prevent the incidence of cybercrime at the first instance
or wane its impact if it has already occurred. Cybersecurity is a crucial challenge for
several corporations such as government databanks, financial companies as well as
banks, and the military. Security policies are an official set of rules that are made by an
institute to safeguard that the user approved to gain access to company information and
technology endowments abide by the rules and procedures related to data protection.
This is a written paper in company that is accountable for how to safeguard the
corporations from risks and how to manage them when they occur. The security
document is of high standard text that describes the company's vision regarding safety,
needs, objectives, responsibilities, and scope. A security policy is regarded as "living
document” which implies that it is never done, but it is constantly revised as conditions
of the technology and worker vary.

Many objectives should be met by a security policy. It should: safeguard people and
data; provide guidelines for anticipated behaviour by users, system supervisors,
administration, and safety personnel; allow security employees to observe, investigate,
and inspect. Describe and punish the ramifications of the breach; describe the
organization's security standard position, assist in risk reduction, and track compliance
with the regulation. Cybersecurity measures are also harmful to the public's perception
of collaboration and its integrity. Consumers, associates, stockholders, and future

employees all seek confirmation that the organisation is capable of safeguarding their
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personal data. If a business does not have a cybersecurity policy, it may not be able to
produce such paperwork [3].

However, as the importance of cybersecurity for businesses becomes more widely
recognized, cybersecurity policies vary from company to company, depending on the
complexity of the challenges. These policies differ based on the scale of the business,
the sensitivity of the company's assets, transactions with other firms, the type of data,
and the technological equipment they employ. A large corporation cannot create a
distinct policy statement that define all sorts of employers and tackles all of the required
cybersecurity problems. A more practical option is to create a collection of policy
papers that incorporate all security-related information; these can then be directed to
certain viewers and make it a more effective way for everybody. There is no technique
for the purpose of creating a security policy or policies. Other consideration is present
development of the policy formulation procedure. Companies without any policy
framework or which has only a basic framework follow already established policies or
use a different strategy and use policy for more complicated objectives, such as tracking
regulatory compliance. Starting with a fundamental policy structure is a good approach
towards making major policies and other large numbers of policies that are required
and then revising already established ones and making changes to add guidelines and

documents for job aid which will help support policy [16].

5.2 Significance of Cybersecurity Policy

Organizations and companies whether they are small or large face security threats,
and these threats are increasing day by day. It is becoming complex to meet the
security requirements. Organizations and companies whether they are small or large
must make a complete security program to meet the challenges. And without

cybersecurity policy, administration of security database is not possible to direct
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security programs in an organization. It is also not possible to communicate with third
parties and external auditors about security measures. Sensitive information can be
secured by updating security policy and by giving access to only authorized persons.
Security gaps can be prevented by making effective security policies and by ensuring
compliance [2].
Cybersecurity policy structure provides best practices to be followed by all staff. It
helps minimize the security threats and effectively manage them. Cybersecurity
policies will also help turn workers into members in securing information assets of the
company, and the method of emerging these policies will assist in defining
organization’s information resources. A cybersecurity policy helps in protecting
information from unauthorized access and modification, destruction, or disclosure of
information and declares it to be an asset of the company [66].
5.3 Characteristics of an Effective Cybersecurity Policy
A good cybersecurity framework is based on the policies it contains. They aim to
contain all features of security management and to provide direction and focus.
Cybersecurity policy has many characteristic features, and these features can be defined
as a principles of the organization. Few organizations have a solid culture of ‘command
and control'. Guidelines resulting from these cultures contain strong, commanding
statements such as, ‘log off at the end of each working day. Few organizations may
practice indirect expressions, to influence those who are on focus to the policy.
Whatever principles or administration chic the company uses, the main aim of the data
safety policy is to help in managing the threat and diminishes the leakage of information
to a minimum [67]. Following are some of the features of an effective security policy:
e A security policy, maintain and implement security information by giving clear

policy directions and support.
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An effective policy is appropriate, reachable, and reasonable to all future users
throughout the organization.

The development of a security policy network requires commitment,
management, and a suitable official framework, within which it can be
executed. It also needs an appropriate degree of specialty, ways through which
agreement can be tested, and a legitimately established reaction in the event of

it being desecrated.
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Figure 5.1: Cybersecurity triad.
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5.4 Need for a Cybersecurity Policy

A cybersecurity policy is needed for the following reasons:

e )

Protect people and information

\. v

p

Detine the company consensus baseline stance on

security

Help minimize risk

Authorize security personnel to monitor, probe, and

mvestigate

Set the rules for expected behavior by users, system

administrators, management, and security personnel

Define and authorize the consequences of the violation

Help track compliance with regulations and legislation.

5.5 Elements of a Cybersecurity Policy

Cybersecurity policy is as extensive as IT security, as well as the security of
connected physical assets, are both enforceable in their entirety. while developing an
information security policy following considerations should be taken into mind.
5.5.1 Purpose

The purpose of the Cybersecurity policy can be to:

Generate complete method of data safety.

Identify and prevent data safety gaps like misapplication of web links,

information, presentations, and computer systems.

o Keep up the repute of the company and maintain proper and authorized
duties.

e Respect client privileges, as well as how to react to investigate and object to

non-compliance.
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5.5.2 Audience

Define the target audience for the cybersecurity policy. It may also be indicated by

certain audiences who are not covered by the policy, such as personnel in another

business unit who are responsible for their own security.

5.5.3 Cybersecurity Objectives

The management team should be guided in deciding on unique methods and security

goals. The three main objectives of cybersecurity are as follows:

Confidentiality: Access to data and information assets should be restricted
to authorized employees only

Integrity: Data must be complete, accurate, and undamaged, and IT systems
must continue to function.

Availability: When users require information or access to systems, they

should be able to acquire it quickly.

5.5.4 Policy on Control of Authority & Access

Ordered structure—a senior director may have the ability to choose which data
is shared and with whom. The security policy of a senior management may
differ from that of a junior employee. The amount of accountability for data
and IT systems for each organisational position should be defined in the
policy.

According to the network security policy, users can only access corporate
networks and servers via unique logins that need confirmation, such as PINs,
biometrics, ID cards, or proofs. All systems should be monitored, and all login

attempts should be recorded.
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5.5.5 Data Classification

The policy should define data classifications, such as "top secret,” "secret,”

"confidential,” and "public.” The following are the goals of data classification:

e To ensure that people with lower levels of clearance do not have access to
sensitive information.

e To protect sensitive information while avoiding needless security measures
for less sensitive information.

5.5.6 Support & Operations for Data

o Data protection rules—organizational standards, paramount practices,
business compliance requirements, and related guidelines must all be
monitored while storing private information or other delicate documents. Most
security needs demand encryption, a firewall, and anti-malware safety.

e Encrypt backups of data in accordance with industry best practices. Backup
media should be kept safe, or the backup should be transferred to a safe cloud
storing site.

e Information drive—use only secure methods to transport data. Encrypt any
data copied to portable devices or sent over a community web link.

5.5.7 Security Sensitivity & Conduct

Your company's cybersecurity rules should be communicated to all employees.
Employees should be informed about security processes and mechanisms, such as
information security, access regulator, and profound information categorization,
through training sessions.

e Social engineering—focuses on the hazards of social engineering assaults
(such as phishing emails). Identifying, avoiding, and reporting such attacks

should be the responsibility of employees.
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e Clean desk policy—protect PCs with a cable lock. Shredding documents that
are no longer needed is a good idea. Keep the printer area clean to avoid papers
getting into the in the wrong hands.

e Adequate Internet usage strategy— Specify how internet access should be
limited. Is it okay to use YouTube, Facebook, and other social media sites?
Using a alternative, you can block websites that you don't want to visit.

5.5.8 Personnel Responsibilities, Duties, and Rights

Allocate people to perform user access evaluations, training, modification of
administration, incident management, security policy implementation, and episodic
apprises. Responsibilities should be clearly defined as part of the security policy
clearly defined as part of the security policy [68].

5.6 Corporate Cybersecurity Policy

A business policy outlines an organization's cybersecurity goals and values. It should
be ageless, with little variation from year to year. Corporate policies must be followed:

e Make your point very flawless and unmistakable.

Reports on the scope, legitimate and supervisory obligations, roles and responsibilities,
strategic approach and values, risk management plan, and what to do if a policy is
broken are all included. The policy should be supported at the uppermost level possible,

such as by the CEO or MD [69].
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Figure 5.2 Basic elements of a cybersecurity policy.
5.7 Specific Policies
These evolve at a faster rate than business policies. They require more frequent
examination since they are more comprehensive. Specialized policies include
information categorization, access control, operations, incident management, physical
security, human resources, third-party access, and business continuity management.
5.8 Standards
Security standards give direction for implementing certain security rules, which are
typically tied to specific technology or products. These are generated from business top
practices, knowledge, occupational drivers, and interior challenges and are utilized as a
baseline for audit reasons. They must be reviewed on a regular basis to ensure that new
releases and vulnerabilities are dealt with properly. UNIX server builds, firewall

settings, and connection protocols are all examples of standards.
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5.9 Procedures

Processes must be flawless, explicit, current, tested, and recorded. Procedures include
incident reporting, incident management, user identification addition/exclusion, and
server backup.

5.10 Policies as Incentives for Change

Policies may also be used to propel new corporate efforts ahead, with policies serving
as a catalyst for future projects aimed at improving security and general procedures. A
regulation requiring a certain sort of encryption for sensitive material communicated
over email, for example, might assist to promote the need for such a capability in the
future. Because of this legislative need, the desire to build an email encryption project
has not waned. In conclusion, a safety policy should be a useful tool for maintaining
the Enterprise's safety, which all employees may use as a direct and data basis in their
everyday work. Security policies, on the other hand, are all too frequently treated as
"shelfware," with users seldom reading, using, or even being aware of them, and
separated from the other organization's policy and safety practices [70].

5.11 Workability of Policies

The key to making a firm's security policy-relevant and usable is to create a set of policy
documents that are tailored to the target audience and tie in with current corporate rules.
Useable, practical, and realistic policies are required. To do this, significant players in
policy formulation and maintenance (such as senior administration, inventory, and
legitimate) must be involved, and buy-in is essential (such as business stuff specialists,
organization supervisors, and end-users). One key component in doing this is
communicating the necessity and utility of guidelines to people who must live with
them. Frequently, consumers appear to believe that policy will obstruct their day-to-

day operations. The communications that guidelines are beneficial to employers:
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providing an outline in which they can operate, an orientation for top performance, and
ensuring users obey with legitimate responsibilities is a key aspect of policy
formulation and ensuring policies are put into effect and not rejected by users is a key
aspect of policy formulation and ensuring policies are put into effect and not forbidden
by users is a key aspect of policy formulation and ensuring policies are put into effect
and not rejected by users. Users are far more likely to be open to both helping you
establish policy and living according to it to guarantee acquiescence once they
understand it would benefit them in their work. Likewise, when senior administration
understands that policy is a weapon they can employ to ensure compliance with
authorized requirements and advance much-needed novel initiatives, they are
considerably policy champions in terms of economic and resource backing [71].
5.12 Policy Audience Groups
The target audience is corporate workers, but this assembly may be subdivided into
viewer sub-classes, with individuals of each sub-class mostly to seek out various
information security policies. The primary target audiences are:

e Administration

e Official workforce

e End-operators
Every user will be classified into at least one of the three categories (end-user), and
few will be divided into all three.
5.13 Audience and Policy Content
What will be included in each policy paper will be determined by the policy's target
audience. For example, if the person who reads is a official guardian of system
configuration, an explanation of why something is required for a policy may not always

be essential because they are likely to previously understand why that definite act is
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required. A director, on the other hand, is not worried about the technical details of why
anything is carried out, but they could be looking for a high-level summary of the
action's underlying notion. If the reader is an final user, however, it may be beneficial
to describe why a specific security measure is essential since this will not only assist
them to comprehend the policy but will also make them more likely to follow it.
Permission for the possibility that person who reads will wish to utilize the policies in
a variety of means, potentially even at the same time. When reading a policy document
for the first time, an end-user may want to read the entire page to understand everything
they need to know about helping to protect the company's safety. However, the user
may return to the document at a later date to double-check the exact language of a
particular policy report on a certain issue. Organizations should make sure that their
security data policy documents meet the needs of their target audiences, which often
involves the use of many document formats within a policy agenda. The audience for
the document will determine which sort of document to utilize in a significant part. For
example, A job aid or guidelines document will be used to outline how to design the
instant messaging system to ensure that it conforms with the Acceptable Use Policy, on
the other hand a document that specifies how to design the prompt messaging system
to guarantee compliance with the Acceptable Use Policy, will be in the form of a task
help or guidelines manuscript. Directors and end-users are more inclined to employ the
first, whereas organisational staff choose the second [72].

5.14 Governing Policy

Governing Policy should provide a high-level overview of cybersecurity ideas, define
these terms, explain why they are essential, and state your corporation's position on
them. Managers and end-users will read the Governing Policy. Technical custodians

(especially security technical custodians) will be able to read it by default because they
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also end users. The policy will be used by all of these groups to get an intellect of the
corporation's overarching safety policy perspective. This may be used to update their
interactions with business units across the organization regarding information security.
HR (Human Resources) and other business policies, both current and future, should be
closely connected to the Governing Policy, particularly any that include security-related
issues. These company-wide policies will be on the same level as the Leading Policy
paper. Technical Policies complement the Governing Policy by delving further into
subjects and expanding on them by trading with them for every applicable expertise.
Few issues might be addressed at the Leading Policy level, obviating the necessity for
a comprehensive procedural policy on these matters. Declaring the company's
overarching password policy, for example, ensures that specifics of particular password
restrictions may be handled in the applicable technical policy for each working
organisation or presentation, rather than requiring a technical policy for all systems'
password management. In a smaller firm, when there are fewer systems/applications
and a single technical password policy may suffice, this may not be the case. However,
in a larger organization, the former technique provides a more well-organized
procedure for operators since they will have to refer to fewer papers — streamlining
this process increases the likelihood that employees will follow strategy, thus refining
safety. On a more detailed level, governing policy should address the "what" in terms
of security policy [73].

5.15 Technical Policies

Technical custodians will utilize Technical Policies to fulfill their safety obligations for
the organization they work in collaboration. These custodians will be more tailored to
a system or issue than the Governing Policy. Many of the same issues as Governing

Policy will be covered in Technical Policies, and some extra subjects related to the
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broader technical topic. They are security standards for OS systems and network
devices. They specify what should be done but not how; technical papers, that are the
subsequent level of detail lower than the Leading and Technical Policy, are utilised for

that. Technical Policy should cover the "what,” "who,"” "when," and "where" of security

policy on a more detailed level [73].

5.16 Job Aids/Guidelines

Procedural documents detail how to carry out policy declarations in a step-by-step
manner. For example, one or more secondary papers for a Technical Windows Policy
may be a direction to harden a Windows server. At the next level of granularity,
measures and rules should be created, describing how something should be done. They
give methodical, real-world evidence on how to put policy texts' necessities into
practice. Depending on the needs, they may be written by many organizations within
the firm and possibly it may or may not be cited in the appropriate policy. Technical
papers can be written in backing of other sorts of policy documents to assist readers
understand what the policy means by giving more thorough explanations. Not all rules
will necessitate the submission of supporting documentation. These supporting papers
do not have to be created by the same policy making team that creates the Leading and
Procedural policies. Individual business units may find it more effective to make their
own supportive papers as needed, due to a lack of funds on the policy making team as
well as the fact that official workforce in professional have the most comprehensive
and informed practical information in the company, allowing them to transcribe such

papers more effectively. The policy lays out the structure for them to follow (the "what,"

who," "when," and "where" of security policy), and all they have to do now is

implement the controls and sketch out the "how." If a staff member quits, job aids and
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guidelines will serve as a backup, ensuring that their expertise is not lost and that policy

requirements are met.

5.17 Policy Development Process

5.17.1 Development Process Maturity

The level of process maturity will be a significant element in every company's policy
creation process. Businesses (particularly bigger ones) must not set their sights too high
and attempt to establish a complete and sophisticated policy database right soon. For a
variety of explanations, comprising a lack of administration buy-in, inadequate business
values and assets, and other criteria that aren't in place, this is unlikely to succeed. In
this case, it's best to start simple, maybe with checklist-style policies and simply a
skeletal policy structure with the most important rules written first. Organizations will
be able to establish the complete spectrum of guidelines, with greater information and
are associated with technical certification as needed, as the process matures. Education,
awareness, and communication systems will mature to cope with the promotion of an
ever-increasing number of policies. This should be in line with the policies’ increasing
corporate power. The corporate culture will begin to recognize the importance of
policies and may even begin to utilize them to advocate for required reforms throughout
the organization.

5.17.2 Top-Down Versus Bottom-Up

There are several places to start when drafting policy. New or upcoming legislation, as
well as recent security events or passionate administrators fresh off the last training
session, can serve as significant impetuses for policy development. All of these are
valuable policy inputs, but the issue is to strike a balance. If you create your policy
entirely from the top-down, utilizing just laws, rules, and best practices, you will end

up with an impractical, fake policy which will not operate in reality. Likewise,
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depending solely on a "bottom-up” approach based solely on system manager
information might lead to policies that are too specialised to a certain environment
(perhaps just one division of a big business), based too much on local current practise
or the most recent training ideas, and therefore impractical. Top-down and bottom-up
methods will combine to produce the optimal policy. It is something that must be
considered from the start to achieve this, and it must be represented in the range of areas
engaged in policy formulation as well as the sorts of policy reviews that occur. This
balanced approach will very certainly lead to a more mature policy formulation process.
It may be used in both small and large organizations (where there is minimal distance
between the top and bottom) when a broad range of expertise is required to create a
realistic and functional strategy [74].

5.17.3 Current Practice Versus Preferred Future

Policymakers should also ponder on how much of the policy should represent current
behavior vs a desirable future. A policy that simply shows what is done today and that
it may be not important the time it is published. But one that has limitations that cannot
yet be applied may be impossible to comply with for practical causes, and so be
disregarded as impractical and unfeasible. This must be deliberated at the early step,
because if not, and if the policy evolves too far in the direction of the impractical,
desirable upcoming model, it may not become evident until the policy breach
documentation stage, when a significant amount of time and effort has been squandered
producing something of little value. The ideal policy finds a stability between present
training and the expected future, and this should be the goal of the policy making team

[75].
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5.17.4 Consider All Threat Types

The ideal policy finds a equilibrium between present training and the desired prospect,
and this should be the goal of the policy development team. While spiteful exterior
invaders in the form of viruses and young insect receive a lot of media attention and
should be considered when writing policy, there are other factors to consider as well,
such as usual tragedies, discontented present, and previous workers, and unawareness
leading to unintentional safety experiences. Controls should be included in policies to
address all of these threat categories [76].

5.18 Policy Development Lifecycle

You may begin the policy creation process once you've established who will be
engaged in creating the policy.

5.18.1 Senior Administration Buy-in

Creating a set of policy document will need a high degree of dedication from not just
the principal originator and manufacturer team, but also many additional business
information security employees. Administration acquisition must be obtained from the
start of the policy project to ensure that these capitals are accessible for you when
required and you get the data you want. Administration must be made aware of the
task's importance and scope so that resource allocation in the latter phases does not
become a stumbling block. Senior administration also contributes to the policy
formulation and upkeep procedure by promoting the resultant policies all over the
organization and placing their mass after them, ensuring that the policy is regarded as
having "teeth they should also be ready to help initiatives that arise as a result of the
policy to assure acquiescence. These two forms of support are critical to the policy

program's long-term survival [77].
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5.18.2 Determine a Compliance Grace Period

You should refer with the Interior Inspection assembly early in the policy development
process to determine as early as possible, after the policy is published they will inspect
centred on the policy. Through giving an elegance phase for agreement, you assist in
the enforcement of the regulations. This refinement period will provide employers who
must adhere to the policies ample time to examine them and execute any required
projects, procedures, or internal messages to guarantee compliance. The refinement
period might last from few months to a year, depending on the size of the firm.

5.18.3 Regulate Resource Engrossment

At this point, you need to find out whom you should speak with to regulate and decide
on the policy's substance. People that were involved should be enlisted in the policy
development group section. You must estimate how much time each team member will
devote to the mission. Policy developments that are delayed because subject-matter
experts (SMEs) are overworked risk becoming obsolete before they are completed.
Obtain direct buy-in from line administrators if required. Individuals will, in most
circumstances, see the importance of policy and will be delighted to assist you in
developing something that will benefit them in their employment, but you must first
ensure that they are on panel before head proceeding.

5.18.4 Review Existing Policy

Examine any current security policies in your organization to see if they may be
incorporated into the new set of policies. Gather any relevant processes, guidelines, and
high-level policy papers. These may all be used to gain a sense of the firm's current
position on a certain topic or knowledge, or simply to illustrate how a particular

expertise is protected in a different way across the company. This is something that the
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new policy paper will need to reflect. Existing instructions or job aids can also serve as

the foundation for a policy paper on the same subject [77].

5.19 Policy Document Outline

Each policy should have the following parts in count to the policy statements that will

constitute the primary body of the policy paper.

Introduction

This segment names the policy and place it in the context of other current data
security and corporate policy papers.

Purpose

Declare the policy's key objectives; this will assist readers to understand why
the policy exists and how it should be implemented. Authorized and
acquiescence concerns should also be addressed. Comprise any particular rule
that the policy is intended to follow.

Scope

The scope of the policy is a list of the substructure and data systems that it
covers, as well as the individuals who are affected by it. Anyone who uses the
material or organizations covered by the policy would be considered a
stakeholder.

Roles and Duties

This is a description of the organizational structures that assign policy
implementation duties throughout the firm. Database Administrators (DBAS),
Technical Custodians, Field Office workers, and other job roles may be

mentioned in this area.
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Sanctions and Violations

This section explains what constitutes a policy breach (e.g., is it HR-related and
thus connected to worker's agreement, or is it an issue for the data safety
branch?) This section should also include information on how to report
infractions, whom to report them to, and what measures should be taken if they
occur. It should also state what penalties will be imposed if a violation occurs
(like oral or transcribed notices, etc).

Revisions and Updating Schedule

This section outlines who is accountable for policy changes and modifications,
as well as how frequently they will occur. It can be beneficial to refer to the
manuscript as a "living document” that can be rationalised as needed by people
in charge of changes and updates. This will guarantee that both ad hoc and
planned changes are taken into consideration. It's also a good idea to add
information on where the policy will be issued and how personnel will be able
to view it.

Contact information

Indicate who should be notified about the policy. It's better to use a collection
or letterbox rather than an individual because they're less likely to alter.
Definitions/Glossary

Define terminologies that the reader might not be familiar with. The need for
this will vary depending on the audiences; for example, the distribution of a
Practical Policy for Linux is possibly to be acquainted with Linux practical
jargon, thus it will not be required to define them. However, the cryptography

part of the user policy may contain words that users are unfamiliar with, and
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these terms should be explained in footnotes or a glossary to help
comprehension.
e Acronyms
Where there are a high number of acronyms or the text is long or complex, a
distinct segment explaining out acronyms may be necessary. Acronyms can be
spelled out in the body of a text for shorter papers.
e Troubleshooting
It discusses few of the issues that arise in policy formation, as well as potential
solutions to these issues [78].
5.20 Conclusion
Any company's cybersecurity policy serves as both a beginning point and a reference
point. The policy demonstrates the organization's commitment to safety and serves as a
live device for each worker to assist create and uphold that degree of protection. As a
result, having an accurate, comprehensive, and usable cybersecurity policy is critical.
Producing a policy that meets this criterion can be a difficult undertaking. Using the
techniques described in this chapter to assess policy audiences, themes, and
methodologies will assist to guarantee that policy papers are as efficient and usable as

feasible.
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Chapter 6

National Cyber Security Policy for an Air-Gapped Network

6.1 Introduction

Cybersecurity may be defined as a multi-disciplinary approach that encompasses both
the software and hardware to prevent the incidence of cybercrime at the first instance
or wane its impact if it has already occurred. Cybersecurity is a crucial challenge for
several corporations such as government databanks, financial companies as well as
banks, and the military. Security policies are an official set of rules that are made by an
institute to safeguard that the user approved to gain access to company information and
technology endowments abide by the rules and procedures related to data protection. A
security policy is regarded as "living document” which implies that it is never done, but
it is constantly revised as conditions of the technology and worker vary.

Cybersecurity policies are crucial because cyberattacks and information breaches are
potentially expensive. Also, employees are frequently the weak connections in a
company's security. Moreover, the human being working in the organization is
considered as the weakest link in the chain of security. Since he also retains his
footprints on social media networks in one form or another; an intentional or accidental
slippage of even slight confidential information can lead to a big security risk, making
the very isolation of AGNs questionable. Upgraded cybersecurity policies can assist
employees and consultants in better comprehend how to sustain the security of
information and applications. Thus, design of a comprehensive national cyber security
policy, its implementation, auditing, and continuous up-gradation remains a customary

pre-requisite to ensure any security breach.
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6.2 National Cyber Security Policy for an Air-Gapped Network

Policy ID no

NATIONAL CYBERSECURITY

POLICY FOR AN
AIR-GAPPED NETWORK

This policy applies to: organizations having air-gapped networks

DOCUMENT CONTROL
Managed by: Responsible position:  Version:
Contact person: Approved by: File number:
Contact position: Date approved: Status:
Contact number: Next review date: Security classification:
REVISION RECORD
Date Version Revision description
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6.2.1 Title

National Cyber Security Policy for an Air-Gapped Network (AGN)

6.2.2 Policy Statement
It is the policy of an Air-Gapped Network (AGN) that all data and info handled by it be

completely protected from any threat (inside/outside) in order to shield against the

impacts of violations of confidentiality, failures of integrity, or disruptions in

availability of that data and info.

6.2.3 Purpose

The AGN cybersecurity policy is a cornerstone for air-gapped cybersecurity.
This policy aims to define what needs to be done to safeguard an organization’s
assets for confidentiality, integrity, and availability.

The cybersecurity policy designates accountability and ownership for meeting
these cybersecurity needs by defining key roles and responsibilities in meeting

the organization’s cybersecurity goals.

6.2.4 Scope

Implies to:

To all info assets and ICT means operated by the organization.

Pertains to all authenticated workers (employees) of the organization’s
information assets and IT resources involving but not restricted to staff, senior
officers, governors, consultants, security personnel, and administration.
Encompasses all info/ data stored, handled, shared, or processed by the
organization regardless of whether that info originates with or is held by the
organization.

Applies to non-computer-based info system owned by the organization.
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6.2.4 Objectives

Following are the objectives of the policy:

To establish and preserve the confidentiality and protection of info, info
systems, networks, and applications owned or held by the organization.
Ensuring that all employees/ staff are cognizant of their tasks, responsibilities,
and accountability and obey the relevant legislation.

Illustrating the rules of security and describing how they shall be implemented
in the routine.

Establishing a consistent attitude to security, ensuring that aa employees/ staff
fully know their duties and responsibilities.

Creating and sustaining an understanding of the importance of cybersecurity as
a day-to-day routine inside the practice.

Adheres to PECA law of Pakistan, and National cybersecurity policy 2021 of

Pakistan.

6.2.5 Policy Documentation Set's Structure

The policy document set is made up of a hierarchy of subordinate security
policies, all of which have equal weight.

The status of the policy documents is given on the title page of this document.

6.2.6 Approval Process for the Policy

The governing policy must be approved by the organization's head via the
Executive Board (EB) to be included in the organization's policies on expected
standards of conduct and behavior. Applies to and will be conveyed to
administrative staff, employees, security personals, and others concerned.

The cybersecurity program team will be in charge of reviewing and approving

any subsidiary security policies (CPT).
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6.2.7 Responsibility for the Cybersecurity Policy Documentation

e The CPT is responsible for maintaining the cybersecurity policy documentation

set, and individual policies may be delegated to department heads.

6.2.8 Maintaining the Policy Document Set

e The EB and CPT will review and revise this policy, as well as any subsidiary
policies, on a regular basis to make sure that everything is still appropriate in
light of any significant changes to the legislation, organizational rules, or

prescribed requirements.

6.2.9 Cybersecurity Policy Details

e The organization will make sure that everyone who uses information systems
or handles sensitive data is aware of and understands the policies that apply, as
well as the repercussions of non-compliance.

e The organization will employ suitable physical and logical controls to limit
access to information systems, any ICT equipment, and information to only
authorized users when necessary.

e Planning, creating, implementing, and using IT-based information systems will
take full consideration of the cybersecurity policy's requirements.

e The organization will employ legal ways of monitoring the use of info systems
and networks to prevent and detect violations of the cybersecurity policy.

e To ascertain the suitable levels of security actions applied to info systems, each
system must go through a risk assessment procedure to determine the likelihood
and consequences of security failures.

e Expert security advice must be made available throughout the organization to
ensure that it retains and implements a current understanding of risks and

mitigations in its information management procedures.
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All workers will be bound to abide by the organizations’ policies before being
authorized to access the installation’s data and info systems.
The organization will maintain and establish relevant contacts with other

regulatory bodies, law enforcement authorities in respect of its cybersecurity

policy.

6.2.10 Responsibilities for Implementing the Cybersecurity Policies

A cybersecurity working group comprised of important system administrators,
managers, IT experts, and representatives from all key sectors of the
organization shall formulate plus implement the security/ safety controls
through mutual coordination.

CPT will be responsible for ensuring the security of IT-based info systems and
ensuring that appropriate security processes are followed.

The effectiveness and implementation of the cybersecurity policy shall be
reassessed periodically by the organization’s internal audit team as part of its

regular audit program.

6.2.11 Monitoring, Evaluation, and Review

A nominated representative from each department who is also part of the CPT
will supervise and monitor policy implementation in true letter and spirit within
his/her department.

The departmental head will inspect all security arrangements
weekly/fortnightly.

This policy will be reviewed after every 4 months or when instructed by the
organizational head.

Any change will be allowed by the head after the consultation with EB.
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6.2.12 Definitions and Abbreviations

Term Meaning

A team constituted by the head of the organization
Cybersecurity Program Team  as per nominations of representatives received from

(CPT) each departmental head.
AGN Air-gapped network

EB Executive Board

Info Information

IT Information Technology

6.3 Subsidiary Cybersecurity Policies for AGNs

In the light of governing policy, various subsidiary/ sub-policies encompassing various
facets of cybersecurity pertinent to an AGN have been developed and are described as

follows.
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6.3.1 Personnel Policy

Policy ID no

PERSONNEL POLICY FOR AN
AIR-GAPPED NETWORK

This sub-policy applies to: organizations having air-gapped networks

DOCUMENT CONTROL
Managed by: Responsible position:  Version:
Contact person: Approved by: File number:
Contact position: Date approved: Status:
Contact number: Next review date: Security classification:
REVISION RECORD
Date Version Revision description
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6.3.1.1 Title

Personnel Policy for an AGN

6.3.1.2 Policy statement

It is the policy for an AGN that the recruitment, training, and departure of personnel
shall comply with the security safeguards to the access and use of information
technology resources and data.

6.3.1.2 Purpose

The following are the goals of the personal security policy:

e Establish rules on the employment, training, and termination of all personnel
(e.g. employees, staff, contractors) to enforce compliance with the cybersecurity
policy.

e Define the Organization’s requirement for personnel security controls and how
and where they should be applied, and in so doing mitigate the risk of
unauthorized access to the data, electronic systems, and physical premises.

This policy reflect

e Employment/ Enrolment of staff

e Training of all staff

e Departure of staff

6.3.1.3 Scope

This policy pertains to all the organization’s personnel which includes temporary and
permanent staff, governors, security personnel, head of departments, senior staff, and
internal auditors, and partner organizations (if any) with access to the info and info

systems of the organization.
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6.3.1.4 Objectives

The personnel policy is aimed to protect the workforce member as well as info
systems and the organization’s holdings. This contains safeguarding assets from
unsanctioned access, modification, disclosure, destruction, or intrusion.

All employees are required to implement appropriate security activities or
processes to protect info systems and assets.

Individuals should be given responsibility for any actions taken or activities that

occur under their scope of duties.

6.3.1.5 Policy details

On staff employment

The organization's terms and conditions of employment must contain the
employer's and employee's obligations to follow cybersecurity policies/
procedures.

All personnel/ employees must sign a formal agreement acknowledging the
need of maintaining info confidentially and to follow the cybersecurity policies
both during and after their employment, as part of their terms and conditions of
employment.

Any visitor or temporary staff must be given an appropriate description of the
cybersecurity policies and must agree to it before the use of IT services and
physical access inside the premises.

When the confidentiality, sensitivity, or worth of the material/ info being
disclosed is critical, non-disclosure agreements must be used.

To raise awareness and educate employees about the spectrum of threats,
suitable safeguards, and the need of reporting suspected problems or threats, all

employees will be given information security awareness tools.
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e Before employing the staff, thorough on-ground verification such as police
verification must be ensured.

e Any data security occurrences stemming from non-compliance should be met
with severe repercussions.

e If a user is determined to have violated the organization's security policies or
protocols after an investigation, they will be punished in accordance with the
disciplinary sanctions.

Training of staff

e Training to all users of the new system must be ensured so that their use is both
efficient and secure.

e Periodic training for nominated Security Officers (SO) should be prioritized in
order to educate and teach them on the most recent threats and security
measures.

e As part of their induction, all new employees must take a security awareness
course.

e When IT or other employees change positions or tasks, their information
security requirements must be reevaluated, and any further training required
should be offered as soon as possible.

e IT employees must get training in info security, threats, and safeguards, with
the level of training reflecting the job holder's responsibilities for configuring
and maintaining information security standards.

Departure/ termination of staff

e Access credentials to the organization's info assets and systems shall be

terminated for departing employees upon termination of employment.

86



Concerned IT members of the cybersecurity program team should remove the
access of departing staff from the applications or systems that process sensitive
info.

Revocation of all digital certificates is required at priority.

Tokens, smart cards, and passes issued to them must be deposited back to
issuing authority of the organization.

Any identification cards or keys they were given during their employment
should be returned.

Physical access to the organization’s facilities should be revoked immediately.
Before leaving the organization, the departing personnel must be physically
checked by the concerned security staff.

They should not be given access to their desk or office, and if they are, it should
be limited and closely monitored.

Departing staff ought to return any equipment and info assets belonging to the

organization.

6.3.1.6 Roles and responsibilities

The organization's personnel security policy is intended to be implemented and

followed by all employees. Any security incidents, potential events, or other security

threats should be reported to the departmental head or cybersecurity program team.

6.3.1.7 Policy compliance

The cybersecurity program team representative will ensure that all staff and
contractors receive education and training as per this policy.
The CPT is responsible for enforcing compliance with the policy under the

direction of the Executive Board.
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6.3.2 Social Engineering Awareness Policy

Policy ID no

SOCIAL ENGINEERING AWARENESS
POLICY FOR AN AIR-GAPPED NETWORK

This sub-policy applies to: organizations having air-gapped networks

DOCUMENT CONTROL
Managed by: Responsible position:  Version:
Contact person: Approved by: File number:
Contact position: Date approved: Status:
Contact number: Next review date: Security classification:

REVISION RECORD

Date Version Revision description
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6.3.2.1 Title
Social Engineering Awareness Policy
6.3.2.2 Policy Statement
To raise awareness of social engineering threats in cybersecurity to safeguard the
organization's assets. All employees ought to protect the confidentiality and integrity of
assets against social engineering vulnerabilities and threats.
6.3.2.3 Purpose
To inform employees that (a) fraudulent social engineering assaults do occur, and (b)
processes exist for detecting such attacks.
e Educate employees on the strategies employed in such assaults and are given
regular protocols to follow in the event of an attack.
e Employees are aware of who to contact in these situations.
e Employees understand that they play a vital role in an organization's security.
To safeguard the organization’s assets and sensitive info, maintaining the
integrity of employees represents the best line of defense.
To provide precise guidelines/ procedures for staff to adhere in order to assist them in

making the best decision when:

e Somebody is making contact with the employee - by phone, fax, in person,
email, or online - and attempting or seeking to gather sensitive info about the
organization.

e The employee is being "socially coerced," "socially urged,” or "tricked" into

disclosing sensitive info.

6.3.2.4 Scope

All employees of the organization are included in the scope, also temporary contractors
if any.
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6.3.2.5 Policy details

Employees will make every single effort to prevent falling into the trap of social
engineering. They will preserve all information owned by or delivered to the
organization, including sensitive personal info about the organization and its
constituents, as well as information regulated by law.

Employees will diligently listen and attend to any social engineering training
that the administration/relevant authorities direct them to attend.

Employees will note warning signs for social engineering attacks and report
them to CPT. Unauthorized individuals, for example, may exhibit the following
warning indications:

o Any reference to a higher authority figure that is not accompanied by
documentation and confirmation from that authority figure is invalid.

o Any claims of immediacy or exigency that aren't backed up by evidence.

o Any requests for unlawful, undocumented info releases, including
passwords, sensitive personal information, and financial info.

o Unknown individuals communicating with you via phone, email, text,
fax, social media applications, or in person. Unknown individuals could
include those who have not been authenticated or verified.

o Any requests for information that are not accompanied by adequate
paperwork or approval.

o Any suspicious person or unknown person contacting you on your way
to home trying to discuss your job or organization.

o When at home using some social application on your laptop, PC, or
mobile device and you receive a request from an unknown account or
person, or somebody sends you a link to click.
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o Any person asking for an official USB or Laptop for usage.

e Employees must exercise restrain over-sharing or discussing classified matters
among colleagues (from other departments). The information about specific
assignments/ projects should be considered as confidential.

e A strict ban must be imposed on carrying personal Mobile computing devices,
USBs or external hard disks etc.

e Do not leave an unattended computer, duly logged in especially on Namaz,
lunch, or washroom breaks.

e Never insert an unknown CD/ DVD /USB drive in any computer, even for
checking purposes, since it may contain malware.

e Always be mindful that fool-proof security can only be accomplished if
everyone assumes his responsibility and stays vigilant.

6.3.2.6 Roles and responsibilities

All employees are responsible for adhering to the policy.

6.3.2.7 Policy Compliance

Compliance will be assessed by the organization's administration and security team
using a variety of ways, including training attendance, internal reports, violation
monitoring, compliance exercises, and responses. Non-compliance with this policy will
be dealt with at the administration's discretion, up to and including termination

depending on the severity of the infraction.
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6.3.3 Physical Security Policy

Policy ID no

PHYSICAL SECURITY POLICY
FOR AN AIR-GAPPED NETWORK

This sub-policy applies to: organizations having air-gapped networks

DOCUMENT CONTROL
Managed by: Responsible position:  Version:
Contact person: Approved by: File number:
Contact position: Date approved: Status:
Contact number: Next review date: Security classification:
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6.3.3.1 Title
Physical Security Policy

6.3.3.2 Policy statement
To protect the physical security of all human and info assets in order to stop
unauthorized physical access to, destruction/ damage to, and interference with info and
info processing facilities.
6.3.3.3 Purpose
Following are the goals of the policy:

e Establish the procedures for controlling, scrutinizing, and removing physical

access to the organization's premises.
e Physical protections required to safeguard people, info, and assets (including
ICT equipment) to reduce or remove security threats.

6.3.3.4 Scope
This policy applies to the physical areas where information assets are kept. These areas
include server rooms, telecom closets and office areas that may contain organization’s
sensitive information. These areas must be physically secured to prevent theft,
tampering, or tapping, or damage. It also pertains to all permanent employees,
temporary employees, trainees, internal auditors, consultants, and all other visitors.
6.3.3.5 Objectives
Following are the goals of physical security policy:

e To prevent, delay, deter, and/or detect unauthorized access.

e To prevent an attack on, a site and mitigate the brunt should they occur.

e To protect or safeguard all assets.

6.3.3.4 Policy details

The policy details for preserving Physical Security are as follows:
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Physical access to server areas/ rooms must be strictly regulated, and servers
must be stored in server racks under key and lock.

Only designated systems and operations staff will have access to the servers.
Besides them, if any other individual likes to work on the servers in the facility
area, he or she must connect to the servers exclusively via a remote desktop
connection using a controlled user account.

Vital backup media must be stored off-site in a vault that is fire-resistant.
Security boundaries shall be created to safeguard areas or zones that contain
info systems to thwart unlawful physical access, interference, and damage.
With suitable authorization credentials, a list of individuals with permitted
access to the facilities where info systems are housed must be maintained.
Authorized staff must examine and approve the authorization credentials and
access list on a regular basis.

All physical access points to the facilities where info structures are housed
(including specified entry/exit points) must be managed, and access to
individuals must be provided only after authentication of access authorization.
Physical access to info systems must be supervised in order to identify, detect,
notice, and respond to physical security incidents.

Fire, earthquake, flood, explosion, and other natural or man-made calamities
require physical protection, which must be developed and implemented.
Physical safety and standards for working in locations where information
systems are located must be developed and implemented.

Info systems, IT eqpt, and their components must be located within the facility
to reduce risks from environmental and physical hazards, as well as potential

for unauthorized access.
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Info systems should be shielded from power shutdown as well as other
interruptions affected by a malfunction in supporting services.
Telecommunications and power cabling delivering info or supporting info
utilities must be safeguarded against damage or interception.

The surveillance equipment and physical intrusion alarm must be scrutinized in
real-time.

The physical access to info systems must be distinct from the physical access to
the site. This restriction may be applied to server areas or info systems that have
a greater effect than the rest of the facility.

Automated technologies for detecting possible intrusions should be utilized to
initiate appropriate response measures.

Physical access to the info systems should be granted only after visitors have
been verified before granting entrance to the facility where the information
systems are housed, except in places designated as "publicly accessible™.
Visitors' access logs must be kept.

Visitors must be accompanied by authorized personnel, and their activities must
be monitored if necessary.

Systems personnel must evaluate visitors' laptops and other devices (if
permitted to bring them inside) for the most recent updates, patches, anti virus
definition, and every type of vulnerability or weakness that could be dangerous
to the system or network.

Every user or employee who needs to connect to an outside network for official
purposes must first receive approval from the cybersecurity program team.
Before issuing any sanction, this staff must assess security threats.

All physical accesses by guests and authorized personnel must be recorded.
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e All of the policy described above must be checked, monitored, and scrutinized
on a regular basis for any modifications.
6.3.3.5 Roles and responsibilities
The chief security officer/designated personnel is in charge of ensuring that the physical
security policy is followed.
6.3.3.6 Monitoring, evaluation, and review
A senior security officer will supervise and monitor policy implementation in true letter
and spirit with assistance of cyber security program team.
e All nominated departmental officers will inspect respective systems of the
organization fortnightly.
e This policy will be reviewed after every 6 months or when instructed by
executive board.
e Any change will be allowed by the senior security officer after the consultation

from head of organization.
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6.3.4 Infrastructure Hardening Policy
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6.3.4.1 Title

Infrastructure Hardening Policy

6.3.4.2 Policy statement

To harden the system or structure by reducing its surface of vulnerability and mitigating
the possibility of a successful attack by further decreasing the obfuscation. This policy
makes it difficult for a potential attacker to identify the system being targeted, and the
attack is unable to simply exploit known vulnerabilities.

6.3.4.3 Purpose

This policy establishes the practises that will be used for infrastructure hardening.
6.3.4.4 Scope
This policy covers all aspects of the IT infrastructure, including:

o  Application hardening

» Operating svstem hardening

» Server hardening

+ Database hardening

» Network hardening

» Telephone Systems

6.3.4.5 Objectives
Infrastructure hardening aims to diminish security risk by purging potential attack

vectors and minimizing the attack surface of the system. This will ensure:

e Enhanced system functionality: Because there are fewer applications and
functions, there is a lower danger of operational problems, incompatibilities,
misconfigurations, and compromise.

e Significantly improved security: Data breaches, illegal access, system hacking,

and malware are all minimized when the attack surface is lowered.
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Simplified auditability and compliance: Auditing the environment is usually
easier and more straightforward because there are fewer applications and

accounts, as well as a less complex environment.

6.3.4.6 Policy details

Following are the policy details for ensuring system hardening:

Software that has been permitted or approved for usage by IT department must
be installed or setup on the organization's computing equipment.

Software and services that aren't absolutely necessary will be deleted or disabled
as needed.

Servers, laptops, and PCs will be set up to prevent unauthorized or unwanted
software from running.

Unapproved apps will be deleted automatically by inventory and vulnerability
scanning tools.

BIOS passwords should be enforced on all PCs and laptops to guard against
unauthorized and illegal alterations.

PCs and laptops will have their boot order adjusted to prevent illegal booting
from alternate media.

Access to the local administrator account will be restricted to IT Department
personnel to avoid the installation of undesirable software and the alteration of
security software and controls.

Where applicable, default keys or passwords will be altered upon installation
and before usage.

On all official laptops, PCs, and servers, anti-virus and anti-spyware software

shall be installed. Antivirus software will be updated on a regular basis.

99



Intrusion detection and intrusion prevention system to be placed on every
network of the organization.

On all PCs and laptops, a local firewall will be deployed. Only traffic from
allowed ports and sources will be allowed via this firewall.

Removeable or detachable media usage will be severely monitored. Detachable
media will be managed by endpoint security and protection software.

Before use, all servers must pass a vulnerability assessment. The servers will be
examined for vulnerabilities using the organization's vulnerability scanning
tools. Before use, all vulnerabilities in the network and operating system will be
fixed.

Every device will be scanned for vulnerabilities on the organization’s network
every three months. Any problems that are discovered will be investigated and
addressed as needed.

All devices and IT egpt on the organization's network will be patched regularly
to address the most recent risks.

A thorough audit of the existing equipment and technology will be performed.
To detect faults in the system and prioritize remedies, penetration testing,
configuration management, vulnerability scanning, and other security auditing
technologies will be used. System hardening measurements must be performed
against resources using industry standards such as NIST, Microsoft, and 1SO,
among others.

Robust and automated vulnerability detection and patching system should be
maintained.

Firewall hardening necessitates that all systems be correctly configured and

audited on a regular basis; secure remote access points and users; close
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unwanted network ports (if any); disable and remove unnecessary protocols and
services; use access lists and encrypt network communication.

e All servers must be housed in a locked or secure data center. Servers should be
hardened enough so that they become resilient to getting connected to external
networks if attempted by an insider or outsider. Unnecessary software should
not be installed on an organization’s server and should be strictly prohibited.

e Admin limitations on what users may do in a database must be implemented,
such as by regulating privileged access; node checking must be enabled to
validate applications and users; Encrypt database data while it is in transit and
at rest; enforce the use of strong passwords; introduce privileges for role-based
access control (RBAC); Idle and unused accounts should be removed.

e Hardening of the operating system must be ensured by automatically installing
OS updates, patches, and service packs. File sharing, Unnecessary drivers,
software, libraries, services, and functionality should be removed. tighten
registry and other system permissions; encrypt local storage; Keep track of
every activity, faults, errors, and warnings. enact privileged user controls.

e Apply the principle of least privilege to your IT infrastructure by eliminating
unnecessary accounts (such as orphaned and unused accounts) and rights.

6.3.4.7 Roles and responsibilities
This policy must be understood and followed by all employees in the IT Department.
IT personnel are responsible for ensuring that the IT infrastructure is hardened and that

any subsequent changes to systems do not compromise system hardening.
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6.3.4.8 Monitoring, evaluation, and review

e Senior IT officer will supervise and monitor policy implementation in true letter
and spirit with assistance of cyber security program team.

e All nominated departmental IT officers will inspect respective systems of the
organization fortnightly.

e This policy will be reviewed after every 6 months or when instructed by
executive board.

e Any change will be allowed by the senior IT officer after the consultation from

head of organization.
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6.3.5 Access Control Policy

Policy ID no

ACCESS CONTROL POLICY
FOR AN AIR-GAPPED NETWORK

This sub-policy applies to: organizations having air-gapped networks

DOCUMENT CONTROL
Managed by: Responsible position:  Version:
Contact person: Approved by: File number:
Contact position: Date approved: Status:
Contact number: Next review date: Security classification:

REVISION RECORD

Date Version Revision description
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6.3.5.1 Title
Access Control Policy

6.3.5.2 Policy statement

This policy specifies the rules relating to authorizing, controlling, and monitoring
access to an organization’s accounts, info & info systems.

6.3.5.3 Purpose

To guarantee that all access to info assets is correctly permitted to legitimate users and
permissions to access are monitored, maintained, and reviewed.

6.3.5.4 Scope

This policy applies to all employees and systems who have access to accounts, info, or

info systems owned or maintained by the organization.

6.3.5.5 Objectives

e By implementing suitable access controls, the appropriate info is made available
to the appropriate people at the appropriate time, and access to information in
all systems is appropriately monitored and audited on a regular basis.

e To ensure that unauthorized access is prevented and denied.

6.3.5.6 Policy details

e All info assets must be "owned" by a certain person within the organization.

e Onaquarterly basis, a procedure for employee access requests that outlines the
steps to be followed when generating or changing employee access must be
created, documented, analyzed, and revised. This process's scope must cover

network, application, and database access.
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Access to assets containing data or info must be limited to authorized employees
and shielded by appropriate logical and physical authentication/ authorization
mechanisms.

Accounts and passwords must be used to verify/authenticate users accessing
info systems.

Employers who have met all of the conditions may be provided access to info
assets only if they have particular need to know about, or have access to, said
info assets.

Classification or categorization of an info asset does not specify which
employee has access to that info. Access is further restricted by any other
privacy limitations imposed by other security rules.

Access rights must be allowed by the relevant info keeper and assigned to
employees based on the fewest privileges needed to carry out their job duties.
Administrator accounts should only be accorded to those employees who need
them to complete their work duties. Administrator accounts must be stringently
managed, with their usage tracked, monitored, and evaluated on a regular basis.
An employee with administrator access will only access sensitive info if it is
essential to complete a specific activity.

Owners of info assets, line managers, and authorized users must ensure that the
privileges and rights granted to users of info assets are appraised at least every
one twenty days to ensure that they remain applicable and to compare user
functions with documented responsibility. This includes access to user accounts,
which will be terminated if they have been inactive for longer than 3 months or

90 days.
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Access shall be allowed only to those IT systems that are required for the user's
job function. The management of privilege creep will be addressed through
regular maintenance.

Detailed methods for changing, or cancelling an employee's access must be
defined and followed as part of the movers and leavers process.

Special access may be needed in some circumstances for emergency occasions,
such as performing emergency system maintenance. Requests for emergency
access must be forwarded to the Head of IT or senior member of a Cybersecurity
Program Team and approved by the owner of the info asset or an authorized
user. Requests and approvals should be documented, if possible before the
alteration is necessary, and a termination term for the access privileges that will
be enforced should be specified. Where it is not practicable to do so in advance,
a change request must be documented retrospectively.

Access to secure locations on the organization's facilities should be restricted to
authorized employees only.

All-access to places containing systems that process, store, or transfer classified
data (for example, server rooms) must be monitored, regulated, and logged.
Logs must be audited on a regular basis, linked with other logs, and securely
maintained for at least ninety days unless otherwise banned by law.

Every visitor must obtain authorization before visiting any of the organization's
facilities, in accordance with the physical security policy.

All visits must be documented, and the documentation must be preserved for at

least three months.
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Employees must question, challenge, and report any visitors who are found
acting suspiciously or unsupervised at any place where sensitive data is stored
or processed.

Audit logging capabilities must be used to record user account identities and

actions performed.

6.3.5.7 Roles and responsibilities

To guarantee that Access Control Policy is followed, the IT team must create,
provide, and publish standards and guidelines.

IT asset owners (individuals and teams in charge of IT networks, storage, and
servers) and authorized personnel must be assigned to each recognized IT asset
to approve or deny requests for system access.

Before implementation, IT asset owners and authorized users must validate each
user's access requests to info assets owned by them.

IT asset owners and authorized users shall approve employees needing access
to info assets owned by them.

The Human Resources (HR) department must notify the IT department when

new workers join, move within, or leave the firm.

6.3.5.8 Monitoring, evaluation, and auditing

The IT team is responsible for ensuring that Users receive adequate and clear info to

abide by the Access Control Policy. To guarantee compliance with Access Control

Policy, the IT Team must keep track of timetables for all info security access audits

conducted across the organization.

107



6.4 Guidelines/ Procedures for an Air-Gapped Network

Procedural details provide step-by-step instructions on the ‘how’ of taking out the
policy statements. For instance, a guide to hardening a PC/ laptop or IT eqpt may be
one or several supporting documents to a Technical Infrastructure hardening Policy.
Guidelines and procedures are a policy aide, and they should be transcribed at the next
level of granularity, explaining how something should be performed. They give
systematic practical info about how to fulfil the requirements or conditions set out in
policy papers. These may be transcribed by a variety of units or groups all through the
organization and depending on requirements, they may or may not be referenced in the
appropriate policy. Guidelines may be penned where needed in support of and in
addition to the other sorts of policy papers, to assist readers in knowing what is required
in policy through extended descriptions. It is not necessary that all policies will need
aiding documents. However, if one receives requests for job aids for every policy
document one prepares, then original materials may be too difficult to comprehend. So
it is recommended that everything one writes should be clear, brief, and comprehensible

in the first place, to save readers time.

Governing policy or technical policies might be the same for all the AGN or critical
infrastructure organizations but the guidelines or procedures will be different for each
organization depending upon their working environment or requirements. Now as a
sample, I am assuming an AG military organization “ABC” and will make system

hardening guidelines for it.
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6.4.1 Introduction

ABC being an AG organization has swiftly transmuted into a paperless IT environment.
Therefore, cybersecurity threats have also increased exponentially. To thwart the
existential peril, various actions are being taken that involve both physical and IT
security.

A key part of our IT infrastructure is PCs and laptops used by organizational employees
at all levels and a need was felt to contain vulnerabilities and security gaps in them.
6.4.2 Purpose

To enable end-users to secure their PCs and laptops from various threats,
vulnerabilities, and viruses.

6.4.3 Scope

The system hardening details in this document are for the systems, laptops, or PCs
having Windows operating system. This document provides a guideline and can serve
as a reference document for system hardening. It is kept generic to accommodate
Windows 7 and above. All the legitimate users who are authorized to use organization's

PCs or Laptops have to implement or follow the system hardening guidelines.

6.4.4 Objectives

Following are the objectives
e Protect PCs/ laptops from viruses through authorized and updated antivirus

Software.

e Prevent unwanted Windows functions through group policy.
e Use physical protection stickers and tape on the camera/ mic.
e Stop vulnerable and unwanted devices like Wifi.

e Deactivate vulnerable options like F8/ Safe mode etc.
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e Encrypt hard disk and USB (organization issued) through Bitlocker.
e Shield BIOS with a password and allowing only boot from internal hard disk of
the system.

6.4.5 Guidelines
Following are the guidelines for the hardening of PCs/ Laptops.

e BIOS/ UEFI of every PC/ laptop has a different GUI and depending on its
version, various features/ settings are available. However, as a generic guideline
following options to be enabled on BIOS.

o Password protection
o Strong 8-16 characters administrator password be enabled so that
any unauthorized attempts to change BIOS/ UEFI settings are
prevented. A strong password is a combination of alphanumeric
and special characters i.e AbCd@$%1a23d
o Do not use familiar/ easily guessable password
o Do not share a password with anyone and keep it safe in a sealed
envelope.
o Change the password after every change in BIOS.
o Boot from HDD only
o Only enable booting from internal hard disk. Booting from other
media i.e floppy disk drive, USB, external hard disk drive,
network devices and CD/ DVDs is disabled.
o Onboard/ Peripheral devices disabling
o All onboard/ peripheral devices like Wifi, Bluetooth, LAN, PCI

slots should be disabled.
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o Since USB requirement persists, they will be selectively enabled
through operating system.

Stickers for physical security
A highly recommended option is to ensure placing stickers on the opening. This
is because BIOS setting can be reset to factory mode by changing jumpers
installed on the mainboard. In case stickers are not held with establishment,
stickers can be made by applying transparent tape on paper cuts and affixing on
sides of laptop/ PC.
Taping of camera/ mic
Camera and mic should be covered with adhesive tape.
Disable F8/ safe mode
In administrator mode run following command in cmd.exe
Bcdedit /set{bootmgr} displaybootmenu no
Significance: It will disable the safe mode menu and user cannot access the
recovery mode.
Disable startup repair option
In administrator mode run following command in cmd.exe
bcdedit /set {default} recoveryenabled no
bcdedit /set {default} bootstatuspolicy ignoreall failures
Significance: It will disable the recovery mode and if PC/ laptop is accidently
powered off then recovery menu will not appear on startup.
Disable default administrator account
Default administrator account must be disabled. However, another user account
may be created with administrator privileges before disabling default

administrator account.
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Windows firewall

Windows built-in firewall must be kept on all profiles (i.e, public, private, and
domain). In case a service or application needs to interact with a network, a
specific rule may be created.

Windows group policy

By enabling or disabling different features of Group Policy increases the
security of user’s computer and further harden the system to defend against both
insider and outsider attacks. Enable the required features as per the working
environment of the ABC organization or as approved by the IT team.
Windows Applocker

Applocker must be configured in enforced mode, in order to check unauthorized
and unwanted applications from running on hardened machines.

Bitlocker drive encryption

Data drives (i.e.,D,E,F drives) to be protected with windows bitlocker, as it has
a built-in feature to encrpt the data on drives. No data should be placed on
desktop or windows drive (i.e C drive).

Turn off remote assistance and remote desktop

To prevent anyone from accessing your PC/ laptop remotely, turning off remote
desktop service is necessary. Right Click on this PC or My computer and select
properties. Navigate to remote tab and select “Don’t allow remote connections
to this computer” and uncheck “Allow remote assistance connections to this

computer”.

112



System Properties >

Computer Mame Hardware Advanced System Protection Remote

Remote Assistance

[] Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance ¥

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.

(@) Don't allow remote connections to this computer

) Allow remaote connections to this computer
Allow connections onhy from computers running Remote

Desktop with Metwork Level Authentication frecommended

Help me choose Select Users. ..

Cancel Apply

Figure 6.1: Showing turning off remote assistance connection to this computer

Disable unnecessary services
Following un-necessary services must be stopped and disabled
o DNS client
o DHCP client
o  Win HTTP web proxy auto discovery
o FTP

o Telnet

o Keep AV running and updated at all times.

o Keep windows updated ny installing authorized update patches.
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o Keep strong passwords.
o Keep windows firewall ON.
o Inform IT security team regarding security related incident.
e DONT’s
o Donot plug-in unknown USB/ external hardisks.
o Donot leave PC unattended.
o Donot connect official PCs/ laptops to internet.
o Donot keep confidential info in USBs.
o Donot share your PCs/ laptops password with anyone.
o Donot temper with security configurations unless instructed officially.
e Security checklist
A checklist should be created for the user self-assessment or counter checking
by another security or IT officer of the department. The checklist will ensure all
security controls described earlier are applied on the machine.
6.4.6 Roles and responsibilities
It is the responsibility of every senior member of each department to implement the
guidelines. Every user or employee to strictly adhere the system hardening guidelines
for PCs/ laptops. IT security team of the organization to randomly check the PCs/
laptops of every department at any time. IT security team to ensure that guidelines are

followed in true letter and spirit.
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6.5 Guidelines for safe use of Social Media for families & friends

Following are the guidelines for the safe use of social media for employees families

and friends.

Be it known that despite all the measures of protecting personal data, the friends
and family form the weakest link in the already weaker chain of security, since
they may not be very security conscious.

Educating family is the employee’s responsibility. Employees should be
instructed to suitably educate their families on the material that can and cannot
be posted online.

Never post online the job portfolio and exact whereabouts of the spouses.
Developed countries like China and the USA have already been taking measures
to educate better halves of the employees, working with sensitive organizations.
It focuses on inducing requisite cognizance with the existing threat while
ensuring responsible social media behaviour.

It’s better to be general about the dates and locations of personal trips.

Avoid making vacation dates and activities as public.

Avoid posting the dates, time periods, routines, and portfolio of the spouse’s
deployment.

Beware of posting children’s photographs, names, and other identities including
schools.

Educate children to timely report any anonymous advancement towards them in
cyberspace.

Educate your children and colleagues to be skeptical and not so trusting.
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6.6 Conclusion

The AGN cybersecurity policy is a cornerstone for governing air-gapped cybersecurity
thus defining the needs to safeguard an organization’s assets for confidentiality,
integrity, and availability. Enforcement of Personnel Policy is mandatory for the
compliance of recruitment, training, and departure of personnel with the security
safeguards to the access and use of info technology resources and data. A subsidiary
policy on Social Engineering is indispensable to inform employees that fraudulent
social engineering assaults do occur, and processes exist for detecting such attacks.
Likewise, a Physical Security Policy to protect the physical security of all humans and
info assets effectively stops unauthorized physical access, destruction, and interference
with info and info processing facilities. An Infrastructure Hardening Policy was added
as a subsidiary policy as it is direly needed to harden the system or structure by reducing
its surface of vulnerability and mitigating the possibility of a successful attack by
further decreasing the obfuscation. The Access Control Policy specifies the rules
relating to authorizing, monitoring, and controlling access to an organization’s
accounts, info and info systems. After an extensive elaboration of the aforementioned
governing and technical policies, the chapter concludes with guidelines on system
hardening as an example describing the procedural details and delivers a step-by-step
instruction on the ‘how’ of taking out the policy statements. System hardening
guidelines enable end-users to secure their PCs and laptops from various threats,
vulnerabilities, and viruses. Guidelines for safe use of social media by employee’s
families and friends will enable them to remain vigilant and also give them awareness
about the hazards of usage of internet social applications. Principally, robust
enforcement, consistent audit, and regular upgradation of policies and guidelines is the
only viable mechanism to safeguard the confidentiality, integrity and availability of an

organization’s assets.
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Chapter 7

An Overview of National Cybersecurity Policy of Pakistan
2021 and Future Prospects

7.1 Introduction

Worldwide connectivity and digitalization of services have escalated the usage of info
and communication technology which in turn has resulted in a greater exposure of info
assets to a hub of sprouting cybersecurity vulnerabilities and threats. These assets have
become particularly expensive after The Fourth Industrial Revolution. Owing to the
rapid proliferation and consistent growth of the Internet, the cyberspace has emerged
with a lot of troublesome trends. An increase in the number of episodes of malicious
practices of ICTs in cyberspace is distressing the civil rights and integrity of institutions.
A diverse class of users including Businesses, Individuals, and State are exposed to
financial and security risks which could possibly inflict serious impediments to
accomplishing national development objectives in several economic segments. Keeping
in view the above scenario, it was an ultimate need to develop a comprehensive national
cybersecurity policy. Hence, a Consultation Draft v1.0 of national cybersecurity policy
of Pakistan was published on January 25", 2021, by the ministry of Information
Technology & Telecommunication (MoITT) which later on 21% July 2021 has been
published as Pakistan’s first National Cybersecurity Policy (attached as Appendex).
Considering the significance of the issue, a Cyber Governance Policy Committee
(CGPC) has been constituted by the Prime Minister of Pakistan consisting of all related
ministries and bodies. A comprehensive review of the policy is as under:

7.2 Aim, Scope, and Objectives

The National Cybersecurity Policy aims at developing resilient and secure cyberspace

for both private and public sector info and communication systems. It encompasses the
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establishment of a framework to govern institutions with a secure cyber-ecosystem.
Hence, the scope of Cybersecurity Policy encompasses to shelter the cyberspace of
Pakistan entirely involving all the info and communication systems employed in both
private and public and sectors.

In line with the aim following objectives have been included:

e Instituting an authority and organizational framework.

e Establishment of security and data sharing process.

e To safeguard the national critical info infrastructure.

e Boosting protection of infrastructure and info systems of the government.

e Design of a data assurance structure of compliance and audits.

e To ensure the integrity of info and communication technology systems,
products, and services by developing a system of screening, testing,
accreditation, and forensics.

e To develop a public-private partnership.

e To create a state-wide culture awareness regarding cybersecurity.

e To ensure the readiness of competent cybersecurity professionals.

e Encouragement and support of indigenization via Research and Development.

e Various collaborations at national and global level would be established to
develop a framework.

e Legislative and regulatory actions would be taken promptly.

7.3 Policy Framework

The Cybersecurity Policy asserts that to attain the objectives, an execution framework
shall be constituted by a selected organisation of the Federal Government. The stated
organisation will also behave as the Central Entity (CE) at the Federal level for

synchronizing and executing all cybersecurity associated issues. According to the
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Cybersecurity Policy, the CE has a three-tier extent including: (i) National level (ii)
Sectoral Level, and (iii) Organisational Level. It is yet to be decided that the Federal
Government will nominate an already existing organisation as the CE, or a new
organisation will be formed to pursue the proposed Cybersecurity Act. Following
specific areas have been included in the Cybersecurity Policy’s framework:

7.3.1 Active Defense

Under the umbrella of active defense comes blocking the attacks of malware, averting
email spoofing, and phishing activity, encouraging superlative security practice,
working, and collaborating with global law enforcement agencies, controlling and
securing the routing of internet traffic for government sectors, and capitalising in skills
augmentation of law enforcement bodies and relevant ministries.

7.3.2 Protection of Internet Based Services

The policy framework has included the development of an Internet Protocol Reputation
Service to safeguard the government’s digital services, installation of products on
government networks so that swift software running would be ensured. Lastly it also
includes expanding further beyond the domain of gov.pk domain.

7.3.3 Protection and Resilience of the National Critical Info Infrastructure

The policy framework incorporates the protection of national critical info infrastructure
by operating necessary technological platforms. For the cloud based and other mobile
systems, a secure ICT environment shall be ensured through implementation of national
security guidelines and standards. The policy framework further incorporates
development of a robust mechanism to safeguard the critical info infrastructure. The
formation and enforcement of risk management practices, hiring of skilled info security

personnel, and appointment of a Chief Security Officer along with the enforcement of
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certification of national security standards are the main points to develop resilient
national critical info infrastructure.

7.3.4 Protection of Government’s Information and Infrastructure

For the protection of government’s info systems and critical infrastructure a robust
mechanism to authenticate and protect the data will be constituted. Other framework
modalities in this subsection includes creation of a vulnerability evaluation and patch
management procedure, guaranteeing obligatory apportionment of a particular
percentage of budget for ICT projects, articulating a procedure for the formation and
implementation of staff selection and authorisation system, and refining security in
government procurement and outsourcing.

7.3.5 Framework for Information Security Assurance

For the assurance of info security, it is pertinent to implement its concept by design and
develop contemporary national cybersecurity screening and forensic setups. Creation
of an info assurance framework to ensure compliance and regular cybersecurity audit,
development of new infrastructure and leverage of current facilities for conformism
assessment, accreditation of cybersecurity compliance best practices, forensics,
screening, and certification facilities.

7.3.6 Public-Private Partnership

The national cybersecurity policy framework proposes to bridge the gap between
research institutions, academia, government, and industry by fostering a progressive
entrepreneurial environment. The government has also included start up grants to
support such activities.

7.3.7 Research and Development in Cybersecurity

The policy framework has included as its customary part, short-term, medium-term,

and long-term R&D programs that would result in solving the indigenous security
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issues cost effectively. The policy framework has also incorporated research outcome
measurement in the form of innovation and commercialization as well as establishment
of various centres of excellence at the national level.

7.3.8 Capacity Building

Capacity building being an integral part for the success of any program has also been
included in the National Cybersecurity Policy Framework. The government shall found
state of the art centres of excellence for the training and education of personnel and
Human Resource Development (HRD) in cybersecurity. The formulation and
implementation of a personalized HRD program complying with the cybersecurity
demands, increase in the cybersecurity R&D budget, inclusion of updated curriculum
related to cybercrime to the graduate and post graduate students at the law and related
institutions has been considered as integral part of the newly accepted policy
framework.

7.3.8 Awareness for National Culture of Cybersecurity

This part of the policy framework includes planning and implementation of education
programs relating to cybersecurity ethical concerns adapted for specific segments of
society, promoting the corporate sector to shield the cyberspace, formulating, and
effecting a national responsiveness plan for the end user education, employing
cybersecurity preparedness program for government systems, and incorporating the
cybersecurity responsiveness to the national curricula at secondary and higher
secondary school level.

7.3.9 Global Cooperation and Collaborations

Under the umbrella of global cooperation, collaborations with international cohorts,
provision of expert participation from Pakistan to all the chief regional and global

organizations and qualified bodies, development of a trusted mechanism of info
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exchange regarding cyberthreats, attacks, and vulnerabilities across government and
public sector organization shall be ensured both regionally and globally.

7.3.10 Cybercrime Response Mechanism

Cybercrime response mechanism would include supporting and augmenting the
government’s capability by expanding law administration agencies procedural
competence, creating coordination and liaison with various international and national
cybercrime related agencies for sharing of info and cooperation, reinforcement of the
cybersecurity related procedures and processes in the private and public and sector
networks susceptible to cyberthreats.

7.3.11 Regulations

As an integral part of the cybersecurity framework, Regulatory bodies will formulate
the Cybersecurity Act and Cybersecurity Policy. They shall also make rules and
regulations for an effective national cybersecurity framework. The regulatory bodies
shall also furnish digital accreditations for the legitimacy of businesses and individuals.
Furthermore, protection of privacy of citizens, data protection, standardization of

network and digital forensics procedures and infrastructures would be established.

7.4 Strength and Limitations

7.4.1 Strengths
Presently, Pakistan’s cabinet endorsed ‘“National Cyber Security Policy 2021 as a

much-needed step to ensure the cybersecurity of the exponentially growing cyberspace
of Pakistan. The policy document after coming on the surface was approved on urgent
basis as the current news on ‘“Pegasus spyware” broke out internationally, wherein the
said software was meant to spy on the Prime Minister of Pakistan. The recently
approved National Cyber Security Policy 2021 seeks to constitute a policy document

that would assist Pakistan with innovative organizational governance and framework to

122



safeguard Pakistan’s “Cyber Ecosystem”. Policy framework to be instituted will
comprise of Computer Emergency Response Teams (CERTS) and Security Operation
Centres (SOCs). The policy envisages safeguarding the whole cyberspace of Pakistan,
including both public sector and private sector info and communication systems across
the whole country. Additionally, the policy clearly shows that it not only encompasses
a secure cyberspace but a “resilient cyber system and network”. Resilience is a crucial
element because it empowers the systems to operate even in case of assault while
absorbing the attack. The steering principle of contemporary cybersecurity policy is to
“protect the people” with simultaneous enhancement of the progress and success of the
nation. Likewise, the assault on Pakistan’s cyberspace will be classified as Category-I
and Category-I1 level threat and would be countered accordingly.

The policy also includes constitution of direly needed National Pakistan Computer
Emergency Response Teams (PK-CERTSs) which may be a collaborative response
structure of military, government, public and private sector. The inclusion of CERTS is
a practical step towards responding and reacting to the critical events. Connection of
PK-CERT with CERT setups at provincial level is a robust measure in the Policy
document however practical implementation needs to be done to pave the path towards
a secure cyberspace. The PK-CERT would also act as a bridge between international
CERTSs for sharing best practices.

7.4.2 Limitations

On every Independence Day, the attack on Pakistani websites by Indian hackers is a
wake-up call to the agencies concerned. The National Cybersecurity Policy 2021 is the
need of the hour and a much-demanded policy document in Pakistan. It demonstrated
what Pakistan intends to attain in its cybersecurity, how it will accomplish its goals, but

there are several essential things which the Policy document have missed. The
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document describes a “Central Entity” as the organization accountable for executing
the policy document, but the details of what the entity will be, who will constitute it and
other relevant obligatory details are missing. The same was observed in case of previous
National Cybersecurity Policy 2018-2023 in which a Command Force comprising of
military and civil representation was proposed but was not implemented as the details
for its constitution were not present in the policy draft. Likewise, the policy document
included the terms “Privacy by Design” and “no-legacy” without adequately describing
the concept.

With a lack of indigenous national ICT and cybersecurity industry, Pakistan depends
mainly on imported hardware and software. This dependence along with deficiency of
national security standards and weak accreditation have made Pakistan vulnerable to
foreign exploitation through imbedded malwares, backdoors, and chipsets. The policy
should also include development and employment of indigenously developed software
in critical infrastructures where data of national interest is dealt with.

The National Cybersecurity Policy document’s governing policy appears to be a general
policy lacking depth and totality. Various subsidiary policies along with the procedures
and guidelines must also be worked on to ensure implementation of the policy draft.
7.5 Way Forward

With an increase in the utility of internet and an incredible refinement of cyber attacks
by the national and foreign actors, it has turned out to be a grave concern to either
restrict the internet usage or thwart these cyber threats. Hence cybersecurity has
emerged as a crucial concern for Pakistan’s government, policy makers, and military
which are facing continued cyber threats to the country’s Critical Infrastructures (CIs).
The Cls such as e-government, hospitals, nuclear arsenals, military institutions, Civil

Aviation System, NADRA, emergency services, election commission of Pakistan etc
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are the key assets containing classified and critical info. Pakistan’s government has
been involved in creating policies for thwarting cyber attacks since 2003, unfortunately
no concrete implementation has been achieved. Dynamic developments are influencing
the landscape of cybersecurity policy making. No matter what the driving force is
behind these transformations-new skills, new threat types, and innovative methods in
society, government or industry must be foreseen to formulate novel policies against
the challenges, opportunities, and interdependencies posed. The development of a
cybersecurity policy requires commitment, management, and a suitable official
framework, within which it can be executed. It also needs an appropriate degree of
specialty, ways through which agreement can be tested, and a legitimately established
reaction in the event of it being desecrated. Any company's cybersecurity policy serves
as both a beginning points and a reference point. The policy demonstrates the
organization's commitment to safety and serves as a live device for each worker to assist
create and uphold that degree of protection. As a result, having an accurate,
comprehensive, and usable cybersecurity policy is critical. Producing a policy that
meets this criterion can be a difficult undertaking. Upgraded cybersecurity policies can
assist employees and consultants better comprehend how to sustain the security of info
and applications. Thus, design of a comprehensive national cyber security policy, its
implementation, auditing, and continuous upgradation remains a customary pre-

requisite to ensure any security breach.
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Thit unprecadenbsd Q'El'.l.'ﬂ"l it ushenad in o nevw ara, moarked wilk saoy
and low-cod acess b highly inlerconnesed netwarks around the glabe. Wik
the develapments in Be ICT, ond refance on Broodband nirashuchre, in
porficulor, e nemet has foken canlerin loday's modem werd, The werld i
i ir'll’_“l'Eﬂ:'l"pgh.' mlerconnecied and paoals hove urprecedssled oo o
infermation and kowledge.

To hames the benefls af ICT lechnalogies and the Fourlh inchshic
Revalution |8R), Pakistean hos alio adeated the path of Digital Trangfarmation.

The increased use af informofion and communicalion lechnologies
enhanced gioba connectivity, mobility, and versafity of dighal srices
exposes nlommafion el lo a host of new ond evalving Cyber Securily
Ihrets, The Feurth Indusirial Revelution hes made these assls highly valable.
Hiwever, with the agaric growlh and proliferation of he Interme), same
wioiisorme ends in the uee of cybenpace hove ako emeanged, The concams
aver solety and secuily polentially impeds the abjecive of oceslsated
develapment and aflect Be confidence of people in using applicofion: and
sapiced offensd (o frovens cobannoes,

Thee fie in incidents relaled lo malcious we of ICT in eybenpace &
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posing seeUity and fnansid rtk o the whale peetum of wen ncluding
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It enrcar 1o ensure e online salely of the cilisens of Pokistan and
les esrres the securly of the digital syderrs, vanious infiafives are already in
phace by dfferent federl & provineial bodies and ieclonal rauiaan wder
the enaciments s o the Bectoric Tronsaclion Ordinance, 2002 (eoveing
anly ekechronic fnaneia karnsaclions and recerds). Imvedigation lar Fer Trid
Act [FTA] - 2013, Pekditlan Telecammunicalion Re-Onganization) At - 1994
and Preven §on of Bechanic Crime Act PECA) 2014 which cover same but nal
al espects ol informalion and Cyber Secwrily. In addilion, the Slale Bank af
Prikiston [SBP) isues guidkdines on Cyber Securily for e fnancial sector, and
the FTA Bt nalified e Telecom Cormpuber Ermegency Resporse Team
[CERT). Hewever, e inter-depertmental coordination and heliie approach
les ercheiiss thvee Cyber Secuiity challenges and Beir ermenging ends reguires o
speciol loeus an o nalione level,

Wilh regearcts o selups responsible for Cyber Securly in the courlry, only
the seleetive Cyber Securily Incident Regponse Teams [CURT:) ane operalioned
ab the ergarizational level in e puble prvale, ond defere seclon
However, there it a need lo enhance exiting kegisalive and inftulicned
frameworks, and sirerg Bean the pincipal, anganizafion, mandeated fof nationa
Cyber Seeuily. The legal Famework, thuchines, ond processs elaled 1o

Cybser Seeurily need o be condanlly monilered, ausesed, and improved.
To undeoke oeademic rewsanch, Nofional Center for Cyber Securily

wirs esdablished in 2018 The HEC hos ala larmualed new acodemic decres
hal inchide BS, MS, and PhD. Cyber Secuily ond MS Syshems Securily
preaiams. Howeves, fhe demand and wpnly gap lor dgital kils in genend
and Cyber Secuily, i parficuder, & everincieasing, which undencenss the
imporance of upskiling he axsding reoumce,

in e abdence of on indigenous nalional ICT and Cyber Securily
industry, Pokision relies heaviy on impored hadwarne, soltwore, ond servdces

Thig refiance, inadeguale nalional secwriby shandandk, and weok ocoradilalion
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heas made compulter syslerms in Pakilon vulnerabls fo oultider cyberalfocks
and dala breache: hrough embedded malweres, bockdoors, and chipsets.

Since data redled as an economic o, il foces threals and ks ke
any ather aiel. To miigale IT secwily winerabilifies, o cormprebarsive Cyber
Securily policy & a baseling mecharnisrm ho addres e Tollowing reks and

enalenges gobolly. The mat irmpertant of hess ore as lolows.

1.3.1 Ownership af the Top
tarmation & one of the undamenial pillan of knawledge-bated seanamies

Henee, informeation baing a National atsed, il managerment, govemance, and
regulafion el be sechronized af B Haliona level wing ol ovollable

resouices, jo secune this fime-sensilive valuoble assel. Cyber Securily requires

adrminiskalive wpport dee 1o il sensilive nabue, challsnging domain, and
ro-tesloral applicalion.

1.3.2 Governance and Implemeniation challenges of Cyber Security
Palicy and Shategy

I e abience of & cenlraized poliey and dralegy for Cyber Seewrly,
attempls al secuing the digital asek of the counlry are abke o be random
and uncoandinabed.

L WEAK ENFORCEMENT OF STATUTES
The exsing legiskalion related lo Cyber Securily does nel previde efiecfive
kel prodection of Pokitkan's digital awels, The sdifing kegitation rekated lo
Cybr Saseurity s ot sufficient te provide an odequale mechanism and e

i a dire nead lo frondtor il in weeh o mannern Bal it should keep B inbeneg

ol the nefion in keter and it withoul kel Far that matter, an appregpriale
legiziafive siruchre could helo 1o comply against o cenfralized and robust

compliance framework.
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L ASSESSMENT AND CONTINUAL IMPROVEMENT
The legal Famework, sruchee:, and processs relaled la Cyber Securily
rECpuine r'l"l-:Ir'Ii|I!H'ir'|g. crisedarrEnl, and 'l'I‘IFI'EI'rEI'I'IEN an a conlinuow Do o
they will lese their viebilily ond beeome a fhieal Themsshes. The
imalermnentation wilh regards to he compliance famewerk of Cyber Security

policy needs io be conslantly moniloned, asessed, and imgroved.
For What malier, o holishe approach and appropiale legal ond fechnica

sruchures could halp Jo idenfity the polenfial threak ond consequences
atoched herel, and popery it could invesligate and no weak aea be lefl
les b et by the wrengdoen,

1.3.3 Enforcement of I-quhd Lfruclures and Frocesses

The asiurance of Cyber Securily requines propsr dniciunes and procssses for
governance, regulalion, mplementalion, and enfarcement. Ay absence ar
weaknes of he regulafion siruehures powes & threot Io Cyber Secirily.

I Inadequate and Poor Quality of Resources

Cybar Saeurily it o rapicly grewing field het requines a conlinually updaled st
ol ey an ! dilk o resturees o the inadequacy of he equied skik shell lead
It weskriesses i Cyber Sacuily. Marsover, bidging he demand and supply

gop in he dgital werklerce & an emernging challenge. The absence of o
mischenism for enuring he quan ity and quality of these skl and resourees &
a threal fo e Cyber Seeurty of the country.

i Llock of Data Govemnance
Counltries Tace the treat of dalo colonizlion whereby data i meanaged,
confoled, and procesed oul of e legal juridichion of the counlry ond here

i Emited e no bilalenal agreement among e sdokeholden in i regard,
Threat oehors ore liable lo palute the nlomeation demain and cilizen data may
b sold b thind parties witheu! due consent o veldation. Such proffenation
and abuwe of dala kead 1o the sxploilafion of selecied segments of tocisty.

Weak govemeance of dala, poer dala quality, and absence of dola
5|E'.I.'I:I'ﬂﬂ"'qﬂ- QEI‘IEI'I:IPE urrefable infarnofion reiourcss ond potes a ltheal fe

Cyber Seevrily.
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fi. Relionce on Exlernal Resources

With e increcting uie of nfornabon fedhndogy in al doman including
apenafiond lechnology, crilical inlormalion odtels ane lkely bo be axpated 1o
cyber-aftacks In obsence of adequale local Msouncss, ieliance on exkemal
redourced incuding sills, hardwane, and solbware, & a direct threal 1o Cyber
Sacurily.

. Chabenges of Coondinoled Response ta Threats and Athacks
An effective resparse o ks, fhreaks, ond altocks requires o coordinated
effa thiaugh o senes of response feams (CERTs). The absence of such leams
and lock of coordinalion Bebwean therm i a major threal. This & majordy due 1o
the weok Cyber Sscuily posore ond funcliond wilhin the affiiale
arganizofions, Empowaring wwpport orgonizalions is vikal 1o g wweesshd Cyber
Sasurily aeodyibam.

This Pelicy will serve as he Teundafion for the consiructien of o heliskic
dligiled ecaytem wilh supporing ramewerks and components for he delvery
ol seeure, bk, and standerdised digilal services, apolicatiord, and digilal
infeastuetune, Th Policy wil drive the fundamental demand in e local IT
induslry o ersure quality defivery of il products and sendees This wil provide
an apparurily far loed & inlernafional enlrepraneurs and fims fo ofler cone
compelencies, wrvices, ond sohlions and offer an appartunity to local
indusly 1o become befter posiicred lo compele ond presper on The
intemational dage. The focus wil aka be en pomeling enling busineswes
enabing the imoath rorning of diglal payments within and autbds Pakitar.

Marsover, o mifigale cyber thieah, Be counlry Toces leday and lo
impreve the ratianal Cyber Security aulleck, it i imperative 1o underake the
shrengthering of nalienal Cyber Seeurity copabiilies Frough e deveoprmeant
al essenfiol and wel-coordinaled mechanismy, implementalion ef secuity
shemdards and regulalions under a policy and legiskalive frarmeweork.

hothi regard, the Govermmenl of Pakilan consfliled Cyber
Genemance Pelicy Commillee [CGPC). Nofing he shalegic mpertance af
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Cybar Sacurity, e pravant Govarmmeanl has piodlizad the lomulation of Ihe
firs Mofianal Cyber Securily Folicy - 2021 This inifialive & in conlorrmily wilh the
nailional cyber vision,

Vizion, Scope L Objeclives

The wigion & for Pakiglan bo howe a score, robesl, and conlinualy
impraving  naliormwide wecoe digid scogdlem enduing  accountable
confidentiality, inedrity, and avalabiity of digial osek leading fo weio-
aconofric development and nalional security.

Thig policy rarmewark is envisoged ho secume e enline cybenpocs af
Fekigdon induding all digikal asels of Pakishan, dala procssied, managsd,
slored, romemilled or any alher aclivity canied oul in public and privale
sechan, and fhe ifomalion and communicotion Syilerms wed by the cilizéns
af Pekishan.

. To eshablish govemance and instifufional framewark lor o secue cyber

e aiyiherm,

" To enhance fhe secuily of nolionol informafion sysbems and
infrasinecure,

' To ereale o probection and informafion sharing mechanism al al liss
capable o marilor, dedect, profec! and redpond aganst threak o
ralional KCT7 CH infrasic unes,

’ To pratect Mofional Crilical Informalion nbasiruchre by mandaling
nafional security sandords and processes reloled lo Ihe dedgn
acquisiion, devalapment, use, and aperafion of nfomalion Syshame

' To crealbs an information osswonce fromework of oudis and
complianoe for dl enliliss in balh public and pivole sechor.
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* To ersre e integrily of ICT produck, syibems, and servioss by
elablihing o mechonitm ol jeding, screening, forensics, ond
accreditation.

" Ta prodect the online privacy of the cilizens by provisiaring e required
apport and tyshem o all e concemed insfilulions and anganiaalions
that are dedalig wilh clizens’ dolo-nelabsd matlas be more sguippesd
and able 16 render heir services, aocordingly.

" T develop public-private parnerships and colabomaive mechaniims
Ihicasgh kechnical ond opemaliona cooperalian.

«  Toceales a eounlry-wide culluie of Cyber Securdly awareness Brough
s communicalion and eduesaiion pragrams.

" Ty frcain skilled Cyber Security professionals rough copocly building,
kil deselaprient, and rining procroms.

x T encauroge and appor indigenization and development af Cyber
Securily sololiont Wrough BAD Program: involving bolh public and
priviabe seelon.

. To provide a fhamewark on  nofional-glabal cooperafion  ond
colaborations o Cybaer Sacuriby.

" T ldenlily and procei: legislofive and regulatory aclions under 1he
mandoles of relevan slakeholdens asigned in the policy.

= Fisks reloled lo Cyber Security need o be managed conlinuouily.
Encouage odoplion of a rsk-boved approach 1o Cybear Sacurily
Ihicasgh Frarmewanks including Fase far regulofion, aduronss, Hradal
managerment, and incident managament,

Guiding prnciples o achisve policy objaclives oe: -

= All actions wil be diven o protect enling daba privocy and securby af
afirers and enhance nalional ond public progpedily in 1he digikal
darmain.

Mitionil Cybir Sacurity Palicy 201

145



»  Respective public ond private orgonizalions reponible to enre he
Cyboer Sacurily of B dala, services, |CT produck, and syihams will be
swoportad 1o deliver he sorme.

= Incoe ol any incident, the govemmen! wil lead he naliond response
wilh suppard frarm bath the public and pivale sechor.

= Wil regerd a cyber-oifack on Pakishan CIf CIl of an oct af aggresion
aganyd nafional soversignly and will defend il wilth aporoghiale
PEEAMEE FRISCUre

= Wil acl per nofional and inkemalionsl Cyber Securily Irarmswarnks,
slondards and bed praclices and expect reciprocal respect of our
rerliend digiled soversignty.

Folicy Deliverables

o

3.1.1 POLICY FORMULATION AND OVERSIGHT: CYBRER GOVERNANCE
FOLICY COMMITTEE [CGFC)

A Cyber Gavernonce Policy Commilles [CGPC) hot been contflutad
o adert nolional lesel ownemhip to policy nifialives relaled 1o cvber-
governance and securily, Cyber Govemnance Policy Commiltes is respongible
for shralegie: avermsight over nakonal Cyber Sacuily Biuas.
. Cone Funclons:

o Formulale, guide, and recommend for fhe appioval ol the
Mafional Cyber Security Policy ond Cyber Security Act.
Asdd in oddiessng requirements of oroniilional shechores,

[ ]

lechnical, procadural, and legal medasuned 1o suppor the policy
mandode and imglemenialion mechonisms,
Hormonize he warking and aperafional reporfing mechanism af

[ =]

al depatments deaing with the sbiect.

[ =]

Conry oul consullalions on aspect relaled lo cyber governance
o o regulor and pernanant bas,
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o Astign reles to nationd indituSiens for intemational represenbation
and collabaralion with globa and megional bodes and
angarizations,

o Cuide lo aign policy wilh amerging cybarpoos requiemants
et updates and periodic eviews,

n The palicy recommendalions of CGPC wil be approvedfendomed by

Ihe Federal Cabined.

3.1.2 INSTITUTIONAL STRUCTURE FOR IMPLEMENTATION

To ochieve the chieclives, on implementation amework shall be
develoned by a designoted agarnizalion of he Federal Govemmen!, deaing
wilh Bhe subjset af Cyber Saeurity. This arganization shall aka act as Be Cenbl
Erility of the fecleral level for coerdinalion and imglkemen ting all Cyber Security
reskrbiacd rriclers on the below levels:

L  Mofional Level: The Cental Enlity alang with ils Nafional Cormpuier
Emergency Respone Team [CERT) and Metional Seeuily Operation
Center [rS0C].

i Sectoal Level: Seclornl Regulators)/ CERTs inchding bl nol limiled 1
Defanie, Taldcam, ﬁ-ﬂl"ﬁr’lg and linance, Power, Fadenal, and Prévindial
public seelor).

i Organizational Level: Erleriies, arfiies, and inchvicual L,

The relevant slokehalden wil olio underake specific aclons which

ineludieg bul net limiled to the fallawing:

= Working will Intemet Service Providers (18Ps) and Telecom operators fo
block mabware alacks. by relicing ooces o pecilic domais o
watitilas ihal are known sowrces of mabwore [Enown o Domoin Nama
Tyshem [DHE) blecking [ lefing, ele ). Active defense srategies wil be
Tormukated wilh the angogement af respecfive dlakehalden,

Freventing email phishing and spoofing aclivity o public netwarks

»  Promoling secudly best proctice fhrough Inkermel govemance
argarizations weh o Intemet Corporafion for Assigned Mames and
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Nurribers ICANM), At Pacilic Netwerk Informalion Cenler [APNIC), the
nlemel Engineeng Tak Foree NETF), Ewopean Regional inlemel
Regitlry [RIPE), e U indamme! Gavemanes Faum JGF), e,

» Work with international law enforcement channels 1o prolec] Pl
cifirars fom I‘l}th-ﬂHﬂ:k.': from unprobecied infrosiec e cvessos

» Work lewres implementafion of confrals |6 secure e rouling of Intemet
iradfic: for government depariments o cvoid llegiimalely rereuted by
malicious ae e,

¥ I'I'l"E'sﬁr'Ig i capabiifies enhancemsani procrormi al Lovw Enforcament
Agencies |LEAS) and concemed Ministies/ Divisions to enabile Sem o
respiand agaral date-sponwered ond crimial eyber actvilies largeting
Peisdiorn reshwiniks el syslerms.

The redevant slokehaiders wil inifiale acliors, including bul nol miled
fex:

«  Devslop an Infernet Prolocol (IF) repubdtion serdce o piolec)
government digital teriees (this would ollow onine serices 1o gel
infermation aboul an IF addres connecling o thern, helping the wrice
et more infarrmed an rsk managermeant decisons in real-fime).

«  Geak o il produchs on government nebworks (o s hil wolfwere
it runsing conecly and nol being meiciousy inferlersd with,

+ ook o expond beyond the gov. pk domain ino elher digild werices
misersLres el nelify Lsers whe ane fnning culdated lechnalogie:.

- Ghaing of corfidential infarmotion betwean public and private
srparizotions, safeguarding online daba privacy of ciizens, and ensuring
complete data protection.

+ ilive o probecting digibal systems and services allached fherels,

Ty ohigve Thi cifical objeclive, B slokehaldes wil;
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- Operale requisihe techrical plaforms 1o prolect Meliond Ciilicd
mlarrotion  Infosteciue,  infamation and  commuricatien
lechnologies ICT), Mext Generofianis) Mobie Service and Netwerks,
and bkal EE'ELII'iI":.' and wiork & a modal I:Hg'l:l"li.tﬂ"ﬂr'l in the <ouniny.
Er'ﬂl!lulﬂlEﬂE o cullura af *accouniobliby™ cnd 'Eﬂﬂgﬂ-'r'&ir'llfl“ﬂt" sy

thi respesctivg pubile and pivate arganixlion wil be responsible io
saleguard her digilal asselk, dala, produch, and wervices (o impnove

Iheir canfidentiality, inledrity, and availabilily.

*  Instilvte processes for idenlificafion, priodfizafion, owesment, and
predection of Crilical Infornafion |Rliasiuciun,

«  Eriiee o secue 10T enviconment including mobile systems and cloud-
based salfions through dole-ol-the-or secuily measures.

«  Mondake implementalion of nalional security thondards by al cilice
sectar enfifies, o reduce the ridk of displion.

+  Develop o mechanism for the protection of Criical Infermafion
Inkaskuchure and ils inlegration ab the enfity level thraugh rekeven
s b CERT:.

«  Esdablith and enforee Cyber Security risk management methodologies
acconding 1o any al the pevalen! nemational sandards inter die
EOYIEC 270052008 ane ISACA RISK T ele.

»  Moncaks ofl operators of national, provineial, and erganizational Ciilical
nferrrition el e fo hire qualified Cyber Security individuals arid
atdd o appainiment of Chief informaBion Security Oficer (CI80).

«  Enforce the use of dighal cerfications and fir aceredibation inchding
occreditotion of nafional security sfandards in devekmed, develping
and deployved infarmofion and communicalions nebwoanks or !.';.ﬂl'-h'r'l!. i
public and prvale sechors.

To caber o a specific need of public seciar infarmation nicsruchore,
Ihe slekehold e wil:
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»  ocees lo all govemnmen! syshems with the mondaled and desred
aeces contol lechnology

»  Ercourage the establshment of nalional Dala Centerss to codocale
sarvers and lelecam Qualily infresiructune for al government entifies -
federd & provincial,

" Defins and anlorce o robusl Governmend AuthenBoalion and Data
Froleclion Fromework including dala clossficalion and 1o ensure thal
appiogiale conbrols exitl b pratact daka.

»  Cieale vulnerability management and palch management program for
al government lechnical systems.

= Work wilh relevant govermmen! enfilies 1o eniure mandalory allocalion

of o cerlain percentoge of the ICT project budget for Cyber Securily
ALBUrorce,

¥ Formudale o maechonem for he csabon and enforeament of shaff
'll'lﬂl‘lﬂ and clearance schemas oo e EFL‘-'-.'ErI"I'r'rEr'I“.

»  impove securly in govemment and erfical inkagucture outsourcing
and Fl'“l!ﬂ!l.l'-llﬂi-l'll |'|"l'|!|l|.l|;i"l '-.'E‘Hir'lg and asturance af supplien ond
anforcamen] of secuily cloudes in conbiack. Eﬂfﬂlﬂém !ll!l.l“'l"f' L

risk oesessmenks of crilicol suppliers

For the allainmen of this abjescive e dlakeholdens wil:

» mplement the cencept of “Cyber Security by Design” in ICT products
and services ihraugh screening and accredilalion of nofional secuity
slerdarnds.

s Uneroeds o addebith nexl-gensrion national Cyber Security forensic
and screening setups 1o soleguand agaisl odvemeed cyber hieat i
Arfificial Inteligence [Al] diven envionment.

»  Tocreate aninformalion assurance amewerk lor Cyber Secudly audit
and compliance requirements Tor al enlifies i balh public and private
L.
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«  Creale nhatuchee ondior leverage eiding lTociifes’ ploflerme/
rEdeufeas for r:ﬂﬁfr:q'mil‘:.- criedirnenl e cafiication Mcamim o
Cyber Seeurily bedt proclices, dandards, and guidelines (&g 150 27001
EMS cerfficafion, PCIPA DAS for Fls, o olher inchustry shandards and
benchmarks, nlemal secuily syhem audit, Peneralion lesfng |
vinerabiily aussment, oppicalion tecurily leiling, web securty
leling, busines confinuity planning les, sic.).

»  Develop and mondale arganizalions for the establishment of testing,
screening, forensics, and ac credifaion facilifies in line will sid safienal
and nlemational bes) sandards in order to gain from evalving besl
proclices and dlandands.

The dakebhaiden wil develon o framework lo: -

»  Hurure an envioament for enfrepensuship boted on cooperalion
adg g'L‘-'I.'EI'I"l"I‘IEr'H. induslry, acadermia, and eeorch ndlilvion n
differant arecs &.g. wpply chan rik management, .

= Provide govemmentd suppar to tar-ups and Taciitate hem ba grow
inhe cormpeilive comparis,

= Enable privalel-owned Cyber Seewdily groums/ argonimbions le
calaborale with gﬂ'l'.l'Efr'll'l'hEl'ﬂ bodias I:Ir'lﬂrEg.ﬂEﬂE thed aclian,

- Fociitale he exchonge of infarmalion on B development of new
leegdation ard ragulation betwesn dokebolder,

. Any olher lramework of deemed apgpropriale by e Federal
Cavaimmant,

Corsidering Ihe imporance of indigenous seourily product design,
develapmert, and manufiochune; he sakeholdens wil develop and implemeant
a ramewark nvalving all segments in public and private seclon lo:

»  Underloke Ressach & Developmen! programs aimed af shork-lem,
mediurr-demm, and leng-lam goals.
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Ressorch & Develapment progrars shal aderes ol et including
Ihe develooment of Cyber Securily sytlems, lesting, deployment, and

maintenance Ihroughoul Fe ile cpcls,

»  Encounpe Ressarch & Development to produce cost-effective, halor-
made indigenous wecurly solulions mealing a wider rangs of Cyber
Sacurily chollanges.

" Faciitabe carmmercialization ol The sulpuli ol Redsanch L Davalagrmsnt
inta comimencial pisduck and Bervices for use in public and privale
i

" Sel v Cenbert ol Excalncs in areas of tralegic mpatoncs fa the
sacuiity of cyberpocs.

* Mandake all local enfilies al the apgrogpiole lime [depending on the
growdh ol indigenows copabiiies) o grodually shill an indigenoos
preduc i,

Wilkr il E".I'Ef-gl'ﬂ'l'n'ril‘lg need lof erfanced Cyber Securily madiuras,
there & on equal demand for producing welrained humen resouces
Thesrefire, the slekehokden wil
- Eslablish Centers of Excellence % educale and Waim human resourees

in Cyber Secuily demains lo siengthen and upll the humen suppend

ey
«  Fermddole ond mmplement cutlemized human resource development
programs fo Rifll he Cyber Secuily nesds of balh public and private

Larhan
+ creous Cyber Secuily research and development (RLD) budget for 1he

development ol indigenous Cyber Secuily solbors to rinimime

dependency on fomion lechnalogie:,
= Eidablith o special cour to adudicale the matlen relaled o Cyber
Securily and relaled precesdings
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+  nelude cybercrime-related cumiculum in the grodudle and post
groduate Engineering and Law relaed degrees. lroiniog of prossculen,
lereryers and jutges, ele.

Mass awaneneds affor & of parameunt impertance 1o create knowadge

o feshencant risks, présvenlive msotures, ond effecive responses 1o Cyber heeals

in all publc and privale enfifies. Bo lop-down and bolfom-up approach g

esserlicl 1o create o cytwer-owane cullure. The stakeholders wil:

= PFlon and imoksnent educaBion programs on cyber-ethics and security
pregiams customized for spaecific sechons of society, sueh o dudents,
governmen!  officiak, low enforcemen! ogencies, and privale
ergarizofions amployess,

«  Encouge lhe corporale sechor to protect cyberspace by maintaining
the deded level of Cybser Sacurily i theair produch and endces,

«  Praporalion and execufion of nofional awareness program 1o educale
enchusian al hame of warkploes.

«  Implemenialion of a Cyber Security awareness program for government
syshems,

' Add Cyber Securly awirenas i the nalional education cumculum al
b rikdle and secondary levels.

The= Minishry of T & Telscom and the Cenral Enfity will plony o kesy fole in
recommending the county's visspaint for the inemalional fonm and will
moke  recommendalions  for  jpining  inlernofional | eollabanalions.
Fepressnbalion af i national and inlemofional evenls on inlormakion and
Cyber Zacuity shal include B Minisiey of IT & Talacom, Minily of Forgign
Alfars, Minighy of Law & lelice, Miniskry of Interion, and oiher dokeholdeans
including fhe Cantral Enlity 0f per reguirerment. The Minilry of IT & Teecom, in
corsuliation with fhe Cantral Enlity, wil:

" Wik wilh oll inlemalional pofne sech of TU-BAPACT eie.
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L] sainkan eanlinuous pretancs and provide professona impul from
Peiistan o all majar gobel and regiced organizalion: and prolesdencd
bocies related ha he subject inchuding ICANN, GAC, ITU, APT, and olher
sueh UN and nen-UN agenciss

«  Affiiestion af al nofienal, regional, and infemational bedies 1o estabish
diired condination and compenfion ¥ eshablih eyber siluaiond
TV,

+  Develop a mesharism far iused infarmafion exchange aboul cyber-
allacks, freats, and vuleraililies with the pube, iner-govemmenal

and nes-gavermental bodies lecaly and glabaly.

The slokaholdan wil:

= Asisl and enhance govemnmenl copacilty by augrmenting o
enforcemant agencies' lechnical capabiity ho redpond 1o cybencrimes.

. Eskablish lisisan and coomdindalion wilkh alher nalional ond inlemaliona
eyberciime ogencies for sharing of infarmalion and cooperation.

o Shenglhen the proceies and procedures and embed Cyber Seeuily in
the public and privole tendce Rehyois winerable 1o cybsarerimes.

n order fo ochieve defned objechives and effectively implemen
Maliend Cyber Sseuily Paiicy, il it imperalive to nioduce appropriale
objecive-based legal Momewors Jor cyber govemance. These wil be
Termulkabed alfer consmiinfion wilh dokehalders and wil include, bul nol imied

lo the Tellowing:
= Fermulation of Naticna Cyber Securily Pian and Cyber Sacuily relaled
Lerwls).

+  FRules and reguiafions for netional Cyber Securily Frarmework.

«  Malional Cyber Securily /Govemanee Opsralion: ond infermalion
v meschanim, Tor incident handing, management eapabiity, and
cyber dhualional awarenss,
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L] Cormaliance, !.I'lrEEf'Iir'lg. oocedilalion, and gk I‘I"IEI"II'JEIEI‘I‘IEI'IP
reguiations: fer  Crifical farmation  Infaskueioe,  pubic-privale
pornerhis, copocity buldng, Cyber Secuily owaenes, EAD
pregpams, and global cooperaiion,

»  Slrdordimfion of Diglal and Metwork Ferersics proceses and

irestruchune for Cyber Govemance in hamonizafion wilh this policy
and PECA 2014/ any aher relevant low.,

- Corpliance o audiing and ersuing e nalisnal Cyber Securily
slereders s Pedslor,

- Pricriliting nifalives lo oddies growing dimendens of the cybererimes
by empawering the legal enfifies and reclitying $e sharleomings under
PECA 2014,

In order lo build and mainfan fhe sl of ves in the wcwily and
intagrity of digital senices. This wil cover e below-manfionasd amas:

] Erforce Digila Cedificolions for fhe oulhenlicity of individeak and
butireses neluding enhoncing lechnology for endbling  digit
dgnabure | elecinonic inarsoctions.

= Encourage werk on seolable Public Key Infrastecture [PR) as per fulure
business requirements |e-passpon, e-valing, e-fling, e-procuremeanl, &
governances, e

= Encounpge muliple Cedificalion Serice Providers and enabing the
saeuity and rust of digilal services sueh as E-commerce, fin-lech, and
ather govemment o cilizen services.

The abijective of irmaraving Pakistan's ICT ranking besed an intemalicne

indices ord benchmornks wil be achisved by lacusing on the below arees:

= Map the exifing pedfion of Pakilan in the mlermational market wilh
resgeareds b BT kesspiiniy in visw The busiviess and innovalion emvionment,
infrastoe ture, affardatility, skils readines, and seciceconarmic Fpact.
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L Ivpport e meatuns §o imgrove the provieea of daba o the
intemational rafing ogencies.

The manogement of incident ond problems will require sk

mg&menr bBecows of meourcs  limilalions.  The ﬂh'ﬁﬂﬁ'ﬂ! al gk
management ond adoplion of o rik-baed opprooch wil be ochieved by
reguiing and encouraging organizalicns lo define the rik crberia, sk
appelies, and fik lolerances for hemielves as parl of their entenise risk
managerment selivity, In eddilion o al, ik mifgation plans wil be requied
le be maintained by all bodies and argarizations thamsstves.
The nedobke Cyber Securily ritks/challenges could be the emet of Thirgs,
Rarsomwere, Al (Afficd bleligence), Sevedes Apps, Crifice Maliced
Infrexinachure, Sophishicated Phishing Campaigns, Srategic Use of Information
Operaticns, Cloud Cornpufing, Cyber Security awarenes, Hacker-for-hire
services, and Skils thertages, ele.

- Criical Sector - Goverrment systems, uliity infrastuciure [skechricily,
g, and waksr), sduealion, heal®, Farsper system (ain read, el and
sag), amergency servicss, manulackring lociilies, banking and
financial sector, kelecormmunicotion! ICT sechor, dams, efe.

- Ciiical Information Inkastruchure (CH) - This generaly includes fhe
energy, lelecerm, fnance, waler & heallhcore seebon.

= Accounbability - Siale ol being arewerablke fer deciions and sefvilies

= Cyber Securly - Preseration al confidenliality, imlagrity, and ool obilily
al infermalion in Cybenpocs,

L ﬂn“ Baget - Syslermd, applicalions, @rvices in Cybarhoss o army st
sandbox enranmanl.

4 Inberim Meosures

The mplemenialion mechonism provided Tor this policy may reguing
cardiderable fme 1o be complelaly funcionel. Thenslon, rﬂui"@ g ir s
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peicd, fhe copacilies and copabilfies which shale ogonimbion: and
insfiutions curenly have and are wppeorive of he implemeniation of Bis
policy wil be uliized and their conlinued use will B infegraled wilh an all-
encampasng irmplemarnalion mechanim.

Pokiddon Telecommuonicalion Aulhorly a8 per Telecom Acl 1994,
Telecommunicofiors Policy 2015, and PECA 2014 will implement Teleoam
Sector technical plalform [Gecional CERT o provided herein] in callaboralion
wilh the Telecom indung.

To ochisve he shor lern, medum, and long-lermn objeclives sechand
bodies such oz banking, lelecam, edecalion, and pravincial inglilufiors will be
empowened lo sirengen the nolional Cyber Security pasiure. In shor lem,
capacity bulding of relesant dhakehalders amund shabed palicies, dandands,
and procedures wil be priailized and planned ko achisve wilhin the fral year
al the policy.

L Policy Review and Implemeniation

The Mafianal Cybwer Security Policy 2021 i subjael 1o nclutive review albar
every thnee yeors and o when requined, depending on e amerging globad
eyber rends and lechnologica odvancaments by he relevan organization
in eonduliafion wilh all shkakeholders.
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