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Abstract 

The past decade has seen a major shift in electronic media, especially in the 

entertainment sector. Now, more people are consuming content through digital media, 

which was earlier being viewed via electronic media. This has given rise to online video 

streaming platforms which allow users to view content at the time of their convenience as 

opposed to electronic media where the transmission has a set schedule. Initially, these 

platforms could only be accessed through their web-based applications, but over time 

mobile applications were also developed for these video streaming platforms. These 

applications tend to store personal information and also leave behind remnants of the 

activities performed even after the application has been uninstalled. These remnants need 

to be examined to verify whether they violate the privacy of the user. In the scenario 

where malicious actors gain access to the mobile device of a user, it can prove 

detrimental for the user. Furthermore, they can also aid in investigations where the law-

enforcing authorities need to cross-check the alibi of the suspects. A very common use 

case for this can be a road accident where the law enforcement agencies can prove that 

the suspect was viewing a video on one of these platforms. This thesis will be examining 

the android applications of the top three and most popular video streaming platforms 

which are Netflix, Amazon Prime Video, and iFlix. Amongst the three, Netflix is the 

most popular and has been present for the longest time. Several video streaming activities 

will be performed through the above mentioned applications on a rooted android mobile 

device, after which we will take a physical image for analysis. The goal is to present the 

artifacts left behind the applications along with the path to their location in a well-

documented format that will assist the forensic investigators to get a better understanding 

of the applications’ behavior. It was found that Netflix leaves behinds the most detailed 

artifacts of the user’s activities whereas iFlix stores the least amount of artifacts on the 

mobile device. 
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Chapter - 1 

1 Introduction 

The following sections will be covered in this chapter: 

 Section 1.1 – Definitions of some of the keywords 

 Section 1.2 – Motivation to conduct the research in this domain 

 Section 1.3 – Relevance of the research to the national needs 

 Section 1.4 – Focus of the research along with the research questions 

 Section 1.5 – Problem statement 

 Section 1.6 – Scope of this study 

 Section 1.7 – Challenges encountered in the research 

 Section 1.8 – Structure of the thesis document 

 

1.1 Definitions 

This section will be defining some of the more commonly used terms in this research 

document that will be necessary for the reader to get a better understanding of this thesis 

research. 

 

1.1.1 Forensics 

The word forensics is derived from the Latin word “forensic” which means “in open 

court” or “public”. In the modern age, forensics refers to finding evidence to solve a 

crime. 

 

1.1.2 Forensic Science 

Forensic science is the study involving scientific means to extract and examine the 

evidence which is to be presented in court. There is a huge range of disciplines where 

forensic science can be applied. These include biological evidence such as fingerprints 

and DNA samples, wildlife forensics, and the more recent introduction of digital 

forensics. All these variants of forensic science have certain things in common. These 

primarily include the task of extracting and preserving evidence in such a manner that it 

is admissible in the court of law. 
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1.1.3 Digital Forensics 

Digital forensics is the more recent form of forensic science where the focus is on 

electronic data that can be used as evidence. This electronic data can be present in 

computers, hard drives, mobile phones, and other storage devices.  

 

Figure 1-1 Categories of Digital Forensics 

 

1.1.4 Forensics Process 

There is a certain methodology applied when it comes to solving a digital forensics 

investigation. A sequence of steps is usually followed in a particular order. These include 

collection, examination, analysis, and reporting. During the collection phase, the 

evidence is identified, extracted, and protected. Next, in the examination phase, the 

acquired data is processed, whereas in the analysis stage valuable information is extracted 

from the processed data. Finally, in the reporting stage, the findings are documented. 

 

1.1.5 Mobile Device Forensics 

An important branch of digital forensics, mobile device forensics deals with evidence 

extraction in the form of data from mobile devices. Here, special care needs to be taken 

that the evidence is extracted under forensically sound conditions which can be 

reproduced.  

 



3 
 

1.1.6 Video Streaming Applications 

Video streaming applications are the mobile applications of video streaming platforms. 

These platforms and in turn the applications provide the users the opportunity to view 

entertainment content at the time and place of their choosing. Users can also either stream 

the content online or can download the content to view it offline later. 

 

1.2 Motivation 

This age of digitalization has brought a lot of convenience to the everyday life of 

individuals. Tasks, which would earlier require manual labor, have now been automated. 

This transformation has transcended the entertainment sector as well. Traditionally, the 

only sources of entertainment were going to the cinema or relying on radio and television 

transmission. However, in the past couple of decades, a new alternative has been 

introduced in the entertainment sector in the form of video streaming platforms. These 

online services allow users to view a variety of content at the time and place of their as 

long as they are connected to the internet. Furthermore, they can also download content 

that can later be viewed offline.  

Along with the convenience offered by video streaming platforms, there are also risks 

involved with it as well. The mobile applications of the video streaming platforms tend to 

store a lot of information which can have negative consequences if the mobile device of 

the user is accessed by malicious actors. There is another angle to it as well, the stored 

information by the mobile applications can prove helpful for the law enforcement 

agencies to help solve crimes or any criminal activities such as a car accident where the 

driver was suspected of using a video streaming application while driving, which is 

considered illegal. Here, with the help of digital forensics the law enforcement agencies 

can extract artifacts from the driver’s mobile device which can serve as evidence to prove 

the crime. 

Forensic studies have been conducted on various types of applications such as social 

media and instant messaging applications. However, there is a gap in the literature as no 

one has conducted a forensic analysis of video streaming applications. This presents us 

with a necessity to study and analyze these video streaming applications to determine the 

remnants left behind by them along with the path of the location at which they are stored. 

This will assist the law enforcement agencies in swift action. 
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1.3 Relevance to National Needs 

Pakistan, being a developing economy, is seeing a huge rise in the number of 

subscriptions to these video streaming platforms. In order to ensure a hassle-free 

experience for the users, a detailed forensic study of the video streaming applications is 

required to analyze the extent to which the personal data of users is stored. This research 

project aims to study those remnants left behind by the video streaming applications. It 

will serve as a guiding document for the application developers to further improve the 

security of their applications. 

 

1.4 Research Focus & Questions 

This research project is focused on the latest release versions of the top three most 

popular android video streaming applications in order to extract the remnants left behind 

them. The three applications are namely Netflix, Amazon Prime Video, and iFlix. Two 

very important research questions were kept in mind while conducting the research 

project: 

 What is the nature of the remnants left behind corresponding to various activities 

by the android video streaming applications? 

 Secondly, how do the remnants left behind by the three applications compare to 

one another? 

 

1.5 Problem Statement 

Mobile applications of video streaming platforms store a lot of information on mobile 

devices which can have both positive and negative impacts. Positive, in the sense that it 

could assist law enforcement agencies in solving crime, and the negative impact is that it 

could be accessed by malicious actors. This research project will focus on identifying 

stored artifacts on the mobile devices left behind by the android video streaming 

applications. It will give law enforcement agencies and forensic investigators a clear 

direction when it comes to extracting evidence to solve a crime. On the other hand, it will 

notify the mobile application developers on how to further improve the security of their 

mobile applications. 

Following are the notable contributions of this research project: 

 Identified sensitive artifacts left behind on the mobile device by the target 

applications 

 Establish a timeline of activities of a suspect with regard to the video streaming 

applications 
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 Account information of a suspect such as his name and email id 

 

1.6 Scope of Study 

Samsung Galaxy Note 5 with 32 GB Storage and 4 GB RAM was used for this study. 

The operating system on the mobile device was Android Version 7. We chose to study 

the non-volatile memory, which is the storage of the mobile device, for the analysis. The 

three major android video streaming applications (Netflix, Amazon Video Prime, and 

iFlix) were chosen based on their popularity which was gauged by the number of 

downloads they had on the Google Play Store. 

In our literature review, we established that no forensic work had been conducted on 

similar applications before. We perform physical acquisition as opposed to logical 

acquisition to acquire maximum data and perform our analysis using open source tools. 

1.7 Research Challenges 

Android application developers are constantly working to improve the security of their 

applications which means that the forensics process is getting harder over time. Most of 

the information now stored on the device is in encrypted format which makes retrieval of 

original data without the encryption key is a difficult task. Physical acquisition is possible 

on rooted devices and mobile vendors are making it difficult to root the mobile devices. 

Furthermore, there are so many applications present on a mobile device and each 

application records the activities in such detail that it gets difficult to navigate through 

them and get to the required piece of information in a timely manner becomes a challenge 

for an investigator. Finally, most of the video streaming applications required credit cards 

for subscription and without access to a credit card, it will be difficult to fully study all 

the features of the application. 

1.8 Document Structure 

The document is structured into the following chapters: 

 Chapter 1 deals with the definitions, motivation, problem statement, scope, and 

research challenges 

 Chapter 2 gives an in-depth literature review 

 Chapter 3 covers the research methodology and the experimentation setup 

 Chapter 4 goes over the actual examination and analysis of android video 

streaming applications 

 Chapter 5 analyzes and documents the results in a concise manner 

 Chapter 6 concludes the research and provides direction for future work 
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Chapter – 2 

2 Literature Review 

In this chapter, we will be reviewing the existing literature pertaining to the domain of 

android application forensics. The research appears for the literature review were 

gathered from credible sources which include Google Scholar, ACM Digital Library, 

Science Direct, and Research Gate. The research papers were selected based on their 

relevance to the searched queries containing keywords related to the said domain. The 

literature review has been divided into the following sections based on their sub-domain: 

 Forensic Research on Android Applications 

 Evaluation of Tools used for Mobile Device Forensics 

 Challenges of Mobile Device Forensics 

2.1 Forensic Research on Android Applications  

Most of the forensic work conducted on android applications has dealt with instant 

messaging applications. Over the last decade, we have seen a huge rise in the popularity 

of instant messaging applications that can be credited to the ubiquity of mobile devices. 

People share all sorts of personal information through these messaging applications, be it 

in the form of text or media, and a lot of this personal information gets left behind on the 

mobile device through which they are accessing the applications. Now let’s take a closer 

look at how researchers have extracted artifacts related to these android applications. 

M.A.K. Sudozai et al. [1] carried out a forensic research study on the IMO call and chat 

app on both Android and iOS-based mobile devices. They examined both the artifacts left 

on the mobile device as well the network traffic transmitted while the application was 

running. Special emphasis was laid on extensively analyzing the encrypted network 

traffic. Furthermore, the file structure of the IMO app was studied and it was established 

that what information is present in the different folders and file locations. Interesting 

artifacts were discovered which included audio, video, text, and image messages along 

with the personal information of the contacts of the user. Another significant discovery 

was the links of the IMO server at which the content was being uploaded. The researchers 

were able to access the information at those links without any authentication. On the 

network analysis side, it was found out that even if all the IMO servers are on the 

firewall, the application still keeps on working by maintaining connections with google 

servers on port number 443. J. Gregorio et al. [2] conducted forensic analysis on 

Telegram Messenger application on Windows mobile devices where the author tried to 

find artifacts which relate to criminal offenses being conducted using the application. 

Shawn Knox et al. [3] targeted the Happn social dating app which revealed privacy risks. 
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Asmara Afzal et al. [4] also performed forensic analysis on an instant messaging 

application named Signal Messenger App. In their research, they targeted how secure 

instant messaging applications can be used for conducting crimes. Since the 

communication is end-to-end encrypted, the criminals can use this fact to their advantage 

as forensic analysis becomes difficult for such type of communication. The researchers 

opted for a network forensic strategy to identify artifacts. This was done by examining 

the payload patterns of the encrypted traffic. Researchers were able to detect activities 

such as text, audio, video, and image messages as well as calls. The list of chat servers 

and IP addresses involved was also acquired. Encrypted network traffic was also 

analysed by Gaofeng He et al. [5] where he used IP addresses and DNS Queries to reach 

his conclusions. Daniel Walnycky et al. [6] conducted both network and device forensics 

on android social messaging applications and significant artifacts were revealed. 

A similar instant messaging application by the name of Line Messenger was forensically 

analysed by Ammar Fauzan et al. [8] where they laid emphasis on identifying 

cybercrime. Whatsapp has a feature called Whatsapp Web where the user can access his 

chats through a web browser. This was found susceptible to wiretapping by Nuril Anwar 

et al. [9] in their forensic study. Noora Al Mutawa et al. [10] conducted forensic analysis 

on major social media applications on Blackberry, Android and iOS device. It was found 

that Blackberry devices store the minimum amount of artifacts on the mobile device. 

Fazeel Ali Awan [11] also conducted his forensic research on social networking 

applications where he reached a similar conclusion. Hao Zhang et al. [12] also conducted 

a forensic study on social media applications where they established which applications 

store artifacts in encrypted format and which in unencrypted format. Emails applications 

were forensically analyzed by Rusydi Umar et al. [7] and digital evidence was acquired. 

In another study, Hijrah Nurhairani et al. [13] worked on the android application of the 

social media platform Twitter. In their study, they examined the differences in the 

artifacts acquired from a rooted and non-rooted android mobile device after running the 

Twitter application on it. The motive behind this research was to determine if any 

criminal activity was taking place on the application such as hate speech, cyberbullying, 

and stalking. The forensic methodology of the National Institute of Justice was followed 

which includes 5 stages which are identification, collection, examination, analysis, and 

reporting. The results showed that more evidence was obtained from the rooted phone as 

compared to the non-rooted phone. Furthermore, the evidence from the rooted phone 

proved the existence of hate speech by the user. Twitter website was forensically 

analysed by Revina Saputra et al. [14] where they found artifacts related to text, images 

and videos shared.  

Internet users today face a lot of privacy issues, which has led to a shift towards private 

browsers. Muhammad Raheel Arshad et al. [15] conduct a forensic analysis on one such 
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private browser called TOR which is based on onion routing. The analysis was conducted 

on Windows 10 and Android 10 devices. The study negates the privacy and anonymity 

claims made by the TOR Project as the researchers were able to retrieve significant 

artifacts that revealed details about the user’s browsing activities. 

 

2.2 Evaluation of Tools used for Mobile Device Forensics 

There is an abundance of forensic tools used for a variety of different purposes. Some of 

these tools are proprietary while others are open source. In this section, we will be going 

through the existing literature that evaluates these forensic tools in order to guide the 

forensic investigators.  

Guntur Maulana Zamroni [16] et al. compared the success of various forensic tools while 

extracting artifacts of instant messaging applications such as WhatsApp. The following 

forensic tools were used: 

 Belkasoft Evidence 

 Oxygen Forensic 

 Magnet AXIOM 

 WA Key/DB Extractor 

It was concluded that the combination of Magnet AXIOM and WA Key/DB Extractor 

produced the best results and helped in acquiring the maximum artifacts. Similar research 

was conducted by Imam Riadi et al. [17] where the authors evaluated forensic tools for 

crime investigation in instant messaging applications. 

Graeme Horsman [18] in his research paper argued that software tools play a major role 

in the field of digital forensics as they are heavily relied upon for the acquisition and 

examination stages of the forensic process. Therefore, these tools must be reliable and the 

results obtained from these tools should be repeatable, only then will the tools be 

considered as valid sources of evidence from a legal point of view. This study examines 

the condition of the current digital forensic tools and the difficulties encountered while 

testing the tools. The researcher concludes that a lot more work is required in the field of 

testing the forensic tools and provides solutions that involve either a centralized or 

federated approach when it comes to testing the tools. Manar Abu Talib, in his research 

[19] also discussed how most forensic tools are the close source and therefore require a 

black box testing methodology. 

Tinu Wu et al. [20] analyzed over 800 articles that were published over a span of 5 years 

in different reputable conferences and journals in order to find the digital forensics tools 

which were proposed and developed in research papers. The authors found 62 tools in 
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total out of which 33 were publically available. A thorough analysis was performed on 

these tools which included code reviews and examining the available documentation to 

check whether these tools were being maintained and kept up to date. The researchers 

categorized the tools into 7 categories based on the Netherlands Register of Council 

Experts(NRGD). Here are their results: 

 

Figure 2-1 Forensics Tools Categorization [20] 

In [21], Htar Htar Lwin et al. performed a comparative analysis of android mobile 

forensics tools for data acquisition and analysis. For the data acquisition stage, the tools 

that were used were ADB Backup, DD, Belkasoft, and Magnet Acquire. Belkasoft is a 

commercial tool while the rest are open source. It was found out that ADB Backup can 

only be used for logical backup, DD can only acquire physical backup and the other two 

can perform both logical and physical backup. The researchers recommended DD for 

physical data acquisition and Magnet Acquire for logical data acquisition. For the 

analysis stage, two tools were compared. The first was Autopsy, which is an open-source 

tool, and Belkasoft, which is a commercial tool. It was discovered that autopsy has 

certain limitations like the inability to decrypt passwords in an encrypted format. 

With time, acquiring data from android mobile devices is becoming challenging. This is 

because of frequent updates in the Android operating system and upgrading the security 

of the devices as well. In order to mitigate this issue, researchers propose a strategy in 

their article [22] that uses a system-level data migration service provided by Android. In 

their proposed strategy, the system-level backup is taken from the target device which is 

an unrooted form to an intermediate device that is rooted. Data is then acquired from the 

rooted device to the workstation which would not have been possible directly from the 

unrooted target device. 
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Figure 2-2 Data Acquisition through an Intermediate Device [22] 

Mobile devices now support file-based encryption where each file is encrypted with a 

unique key as opposed to the traditional disk-based encryption. This created a hurdle in 

the forensics process. In their article [23] the researchers have explored various 

methodologies of data acquisition which include the logical and physical acquisition. 

They have also overviewed the possible mechanisms of data decryption for forensic 

analysis purposes. Finally, they discussed the data integrity and legal issues surrounding 

the data decryption process. Cosimo Anglano et al. [24] developed a tool, called AnForA, 

which is used for automated forensic analysis of android applications. Similarly, Qian 

Luo et al. [25] also developed an automated forensics tool targeted towards android 

applications for children. 

 

2.3 Challenges of Mobile Device Forensics  

Numerous mobile device models, having different operating systems, which is just one of 

the problems forensic investigators face when finding artifacts from mobile devices. In 

their research, Sundar Krishnan et al. [26] discussed various factors that pose a challenge 

to the forensic process. These primarily included password-protected devices and 

encrypted data on mobile devices. Another issue that needs to be tackled in mobile device 

forensics is how to acquire data from the volatile memory, RAM. Bin Liu et al. [27] 

propose a memory acquisition method for android application forensics that provides you 

with a full memory mirror of your desired process. 

Obfuscation of evidence is another challenge that is discussed by Xiaolu Zhang et al. [28] 

along with the de-obfuscation techniques and their impact on the investigations. Human 
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error also sometimes becomes a weak link in the forensic process. Nina Sunde et al. [29] 

argue how cognitive and human factors can cause evidence to become misleading. While 

acquiring data from a mobile device, it is important that the data on the mobile device is 

not altered. Lazaro A Herrera [30] discusses how to seize and acquire a mobile device for 

a forensic investigation while causing minimum loss to the data inside it. 

2.4 Summary of Literature Review 

Paper Problem Statement Findings Limitations Tools 

Forensics study of 
IMO call and chat 
app [1] – 2018 

Mobile application 
of IMO on both 
Android and iOS 
platforms was 
analyzed 
 

Server links were 
found which 
could be 
accessed without 
authentication 
 

Mobile device 
should be 
rooted/jailbroken 
for physical 
image 
 

Helium Backup 
Utility, DB 
Browser, Cydia 
 

Encrypted 
Network Traffic 
Analysis of 
Secure Instant 
Messaging 
Application: A 
case Study of 
Signal Messenger 
App [4] – 2021 

The communication 
is end to end 
encrypted, 
therefore, forensic 
analysis becomes a 
challenge, therefore 
the researchers 
opted for a network 
forensics strategy 
 

By studying the 
payloads, they 
were able to 
identify text, 
audio, video and 
image messages 
as well as calls 
 

Lack of device 
forensic analysis 
 

Wireshark, CISCO 
switch, Firewall 
 

Logical 
Acquisition 
Method Based on 
Data Migration 
for Android 
Mobile Devices 
[22] – 2018 

This paper proposes 
a system level data 
migration strategy 
to conduct mobile 
forensics on an 
unrooted mobile 
device 
 

System level 
backup is taken 
from the target 
device to an 
intermediate 
device which is 
rooted and 
subsequent 
forensic analysis 
is conducted on 
that 
 

Device 
manufacturer 
should provide 
system level data 
migration tools 
 

System level data 
migration tools 
such as smart 
switch 
 

Forensic Analysis 
of TOR Browser 
on Windows 10 
and Android 10 
Operating 
Systems [15] – 
2021 

The TOR project 
claims that privacy 
of the highest 
nature is offered to 
the users, however, 
the researcher 
disproved this claim 
 

They were able 
to discover 
significant 
artifacts that 
revealed details 
about the user’s 
browsing 
activities 
 

Network 
forensics is 
neglected in this 
research 
 

FTK Imager, 
Belkasoft, Frida 
 

Table 2-1 Summary of Literature Review 
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Chapter – 3 

3 Research Methodology 

The purpose of this chapter is two-fold. Firstly, we will be discussing the research 

methodology employed for mobile device forensics. Secondly, we will be going over the 

experimentation setup required to execute the forensics process. 

3.1 Mobile Devises Forensic Methodology 

There are two main sources of guidelines when it comes to forensics methodology. These 

are NIST and ISO which are globally recognized bodies. Going over the respective 

forensics guidelines from both organizations, we find some common ground and the 

guidelines can be grouped into four stages, which are: 

 Preservation 

 Acquisition 

 Examination & Analysis 

 Reporting 

 

Figure 3-1 NIST's Forensic Model 

We will now be discussing each stage in detail. 

3.1.1 Preservation 

Preservation is the first step of digital evidence recovery. The purpose of preservation is 

to ensure that the contents of data are not altered and the custody of property is properly 

maintained. Preservation is the only thing that prevents evidence from being 

compromised and becoming ineligible in the court of law. 

An important aspect of preservation is securing and evaluating the crime scene. 

Furthermore, the crime scene also needs to be documented which includes identifying 

and labeling non-electrical artifacts as well. Next, we come towards isolating the mobile 
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device to prevent network interference. Most mobile devices now come with the feature 

of remote master reset. To prevent that, network-level isolation should be considered 

immediately. After seizing the mobile device and isolating it, it should be packed and 

labeled securely. The environmental factors should be considered such as humidity and 

temperature.  

 

3.1.2 Acquisition 

Acquisition refers to the process of extracting data from a mobile device for subsequent 

analysis. In order to acquire data efficiently, we first need to identify the model, make, 

and service provider of the mobile device. This can be established using the IMEI, FCC 

ID, and similar mechanisms. This information will allow us to choose the relevant tool 

for acquisition. The tool should be accurate, usable, comprehensive, and verifiable. With 

the help of the tool, we can acquire the data using either logical or physical images. A 

physical image takes more space on the hard disk but it provides more detailed 

information including deleted files. 

 

3.1.3 Examination & Analysis 

Examination and analysis are closely linked processes but there is a fine line that 

differentiates the two. Examination refers to filtering out the relevant information 

whereas analysis provides insight on the basis of the results of the examination stage. An 

examination is more related to the technical domain as opposed to analysis which is a 

part of the forensics domain. 

 

3.1.4 Reporting 

Reporting involves documenting each step performed with the help of screenshots, tool-

generated content, and notes by the investigator. A good report always includes the 

inferences used to conclude. These inferences may be challenged in the court therefore 

they must be logically justified in the report. Finally, a report should not only include the 

software-generated content but also the analysis and findings of the investigator. 

3.2 Experimentation Setup 

In this section, the following areas will be discussed: 

 The software tools required for acquiring the data, examining it, and conducting 

our analysis 
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 Preparation of the workstation and mobile device for conducting forensic analysis 

 Procedure for rooting the android mobile device 

 How to acquire the data from the mobile device and transfer it to the workstation 

 

Following is the strategy that will be followed while attempting this research project: 

 

Figure 3-2 Proposed Methodology 

3.2.1  Tools & Technologies 

Here is the list of software tools that were installed on our workstation and mobile to 

conduct the experimentation process: 

Workstation: 

 Android Debug Bridge (ADB) 

 Netcat (as part of the NMAP 7.92 bundle) 

 Autopsy (4.19.1) 

 DCode (5.5.21194.40) 

 Odin (3.14.1) 
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Mobile Device: 

 Busybox 

 Root Browser 

 Root Checker 

 Magisk 

 Magisk Manager  

3.2.2 Environment Readiness 

Environment readiness is a fundamental procedure conducted prior to the data acquisition 

phase. It is the first step of the experimentation process and is a prerequisite for later 

stages. During environment readiness, we prepare the workstation, mobile device as well 

as the communication channel between the two. We will first be discussing how to 

prepare the workstation followed by the steps required to install the specific tools on the 

mobile device. 

Workstation Readiness: 

The specification of the workstation is as follows: 

 HP Pavilion 15 

 Intel Core i7, 2.4 GHz Dual-Core Processor 

 8 GB RAM 

 Windows 10 Pro 

 64 Bit Operating System 

The following software tools were installed: 

 ADB 

 Android Debug Bridge (ADB) is a command-line tool used to communicate 

with android devices via the workstation. It is used to install, uninstall and 

debug applications on the android device through the workstation. 

Furthermore, in our scenario, ADB aids is the acquisition of the data from the 

android mobile device. 

 

 In order to install ADB on the workstation, we first need to download the 

SDK-Platform tools for Windows through the following link: 

https://developer.android.com/studio/releases/platform-tools 

 

https://developer.android.com/studio/releases/platform-tools
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 After it has finished downloading, extract the compressed file 

 

 In order to use the ADB command on the command prompt from any path, add 

the path of ADB to the environment variables 

 

 In order to add the path of ADB to environment variables, go to “Advanced 

System Settings” and click on “Environment Variables” 

 

 On the “Environment Variables” window, edit the “Path” variable and add the 

path of ADB to it 

 

 To verify successful addition of ADB's path to environment variables, open 

command prompt from the default home path and enter “ADB” 

 

 All possible commands of the android debug bridge will show up 

 

 Netcat 

 Netcat is a computer networking tool used to read from and write to network 

connections using the TCP and UDP protocols. 

 

 In our scenario, we use Netcat to transfer data from the mobile device to the 

workstation using a TCP based connection 

 

 In order to install Netcat, we need to download and install the NMAP bundle 

from the following link: www.nmap.org 

 

 Netcat comes as a part of the NMAP bundle 

 

 Autopsy 

 Autopsy is a graphical forensic tool used to examine and analyze data 

 Visit the following link: https://www.autopsy.com/download/ 

 Download Autopsy for Windows 

 Follow the on-screen instructions for installation 

 DCode 

http://www.nmap.org/
https://www.autopsy.com/download/
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 DCode is a forensic utility used to convert raw hex data into human-readable 

timestamps 

 

 Download DCode from the following link: www.digita-detectives.net/dcode  

 Odin 

 Odin is a utility used to communicate with Samsung mobile devices through a 

workstation 

 

 It is used to flash recovery firmware image to a Samsung android device 

 It can be downloaded from the following link: www.odindownlaod.com  

Mobile Device Readiness: 

The specifications of the mobile device are as follows: 

 Samsung Galaxy Note 5 

 Android 7.0 

 32 GB Internal Storage 

 4 GB RAM 

The following software tools were installed: 

 Root Checker 

It can be installed from the google play store and it is used to verify the successful 

completion of the rooting procedure of the android mobile device. 

 Root Browser 

It is used to view and modify system files that can only be accessed from a rooted 

device. This can be downloaded from the google play store. 

 Busy Box 

This is also installed from the google play store and it is used to install the “dd” 

utility on the android mobile device. This utility is used to transfer data from the 

mobile device to the workstation, especially during physical image acquisition.  

 Magisk Manager 

http://www.digita-detectives.net/dcode
http://www.odindownlaod.com/
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It is used to manage a rooted device and control the root privileges for a different 

types of applications. This application, however, is not available on the app store 

and we need to manually download the apk from the following link: 

www.odindownload.com/magisk-manager. Once the apk has been downloaded, go 

ahead and install the apk on the mobile device. You may receive a warning 

message but you should allow installation of apk downloaded from an unknown 

source.  

 Magisk 

This application is a requirement of the rooting procedure on the android device. It 

is not available on the google play store, however, you can download its apk from 

the following link: www.magiskmanager.com. Once the apk has been 

downloaded, you can install it on your device. 

 

3.2.3 Rooting Process 

The following steps were followed to root the android mobile device: 

 Download the respective TWRP recover file in the .tar format for Samsung 

Galaxy Note 5 from the following link: www.twrp.me/devices  

 Download and install Magisk and Magisk Manager 

 Enable developer mode on your mobile device by pressing the build number in 

settings 7 times 

 Enable OEM and USB debugging options on the android mobile device 

 Reboot the phone in recovery mode, by pressing the Volume Down, Power, and 

Home button simultaneously. Release all the keys when the recovery mode 

appears 

 Connect the device with the workstation, open the Odin software and disable the 

auto-reboot option 

 Next, click on AP and select the TWRP file 

http://www.odindownload.com/magisk-manager
http://www.magiskmanager.com/
http://www.twrp.me/devices
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 Press the Volume Up key on your mobile device and press Start on the Odin 

Software 

 Press Volume Down, Home, and Power Key to get out of recovery mode. Once a 

blank screen appears press the Volume Up key instead of the Volume Down key. 

 Release all keys when TWRP recovery appears. 

 Select Wipe and Format data. Reboot to recovery after that. 

 Copy Magisk apk on to the phone by connecting the phone with the workstation 

and install the application using the TWRP recovery interface. Reboot to system 

after that. 

 Setup your phone and verify that the device has been rooted successfully using the 

root checker application. You will have to grant it root privileges in order for the 

application to work properly. 

 

3.2.4 Data Acquisition Method 
 

For acquiring the data from the mobile device, physical acquisition methodology was 

preferred as it enables us to acquire a bit-by-bit image of a mobile device. The “dd” 

utility and Netcat were used to perform the physical acquisition of the mobile device data 

onto the workstation. The following steps were carried out to perform the physical 

acquisition: 

 Acquire the list of android mobile devices attached to the workstation using the 

ADB command 

 

 
 

 Establish the connection between the workstation and the mobile device. Next, list 

of files in the /dev/block directory 



20 
 

 

 Open a new command prompt and define the ports of the TCP connection for the 

data session. Make the configurations such that both the listening port and 

forwarding port is set to 8888 

 

 
 

 Setup a listening connection on the phone at port 8888, Busybox will wait for a 

TCP connection at port 8888 and once the connection has been established with 

the workstation it will forward the respective file 

 

 
 

 Initiate a connection from the workstation at port 8888 and provide the path at 

which you want to store the received file 

 

 
 

 Wait for data transfer confirmation 
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Chapter – 4 

4 Applications Examination & Analysis 

This chapter will include the examination and analysis of the three android video 

streaming applications, which are the following: 

 Netflix 

 Amazon Prime Video 

 iFlix 

The examination and analysis have been performed on the physical images acquired from 

the mobile device after performing every activity. The following are the main groups of 

activities: 

 Application Installation 

 User Login 

 Viewing a Video 

 Searching for a Video 

 Creating a List of Videos 

 Downloading a Video 

 Creating User Profiles 

 Rating a Video 

 Deleting a User Profile 

 Uninstalling the Application 

  

Code of Groups of 

Activities 

Description of the Group 

AI Downloading the application from Google Play Store 

or the internet and the subsequent Installation 

UL Logging in to the application  

VV Viewing an episode of a TV Show or watching a 

Movie 

SV Entering a search query in the search bar 

CL Creating a list of videos for easier access 

DV Downloading a video for later use 

CP Creating a separate profile for another user 

RV Providing feedback by upvoting or downvoting a video 

DP Deleting a user profile that was earlier created 

UA Uninstalling the application from the mobile device 

Table 4-1 Description of the Codes of Groups of Activities 
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4.1 Netflix 

Netflix is the oldest and most popular online video streaming platform. It can be accessed 

both on the web and through mobile device applications. The company was formed in 

1997 when it operated as a DVD rental business. It began its online streaming services in 

2007 and ever since then it has seen tremendous success and growth. As of the year 2020, 

Netflix has over 200 million paid subscribers. 

Netflix is also available on android mobile devices where it has over a billion downloads. 

In order to subscribe to the streaming platform, you need to purchase the subscription via 

a debit or credit card. There are multiple subscription plans available depending upon 

your requirements. The cheapest plan only allows you to view the content on your 

smartphones and tablets in 480p resolution, whereas the most expensive allows you to 

watch on any device with resolutions up to 4k. 

The analysis of this application is based on its version 8.6.0, whose apk is available 

online at the following link: www.apkmirror.com  

 

4.1.1 Remnants of AI 

Netflix cannot be downloaded on a rooted android mobile device via google play store, 

however, we can download the apk from the link provided earlier. Upon installation, the 

application still refuses to work even if you hide the fact that the device has been rooted 

using the Magisk Manager application. The following steps are required in order to be 

able to properly interact with the Netflix android application: 

 Open the root browser (after following the installation instructions provided 

earlier) 

 Navigate to /system/lib folder 

 Search for the file named “liboemcrypto.so” 

 Rename the file to “liboemcrypto.so.bak” 

 This will make the file inactive 

 Restart the phone and now Netflix will function properly 

Following are the remnants discovered after installing the downloaded apk, which are 

grouped by the path at which they were found: 

/app 

1. /com.netflix.mediaclient-1 

 

http://www.apkmirror.com/
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This is the native location for the libraries of all the downloaded applications. The 

screenshot above shows that the application was downloaded at 3:05:58 PM PKT on 

27
th

 Oct 2021. 

 

/data 

1. / com.netflix.mediaclient 

 

 

This folder is created soon after the native folder is created in the /app directory. 

The time of the creation of this folder is 3:06:31 PM PKT, the slight delay shows 

that the folder was first created in the /app directory and then in the /data directory. 

 

2. /com.android.vending/databases/frosting.db 

 

 

Frosting database contains a table called “frosting” which includes the package 

name, last updated time, frosting ID, and the path to the apk. 

The last updated time is given in raw format, we can convert to human-readable 

timestamp format using the DCode application. Following screenshot shows the 

conversion: 

 

3. /com.google.android.gms/databases 

 

a) gass.db 
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In the Gass database, there is a table called “app_info” which contains the 

information about the installed android applications. The Netflix package along 

with its package name, version, and package hash was found. The hashing 

algorithm used to determine the package hash is SHA-256. 

 

b) google_app_measurement.db 

 

 
 

This database contains a table called “apps” from where we can determine the 

application ID, its instance ID as well its version 

/user_de 

1. /0/ com.netflix.mediaclient 

 

 
 

At this location, we found a folder with Netflix’s package name and its creation 

time corresponds with the installation of the application. 

 

4.1.2 Remnants of UL 

 

You can sign up and subscribe using the android application of Netflix and if you are 

already a subscriber, you can just enter your credentials and login to the application. 

Following are the remnants discovered while logging in to Netflix application: 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 
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This database contains a table called “use_app” which contains the artifacts from 

the signing up and logging inactivity along with the timestamps. These timestamps 

are in GMT (Greenwich Mean Time) zone. 

  

4.1.3 Remnants of VV 

/data 

1. /com.netflix.mediaclient/databases/appHistory 

 

 

 

This database has a table called “playEvent” which stores information about all the 

videos played on the application whether online or offline. Here we can see that a 

video was played along with its timestamp and duration, furthermore, we can also 

identify that the video was played online, as its offline flag is set to 0. 

 

The timestamp is in raw format, which when converted to human-readable format, 

gave the following output: 
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2. com.samsung.android.provid ers.contexy/databases/ContextLog.db 

 

 
 

In the table “use_app”, we can view the artifact for a video viewing activity along 

with its starting and finishing time given according to GMT zone. 

 

4.1.4 Remnants of SV 

/data 

1. com.samsung.android.provid ers.contexy/databases/ContextLog.db 

 

 
 

The table named “use_app” contains information about all the activities performed 

in an application. Here we can see the artifact for a search activity conducted along 

with its timestamp. 

 

4.1.5 Remnants of CL 

No remnants were found for this activity. 
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4.1.6 Remnants of DV 

/data 

1. /com.netflix.mediaclient/databases 

 

 
 

In the table “offlineFalkorProfile”, we can view information about the profile 

through which the video was downloaded. Here, we can view in plaintext the 

name of the profile which is “Test Profile”, but in real-life scenarios, it will 

most probably be the name of the user. 

 

 
 

In the table “offlineFalkorPlayable”, we can view information about the videos 

downloaded. Here we can see that we have downloaded two episodes of two 

different TV Shows. The first episode is titled “Red Light, Green Light” from 

the TV Show “Squid Game”. The second is titled “Episode 1 from the TV 

Show “Money Heist”. 
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2. /com.netflix.mediaclient/files/img/of/videos 

 

 
 

 
 

In this location, we can find the title images of the TV Shows, whose episodes we 

have downloaded. 
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4.1.7 Remnants of CP 

No remnants were found for this activity. 

 

4.1.8 Remnants of RV 

No remnants were found for this activity. 

 

4.1.9 Remnants of DP 

No remnants were found for this activity. 

 

4.1.10 Remnants of UA 

The Netflix application is finally uninstalled from the android mobile device. These 

artifacts related to the Netflix application still remained after it had been uninstalled from 

the mobile device: 

/app 

1. /com.netflix.mediaclient-1 

 

 

Here we can see the deleted folder of “com.netflix.mediaclient-1” which shows that 

the Netflix application was once installed but now it is deleted. 

/data 

1. /com.netflix.mediaclient 

 

 

Here again, we can see the deleted folder of “com.netflix.mediaclient” which 

shows that the Netflix application was once installed but now it is deleted. 
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2. /com.google.android.gms/databases/gass.db 

 

 
 

This database has a table called “app_info” which contains information about all 

the applications installed on the android mobile device even after they have been 

uninstalled. 

 

3. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

All the activities performed using the application are still visible in the “use_app” 

table even after uninstalling the application. 

 

4.1.11 Summary of Remnants 

Code of Groups 
of Activities 

Main Directory Folder Filename 

 
 

 
1) AI 

1.1)/app 1.1.1)/com.netflix.mediaclient -1 1.1.1-a) Main Folder 

1.2)/data 1.2.1)/com.netflix.mediaclient  
1.2.2) 
/com.android.vending/databases/ 
1.2.3) 
/com.google.android.gms/databases 
 

1.2.1-a) Main Folder 
1.2.2-a) frosting.db 
1.2.3-a) gass.db 
1.2.3-b) 
google_app_measurement 
.db 

1.3)/user_de 1.3.1) /0/com.netflix.mediaclient 1.3.1-a) Main Folder 
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2) UL 2.1)/data 2.1.1)/com.samsung.android.provid 
ers.contexy/databases 

2.1.1-a) ContextLog.db 

3) VV 3.1)/data 3.1.1) /com.netflix.mediaclient/data 
bases 
3.1.2) /com.samsung.android.provid 
ers.contexy/databases 

3.1.1-a) appHistory 
3.1.2-a) ContextLog.db 

4) SV 4.1)/data 4.1.1) /com.samsung.android.provid 
ers.contexy/databases 

4.1.1-a) ContextLog.db 

5) CL - - - 

6) DV 6.1)/data 6.1.1) /com.netflix.mediaclient/data 
bases 
6.1.2) /com.netflix.mediaclient/files 
/ img/of/videos 

6.1.1-a) offlineDb 
6.1.2-a) Image Files 

7) CP - - - 

8) RV - - - 

9) DP - - - 

10) UA 4.1)/app 4.1.1) /com.netflix.mediaclient -1 4.1.1-a) Main Folder 

4.2)/data 4.2.1) /com.netflix.mediaclient  
4.2.2) 
/com.google.android.gms/databases 
4.2.3)/com.samsung.android.provid 
ers.contexy/databases 

4.2.1-a) Main Folder 
4.2.2-a) gass.db 
4.2.3-a) ContextLog.db 

Table 4-2 Summary of Netflix Remnants with Location Path 

 

4.2 Amazon Prime Video 

Amazon Prime Video was launched in the year 2006 as an online video streaming 

service. Later its mobile applications were also released. Currently, it has over 175 

million users and its android application has over 100 million downloads. Amazon Prime 

Video is available in over 200 countries worldwide.  

Upon subscription, Amazon Prime Video offers you a one-week trial period during which 

you can cancel the subscription and you will not be charged for it. You can subscribe 

through the android application by using your credit card or through the google play store 

payments feature. 

The analysis of Amazon Prime Video’s android application is based on its version 

3.0.308.15647, which is the latest version available on the google play store as of now.  
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4.2.1 Remnants of AI 

 

The application can be downloaded and installed from the google play store even if the 

device is rooted. Following are the remnants discovered after downloading the 

application, which are grouped by the path at which they were found: 

/app 

1. /com.amazon.avod.thirdpartyclient-1 

 

 
 

This is the native location for the libraries of all the downloaded applications. The 

screenshot above shows that the application was downloaded at 1:44:11 PM PKT 

on 30
th

 Oct 2021. 

/data 

1. /com.amazon.avod.thirdpartyclient 

 

 
 

 

This folder is created soon after the native folder is created in the /app directory. 

The time of creation of this folder is 1:44:43 PM PKT, the slight delay shows that 

the folder was first created in the /app directory and then in the /data directory. 

 

2. /com.android.vending/databases 

 

a) frosting.db 
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Frosting database contains a table called “frosting” which includes the package 

name, last updated time, frosting ID and the path to the apk. 

b) library.db 

 

 
 

The table called “ownership” contains information about all the packages 

downloaded from the google play store along with the account used to 

download them. 

 

c) localappstore.db  

 

 
 

The table called “appstore” also shows information about the packages 

downloaded from the google play store. 

 

 

 

3. /com.google.android.gms/databases/gass.db 
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In the Gass database, there is a table called “app_info” which contains the 

information about the installed android applications. The Amazon Prime Video 

package along with its package name, version, and package hash was found. The 

hashing algorithm used to determine the package hash is SHA-256. 

 

/user_de 

1. /0/com.amazon.avod.thirdpartyclient 

 

 
 

At this location we found a folder with Amazon Prime Video’s package name and 

its creation time corresponds with the installation of the application. 

 

4.2.2 Remnants of UL 

You can sign up and subscribe using the android application of Amazon Prime Video and 

if you are already a subscriber, you can just enter your credentials and login to the 

application. 

Following are the remnants discovered while logging in to Amazon Prime Video 

application: 

 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

In the table called “use_app” you can view the artifacts from the signing up 

activity 
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Here we can see the artifacts from the billing activity along with the timestamps. 

 

4.2.3 Remnants of VV 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

In the table called “use_app”, we can see the artifact for an activity where the user 

watched a video. The starting and finishing time of the activity are also mentioned. 

 

4.2.4 Remnants of SV 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

In the same table, we can view the artifacts for search activity. 
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2. /com.amazon.avod.thirdpartyclient/databases/search_query.db 

 

 

 

In the table called “Local Search Query” we can find the text used in the search 

query in plaintext. 

 

4.2.5 Remnants of CL 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

Here is the artifact for adding a video to a list 

 

4.2.6 Remnants of DV 

/data 

1. /com.amazon.avod.thirdpartyclient/files/downloads 
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Here we can see a list of all the episodes downloaded 

 

 
 

Inside each of the episode folder, we can find a folder that contains the subtitles 

for the video in multiple languages. 

 

4.2.7 Remnants of CP 

No remnants were found for this activity. 

 

4.2.8 Remnants of RV 

No remnants were found for this activity. 

 

4.2.9 Remnants of DP  

No remnants were found for this activity. 

 



38 
 

4.2.10 Remnants of UA 

The Amazon Prime Video application was finally uninstalled from the android mobile 

device. These artifacts related to the application still remained after it had been 

uninstalled from the mobile device: 

/app 

1. /com.amazon.avod.thirdpartyclient-1 

 

 
 

Here we find that the folder has been deleted 

/data 

1. /com.amazon.avod.thirdpartyclient 

 

 

 
 

This folder has also been deleted 

 

2. /com.google.android.gms/databases/gass.db 

 

 
 

This location still shows information about the amazon video prime application, 

that it was once downloaded on this mobile device 

4.2.11 Summary of Remnants 
 

Code of Groups 
of Activities 

Main Directory Folder Filename 

 
 

 

1.1)/app 1.1.1)/com.amazon.avod.thirdparty 
client -1 

1.1.1-a) Main Folder 

1.2)/data 1.2.1)/com.amazon.avod.thirdparty 1.2.1-a) Main Folder 
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1) AI client  
1.2.2) 
/com.android.vending/databases/ 
1.2.3) 
/com.google.android.gms/databases 

1.2.2-a) frosting.db 
1.2.2-b) library.db 
1.2.2-c) localappstore.db 
1.2.3-a) gass.db 

1.3)/user_de 1.3.1) /0/com.amazon.avod.thirdpar 
tyclient 

1.3.1-a) Main Folder 

2) UL 2.1)/data 2.1.1)/com.samsung.android.provid 
ers.contexy/databases 

2.1.1-a) ContextLog.db 

3) VV 3.1)/data 3.1.1) /com.samsung.android.provid 
ers.contexy/databases 

3.1.1-a) ContextLog.dn 

4) SV 4.1)data 4.1.1) /com.samsung.android.provid 
ers.contexy/databases 
4.1.2) /com.amazon.avod.thirdparty 
client/databases 

4.1.1-a) ContextLog.db 
4.1.2-a) search_query.db 

5) CL 5.1)data 5.1.1) /com.samsung.android.provid 
ers.contexy/databases 

5.1.1-a) ContextLog.db 

6) DV 6.1)data 6.1.1) /com.amazon.avod.thirdparty 
client/files/ downloads 

6.1.1-a) Episode Folders 

7) CP - - - 

8) RV - - - 

9) DP - - - 

10) UA 4.1)/app 4.1.1) /com.amazon.avod.thirdparty 
client-1 

4.1.1-a) Main Folder 

4.2)/data 4.2.1) /com.amazon.avod.thirdparty 
client  
4.2.2) 
/com.google.android.gms/databases 

4.2.1-a) Main Folder 
4.2.2-a) gass.db 

Table 4-3 Summary of Amazon Prime Video Remnants with Location Path 

4.3 iFlix 

iFlix is one of the more recent entrants in the market of online video streaming platforms. 

It was launched in the year 2014 and it primarily catered the Asian market with most of 

its content originating from China and Korea. As of 2020, iFlix has over 25 million active 

users and its android application has been downloaded over 50 million times. 

Some of the features on this platform are free of cost while for others you have to 

subscribe to its service. You can view and download the initial episodes for free for most 

of the TV Shows currently hosted by iFlix, however to for later episodes you need to be a 

paid subscriber.  

The analysis of the android application of iFlix is based on its version 4.6.6.603590720, 

which is the latest version available on google play store as of now. 
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4.3.1 Remnants of AI 

The application can be downloaded and installed from the google play store even if the 

device is rooted. Following are the remnants discovered after downloading the 

application, which are grouped by the path at which they were found: 

/app 

1. /iflix.play-1 

 

 
 

This is the native location for the libraries of all the downloaded applications. The 

screenshot above shows that the application was downloaded at 11:56:18 AM 

PKT on 31
st
 Oct 2021. 

/data 

1. /iflix.play 

 

 
 

This folder is created soon after the native folder is created in the /app directory. 

The time of creation of this folder is 11:59:09 AM PKT, the slight delay shows 

that the folder was first created in the /app directory and then in the /data directory. 

 

 

2. /com.android.vending/databases 

 

a) frosting.db 

 

 
 

Frosting database contains a table called “frosting” which includes the package 

name, last updated time, frosting ID and the path to the apk. 
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b) library.db 

 

 
 

The table called “ownership” contains information about all the packages 

downloaded from google play store along with the account used to download 

them. 

 

c) localappstore.db 

 

 
 

The table called “appstore” also shows information about the packages 

downloaded from google play store. 

 

 

 

3. /com.google.android.gms/databases/gass.db 

 

 
 

In the Gass database, there is a table called “app_info” which contains the 

information about the installed android applications. The iFlix package along with 

its package name, version and package hash were found. The hashing algorithm 

used to determine the package hash is SHA-256. 
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/user_de 

1. /0/iflix.play 

 

 
 

At this location we found a folder with the package name of iFlix and its creation 

time corresponds with the installation of the application. 

 

4.3.2 Remnants of UL 

You can sign up and subscribe using the android application of iFlix and if you are 

already a subscriber, you can just enter your credentials and login to the application. 

Furthermore, as stated earlier that in order to just use the basic functions of the 

application you are not required to be a paid subscriber. 

Following are the remnants discovered while logging in to iFlix application: 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

In the table called “use app” we can view the artifacts from the login activity along 

with the timestamps. 

 

4.3.3 Remnants of VV 

 

/data 

1. /iflix.play/databases/videointernational.db 
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In the table called “t_history_record” we can see entries for every time a video 

was played along with its playtime and the total duration of the video. 

 

4.3.4 Remnants of SV 

 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 

 

 
 

In the table called “use_app”, we can see the artifact for a search activity. 

 

4.3.5 Remnants of CL 

No remnants were found for this activity. 

 

4.3.6 Remnants of DV 

 

/data 

1. /com.samsung.android.providers.context/databases/ContextLog.db 
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Here we can see the artifacts from an activity where a video was downloaded 

 

2. /iflix.play/files 

 

 
 

In this database there is a table called “download_record” which shows the records 

of all videos downloaded 

 

4.3.7 Remnants of CP 

No remnants were found for this activity. 

 

4.3.8 Remnants of RV 

No remnants were found for this activity. 

 

4.3.9 Remnants of DP 

No remnants were found for this activity. 

 

4.3.10 Remnants of UA 

The iFlix application was finally uninstalled from the android mobile device. These 

artifacts related to the application still remained after it had been uninstalled from the 

mobile device: 
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/app 

1. /iflix.play-1 

 

 
 

Here we find a deleted folder with the package name 

/data 

1. /iflix.play 

 

 
 

This folder has also been deleted 

 

2. /com.google.android.gms/databases/gass.db 

 

 
 

This location shows that the application was once downloaded on the android 

mobile device. 

4.3.11 Summary of Remnants 
 

Code of Groups 
of Activities 

Main Directory Folder Filename 

 
 

 
1) AI 

1.1)/app 1.1.1)/iflix.play-1 1.1.1-a) Main Folder 

1.2)/data 1.2.1)/iflix.play  
1.2.2) 
/com.android.vending/databases/ 
1.2.3) 
/com.google.android.gms/databases 

1.2.1-a) Main Folder 
1.2.2-a) frosting.db 
1.2.2-b) library.db 
1.2.2-c) localappstore.db 
1.2.3-a) gass.db 

1.3)/user_de 1.3.1) /0/iflix.play 1.3.1-a) Main Folder 

2) UL 2.1)/data 2.1.1)/com.samsung.android.provid 
ers.contexy/databases 

2.1.1-a) ContextLog.db 
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3) VV 3.1)/data 3.1.1)/iflix.play/databases 3.1.1-a) videointernational 
.db 

4) SV 4.1)/data 4.1.1) /com.samsung.android.provid 
ers.contexy/databases 

4.1.1-a) ContextLog.db 
 

5) CL - - - 

6) DV 6.1)/data 6.1.1) /com.samsung.android.provid 
ers.contexy/databases 
6.1.2)/iflix.play/files 

6.1.1-a) ContextLog.db 
6.1.2-a) Downloaded 
Episodes 

7) CP - - - 

8) RV - - - 

9) DP - - - 

10) UA 4.1)/app 4.1.1) /iflix.play-1 4.1.1-a) Main Folder 

4.2)/data 4.2.1) /iflix.play  
4.2.2) 
/com.google.android.gms/databases 

4.2.1-a) Main Folder 
4.2.2-a) gass.db 

Table 4-4 Summary of iFlix Remnants with Location Path 
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Chapter – 5 

5 Results & Discussions 

Following our extensive study and examination of the three most popular android video 

streaming applications, we were able to collect and present vital remnants from the 

applications with significant forensic importance. With the help of these remnants, we 

were able to answer the research questions mentioned in the earlier chapters. These 

questions were as follows: 

 What is the nature of the remnants left behind corresponding to different activities 

by the three android video streaming applications and how much forensic value do 

they hold? 

 How do the remnants left behind by the three applications compare with one 

another? 

Now let’s take a look at the details of the artifacts with respect to the different activities 

performed in the applications. 

1) Application Installation 

Following artifacts were discovered after the installation phase of the application: 

 Timestamp at which the application was downloaded 

 Application Title 

 Application Package Name 

 Application Hash 

 Application Version 

 The Google Account used to Download the Application 

 Application Last Update Time 

 Application Path 

These artifacts prove very useful from a forensics point of view. The application 

hash can be used to verify the integrity of the application. Furthermore, the 

application version informs the investigator about the features that the application 

has. The Google account used to download the application provides information 

about the suspect.  

2) User Login 

Following artifacts were discovered after the user logged into the application: 

 The Timestamp at which the User Logged In 

 The Application Name in to which he Logged In 
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The artifacts corresponding to user login activity provide information to the 

forensics investigator about the time at which the user logged in and into which 

application. 

3) Viewing a Video 

Following artifacts were discovered after the user viewed a video on the 

application: 

 The Time at which the Video Started Playing 

 The Time at which the Video Stopped Playing 

 The Name of the Application 

In fact, this is the most crucial artifact as it allows the forensics investigator to map 

the timeline of the activities of the suspect and use that to prove his involvement in 

any criminal activity. 

4) Searching for a Video 

Following artifacts were discovered after the user searched for a video on the 

application: 

 The Starting Time of the Activity 

 The Finishing Time of the Activity 

 The Name of the Application 

 The Search Query Entered in the Search Bar 

These artifacts can inform the forensics investigator about the likes and dislikes of 

the suspect based on their search queries. 

5) Creating a List 

Following artifacts were discovered after the user created a list of videos on the 

application: 

 The Time at which the Activity Started 

 The Time at which the Activity Stopped 

 The Name of the Application 

These artifacts also inform the forensics investigator about the preferences of the 

suspect. 

6) Downloading a Video 

Following artifacts were discovered after the user downloaded a video in order to 

view it offline later on the application: 
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 Title of the Episode 

 Title of the TV Show 

 Poster of the Episode 

 Poster of the TV Show 

 Subtitle Files in Various Languages 

 The Timestamp at Which the Video was Downloaded 

 

7) Creating User Profiles 

No artifacts were discovered for this activity 

 

8) Rating a Video  

No artifacts were discovered for this activity 

 

9) Deleting a User Profile  

No artifacts were discovered for this activity 

 

10)  Uninstalling the Application 

Following artifacts were still available even the application had been uninstalled 

from the android mobile device: 

 Application Title 

 Application Package Name 

 Application Hash 

 Application Version 

 Some User Activities 

These artifacts prevent the suspect from denying any activity by deleting the 

application. The forensics investigator will still be to discover the suspect’s 

activity even after the suspect has deleted the application. 

 

5.1 Netflix Analysis Summary 
 

Code of Groups of 
Activities 

Artifacts Location 

AI Application Download Time /app/com.netflix.mediaclient-1 

Application Title /app/com.netflix.mediaclient-1 

Application Package Name /app/com.netflix.mediaclient-1 
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Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/google_app_measurement.db 

Application Last Update Time /app/com.netflix.mediaclient-1 

Application Path /data/com.android.vending/databases/ 
frosting.db 

UL Login Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

VV Video Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Video Stop Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

SV Activity Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Activity End Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Name of the Application /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

CL - - 

DV Title of the Episode /data/com.netflix.mediaclient/databases/ 
OfflineDb 

Title of the TV Show /data/com.netflix.mediaclient/databases/ 
OfflineDb 

Poster of the Episode /data/com.netflix.mediaclient/file/img/of 
/videos 

Poster of the TV Show /data/com.netflix.mediaclient/file/img/of 
/videos 

CP - - 

RV - - 

DP - - 

UA Application Title /app/com.netflix.mediaclient-1 

Application Package Name /app/com.netflix.mediaclient-1 

Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/google_app_measurement.db 

Some User Activities /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Table 5-1 Summary of iFlix Remnants with Location Path Summary of Netflix Artifacts 
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5.2 Amazon Prime Video Analysis Summary 
 

Code of Groups of 
Activities 

Artifacts Location 

AI Application Download Time /app/com.amazon.avod.thirdpartyclient-1 

Application Title /app/com.amazon.avod.thirdpartyclient-1 

Application Package Name /app/com.amazon.avod.thirdpartyclient-1 

Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/gass.db 

Google Account /data/com.android.vending/databases/ 
library.db 

Application Last Update Time /app/com.amazon.avod.thirdpartyclient-1 

Application Path /data/com.android.vending/databases/ 
frosting.db 

UL Login Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

VV Video Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Video Stop Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

SV Activity Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Activity End Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Name of the Application /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Search Query /data/com.amazon.avod.thirdpartyclient/ 
databases/search_query.db 

CL Activity Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Activity Stop Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

DV Subtitle Files /com.amazon.avod.thirdpartyclient/files/ 
downloads 

Timestamp of Download /com.amazon.avod.thirdpartyclient/files/ 
downloads 

CP - - 

RV - - 
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DP - - 

UA Application Title /app/com.amazon.avod.thirdpartyclient-1 

Application Package Name /app/com.amazon.avod.thirdpartyclient-1 

Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/gass.db 

Some User Activities /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Table 5-2 Summary of iFlix Remnants with Location Path Summary of Amazon Prime Video 
Artifacts 

5.3 iFlix Analysis Summary 
 

Code of Groups of 
Activities 

Artifacts Location 

AI Application Download Time /app/iflix.play-1 

Application Title /app/iflix.play-1 

Application Package Name /app/iflix.play-1 

Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/gass.db 

Google Account /data/com.android.vending/databases/ 
library.db 

Application Last Update Time /app/iflix.play-1 

UL Login Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Application Name /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

VV Video Start Time /data/iflix.play/databases/videointernation 
al.db 

Video Stop Time /data/iflix.play/databases/videointernation 
al.db 

Application Name /data/iflix.play/databases/videointernation 
al.db 

SV Activity Start Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Activity End Time /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Name of the Application /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

CL - - 

DV Timestamp of Download /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

CP - - 
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RV - - 

DP - - 

UA Application Title /app/iflix.play-1 

Application Package Name /app/iflix.play-1 

Application Hash /data/com.google.android.gms/data 
bases/gass.db 

Application Version /data/com.google.android.gms/data 
bases/gass.db 

Some User Activities /data/com.samsung.android.providers.con 
text/databases/ContextLog.db 

Table 5-3 Summary of iFlix Remnants with Location Path Summary of iFlix Artifacts 

 

5.4 Comparison of Available Artifacts 
 

Code of 
Groups of 
Activities 

Artifacts Netflix Amazon Prime 
Video 

iFlix 

AI Application Download Time Yes Yes Yes 

Application Title Yes Yes Yes 

Application Package Name Yes Yes Yes 

Application Hash Yes Yes Yes 

Application Version Yes Yes Yes 

Google Account No Yes Yes 

Application Last Update Time Yes Yes Yes 

Application Path Yes Yes Yes 

UL Login Time Yes Yes Yes 

Application Name Yes Yes Yes 

VV Video Start Time Yes Yes Yes 

Video Stop Time Yes Yes Yes 

Application Name Yes Yes Yes 

SV Activity Start Time Yes Yes Yes 

Activity End Time Yes Yes Yes 

Name of the Application Yes Yes Yes 

Search Query No Yes No 

CL Activity Start Time No Yes No 

Activity Stop Time No Yes No 

Application Name No Yes No 

DV Title of the Episode Yes No No 

Title of the TV Show Yes No No 

Poster of the Episode Yes No No 

Poster of the TV Show Yes No No 

Subtitle Files No Yes No 

Timestamp of Download No Yes Yes 

CP - No No No 
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RV - No No No 

DP - No No No 

UA Application Title Yes Yes Yes 

Application Package Name Yes Yes Yes 

Application Hash Yes Yes Yes 

Application Version Yes Yes Yes 

Some User Activities Yes Yes Yes 

Table 5-5 Summary of iFlix Remnants with Location Path Comparison of Artifacts 
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Chapter - 6 

6 Conclusion and Future Horizons 

Online video streaming platforms have gained popularity globally in the recent past. This 

can be credited to the fact that online video streaming platforms provide an easier 

alternative to consuming entertainment content as compared to traditional electronic 

media. This gain in popularity has been further amplified by a recent pandemic of the 

Corona Virus where we saw cinemas closing down for indefinite periods. In these times, 

online video streaming platforms were the only source of entertainment for people. With 

all these benefits that come along with online video streaming platforms, there are some 

drawbacks as well. These include the potential risk of privacy caused when mobile 

devices store personal information and the history of user activities performed while 

interacting with the mobile applications of these video streaming platforms. Looking at 

these stored artifacts from a different angle, we come to find out that they can also prove 

helpful in a forensics investigation especially where we need to validate the alibi of the 

suspect. The timeline of activities confessed by a suspect can be verified against the 

activity log stored behind by the video streaming applications. 

After an extensive literature review, we came to know that a forensic study of such nature 

has never been conducted on our category of android applications. Therefore, we went 

ahead with this research project where we targeted two very important questions. The 

first one being that what artifacts are left behind by the android video streaming 

applications along with their location. Secondly, we tried to answer the question that how 

do these artifacts collected from different applications compare with each other. 

In our study, we chose the three most popular android video streaming applications as 

part of our target applications. These applications were Netflix, Amazon Prime Video, 

and iFlix. These applications have been downloaded several million times from the 

Google Play Store and can be considered the most popular. Our examination and analysis 

of the artifacts left behind the applications were related to the installation, login, viewing 

videos, searching for videos, downloading videos, creating a list of videos, etc. 

Extracted results included several artifacts with great forensics value. These contained the 

account information of the user who downloaded the application, information about the 

application such as its package name and version. More importantly, we could exactly 

state the timestamps between which a user was viewing a video. This helps in reliably 

formulating the timeline of activities of the suspect should he be involved in any criminal 

activity such as a car accident. Furthermore, artifacts related to downloading a video were 

also found. 
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The artifacts, apart from having forensic value, also pose a privacy risk. As so much 

information related to the user is stored on the mobile device, it can prove detrimental to 

the user should the mobile device be accessed by malicious actors. Mobile application 

developers should limit the amount of information stored on mobile devices and try to 

encrypt it as much as possible. 

 

6.1 Future Work 

In this research, we tried to be as comprehensive as possible given our constraints. 

However, due to limitations of time and technology, there still remains potential for 

future work in this domain. The focus of our study was on the physical image of the 

device storage and in the future people can work on acquiring the volatile memory when 

an application is running to study the artifacts present in it. Secondly, we carried out 

research on android based applications as this is the more popular mobile OS, however, a 

similar study can be conducted on iOS-based video streaming applications and the 

artifacts can be compared with those collected from android applications to formulate a 

comparative study. Finally, this study was conducted on the most popular video 

streaming platforms globally and in the future researchers can focus on the local 

alternatives of these applications. 
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