Networlk seowrily aliaelk

- i
'\) f IIl

s | L g B
amd dellense

(638
( i

[3y
NAURARN SEIAT

"//. ' i / 7/
5 i . \
{ / &l
il )
/
/4
W
R 4% RS ”/

'
Peajnct Roport in partial faltillment of tho ¢ “';ﬂ" romants for the award of
Bachelor of Information Toshnalogy degren

School off Elactrical Enginsering and Computar Scionee
National Univarsi .-\/ of Sciansas and Technology
Rawalpindi, Pakistan
2008




National University of Sciences & Technology
School of Electrical Engineering and computer science

Network security attacks and defense

By: Nauman Shah

Project Advisor: Fauzan Mirza Co-Adyvisor: Ali Khayam




National University of Sciences & Technology
School of Electrical Engineering and computer science

CERTIFICATE

Certified that the contents and the form of the project entitled “Network Security Attacks
and Defense” submitted by Nauman Shah have been found satisfactory for the

requirement of the degree.

Advisor:

Dr. Fauzan Mirza

Co-Advisor: 4\. w

Dr. Ali Khayam

" " ..\.'l'
1" Committee member: /\\:\; . ’2\

Miss. Shamaila Kiyani

|~ . Q”/
2" Committeec member: - {X

Mr. Qasim Rajpoot

2




National University of Sciences & Technology

School of Electrical Engineering and computer scicnce

DEDICATION

We are absolutely nothing, except as God chooses 1o use us in His purpose. All

our meaning and value lics in being part of His work. Outside of that, we arce
emply, uninteresting chunks of flesh, like the catdle. 16 we wish to have any
meaning or permancnce -~ {0 be anything other than dumb, perishing animals -

we must fill our minds with God's Word, and {ill our lives with Tis service

-3
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Chapier |
INTRODUCTION

1.1 PROBLEM STATEMENT

This project studies in considerable detait and implements o variety ol
network  sccurity attacks, from cach of the Tour layers, with the objective
of designing and implementing a vulnerable  network and hosts to provide &
suitable casc  study for learning  about network  sceurity attack and - defense
techniques.  The result may be used as the basis for a study or fraining
exercise  similar o the exercise  deployed in the international  Capture  the
Flag  (CTF)  competition.  Examples  of vulnerabilitics  to bhe  studied  and
in consideration are: ARP poisoning, 1P spoofing, TCP hijacking, SYN fooding,
buffer  overflows, format  vulnerabilitics,  SQI.  injection  and  sheli-code

formulation.

1.2 MOTIVATION

Network  sceurity is an important issue in any organization that manages

clectronic data with a LAN or that has access to an insccure public WAN
such  as  the Internet.  Many  dilferent  types  of  threats o the
confideniiabity. ntegrity and avaitability of clectronically-stored

information  all  cxists  and  suitable  sceurily  measures  are  neeessary 1o
mitigate them. Altacks on network security can be conducted internally (e by
malicious  employees  of  the  organization)  or  externally  (e.gn by
hackers). In  both  cascs, the  method ol conducting. detecting,  and

defending  attacks  differ.  Additionally.  an attack  on the  security

of a network or its host may exploit vulnerabilitics in o any ol four layers
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of the protocol stack:  data-link.  network,  fransport and application. The
yypes ol altacks 1 cach of these  layers  uniquely  exploit features i the
design  of the layers. As a result, there are a large  number  of atlacks
that may be conducted, although the number of  actual attacks  that  will
work  will depend  vastly on technical details of the specilic network  being

attacked.

The objective of the project is Lo implement a vuinerable network i which some
ol thesc attacks are possible so that it serves as a case study for network attack and
defense. 1n computer security C11 is a “computer security war game™. Fach team B
given a machine on a smalt isolated network and they have to defend it Teams are scored
by cither defending or by attacking the opponent systen. Depending upon the nature of
the pame they steal the flags. 1] The project objective is to make a Capture The ag
game with softwarc vulnerabilitics which can be exploited by the plavers. The
participants arc allowed to study the client code which will be running at the participants
end and they can change the code as well, The sceond part of the project was to look for
loop holes in the client side code which can be used for attacks, and implement thosc
attacks. These impiementation will serve as case studies for the network adminitrators (o

understand these attacks and how to delend themselves.

Y
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Chapter 2

RELATED WORK & LITERATURE SURVEY

To ereate (hese vulnerabilities one should have idea of how these vulnerablitics

are ¢reated and what are they.

2.1 ARP POISONING

ARP is address resolution protocol. In this protocol if the machine A has to send
some thing to machine 13 it must have the 1P and the MAC address of the machine B in
order to have a proper communication. ARP is maintained for this purpose. 1t consist of
MAC to 1P and IP to MAC mapping. The user sends an ARP request and the machine

with that 1P replies back the ARP request with its MAC address,

This is a normal cthemet 11 frame format:

ey X B ORI oA GAAE 08 7, Al e NG
Destination MAC Address Source MAC Addross EtherType| Payload CAC Chacksum
MAC Header Data
RERIY e B Ly

Ethernet Type Il Frame
B B e

Figure 1 Ethernet Type_Il1_¥Frame_format |27]

. “ARP Request (dest: FFFFFFFFFFFF)

""" ARP-Reply (dest: MAC-A)

Fipure 2 ARP-Poisoning |28]
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A normal switch make its routing table by extracting information lrom the
processed data and if the entry is not found it forward the data to all ports. Once the
mapping is done specific ports are used. Without a mirror port the sniffer console can
capture only the unicast packets to or from itself and multicast traffic.

The problem is there is no authentication procedure in the ARP.ic. there is no
way in the protocol to authenticate that the ARP reply was from the original machine
because ARP is stateless protocol which donot require any authentication i other words
a simpie ARP packet can force the communicating parties to update their cache and that’s
how a hacker can casily route the traffic according to his will, If port sceurity 1s not

implemented in the switch the hacker can casily mask its MAC address,

Hosl

IP addr

192.168.1.1 | 001122334455

The traffic between Host-A and Host-B

redirected. The Sniffer. Congole’s job s

route packets to the correct destination In both
{ - directions, - 0

| Port | - MACaddr | 1 .7 " yryne soiffer Console di  pe
. 901122334455 U0 U U Denial of Service would be'caused a2
5 DO0L02030405 . S50 Tt Hosts wouldn't communicate anymor

iigure 3 ARP Poisoning |29]

An intruder can use this technique to hijack TCP connections, snifl paswords. lan
discovery, and make DOS attack on any host in that subnet. The things that Timits this

attacks are layer three devices and VI ANs which both seperates the broadeast domain,
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Figure 4 ARP-poisoning |3uj
Dos attack is denial of service attacks in which a machine is flooded with packets

so that it becomes out of service.its an attack on the availablity of the service.

Man in the middle means that all of your confidential data is going through
another machine which in the middle of the partics communicating.

MAC flooding is donc through overloading the switch. Overloaded switches act
as hubs.when they switch to hub mode they start broad casting all the data which can

casily be sniffed.

Requirement for ARP poisoning is that the hacker should be inside the network or
he should have remote access to a machine in the network [2].
But there are still many things to consider for ARP poisoning like
1. ARP poisoning only works in the broadcast domain so it won’t work to redirect the
traffic between different host on different VI, ANs and on different subnets.
2. The sniffer concsole must be able to redirect the packets in the right dircction
otherwise the hosts won’t participate in communication.
3. The sniffer console must know where to route the packets so it must have the 1P and
MAC of the intercsted hosts.

4. The ARP attack slow down the network performance as well, it will require a lot of
I |

processing on the sniffer console as well.
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Figure 4 ARP-poisoning |30
Dos attack is denial of service attacks in which a machine is flooded with packcets

<o that it becomes oul of service,its an attack on the availablity of the service.

Man in the middle means that all of vour conlidential data is going through

another machine which in the middle of the partics communicaling.

MAC flooding is done through overloading the switch. Overloaded switches act

as hubs.when they switch 1o hub mode they start broad casting all the data which can

casily be sniffed.

Reauirement for ARP poisoninge is that the hacker should be inside the network or
! gisd

he should have remote access to a machine i the network [2].

2

L

4.

But there are still many things to consider for ARP poisoning like
ARP poisoning only works in the broadeast domain so it won’t work (o redireet the
traffic between different host on dilferent VEANSs and on different subnets.
The sniffer conesole must be able to redirect the packets in the right dircction
otherwise the hosts won’( participate in communication.
The sniffer console must know where to route the packets so it must have the 1P and
MAC of the interested hosts.
The ARP attack slow down the network performance as well, it will require a ot of

processing on the sniffer console as well.
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5. The entry of the interested hosts must be present in the ARP cache as through ARP

poisoning we cannot insert a new entry in the ARP cache.

2.2 1P SPOOFING

TCP layer 4 (transport) is connection oriented in which session is maintained in
three way hand shake. The intruder change the destination address of the packet so (o
hide its own identity from the target machine. The destination addresss can be casily
masked and spoofed.

Bxamples of configurations that are potentially vulnerable include routers to
external networks that support multiple internal interfaces routers with two interfaces that
support sub-netting on the internal network proxy firewalls where the proxy apphications
use the source 1P address for authentication To gain access, intruders ereate packets with
spoofed source 1P addresses. This exploits applications that use authentication bascd on
IP addresses and leads to unauthorized user and possibly oot access on the targeted
system |31

1P spoofing helps a malicious user to launch other attacks like TCP-hijacking.
SYN-flooding, ARP poisoning, DOS attack and many more. Most ol the attacks start

with spoofed 1P addresses. This technique can be used conceal the attackers true identity

from the victim.

e




server then acknowledges the SYN message by sending SYN-ACK message Lo the chient,
The client then finishes establishing the conneetion by responding with an ACK message

The connection between the client and the server is then open, and the service-specilfic
data can be exchanged between the client and the server.

National University of Sciences & Technology
School of Flectrical Engineering and computer science
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fFigure 8 1P Spoofing |31]

2.3 TCP HIJACKING

When a client tries to create a TCP connection the ¢lient and server exchange a

sel messages. The client system begins by sending a SYN message to the serve The

Suppose we have two systems A and 3. they wants to open up a tep conneelion so
foliowing diagram.

that they can communicate. The process of the connection can be demonstrated by the
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- SYH.ISSa - -

ZF, - SYH.ASK. ISSh.AGK USSa+1 ~ 5
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Figure 6 TCP Hijacking [32]

The hacker trics o hijack a built connection as most of the authentication is done
in the initial steps so it is casy 1o get aceess (o the server. The hacker take over the TCP
session between two machines. The most popular method is the source routed packets. In
this the hacker can participate in the communication by making all the packels pass
through him or he can usc blind hijacking in which the hacker don’t get any response and
send a command which can be 1o set a password (o gel an access.

The other way of doing it is to guess the two sequence numbers. [ some how the
attacker gets the sequence numbers it can casily get over the conneetion.

FTP and telnet both uses TCP. Both of these protocols donot check lor the source
address 1.e the host who send the fake packet. Both these protocols consider the fake
packet to be from authentic client and thats how the attacker take over the connection.
The sequence number donot matches the authentic user and the connection is droped

hetween him and the server.

2.4 SYN- FLOODING

TCP connection is a three way hand shake protocol. Which initiates when the
client sends a SYN message 1o the server, which in response sends a SYN with ACK
messge and then client sends the final ACK which establishes the connection between
server and client. SYN flooding is achicved by creating a hall opened connection with the

server. The server is waiting for the ACK but the 1P is masked so that it never completes

5
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a connection. By doing so the hacker binds the server resources and flood it with SYN
messages. 1t helps in making a DOS attack | 5],

SYN- flooding donot change the confidential data on the target. It is not a threal
to the inteprity of the data. SYN-flooding mostly used (o make the service unavaiiable for
the clients who are trying 1o connect,

Most OSs had a table o limit the number of connection to it at a specilic time,

The attacker intend to fill this table with half opened connctions where the server s
waiting [or the final ACK. But now the OSs have efficient table scheduling which makes

it difficult to attack. This attack can be deseribed in these steps:

1. The attacker creates a fake packet with spooled source address.

2. SYN flag is sct in the packet so that afler receiving the server (ry o open a
conncction with the spoofed ip packet which don’t exist.
3. Vietim waits for the response from the source whose 11 was forged intoe the packet

{(which don’t exists).
4. Creating no connction with other clients.
5. After the attacker stops the SYN-Tooding the server goes back to normal stale.
6. Ttis difficult to crash a server with SYN-{looding.
7. M can be wsed to disable one side of a conncction in TCP-hijacking, as well as

authenticating and logging between servers.

)




National University of Sciences & Technology
School of Electrical Engineering and computer science

- SYN

e

Figure 7 SYN-Ilooding [33]

These attacks can be prevented by inercasing the table size so that it can
accommodate more connection, We can alocate more 100 byles ol space lor TCP
conneetions.

Another solution is to make the timeout for connection shorter. In this case the
server will remove all those requests which have spend more than the allocated time. So
in case of SYN-flooding the server will able to efficiently utilize the table and will free
the stack memory in order to comply to authentic chients.

The other way ol preventing is scleetive drop. When ever a new request lor
conncetion arrives the table remove the entry which was the oldest and atlocate that Lo the

new incoming connection.

2.5 BUFFER OVERFLOW

The bulfer overflow is a programatic error that results in erratic behavior ol a
program. 1t can be a malicious user trying to run a code a to breach the system sceurity. It
is a condition when a user trics (o input data that is beyond the storage of the fixed Tenpth

buller thus over writing the previous data,
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The aver written data might include other buffers, variables which might erash the
program or produce incorreet results, Buffer overllow cagses many vuinerabifitics whiceh
arc the basts for many malicious exploits| 61 7].

The buffer averflow valnerabitity attack against both legacy and newly developed
application is quite the same. The problem is its quite difficult to discover @ bulfer
overflows and exploit it, But in a wide varcity of ways buffer over llow can oceur.

In a classic buffer overflow exploit. the attacker sends data to a program. which it
stores in an undersized stack buffer. The result is that information on the call stack is
overwritten, including the function's return pointer. The data sets the value of the return
pointer so that when the function returns, it transfers control to malicious code contained

in the attacker's data. | 8|

Running narmal

LG KR L ORI E RENORY DA

POHITER
CONTROLS Vi

Halhad L

PREGRAM BLFFER STORING BFFER ST
IHSTHDLTGNS ENTLLER DATA, THARAETER 1)

PHOTRAST IS 10 HPRT IR, AlibRD

BUITER STURING
FWITOER DATA

Figure 8 Classic Bulfer Overflow [34]
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Figurce 9 Stack Buffer Overflow [35]

2.6 FORMAT VULNERABILITIES

il format vulnerabilities are taking the center stage in information system
securify threats faced by many enterprizes. Hackers exploiting this vuinerability create
well erafied malicious files which can trigger flaws in the operating system. Like a fike
format vulnerability in adobe acrobate might allow a malicious user to make & malicious
PDE file that compromises linux, windows, or machintosh systems. This vulnerability
usually triggers fMaws like buffer overflow in many applications. denial of service attack .

or execute arbitrary code. Most ol these {iles arc eralled in order o attack the OG5,

19
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Figure 10 Format Vulnerability|36]

2.7 SQL INJECTIONS

SOT., injection is one of type of web hacking that require nothing but port 80 and it
might just work even if the admin is patch-happy. It attacks on the web application {like
ASP, ISP, PHP, CGI. ete) itsell rather than on the web server or services running in the
08, 1t is a trick to inject SQL. query/command as an nput possibly via web pages. Many
web pages take parameters from web user, and make SQL guery to the databasce. Take for
instance when a user login, web page that user name and password and make SQE query
{o the databasc to check il a user has valid name and password. With SQL. Injection. itis
possible for us to send crafled user name and/or password ficld that will change the 5Q1

query and thus grant us something clse [9].

SOL injection is an exploit of vulnerability in the databasc ol an application. The
vulnerability exists if’ the user input is incorrectly checked for escape sequences or the

user input is dircetly fed into the querics. This result in manipualation ol actions

20
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performed on the database by the end user. For example we have a query which checks

for the user name and password for authentication in the capture the flag game.

Statement: sclect * from login where user name “Tuser” and user pass pass
Now if we put the password as: (a* or't’ 1) and user name as Nauman the query beeomes
Statement: seleet * from login where user name  “Nauman™ and user pass a0 or U
=71 Now pass ~’a” returns false but it is or with "t "t which returns always true.

The Jast segment returns true which is finally and with user name so this query

will always return a record and thus the user is authenticated without a valid password.

2.8 SHELL CODE FORMULATION

In the simplest variant, the retum address on the stack is overwritten with an
address of the attacker’s own code. Making (he stack memory pages non-execulable
makes placement of the attacker’s code on the stack harmless. This technigue typically
requires hardware support to be cfficient. Exceutable code can stll be injected if other

data arcas are exceutable {10},

Worm Hijacked Thread

&

1. Worm listens on port. Exploils target.

2. Sheti-code
reuses conneclion
and ereates shell

Attacker Targoet
3, Worm sends comumands 1o shell

Figure 11 Shell code Formulation worms sending shell commands | 374
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3oBheliis creatod

oy L _ o that connects the
: 2. Sheli-code connects to attacker U < iftacker and the
E targot
Attacker Fargel
4. Worm sends commands to shell
Figure 12 Shell code connecting 1o attacker [38]
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Chapier 3

ANALYSIES

The objective of this project is to make a CTE game that has all the vulnerabilitics
as discussed above. The game is like we have some dictators who wanis 1o take over the
world. To do that he should have a maximum number of soldiers. To start with. cvery
dictator have a fix number of soldicrs, to increase his army he buys the other dictator’s
army. In the end the winner would be the dictator with maximum number of soldiers. For
this we have a client-server architecture. The server hold the information about the
soldiers and the client is the dictator. The game is the main challenge because the rest of
the project is to identify the loop holes and exploit those vulnerabilitics, the mamn
objective is to create a sorl of network game with vulnerabilities. The players would use

any of the vulnerabilitics mentioned above to win the game and all those vulnerabihities

would serve as a case study for network sccurity. The language for this projeet would be

java. The server will publish the services and the clients will aceess them and it would be

Hike an RMI architecture.”

Client Program ) | Server Program
Iridarface lrnplerreniation
) F A
i L

E I

Systern

Fisurce [4 Basic RMI
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Figure 15 Reference Passing

The fisst design of application was a pure p2p. In which the clients do transaction
with each other. Each client was keeping information of cevery client (player) resource.
The basic probiem that arouse ol that was the synchronization of the database. et a
ransaction is made and during the update one of the participants goes offline, its databasc
won't get updated. Solution to this problem was cither cach participant keeps his
information or during login it synchronizes it with the rest of the participants, Both the
solution might slow down the run time of the C1F game. So an alternate solution of
hybrid p2p was chosen in order to cater for this problem. The hybrid P2P solution was

like this at the abstract level,
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Client €

16 Abstract P21 Diagram

The database was kept at a central server. All the transactions were made on the

distributed database. So there were no problems of synchronization. Following is the

architecture diagram of the C'T1 game.
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3.0 ARCHITECTURE DIAGRAM

‘j_

Farlicipant A

_

Particpant B

Fisure 17 Architeetore Diagram

According to this architecture the central server has to take care of the database.
The central server maintains information about all the available clients and keeps them up
1o date in case of any change. All (he transactions take place al the server secondly the

server is keeping track of the clients participating. When a client does fransaction it asks

26
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for a list of participants from the server that’s how the clients know who are the other

participants.

3.2 CLASS DIAGRAMS

3.2.1 CTY¥ Server Class Diagram

] ]

server interfaces >

AN JaN

i 1
GameServerimpl

-serialVersionUID : tong implemants

-participants veclor wirierfaces
] Sl ez y

-con :Gonnection Clientinter

-cal ; Calendar p

-difference © inl Imports rgotName(] . sling

+goting) | string
rgelPass()  slring
rgameQver(in message © stong) - slong

-curreniTime © int e -
-fiag : boot

-msg : string
+GameSarverimpl()
+matn(in argsi] : string) : void
+listdsers() : string
+doTransaction(in rec © string, in targ * string) amlerfaces

+registerClient(in ¢ © Clientinter) : hoo! GameServer

+istlsers()

‘do Transaction(in rec - sliing. in targ | slringy - vord
+rogisterClient(in ci » Clientlnter) - bool

Figure 18 Server Class Diagram
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3.2.2 CTF Client Class Diagram

client interfaces

Client

~name o siring
-pass o string
-1 string
-gamewinner ; string -~ opetNamed) o siving

-gamefinished : bool +getipl) - slring
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+registerClient() : void
+getName() @ string lmporis
+getPass() | stning S pY Py e
+getln) -« string

4+eNotily() © bool
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BufferOverflowClient

nane | string
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+oNolify() : bhool

rgamaeOver(in messags @ sbing) @ steing
Fmain(in args [} stiing) o void
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imports

Figure 19 Client Class Diagram
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3.3 FLOW DIAGRAMS

3.3.1 CTF Game Server Flow Diagram

Start )

Server
Initialized

Reqguest for

Connection
Yes

Authenticate :
Client No

Verify Client

Store Client |

Information Yes

Sends
Remote
Object

Termina@ "
e Yes

ame Qver
Time

Figure 20 Server Flow Diagram
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The server first initializes is self when 1t starts like hosting the service on a
particular port. Then the server gocs into the state of listening where the server wails for
~clients. If a participant (rics to conncct to the server it ask for a valid user name and a
password. 1 the user has provided correet password and user name, the chient pets
registered with the server and all the connected clients are notified of the new participant.
After the client 1s registered the server sends a remole object to the client so that il can

start its transactions from the other clients.

The client first initializes ifs ports, and make a stub which serve as the client
reference with the server as well as with the other participants. The client first scarches
for the server. H a server object is found i the remote registry it sends its imports the
object and trics to register by sending its own stub to the server the server takes the
uscrname and passwosﬁ and sends it Tor verification il the client 1s verified 1t s registered
at the server and information is passcd to other ¢lients as well, The client participates in

the game until it receives an interrupt {rom the server which is send afler a particuiar

period. The working of the client can be understood from the following figure.
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Figure 21 Client Flow Biagram
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3.3.3 Sequence Diagram

User Logm Conneciion Registar

I
I
|
!
|
|
|

Figure 22 Sequence Diagram
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3.3.4 Use Case Diagram

User

Connechon

Figure 23 Use case Diagram
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Chapier 4
IMPLEMENTATION

4.1 1P SPOOFING AND SYN-FLOODING

As stated carlier java don’t aliow accessing bellow application layer and it do not
allow forging source or destination 11 addresses in the packet so i order o demonstrate
1P spoofing and SYN-Flooding a scparate example was implemented using. RAW
sockets. As RAW sockets are disabied in WINXP SP2 this code can only be executed on
a Linux platform. Belore sending the packet to the destination the 1P ol the source 15
forged and then the packet is send with the SYN flag set so the server sends the SYN-
ACK 1o the forged 1P address. In order to accomplish SYN-Flooding 117 spoofing is not

necessary but is useful in order o hide the attacker™s identity

We can prevent 1 spooling by using filter routers which will not allow packelts
which has the 1P of your internal network through external interface and outgoing packet

with source 1P different from your internal - network.

1. One way is to cheek i we have a lotof SYN-reecived state

]

. Using UPC (usage parameter control) mechanism or policing
3. By controlling the tralfic, preventing congestion control the arrival rate of packets
according 1o the status of backlog.

4. By increasing the sive of the connection table

Lh

. By making the timeout for connection shorter

4.2 SQL INJECTION

But as the game is a Fight for resources so it would be better to change the
(ransaction guery in order gain benefit. The transaction 1s composed ol two query one
which adds 10 resources to the client and deduct 10 resources from the targel chient. The

query which deducts resources is as following.

et
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Statement: UPDATE items SUTT itemsnumberol item - {iiems.numberof fem-
10y "WIIERL items.user id in (scleet loginuser id from login where user name like

CMbatgeti ™)),

Now the query is supposcd fo take on target client 1o deduct the resources. What
happens is the sgl injection elient sum up all the clients currently playing the game. The
input is provided in such a way that instcad of deducting resources from one client it
subtracts rcsources from multiple clients. Suppose 5 clients including Nauman are
playing the game Nauman is the one running the sql injection client. The mput 1o the

server would be like:

Shumaiia® or user name like “Faurzan® or user name Hike AR - or user name ke

*Qasin: After that input the query becomes:

Statement: UPDATE jtems SET ttems.numberol item (items.numberol ilem-
10) "WHIERDE items.user id in (seleet loginuser id from login where user name like !

Shumaila® or user name like ‘IFauzan’or user name like "Ali ") ;")

The inner seleet return multiple records which are then updated by the update
Query. We can also run multiple queries in a single command on some databases. ke
mysqt, oracle cte. like “scleet * from login; drop table users:;” But due to limitations
in java such kind of query won’t exceute which returns multiple result sets or number for

updated rows.

The best way 1o prevent SQI. injection is to cheek the query for escape sequences
or the usc of parameterized querics. In parameterized queries the user input is not direetly
fed into the guery. inforcing parameterized querics means 1o avoid the chances that the
user input has embedded code for SQIL and they can be rejected at run time. The second
method is (0 check the code manually like using code review in order to cater this

vulnerability.

e
4
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4.3 BUFFER OVER FLOW

As we have mutable arrays in java and java make sure that user is not atlowed 1o

access the memory direetly so there are few chances to make a buffer overliow,

Due to this Hmitation of java language the only way to demonstrate @ buller
overflow attack was to use JNI Through the utility of JNI we can call any native

-

language code in java. So 1 have made a C 11 method which takes a String which an 1P
address of the client checks it by coping it into an unsigned char array. The array sive is
to accommodate a normal ipvd address. A separate buffer overflow client is made which
sends an arbitrary data to the client, which exceeds the Jimit of that butfer. Now when the
code tries to copy the huge data in the bulferit overflows. As the exception s thrown
outside the TVM so it cannot handle the problem. In order o know what problem has
oceurred it auto generales a log file which logs all the information related 1o the cause of

bulfer overllow.

There are some counter measures 1o avoid the buffer overflow with several
fradeolTs, The efficient way 1o avoid bulfer overflow problem s to - use automatic
protection at the programming level. One way is to use safc  libraries  which  have
checks for bound exceptions. Like strlepy () make sure that there is no stack overllow
rather than using strepy (). Other  way s (0 use stack smashing protection which
checks the stack that if a function returns with the stack altered the program ferminmales
with a scgmentation fault. There are many other ways to check for buffer over[tows ke

exeeutable space protection, address space layout randomization. and deep packet

inspeetion cte,
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Chapier §
RESULTS

Over ali this project was a great learning experience for me. T can now say thal
have quite an cxperience working in java and C/CH1, While making this project
encountered many challenges which were so vague in the begining that 1 thought they
were impossible but checking things on many forums and mformative sites helped me
understand those problems. Most of the sites don’t give any information about working al
link layer or below TCP layer the reason is the doubt that the vser might use this
information for malicious activitics. [ have come up with four of the vulnerabilities from
the attacks that were in consideration. These implementation will allow any mdividual 10
understand how these attacks are made and how they exploits different services. | have
provided solutions to detect or o prevent these attacks. Wheth can help the network
administrators to make their aslonomous network secure from these attacks. Most of
these attacks are not applicable nowadays like SYN-flooding duc o the elficient
scheduling of the stack in modern OSs but they of much more importance as they cover

all the basics to make a new attack.

-y

2
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Chapier 6
CONCLUSION

There is a large potential for the introduetion of network sceurity in many lields
of networking. All the organizations wants their data to be sceure and the integrity of
their data should be mantained under all circumstances.

The project provided a hybrid P2P solution for the C'F1 game on much more
secure language java, in which most of the attacks are alrcady taken carc ofl. But the
project provides sulficient information about those and how they can cxploil an
application in java language. Some of the attacks are still implemented in C/CH which
have a lot of vulnerable libraries with no bound checking measures.

The project provided a CTI game developed using RMI (remote method

invocation), rmi is supposed to be much more sceure. The project provide some very

highly stenificant case studies on how loop holes can be exploited i Java RMI,
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Chapter 7

RECOMMENDATIONS

As [ have chosen Java to be the implementation language so there were a lot of
Hmitation in implementing those attacks what 1 will suggest that in future this project can
be made in C/C 4 where these and many other attacks can be implemented. Like TCP-
hijacking, SYN-flooding cte. which were not implemented due fo lack of time.

These attacks will provide suitable case studies for the network administrators (o

have a strong grip over their network,
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Chapter 8

Deliverable(s)

Multi-player c-pamming envirenment on a java slatform with a vulnerable
& £ .

network which includes the following

1.

2.

']

0.

Game Logical Design
Game Physical Design

a) Client-Side GUJ

b) Server services
c) Identifying and creating loop holes in the network

Implementation

a) Client implementation

b) Server implementation
Test beds for testing network vulnerability in relation with some of the [oflowing
aspects:

a) ARP Poisoning

b) IP Spoofing
c) SQL Injections

d} Shell Code
c) Is1le Format
f TCP Hijacking
£) Bulfer overflow
h) SYN Flooding
Analysis and comparison of the test results.

Bocumentation
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8.1 SCHEDULFE OF DELIVERABLES
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e mentation

i
K Testing
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Documentation

Figpure 24 Deliverables
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Chapter 9
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