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ABSTRACT  

 

The smartphone and the internet have become an intrinsic part of our lives. In the current era, 

people mostly rely on smartphones to perform their tasks with convenience and efficiency. A 

lot of applications are available to facilitate users. Among all these applications, online 

banking applications are also gaining popularity in Pakistan. As a result of COVID-19, a lot 

of users in Pakistan switched to online banking. However, the most significant obstacles to 

the widespread use of online banking applications are security and usability concerns. 

The goal of this research is to analyse the security and usability of online banking 

applications in Pakistan. An investigation of security, usability, users’ education, and 

comparison with international online banking applications is carried out in this study. An 

online survey was used to collect users’ perspectives on security and usability issues in 

online banking.  To better understand the survey results interviews sessions were conducted. 

Survey and interview findings were compared to highlight the strengths and weaknesses of 

online banking applications in Pakistan.  

It is hoped that the findings of this thesis will help online banking service providers in 

Pakistan to recognize usability, security, and user education issues and make their services 

more secure, usable, and convenient. Additionally, this study aims to identify users’ needs 

and provide suggestions for improving the acceptance and usage of online banking 

applications in Pakistan.  

Keywords: Security, usability, users’ education, comparison
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CHAPTER 1:    INTRODUCTION 

 

 

Online banking is gaining more popularity in Pakistan, especially during the COVID-

19 pandemic. Because of the extensive usage of the internet, almost all organizations now 

offer online services to their customers. Banks, like other organizations, offer online services 

to their consumers. As banks are dealing with sensitive information, security and usability 

are the two biggest concerns about online banking.  

 

The purpose of this dissertation is to examine the security and usability of online 

banking applications in Pakistan. Users of online banking have access to a variety of handy 

banking services. The motivation of users to use online banking is influenced by security and 

usability. People are scared of using online banking due to security and usability concerns. In 

online banking, end-users face major challenges, especially with technical terms, security 

features, usability, and other technical issues [1]. 

Security-related materials might sometimes be too technical for laymen users to 

understand. End-users, especially those with a non-technical background, can be confused by 

terms like "digital signature," "verify," and "authentication''. Security concerns are one of the 

key factors that have been identified as impeding the growth and adoption of online banking 

services [4]. 
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Usability is one of the most important factors to consider when evaluating the quality of 

online banking services. In online banking, a poorly designed interface of applications can lead 

to many unexpected problems. If the online banking system interface is too complicated and 

restrictive, authorized users will face difficulty using it.  

The level of security is typically determined by the strength of the authentication 

techniques used in online banking. Customers use authentication to gain access to their 

personal and sensitive data. Banks should provide their customers with secure and simple 

authentication procedures; otherwise, the authentication procedure may become counter-

productive and inconvenient for users [2]. Customers' intentions to continue using online 

banking are positively influenced by authentication mechanisms. Unauthorized access, 

reputational damage through fraud, financial loss, identity theft, and disclosure of customer 

information can all be avoided with an effective, secure, and usable authentication system. 

Striking a balance between security and user experience in mobile apps and web banking is 

becoming increasingly difficult for online banking service providers [3]. 

 

Users can make financial transactions over the Internet with the help of online banking. 

Anyone, from any location, at any time can access online banking services. Most 

conventional bank services, such as bill payment, viewing account information, and financial 

management, are available through online banking. Online banking services can be accessed 

by a computer, a mobile phone, or a smartphone. 

 

Even though online banking has resulted in substantial improvements across banks in 

terms of rapid service engagement and service delivery, the same aspects of online banking 

security remain problematic [1]. The most significant problems while using online banking 
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services are related to security and usability. People are hesitant to use online banking 

services because of such issues [11].  

 

Security and usability are the two most important considerations in online banking. 

Usability is determined by five factors: efficiency, memorability, learnability, error 

prevention, and satisfaction. Security is determined by two of the most important factors: 

safety and privacy. Users prefer more conventional and familiar technologies, such as 

fingerprint or facial recognition, over approaches that are slightly more intangible, such as 

typing or gait analysis, in terms of usability [7]. 

1.1   Security  

The most important consideration in online banking is security. The goal of online 

banking security is to make users feel safe and secure. Security features are designed to give 

a shield or protection. The two most commonly used components of security are:  

Safety: The feeling of being safe comes from knowing that you are shielded from 

the things that can hurt you. 

Privacy: Privacy is a type of security that allows a person or a group to keep 

personal information private and express themselves selectively.  

Individuals, organizations, and institutions have the right to decide when, how, and to what 

degree their personal information is shared with others. [27]. Privacy is a metric that assesses 

how well the system safeguards the data of its users [21]. 
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The following mechanisms are used to provide security. 

 Authentication: Digital certificates are used to authenticate users and the banking 

system. This authentication method is based on the presence of a Public Key 

Infrastructure (PKI) and a Certificate Authority (CA), which represents a trusted third-

party signing certificate and attests to its validity [23]. 

 Non-repudiation: The usage of the International Mobile Equipment Identity (IMEI) has 

ensured that no one can deny a transaction [24].  

 Integrity: The usage of IMEI with elliptic curve cryptography ECC provides mobile 

users with integrity, non-repudiation, and protection against identity theft, the ECC over 

binary field is used for key generation, encryption, and decryption to ensure authenticity 

[24]. 

 Confidentiality: Secure Socket Layer (SSL) provides 128-bit encrypted security so that 

sensitive information sent over the Internet during online transactions remains 

confidential [25]. 

1.2   Usability 

The widespread use of mobile phones and the internet has resulted in the development 

of a variety of applications that provide users with convenient access to services and allow 

them to perform a variety of tasks at any time. An easy-to-use interface motivates users to 

use online banking services. The perceived usability of online banking has a big impact on 

consumers' decisions to use it [5]. To keep their information private and secure, customers 

should know how to use their online banking accounts appropriately. Because technical 

terminologies may cause consumers to discard the system immediately, security elements 
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must be usable and simple in their processes [1]. Usability refers to how simple it is to use a 

user interface [31]. According to Nielson's Model, usability is determined by five elements.   

The five attributes mentioned below are commonly used in usability [16]. These attributes 

are explained as: 

1. Learnability: Learnability means ease of learning for new users. The availability of 

guidance (e.g. accessed from the main page), manual, and help features that facilitate 

learning are important for the learnability attribute [26].    

2. Efficiency: Efficiency means the high speed of task performance. The inclusion of the 

main menu on the main page (that can be quickly accessed) is important for efficiency 

[26].     

3.  Memorability:  Memorability means usage over time. This can be achieved through the 

use of graphics and labeled icons. 

4.  Error Prevention: Error prevention means a low user error rate. Error prevention can be 

achieved by using a model that is close to the users’ mental model.           

5. Satisfaction: Users’ satisfaction. Users' satisfaction can be achieved with high safety and 

speed of task performance, ease of learning, memorability, and a low error rate. 

 

Different methods can be used to measure usability. Technologies Acceptance Model 

(TAM) demonstrates how external variables impact people's acceptance of new technology. 

The usefulness and ease of online banking services have a significant influence on the use of 

online banking according to the TAM concept. The modified TAM model distinguishes 

between perceived utility and perceived ease of use [5].  
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According to the Nielson model, usability is measured on two value scales and is measured 

as five product attributes: efficiency, learnability, error prevention, memorability, and 

satisfaction [31].  

The Theory of Planned Behavior was used to measure the acceptance of online banking 

in Tunisia. The Theory of Planned Behavior (TPB) is an extension of the Theory of 

Reasoned Action and is based on three basic components: attitude, subjective norm, and 

perceived behavioral control [32].  

1.3   Problem Statement 

An increase in the use of online banking has been seen, especially during the COVID-

19 pandemic, but the general public still hesitates about using it because of its usability and 

security issues. Several studies show users want usable security and better education. The 

main issue in the adoption of online banking applications is its difficult interface, the 

imbalance between security and user experience, and the lack of education about technology.  

Security, usability, and user education are the primary concerns in the adoption of 

online banking.  There is a need to identify the issues users face in the security and usability 

domains while banking online in Pakistan. There is a need to highlight the main reasons for 

not using online banking applications in Pakistan frequently. Furthermore, there is also a 

need for user education and users need to be identified in online baking applications. To 

increase the usage and to provide better, secure, and more convenient functionalities in 

online banking applications in Pakistan all these issues need to be identified and addressed.     
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1.4   Purpose of Study 

The primary goal of this research work is to investigate the usability and security of 

online banking applications in Pakistan from the perspective of the end-users. To examine 

the understanding, acceptance, and awareness of online banking among the general public in 

Pakistan, this work compares the Pakistani online banking system with the online banking 

applications in other countries to provide a comparison of their usability and security. This 

study also explores the level of user education and investigates the view and requirements of 

online banking applications. 

1.5   Research Questions 

Question 1: What is the level of understanding, acceptance, and awareness of online 

banking in Pakistan? 

Question 2: What reasons prevent or hinder the use of online banking applications in 

Pakistan?  

Question 3: What concerns do users have about the usability of online banking 

applications?  

Question 4:  What concerns do users have about the security of online banking applications?   

Question 5:  How do the security and usability of Pakistani online banking applications 

compare with international (non-Pakistani) online banking applications?   

Question 6:  Are user’s satisfied with the security and usability education/ security and 

usability-related information provided by online banking services providers?   

Question 7:  What recommendations can (usability and security) experts provide to online 

banking service providers in Pakistan?  
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1.6   Scope 

The scope of this thesis is to analyse the security and usability of online banking 

applications in Pakistan. This study assesses the usability (e.g. do users find it easy to use the 

interface of a banking application or do users face difficulties? Similarly, it also assesses the 

security features used by Pakistani banking applications. It also hopes to provide insight into 

questions such as “How important is convenience or security to the general public?” This 

work also attempts to determine whether or not users require additional security features e.g. 

transaction passwords to enhance protection for an online banking transaction. This research 

highlights the security configurations of systems that handle sensitive online transactions. 

Additionally, it compares Pakistani online banking applications to international online 

banking applications to identify gaps and areas of possible improvement.     

 

 The result of this work can be used to bring usability and security (e.g. design of 

interface or inclusion of additional security features) in line with the user’s needs and 

expectations. It will help banks to recognize those features that force users to select weak 

security measures while using online banking. This work also aims to help online banking 

service providers make their services more secure, usable, and convenient.  
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1.7   Limitations of the Study   

This research is focused on usable security and as such its goal is limited to the 

exploration of factors that determine acceptance of online banking. Also, due to time 

constraints, the scope of this study is limited to a survey and questions on common factors 

only.  

1.8   Advantages and Disadvantages of Online Banking 

The main advantage of online banking is convenience. Tasks such as account viewing, 

bill payment, transaction processing, and financial management are all available through 

online banking, just as they are in traditional banking. Additionally, online banking provides 

these services with higher availability (24/7) and lower overhead (e.g. users don’t have to 

wait in lines or go somewhere to conduct their transactions).   

There are also some drawbacks to online banking. Examples include:  

 Technology issues: users are not familiar with a technology mechanism; they may find it 

difficult to perform certain tasks.  

 Security issues: such as fraud or illegal access to an account through a hacked or stolen 

password or login information, may result in potential loss. 
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1.9   Target Group 

Academic and professional readers are the intended audience for this study. 

Additionally, this work can assist banks in better understanding customer needs in terms of 

online banking acceptance and usage.  

1.10 Application 

Online banking is a modern subject of study that has attracted a large research 

community. Online banking is popular because it provides 24/7 availability (regardless of 

location) and the ability to conduct efficient transactions (without waiting in queues).   

Usable security for instance a convenient interface that allows users to perform their tasks 

without any help and efficiently. It also provides protection that makes people feel more 

secure and confident. As a result, more people are willing to try online banking i.e. a 

favorable impact on the acceptance of online banking.    

  



11 
 

  

 

CHAPTER 2:    LITERATURE REVIEW 

 

 

This chapter is divided into two main sections. The first section provides the theoretical 

framework and the second section provides a review of existing literature in this domain.  

 

2.1   Background Concepts  

This section presents a description of the basic concepts of online banking.  

2.1.1 Online Banking 

There are several definitions for online banking, some of which are given below:  

 “Online banking enables users to conduct financial transactions over the Internet,” 

[33]. 

  “Online banking refers to the process of conducting financial transactions over the 

internet,” [6].  

 “Online banking aims to deliver banking services via the internet rather than through 

traditional bank locations,” [9]. 

 

 In the broadest sense, the term "online banking" refers to systems that allow bank customers 

to access their accounts as well as general information about bank products and services via a 
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computer or other intelligent device. Many banking transactions can be completed with 

online banking. An intelligent device could be used to check a bank account, request account 

transactions, and pay bills electronically. “The advantage of online banking is that you can 

pay bills superfast, and your account is automatically created or debited for each deposit 

and payment, making it easier to stay on track”(SUZE ORMAN),[39].  

In online banking, the most significant factors are security and usability. "Security 

refers to a customer's belief that making online payments is secure."[2]. “Usability is how 

easy it is to use an interface” [22]. Security further depends upon two factors: safety and 

privacy, while usability depends upon five factors, i.e., learnability, efficiency, memorability, 

error prevention, and satisfaction. 

 

Figure 2.1: Online Banking Model [41] 

 

The purpose of online banking security is to make users feel safe and secure while 

logging in [1]. Users favor methods that are more ubiquitous and familiar, such as fingerprint 
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or facial identification, over ones that are slightly less tactile and less understood, such as 

voice recognition, typing, or gait analysis [7]. 

2.1.2 Online Banking in Pakistan  

Online banking was initially established in Pakistan in the mid-1990s. Only one bank in 

Pakistan offered online banking services in 2004, and other banks eventually followed suit. 

Almost all banks now offer online and mobile banking in Pakistan. As a result of COVID-19, 

the majority of bank account holders in Pakistan, like the rest of the globe, have migrated to 

online banking and used it to carry out their transactions. 

2.1.3 Types of Online Banking 

There are various types of online banking, including PC banking, Internet banking, 

mobile banking, video banking, telebanking, and self-service terminals [40]. Internet banking 

and mobile banking are the most popular types.  

  

 Internet Banking: Internet banking is a service that allows customers to use a bank's 

official website to access several services. It can be accessed at any time and from any 

machine using any Web browser. 

 

 Mobile Banking: Users may access account information, make payments, get exchange 

rate information, and much more by using this type of banking. Customers may carry 

their bank with them wherever they go and conduct critical financial transactions at their 

fingertips by downloading the bank's online banking application to their smartphones. 
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2.2   Related Work  

Several studies have been conducted on the usability and security of online banking 

systems in different countries using different techniques.   

 

2.2.1 Review of Studies on Security of Online Banking 

A study on online banking security was conducted in Malaysia. In the study Human-

computer interaction, usability, and security were all investigated as part of the investigation 

[1]. An online survey was conducted to examine security issues associated with online 

banking. There were a total of 137 participants in the study. After the survey, the researchers 

conducted interviews with 37 people to gain a better understanding of end-user perceptions 

of online banking in the context of usable security. The findings of this study showed that the 

majority of consumers struggle to understand technical jargon, as well as the technical 

elements of warnings and information. To fulfill the usability requirements, there was no user 

guide accessible. Also, some people were dissatisfied with the current level of security, while 

others were not sure. Moreover, users were concerned about the security of online banking, 

this affected their behavior and perception of the service. The results suggest that initiatives 

to raise end-user awareness should be seriously considered. 

A study in Serbia was conducted on information security in internet banking [9]. The 

researchers reviewed customers' perceptions regarding their needs and familiarity with some 

of the concepts related to information security. An online survey was conducted to collect 

data. Statistical analysis and various tests were performed using SPSS. The findings indicated 

that users were unfamiliar with basic technologies and also identified the key risks associated 

with Internet banking. This is extremely important for both customers and banks because 
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customers must understand how to correctly use their internet banking account to keep their 

information private and secure. According to the findings, users should be aware of the 

security of their personal information as well as the risks that could damage their privacy and 

bank accounts when using online banking. Both banks and internet banking customers should 

work to resolve issues like avoiding online attacks and threats while banking online. 

A similar study was conducted to determine the elements that influence users' 

intentions to continue using online banking in Malaysia [4]. To collect data, researchers used 

a survey method and managed to obtain 163 participants. The data analysis and hypothesis 

testing were carried out using the SPSS and the Structural Equation Modeling (AMOS) 

approach. According to the results, perceived confidentiality, authentications, and data 

integrity have a positive impact on users’ intention to continue using Internet banking in 

Malaysia. Non-repudiation, on the other hand, was not a significant factor in users' intentions 

to continue using online banking in Malaysia. 

 

2.2.2 Review of Studies on Usability of Online Banking 
 

A study was conducted, to investigate the elements that influence users' willingness to 

use online banking in Shandong Province, China [5]. The researchers used the technology 

acceptance framework for this study. A survey with 52 participants was followed by an 

interview with 4 participants. According to the findings, perceived usability and perceived 

credibility were important characteristics that influenced consumers' intention to use e-

banking, while the importance of perceived ease of use and perceived cost were less 

important. Furthermore, difficulty in operation, unnecessary use, and security concerns were 

identified as barriers to the adoption of e-banking. The results suggest that banks should 
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focus on the most important variable, to maximize potential acceptance. Examples include 

maximizing strengths and minimizing flaws in e-banking systems and building precise 

market positioning strategies to align and manage customer expectations.   

 

2.2.3 Review of Studies on Usability and Security of Online Banking 

A research study was conducted, to analyse users’ opinions on the internet and mobile 

banking [3]. This study was conducted in Slovenia to learn more about how consumers think 

about security and how the authentication systems they employ affect user experience. An 

online survey was conducted among users of fifteen banks in Slovenia to gather data. The 

results of the survey were analysed and commented on by a small group of banking security 

specialists who were interviewed as a part of the study. These findings show that Slovenian 

consumers recognize security as the most important factor in online and mobile banking and 

that the vast majority of users are aware of available security features. Also, most users 

believe that additional passwords are essential for security while banking online. Moreover, 

respondents believe that Internet and mobile banking are useful, that they are generally easy 

to use, and that learning how to use them is easy. Furthermore, the participants believe that 

Slovenian banks' security features do not obstruct their use. Results indicate that users of 

Internet and mobile banking services rate security as the most important feature of these 

services, although they also demand products that are simple to use.  

The research study was conducted on the security and usability of single-factor 

authentication (SFA) and multifactor authentication (MFA) systems,[2]. In this study security 

and usability attributes of SFA and MFA were reviewed and addressed. This study involved 
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a survey with 302 participants (all of whom had at least two international bank accounts).  

Multi-factor authentication techniques were rated as safe and reliable, with a high usability 

rating. In terms of usability, both SFA and MFA were considered usable, whereas MFA was 

considered more secure and trustworthy.  

Another similar study was conducted to examine how the general public perceives 

biometrics in terms of understanding, awareness, and acceptance [7]. A survey of 282 

participants was used to gather the general public's views on biometrics. The researchers 

used thematic analysis and automated word vector analysis on the data to gain a better 

understanding of the term's perceptions and meaning. The findings show that while most 

people have a basic awareness of what biometrics is, their knowledge is usually confined to 

the techniques that they are most familiar with (e.g., fingerprints or facial recognition). 

Intangible methods (such as typing or gait analysis) are often overlooked or misunderstood. 

This showed that the public's understanding of these biometric methods should be further 

improved.  Overall, this study provides unique insight into consumers' opinions on 

biometrics, their understanding of biometric applications, and areas where users may be 

deficient in knowledge. 

A study was performed to analyse the effects of security and usability on electronic 

banking services [8]. The researchers used survey and regression analytic approaches to 

conducting their research. According to the findings, security and usability issues with 

electronic banking services, indicate that with improved security and usability, issues with 

electronic banking services are reduced.  

A study was conducted to identify the most popular online authentication methods used 

by international banks and compared them to the methods employed by six UAE banks [6]. 
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The researchers also discussed the challenges and attacks that these methods face in terms of 

authentication. The researchers examined and accessed the authentication mechanisms using 

two well-defined comparison matrices. One is based on characteristics and the other is based 

on attack vectors. The results showed that the threat of illegal access can be reduced if the 

authentication mechanisms utilized are advanced. Advanced authentication mechanisms that 

are reliable and not vulnerable can ensure that only authorized users have access to the secret 

information and that they are the only ones who can make the change. Additionally, the 

findings show that to avoid financial loss and reputation damage due to fraud, identity theft, 

customer information leakage, data corruption, or unenforceable agreements, an effective 

authentication system is required. 
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CHAPTER 3:   RESEARCH METHODOLOGY 

 

 

This chapter presents the thesis workflow: topic selection, theory selection, research 

procedure, data collection, and analysis methodologies. 

3.1   Workflow 

The approach used in this thesis is depicted in figure 3.1.  

 

Figure 3.1: Thesis Work Flow  

 

This research started with the selection of the “Analysing the Security and Usability of 

Online Banking Applications in Pakistan.”  This was followed by the preparation of relevant 
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research questions and a review of existing theoretical models. The researcher then discussed 

major concepts and some existing theoretical models to provide the background for this 

research. As the structured survey was developed and used to collect primary data.  The data 

from the survey was collected and analysed. A follow-up was then conducted using interview 

sessions with experts in the domain.  Lastly, the conclusions drawn and recommendations 

made for future work.  

3.2   Topic Selection  

The Selected topic is pertinent, and vital for the present and future generations. Online 

banking has been evolving rapidly, especially during the COVID-19 pandemic. Although 

online banking is gaining popularity, people still hesitate to use it because of its security and 

usability issues. This topic is also interesting and useful for the banking sector. By providing 

the answers to questions that are most significant for customers' adoption of online banking 

in Pakistan, this work can provide significant insight into the security and usability of online 

banking applications in Pakistan. 

There is sufficient literature relevant to the selected topic because usable security is a 

very important field, particularly in the banking sector.  

3.3   Theory Selection 

This study has used some established models that have a direct connection with the 

research questions of this thesis. The theoretical model employed in the thesis is Nielsen’s 

Model. Because of their strong resemblance to the research questions, the Nielsen Model was 

chosen.  
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The Nielsen model was chosen because it consists of five important elements: 

learnability, efficiency, memorability, error prevention, and satisfaction as described in the 

theoretical framework. These five elements are important for the adoption of technology. 

3.4   Research Process 

3.4.1 Research Method 

In the first step, this study will utilize a survey-based technique to collect primary data. 

In the next step, this study will interview to obtain expert opinion suggestions for improving 

the security and usability of online banking applications.   

3.4.2 Relationship between Quantitative and Qualitative Approach  

This study utilizes both quantitative and qualitative approaches. The relationship between 

these two is shown in figure 3.2.  

 

Figure 3.2: Quantitative and Qualitative Approach 
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3.4.3 Interview Participants Information  

 An interview session for in-depth insight was conducted regarding the security, 

usability, and user education in online banking applications. Suggestions for improvements 

were also requested during the interview. A request was sent to ten experts to participate in 

the interview session. 

Participation in the interview was voluntary, and participants had the open choice of leaving 

the interview at any stage. A total of eight participants took part in the interview session.  

 The first participant is a Post-doc researcher on HCI.   

 The 2ndand 3rd participants are online application developers with more than 7 years of 

experience.  

 The 4th and 5th
 participants are bank employees (in the IT department) with strong 

background knowledge of Information security (IS).  

 The 6th, 7th, and 8th participants have more than 5 years of experience in the information 

security department. 

 

3.4.4 Quantitative Approach  

According to Devin Pickell, a numerical and statistical analysis of statistical and 

numerical data is quantitative research (numbers and statistics) [35].  

In the first phase of this study, a quantitative approach is used. A questionnaire-based 

survey is developed and distributed. Then the data is collected and numerical and statistical 

analysis is carried out.   
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3.4.4.1 Design of Survey for Users 

All the research questions listed in section 1.5 were used to design the questions in the 

survey.  The survey design is based on commonly reported and underlying factors. 

Table 3.1: Design of Survey 

Sections Contents 

1 Demographic information and users/non-users ratio   

2 Reasons for not using online banking 

3 Awareness among users 

4 Usability analysis  

5 Usability analysis sub-section (manual/help features)  

6 Usability analysis sub-section (efficiency, memorability, error 

prevention, and satisfaction) 

7 Security and education analysis 

8 The ratio of international online banking users participating in the 

survey. 

9 Usability comparison with international online banking. 

10 Guidance/help feature comparison with international online 

banking. 

11 Remaining usability factor analysis comparison with international 

online banking. 

12 Security and education analysis comparison with international 

online banking. 
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3.4.4.2 Sampling Technique  

The designed survey was distributed among Pakistani nationals. The channels used for 

the distribution of the survey were online: email and social media. Convenience sampling 

was used meaning the online survey link was emailed to friends, family members, and 

university students (with the request to forward the link to their friends and acquaintances). 

Social media, including Facebook, WhatsApp, and LinkedIn was also used to distribute the 

survey. 

3.4.4.3 Data Collection  

Data can be gathered in a variety of ways. Interviews, surveys, panels, focus groups, 

participant observation, documentation, and databases are the most frequent data collection 

methods. This study will use primary data based on questionnaires and interviews. From the 

online survey distribution, a total of 302 responses were collected. Three responses were 

deleted after thorough consideration of all responses, and 299 were used for analysis 

purposes.  

3.4.4.4 Data Analysis  

The data collected by the survey will be analysed using the Statistical Package for the 

Social Sciences (SPSS), version 22. 

3.4.4.5 Interpretation of Findings 

The results of the survey will be presented in the form of tables.  

  



25 
 

3.4.5 Qualitative Approach  

In the second phase of this study, a qualitative approach involving non-numerical data 

that is open-ended (concept, descriptions, meanings, words, and more) will be used to collect 

data via interviews.  

3.4.5.1 Design of Interview for Experts  

Research questions number 3, 4, 5, 6, and 7 (listed in section 1.5) were used to design 

the questions in the interview. The structure of the interview is shown in table 3.2.  

Table 3.2: Design of Interview 

Sections Contents 

1 Participant’s experience in UX/UI/HCI or IS 

2 Questions related to usability analysis.  

3 Questions related to security analysis.  

4 Questions related to usability and security analysis.  

5 Questions related to user education.  

6 Questions related to comparison.  

7 Question on recommendation, suggestions. 
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3.4.5.2 Sampling Technique 

Ten experts were contacted to participate in this study. Eight participants consented to 

be interviewed. The channel used for the interview was online via Zoom. The interview 

questions were sent to all the participants one day in advance, so they could deliberate and 

prepare adequate answers.  

3.4.5.3 Data Collection  

In the second phase of this study, qualitative data will collect through an interview 

session. 

3.4.5.4 Data Analysis  

In the second phase of this study, the data collected through interviews will be analysed 

manually by the researcher.  

3.4.5.5 Interpretation of Findings 

In this phase, non-statistical data collected through interviews will be presented in the 

form of tables. 

3.4.6 Primary Data 

According to Fisher, primary data gathering is a phase in which the researcher 

discovers information through investigation rather than from existing literature [38]. 

Therefore, to fulfill the research goal, this study employs survey and interview research 

methods, in which primary data is obtained by questionnaire and interview. 
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3.4.6.1 Survey and Interview Methods  

To analyse awareness and acceptance of online banking applications by the general 

public as well as security and usability issues in online banking applications, it is important 

to understand the users' experiences and opinions on online banking applications. Therefore a 

questionnaire was created to collect data.  For an in-depth understanding of the survey 

findings, an interview session was held to collect data.   

 

3.4.6.2 Questionnaire/Interview Methodology 

Structured and unstructured questionnaires are the two types of questionnaires. 

Structured questionnaires consist of closed-end-type questions, while unstructured 

questionnaires contain open-ended-type questions. Structured questionnaires are used for 

quantitative investigations and have fixed options such as multiple-choice, yes/no, or 

true/false questions. Unstructured questionnaires consist of open-ended questions in which 

respondents are not limited to a single response option [37]. 

 

If a researcher wishes to quantify the study material and compare the perspectives and 

experiences of different users, Fisher suggests that they employ a structured questionnaire 

approach [38]. The questionnaire-based survey used in this research utilizes a structured and 

unstructured approach. On the other hand, the interview session utilizes an unstructured 

approach to obtain the perspectives and experiences of experts and compare them to the 

users’ perspectives.  
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3.4.6.3 Survey Format 

The survey should have a logical and sequential structure that allows the respondent to 

understand what the survey is about, and it should be concise [38]. The designed survey 

consists of 12 short sections.  

There are a variety of survey styles available, including dichotomous, MCQs, 

Checklists, Rating Scales, and Ranking Questions. In this survey, multiple-choice questions 

and rating scales were used for the structured questions. Multiple choice questions offer 

several possibilities from which the responder must choose the most appropriate or correct 

answer. For the rating scale questions, a rating scale is used, ranging from “strongly agree” to 

“strongly disagree”. As some questions are unstructured in this survey, white spaces 

(adequate for a short paragraph) were provided for responses.  

3.5   The research’s validity and reliability 

The author focused on peer-reviewed journal and conference articles to ensure the 

research's validity and reliability. The papers were found in Springer Link, IEEE, Google 

Scholar, ACM Digital Library, and Science Direct databases. All the chosen publications are 

from the online databases of the National University of Science and Technology. 

The following actions were taken to ensure the research's validity: 

 The questionnaire-based survey was designed based on existing research, theory, and 

models in the domain of acceptance of online banking applications.  

 302 responses were collected, out of which 299 responses were found to be complete and 

relevant. 
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  Following the survey results were used to obtain insight and compared to responses 

given by experts during the interview sessions.  
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CHAPTER 4:  RESULTS AND ANALYSIS 

 

 

This chapter presents the data analysis of the survey and interview. 

4.1   Survey  

The online survey was distributed through email and social media. The author 

requested family members, relatives, colleagues, friends, and friends of friends to participate 

in the survey and to further distribute survey links among Pakistani nationals. The author 

satisfies the audience by mentioning that all efforts will be made to protect participant 

identity; email addresses will not be collected, and all collected data will be used solely for 

educational purposes. Participation in the survey study was strictly voluntary, and 

participants could refuse to participate at any stage. The author received responses from the 

general public that way.    

4.1.1 Demographic Information 

This section presents demographic information (e.g. gender, age, education) of the 

respondents.  
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 Gender  

 

  

Figure 4.1: Respondents' Gender 

302 people actively participated in the survey, of which 186 (61.6%) were males and 116 

(38.4%) were females. 

 

Age  

 

Figure 4.2: Respondents' Age 

The result of the survey showed that: 219 (72.5%) respondents were from the 18-25 

year age group; 70 (23.2%) respondents were from the 25-35 year age group; 8 (2.6%) 

respondents were from the 35-45 year age group; 4 (1.3%) respondents were from the 45-55 

year age group, and 1 (0.3%) respondent was above the 55-year age group. 
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 Education 

  

Figure 4.3: Respondents' Education 

The results show that: 126 respondents were bachelor’s degree holders, 42 were 

master’s degree holders, 125 were college graduates, 7 were high school graduates, and 2 

were PhDs. 

 

 Computer Expertise 

  

Figure 4.4: Respondent's Computer Expertise 

The computer expertise of respondents was measured using a five-step Likert scale. 

The results show that 105 respondents' computer expertise was very good, 158 respondents' 

computer expertises were good, 41 respondents' computer expertises were fair and 2 

respondents’ computer skills were poor.  
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  Security Expertise 

  

Figure 4.5: Respondent's Computer Security Expertise 

The computer security expertise of respondents was measured using a five-step Likert 

scale. The results show that 15 respondents' computer security expertise was very good, 141 

respondents' computer security expertise was good, 126 respondents' computer security 

expertise was fair, 16 respondents' computer security expertise was poor and 4 respondents' 

computer security expertise was very poor. 

 

 Nationality  

  

Figure 4.6: Respondents' Nationality 

The results show that all the respondents were Pakistani nationals.  
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4.1.2 Users and Non-Users  

 Question: Do you use online banking? 

 

Figure 4.7: Users and Non-Users 

Figure 4.7 shows that out of 302 respondents, 224 (74.2%) were online banking 

application users, while 78 (25.8%) were non-users. 

 

 Hypothesis 1 (a) 

There will be a difference between the ratio of users and non-users of online banking 

applications. 

Table 4.1: Hypothesis 1(a) 

 

 

The results in Table 4.8 indicate:  

 The t-static value in the one-sample test is -5935.560 

 The degree of freedom, df, is 301 
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 The significance level, a p-value of the one simple test is 0.000, which is also written as  p 

< .001 

Interpretation of the results: The one-sample standard test has a significance level of alpha= 

0.05. The p-value from the above results is < .001 which is less than the significance level. As 

it is less than alpha, we can conclude that there is a difference between the ratio of users and 

non-users of online banking applications. Hence, hypothesis H1 (a) holds. 

 

4.1.3 Reasons for not using online banking  

  Question: What are your main reasons for not using online banking?  

  

Figure 4.8: Reasons for Not Using Online Banking 

Results show that out of 78 non-user respondents, 29 (37.2%) respondents were 

concerned about security, while 11 (14.1%) respondents said that, they shouldn’t get on with 

technology. 4 (5.1%) respondents said that online banking application services are not 

available through their bank, 6 (7.7%) respondents said that they had never heard of online 

banking, 14 (17.9%) respondents said that they were not using online banking because it's 



36 
 

difficult to use (usability issues), and 14 (17.9%) respondents described other reasons for not 

using online banking applications. 

 

Hypothesis 1 (b) 

 

Those who do not use online banking do so, generally, to avoid security and usability issues, 

Table 4.2: Hypothesis 1 (b) 

 

 

 

These results indicate that: 

 The t static value in the one-sample test is -43.317 

 The degree of freedom, df, is 77 

 The significance level, a p-value of the one-simple test is 0.000, which is also written as p 

< .001 

Interpretation of the results: The significance level of the one-sample test is alpha=0.05. The 

p-value from the above result is < .001 which is less than the significance level. As it is less 

than alpha, we can conclude that Hypothesis H1 (b) holds.   
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4.1.4 General Information 

Online banking Services Providers 

 Question: In Pakistan, which bank do you use for most of your online banking services?   

 

Figure 4.9: Service Providers 
 

The top five online banking service providers in Pakistan were included.  

Figure 4.9 shows that 62 (28.1%) respondents were Meezan Bank online banking services 

users, 83 (37.6%) respondents were Habib Bank online banking services users, 23 (10.4%) 

respondents were United Bank limited online banking services users, 12 (5.4%) respondents 

were Bank Alfalah online banking services users, 13 (5.9) respondents were Askari Bank 

online banking services users, 4 (1.8%) respondents were foreign online banking application 

users, and 24 (10.9%) respondents were other banks’ online banking services users.  
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Frequency of using online banking applications 

 Question: How often do you use online banking?  

 

Figure 4.10: Frequency of Using Online Banking Applications 
 

Figure 4.10 shows that 50 (22.6%) respondents were using online banking applications 

daily, 101 (45.7%) respondents were using online banking applications two to three times per 

week, 52 (23.5%) respondents were using online banking applications monthly, and 18 

(8.1%) respondents were using online banking applications rarely.  
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 Online Banking Applications 

 Question: Which online banking application do you commonly use?  

 

Figure 4.11: Commonly Use Applications 
 

Figure 4.11 shows that 202 (91.4%) respondents were using a mobile banking app, 10 

(4.5%) respondents were using a web banking application, and 9 (4.1%) respondents were 

using a credit card banking application. 
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 Control over Online Banking  

 Question: Do you think that using online banking is entirely within your control?   

 

Figure 4.12: Control over Online Banking 

 

Respondents' control over online banking applications was measured on a five-step 

Likert scale. Figure 4.12 shows that 26 (11.8%) respondents strongly agreed, 81 (36.7%) 

respondents agreed, 53 (24.0%) respondents were neutral, 60 (27.1%) respondents disagreed, 

and 1 (0.5%) respondent was strongly disagreed. 
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4.1.5 Usability Analysis 

This section is about usability analysis based on the five factors stated in Nielson’s 

model.   

Learnability 

Question: Do you know how to find informative guidelines, manuals, or how to use help 

features while using online banking applications?  

 

 

Figure 4.13: Availability of Guidance /Manual/ Help Features 

 

Figure 4.13 shows that 129 (59.4%) respondents were knowledgeable about help 

features, while 88 (40.6%) respondents were not aware of help features. 

  



42 
 

Question: Do you find manual/guidance/help features useful?   

 

 

Figure 4.14: Guidance/Help Features Usefulness 
 

The author further placed a question for those who know about help features, to 

understand how much help features are useful. A five-step Likert scale was used to measure 

the usefulness of help features. Figure 4.14 shows that 11 (8.4%) respondents strongly agree, 

77 (58.8%) respondents agree with help features’ usefulness, 37 (28.2%) respondents are 

neutral, and 6 (4.6%) respondents disagree with help features' usefulness. 
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Efficiency 

Question: Do you know all the features/functions provided in online banking applications?  

 

Figure 4.15: Familiarity with Features / Functions  

 

Results showed that 21 (9.7%) respondents strongly agreed that they knew all features 

and functions provided in online banking applications, 64 (29.5%) respondents agreed that they 

knew all the features and functions of online banking applications, 59 (27.2%) respondents 

were neutral, 70 (32.3%) respondents disagreed and 3(1.4%) respondent strongly disagreed 

that they knew all the features and functions of online banking applications. 
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Hypothesis 2(a) 

 

There will be a greater number of users who are not familiar with all functions/features 

provided in online banking.  

Table 4.3: Hypothesis 2 (a) 

 

 

The results indicate that:  

 The t static value in the one-sample test is -583.995 

 The degree of freedom, df, is 216 

 The significance level, a p-value of the one-sample test  is 0.000, which is also written as p 

< .001 

Interpretation of the results: The significance level of the one-sample test is alpha=0.05. The 

p-value from the above results is < .001 which is less than the significance level. As the p-

value it is less than alpha, hence, hypothesis H2 (a) holds and we can conclude that there are a 

greater number of users who are not familiar with all the features provided in online banking.  
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Question: Do you face any difficulties and/or problems when using online banking 

applications (e.g. unable to login, transfer money, etc.)?  

 

 

Figure 4.16: Difficulties / Problems 
 

Figure 4.16 shows that 48 (22.1%) respondents were facing difficulties and problems 

while using online banking applications, 50 (23.0%) respondents were not facing any 

difficulties or problems and 119 (54.8%) respondents were facing difficulties sometimes 

while banking online.  
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Memorability 

Question: Does your online banking application use graphics and helpful label icons for the 

convenience of customers using the application after a long time? 

 

 

Figure 4.17: Memorability Features 
 

Figure 4.17 shows that 35 (16.1%) respondents strongly agree with the question 

statement, 154 (71%) respondents agreed, 23 (10.6%) respondents are neutral, and 5 (2.3%) 

respondents disagree with the question statement.  
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Error Prevention 

Question: If you wanted to report a security breach or ask a question about the security of 

an online banking application, where would you do this (e.g. block/unblock debit card)? 

 

Figure 4.18: Error Reporting Features 
 

The result shows that 81 (37.3%) respondents said that they will call the helpline, 10 

(4.6%) respondents said that they will use a mobile app for this purpose, while 126 (58.1%) 

respondents said that they don't know where to report an error or incident. 
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Hypothesis 2(b) 

 

There will be a greater number of users who are unaware of where to report in case of an 

error/incident while banking online. 

Table 4.4: Hypothesis 2 (b) 

  

 

The results indicate that: 

 The t static value in the one-sample test is -1079.346 

 The degree of freedom, df, is 216 

 The significance level, a p-value of the test is 0.000, which is also written as p < .001 

 

Interpretation of the results: The significance level of the one-sample test is alpha= 0.05. 

The p-value from the above result is < .001 which is less than the significance level. As the p-

value is less than alpha, hence, hypothesis H2 (b) holds and we can conclude that there are a 

greater number of users who are unaware of where to report in case of error/incident while 

banking online.  
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Satisfaction  

Question: Do you think online banking applications in Pakistan are complicated for non-

technical users? 

 

 

Figure 4.19: Complicated for Non-technical Users 

 

Figure 4.19 shows that 32 (14.7%) respondents strongly agreed, 114 (52.5%) 

respondents agreed, 45 (20.7%) respondents were neutral, 25 (11.5%) respondents disagreed 

while 1 (0.5%) respondents strongly disagreed with the question statement that online 

banking applications in Pakistan are complicated for non-technical users.    
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Question: Do you think that the authentication features limit you when you use online 

banking applications?  

 

Figure 4.20: Authentication Features Limit Users 
 

Results show that 19 (8.8%) respondents strongly agree that the authentication features 

limit users while banking online, 115 (53%) respondents agree with the question statement, 37 

(17.1%) respondents are neutral, 38 (17.5%) respondents disagree, and 8 (3.7%) respondents 

strongly disagree with the question statement.  
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 Hypothesis 2(c) 

There will be a majority of users who want those authentication features that don't limit users 

while banking online. 

Table 4.5: Hypothesis 2 (c) 

 

The results indicate that: 

 The t static value in the one-sample test is -205.904 

 The degree of freedom, df, is 104 

 The significance level, a p-value of the test is 0.000, which is also written as p < .001 

 

Interpretation of the results: The significance level of the one-sample test is alpha= 0.05. 

The p-value from the above result is < .001 which is less than the significance level. As the p-

value is less than alpha,  hence, hypothesis H2(c) holds and we can conclude that there are a 

majority of users who want those authentication features that don't limit users while banking 

online.  
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4.1.6 Security Analysis 
 

This section is about the security analysis of online banking applications in Pakistan. 

  Question: Do you know the correct web address of your bank? 

 

Figure 4.21: Service Provider Web Address 
 

Figure 4.21 shows that 85 (39.2%) respondents said “Yes” that they know the correct 

web address of their bank; 96 (44.2%) respondents said “No” they don't know the correct 

web address of their bank, and 36 (16.6%) respondents were not sure about the correct web 

address of their bank.   



53 
 

Question:  In Pakistan, which authentication mechanism(s) does your bank mostly use for 

online banking applications?   

 

Figure 4.22: Mostly Used Authentication Mechanism 
 

Figure 4.22 shows that 157 (72.4%) of the respondents said that their bank mostly used 

usernames and passwords as an authentication mechanism. According to 32 (14.7%) 

respondents, their bank mostly used PIN as an authentication mechanism, 25 (8.3%) 

respondents said that their bank used fingerprint as an authentication mechanism, while 3 

respondents said that their bank used face recognition as authentication in online banking 

applications.  
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Question: Do you use the same password for different online banking applications? 

 

 

Figure 4.23: Same Password for Different Applications 

 

Figure 4.23 shows that 44 (20.3%) respondents were using the same password for 

different applications, 97 (44.7%) respondents were not using the same password for 

different applications, and 76 (35%) respondents were sometimes using the same password 

for different online banking applications.  
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Question: Does your bank verify your password for each online banking application 

separately (instead of allowing you to use the same password for all its online banking 

applications)? 

 

Figure 4.24: Password Verification for Different Applications 

 

Figure 4.24 shows that 80 (36.9%) respondents said yes, their bank verifies users’ 

passwords separately for each online banking application. 90 (41.5%) respondents said no, 

their bank does not verify passwords separately for different online banking applications, 

while 47 (21.7%) respondents didn’t know that their bank verifies passwords for each online 

banking application separately.   
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Question: Does your online banking application require additional authentication at the 

time of the transaction (e.g. image-based password, security question, one-time password, 

transaction password, etc.)?  

 

 

Figure 4.25: Additional Authentication Requirement 

 

Figure 4.25 shows that 106 (48.8%) respondents said yes, their online banking 

applications require additional authentication at the time of transaction. 103 (47.5%) 

respondents said no, their online banking applications don't require additional authentication 

at the time of the transaction, while 8 (2.6%) respondents said that they don't know whether 

their online banking applications require additional authentication at the time of transaction 

or not. 
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Question: Do you think that additional authentication is needed (e.g. during transactions)?  
 

 

 

Figure 4.26: Additional Authentication Needed 

Figure 4.26 shows that 180 (82.9%) respondents said yes, additional authentication is 

needed during transactions, 28 (12.9%) respondents said no,  additional authentication is not 

needed during transactions, and  9 (4.1%) respondents said they "don’t know" whether 

additional authentication is needed during transactions or not.   
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  Hypothesis 3 (a) 

There will be a greater number of users who will prefer additional authentication at the time of 

transaction. 

Table 4.6: Hypothesis 3 (a) 

  

The results indicate that: 

 The t static value in the one-sample test is -1240.083 

 The degree of freedom, df, is 216 

 The significance level, a p-value of the test is 0.000, which is also written as p < .001 

 

Interpretation of the results: The significance level of the one-sample test is alpha= 0.05. 

The p-value from the above result is < .001 which is less than the significance level. As the p-

value is less than alpha, hence, hypothesis H3 (a) holds and we can conclude that there are a 

greater number of users who prefer additional authentication at the time of transaction.  
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 User Education/Awareness 

 

 Question: Does your bank provide its customers with security-related 

information/guidelines? (e.g., regular update of software, use of strong passwords)  

 

 

Figure 4.27: Security-Related Information 
 

Figure 4.27 shows that 29 (13.4%) respondents strongly agree that their bank provides 

security-related information, 83 (38.2%) respondents agree that their bank provides security-

related information, 76 (35%) respondents are neutral about the question statement, 26 (12%) 

respondents disagree with the question statement, and 3 (1.4%) respondent strongly disagrees 

with the question statement.  
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Question: Do you know the various security features used by your online banking 

applications (e.g. digital certificate, HTTPS, lock icon, etc.)?  

 

 

Figure 4.28: Familiarity with Security Features 
 

Figure 4.28 shows that 24 (11.1%) respondents strongly agreed that they know the 

various security features used by their online banking applications, 44 (20.3%) respondents 

agreed with the question statement, 46 (21.2%) respondents were neutral about the question 

statement, 95 (43.8%) respondents disagreed, that they know the various security features 

used by their online banking applications, and 8 (3.7%) respondents strongly disagreed with 

the question statement.  
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Hypothesis 3(b) 

There will be a greater number of users who will not be familiar with most of the security 

features used by online banking applications. 

Table 4.7: Hypothesis 3 (b) 

  

The results indicate that: 

 The t static value in the one-sample test is -535.793 

 The degree of freedom, df, is 216 

 The significance level, a p-value of the test is 0.000, which is also written as p < .001 

 

Interpretation of the results: The significance level of the one-sample test is alpha= 0.05. 

The p-value from the above result is < .001 which is less than the significance level. As the p-

value is less than alpha, hence, hypothesis H3(b) holds and we can conclude that there are a 

greater number of users who are not familiar with most of the security features used by online 

banking applications.  

  



62 
 

Question: Do you think convenience or security is more important for you when using 

banking online applications?  

 

 

Figure 4.29: Convenience or Security 
 

Figure 4.29 shows that 21 (9.7%) respondents said that convenience is more important 

while banking online, 64 (29.5%) respondents said that security is more important while 

banking online and 131 (60.4%) respondents said that “both are equally important”, while 1 

(0.5%) respondent said neither security nor convenience is important.  
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Hypothesis 3(c) 

There will be a greater number of users who will prefer convenience and security while 

banking online.  

Table 4.8: Hypothesis 3 (c) 

 

The results indicate that: 

 The t static value in the one-sample test is -1130.291 

 The degree of freedom, df, is 216 

 The significance level, a p-value of the test is 0.000, which is also written as p < .001 

 

Interpretation of the results: The significance level of the one-sample test is alpha= 0.05. 

The p-value from the above result is < .001 which is less than the significance level. As the p-

value is less than alpha, hence, hypothesis H3(c) holds and we can conclude that there are a 

greater number of users who prefer convenience and security while banking online.  
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Question: How concerned are you about the security of online banking? Keep in mind that 

“security” means privacy, confidentiality, and proof of identity.  

 

 

Figure 4.30: Concerned About the security 
 

Figure 4.30 shows that 12 (5.5%) respondents were not at all concerned about the 

security of online banking, 45 (20.7%) respondents were a little concerned about the security 

of online banking, 64 (21.2%) respondents were concerned about the security of online 

banking, and 96 (31.8.2%) respondents were very concerned about the security of online 

banking. 
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Question: Which security measures are best for securing you against various kinds of online 

banking attacks? Select all that apply.  

 

 

Figure 4.31: Best Security Measures 
 

Figure 4.31 shows that 99 (45.6%) respondents said that self-awareness in security, 26 

(12%) respondents said that installing anti-malicious software, 12 (5.5%) respondents said 

limiting online activities, 57 (26.3%) respondents said users’ education, and 23 (7.6%) 

respondents said keeping software up-to-date are the best security measures for securing 

users against various kinds of online attacks.  
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Question: Which authentication features do you think are not necessary for securing your 

online banking applications? Select all that apply. 

 

Figure 4.32: Unwanted Security Features 
 

Figure 4.32 shows that 62 (28.6%) respondents said that password length is not 

necessary, 18 (8.3%) respondents said that uncommon passwords are not necessary, 16 

(5.3%) respondents said that complex passwords are not necessary, 54 (24.9%) respondents 

said that password change frequency is an unwanted feature, 14 (6.5%) respondents said that 

secret image is not necessary, 19 (8.8) respondents said that security questions are an 

unwanted feature, and 32 (14.7%) respondents said that none of the authentication features 

are unwanted features in online banking applications. 
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Question: Do you feel secure sending sensitive information during online banking 

applications? 

 

 

Figure 4.33: Feel Secure While Banking Online 
 

Figure 4.33 shows that 21 (9.7%) of respondents said that they strongly agree with the 

question statement, 74 (34.1%) respondents said that they agree with the statement, 101 

(46.5%) respondents said that they are neutral with the statement, and 21 (9.7%) respondents 

disagreed with the question statement.  
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Question: Are you satisfied with the security features currently provided by the online 

banking applications you use?  

 

 

Figure 4.34: Satisfaction with Security Features 
 

Figure 4.34 shows that 22 (10.1%) respondents were said that they strongly agree with 

the security features provided in online banking applications, 90 (41.5%) respondents said 

that they agree with the question statement, 58 (26.7%) respondents were neutral with the 

statement, and 46 (21.2%) respondents said that they disagree with the question statement, 

while 1 (0.5%) respondent strongly disagreed with the security features currently provided in 

online banking applications.    
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Question: Are advanced authentication methods used in your online banking applications? 

(Note: Simple authentication methods include passwords while advanced authentication 

methods include iris scan and facial recognition.)  

 

 

Figure 4.35: Advanced Authentication Methods 
 

Figure 4.35 shows that 80 (36.9%) respondents said yes their online banking 

applications use advanced authentication methods, 114 (52.5%) respondents said no their 

online banking applications do not use advanced authentication methods, and 23 (10.6%) 

respondents said they don’t know whether their online applications use advanced 

authentication methods like iris scan, face recognition, fingerprints, etc.   

  



70 
 

4.1.7 Comparison with International Online Banking 

 

This section compares the security and usability of online banking applications in 

Pakistan with international online banking applications.  

 This section repeated the same questions for international online banking applications as 

used for Pakistani online banking applications.  

This section further consists of two subsections; the first subsection is about the usability 

analysis of online banking applications, while the second subsection is about the security 

analysis of online banking applications. Only 15 responses were collected from the 

participants who had experience with both Pakistani as well as international online banking 

applications.  
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Question: Are you using any foreign bank account for online banking? 

 

 

Figure 4.36: Foreign Online Banking Application Users 
 

Figure 4.36 shows that 15 (6.9%) respondents were foreign online banking application 

users, while 203 (93.1%) respondents said that they were not using any foreign online 

banking applications.  
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Question: Which foreign online bank do you use for online banking applications (e.g. 

National Bank of Dubai, United Arab Emirates)?  

  

Figure 4.37: Foreign Countries/ Banks Name 

Figure 4.37 shows that 2 (13.3%) respondents were using Dubai Islamic Bank (UAE) 

online banking services, 7 (46.7%) respondents were using National Bank of Dubai (UAE) 

online banking services, 1 (6.7%) respondent was using Emirates Islamic Bank( UAE) online 

banking services, 1 (6.7%) respondent was using Standard Chartered online banking services, 

1 (6.7%) respondent was using online banking services of the bank located in EU, 1 (6.7%) 

respondent was using Deutsche Bank (Germany) online banking services, 1 (6.7%) 

respondent was using bank Banco do Brasil (Brazil) online banking services and 1 

respondent was using BNP Paribas (France) online banking services.   
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Usability Analysis of International Online Banking Applications 

The results on usability obtained from the limited users who used international online 

banking applications are shown in Table 4.9. 

Table 4.9: Usability Analysis of International Online Banking Applications 
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Table 4.9 shows that:  

 Learnability: The result shows that 14 respondents knew how to find manual help 

features while banking online. 3 respondents strongly agreed, 10 respondents agreed with 

the usefulness of help features, guidance, and manual, while 1 respondent was neutral.   

 Efficiency: The result shows that two respondents stated that they occasionally encounter 

difficulties or problems when banking online.10 respondents agreed, 3 strongly agreed 

with the question statement, that they know all the features provided in online banking 

applications, while 2 respondents were neutral with the question statement.  

 Memorability: The result shows that 8 respondents agreed, 6 respondents strongly 

agreed, while 1 respondent was neutral with the statement that their online banking 

applications provide memorability features. 

 Error prevention:  In case of error or incident report, 7 respondents said they will 

prevent errors by calling the helpline, 1 respondent said that they will use a mobile app 

for this purpose, 1 respondent said that they will use the web option, and 1 respondent 

said they will visit a bank branch, while 5 respondent said that they don't know where 

they will have to report in case of error or incident.  

 Satisfaction: The result shows that 2 participants strongly agreed, 2 participants agreed, 

4 participants were neutral, and 6 participants disagreed with the statement that the use of 

applications is complicated for non-technical users.  

The results showed that 2 respondents strongly agreed, 6 respondents agreed, 3 

respondents were neutral, and 4 respondents disagreed with the statement that the 

authentication features limit users.   
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Security Analysis of International Online Banking Applications 

Table 4.10 presents the results of the security analysis of international online banking 

applications. 

Table 4.10: Security Analysis of International Online Banking Applications 
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Table 4.10 shows that:   

 Do you know the correct web address of your foreign bank? 

The results show that 7 respondents said yes, they know the web address of their bank, 6 

respondents said no, and 2 respondents said they are not sure about the correct web 

address of their online banking services provider. 

 Which authentication mechanism(s) does your foreign bank mostly use for online 

banking applications?  

The results show that 8 respondents said that username and password were the most 

commonly used authentication mechanisms. 5 respondents said PIN, 1 respondent said 

fingerprint, and 1 respondent said that face recognition was most commonly used as an 

authentication mechanism. 

 Do you use the same password for different online banking applications? 

The results show that two respondents said they use the same password for different 

applications; five said no, and eight said they occasionally use the same password for 

different online banking applications. 

 Does your foreign bank verify your password for each online banking application 

separately (instead of allowing you to use the same password for all its online 

banking applications)? 

The results show that 10 respondents said yes to the statement, 3 respondents said no, 

while 2 respondents said they didn't know about the statement that their bank “verifies 

the password for each online application separately”. 
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 Does your foreign online banking application require additional authentication at 

the time of the transaction (e.g. image-based password, security question, one-time 

password, transaction password, etc.)? 

The results show that 12 respondents said yes, their online banking application requires 

additional authentication, while 3 respondents said no, their online banking application 

does not require additional authentication at the time of transaction. 

 Do you think that additional authentication is needed (e.g. during transactions) in 

foreign online banking applications?  

The results show that 10 respondents said yes, additional authentication is needed during 

transactions, 4 respondents said no, additional authentication is not needed during 

transactions, while 1 respondent said I don't know if additional authentication is needed 

during transactions.  

 Are advanced authentication methods used in your foreign online banking 

applications? (Note: Simple authentication methods include passwords while 

advanced authentication methods include iris scan and facial recognition.)  

The results show that 10 respondents said that their online banking application uses 

advanced authentication mechanisms, while 5 respondents said that their online banking 

application does not use advanced authentication mechanisms like face recognition or 

fingerprints. 
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User Education Analysis of International Online Banking Applications 

Table 4.11 presents the results of user education analysis of international online banking 

applications. 

Table 4.11: User Education Analysis of International Online Banking Applications  
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Table 4.11 shows that:  

 Do you know the various security features used by your foreign online banking 

applications (e.g. digital certificate, HTTPS, lock icon, etc.)? 

The results show that 2 respondents strongly agreed, 9 respondents agreed, while 4 

respondents were neutral with the question and stated that they know of various security 

features provided by foreign online banking applications.  
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 Does your foreign bank provide its customers with security-related 

information/guidelines? (e.g., regular update of software, use of strong passwords) 

The results show that respondents strongly agreed, 7 respondents agreed, while 1 

respondent was neutral with the question statement that their bank provides its customers 

with security-related information. 

 Do you think that your foreign online banking applications are convenient to use as 

compared to Pakistan's online banking applications?  

The results show that 4 respondents strongly agreed, 7 respondents agreed, 2 respondents 

were neutral, and 2 respondents disagreed with the statement that foreign online banking 

applications are more convenient in use as compared to Pakistani online banking 

applications.  

 Does your foreign bank allow you to create an account without physically visiting the 

bank (online account creation)? 

The results show that 12 respondents said yes while 3 respondents said no about the 

statement: that their foreign banks allow creating an online account.  

 Do you feel secure while sending sensitive information during foreign online Banking?  

The results show that 4 respondents strongly agreed, 9 respondents agreed, and 2 

respondents were neutral with the statement that they feel secure while sending sensitive 

information during international online banking. 
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Hypothesis 4 (a, b)  

There will be differences between Pakistani and International online banking (security and 

usability domain). 

Hypothesis 4 (a)  

Usability: 

Table 4.12: Hypothesis 4 (a) 

 

These results indicate that: 

Pair 1: 

 The t-static value is 0.693 

 The degree of freedom, df, is 12  

 The significance level, a p-value of the paired sample test is 0.502 
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Pair 2: 

 The t-static value is 1.76 

 The degree of freedom, df, is 12 

 The significance level, a p-value of the paired sample test is 0.104 

Pair 3:  

 The t-static value is 2.049 

 The degree of freedom, df, is 7  

 The significance level, a p-value of the paired sample test is 0.80 

Pair 4: 

 The t-static value is 3.207 

 The degree of freedom, df, is 12  

 The significance level, a p-value of the paired sample test is 0.008 

Pair 5: 

 The t-static value is 0.562 

 The degree of freedom, df, is 12  

 The significance level, a p-value of the paired sample test is 0.584 
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Pair 6:  

 The t-static value is 2.250 

 The degree of freedom, df, is 12  

 The significance level, a p-value of the paired sample test is 0.044 

Pair 7: 

 The t-static value is -2.650 

 The degree of freedom, df, is 12  

 The significance level, a p-value of the paired sample test is 0.021 

Interpretation of the results: The significance level of the paired sample test is alpha = 0.05. 

The p-values from the above results are 0.502, 0.104, 0.80, 0.008, 0.584, 0.044, and 0.021 

which are greater than the significance level. As p-values are greater than alpha, hence, 

hypothesis H4 (a) does not hold and we can conclude that there is no significant difference 

between the Pakistani and international online banking in the usability domain.  
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Hypothesis 4 (b)  

Security: 

Table 4.13: Hypothesis 4 (b) 

 

These results indicate that: 

Pair 1 

 The t-static value is -0.562 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.58. 
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Pair 2 

 The t-static value is 1.171 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.264 

Pair 3 

 The t-static value is 1.72 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.111 

Pair 4 

 The t-static value is -1.477 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.165 

Pair 5 

 The t-static value is 0.671 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.515 
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Pair 6 

 The t-static value is 0.898 

 The degree of freedom, df, is 12  

 The significance level, the p-value of the paired sample test is 0.387 

Interpretation of the results: The significance level of the paired sample test is alpha = 0.05. 

The p-values from the above results are 0.584, 0.264, 0.111, 0.165, 0.515, and 0.387, which are 

greater than the significance level. As p-values are greater than alpha, hence, hypothesis H4 (b) 

does not hold and we can conclude that there is no significant difference between the Pakistani 

and international online banking in the security domain.  
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4.2   Summary of Hypothesis Testing 

Table 4.14 summarizes all the hypotheses other than the usability-related hypothesis and 

security-related hypothesis and shows whether they were valid or not. 

Table 4.1: Hypothesis Summary 

 

Hypothesis 

   

Supported  

  Not-

supported 

 

H1 (a): There will be a difference between the ratio of 

users and non-users of online banking applications. 

 

          

            

 

 

H1 (b): Those who do not use online banking do so, 

generally, to avoid security and usability issues. 

 

         
          

 

 

H4 (a): There will be differences between Pakistani and 

International online banking (usability domain). 

 

 

 

X   

 

H4 (b): There will be differences between Pakistani and 

International online banking (security domain). 

 

 

 

X  
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4.3   Summary of Usability-related Hypothesis 

 

Table 4.15 summarises the entire usability-related hypothesis and shows whether they 

were valid or not.  

Table 4.1: Summary of Usability-related Hypothesis 

 

Hypothesis 

 

 

Supported 

Not -

Supported 

 

H2 (a): There will be a greater number of users who are not 

familiar with all functions/features provided in online 

banking. 

 

 

 

 

H2 (b): There will be a greater number of users who are 

unaware of where to report in case of an error/incident while 

banking online. 

 

 

 

 

 

H2 (c): There will be a majority of users who want those 

authentication features that don't limit users while banking 

online. 
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4.4   Summary of Security-related Hypothesis 
 

Table 4.16 summarises the entire security-related hypothesis and shows whether they 

were valid or not.   

Table 4.1: Summary of Security-related Hypothesis 

 

Hypothesis 

 

 

Supported 

Not- 

Supported 

 

H3 (a): There will be a greater number of users who will 

prefer additional authentication at the time of transaction. 

 

 
 

 

 

H3 (b): There will be a greater number of users who will 

not be familiar with most of the security features used by 

online banking applications. 

 

 
 

  

 

H3 (c): There will be a greater number of users who will 

prefer convenience and security while banking online.  
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4.5   Interview 

Usability 

Question: Do you think online banking applications (Mobile banking Apps and web 

Banking) in Pakistan fulfill the requirement of five factors of usability i.e., learnability, 

efficiency, memorability, error prevention, and satisfaction?  

Table 4.1: Interview Responses for Question on Usability 

 

Participants 

 

Answers 

 

 

1 

 

No, it does not fulfill all the requirements because in Pakistan most 

banks' online services are too much poor and end-users are not happy 

to use online services. If users have mistakenly done a wrong 

transaction it’s not given to whom report, users also face issues of 

efficiency because most of the time even after selecting the correct 

password users are unable to log in, and users also face difficulty after 

login time of inactivity. 

 

 

2 

 

No, there are some features available but only limited to 

memorability, etc. while no error prevention capabilities are provided 

and efficiency is also lacking.   

 

 

3 

 

Learnability +, Efficiency-, Memorability-, Error Prevention-, 

Satisfaction-. 

 

 

4 

 

Yes 

 

 

5 

 

Nope, I don’t think mobile applications fulfill these five factors. The 

error handling is little to none in any of the banking applications, it is 

required to call them in case of transaction failures and 24 hours for 

them to respond to the request. In terms of features, a lot of banking 

applications lack basic features, like Bank A mobile application does 

not support SUI NORTHERN GAS (which is the only source of Gas 

in the northern region) to date. SC mobile applications even lack basic 

features like touch ID login.  
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In terms of satisfaction, I think only 12 mobile applications are to the 

level where somewhat can see they’re somewhat satisfactory. But in 

general, mobile applications are way below the threshold. They do not 

support basic functionality like card blocking, and logging requests 

(like checkbook/ATM, etc), and even good applications like that of 

Bank A do not support credit card blocking.  

 

 

6 

 

Yes to an extent they do. They fulfill basic needs and are easy to 

understand. In terms of efficiency, I would rate them somewhere like 

3/5. There are issues I’ve had like not receiving OTP on time etc, 

however, many edge cases are not covered like what if I have poor 

signals and cannot receive OTP? I would rate this around 4/5. In 

terms of satisfaction, I am satisfied; however, it is not a strong 

satisfaction. 

 

7 

 

No 

 

 

8 

 

While we are very behind our international counterparts, I would say 

that the banking experience in Pakistan is decent. It fulfills the basic 

requirements and is secure. 
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Security 

Question 1: Do you think additional transaction passwords are needed while banking online 

(other than OTP)? 

Table 4.2: Responses for Question 1 on security 

 

Participants 

 

Answers 

 

  

1 

 

Yes, additional passwords are needed for strong security. We 

prefer additional passwords because it’s more secure against some 

attacks like shoulder suffering etc.  

 

2 

 

Yes, a few banks provide this feature before making the 

transaction. They used to send half the resisted mobile number 

and the second half part on registered email.   

 

3 

 

Transaction passwords and login passwords are both a 

requirement based on the current threat landscape (along with 

OTPs).  

 

4 

 

Yes, they are annoying; however, they make me feel secure. 

 

5 

 

Yes, I think OTP is necessary but sometimes it is not enough. 

Having more security is always good, however, they’re only 

useful if you’re doing a transaction with someone for the first 

time, if they’re a saved recipient, I think OTP should suffice.  

 

 

6 

 

 

They are needed. Let’s say you’re transferring an amount to a 

person for the first time, additional transaction passwords are 

necessary but in the case where we’ve already been sending to 

that specific user, it shouldn’t be necessary.   

 

7 

 

Moreover, I think in the case of big transactions above X (like 

50,000PKR) the OTP along with additional passwords should be 

a must. 

 

8 

 

Not for already added beneficiaries 
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Question 2: Are you satisfied with the security features currently provided by online banking 

applications in Pakistan?  

Table 4.3: Responses for Question 2 on Security 

 

Participants 

 

Answers 

 

 

1 

 

Yes 

 

2 

 

We want some strong security features other than OTP. 

 

3 

 

Yes 

 

4 

 

Security features in banking apps are stipulated by SBP’s ETGRF. If the 

application complies, then the security features are enough. 

 

5 

 

Depending on the application, some banks have an overly complicated 

process, like; apart from OTP, which requires the user to enter 2 passwords 

(1 sent via email & 1 sent via text message). This slows down the process 

and sometimes people might not have access to the registered e-mails.  

  

 

6 

 

Some on the other hand do not even have strong password requirements 

like SC. 

 

7 

 

Yes. I am satisfied with the terms of security features. When you login in 

case of a new browser, OTP is sent. When adding a new account, there is 

an OTP check there as well. I can reduce/increase transaction limits. 

Moreover, I can also add location-based transaction blocking. These things 

in my opinion make the application extremely helpful. 

 

8 

 

To an extent, they should include NFC and one-click payment solutions as 

well.  
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Usability and Security  

Question 1: Do you think the login process needs improvement while banking online in 

Pakistan (Mobile banking, web banking) from both a security and usability perspective?  

Table 4.4: Responses for Question 1 on Usability and Security 

Participants Answers 

 

1 No, I think users are familiar with and compatible with the login 

process. 

 

2 

The login process does not need improvement in the usability 

domain, but in the security domain, there should be more options for 

security other than written passwords.   

3 Yes, the login process can be improved from UI/UX side and also 

from a security perspective. Length, special character, password 

change prompting, dynamic keyboard while punching the password, 

and many more ways. 

4 The login process is secure enough if OTPs, text passwords, and 

login passwords are implemented. Similarly, client-side biometrics if 

available can serve usability pretty well.  

 

5 

Some banking applications require you to have a separate password 

for mobile apps and a separate password for Web Apps. This is 

something that complicates things and reduces the usability aspect of 

the process. However, in terms of security, I think all banking 

applications should have a high threshold requirement for 

passwords, which is missing.  

 

6 

I think the current process works fine. All security measures are well 

placed and things shouldn’t be complicated. However, I think MFA 

integrations (like Google Authentication) would be a good idea 

where OTP is not being received (in case of a lack of mobile 

signals).  

 

7 

The apps I am using (A and SC) both have Face ID login, which is 

the quickest way to log in. So I would say it's fine as it is. 

 

8 

For usability, client-side biometric availability may improve the 

login process.   
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Question 2: Do you think authentication features like image-based passwords are more secure 

and convenient to use while banking online?  

Table 4.5: Responses for Question 2 on Usability and security 

 

Participants 

 

Answers 

 

1 

 

Yes, image-based passwords are secure as well as convenient in use 

because in image-based passwords there is no need for memorization.  

 

2 

 

From the users’ perspective, it’s easy and convenient. However, 1 

password kind of application can be handy also.  

 

 

3 

 

No, they are a lot ambiguous, and harder to keep track of and 

remember. Coming up with uniqueness for different passwords/uses is 

highly difficult as well. Meanwhile in my opinion they do not provide 

any added security. Highly prone to shoulder surfing too.  

 

 

4 

 

Yes 

 

 

5 

 

I think they’ll do amazing. Right now most password authentication 

means are based on conventional means. People are accustomed to 

them, which is why they’re widely adopted. Image-based passwords 

would be a new thing; I would love to have them.  

 

6 

 

I think they are good when used in place of MFA/OTP. However, if 

this is a single mode of authentication I don’t think they’ll be that 

good when compared with conventional means.   

 

7 

 

No 

 

 

8 

 

It’s more convenient to use  
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User Education 

Question 1: Do you think online banking service providers should educate users about 

security measures to avoid online attacks (regular updates of software, installing anti-

malware software, use of strong passwords, etc.)?  

Table 4.6: Responses for Question 1 on User Education 

Participants Answers 

1 Yes 

 

2 

Yes, the bank must provide information regarding security. Most users 

don’t have enough security information on how to avoid security 

attacks and also updates regarding software updates as well as using 

anti-virus software.  

 

3 

 

Yes, Indeed it is very important and the bank should use some tutorials 

or webinars for its customers. 

 

4 

 

As per SBP’s requirements, periodic users awareness campaigns are 

conducted by all banks using the alternate channel, SMS and emails, 

etc 

 

5 

 

Yes, this is extremely necessary, Majority of the people in Pakistan 

avoid using banking applications because they don’t have adequate 

knowledge of it and think they’ll be hacked. If adequate knowledge is 

provided to the customers they’ll be able to understand the application 

while being secure and be able to fully utilize the banking experience. I 

believe banking application is a need of the modern era, this would 

help in-app adaptability as well. 

 

 

6 

 

These updates should be done forcefully in my opinion as well. Many 

common attacks should be explained and their prevention should be 

documented and educated to the customers as well. 

 

7 

 

Yes, frequent but not too frequent updates should be given (once a 

week max).  

 

8 

 

Yes, it's the most important issue, users should educate in this regard. 
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Question 2: Do you think online banking service providers should educate users about security 

features to perform safe online banking (HTTPS, lock screen icon, Digital certificate, etc.)?  

Table 4.7: Responses for Question 2 on User Education 

 

Participants 

 

 

Answers 

 

 

1 

 

Yes 

 

2 

 

Yes, it’s the most important thing for banks to educate users about online 

security features and also guide them on which mode of app users should 

use.  

 

3 

 

It is of utmost importance in the current time frame to avoid fraudulent 

transactions to secure customers as well as the bank's reputation.  

 

4 

 

Yes, it’s already being done by all FIs/DFIs 

 

 

5 

 

I think that would be a little overkill since most of the users are laymen 

using the application, knowing about how HTTPS works or digital 

certificate works would complicate things and they’ll likely avoid using the 

application instead.  

 

6 

 

I think this is necessary as well. Knowing the lock sign should be there, 

and the digital certificate should be there and signed are necessary to 

prevent any hacks, etc.  

 

7 

 

Yes, frequent but not too frequent updates should be given (once a week 

max). 

 

8 

 

Yes, I think users should know about all these security features to avoid 

phishing and other attacks.  
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Question 3:  Do you think online banking service providers should educate users about where to 

report in case of incidents/errors?  

Table 4.8: Responses for Question 3 on User Education 

 

Participants 

 

Answers 

 

 

1 

 

Yes 

 

2 

 

Yes, banks must guide users about where to report in case of 

incident/errors at the initial stage of any transaction (using which option 

in the mobile app or web-banking) 

 

3 

 

Yes, I guess there should be a hotline. In case of any breach, the end 

customer can immediately access and proceed. Banking services should 

communicate and educate users and this should be available in seconds.  

 

4 

 

There is a customer service channel; however, I believe customers 

should be educated in this regard too.  

 

5 

 

Yes, this is necessary. Right now everyone calls customer support for 

any issue where you have to call them and queues are high. If the mobile 

application itself would have the reporting issue, this would speed up 

things and help the users too.  

 

6 

 

Yes, there should be a proper plan for an incident response as well. 

 

7 

 

Yes, it’s necessary 

 

8 

 

Yes, users should be educated on the top priority in this regard. 
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Comparison with International Online Banking Applications 

Question: Do you think that there is any difference between Pakistan and international 

online banking (in the security and usability domain)?  

Table 4.9: Responses for Question on Comparison between Pakistani and International Online 

Banking Services 

Participants Answers 

1 I don’t think there will be any difference in the security and usability 

domain.   

 

2 

Yes, there are multiple differences. In terms of online transfer from one 

country to another and different countries. Moreover the login process 

with the dynamic keyboard. Online shopping and transactions required 

final approval with an app notification or sending code on a registered 

mobile number. Online e-statement is available within mobile 

applications. Easy to use and a lot of features available in-app/online as 

compared to mobile banking in Pakistan.  

 

3 

Security features are compatible, (ETGRF is mostly based on PCI-DSS). 

Usability differs from platform to platform. 

 

4 

 

No, international chains use the same software as they have abroad.  

 

5 

I think applications in Pakistan do not have sufficient security and 

usability measures, I have seen a few international ones and they’re very 

well thought out and built.  

6 I haven’t personally used them but from what I’ve heard, they have very 

tight security and adhere to a lot of strict and adherent locations like (in 

terms of credit card data ->PCI-DSS, in terms of regulations GDPR), etc. 

7 No 

 

8 

Online banking apps for these banks are more or less the same abroad as 

well. However, there are other great banking apps such as Venmo which 

offer more ease of use. 
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Expert’s Suggestion 

Question: Do you want to suggest any improvement in the security or usability domain of 

online banking applications in Pakistan?  

Table 4.10: Responses for Question on Suggestions for Improvement 

Participants Answers 

1 Must educate users first, 2nd additional password other than OTP is 

necessary. 

2 Activation map within your online mobile application/web application. 

For example, this card or account can work in ABC geographical area. 

Setting/editing the lower and upper limits of online and cash 

withdrawals month-wise and week-wise.  

3 ETGRF and related regulatory and compliance requirements should be 

fulfilled in their true spirit. The user experience should be incorporated 

into the design phase too.  

4 Add more features such as 1-click payment and NFC. 

5 Strong Passwords (not common password, special characters, OTP), 

error reporting within the application, saved password- Touch/face ID 

authentication for faster login, intuitive menu, and the ability to 

manage cards must be something that is a must. 

 

6 In terms of security, I think there should be robust pen/internal security 

testing. The developers should know about secure coding practices. 

Secure libraries should be used. Updated standards should be 

followed. Regulation should be followed. A sonarr cube is a tool used 

for code testing, this should be used. Updated and approved 

cryptography algorithms must be used. Latest threats and data 

breaches must be monitored to prevent the same issue from being 

caused here, this will improve the internal security by margins. 

7 No need to ask for transaction passwords for already added 

beneficiaries.  

8 Introduce one-touch pay and NFC payments. They should also look at 

normalizing QR payments. 
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4.6   Discussion of the Results  

 The usability results of the survey and interview are discussed in table 4.27. 

Table 4.1: Usability Results of Survey and Interview 

 

Usability 

 

Survey 

 

Interview 

 

Learnability 

 

Learnability features 

(guidance, manual/help 

features) are available and 

useful. 

 

 

Learnability features are 

available and useful. 

 

Efficiency 

 

Users sometimes face 

difficulties and problems, 

efficiency is lacking, while 

using OB applications. 

 

Expert opinions indicate that 

users are not fully satisfied 

with the efficiency of OB 

applications. 

 

Memorability 

 

Memorability features like 

graphics and label icons are 

available and helpful. 

 

 

Memorability features should 

be available at the login phase 

too.  

 

Error 

Prevention 

 

Users don’t know about the 

availability of error/incident 

reporting features in OB 

applications. 

 

 

Error prevention/ error 

handling features should be 

available in OB applications. 

 

Satisfaction 

 

Users are not strongly 

satisfied. 

 

Experts are not strongly 

satisfied. 
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The security results of the survey and interview are discussed in table 4.28. 

Table 4.2: Security Results of Survey and Interview 

 

Security 

 

Survey 

 

Interview 

 

Additional 

Authentication 

 

Additional authentication is 

needed at the time of the 

transaction. 

 

Additional authentication other 

than OTP is needed at the time of 

the transaction. 

 

The user education results of the survey and interview are discussed in table 4.29 

Table 4.3: User Education Results of Survey and Interview 

 

User Education 

 

Survey 

 

Interview 

 

Security 

Information 

 

Banks provide their 

customers with security-

related information. 

 

Very little security-related 

information is provided by banks for 

their customers. Banks should 

provide more education and 

awareness in this regard. 

 

Security Features 

 

The majority of users don’t 

know about the security 

features provided in OB 

applications for security. 

 

 

Users should be educated about 

security features provided to provide 

security in OB applications.  

 

Error Reporting  

 

The majority of users don’t 

know about error reporting in 

OB applications. 

 

Users should be educated about 

error reporting in OB applications.  
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The survey and interview results of comparison between Pakistani and international 

online banking applications are discussed in table 4.30.  

Table 4.4: Comparison between Pakistani and International Online Banking Applications 

 

Comparison 

 

 

Survey 

 

Interview 

 

Comparison between 

Pakistani and 

International online 

banking applications 

in usability and 

security domain  

 

 

Due to the limited number 

of responses received from 

international users, no clear 

difference was found 

between Pakistani and 

international OB 

applications. 

 

 

Security features are more or less 

comparable. International online 

banking applications are easier to 

use and have more features 

available than OB apps in 

Pakistan. 
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CHAPTER 5:  CONCLUSION AND RECOMMENDATIONS 

 

 

5.1   Conclusion  

The research work was carried out to analyse the security and usability of online 

banking applications in Pakistan. A review of related work showed that several factors 

influence the adoption of online banking applications. Some of these factors were listed 

frequently by different authors. The most significant among these are security and usability. 

An analysis of these two factors was made using two methods. Firstly a questionnaire-

based survey was carried out on Pakistani users.  In this regard, 302 responses were received 

from Pakistanis via an online survey distribution. Secondly, an interview was carried out 

with eight experts to provide insight into the findings obtained in the earlier survey. 

According to the findings of the survey, a total of 302 participants took part in the 

survey. Out of those, 224 users were using online banking applications, while 78 respondents 

were not using online banking applications. Results demonstrate that people are still skeptical 

about using online banking applications due to security, usability, and technical terminology 

concerns, that support [1]. The results also show that among online banking applications, 

mobile banking applications are the most commonly used in Pakistan. 
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Regarding usability, online banking applications do not fulfill all five usability features 

according to Nielson’s model.  

 Efficiency:  As most users say that they are not familiar with all the features and 

functions provided in the applications, users sometimes face difficulties while banking 

online, especially during the login and transaction processes, which shows a lack of 

efficiency. An Expert's opinion also confirms that users are not satisfied with the efficient 

features of online banking applications. 

 Memorability: According to interview findings, in experts’ opinion, users face 

difficulties after a long time of inactivity as most of them forget passwords, so it takes 

time to get back to normal functioning while banking online. 

 Error Prevention: According to survey results, most users do not know where to report 

an error or incident, and interview findings confirm that some banks do not provide these 

types of features, such as card blocking in mobile banking applications.  

 Satisfaction: According to survey and interview findings, users are overall not satisfied 

with the usability features of online banking applications. 

 

Regarding security analysis, the results of the survey show that the majority of users say 

that additional security features are necessary for online banking applications. Expert 

opinions confirm that additional authentication apart from OTP is needed at the time of the 

transaction, that support [3].  

According to experts, some security features limit users e.g. requiring users to enter two 

passwords (one sent via email and the second sent via text message). This type of security 

feature slows down and complicates online banking for users. The results also show that 
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users are satisfied with the login process because users are more comfortable with commonly 

used authentication features. However, experts suggest the inclusion of secure and usable 

biometric authentication (like fingerprints and face recognition). This suggestion is also 

supported by Oliver Buckley and Jason R.C. Nurse, 2019, [7]. The findings from the survey 

demonstrate that image-based passwords are convenient to use, but according to experts’ 

opinions, image-based passwords should be used as a second authentication option only. 

They should never be used as a single source of authentication.  

This research also finds that both usability and security are equally significant in online 

banking applications in Pakistan. At present users are not familiar with most of the security 

features and information provided to protect and conduct secure online banking. Expert 

opinions also confirm the survey findings that users should be educated about security 

features and security measures to avoid becoming targets of online attacks. The survey 

results show that most users do not know where to report in case of an error or incident. An 

expert’s opinion also confirms the finding that online banking service providers should 

communicate and educate users about proper reporting procedures (by using which option in 

mobile app and web banking) in case of error or incident. These options should be available 

in seconds. 

As only a small number of international online banking users took part in the survey it 

is infeasible to generalize the differences between Pakistani and international online banking 

applications, particularly in terms of security and usability. However, the data does indicate 

that international online banking applications provide more functionality as compared to 

Pakistani online banking applications. According to experts’ opinions, security features in 
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Pakistan are comparable with international online banking applications, while usability 

features varied from country to country. 

5.2    Recommendations  

The results suggest that improving security, usability, and user education can increase 

the adoption of online banking applications in Pakistan. 

 The results also show that users require stronger and more usable authentication 

features, especially in the transaction phase. In the usability domain, online banking service 

providers should prioritize the five usability factors. 

 It was also found that the error prevention factor is missing in most online banking 

applications. In the cases where it is available users are unaware of its presence. Online 

service providers should provide these error reporting facilities for users within the 

applications, also these features should be available within a fraction of a second.  

Efficiency and memorability factors also need improvement. In some cases, users face 

difficulties while receiving OTP due to lack of signals, unavailability of registered source for 

receiving OTP/emails, and the need for additional devices, so there should be some built-in 

option for additional authentication like an additional password. This additional password 

should not be image-based but it should be usable and efficient. 

 Most users were satisfied with how memorability was provided. Almost all the service 

providers provide label icons and graphics; however, users mostly face difficulties in using 

applications after a long time of inactivity because they have forgotten their passwords. All 

service providers should provide touch-ID and face-recognition as login options in online 
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banking applications. By implementing these recommendations, higher user satisfaction can 

be achieved in online banking applications in Pakistan.  

Lastly, the user should be educated about security measures, security features, and error 

reporting. According to SBP users' awareness campaigns, adequate knowledge should be 

provided to the customers so they can understand the application and fully utilize it securely. 

As recommended by one expert, the design phase of the banking application should 

incorporate user experience, and related regulatory and compliance requirements (e.g. 

Enterprise Technology Governance and Risk Management Framework ETGRF) should be 

fulfilled in its true spirit. 

5.3    Future Work  

Future work can include the security and usability analysis of online banking services 

like one-touch pay, NFC, and QR payment systems. Researchers can also investigate which 

aspects of security and usability contribute to unfavorable attitudes toward accessing these 

services, as well as how attitudes might be changed to make these services more likely to be 

used. Furthermore, a more thorough exploration can be made to understand the user 

experiences and perceptions of these online banking services in Pakistan.   
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APPENDIX A 

 

Appendix A contains the questionnaire that was used to collect responses from users and 

non-users of online banking applications in Pakistan. 

1. Screening Survey  

2. What is your gender? * 

 Male 

 Female  
 

2. What is your age? *  

 18-24 years old  

 25-34 years old 

 35-44 years old 

 45-55 years old 
 

3. What is the highest education level you have completed? * 

 High School 

 College  

 Bachelor 

 Masters 

 PHD 
 

4. How would you rate your general computer expertise? * 

 Very good  

 Good 

 Fair 

 Poor 

 Very poor 
 

5. How would you rate your computer security expertise?  * 

 Very good  

 Good 

 Fair 

 Poor 

 Very poor 
 

6. What is your nationality? * 

 _________ 

 

7. Do you use online banking? * 

 Yes 

 No 

Logic:  Section “2” is hidden if “Do you use online banking?” is “Yes” 
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   2.  Non-users  

   Description: Reasons for not using online banking  

1. What are your main reasons for not using online banking? * 

   Concerned about security (don’t trust online banking) 

   Don’t get on with technology 

   Not available through my bank 

   Never hear of online banking 

   It's difficult to use (usability issues) 

   Other _____  
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3. Users of Online Banking 

1. In Pakistan, which bank do you use for most of your online banking services? * 

 Meezan Bank 

 Habib Bank 

 United Bank Limited 

 Bank Alfalah  

 Askari Bank 

 None (i am not using any Pakistani bank for online banking) 

 Other ______ 

Logic: Section “6” is open if “In Pakistan, which bank do you use for most of your online 

banking services?” is “None” 

2. Who recommended you to use online banking? Select all that apply. * 

 Family member  

 Working organization 

 Friends 

 Bank 

 Other______ 

 

3. How frequently do you physically visit your bank branch per month? * 

 Less than 1 

 1 to 3 times  

 4 to 8 times 

 Over 8 times 

 

4. How often do you use online banking? * 

 Daily  

 2 to 3 times per week 

 Monthly 

 Rarely 

 

5.  Which online banking application do you commonly use? Select all that apply. * 

 Mobile Banking App 

 Web Banking 

 Credit card 

 Other ______ 

 

6. Do you think that using online banking is entirely within your control? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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  4. Usability analysis of online banking applications 

1.   Do you face any difficulties and/or problems when using online banking applications 

(e.g. unable to login, transfer money, etc.)? * 

 ________ 

 

2.  Do you know how to find informative guidelines, manuals, or how to use help features 

while using online banking applications? * 

 Yes 

 No 

Logic: The following question no 3is hidden if “Do you know how to find informative 

guidelines, manuals, or how to use help features while using online banking applications?” 

is “No” 

3. Do you find manual/guidance/help features useful? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

4. Do you know all the features/functions provided in online banking applications? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly agree 
 

5.  Does your online banking application use graphics and helpful label icons for the 

convenience of customers using the application after a long time? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

6.   If you wanted to report a security breach or ask a question about the security of an 

online banking application, where would you do this (e.g. block/unblock debit card)? * 

 _______ 
 

7. Do you think online banking applications in Pakistan are complicated for non-technical 

users? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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8.  Do you think that the authentication features limit you when you use banking online 

applications? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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5.   Security analysis of online banking  

1. Do you know the correct web address of your bank? * 

 Yes  

 No  

 Not sure 

 Other____ 

 

2.  In Pakistan, which authentication mechanism(s) does your bank mostly use for online 

banking applications? Select all that apply. * 

 Username, Password 

 PIN 

 Image-based Password 

 Fingerprints 

 Face recognition 

 Other___ 

 

3. Do you use the same password for different online banking applications? * 

 Yes 

 No 

 Sometimes 

 

4.  Does your bank provide its customers with security-related information/guidelines? (e.g. 

regular update of software, use of strong passwords) * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

5.  Does your bank verify your password for each online banking application separately 

(instead of allowing you to use the same password for all its online banking 

applications)? * 

 Yes 

 No  

 I don’t know 
 

6.  Do you know the various security features used by your online banking applications (e.g. 

digital certificate, HTTPS, lock icon, etc.)?  

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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7.  Does your online banking application require additional authentication at the time of the 

transaction (e.g. image-based password, security question, one-time password, 

transaction password, etc.)?* 

 Yes 

 No  

 I don’t know 

 

8. Do you think that additional authentication is needed (e.g. during transactions)? * 

 Yes 

 No 

 I don’t know 
 

9.  Do you think convenience or security is more important for you when using banking 

online applications? * 

 Convenience  

 Security 

 Both are equally important 

 Neither 
 

10. How concerned are you about the security of online banking? Keep in mind that 

“security” means privacy, confidentiality, and proof of identity. * 

 Not at all concerned 

 A little concerned 

 Concerned 

 Very Concerned 
 

11. Which security measures are best for securing you against various kinds of online 

banking attacks? Select all that apply. * 

  Self-awareness in security  

  Installing anti-malicious software 

  Limiting online activities 

  Users education 

  Keeping software up to date 

  Other _______ 
 

12. Which authentication features do you think are not necessary for securing your online 

banking applications? Select all that apply. * 

  Password length 

  Uncommon password 

  Complex password 

  Password Change frequency  

  Secret image  

  Security question 

  None  

  Other______ 
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13. Do you feel secure sending sensitive information during online banking applications? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

14.  Are you satisfied with the security features currently provided by the online banking 

applications you use? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

15.  Are advanced authentication methods used in your online banking applications? (Note: 

Simple authentication methods include passwords while advanced authentication 

methods include iris scan and facial recognition.) * 

 Yes 

 No  

 I don’t know 
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6.   Foreign Online Banking  

1. Are you using any foreign bank account for online banking?  

 Yes 

 No 

Logic: The remaining sections are hidden, if “Are you using any foreign bank account for 

online banking?” is “No”. (Submit survey) 
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7.  Foreign Online Banking  

1.  Which foreign online bank do you use (e.g. National Bank of Dubai, United Arab 

Emirates)?* 

 ________ 

 

2.  Does your foreign bank allow you to create an account without physically visiting the 

bank (online account creation)? * 

 Yes 

 No 

 I don’t know 

 

3.  Do you find any difficulties and problems while dealing with your foreign online 

banking (e.g. unable to login, transfer money, etc.)? * 

 ______ 

 

4. Do you know how to find informative guidelines, manuals, or how to use help features 

while using foreign online banking applications? * 

 Yes 

 No  

Logic: question 5 is hidden if “Do you know how to find informative guidelines, manuals, 

or how to use help features while using foreign online banking applications?” is “No” 

Foreign Manual Helpful   

5.  Do you find manual/ guidance/help features useful? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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8. Usability Analysis of Foreign online banking 

1.  Do you know all the features/functions provided in your foreign online banking 

applications? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 

 

2. Do your foreign online banking applications use graphics and helpful label icons for the 

convenience of customers using the applications after a long time? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly agree 

 

3. In foreign online banking, if you wanted to report a security breach or ask a question 

about the security of an online banking application, where would you do this (e.g. 

block/unblock debit card)? * 

 ______ 

 

4. Do you think online banking applications in foreign are complicated for non-technical 

users? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 

 

5. Do you think that the authentication features limit you when you use foreign banking 

online applications? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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9. Security analysis of foreign online banking  

1. Do you know the correct web address of your foreign bank? * 

 Yes 

 No 

 Not Sure 

 other _____ 
 

2. Which authentication mechanism(s) does your foreign bank mostly use for online 

banking applications? Select all that apply. * 

 Username, Password 

 PIN 

 Image-based Password 

 Fingerprint 

 Face recognition 

 other _______ 
 

3. Do you use the same password for different foreign online banking applications?* 

 Yes  

 Sometimes 

 No 
 

4. Does your foreign bank provide its customers with security-related 

information/guidelines (e.g. regular update of software, use of strong passwords)?  

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

5. Do you think that your foreign online banking applications are convenient to use as 

compared to Pakistan's online banking applications?* 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

6. Does your foreign bank verify your password for each online banking application 

separately (instead of allowing you to use the same password for all its online banking 

applications)?* 

 Yes 

 No  

 I don’t know 
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7. Do you know the various security features used by your foreign online banking 

applications (e.g. Digital Certificate, HTTPS, lock icon, etc.)? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
 

8. Does your foreign online banking application require additional authentication at the time 

of the transaction (e.g. image-based password, security question, one-time password, 

transaction password, etc.)? * 

 Yes 

 No 

 I don’t know 

 

9. Do you think that additional authentication is needed (e.g. during transactions) in foreign 

online banking applications? * 

 Yes  

 No 

 I don’t know 

 

10. Which authentication features do you think are not necessary for securing your foreign 

online banking applications? Select all that apply. * 

  Password length 

  Uncommon Password 

  Complex Password 

  Password Change Frequency  

  Secret Image  

  Security Question 

  None 

  Other ______ 
 

11. Do you feel secure while sending sensitive information during foreign online Banking? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly Disagree 
 

12. Are you satisfied with the security features currently provided by the foreign online 

banking applications you use? * 

 Strongly agree 

 Agree 

 Neutral 

 Disagree 

 Strongly disagree 
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13. Are advanced authentication methods used in your foreign online banking applications 

(Note: Simple authentication methods include passwords while advanced authentication 

methods include iris scan and facial recognition.)? * 

 Yes  

 No 

 I don’t know  
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