
The Impact of Business Analytics in Information Security Risk 

Management 

 

 

 

 
By 

 
Ayesha Naseer 

 

(Registration No: 00000169011) 

 

 

 

 

Thesis Supervisor: Dr. Adil Masood Siddiqui 

 

 

 

 

Department of Computer Software Engineering 

Military College of Signals 

National University of Sciences & Technology (NUST) 

 

Islamabad, Pakistan 

(2023) 



  

The Impact of Business Analytics in Information Security Risk 

Management 
 

 

 

 

By 

Ayesha Naseer 

 
(Registration No: 00000169011) 

 

A thesis submitted to the National University of Sciences and Technology, Islamabad, 

in partial fulfilment of the requirements for the degree of 

Doctor of Philosophy in 

Software Engineering 

 
 

Thesis Supervisor: Dr. Adil Masood Siddiqui 

 

 

 
Department of Computer Software Engineering 

Military College of Signals 

National University of Sciences & Technology (NUST) 

 
Islamabad, Pakistan 

 
(2023) 



  

 



  

 



  
 



  

 
 

 



  

 
 

 



i  

 

DEDICATION 

 

 

 

 

 

 
This PhD thesis is dedicated to my honorable 

teachers, family and friends for their love, 

endless support, guidance, and inspiration. 



ii  

ACKNOWLEDGEMENTS 

 

 
Thanks to Almighty ALLAH for all the uncountable blessings. 

 

I would like to express my sincere gratitude to my supervisor Dr Adil Masood Siddiqui 

for his support and guidance during my studies. His comments and fruitful suggestions 

helped me complete my dissertation in a timely fashion. 

I would also like to thank my GEC committee members Dr Hammad Afzal, Dr Naima 

Iltaf, Dr Fahim Arif, and Dr Mukarram Khan for their tremendous support and 

cooperation. 

A special thanks also goes to Dr Humza Naseer for helping me with my research 

publications. 



iii  

ABSTRACT 

 
The organizations protect information resources and maintain competitive advantage by using 

risk driven and controlled centered security management systems. These systems are very useful 

in the prevention of threats that exploit common vulnerabilities. To react against attacks that are 

volatile, developing and complex for example Advanced Persistent Threats, they are not very 

effective. These dynamic and complex threats require a timely, agile, and sophisticated response 

capability to gather, integrate and analyze data to perform operational and strategic security 

operations. The modern organizations use Real Time Analytics as unique Business Analytics 

Capability that help them in gathering, combining, and analyzing business incidents efficiently. The 

capability of Real Time analytics to response important business information has achieved a lot of 

consideration in the existing literature. However, inadequate research has been done on how 

enterprises enhance agility in Incident Response process. 

 

That research presents the research gap as mentioned above by exploring the research question: 

How does use of real-time analytics in the incident response process improve enterprise cybersecurity 

performance? To better understand how enterprises utilize real time analytics capabilities to infuse 

agile characteristics in their incident response process, this research gathered qualitative data from 

twenty experts’ interviews and used data comparison process that employs simultaneous 

exploration and analysis. The results informed a theoretical framework that enlightens how 

organizations enable agile features of swiftness, innovation, and flexibility in incident response 

process using salient characteristics of Real-time analytics such as complex event processing, decision 

automation, and continuous and on-demand data analysis. 

 

The incident response dynamic strategies collectively real-time analytics capabilities with help 

enterprises to identify and respond to cyber security incidents as-they-occur, which in turn, 

improve the overall organization security performance and gives both economic and strategic 

advantages. 

 

The descriptions related to the proposed theoretical framework make contribution in the existin 

literature of business analytics, agility in business operations and incident response strategies. The 

findings of this study give a valuable guidance for future research on how agile characteristics are 

enhanced and developed in the incident response process. 



iv  

TABLE OF CONTENTS 

DEDICATION .................................................................................................................. i 

ACKNOWLEDGEMENTS ............................................................................................ ii 

ABSTRACT...................................................................................................................... iii 

LIST OF FIGURES ........................................................................................................ vi 

LIST OF TABLES ......................................................................................................... vii 

LIST OF ACRONYMS ................................................................................................ viii 

LIST OF PUBLICATIONS ........................................................................................... ix 

CHAPTER 1:  INTRODUCTION… ............................................................................... 1 

1.1 Motivation and Problem Statement ............................................................................... 2 

1.2 Contribution .................................................................................................................. 4 

CHAPTER 2:  LITERATURE SURVEY. ................................................................... 10 

2.1 Business Analytics Capability ..................................................................................... 10 

2.1.1 The Realtime Analytics Capability .................................................................... 13 

2.2 Cybersecurity Incident Response Process ................................................................... 18 

2.3 Deficiencies of Incident Response Process ................................................................. 25 

2.4 Contingent Resource Based View Theory .................................................................. 27 

CHAPTER 3:  DESIGN AND METHODOLOGY .................................................... 30 

3.1 Research Methodology ................................................................................................ 30 

3.2 Selection of Interviewees and Research Domain ........................................................ 33 

3.3 Data Collection ............................................................................................................ 37 

3.4 Data Investigation process .......................................................................................... 39 

3.5 The Real-time Analytics Capabilities ......................................................................... 43 

CHAPTER 4:  RESEARCH CONTRIBUTIONS ....................................................... 47 



v 

 

4.1 The Theoretical Framework......................................................................................... 47 

4.2 Agile Characteristics in Incident Response… ............................................................. 48 

4.3 Environmental Factors ................................................................................................ 50 

4.4 Organizational Security Performance ......................................................................... 53 

4.5 The Theoretical Framework......................................................................................... 55 

CHAPTER 5:  DISCUSSION AND FUTURE RESEARCH. .................................... 66 

5.1 Contribution of the Study ............................................................................................ 66 

5.1.1 Contribution For Research ................................................................................. 67 

5.1.2 Contribution for Practice .................................................................................... 68 

5.2 Limitations and Future Research… ............................................................................. 70 

 

REFERENCES. ............................................................................................................. 72 

 

APPENDIX A: INTERVIEW GUIDE......................................................................... 80 



vi  

LIST OF FIGURES 

 

 
Figure 1.1 Overview of Research Methodology… .............................................. 5 

 

Figure1.2. Real-time Analytics in Organizational Security Performance ............ 6 
 

Figure 1.3 Thesis Outline ................................................................................... 10 
 

Figure 2.1 Literature Integration ......................................................................... 12 
 

Figure 2.2 Decision Support Systems Evolution… ............................................ 14 
 

Figure 2.3 Latency Vs Business Value ............................................................... 17 
 

Figure 2.4 Incident Response Process Stages .................................................... 22 
 

Figure 2.5 Compromise Collection Cycle ........................................................ 23 
 

Figure 3.1 Data Analysis Process ....................................................................... 32 
 

Figure 4.1 Data Structure ................................................................................... 38 
 

Figure 4.2 The Proposed Theoretical Framework ............................................. 43 



vii  

LIST OF TABLES 

Table 2.1 Applications of Business Analytics in Various Industries ..................... 15 

Table 2.4 Weaknesses of Information security Risk Management Process ........... 21 

Table 2.5 Weaknesses of   Incident Response Process ........................................... 25 

Table 3.1 Interview Experts Profiles ....................................................................... 30 

Table 3.2 Data Analytics Process ............................................................................ 34 

Table 4.1 Interpretations from Qualitative Data ...................................................... 39 



viii  

LIST OF ACRONYMS 
 

 
 

Business Analytics Capabilities BAC 

Real Time Analytics Capabilities RTAC 

Incident Response Process IRP 

Incident Response IR 

Advanced Persistent Attacks APAs 

Information Security Risk Management ISRM 

Business Analytics BA 

Security Analytics SA 



ix  

LIST OF PUBLICATIONS 

 
Following research papers have been published from this PhD thesis: 

 

1. Naseer, A., Naseer, H., Ahmed, A., Maynard, S. B., Siddiqui, A. M. (2021). “Real- 

time Analytics, Incident Response Process Agility and Enterprise Security 

Performance: A Contingent Resource Based Analysis”. Published in International 

Journal of Information Management. (IF: 14.0) 

HJRS Category: W, Medallion: Platinum 

 

 

2. Naseer, A & Masood, A. (2022)., “THE EFFECT OF BIG DATA ANALYTICS 

IN ENHANCING AGILITY IN CYBERSECURITY INCIDENT RESPONSE”, 

16th International Conference on Open-Source Systems and Technologies 

(ICOSST). 

 

3. Naseer, A., Naseer, H., Ahmad, A., Maynard, S. B., & Masood, A. (2022), 

“Moving towards agile cybersecurity incident response: the enabling role of big 

data analytics as a dynamic capability”, Computers and Security, 2022. (IF: 5.1) 

HJRS Category: W, Medallion:  Gold 



Chapter 1

Introduction and Motivation

The modern organization have designated teams for incidence response process, which

detect, examine, react, and gain knowledge from potential security event in a cost ef-

fective and timely way. That process is critical for organizations as they are not able

to avoid a breach and hence a quick response to a security threat helps them to shun

unspecified financial loss. It also helps the organizations to protect their organizational

competitive advantage and reputation. To handle the security attacks and data breaches,

organizations employ their security incidence response teams to identify, investigate and

respond to security events effectively and efficiently. However, to efficiently identify and

react to security incidences, designated incidence response teams are required to swiftly

gather, integrate, and analyze the entire data relevant to a security incidence that has

occurred or is occurring in their enterprise.

This ability plays a vital role in the development of IPR, since an enterprises’ ability

to attain superior security performance based on its reaction to security events inside a

dynamic threat environment. The following sections give details of the significance of

this study, the main center of attraction of the research, give an outline of the design of

research, give the summary of research contributions, and discuss thesis organization.

1.1 Motivation and Problem Statement

Modern business environment is fast-paced and dynamic in which organizations em-

ploy their assets such as data, systems, and digital processes in attaining a competitive

advantage. However, today’s organizations execute their routine business tasks, these
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Chapter 1: Introduction and Motivation

assets are more vulnerable to evolving and complex security threats, such as embez-

zlement, fraud, theft, industrial espionage, and sabotage. Therefore, it is crucial for

enterprises to save these assets to maintain their competitive advantage and effectively

work in modern unpredictable threat environment. In order do so, enterprises use the

IRP that enables them to detect, examine and react to promising security events in a

way that reduces damage and supports speed recovery.

Strategically, organization security in enterprises has focused on dealing with threats

with a inclusive control system. The industry-endorsed checklists are used to develop the

process of selection of controls to a very complicated process of risk management which

demands the organization to: (1) detect impoRTAnt assets, (2) organize risk events

based on severity, and (3) find out the cost-effective ways of managing vulnerability.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe cyber attack landscape, IR teams

require to identify the more novel role of analysis abilities at strategic level in developing

both detective and protectiv reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

However, they are not useful for dynamic response against complex, developing and

unpredictable threats for example Advanced Persistent Attacks. They are organized,

informed, and trained attackers which employ innovative and specialized methods to

manage enterprise security threats. In the coming years the occurrence of this more

complicated form of attack is supposed to increase extensively.

The dynamic and complex nature of such threats requires awareness of situation to react

the developing attacks. That demands the enterprises to build up a specialized ability to

gather integrate and analyze information to perform operational and strategic security

techniques to be employed efficiently and effectively.

security incidence response (IR) teams exist in most of the organizations, their conven-

tional role is mostly technology oriented and operational. The main objective of such

teams is to help an organization to recover to routine business process. To contest argue,

based on the whole of organizational response, paradigm shift is needed. In the ‘response

2
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paradigm’, incidence response acts as a more strategic-level operation, which helps the

organizations to respond the dynamic threat environment inside the strategic-business

environment. To develop more strategic level process of incidence response, organiza-

tions must produce security information regarding the attacks and employing the IRP to

leverage said information efficiently and effectively against APAs. As a result, this needs

the IRP to have skills, tools and processes that make organization to collect, integrate

and analyse all related data relevant to security events particularly data regarding the

strategic-business environment.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe cyber attack landscape, IR teams

require to identify the more novel role of analysis abilities at strategic level in developing

both detective and protectiv reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

Business analysis Capability assists enterprises to integrate process, technology and

people in order to produce information that help business managers to take informed

decisions efficiently and effectively. This organizational capability is required to collect,

integrate, and analyse of huge collection enterprise data. One of the specialized BA is

RTA that targets on streaming data therefore allowing enterprise to execute Business

analysis in real-time and effectively makes decisions informally. Therefore, RTA helps

organizations to attain the above mentioned paradigm shift by establishing an incidence

response process that helps to collect, integrate, and analyze both security and busi-

ness data in real time to moderate the threat of advanced persistent threats inside the

strategic business environment.

Business analysis literature and practice have the idea of RTA for more than a decade,

however the knowledge of this idea is still inadequate. The RTA is a growing phe-

nomenon, many organizations are applying it to increase their operational performance.

Therefore, a few organizations have realized that RTA is a unique business analysis

capability which assists to enhance ability in business operations. Although the RTA

has attained much consideration as a developing business analysis capability, however,

3



Chapter 1: Introduction and Motivation

the research on using RTA to enhance ability in IRP to improve the entire organization

security performance is less focused.

ability is impoRTAnt IRP, as an organizational security performance relies on its re-

sponse to security events that have occurred or are occurring in an ever-changing threat

environment. While organizations are giving more focus in enhancing ability in IRP,

there is limited knowledge regarding how ability can be enhanced in IRP. Therefore, how

enterprises enhance ability by using RTA in IRP crucially impacts an organization’s se-

curity performance remains relatively less focused.

To fulfill the above-mentioned gap in the research, the fundamental research question

is:

How enterprises enable agile characteristics in the incidence response process utilizing

key features of analysis abilities?

There are many relevant concerns that require to be investigated, to answer the key

research question. The first issue is: what are the fundamental characteristics of RTA in

IRP? The second issue is: what are the essential phenomenon by which RTA enhances

ability in IRP? And the third issue is: what are the key environmental factors that

hinder or facilitate using of RTA in IRP? And the fourth issue is: how does using of

RTA in IR affect entire organizational security performance?

Consequently, four subject matters have to be investigated to find the answer to high-

lighted question of research study.

• Main characteristics of analysis Capability: What are the salient characteristics of

RTA in IRP?

• Agile characteristics of incidence Response: What are the fundamental techniques

that help RTA enhance ability in IRP? In another way, why and how does RTA

enhance ability in IRP?

• Contingent Environmental factors: What are the key environmental factors which

hinder or support the use of RTA in IRP? Why are those key factors significant?

• Security performance of an enterprise: How does the use of RTA in IRP enhance

entire organizational security performance?

4
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1.2 Contribution

Integrating the existing literature with qualitative data analysis findings of our study a

theoretical framework is developed, grounded on contingent resource based view theory,

that explains the impact of analysis on enterprise cybe rsecurity performance through

inter-mediating role of agile incidence response process, furthermore, the framework also

explains the contingent factors of cyber threat environment ( complexity and dynamism)

positively moderate the use of analysis in security incidence response process. In order

to explain the theoretical framework, following propositions are formulated:

Proposition 1: Complex event processing, decision automation, and on demand and

continuous data analysis are critical elements of analysis capability.

Proposition 2: analysis capability enables organizations to execute agile incidence re-

sponse by instilling the agile characteristics of swiftness, flexibility, and innovation in

their security incidence response process and thereby respond to the complex and dy-

namic cyber threat environment proactively.

Proposition 3: Increasing ability in the incidence response process enhances the efficiency

and effectiveness of overall enterprise security performance.

Proposition 4: incidence response ability mediates the relationship between RTA and

enterprise security performance.

Proposition 5a: Cyber threat environment complexity positively moderates the impact

of analysis capability on incidence response ability.

Proposition 5b: Cyber threat environment dynamism positively moderates the impact

of analysis capability on incidence response ability.

Figure 1.1: The Proposed Theoretical Framework

• Main features analysis capability. Three salient characteristics of RTA are identi-
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fied by this research study including (“complex event processing, decision automa-

tion, and continuous and on demand data analysis”). Organizations use these

characteristics to build, combine and reconfigure their security skills, resources,

and functional abilities and hence enable ability in incidence response process of

security.

• Agile charecteristcs of incidence response. RTA enabled agile features for example

(swiftness, flexibility, and innovation) in IRP that results to enhance the ability

in IRP.

• Contingent Environmental factors. Two environmental factors are indentified by

this study including (threat complexity and threat dynamism). These factors

balanced the affect of RTA on IRP.

• RTA is used to develop agile characteristics in IRP that help enterprises to enhance

their organizational security performance. Organizational security performance

links to the efficacy and effectiveness of security processes. ability IR process

enhance the entire organizational security performance by minimizing the cost of

prevention, remediation, and mitigation.

In general view, the descriptions of the proposed theoretical framework enhance and

clarify the understanding of how the IRP reacts to both un-predictable and predictable

attacks by building up the RTA abilities which infuse ability in IRP. Moreover, the

information from this research enhances our knowledge of RTA ability and expands the

former literature with highlighting its key areas in IRP by describing the (“complex

event processing, decision automation, and continuous and on-demand data analysis”).

That research adds in the existing literature on strategies of IRP by highlighting RTA

which infuse ability in IRP. Three analysis abilities have (complex event processing,

decision automation, continuous and on-demand data analysis). Three agile incidence

response strategies include (swiftness, flexibility and innovation). While [15]presents

ability as a main feature of process of incidence response and highlights the growth of

ability in IRP that handle dynamic and complex threats, that study expands the former

literature by highlighting three main RTA abilities that infuse ability in IRP.

From a theoretical perspective, the proposed framework describes the connection of RTA

and ability enabled IRP with organizational security performance and also describes

6
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ability enabled IRP as a significant type dynamic capability. The enhanced ability in

the IRP makes enterprise to redirect and reuse its security resources, alter its extant

processes of incidence response, techniques, or build novel methods of reacting to both

un-predictable and predictable security attacks effectively and efficiently. Hence, RTA

instill agile features of (innovation, flexibility, and swiftness) in IRP which improve

overall organizational security performance.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe cyber attack landscape, IR teams

require to identify the more novel role of analysis abilities at strategic level in developing

both detective and protectiv reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

From a practical perspective, the information from this study helps three groups of par-

ticipants in practical scenario of IRP. To benefit incidence response teams, that research’s

findings have the broad perspective of the function of RTA. Instead of practicing RTA at

the operational level to observe the threat environment continuously, incidence response

teams are required to identify the impact of RTA at a strategic level in developing both

detective and protective reaction plans.

To benefit the security executives, the implications from this research emphasize that for

developing analytical abilities in IRP, executives are required to employ and/or educate

security or analysis employees with knowledge and skills need to implement security

analysis solutions produced by external vendors. To benefit security retailers, the infor-

mation from this research propose that they must identify the potentially widespread

creative function that their security solutions may supply to their organization. Devel-

oping security solutions which can incorporate threat intelligence data, apply complex

algorithms, automate investigations and forensic analysis to find out the possible threats

will facilitate their clients produce creative strategies for incidence response that can re-

spond to the dynamism of threat environment.

For security executives, the implications from this research emphasize that to make IRP

analysis enabled, executives require to appoint and/or educate security or analysis em-

7
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ployees with knowledge and skills need to implement security analysis solutions produced

by external vendors. For security retailers, the information from this research proposes

that they should identify the specific role that their security solutions can supply to

their organization.

The increasing adoption of cloud, mobile services and Internet of Things is putting

organizations at risk of threats more than ever before. The ongoing digitization of

business operations is creating a larger attack surface for attackers to exploit, which has

resulted in the need for ability in the response to security incidences. The process of

security incidence response is used by organizations to identify, contain, eliminate and

recover from security attacks. The incidence response process consists of a gathering

of procedures aimed at detecting, examining and responding to most likely security

attacks in a manner that reduces effect and helps fast recovery. In this paper, we claim

that for the incidence response process to be efficient in tackling unknown, complicated

and attacks, its basic phases (identification, control, elimination and recovery) must be

carried out in an effective manner. This requires incidence response teams to have skills,

tools and processes that make enterprises to gather, integrate and examine of all related

data linked to security incidences to make informed decisions in an effective manner.

Big data analysis is an enterprise capability that assists in gathering, integration and

examination of a large amount of business data generated in various forms at high speed

to gain business information for informed decision making. The use of big data analysis

helps to collect, integrate and analyze security data from a variety of sources such as

logs, networks, endpoints, sensors, and cloud systems, security managers can discover

useful information about security incidences. This information can help organizations

to detect system vulnerabilities and attacks and execute incidence response in an agile

manner.

The capability of big data analysis to enhance security has obtained much attention in

both research and practitioner domains, research on the trans-formative effects of big

data analysis on the ability of security incidence response is limited. These findings in

the literature encouraged our study main research question: How can big data analysis

improve ability in the process of security incidence response?

To address this research question, we carried out twenty-one detailed expert interviews

with security professionals examining how the practice of big data analysis impacts

8
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ability in the process of incidence response. Based on the qualitative data findings,

we built a framework that describes the main characteristics and application of big

data analysis capability in the incidence response process at three distinct levels i.e.,

manual analysis, basic analysis and advanced analysis. The features of the framework

help to understand how organizations may operate at three different big data analysis-

driven incidence response levels and what organizations can do to get to the next level.

Further, the framework also explains how big data analysis instils the agile properties

of flexibility, innovation, and swiftness in the process of incidence response.

In the subsequent sections, first, we explain the intersection of big data analysis and

security. Then, we unpack the concept of the process of security incidence response

ability. In the research technique section, we elaborate on the method of data gathering

and assessment, and then describe the outcomes of the fieldwork. In the next section,

we highlight implications for practice and theory. We conclude the paper by describing

the shortcomings of this research work and guidelines for further research agenda.

Developing security solutions that may put together threat intelligence data, apply com-

plex algorithms, automate forensic analysis and investigations to find out the possible

attacks will facilitate their clients produce creative IRP strategies that can respond to

dynamism of threat environment.

9



Chapter 2

Literature Review

This chapter presents the detailed literature survey of business analysis abilities (BA),

Business Process ability (BPA) and security risk management (CSRM). In section 2.1,

the basic ideas related to of BA are described together evolution of analysis capability

that is a specialized business analysis capability. Section 2.2 explains security incidence

response process in detail. In Section 2.3 the deficiencies in the process of security

incidence response are analyzed. Section 2.4, contingent perspective of resource-based

view theory is described in detail.

The weakness highlighted in the IRP make the foundation of that research’s overarching

research question: How enterprises enable agile characteristics in the incidence response

process utilizing key features of analysis abilities?

2.1 Business analysis Capability

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

10
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to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed

by RTA will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing include data marts, online analytical pro-

cessing enterprise data warehouses, dashboards, data mining and scorecards. In Table

2-1, a comprehensive view of few published BA applications and the techniques by which

organizations gained improved performance in various industries.

Based on the analytical perspective, BA is divided into three groups: first group is

descriptive analysis, second group is predictive analysis, and third group is prescriptive

analysis. It is helpful to discriminate between those groups as the dissimilarities have

the useful directions for the technology, process, people, and structural design needed

to implement BA.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe cyber attack landscape, IR teams

require to identify the more novel role of analysis abilities at strategic level in developing

11
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Enterprise Process/System Strategies leads to

competitive advan-

tage and superior

organization perfor-

mance

Citation

Retail Examination of click

stream data produced

by a website

Minimize customer

shopping cart rejection

[ahmad2012incidence]

Logistics

and Trans-

port

Examination of parcel

delivery data to prevail

over packages BAklog

Accurate customer er-

rors and charge them

for the service

[2]

Insurance Un writing process of

insurance

Optimal charges of in-

surance policies to re-

flect right risks

[4]

Airlines Analysis of data about

flights, reservations,

and customers

Knowledge of profiles

of preferably profitable

clients personalized re-

lations with clients

[5]

Supply

Chain Man-

agement

Examination of cus-

tomer data to design

customer value frame-

works

Personalized relations

with customer to

provide a specialized

experience

[1]

Table 2.1: Concept Matrix: Applications of BA in different industries.

both detective and protectiv reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The
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relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

2.1.1 The analysis Capability

The applications of predictive, prescriptive, and descriptive analysis are important to

business as they give information to both past investigation and upcoming preparation.

Though, those applications have latency’s for example decision, analysis and data la-

tency, because data are initially stored to an analytical platform after that processed

for information creation.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed
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by RTA will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe cyber attack landscape, IR teams

require to identify the more novel role of analysis abilities at strategic level in developing

both detective and protectiv reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

Those applications are hence not useful for business activities which require to be exam-

ined when they happen such as (situational intelligence, event-based campaign, attacks

detection and fraud). To minimize the data and analysis latency relies mainly on the

analytical architecture and technologies. Current growths in analytical platforms give

assistance in this regard. On the other hand, minimizing decision latency needs alter-

14



Chapter 2: Literature Review

ations in how people utilize information in doing their business processes.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

To handle the decision latency is generally trickier than analysis and data latency. To

answer this problem, Business analysis researchers have presented the idea of analysis

abilities. The main goal of RT is minimizing the decision-making time to enhance

business value [49]. When the business operations and processes are combined with

the analytical processes in real time that make it possible to do remedial action before

problems materialize.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

First, organizations are now able to capture new sources of data that they were not

able to capture before. As a result, the rate of security data generation has significantly

enhanced. The variety in sources of security data is extremely broad, for example oper-

ations data, social media, network logs, threat intelligence, NetFlow data, firewall logs,

security information and event management (SIEM) data, intrusion detection system

data, intrusion prevention system data. Most of this data has always been available,

but organizations were not able to capture and integrate this into single source of truth

until novel technologies and methods in big data analysis were developed and used in
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security.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

Second, organizations now have to deal with increasingly huge volumes of data due to

the growth in data sources. As storage costs have decreased significantly due to the

introduction of cloud-based platforms and solutions, all the data that was once retained

only for a finite time can now be stored in large data storage systems and data sets

indefinitely.

Third, the increasing number of data sources and the rate of data generation has resulted

in a larger variation in the types of data. Organizations now collect data that ranges

from highly structured data sets to highly unstructured data sets. Historically, most

data available for security analysis was in a structured format. However, the types of

data being captured today range from highly structured and transnational data sets

(customer relationship data, financial accounting data) to highly unstructured data

extracted from social media, emails, threat feeds, and new data sources that are being

created through a combination of existing data sources.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective reaction plans. The use of the variety of abilities which are allowed by RT will

assist IR teams execute the integration of avoidance, identification and reaction strate-
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gies which may assist them to better handle with both unpredictable and predictable

security attacks.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed

by RT will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

However, the main issue for organizations is not the high volumes of data, the several

17



Chapter 2: Literature Review

types of data, the collection of data, or the storage of data; but rather how organizations

harness this data to generate value. To drive value from big data analysis, organiza-

tions are increasingly using data to enable behavioural analysis so that they can make

smarter decisions, maximize return on investments, minimize costs, and optimize oper-

ational performance. To summarize, organizations are increasingly discovering the role

of big data analysis in improving their security processes and overall enterprise security

performance.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

RTA has potential to provide major value and benefits to enterprises by enhancing busi-

ness processes. Since the idea of RTA is still emerging and requires more examination,

this research hence try to build and expand on our knowledge of RTA by investigating

its role in emerging RTA that are essential to attain ability in IRP.

2.2 security incidence Response Process

That method is critical for organizations as they may not avoid vulnerability all the time

and hence an efficient IRP to a security threat can assist them to prevent any financial

loss and particularly, defend their reputation and competitive advantage. To handle the

security data attacks and beaches, enterprises IRP teams are engaged to identify and

eliminate the cyber-attacks. The main objective of IRP team is to reduce the damage

of a security event. IRP teams are the “firefighters” inside an organization that identify,

examine, react, and recover from security incidences.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is
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when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems (MIS). After these systems the exec-

utive information systems (EIS) and decision support systems (DSS) are developed in

mid 1960s. The relational database management systems were built up in late 1970s,

these systems are used to capture huge amount of data and enhanced data designing

capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing (OLAP, enterprise data warehouses, dashboards, data mining and scorecards.

The main objective of IRP is to swiftly reduce the loss of the threat, the recovery time

of the threat, and to build guidelines that will assist in avoiding the security attacks in

future. The phases of IRP according to are given in Figure 2-1 and descriptions of each

phase of IRP are presented below.

In preparation phase the IRP team forms processes, tools and policies which may assist

to avoid, identify, and react to several kinds of security attacks. One additional task in

this stage is to educate the organization’s workers. All workers of an enterprise must

have knowledge of security policies and processes so that they know how to react when

there is a security attack.
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Figure 2.1: phases of incidence Response Process

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

In the phase of identification, the IRP team identify if the security event is really a

security attack. For that, IRP team analyzes the available information related to the

security event. Those indicators assist in detection of the malicious events on systems

and networks. The examples of IOC may have (registry file changes, unusual network

traffic, multiple failed login etc).

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will
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assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

The collection is a recurrent process. First the IRP team gathers the primary information

regarding the security attack, after that the detection scenarios are created. New BA are

created with the help of these detected scenarios which Application of these scenarios

assist the attack identification and collect more information related to it by performing

data examination, therefore making a loop.

The compromised assets are restored to their original state in the eradication phase.

That process includes deleting the malicious program, rebuilding the configuration, and

deleting any artifacts that were caused by the malicious program. Such as, if software

compromised a computer, the IRP team must remove the program, rebuild the compro-

mised system registry and files to the initial state, and remove the installation files of

the software.

The process of incidence response is one of the core areas of a successful security program.

Organizations use the process of incidence response to recognize, examine, eliminate and
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recover from potential security attacks in cost-effective and timely manner. This is a

key business process as enterprises are not always able to avoid vulnerabilities and a

timely reaction to an incidence can minimize the effect on their competitive advantage

and reputation.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems (MIS). After these systems the exec-

utive information systems (EIS) and decision support systems (DSS) are developed in

mid 1960s. The relational database management systems were built up in late 1970s,

these systems are used to capture huge amount of data and enhanced data designing

capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.
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To effectively address security attacks and data breaches, organizations require quick

detection so that they can respond in an agile manner. The longer a security attack

is left unidentified, the more challenging it is for enterprises to precisely measure the

damage the attack may have caused both to itself, as well as to its customers and part-

ners. The literature on the process of security incidence response reveals that the aim of

the process of security incidence response, in various enterprises, is to advance in com-

plicated protection targeted at fighting identified attacks, rather than in a complicated

and dynamic reaction capability to deal unidentified, complicated and novel attacks.

The use of prevention-oriented measures enables enterprises to better handle with se-

curity attacks that are static and known in nature. Though, they are more exposed to

unknown, dynamic, volatile, and novel security attacks (e.g. zero-day attacks).

In their seminal paper described ability as a main property of the dynamic incidence

response process. ability in the process of incidence response enables enterprises to con-

tain attacks and eliminate and recover from the impacts of an attack to their enterprise

assets in a swift and efficient manner. Even though enterprises are giving more focus to

enable incidence response ability, the knowledge about how incidence response ability

can be applied is inadequate. Therefore, we examine the utilization of big data analysis

in improving ability in the incidence response process.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed

by RTA will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.
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In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

In that last stage, the IRP team examines the security incidence thoroughly and imple-

ments strategies which will assist to avoid such security events in the future and modifies

the security incidence response strategy for such kind of incidences. This process may

include changing the enterprise assets configuration, security policies adjustment, and

security training of enterprise workers.

2.3 The Deficiencies of incidence Response Process

With the increase of security incidences in enterprises, it is very important that enter-

prises can examine, identify, react, and prevent the security incidences in a cost effective

and swift way. The analysis of IRP literature proposes that the main purpose of the IRP
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strategies in many enterprises is to spend in complicated preventive process designed

for controlling predictable risks instead in an adaptive response process to examine and

prevent unpredictable emerging risks. Recent business discussions also propose that

basic drawbacks present in the application of recent strategies in real-world handling of

security incidences. The reason is that most of the IRP are structured utilizing a method

based on linear plan beginning from preparation stage which directs to identification of

security incidence.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed

by RTA will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

Organizations have been collecting increasingly large amounts of data as part of their
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routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

Table 2-2 sum up the weaknesses detected in the incidence response process strategies.

Weaknesses in incidence Response Process Citation

Do not provide adequate information regarding secu-

rity events

[baskerville2014incidence]

Do not provide information for security incidence

planning

[3]

Do not enhance the advantages of forensic abilities [6]

Do not provide forensic evidence [5]

Focus on complex threat prevention rather than re-

sponse strategies to handle the complex threats

[7]

Table 2.2: Concept Matrix: Applications of BA in different industries.

2.4 Contingent Resource Based View Theory

The RB argues that organizations can generate competitive advantage by developing

bundles of resources. These resources include tangible and intangible assets and abilities.

Assets consist of people, infrastructure, and data, while abilities consist of processes and

knowledge and skills of the people that use assets to do business activity. Organization’s

can achieve superior performance by developing abilities that are non-substitute, rare,

unique, inimitable, and valuable which allow the organization to do activities more

effectively and efficiently than its opponents.
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The existing literature about RB reveals that it is static in nature. This means that

RB is unable in recognizing the internal and external conditions in which abilities are

most valuable. The concept of contingent conditions is highlighted in the contingency

theory which refers those contingent factors will influence the organizational capability

development, therefore organizations must adopt to changing environment. Scholars

have proposed contingent RB to overcome the static nature of RB.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and reaction plans. The use of the variety of abilities which are allowed

by RT will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable

and predictable security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the
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first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing (OLAP, enterprise data warehouses, dashboards, data mining and scorecards.

The contingent perspective of RB is used in this research study for two reasons: (1) to

improve the use of RB, and (2) for recognizing of the conditions that affect the effec-

tiveness of different abilities. The internal and external factors are critical in attaining

competitive advantage produced by abilities, especially in context of their selection and

deployment. Furthermore, contingency research is accepted as vital for the develop-

ment of secure information systems however, the contingent perspective on the RB is

underdeveloped in incidence response literature.
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Chapter 3

Design and Methodology

In that chapter the research design used for that study is explained and described. The

section 3.1 justifies and explains the research design adopted to address the question

of research that research focuses to explore how organizations enhance the IRP ability

using RTA. Establishing on the focus of that research and unpredictable nature of the

security environment, the inductive qualitative research by taking the fifteen interviews

form security and business analysis experts is taken to answer the overarching question

of research. In next section, the context of this research study is presented in detail and

the reason behind the selection of twenty experts for interviews is explained in addition

to that the participants profiles are also presented in this section. In the next two

sections 3.3 and 3.4, a summary of analysis process and the process of data collection is

explained.

3.1 Research Methodology

The focus of that research is to investigate how Enterprises enhance ability in IRP

by implementing RTA. To address this research question, fifteen expert interviews are

conducted according to the guidelines presented by. Based on their relevant industry

experience the Interviewees were selected. Having experience in both security and BA

was one of the key criteria of selection for this study.

Although the literature on BA is very rich, there is a deficiency of systematic framework

to build the knowledge how RTA can assist enterprises to enhance ability in IRP, and

that stimulates the selection of that study’s research design to inductively establish a
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framework. Qualitative approaches may assist in getting information into the complexity

involved in utilizing RTA in IRP to improve ability, and assist the evolution of more

and richer informative results.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Expert interviews are helpful when a phenomenon is complex and broad and demands

comprehensive, detailed examination without manipulation and explicit control. One

more important reason for choosing expert interviews to collect qualitative data is the

kind of the research question which is being examined. Interviews are most suitable

for examining “How” questions and therefore, in that case, the examination of how

RTA enhance IRP ability is compatible with these definitions of the expert interviews

methodology.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to
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identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The goal of our research study is to examine how ability can be enhanced in the process

of security incidence response using big data analysis. The security landscape is highly

complex and dynamic, we used an inductive research technique to be open to unantic-

ipated and new findings. We applied the strategies for inductive research described in.

The aim of conducting inductive research is to create powerful chances for the discovery

of new concepts and their relationships rather than assertion of existing concepts. In

addition, inductive research helps to comprehend the meanings and ideas utilized by so-

cial actors in their real-life settings, rather than generating quantitative facts to assess

hypotheses.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The
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relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

That inductive and qualitative research method follows the guidelines that are like the

method used by. The interviews’ data is into three groups: descriptive data view, ex-

ploratory data view and explanatory data view. The main cause of using the descriptive

data view is to highlight a comprehensive explanation of the process inside its domain,

an exploratory data view is adopted to describe the questions and hypotheses of a fol-

lowing research or to find out the likelihood of the preferred research processes and

the aim of an explanatory data view is to examine the underlying associations in the

hypotheses. This research takes each expert interview as an individual analytical unit

and formulates theory from the interviews data by iterative looping within the intervie-

wee’s data, following the guidelines of. This study uses the guidelines which presents

for constructing theory that is based on the collected qualitative data.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related
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dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Hence, that research utilizes main concepts from the literature on RTA and IRP that give

the theoretical framing which is essential for developing knowledge of how enterprises

enhance ability in IRP by implementing RTA.

3.2 Selection of Interviewees and Research Domain

In that study, the theoretical sampling is adopted to choose the enterprises where most

recent comprehensive business analysis and security are used to enhance IRP decision

formulation process. The relevance and applicability of that research’s findings can be

enhanced by using multiple cases. Moreover, multiple cases can improve our knowledge

and description of a central issue.

The focus of this research is to investigate how enterprises enhance their entire enterprise

security performance using RTA in their IRP. Taking into consideration that security

attack environment is highly unpredictable, we employed an exploratory and inductive

research approach to be open to new and unexpected findings. We followed the guidelines

outlined in. Relied on the exploratory nature of that research study, we took twenty

face-to-face semi-structure interviews (in international collaboration with University of

Melbourne) with security and business analysis experts to gather the qualitative data.

Interviewees were chosen based on their relevant industry experience. Having experience

in both security and BA was one of the key criteria of selection for this study. (Table
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3-1) below gives the brief description of the interviewee’s profiles.

ID Role Industry Sector Experience (se-

curity, BA

1 Senior security Manager Finance 12 Years, 10 Years

2 Senior Security Architect ICT 12 Years, 10 Years

3 Head of security Insurance 12 Years, 10 Years

4 Chief Security Architect Big Data and Cyberse-

cuirty

12 Years, 10 Years

5 Head of IT Risk Finance 12 Years, 10 Years

6 Enterprise Security Architect Cross Industry 12 Years, 10 Years

7 Director of security Risk Cross Industry 12 Years, 10 Years

8 security Manager Finance 12 Years, 10 Years

9 Data Scientist Banking and Finance 12 Years, 10 Years

10 Senior security Analyst Banking and Finance 12 Years, 10 Years

11 security Risk Manager ICT 12 Years, 10 Years

12 Chief Information Security of-

ficer

Banking and Finance 12 Years, 10 Years

13 IT Risk Manager Insurance 12 Years, 10 Years

14 General manager of IT Risk Banking and Finance 12 Years, 10 Years

15 IT Risk Partner Banking and Finance 12 Years, 10 Years

16 Senior security Analyst ICT 12 Years, 10 Years

17 Threat Hunter Banking and Finance 12 Years, 10 Years

18 security and IT Specialist ICT 12 Years, 10 Years

19 Threat Intelligence Leader Banking and Finance 12 Years, 10 Years

20 General Manager of Data sci-

ence

Cross Industry 12 Years, 10 Years

Table 3.1: Interviewees Profile.

From each organization one or more security and business analysis expert is selected for

interview. We used this research method as it facilitates this study to base on the most

recent practice and gives comprehensive and detailed knowledge of the impact of analysis

in IRP and how it enhances organizational security performance. We opted “snowball
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sampling”; in which we started to contact the professionals in the industry, explained

this research main goals with them, and required their assistance in highlighting more

contributors for that research study.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will
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assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Based on the concepts of RTA and IRP an interview guide was designed which also con-

tained open-ended interview questions relevant to the BA and IRP. The semi-structured

interviews of approximately one-hour were transcribed and audio-recorded. We also took

comprehensive notes throughout the interviews. We used thematic content analysis to

perform data analysis. The raw qualitative data was systematically converted into the-

oretical interpretations after several iterations of analyzing the data from first order

concepts to final dimensions.
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3.3 Data Collection

That study involved human informants, to gather data, the ethics approval was re-

quired. To work according to the guidelines of Human Ethics Advisory for data collec-

tion, research collaboration is conducted with security research group at University of

Melbourne-Australia, that research team helped in data collection phase.

The information was gathered from the aforementioned experts over the period of a year

beginning in June 2017 and finishing in July 2018. Information was gathered by from

experts by taking interviews. Meeting related information documents were provided

rely upon the interviewee request.

Moreover, the data available on the enterprises websites was also gathered that allowed

to understand each enterprise strategies and practices regarding incidence response pro-

cess (IRP). Overall, 20 interviews were conducted from security and business analysis

experts. They highlighted the more informants that can assist that research study. The

informants were chosen based on the benchmark that they all had practice understand-

ing in both analysis and security areas and had adequate information to give information

on behalf of the enterprise in which they worked. Many interviews conducted for that

research continued about an hour.

The interviewees were asked to provide precise examples to get a deep knowledge of what

important information was provided related to context. Moreover, comprehensive notes

were prepared at the time of those interviews for reference in the phase of data analysis.

The analysis of data and data collection were conducted according to the guidelines.

We employed purposeful sampling technique to select participants that had considerable

experience in using big data analysis in the process of incidence response. The conditions

for the collection of interviews for our research was that participants required to have

minimum five years of industry practice in both big data analysis and security incidence

response. In total, twenty-one participants from fifteen organizations were interviewed.

The participants came from four distinct industry sectors including banking and finance,

insurance, information and communication technology, and cross industry. The experts

from consulting enterprises had a deep and various set of skills across these industry

areas. While conducting the expert interviews, we asked the participants to indicate on

their overall experiences rather than those just in their existing enterprise. Based on the
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knowledge of big data analysis and relevant literature on security incidence response,

an interview guide was formed containing open-ended questions. The approximately

one-hour semi-structured interviews were conducted, transcribed and audio-recorded.

We also formed comprehensive notes while conducting the interviews.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-
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tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The “Follow-up” conversations were conducted with the interview informants to get

interpretations and gather more information. That research study gives evidence by

presenting quotes in Chapter 4 to describe the research contributions generated from

the analysis of qualitative data gathered based on the recommended practices in the

studies of qualitative research.

3.4 Data Investigation Process

The first step in data investigation process is to review the BAkground information and

interview notes along with the field transcript which were taken during the interview.

In this phase, the specific objective is to find out indicators of how IRP teams ware

utilizing RTA in their daily security practices.

Figure 3.1: Data Investigation Process

Those lables were allocated to words, paragraphs, and sentences in the edges of the
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interview notes. On whole, that research study generated 250 codes related to present

the role of RTA in enhancing ability in IRP. Those codes were arranged into data tables

in “Excel spreadsheets” which presents a single theme or topic across data sources. Each

fresh statement was written under the suitable code. This coding process is continued

till it was not probable to find out any more discrete, common patterns inside the

information. In that fashion, theoretical code generation was achieved.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable
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security attacks.

The four phases of data analysis process are used to convert the raw data into theo-

retical interpretations in detail following the guidelines presented. Analytical methods

presented were used to produce information from each case and after that these infor-

mation are compared with all the cases.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems. After these systems the executive

information systems and decision support systems are developed in mid 1960s. The

relational database management systems were built up in late 1970s, these systems are

used to capture huge amount of data and enhanced data designing capability.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

The theoretical interpretations were derived from the raw qualitative data, after per-

forming various cycles of examining the data from first order groups to second order

themes and then to final dimensions.In the first phase, primary coding was done to
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build first order groups from empirical data using the informants’ terms and wordings.

In next stage, we focus on data and the current literature to examine and build concepts

that describe the data. We examined the linkages and overlap in first-order categories

to compile these into higher-order themes. The second order themes are created after

several iterations. while performing these iterations, the first-order categories were re-

viewed, integrated and sometimes left over in order to get a higher level of abstraction

and to reach at eight second-order themes. Lastly, the eight second-order themes were

integrated into two accumulated dimensions that highlight the key ideas relevant to

knowledge of the role of big data analysis in enhancing IR process ability. Though the

linear structure is followed in this paper, the whole process of data examination that we

performed was iterative to enhance actionable information and generalized.

It should be observed that although we give only some examples of raw data, there are

several examples of first order groups and second order themes. The themes comprised

of theoretically distinct ideas that appeared from the data when examined at a more

abstract level.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Based on each security and business analysis expert’s response a rich case study is

develop that have several kinds of data to explain the enterprises context, security re-

sponse, analysis and the affect of utilizing the RTA in IRP to enhance ability. Three

critical information generated from the expert interviews that assisted in further exam-

ination. First, security experts described what they imply by analysis and after that

they highlighted the main characteristics of the RTA in the domain of IRP.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the
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organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

Second, these higher-order abilities facilitated by RTA in IRP are built up over a long

period of time. Moreover, the comparison of distinct security and business analysis

expert’s interviews helped me to understand how RTA can be used in IRP. That infor-

mation helped me to focus on the impact of those evolving abilities played in developing

the IRP strategies.

Figure 3.2: The Supporting Data Structure

3.5 The analysis abilities

Each phase of the incidence response process (IRP) is affected by the real time analysis

abilities (RTA), from the senior information security analyst, security manager, and

security officer, to security architects, they all require to gather, utilize, and investigate
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Figure 3.3: Data supporting emergent concepts and themes.

Figure 3.4: The Proposed Theoretical Framework
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data to perform their duties and strategies. Therefore, the main decision makers such as

security analysts and managers in main enterprises utilize RTA to investigate continuous

data from several targets to identify malicious events which are harmful.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Enterprises also require to constantly checking the security activities to minimize the

exposure of organizational assets to novel and developing attacks. That needs gathering,

collection and investigation of security information to produce information which may

assist security managers to examine and investigate events across all information assets.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems (MIS). After these systems the exec-

utive information systems (EIS) and decision support systems (DSS) are developed in

mid 1960s. The relational database management systems were built up in late 1970s,

these systems are used to capture huge amount of data and enhanced data designing

capability.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-
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tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The organizations gather, store, and analyze the key business data to produce novel

information regarding business and markets by using these applications. The analytical

solutions which enterprises build up utilizing BA include data marts, online analytical

processing enterprise data warehouses, dashboards, data mining and scorecards.

The main characteristics of RTA in security IRP observed by the interview experts in

security organizations are discussed below.
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Research Contributions

This last chapter demonstrates the key findings and results of the four phases of data

analysis process as presented in the preceding chapter. Section 4.1 of that chapter

explains the theoretical framework which that research builds up founded on the exam-

ination of qualitative data. The following parts describe each element of the theoretical

framework thoroughly with supporting qualitative information.

Section 4.2 presents the salient characteristics of RTA (“automated decision making”,

“complex event processing” and “on-demand and continuous data analysis”) in the IRP

are described. The section 4.3 explains the three agile incidence response strategies

(swiftness, flexibility, and innovation). Section 4.4 explains and identifies the environ-

mental factors which facilitate and hinder the growth of ability in incidence response

process (IRP) by using the real time analysis abilities (RTA). In the next section, the

economic and strategic benefits which organization gained by using RTA in their IRP

are presented. Section 4.6 describes the theoretical framework from enhancement in

IRP ability perspective.

4.1 The Theoretical Framework

That research discovers the utilization of RTA in the IRP. The narrative that follows

explains how the utilization of RTA in IRP assisted the enterprises to develop ability in

their incidence response process. Moreover, it also describes the affect of utilizing RTA

in IRP on entire organization performance. To further support that narrative, a data

structure view (Figure 4-1), and a data table (Table 4-1) which supports developing con-
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structs are also incorporated. Lastly, the key findings from the data examination process

are incorporated with current literature to develop a theoretical framework of RTA to

enhance ability in IRP. In the Figure 4-2 the theoretical framework that this research

builds up grounded on the examination of qualitative data. All the interview experts

have experience in working dynamic attack landscape that have the sophisticated, evolv-

ing and dynamic nature of security attacks (unpredictable and predictable) for example

insider data theft, advanced persistent threats and zero-day attack. These enterprises re-

act to that dynamic attack environment by the use of RTA in IRP. Particularly, they use

RTA to develop higher order agile features such as (swiftness, innovation and flexibility)

in their IRP which in turn, direct to positive results in organization security performance

by giving economic and strategic advantages. Moreover, the theoretical framework also

presents two types of environmental factors (threat complexity and threat dynamism)

which hinder and facilitate the execution and growth of agile characteristics in security

IRP by using RTA. The framework is described in detail below.

4.2 Agile Characteristics in incidence Response

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Enterprises also require to constantly checking the security activities to minimize the

exposure of organizational assets to novel and developing attacks. That needs gathering,

collection and investigation of security information to produce information which may

assist security managers to examine and investigate events across all information assets.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is
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the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems (MIS). After these systems the exec-

utive information systems (EIS) and decision support systems (DSS) are developed in

mid 1960s. The relational database management systems were built up in late 1970s,

these systems are used to capture huge amount of data and enhanced data designing

capability.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Enterprises also require to constantly checking the security activities to minimize the

exposure of organizational assets to novel and developing attacks. That needs gathering,

collection and investigation of security information to produce information which may

assist security managers to examine and investigate events across all information assets.

The knowledge of the idea of BA can be build up from the investigation of its heritage.

Generally, the traditional views of BA are related to the analysis of data, with the

purpose of enhancing and supporting business activities and processes, such as decision

making. The data analysis processes are (examination, inference, or calculation). BA is

the most recent in long list of technologies that are employed to enhance and support

making of decisions relevant to business processes.

In 1950s the mainframe computers were developed; they were utilized to build up the

first generation of data processing systems which helped manager level making of de-

cisions labeled management information systems (MIS). After these systems the exec-

utive information systems (EIS) and decision support systems (DSS) are developed in

mid 1960s. The relational database management systems were built up in late 1970s,
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these systems are used to capture huge amount of data and enhanced data designing

capability.

4.3 environmental Factors

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-
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ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

“If we went to the board and said that we want to spend some money to invest on

some technology or product to develop a capability and the project is not mandatory

[compliance requirement], getting their support and involvement is very difficult. That

is why we need to convince them regarding why this project is of high priority so that

they can give required budget and resources

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

“If the stakeholders do not understand the goals of project and are not committed

to achieve them as the security team, this means that the stakeholders do not fully

understand “why” behind the project.” (security senior manager, bank)

“We were able to show just broad evidence of from cross industry that there are many or-

ganisations that are ill prepared in been able to detect and respond to security breaches.

In addition, we showed case studies of organizations that had been breached but had

not discovered the breach for some time and then not particularly well prepared and

been able to respond when they were aware that a loss event had taken place.”

The manager of security strategy and governance in Insurance further explained that:

“The approach we take in communicating with key stakeholders is helping articulate

their shared understanding of what the problem is, by providing some facts whether

they are internal facts or broader industry weight of evidence, helping them understand

what the options are and proposing or making a recommendation to our key stakeholders

on what the solution may be. Now obviously when we are talking about board level

directors, we are not talking at a deep technology level. We are basically talking about

the abilities that we want to develop and how that helps support our business.”

Second, misaligned analysis and security skills can be a challenge for organizations

51



Chapter 4: Research Contributions

when they embark upon the journey of adding analytical abilities in security incidence

response. The manager of IT and information security in Insurance highlighted the

mismatch between their existing and required security and analysis skills as follows:

“In this day and age, we really need a person that has very strong analytical and

communication skills, and business acumen. Someone that actually understands our

business and security processes and has the ability to analyse data effectively.”

The focal organizations addressed this issue by hiring and/or training their analysis and

security personnel:

4.4 Organizational Security Performance

This section examines how focal organizations reaped strategic and economic benefits

and improved their overall enterprise security performance as a result of developing anal-

ysis enabled dynamic abilities and dynamic incidence response strategies using analysis.

The manager of security strategy and governance in Insurance stated that: “The concept

of security risk management is so that we can operate our business processes in a manner

with some assurance that we can actually be very confident in doing our daily business

operations. The analogy is like where you have brakes on a car, it is actually the brakes

that are there to allow you to go faster, it is not to slow you down. So, the benefit of

using analysis is that we can actually manage our risks appropriately and we can have

the confidence to innovate and operate our business processes in a manner that they

can be very effective and efficient.”

The general manager of security strategy and governance in Insurance explained that

real-time situational awareness and dynamic risk assessment enabled by analysis capa-

bility significantly improved their security awareness both at tactical and operational

level: “Using analysis, we are improving our security awareness and that is changing the

perception that risk management is a valuable capability in the organisation and not

what we call a handbrake on the happiness.”

He further elaborated that:

“The key point for us with real-analysis is the thing that is really important is being

able to change some of our decisions from experience and intuition to fact very quickly.

That is the critical piece.”
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“So, what we are doing is turning our security risk management and incidence response

capability into it is almost like an opportunity, it is the upside instead of the downside,

so if we have not managed our risks appropriately we would not have availed ourselves

the business opportunities. We do not have the confidence of saying we have millions of

customers if we don’t have appropriate risk management controls and how we manage

our data.”

The General manager of security risk management in bank noted that analysis helped

them to handle security threats in a proactive manner as follows: “analysis to us is like

an early warning system. It helps us to identify what the next credible or significant

threat to us might be. We can then take proactive approach and implement additional

controls to prevent them from happening. So, it is managing the risk in a proactive way

so that it does not become an issue.” (General manager of security risk management,

bank) He further explained that:

“I think we have started getting real benefits of using analysis in our security incidence

response in last 12 months. We also had the managed service, I mentioned that we have

got an external service provider that has been doing some of the analysis for us. We

have been able to use that information to better inform ourselves around what our gaps

are. What our weaknesses are? And I can say in last 3 years we have got an evidence

that we have been able to use analysis to proof a gap. And invest in a security controls

that have reduced our security exposure or reduced the number of incidences that we

have seen.” (General manager of security risk management, bank)

Manager of security strategy and governance in Insurance also highlighted that the use

analysis has helped them to develop more efficient and robust user access models and

thereby improve their access management: “I think the real benefits that we are seeing

from security analysis right now like immediate term future is helping us our access

management. So, our immediate opportunity that we see in applying more advanced

analysis techniques is to try and develop more efficient and robust access models. That

will then help us progressively reduce our risk of thing like fraud or accidental disclosure

of information.”

The chief security architect of Insurance provided an example of how the use of analysis

in the right manner can help organizations to gain economic benefits as follows:

When asked about the role of analysis in improving overall enterprise security perfor-
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mance, the manager of security strategy and governance reported that: “It depends.

If it is the commodity analysis then no. I will put it this way, if we don’t invest in

analysis we cannot improve our security [performance] and we are at a competitive dis-

advantage. I think that our peer organisations will all be making similar investments in

such technology to improve their security performance and if we don’t, then we are at

competitive disadvantage.”

4.5 A Theoretical Framework

Based on the above mentioned narrative explained how modern security enterprises uti-

lized the analysis abilities (RTA) to enhance ability in their security IRP which enabled

them to enhance their entire organizational security performance. Integrating these

information’s with existing literature enlightens a theoretical framework of impact of

RTA on enterprise security performance by developing agile characteristics in security

incidence response process (IRP), as presented in Figure 4-3. IRP may be considered

dynamic as enterprises use RTA such as (“complex event processing, decision automa-

tion and on-demand and continuous data analysis”) to develop agile features such as

(swiftness, innovation and flexibility) in their security incidence response process (IRP)

in order to respond security incidences proactively and hence improve the overall enter-

prise security performance. The integration of qualitative data findings with existing

literature are explained below.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

In order to respond to both known and unknown security attacks, Researchers have

suggested a combination of detection, anticipation and reaction strategies. [10], [19].

Eventually, the chosen response strategy by security managers should be quick and

agile in order to enhance the security performance [70].
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Our findings provide one way to develop agile incidence response is by using the RTA

in the IR process. The “complex event processing, automated decision making and on-

demand and continuous data analysis” characteristics of RTA allow catching and han-

dling of flowing data and assist to security incidences in real-time, hence allow ability

in IR. security incidences are not always be known [3], [39]. In complex event process-

ing, incidences function as a trigger, hence IR teams can react effectively to security

incidences as they happen by adopting proactive response strategies for unpredictable

incidences [42], [41].

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

Our findings give empirical indication for this opinion and recommend that the utilizing

of RTA in the IR process needs added abilities (such as interoperability across multiple

analytical platforms and in memory analysis, data virtualization) than given in a com-

mon security analysis design. For example, when data requires to move among different

analytical tools and platforms in real-time, each tool needs some type of real-time capa-

bility (e.g., business rules, complex event processing and streaming input). Our findings

extend the existing knowledge of RTA and expand the existing literature by explaining

its main characteristics. Building on this, we build the following proposition:

Proposition 1: “Complex event processing, decision automation, and on demand and

continuous data analysis are critical elements of analysis capability”.

Current research suggests that organizations that have developed process-oriented an-

alytical abilities can to enhance ability in their business process this enable them to

identify changes, attacks and chances in the security landscape which, in turn, assist
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them to exploit chances for competitive and innovative response [30], [42]. Moreover,

ability in business process is a significant process by which organizations can perform

better than their competitors by reacting more efficiently to dynamic business landscapes

[30].

Our study assists these concepts and proposes that RTA makes firms to adopt changing

in their attack landscape and become swift in reacting to security attacks. Enhancing

ability by using RTA develops the agile features of speed, innovation and flexibility in the

IR process. It gives firms the capability to react efficiently to complex and unpredictable

security incidences.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

The baseline level of big data analysis usage in incidence response is manual analysis. In

manual analysis, there is no centralized repository to integrate and store data such as a

data warehouse. Data are collected from multiple organizational units and stakeholders,

for example, data center administrators, network teams, communication server teams

and applications teams. The entire process is cumbersome and time consuming. There

is no standard format or storage structure as there are many departments collecting

data. Mostly, descriptive analysis is used to generate security information. security

events and log data are captured only after the incidence is discovered. As data capture

is reactive rather than proactive, the discovery of the original point of compromise is

difficult. Organizations mostly rely on source tools with very little integration abilities to

drive the manual analysis process. Table 4 below provides example quotes for analyzing

incidence related data using manual analysis.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to
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identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

As the data used for incidence related analysis is stored in flat files rather than in a

standardized central repository such as a data warehouse, data manipulation for ana-

lytical purposes is difficult. Therefore, information generated from manual analysis are

almost impossible to validate. At this level, incidence response teams can use big data

analysis but have limited data for analysis. In manual analysis, the investigation focuses

on the aftermath of the attack because the data are not completely integrated or simply

not available to paint a holistic picture. In summary, manual analysis of collected data

is time consuming, difficult and increases the cost of the investigation significantly, and

57



Chapter 4: Research Contributions

delivers incomplete results than those obtained in other levels.

At the basic analysis level, a centralized repository to integrate and store security data

such as data warehouse exists but is still not the main source for data analysis. There

are enterprise-wide standards for security data naming and storage management. Most

organizations at this level have SIEM solutions to standardize retention, aggregation,

correlation, and analysis of log data. Organizations can capture incidence related data

either through standard capture tools or through more sophisticated security analysis

solutions. Although incidence related data is available, it may not be comprehensive

enough to paint a full picture and much of the context for that data remains unavailable.

Both descriptive and predictive analysis are used to generate security information. At

this level, some of the analytical tasks are automated but these are not yet integrated

in the mainstream security processes. incidence response teams have the specific skill

sets required to utilize big data technologies and generate incidence specific information.

Table 5 below provides example quotes for analyzing incidence related data using basic

analysis.

With basic analysis, more data is available for incidence specific investigations. Intrusion

detection systems, intrusion prevention systems and firewall data are extracted and

loaded into the SIEM for integration, aggregation, and correlation of data. In addition,

network data is used to enrich the security alerts, and this helps in removal of false

positives. Some threat intelligence data may also be incorporated to provide rich context.

At a basic level, incidence related investigations are much easier and more complete. By

using the combination of descriptive and predictive analysis, the initial vector of the

compromise can often be determined. However, determination of the amount and type

of exhilarated data may not be possible if the attackers are using sophisticated and novel

methods such as encryption for attack.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis abilities at strategic level in developing both

detective and protective reaction plans. The use of the variety of abilities which are

allowed by RTA will assist IR teams execute the integration of avoidance, identification

and reaction strategies which may assist them to better handle with both unpredictable
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and predictable security attacks.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

At this level, a centralized data store, such as a data warehouse, becomes the single

source of truth and centralized repository of all security analysis initiatives. Data is

sourced and integrated from multiple sources such as intrusion recognition systems,

intrusion prevention systems, SIEM, network and antivirus software, and spam and ap-

plication logs. There are no data silos in the analytical ecosystem and data are easily

available for in-depth incidence investigations. Data capture routines are deployed at

relevant source systems to capture relevant data as well as every available piece of meta-

data. Therefore, incidence related data is available and considered complete. There are

clear mechanisms in place to connect new data sets with existing data. The data retrieval

process is optimized using indexes, and therefore it becomes highly searchable. To build

comprehensive context, high-quality threat and reputation data are integrated while

doing incidence investigations. Advanced analysis is different from the basic analysis

level not only because the data is more readily searchable, but also because all incidence

related data is available and enriched with reliable threat and reputation data.

Organizations do not simply move from the manual analysis level directly to advanced

analysis level. Getting to advanced analysis level and to enhance ability in incidence

response needs a combination of the right people, tools, processes, and training. Enter-

prises required to invest in building and integrating a big data analysis capability into

their incidence response process and that takes time. In addition, organizations also

need to develop an overarching analytical ecosystem architecture that can assist enter-
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prises produce, disseminate, and take actions based on analytical information. Even

though big data analysis usage at advanced analysis level makes incidence investiga-

tions easier and more complete, that only happens with highly trained and experienced

security personnel.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Our findings propose that security managers require people in their incidence response

teams that have business insight, effective analytical and communications skill so that

they can comprehend their business and examine security attacks in an efficient and

timely manner. Hence, security managers required to train and/or hire analysis or secu-

rity employees with knowledge and skills required to build security analysis applications

and combine and gain big data analysis solutions given by outside vendors. To perform

this, managers can:

• Teach and up skill their present security employees that have a Background of

traditional security how to know and use the more innovative analysis abilities.

• Hire employees that come from a big data analysis Background and explain them

the processes of security.

• Managed security services enablers or acquire vendor if they cannot train or hire

current workers to get these knowledge and skills while they develop their our own

big data analysis abilities in process of incidence response.

Our findings propose that giving big data analysis knowledge to employees with security

information is a good option as they can take advantage of the actionable information

gathered from the environment of security and generate value to the business.

Organizations can quickly rebuild current processes or build novel ones to response to

the dynamic attack landscape, with improvement of agile features in security IR process,
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[79]. That kind of ability can be explained by quickness in detecting related incidences,

investigating what is occurring and interpretation the affect and results for the firm,

discovering possibilities, and creating decisions, and executing appropriate reactions.

The existing RB literature explains BA abilities’ role in attaining competitive advan-

tage, our research proposes that IR ability enabled by RTA is essential for protecting

or sustaining competitive advantage. To summarize, the organization’s ability to im-

plement and leverage RTA determines, the ability to which it can quickly change its IR

resources and processes. Thus, we suggest that:

Proposition 2: “analysis capability enables organizations to execute agile incidence re-

sponse by instilling the agile characteristics of swiftness, flexibility, and innovation in

their security incidence response process and thereby respond to the complex and dy-

namic threat environment proactively”.

Organizations use ability in IR process to develop their tasks in a way that assists them to

enhance the effectiveness and efficiency of their firm security performance. Organization

security is related to all the attacks and attacks that can influence the main business of

a firm [4]. These comprise human error, failed processes and both external and internal

security attacks [3]. A firm’s level of IR ability shows the manner and quickness with

which it can react to dynamic attack landscape.

Organizations have been collecting increasingly large amounts of data as part of their

routine activities, for example data related to supply chain, accounting and finance,

operations, and customers. Today, maintaining large data repositories is part of the

organizational business model. However, the collection of big data does not necessar-

ily create value for organizations. What is new, and what makes big data valuable, is

when organizations apply analysis to further their strategic objectives. Big data analy-

sis gives organizations a holistic way to collect, integrate and analyze the data-related

dimensions of 5V (velocity, volume, veracity, variety and value) and thereby generate

actionable information for measuring performance, delivering continual value and pro-

ducing competitive benefits. Below, we apply the key ideas of big data analysis to the

field of security.

Our findings propose that a firm with the mature IR ability can react to dynamic attack

landscape quickly and effectively. Furthermore, both IR process efficiency and effec-

tiveness have been individually connected to improve the firm security performance by
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either minimizing the cost of prevention, remediation and mitigation, or by minimizing

the cost of damages [10]. Grounded on contingent RB theory, ability in IR process

shows a valuable capability that can add to superior firm security performance. Hence,

we suggest that:

Proposition 3: “Increasing ability in the incidence response process enhances the effi-

ciency and effectiveness of overall enterprise security performance”.

Grounded on the contingent RB, BA abilities can affect organization performance by

the intermediate role of other abilities and resources [70]. Our findings propose that

RTA affects the firm security performance by the intermediate role of agile IR process.

ability in IR dependents on the firm’s ability to leverage and execute RTA. ability in

IR process suggests the manner and quickness with which a firm reacts to complex and

dynamic attacks. The enhancement in IR ability provides firms a distinctive opportunity

to quickly detect security attacks and react to them in a effective fashion. Without IR

ability, firms are less likely to attain superior organizational security performance and

maintain their competitive advantage. Hence, we suggest that RTA has an indirect

affect on firm security performance and that IR ability acts as an intermediary of this

link. Building on this, the following proposition is developed:

Proposition 4: “incidence response ability mediates the relationship between RTA and

enterprise security performance”.

[75] explain in their assessment and review of RB that “the moment we try to explain

or predict the firm’s actual performance... the RB turns out to be incomplete because

it ignores the material contingencies of the firm’s situation”. Our study explains this

challenge by suggesting attack landscape dynamism and complexity as the contingent

factors that impact the link between RTA and agile IR process.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.
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Heterogeneity and different range of attacks that can expose firm assets refers to Com-

plexity in the threat landscape [39]. Any incidence that can have an unpredictable affect

on firm security is a risk. Furthermore, the distribution of assets among multiple tar-

gets, such as software, data, physical components and network increases the number of

attack vectors and thereby dynamism [39].

Our findings propose that attack complexity makes larger insecurity and thus an added

opportunity for RTA to use ability in IR process. Firms with a lesser number of targets

for threat have small insecurity and hence a smaller threat complexity. However, firms

with a greater number of targets for threat have larger insecurity. In this situations,

firms that have improved RTA can respond to the complexity made by the greater

number of targets in a better manner. To summarize, in threat landscape complexity,

firms with improved RTA are able to deal with attacks in an effective and better manner

and are hence more likely to develop ability in IR process. Building on this, we suggest

that:

Proposition 5a: “ threat environment complexity positively moderates the impact of

analysis capability on incidence response ability”.

For the IR teams work in the incidence response process, that research’s implications

have the practical view of the impact of analysis abilities. Instead of using analysis

abilities at operational level to constantly observe attack landscape, IR teams require to

identify the more novel role of analysis abilities at strategic level in developing both de-

tective reaction plans. The use of the variety of abilities which are allowed by RTA will

assist IR teams execute the integration of avoidance, identification and reaction strate-

gies which may assist them to better handle with both unpredictable and predictable

security attacks.

Threat environment dynamism is described by the emerging nature of security attacks

[19], [3]. Our findings propose that in a highly unpredictable or dynamic attack en-

vironment, IR teams have greater amount of uncertainty and have a requirement for

both real-time information and the ability to respond it. Therefore, in dynamic attack

landscapes, RTA becomes extra important as it makes firms to identify security attacks

as they occur and react to them in a proactive fashion. Moreover, when firms are open

to evolving and dynamic attacks, they require to determine these new attacks and new

forms of threats before they can create any loss [3]. To attain this, firms need regular
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creation of new IR plan, reconfiguration of their IR process, and the capability to con-

tinuously investigate for innovative response strategies. Thus, larger attack dynamism is

predictable to build highly unpredictable and evolving attacks, hence required improved

RTA to identify and react to them. Building on this rationale we suggest the following:

Proposition 5b: “Cyber threat environment dynamism positively moderates the impact

of analysis capability on incidence response ability”.

Figure 4.1: The Proposed Theoretical Framework
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Discussion and Future Research

In the previous chapter the entire findings of this research were presented. The explana-

tions of those research findings improve our existing knowledge of the impact that RTAC

plays in enhancing cyber security IRP agility in three manners. The First way is, that

research builds up a theoretical framework which connects RTAC with cyber security

IRP agility. The proposed theoretical framework describes the key contribution of that

study. Secondly, the descriptions of the proposed theoretical framework represent how

agile characteristics are developed by implementing dynamic capabilities in the cyber

security IRP. Finally, that study gives information which may contribute to practice

the cyber security incident response strategies in industry. That chapter presents the

implications of that research for both information systems practice and research.

5.1 Contributions of the Study

What is the practical and theoretical importance of that research study findings? Why

and How are those research findings and information valuable? How do these build our

knowledge of enhancing agility in security IRP using RTAC? Furthermore how are they

vary from what was acknowledged about enhancing agility in IRP before the initiation

of that research? The objective of that part is to highlight those key questions, st rating

with the practical and then the theoretical advantages of these research findings.
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5.1.1 Contribution for Research

This research finding suggests many significant implications for information systems

literature, with its analysis of enhancing IRP agility using RTAC.

First of all, that research presents key dimensions of RTAC and explains how enterprises

implement agility in their IRP by investing and using RTAC. It presents how RTAC

allowed dynamic capabilities can assist enterprises to move from a reactive method to a

proactive method for cyber security event reaction plans. Secondly, [146] explains how

agility can be developed using strong dynamic capabilities, that research analysis how

RTAC allowed dynamic capabilities assist enterprises combine, create, and rebuild their

organizational assets to enhance agility in their IRP. Particularly, that research presents

RTAC enabled dynamic incident reaction plans to describe how enterprises may enhance

agility in their IRP and hence improves their entire organizational security performance.

Specifically, that research presents the research question by implementing a theoretical

framework (in Figure 5-1) which describes that research’s key contribution by integrating

RTAC and IRP agility.

For the IR teams work in the incident response process, that research’s implications

have the practical view of the impact of analysis capabilities. Instead of using analysis

capabilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis capabilities at strategic level in developing

both detective reaction plans. The use of the variety of capabilities which are allowed

by RTAC will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

With the help of proposed theoretical framework, that research describes how enterprises

utilize RTAC are capable to implement higher order dynamic capabilities in IRP. That

research also describes how RTAC enable agility in IR which help to develop dynamic

cyber security incident reaction plans. That research describes applicable and value

able findings relevant to the utilization of RTAC for enhancing IRP agility. Particularly,

that research finding highlights on how enterprises with dynamic real-time capabilities

developed by utilizing of RTAC enhance agility in IRP which, consecutively, improves

the entire organizational security performance by producing economic and strategic

advantages. The proposed theoretical framework also presents a detailed picture of the
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factors which both hinder and facilitate the implementation of real-time capabilities in

IRP.

This research enhances our knowledge of RTAC and expands the previous literature by

describing its key areas in cyber security IRP such as (building supporting architecture,

defining the real-time perspective, decision automation, and continuous and on-demand

data analysis).

Moreover, that research adds to the literature on incident response reaction plans by

describing RTAC allowed dynamic capabilities which develop agility in IRP and de-

sign dynamic incident reaction plans. Three analysis capabilities are (complex event

processing„ continuous and on-demand monitoring, and automated decision making).

[15] explains agility as main feature of IRP and calls for the implementation of analysis

capabilities in security landscape which experience sophisticated and complex attacks,

that research expands the previous literature by highlighting three key RTAC enabled

agile characteristics in IRP and describe how to develop agile incident reaction plans

using these analysis capabilities and hence enhance agility in IRP.

That research highlights how the key dimensions of IRP and features of dynamic ca-

pability support the implementation of RTAC enabled dynamic incident identification

and reaction plans. The modern security enterprises that have a well developed IRP

and work together with attack intelligence sharing organizations have broader view of

security attack environment and may react to cyber security events swiftly.

5.1.2 Contribution for Practice

The findings of that research have valuable practical advantages and add to three groups

of collaborators in IR practice. For the vendors of security organizations, the results

of that research propose that they should identify the contemporary and creative role

that their security solutions can give to organizations. This innovative role of security

solutions may combine attack related information, automate analysis and forensic in-

vestigations; implement intricate procedures and visual analysis to find the key security

attacks, will assist their clients build creative security incident reaction plans which may

handle with dynamic security landscape. The impact of the capabilities triggered by

RTAC for example complex event processing, on-demand monitoring and decision au-

tomation, will enhance the requirement for data automation, integration, analysis and
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visualization. Hence, security organization vendors who design security solutions re-

quire to vigilantly examine these requirements during the implementation their security

responses.

Our study gives key contributions to the literature on security incident response research

in several ways. First, our findings highlight the importance of using big data analysis

in IR process to understand sense of attacks and incidents that generate from the threat

environment. Second, we identify the key dimensions of big data analysis capability

(data management, data integration, data analysis, insights consumption) that can be

utilized to classify the use of big data analysis in incident response process at different

levels, that is, manual analysis, basic analysis, advanced analysis. Third, following the

work of [5] Describing the need for enabling agility in incident response, our findings

explain how big data analysis assists enterprises to transform their process of incident

response to identify and react to complicated, unidentified and new security attacks

in an agile and proactive manner. Our research explains the research question (How

can big data analysis enhance agility in the process of security incident response?) by

developing a framework (see figure 1) that describes the key features and application of

big data analysis in the process of incident response at different maturity levels. Through

the framework, we explain how key dimensions of a big data analysis capability in the

incident response process change at different maturity levels.

This paper explains the practice perspective that the key role of big data analysis in

permitting agility in the incident response process. Big data analysis provides enterprises

a distinctive opportunity to effectively identify the threats as they occur and react to

them in an effective and timely fashion. The application of big data analysis makes

enterprises to intensify their process of incident response in a way that develop flexibility,

swiftness and innovation in their incident response process. These agile characteristics

enables both known and unknown attacks.

Enhancing agility in incident response using big data analysis is a journey and an evolu-

tionary process that starts by shortening the time to detect the security incidents. After

an incident is detected, agile incident response ensures containment and remediation are

not only faster than traditional approaches, but they are also more complete.

Our findings also suggest that even though many big data analysis tools and prac-

tices have been established in the past few years, their usage in the security incident
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response process warrants new methods considering many aspects including zero-day at-

tack detection, unified data architecture, data sharing across threat detection systems,

sampling and dimensional reduction, real time analysis of data, automated response,

and predictive analysis for anomaly detection.

For the IR teams work in the incident response process, that research’s implications

have the practical view of the impact of analysis capabilities. Instead of using analysis

capabilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis capabilities at strategic level in developing

both detective reaction plans. The use of the variety of capabilities which are allowed

by RTAC will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

5.2 Limitations and Future Research

That part is focused at stimulating future research on the idea of how enterprises enhance

agility in their IRP, a theme proposing a big chance for academic investigation. The

promising themes for further research grounded on the results and limitations of that

research are described below.

For the IR teams work in the incident response process, that research’s implications

have the practical view of the impact of analysis capabilities. Instead of using analysis

capabilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis capabilities at strategic level in developing

both detective reaction plans. The use of the variety of capabilities which are allowed

by RTAC will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

Hence, the generalization of the results of that research in other domains that entail the

implementation of RTAC should be performed carefully as the results can be specific

to the particular features of IRP, and to the industry experts that were considered in

that study. Such as, that research identifies that the choice of enterprises from banking,

finance and assurance sector, the utilization of related IR techniques in the enterprises
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considered as well as their great degree of development in IRP and in implementing

RTAC can restrict the generalized of that research’s results.

That research’s results can not implement better to enterprises which utilize different

IRP techniques and are at different stage of development in the implementation of

RTAC. Hence, further research is required which might increase, support or refuse that

research’s results in other enterprises and organizational sectors. A part from these

limitations, that study proposes that the implementation of analysis capabilities in IRP

encloses a novel transformation for IR research that deals with the affects of analysis

in developing swift incident response strategies, and the results from that research will

provide a foundation for further study which may be considered to confirm, challenge

and expand that research’s findings.

Further research is required to examine the environmental factors which hinder or sup-

port the development of agile features in IRP. Future study may examine how several

practices and expertise of IR units influence the implementation of dynamic IR strate-

gies. Moreover, each of the IR unit’s experts in that research has practised a data-driven

IR capability no fewer than 9 months and no more than two years prior to starting of

that research. Therefore, many of the information that evolved in that research identify

the findings of that technique. Further research is required to examine the key features

of data-driven IR techniques.

Lastly, this research gives key bases for high-level quantitative research which may ex-

amine key components which may assist enterprises enhance IR agility using RTAC.

The connection between developing agility using RTAC and enterprises security per-

formance is a focus of existing research. Future study is also required to detect main

difference between dynamic real-time capabilities and other dynamic strategies to attain

information regarding how RTAC can provide diverse capabilities.

For the IR teams work in the incident response process, that research’s implications

have the practical view of the impact of analysis capabilities. Instead of using analysis

capabilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis capabilities at strategic level in developing

both detective reaction plans. The use of the variety of capabilities which are allowed

by RTAC will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and
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predictable security attacks.

• once the criminal has access to the network, the length of time it takes to identify

the threat.

• once the security incident has been identified, the speed at it which a reaction and

elimination can be executed. Big data analysis assists in handling both components

by minimizing the time taken to identify and react to security attacks, which

ultimately helps to cost savings and improve data protection.

Our research study generates queries about the generalized of the suggested framework,

therefore need further work to enhance it. Generalizing from our research findings

should be performed with great care as they do not give a detailed information about

the working of the organizations. Further research is required to further improve the

proposed framework. This can be done by performing several in-depth case studies.

Case studies will give in-depth organizational context hence adding more information

to the proposed framework by giving actionable information on:

• components that enable or hinder the growth of agile features in incident response

using big data analysis.

• the knowledge and skills needed by the teams of security to use big data analysis

in incident response.

• conditions which hinder the utilization of big data analysis in the incident response.

Finally, our study gives a solid platform for broader quantitative research studies that

can examine key aspects that assist enterprises enhance incident response agility using

big data analysis and its effect on overall organizational security performance. Relating

big data analysis abilities and enterprise performance is a direction of future research.

Moreover, research is also required to detect main differences between big data analysis

and other technologies to acquire actionable information into how big data analysis can

give unique capabilities. Using big data analysis enables a model shift in the process of

decision-making, additional in-depth knowledge is needed to examine its potential along

with the challenges it causes to enterprises.

For the IR teams work in the incident response process, that research’s implications

have the practical view of the impact of analysis capabilities. Instead of using analysis
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capabilities at operational level to constantly observe attack landscape, IR teams require

to identify the more novel role of analysis capabilities at strategic level in developing

both detective reaction plans. The use of the variety of capabilities which are allowed

by RTAC will assist IR teams execute the integration of avoidance, identification and

reaction strategies which may assist them to better handle with both unpredictable and

predictable security attacks.

In the end, the researcher expects that results of that research formulate constructive

contribution to both practice and theory in the urge of a good knowledge of how RTAC

enhance agility in IRP. The security attack landscape is complex and dynamic and

does not make itself to being effortlessly pinned or understood through business rules.

No other way exists by which enterprises may recognize what kind of security threats

they are heading to experience in the future. Though, what they may do is, implement

proactive strategy to handle security threats by utilizing analysis. That will make certain

that they are innovative, rapid and flexible in their security response plans.
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