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Abstract

Fog is well suited for situations where a huge number of decentralized devices must
communicate, provide live analysis of data, and perform storage jobs because of its inherent
decentralized nature and capacity to process data in transit, i.e., ability to draw conclusions
in real-time. Fog computing offers the dependability that time-sensitive smart healthcare
systems require because of its ability to operate near the end user and independence from
centralized architecture. Because healthcare data is so vital, there is a need for stronger
security and privacy solutions for fog computing, where trust is crucial The goal of this
research is to provide a context-based adaptive trust solution for the smart healthcare
environment using Bayesian technique and similarity measures against bad mouthing and
ballot stuffing since context dependent trust solution for fogs is still an open research topic.
To assess our findings, the proposed trust model has been simulated in Contiki and Cooja.
In contrast to static weighting, adaptive weights assigned to direct and indirect trust using
entropy values assure the least amount of trust bias, and calculations of context similarity
remove recommender nodes with malevolent intent utilizing server, coworker, and service
similarity. Due to its minimal trust computation overhead and linear complexity O(n), this

model is effective.
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Chapter 1

Introduction
1.1 Overview

The bulk of data generated by 10T devices and sensors is expanding dramatically, putting a

strain on the nodes' ability to gather, keep, evaluate, and execute it.

World trends are shifting away from centralized clouds and towards decentralized edge
devices in an effort to increase productivity over cost reduction. Since its creation, the idea
of offloading has grown in popularity since it enables a device to transfer some of its
responsibilities to a device with greater computational capability, resulting in a more
streamlined functioning. In a similar vein, 10T devices transfer computationally demanding
activities to other systems in order to improve their performance and bandwidth as well as
to reduce the resulting latency problems. The network edge is the location on a network
where end users connect to the main network. At the same time, data is being processed.
The idea of processing data on edge devices has reduced the need for central nodes to
perform routine operations and instead encourages processing of data close to its source.
Platform of cloud was established to manage these details, but it introduced worries about
bandwidth and latency, particularly for time-critical systems. Fog computing, which
involves moving processing power far from the central cloud system and closer to the end
user, has arisen in recent years as a solution to this problem. [7]. An edge network closer
"mini-cloud” is what is meant by a fog node. [10]. Anything near the end user can serve as
a fog node, such as routers or switches or servers. However, before it can be widely adopted,
it must overcome numerous problems, the most important of which are security and
privacy. There are numerous techniques for establishing trust between service provider and

requestor nodes as well as for secure data transport and authentication.[5][12][3].

The form that is most basic, trust is the belief that a given item will behave in accordance
with the QoS and security regulations. In a digital setting, trust is essential for assisting new
colleagues. A device can be classified as secure or insecure depending on the trust levels
of individual nodes and the network policies for the minimum trust threshold. A trust
management system aids in building trust amongst network nodes to ensure efficient
operation. The degree of assurance that an I0T device will act in a specific way is defined
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as trust [15]. Each device in the network of fog needs to comprise a specific trust level for
them to engage and communicate with one another. [3]. Context is crucial in fog computing
and trust calculation; for instance, one fog node might be relied upon to complete a task for
a fog client but useless for another. Smart healthcare is one of the expanding use cases for
fog computing [1]. Fog computing has been and can be used in fields such as remote
monitoring, automated patient surveillance, and smart healthcare devices [14][9]. More
security and confidentiality preventive measures are required as a result of the
connectedness of devices as a result of the ongoing surveillance and the delicacy of patient
data.

1.2 Motivation:

Fog computing has the reliability that time-sensitive smart medical systems require because
to its capability to operate near to the user and its independence from centralized structure.
Managing such a substantial volume of data and sensitive patient data poses questions about
security, privacy, and trust. In the literature, there aren't many models for fog applications
in healthcare, proposals for system architecture, or encryption [2] [11], but there is minimal
[20] to no research on trust, particularly context-based dynamic trust solutions. We have
discovered a sizable research gap, especially when determining the security level of a node
or device from which you are dispensing or receiving services necessitates trust as a key
evaluation factor. This is due to the dynamic nature of trust and the importance of the data
generated by smart healthcare systems. In order to address these assaults, we also aim to

propose a adaptive context-based trust system for time-critical smart medical systems.

1.3 Scope and Objectives

The primary goals of this research are to investigate existing trust schemes in the Internet
of Things (10T), SIoT (Social Internet of Things), and Fogs, as well as to identify how SloT
trust solutions can be applied in fogs and to examine existing fog-based solutions in
healthcare. The primary goal of this project will be to provide a context aware trust
management solution for fog computing that can be applied for time-sensitive smart

healthcare systems while minimizing the risk of attacks and increase security and privacy.



1.4 Contributions

The research aims to achieve the following goals:

1.5

To study the current trust mechanism in 10T.

Using a Bayesian methodology and similarity metrics, For fog-based loT
systems, we suggested a context-aware trust solution.

To propose trust mechanism to overcome ballot stuffing and bad mouthing in
medical IOT system.

Comparative analysis of proposed and existing schemes in the field.

Utilizing entropy theory, an adaptive system for allocating weights to
computations of both direct and indirect trust.

The simulation of our model be done on Contiki, Cooja and showed the

difference between employing static and adaptive weighting techniques.

Thesis Outline

This thesis is divided into six chapters:

« Chapter 1: This chapter contains introduction, scope, objectives and the

contributions we have made in this thesis research.

« Chapter 2: In this chapter, we briefly discuss 10T, SloT and also fog

computing in detail.

« Chapter 3: Deals with the topic's chosen literature review, previous work,

and comparisons.

» Chapter 4: This chapter discusses the proposed model in detail, including

mathematical modelling.

« Chapter 5: This chapter delves into the practical simulation, analysis, and

assessment of our proposed model utilizing a healthcare use case.



» Chapter 6: This chapter concludes the research and makes recommendations

for further work.



Chapter 2

PRELIMINARIES

This chapter will provide an overview of 10T, SloT, and Fog computing, as well as its

applications and architecture.

2.1 Internet of Things:

The Internet of Things (10T) refers to a massive network of interconnected objects. Items
can be anything having sensors, software, or any other technology that connects to and
exchanges data with other objects via a network [13]. In other words, Sensors, the data they
gather, and the processing, storing, and analysis of that data make up the Internet of Things
(1oT). It permits us to access diverse applications from wherever, at any time. This network
of networked things generates a vast amount of data, which enables loT-related apps to
make informed decisions and improve their services. 10T applications include smart

automobiles, smart homes, smart healthcare and smart cities

2.2 Social Internet of Things

Many researchers have been drawn to the integration of social ties with 10T systems in
recent years. 10T objects emulate human social behavior in SIOT. The goal of incorporating
social relations in 10T is to simplify the process of establishing interactions among items
and produce better results through collective effort. A social network of items working

together to complete a job outperforms an individual working alone.

As the world moves toward the Internet of Everything, which will entail everything (people,
processes, things, data) collaborating and interacting, as well as producing a vast quantity
of data, it is vital to give the system some autonomy, which is where SIOT comes in.

Decisions can be made by SIOT systems without the need for human intervention. Each



device/object can develop relationships with others and collaborate based on the rules

established by device owners.

2.3 Current Issues in 1oT/SIOT

loT devices and social interactions are producing exponentially more data, placing a strain
on nodes' capacity to simultaneously collect, analyze, store, and process data. According to
International Data Corporation (IDC), data created by connected I0oT devices would total
73.1ZB by 2025 [14]. Cloud computing was developed to manage the ever-increasing data
produced by trillions of 10T devices. Because the cloud provides the required storage and
processing capabilities to resource restricted I0T devices, cloud and lIoT complement each
other in terms of capabilities. Data is collected, processed, analyzed, and stored in the cloud.
However, it has bandwidth, dependability, and latency difficulties, which are especially
problematic for time-critical systems that require real-time processing or quick results.
These issues limit 10T uses. To address these concerns, Cisco developed the notion of fog
computing [6], It involves moving processing power away from the centralized cloud
infrastructure and towards the end user. Because fogs, unlike clouds, are distributed, this
solves the bandwidth and latency difficulties while also increasing reliability and reducing

reliance on a single central cloud system.

2.4 Overview of Fog Computing

In contrast to the summary provided in the previous chapter, this section will go into
considerable detail into the concept, operation, and architecture of fog computing. Part 2.4.1
provides a definition and some of its major properties; section 2.4.2 goes into considerable
detail about the fog reference architecture. The uses of fog in contemporary architecture are
discussed in Sections 2.4.3, 2.4.4, and 2.5, which are followed by the research strategy used

to finish this study and its rationale.



2.4.1 Fog Computing

So far, we have relied on the cloud for 10T data management, but due to the rapid expansion
of devices of 10T and henceforth data, it is difficult to rely on a single entity for processing
of this massive volume of data. The fog computing paradigm was developed for this reason.
Fog is a cloud extension that moves storage, communication, compute, and other
networking functions to the network's edge. Data in fog computing is examined and kept
by fog nodes located near the source of the data. Cloud-related issues such as latency and
bandwidth are addressed with fog computing. Because data is processed closer to edge
devices, the time required to respond to a service request is reduced, which solves the
cloud's time-sensitive request processing limitation [16], less bandwidth is required because
not all data is sent to the cloud, and there is no single point failure due to the distributed

nature of fog nodes. A "mini-cloud” that is nearer to the edge devices is a fog node. [10].

The Open Fog Consortium was created in November 2015 to encourage the use of fog
computing in a variety of industries. Among its original members are major technology
academic institutions and companies 5 like Dell, Cisco, Microsoft, Dell, Princeton
University, and Hitachi, among many others [17]. It was amalgamated with the Industrial
Internet Consortium in January 2019, and is now known as the Industry 10T Consortium
[18]. The computing of fog paradigm is promising for the future of 10T, but it has several
difficulties before widespread adoption, including privacy, security, architecture definition,

and so on. Nonetheless, it is a platform to watch.

2.4.2 Fog Architecture:

According to a survey [19], several fog computing architectures exist in the literature
depending on the application demand and deployment circumstances. The majority of these
architectures are extensions of the basic three-tiered fog service design. The Open Fog
Consortium [25] has tried to design a generic fog architecture as a starting point for
developing an industry standard for fog computing. Fog is organized in a multi-layered
hierarchical structure. As shown in Fig. 2.1, Fog's layers lie between the cloud and the l1oT
layer, operating as an intermediary body between them. The number of layers may vary

depending on the application.



Computation can be done at any level, but computational intelligence reduces as the level

drops. Higher-level nodes will have a better view of the network.

A
Slower
Cloud
Computing
Layer
k!
{ £
Fog 4 PV R
Computing @ q 282
Layer I g | @ @ \ ZL
/ el "
Devices
Faster

Figure 2.1 Fog Architecture from faster processing with

quick response time towards slower processing

The Internet of Things (I0T) layer is the lower layer, which is where data is created and
sent to edge nodes for additional processing. Data processing and computation take place
at the fog layer, which is composed of several decentralized nodes. Nodes located at the
same layer can share resources, perform fault tolerance, and offload data depending on the
workload and are presumed to have similar intelligence levels. The presence of a fog layer
between the Internet of Things (IoT) and the cloud reduces service delays and boosts
Quality of Service (QoS) by speeding up response times. With the highest computational
intelligence, cloud resides at the top of the hierarchy and handles services that call for
complicated calculations or data that fog cannot manage, such as the processing of large
data.



Table 2.1 Fog Deployment Model

Deployment Model

Description

Public Fog Model

Similar to public cloud, public fog offers
services to the public where users can rent
the essential services they need. A single
organization owns the public infrastructure
in the case of clouds, but this shouldn't be
the case in the case of fog. Collaboration
between several organizations is required
to develop this deployment approach.

Private Fog Model

Private cloud services are more expensive
than public cloud services and are offered
to high-end security organizations. Private
fog models may be owned by a single
entity, which may also offer services to
third parties as required.

Community Fog Model

This model lowers the cost of deployment
by recommending a community-based
system wherein two or more businesses can
work together to provide services at a lower
cost than private fog but with greater
security than public fog.




Hybrid fog, as its name implies, is the
outcome of the union of public and private
fog. Sensitive information can be
Hybrid Fog Model transmitted to private fog and non-sensitive
information to public fog under this
paradigm, making it suitable for
applications with varying levels of
security.

2.4.3 Uses and Advantages of Fog Computing

Fog is well suited for situations where communication is required between a large number
of decentralized devices, carry out processing, and store data due to its innate
decentralization and ability to process data while it is being transmitted, i.e., its potential to
make decisions in real-time. Fog has a broad range of applications because of this, including
time-sensitive 10T applications for smart homes [10], smart medical [1], smart grids, smart
vehicle systems [20], and more [31] [10].

Many major software companies, such as Microsoft, the Linux Foundation, and Amazon
Web Services, have invested in research and development of it due to its simplicity and
flexibility [22]. Fog has many advantages because of its diverse nature, including but not
limited to location awareness, decentralization, agility support, scalability, run-time
interaction, bandwidth and storage conservation, low energy consumption, increased
dependability, reliability, and possibly increased privacy due to processing close to the edge
[16].

2.4.4 Direction of Fog Research

Given the volume of data that 10T devices have produced, the attack surface in fog
computing is very large. For fog computing, improved privacy and security solutions are

required, and trust is crucial [23]. Trust is the level of assurance that a thing or Internet of
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Things device will function as intended [6]. Every device in the fog network needs to have
some level of trust in order for them to cooperate and communicate with one another . For
other platforms like 10T, SIOT, and Cloud, there has been a lot of study on trust
management schemes [24], but there hasn't been as much done on trust management
schemes for Fog as a secure platform, particularly context-aware solutions. Current
research focuses primarily on new encryption schemes and protocols, as well as a few new
trust models, but does not take context into account. Similar to other domains, context is
crucial in trust computing. For example, you might trust a buddy with your money but

probably not with a personal secret, and vice versa.

2.5 Motivation

Fog networks, also known as fog nodes, are frequently large-scale networks made up of
many network objects (i.e., any device with enough processing power and memory).
Attacks are more likely because these nodes are required to connect to one another for
various transactions. To protect the connection from attacks like ballot-stuffing and
badmouthing, the proposed two-way trust management technique should confirm that both

nodes have formed a trustworthy connection before the transaction.

This study seeks to develop a dynamic context-based trust solution for time-sensitive smart
healthcare system use cases. Fog computing offers the dependability that time-sensitive
smart healthcare systems require because to its capability to operate near to the user and
independence from central structure. Context-based trust in fogs will secure data privacy
and eliminate the possibility of malevolent nodes tampering like bad-mouthing and ballot

stuffing attacks with the network and important data.
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Chapter 3

LITERATURE REVIEW

This chapter goes into great length about literary reviews. It outlines the research that has

been done thus far on 10T, SIOT, and fog computing trust.

3.1 TrustinloT

The security issues that heterogeneous 10T objects face and potential solutions have been
the subject of extensive investigation. Trust is one of the main factors to consider in order
to connect 10T items securely. Among the essential security needs for an 10T environment
are the fundamental CIA triad (confidentiality, integrity, availability), access control,

privacy, trustworthiness, authorization and auditing, according to a survey [25].

The degree to which an IoT device will behave exactly as it was designed to behave is
known as the level of trust [15]. In an IT environment, a set of protocols and procedures
specify how it should behave; if it succeeds in doing so, only then will it be referred to as
"trustworthy.” As depicted in Fig. 3, A planned interaction between two entities is trust.
The entity that needs the trustee's services is known as the 1 trustor, and it needs to have a
certain amount of faith that the trustee will act in accordance with its intentions. Trust
enables this confidence. However, due to the context and environmental aspects that are
constantly changing, trust must also be updated periodically. Because trust makes it
possible for entities to work together safely, it is crucial for distributed networks like the
Internet of Things 10T.

12



TRUSTOR

Transaction Evaluate

Relationship Trust
TRUSTEE Transaction TRUSTEE
Relationship

Fig 3.1 Trustor and Trustee Relationship

Trust management is the process of enabling entities to build trust between one another.
Trust computing is another division of trust management that deals with establishment,
updating, and the processes that support trust establishment. It deals with acquiring trust
values, choosing which characteristics to employ, and figuring out how to combine them to
determine final trust value [22]. Depending on the application and situation, trust can be
transferable or not, dynamic, asymmetrical, and context-dependent, according to Cho et al.
[26].

3.2 Structure of Trust

loT trust computation techniques were categorized by Guo et al. [24] into five design
dimensions: trust composition, trust propagation, trust aggregation, trust update, and trust

formation.

3.2.1 Composition of Trust

Which trust indicators or components will be used in the computation of trust will depend

on this dimension.
You can divide all the metrics into Social Trust and Quality of Service (QoS) categories.
3.2.2 Trust establishment

This attribute determines how the trust should be computed and stored. Trust systems

employ two propagation strategies: distributed and centralized.

13



3.2.3 Trust Updating

This dimension determines how frequently the network’s trust value should be updated.
Event-driven and time-driven trust updates are the two-basic method.

3.2.4 Trust Building

The combination of the trust indicators, as assessed by trust composition, is defined by trust
formation. While some systems simply take into account one trust indication, others take

into account numerous trust qualities (multi-trust) (single trust).

3.2.5 Aggregation of Trust

Through self-observation and other people's experiences, this dimension decides how to
blend trust into a single value. The weighted sum approach, fuzzy logic, Bayesian inference,

logistic regression, and other examples are examples.

3.3 Attacks Based on Trust

A trust management strategy aims to create a extremely reliable network with very honest
items. To remain under the threshold and continue to be chosen to provide services, a
service may strive to increase its trust value. Due to these trust-related attacks, an SP may

act trustworthy for its own gain despite being inferior.

Therefore, a few of the few prevalent trust-related attacks are mentioned below in the

context of 10T:

3.3.1 Bad Mouthing Attack (BMA)

To reduce the likelihood of a good node being chosen again, a malicious node may make

unfavorable recommendations against it.
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Fig 3.2 Bad mouthing attack

3.3.2 Ballot-stuffing Attacks (BSA)

Even if it is evil, a malicious node can work with other malicious nodes to make positive
recommendations for them, which increases their chances of being chosen to provide a

service and disrupting the network.
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Fig 3.3 Ballot Stuffing Attack

3.3.3 Self-promotion Attacks (SPA)

In order to promote itself, a rogue node may make positive recommendations for itself.
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Once it has gained trust, it may then offer subpar services.

3.3.4 On-Off Attacks (OOA)

Malicious nodes randomly aromatize bad and good services in an effort to escape being
classified as a bad node. This exploit is used by malicious nodes to avoid detection. In their
suggested trust schemes, a number of scholars have made an effort to provide a defense

against these trust-based attacks.

3.3.5 Opportunistic Service Attacks (OSA)

This assault takes place when a malicious node notices that its standing within the network

is deteriorating; it then starts acting nefariously once it regains its good standing.

Several effective defenses against these attacks are contact likeness, filtering, response

circulation, and reliability rating, according to the literature [27].

3.4 Survey of Trust Models

In the recent years, both academia and business have placed a strong emphasis on trust-
based security solutions. In the literature, trust calculation systems (TMS) for the IOT have
modelled trust using a variation of trust metrics (QoS, social, etc.), the most popular of
which are response time, user satisfaction, credibility, honesty, packet deliver ratio, energy
consumption, latency, and others [32] [29] [30]. This section reviews the various trust
strategies that have been employed thus far in the literature and describes recent

developments in trust management schemes.

Researchers use a variety of methods to calculate trust, including weighted method,
subjective logic, analysis by regression and the fuzzy logic[22]. A novel reputation system

was proposed by Josang et al. [21] using the Bayesian inference technique for the first time.

As a random variable that may be modelled as a probability distribution, trust is plotted.
With each optimistic and undesirable event, probability distribution parameters are

mapped, an d the average is chosen to calculate trust.

The similar method was utilized by Altaf et al. in [32] to propose a context based adaptive

trust model for the Internet of Things utilizing reaction time as the trust parameter. To
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defend on off and Sybil attacks, they dynamic assignment of weight factor and used cosine
similarity. The adoption of the dynamic weight parameter has been found to behave better
in recognizing and isolating malicious nodes when compared to a few other t rust solutions.
One of the earliest and most popular methods for aggregating trust is weighted sum, which
makes sure that the entities with the best reputation have the greatest influence on the final

trust score [22].

A likeness-based model for trust incorporating friendship, contact, and COI similarity has
been proposed in [6]. In this study, there was no discussion of an attack model. In a mobile
ad hoc network, Wang et al. [28] employed logistic regression to enable SR to forecast SP's
future behavior in light of the network’s environmental factors, such as capacity restrictions,
energy sensitivity, and profit recognition (MANET). It addressed bad mouthing and ballot
stuffing but omitted context. A similarity-based methodology was proposed in another
study [38] to assist in protecting against 10T badmouthing, collusion and packet dropping
attacks. Packet forwarding behavior, feedback reliability, and communal neighbors are the
trust features used in this architecture. The similarity-based credibility computation makes

this system resistant to fraudulent recommendations.

Table 3.1 depicts the trust models of IOT by different researchers the technique used and

the attack cater in these.
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Table 3.1 Analysis of 10T Trust Models

Year Title Features Method Attacks Main Concern

2017 Trust-Based Decision Making | Aggregate sensing | Direct and indirect No specific Trust
for Health 10T data, derive the observations. attacl_< assessment

» mentioned.
Systems probability of
health loss, risk,

2022 A Novel Hybrid Trustworthy | To identify honest Deep learning, edge Not e ]I?re\gantlr_]g data

Decentralized Authentication | miners and restrict : mentione raud, privacy
blockchain,  Cloud

and Data Preservation Model | malicious miners, .
blockchain,  neural

for Digital Healthcare l1oT
network

Based CPS

2020 Analysis of factors affecting | Five-layer Clustering, decision Optimization of
loT-based smart  hospital | architecture, tree, logistics the power
design a regression consumption

standard protocol
design, robust
security and
privacy design

2021 A Survey on loT Smart| Upgrades in | Blockchain, fog To  encourage
Healthcare: Emerging decentralized computing, secure and
Technologies, ~ Applications, | aPacity, astoundingly

circulated record, successful
Challenges, and Future Trends inter_opera_bility, ~SS0ciations.

confirmation,

dependable,

changelessness.

2021 Security, Privacy and Trust in Granularity, Blockchain, Security,
loMT Enabled Smart | compliance with lightweight security privacy and
Healthcare System: A standards, approach, trust
Systematic Review of Current | defining the | authentication and
and Future Trends permissions and | 4\ thorization

roles.
2020 MITIGATING Distributed Direct Selective and | Trust
IOTATTACKS IN SMART trust observation | Newcomer | calculation.
computation
MEDICAL ~ NETWORKS | gyctem, s and attacks,
USING ENHANCED | considering recommendations,
the Dirichlet algorithm

DIRICHLET BASED
ALGORITHM FOR TRUST
MANAGEMENT SYSTEM

service level of the
node and the
number of packets
exchanged
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2021 A Security Awareness and | Four-dimensional | Zero-Trust Security

Protection System for 5G | security Architecture Awareness and
Smart Healthcare Based on framework, Risk Protection.
Zero-Trust Architecture Scoring,

Risk  Reporting,
Risk Judgment

Mechanism
2021 Internet of things in health: Attribute based Edge computing Security,
encryption interoperability,

Requirements, issues, and gaps interoperability,

blockchain usability

making use of the cloud owing to the absence of agility support, incapability to monitor
data while it is being transported to the cloud, and other factors, trust management
methodologies, while well-established, cannot be immediately used to fog computing. and
the scattered nature of fogs themselves. Due to the already established security measures

between cloud users and SP, trust is a unidirectional requirement for cloud services.

However, because trust in fog is bi-directional due to its flexible nature, it is challenging to
apply the same tactics as utilized in cloud. Since a few years ago, fog computing has been

a popular area of study in both business and academia.

The 5G edge cloud's security capabilities, such as the creation of a virtual access network
with dynamic scheduling and elastic growth and a closed loop of awareness, analysis, and
execution at the edges, are necessary to provide fine-grained security monitoring and
control [60].

For fog computing, stronger privacy and security solutions are required [23]. Given the
volume of data generated by the sensors and edge devices, the attack surface in fog

computing is very large.

For fog computing, stronger privacy and security solutions are required [23]. There is very
little research on trust calculating systems in Fog as a safe platform, and context-aware
solutions are especially hard to come by. As in other sectors, context is crucial in trust
computing. For example, you might be able to trust a node for video surveillance but
probably not for a biometric attendance system. The accessible research papers have

undergone extensive analysis and study [36] [20] [30] [37].
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Al-Khafajiy et al. [36] presented a load balancing technique to effectively manage the assets
of fogs and presented a trust and feedback model for fogs utilizing bayes theorem and fuzzy
logic. Using parameters for quality of service (QoS) and quality of protection (QOP), SP

and SR can both assess one another based on the services offered.

Mansi et al [59] Dirichlet algorithm, where the weight of a node is determined by taking
into account the node's service level and the volume of packets exchanged over a period of
time Selective and Newcomer attacks are successfully mitigated by the enhanced Dirichlet

algorithm.

This methodology employs user experience to forecast future collaborators' behavior,
however it omits to address the attack model and merely addresses general trust assaults
like forgery and dos. Only a few other trust solutions [34] [42] in fog exist, and while [34]
employed a fuzzy neural network combined with weighted weakest link to identify nodes
with an accuracy of 0.9969, few other solutions [34] [42] used fuzzy networks for trust

estimates.

Aggarwal S. et al. [63] present a fully functional solution for the integration of the proposed
consensus algorithm with the Ethereum Framework, but Sabotage is not covered in this
research. The proposed Proof of Improved Consensus algorithm is designed for blockchain

to validate the blocks before they are committed to the ledger.

Muhammad Asif et al. [61] proposed a technique to ensure privacy of medical data
especially against the threats emerging internally within SHS. The system had implemented
authorization defining the permissions and roles merely for medical staff. , the system does
not facilitate to perform copy and move operations on directory resource. Seyed Morteza
et al. [61] presented an effective and secure method called “MedSBA” for storing medical
data in SHS. The method is based on blockchain technology to ensure user privacy The
system employed private blockchain to revoke the instant access which is very challenging
in ABE. Nonetheless, the system did not support the exchange of cryptocurrency between

the data consumer organizations and the individuals for data sharing.

Various academics have employed fog as an additional layer to help with trust estimate [20]
[44] [41]. Fuzzy logic was used by Soleymani et al. [12] to propose a trust model for vehicle
ad hoc networks. To calculate trust, a combination of experience, location accuracy, and
plausibility model is used. In [40], Regression analysis was utilized to model fog as an

additional layer to represent confidence in a sensor based centralized system. The fog layer
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was used to reduce computational costs and to improve the network's storage capacity.
However, they did not explicitly provide a trust model for the fog network; rather, they
used fog as an enabler to assess position correctness. In [37], a fuzzy logic-based broker-
based trust management system for fogs was originally presented. Availability, feedback,
security, QoS, and cost were among the trust metrics employed in this model, however the
usage of a broker suggests a single point of failure, and it also neglected to address the
prevention of harmful recommendations. The clue of a fog manager or trust manager was
first offered in [31] and [42]. It is in charge of requests handling on the basis of resource
limitations and time-criticality in order to enhance QoS at the layer of fog. A review-

grounded system increases the system's dependability and credibility.

If items with a shared purpose develop social connections, the load on the Internet of Things
system as a whole can be decreased. [49]. 10T trust models must be developed using the
Social Internet of Things (SIOT). TMS in SIOT can serve as an inspiration for fog trust
management systems. Col, social contact, friendship, centrality, co-location, honesty,
cowork, centrality ownership, mutuality, and other relationships are some of the most often
utilized trust metrics in the SIOT. [20] [49] [50] [3] [48].

A node of fog might propose various facilities to various systems, and just because it is
trusted for one service does not mean that it will be reliable for all. For instance, a node that
is reliable for video scrutiny might not be reliable enough for a management system of
traffic or a health-related Internet of Things application. [48]. Context should always be at
the forefront when discussing trust in fogs since context and environmental elements affect
trust differently. There are now some trust solutions for fog computing, as was previously
said, although this field of study is still in its early stages. To the best of our knowledge,
there are just two studies that explore context and trust in fogs, and even those papers have
certain limitations. In an effort to present a context-aware trust model employing a feedback
crawler system to create confidence, Yasir Hussain et al. [20] have introduced a monitor
mode for observing the activity of hostile nodes. The likeness between two model sets has
been calculated in works using a variety of statistical techniques, i-e Cosine, Pearson and

Jaccard correlation, each with advantages and disadvantages [48].
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Table 3.2 Analysis of Fog Trust Models

[Papar Method Context Similarity | Adaptive | Limitations Attacks
dependent measures
Future generation | Subjective Yes No Yes High overhead No
computer system logie
Fog to fog no
collaboration
A fog computing Bayes fuzzy No No No Fog workload No
trust management | logic
approach,” Joumal Service workload
of
Parallel and
Diztributed
Computing
A novel trust Regression No No Yes Static environment Jammmg,
mechanizm based | analyas :
on fog computing No heteroganaity Spoofing
in sansor-cloud
system
Context-aware Faedback bazad | Yes No No Not deal wath malicious No
trust and reputation trust recommendations
model for fog-
basad ipt,”
Trust management | Logistics No No No No practical evaluation No
in fog computing, | regression,
subjective logic
A trust Fuzzy logic No No No 008,008 305 social No
management relationship
system for fog
computing
services,” Intemat
of Things,
A Context-basad Decision tree Yes No Ves Trust prediction gulybon. | No
Trust Manazement decizion free
Syzstem for the
Social Internat of
Things
Trust Management No Yes Ves Similarity rating of Collusion attack,
for SOA-bazed IoT friendship, zocial opporhmistic
and Its Application contract. zervice
to Service
Compozition
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Table 3.2 lists the trust models we've looked at in fogs. Our analysis of the literature
specifies that there is a need for adaptive trust calculation resolutions for fog systems
nonetheless, as far as we are aware, no context-oriented adaptive trust management for fogs

has ever included a social similarity measure to determine trust. As was previously




mentioned, similarity measures are employed to screen out fraudulent recommendations
from nodes that are in the same scenario as the SR. We have discovered a huge research
requirement given the flexible character of trust, particularly in a dispersed fog
environment, especially when trust is a crucial factor for evaluating the safety of a specific
endpoint that you are delivering or receiving facilities from. So, utilizing the Bayes
approach and the context similarity measure as a suggestion filtering methodology, our goal
is to present a adaptive scenario-based trust resolution for the fog network. Our use case

will be the smart healthcare system.

Smart healthcare is one of the expanding use cases for fog computing. [1]. Fog computing
offers the reliability that time-sensitive smart medical systems require as to its ability to
operate near to the user and independence from central architecture. Fog computing has
been used and can be used in a number of healthcare-related applications, including
automated patient supervision, remote monitoring, and smart medical equipment [14] [9].
There aren't many proposals for system architecture, encryption models, or fog models in
the literature [2][11].

In order to develop a trust model for fogs utilizing healthcare as a use case, Mutahdi et al.
[47] employed subjective reasoning; nevertheless, they neglected to take context into
account when addressing how crucial data loss, data breach, and Denial of service (DoS)

attack is in a smart healthcare setup.

Due to increased device connectivity brought on by the need for ongoing observation and
the sensitivity of patient data, security measures are required. Therefore, the goal of our
research is to offer a fog computing-based context- adaptive trust resolution for time-

sensitive smart medical systems.
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Chapter 4

PROPOSED CONTEXT-BASED FOG
TRUST MODEL

The proposed model of trust, mathematical model, flow of event, and evaluation
mechanism are all presented in this chapter. The Internet of Things (1oT) devices, fog
nodes, and cloud servers are the three stakeholders in a fog computing ecosystem. Using
this proposed approach, trust between fog nodes that are in communication in a smart
medical is calculated. It is a dispersed trust paradigm where, depending on the context, each

node determines how much it may trust the node with which it is interacting.

4.1 System Model:

Service Requestors (SR), Service Providers (SP), Trust Managers (TM), and
Recommenders are the four entities in our suggested model. Client nodes that seek services
are called service requestors (SR). Because they have restricted processing and storage
power, they must trust on unrestricted nodes, or TM, to perform computations and data

processing that is above their capacity.

4.1.1 Attacks Used in Model

Our research focuses on mainly two attacks namely badmouthing and ballot stuffing. In
badmouthing attacker collude bad recommendation about the victim to damage or destroy
its reputation. While in ballot stuffing it boost trust value of another bad note by providing

good recommendation for collusion purpose.

4.1.2 Fog Model

As much as they are able to, SR keeps a local trust table, but when their processing power
is fully utilized, they rely on TM to do trust calculations and service discovery. Unrestricted
nodes include Trust Managers with sufficient processing and storage power. Trust

Managers are highly competent fog nodes that relieve fog nodes with lesser capacity of the
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task of performing difficult calculations. In order to boost dependability and prevent a
single point of failure, there can be a chain of TM, so if one does not have a certain piece
of data that SP or SR wants, it can forward the request on to the TM in line behind it. Service
providers (SP) are the endpoint that deliver the necessary facilities, as opposed to
feedbacks, which are endpoint having any prior involvement utilizing the server for specific
facility. This approach will address the development of trust between nodes of fog for

resource dumping and sharing.

4.1.3 Fog Layers

Instead of considering a multi-layered fog environment for simplicity's sake, we will focus
on a single layer of fog that nevertheless has all of the desired characteristics. Fog nodes
can interact with nearby fog servers or clients through a single hop. Trust Managers are
thought to be very trustworthy. Nodes having a trust rating greater than 0.5 are considered

to be trustworthy.

4.1.4 Proposed Paradigm

In our suggested paradigm, the SR asks the SP for a service, but they first need to confirm
one another based on previous interactions. This stops a connection from being made to a
malicious or rogue node. A service requester (SR) will ping its neighbors to inquire about

the availability of a service S, and a potential service provider (SP) will then answer.

Nevertheless, in order to protect themselves from malicious nodes, SP and SR must first
verify one another. If the SR's local trust database does not show any evidence of prior
contacts with the SP, a default value of 0.5 (neutral) will be given to experience that is
direct. SR solicits recommendations from its neighbors, then determines indirect trust based
on these recommendations, and ultimately determines overall trust by combining indirect
and direct trust. The request will be immediately refused if SP's trust rating is below the
cutoff, and SR will search the network to look for a substitute connection. SR directs a
connection demand to SP if SP's trust score above the cutoff. The SP will now perform the
same procedures to validate the SR before connecting. If the value exceeds the threshold,
the connection is formed. SP offers SR the service S. For use in subsequent contacts, SR
saves customer input in the structure of experience and overall trust score after receiving
the service. This will lower the chances for both the attacks to occur as because of

recommendation and previous interaction record. So, when the attacker gives bad
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recommendation to good node it will not selected because of context of the transactions

and vice versa.

4.2 Trust Estimation

The method for computing trust is described in this section. It contains scheming direct trust
with the help of Bayes algorithm, calculating indirect trust by by means of suggestions from
adjacent nodes and evaluating their similarity values to SR, and lastly calculating whole

trust. The parameters of our trust model are provided.

Lists are used to store the following data in each node:
List of Co-work of a node Coq = {Co1, Coz, Co3, ... Coxn}
Servers list, a node has networked with and gotten services from S = {s1, S2, 53, ...Sn}

Service list a node has obtained Sr, = {sr1, ST, ST'3, ... ST }
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Table 4.1 Description of Parameters

Parameters Description

Sab User Satisfaction experience
e—dat Exponential Decay

At Trust Update Cycle

w Weight Parameter

Tabd Direct Trust

T abr Indirect Trust

Tab Total Trust
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Simacs Server Similarity of node a to take recommendation from node ¢
SimacCo Co work Similarity of node a to take recommendation from node ¢
SimacSr Service Similarity of node a to take recommendation from node ¢
Lsac List of shortlisted users on the basis of Server Similarity

Lcoac List of shortlisted users on the basis of Co work Similarity

LSrac List of shortlisted users on the basis of Service Similarity

L ac List of shortlisted users on the basis of highest similarity value with a

4.2.1 Parameter for Direct Trust

We practice the Bayesian approach to determine the direct trust between the communicating
nodes in our model. Because of its successful track record with effective trust modelling,
Bayes is often used. Direct User Satisfaction Experience Sa and Bayes are used. User
experience is calculated using a amount of nonfunctional features, such as latency, packet

delivery ratio, response time, etc.

4.2.1.1 Packet Delivery Ratio

The packet delivery ratio can be calculated by dividing the total number of data packets
that have reached their destinations by the total number of packets that have been delivered
from sourcesThe ratio of packets supplied from the source to those received at the
destination is known as the packet delivery ratio. The ratio of successfully delivered packets

to all packets sent is measured.

¥ (Total packets received by all destination node)

4.1
¥ (Total packets send by all source node) (4.1)

Based on the quality-of-service metric, in this example packet delivery ratio, user
satisfaction is a binary number that can range from for satisfied 1 to for not satisfied 0. By
considering the number of packets sent and the number of packets received user satisfaction

experience is calculated for every round of communication. When the packets are sent to

28



the requestor and it receive the packets and then send the response then it is one round of

communication.

According to the Bernoulli trial distribution, the experience is split between good and

unsatisfactory. Direct trust between node a and node b can be depicted as:

TE = e _ (4.2)

In equation 4.2, o and P are beta dispersal’s parameters. Value of a and B is derived taking
into account trust deterioration over a time period t. The effect of prior trust levels on the
present value is modelled by trust decay when the time elapse between two activities is
taken into account. When there hasn't been any interaction between two entities for a while,
trust between them gradually declines, much like in the real world. Because it is based on
the trustor's estimation of the trustee's trustworthiness, trust decay only affects direct trust
and not total trust. Hence, it is possible to compute the beta distribution's parameters using

following equation 4.3 and 4.4:

agp =€ X al,+ Sap 4.3

Bap = et x Bry+(1—5S,,) (4.4)

Here, satisfaction experience of a towards b is represented by Sq, p, it is a binary value
according to Sq, », where 1 denotes a satisfied experience and 0 a dissatisfied experience.
In aforementioned equations, Sq, » donates to positive observations whereas (1—Sq, b)
donates to observations that are negative, aq» and Bqb represent old score where as g,

pand S, prepresent new values. @44t represents exponential decay where over a period At
d is the decay factor.
4.2.2 Measures for Indirect Trust

We may assess indirect trust in this case by using suggestions from adjacent nodes with a

history of communications with the same server in the same situation. Node a will ask its

29



neighboring nodes for their trust recommendations for node b, and those nodes will then
share the total trust values with SR. and, if necessary, use TM to determine the node's
closeness to the recommender nodes using a similarity measure. To determine how similar
two entities are, there are a number of similarity approaches [51] that can be used, such as
Cosine, Pearson Correlation Jaccard, etc. Jaccard will be used in this research for resource
limited and time-critical 10T systems, it is simple and computationally efficient. The
Jaccard ratio is defined as the size of the intersection of sample sets divided by the size of
the union of sample sets. The scale for similarity ranges from 0 to 1, with values between
0.5 and 1 denoting similarity and values between 0 and 0.499 denoting dissimilarity.

Similarity of server, co work and service are considered in this trust model.

4.2.2.1 Co-work Similarity:

Co work similarity indicates same work collaboratively done by the recommender and
hence, SR feels the same way about the service providers who offer the same service. This
will lessen the chances of bad recommender to provide recommendations. List Lsq.will be
filtered by comparing the recommenders' and SR's co-work lists to see how comparable

their co-work is using following equations:

_ |C0anCOC|

P
StMgc |COaUCOC| (45)

Where Coqand Cocare co-work lists of node a and recommender c, if similarity is equal to
or above from 0.5, then it will be added to the list L¢.c. Now, recommenders with similar
coworkers and similar attitudes towards servers will be included in this filtered list. The
data will then be further filtered in the following phase to only include nodes that have

utilized identical services from same servers inside identical circumstances.
Server Similarity:

If SP receives suggestions from numerous nearby nodes, the initial step will be to
determine server similarity. As a result, only recommenders who have utilized the same
servers for their services will be taken into account. This will get rid of bad
recommendations. After two nodes a and ¢ communicate their lists of servers Sqand S,

Jaccard similarity can be calculated as:
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If similarity is equal to or above 0.5, then in list Lsq it will be added. This comprise nodes
with similarity above than 0.5 with SR,. This list will then be further assessed and calculated

after being obtained. Other similarity measures that are used are

Service Similarity:
List Leqcwill be filtered to only pick nodes that received SR's services in same situation from
same server. Nodes will swap their services list Sr and the following equation will be used

that calculate the similarity with the help of Jaccard method:

Sr _ |STaﬂSTC|

' = 4.7
StMac |SToUST,| (4.7)

If similarity is or equal to or above 0.5, then to the final list L;". it will be added which
currently only includes nodes that are socially similar and hence can be trusted with

suggestions. The sum of the three similarity measurements will determine how similar two

SiMac Z . SiMaqc

i=S,Co,S1r

nodes are to one another.

Using the highest determined similarity value, service requester can now choose from the
list LZF . the topmost n recommenders. A list Lac can be used to represent the top n nodes.

Using equation 4.8, it is now possible to determine indirect trust or suggested trust.:

ro_ simg ¢ Td 48
ab — : “Leb ( . )
E . ZLaCSLma‘C

ac

Here, list Lac which has the highest similarity values, represents the top n nodes. Tc‘fbis the
node c's direct trust in b, which represents the direct interaction between ¢ and b. Each
interaction is weighed by the proportion of a recommender's similarity score to the total

similarity value of all feedbacks.
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4.2.3 Total Trust:

Total trust gathering direct and indirect trust will yield the SRa Ta, towards SPe.
Tac=w. Tacd (1' W) T"ac (49)

Where w is the parameter of weight used to balance the weights of indirect and direct trust
when determining the final level of trust. It is changed constantly and dynamically to thwart
hostile attempts, such as bad mouthing and ballot stuffing . With the adaptive weighting the

chances of malicious recommender in interaction will weaken.

4.2.4 Entropy based Weight Parameter

To reduce the biasness of estimation of trust, the weighing parameter w (0 <w <1) is
adaptively modified. Indirect trust or direct trust value will be given more weight depending
on the value of the w. This dynamic weight parameter assignment aids in choosing between
direct trust and recommended as the value to put more faith in. Both dynamic and static
weighting have been employed to derive weights in the literature. To make our trust model
more adaptable, we'll use an entropy-based weighting mechanism to generate the indirect
and direct trust weights on a dynamic basis. Entropy evaluate the degree of randomness or
uncertainty in an incident or event [52]. The values of entropy of indirect and direct trust

are considered by next formulas:

H(Tap?) = — Tap 10g2(Tas?) — (1 = Tap?)l0ga(L — Tas) (4.10)

H(Tas") = —TTap 1092(Tap™) — (1 = TTap)10g2(1 — Tar") (4.11)

Where H (Taw?) and H (Tw") are the entropy value of direct trust and indirect trust
respectively. Using both of the entropy values determined previously, the value of w is

computed using the following equation:

(Z)

1082(

pm
Tab
log2 logo sz
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Weights that are flexible help stop a variety of trust-related assaults, such as opportunistic
service attacks, vote-stuffing, ballot-stuffing, and badmouthing. Based on the previous data
it has saved, each node determines value of itself w and update it adaptively with each cycle
of trust. In the static weighing approach, the weights' values are fixed before the final trust
calculation. The higher the weights' values, the more significant direct trust is to the final
score; conversely, if they are given low values, the trust more significant to total trust is
direct trust. Thus, our study employs an adaptive weighting strategy to ensure that the
weight values are adaptively determined on the basis of prior trust values and one bad direct
value experience and recommendation won't change the overall trust perspective of a node.
Static weight creates a false foundation since it enables malevolent nodes to manipulate
trust scores at will and may result in an incorrect assessment of trust values. Dynamic
weighing is impartial and trustworthy and the chances for ballot-stuffing and badmouthing
attack to occur can be removed. In the next sections, we'll examine how weights with

adaptive values affect direct, indirect, and total trust.
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4.3 Attacks on Trust Management Systems and the Resilience of
SQT to these Attacks

The purpose of adaptive trust system is to construct a reliable network with a high trust
threshold; in such a system, malevolent objects often function well to rise in the network

hierarchy only to later cause trouble. Our feedback aggregation solution counters bad

34



mouthing and ballot stuffing attack by taking into account the degree of trust between the
recommender and the trustor and weighting the recommendation accordingly. By doing

this no malicious node will be considered as recommender for the server. Also, by taking

context into account these attacks can also be minimized.
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Fig 4.3 Activity Diagram
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Chapter 5

EVALUATION AND SIMULATION OF
PROPOSED MODEL

In this part, we present the results by simulating our system and conducted using our
suggested context-based adaptive trust model. With the simulation a scenario involving
smart medical system, we examine the performance of our suggested approach. In our
suggested scenario, fog server nodes and client nodes and malicious nodes interact with

one another, and overall trust is calculated based on client node user experience.

5.1 Simulation

Let's look at a scenario of a smart healthcare network in Fig. 5.1, where a remote monitoring
system based on fog is in place to keep track of patients who need exhaustive care. Every
patient is equipped with a variety of sensor that are wearable, equipment, including as a
heart rate, a monitor of temperature, ECG, and pulse monitoring, a respiration rate
monetization, etc., which gather and transmit raw medical data to the layer of fog for
processing. Continuous monitoring of the health state of patient is necessary; low latency
and time sensitivity are two of the utmost crucial factors, so we use fog nodes unlike the
cloud, they are located closer to the sensor devices, allowing them to provide real-time
analysis without latency. Fog nodes can both create emergency medical warnings for
patients and clinicians and occasionally for in depth study and for storage sends updates to
cloud. Nodes of fog must first build confidence among themselves because data is so
crucially important. To achieve this, we put our suggested model into practice and evaluated
its effectiveness. The platforms Contiki-NG and Cooja are used to execute our simulations.
A platform called Contiki was created to connect low-power Internet of Things devices to
the cloud, while the network simulator Cooja uses Contiki motes to model both large and

small networks under varied circumstances.
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Figure 5.1 Smart healthcare System

An open-source operating system for the 10T of the future is Contiki-NG [55]. The number
of packets sent or transmitted from sender to the actual number of packets received to
receiver in one complete round from sending request to establish communication and
receive the required services is packet delivery ratio and we use this as our parameter. To
obtain the user experience value Sab (0 Sab 1), the packet delivery ratio is normalized. Sap is

then employed in direct trust calculations.

For this article, we used a straightforward fog system scenario, as seen in Fig. 5.2. Service
requesters are the green highlighted nodes, and providers of service are the orange nodes
while the purple ones are the malicious nodes. Each node in our simulated network will
consider suggestions from neighbors of its 1-hop to create a judgement about its service
provider. In this network, any node can be a service provider or a service requester SR.
We've taken a modest network for the purpose of simplicity, with node 4 acting as our
service requester, node 1 as our service provider, and 5 nodes acting as recommenders in
which node 7 is attacker node. Our simulation took two hours and six minutes to complete

and is event driven in our trust model.
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5.2 Case Study

Let's assume that node (1) answers to a ping sent by SR node (4) looking for a service.
Assuming this is their initial encounter, SR will look at their prior interactions with node 1.
We’ll take the value of Sap to be 0.5 initially, and value of and will be treated as 1 for the
first encounter. For the sake of this example, let's say that the SR requests approvals from
five neighboring nodes. The neighbors exchange their trust scores with the SR, and then it
uses the recommenders' trust scores to generate its indirect trust value by contextually

filtering them. Using Jaccard measures, we shall determine similarity.
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P
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Attacker

Fig 5.2 Case Study Visual Representation
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Jaccard direct=0.23515

Jaccard Indirect=0.38240

Jaccard Total=0.617562

Fig 5.3 Contiki, Cooja fog network for ballot stuffing

First, co work similarity is generated for that narrowed list, and only those with similar co
work connections to the SR are taken into consideration. Then, similarity of server is
determined, by which the list contracts to recommenders with same servers. The final step
is to calculate service similarity, which contracts down the list to concluding recommenders
list, Lac, which now only includes individuals who use the same services from the same
servers and share the same co work. After final filtering, our list is down to two
recommenders because only the top n suggestions will be taken into account and the
malicious node due to not matching the contextual similarity will evicted. Equation 4.2 will
be used to compute indirect trust. And indirect trust score is 0.8523523using Jaccard, and
the direct trust value is 0.5. We'll use 0.5 for both during the first interaction, and for
subsequent sessions, we'll use the historic value saved from the previous interaction to
calculate entropy and finally weights w. The value of weight will be dynamically calculated
using historical values of indirect and direct trust. SR sends a connection request if whole
trust is more than 0.5 (in this case, it is 0.6761using Jaccard), and SP uses the same
procedures to determine trust if it is within the threshold. If it is, the connection is formed,
the service is supplied, For the following interaction, in the form of user satisfaction the
reaction time is stored by SR. A node is prohibited and detached from the network if five
times in a row its trust value is less than 0.5. We can avoid ballot stuffing and badmouthing

attacks by doing this and ensuring that no node is unfairly eliminated.
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Table 5.1 Results and Value
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Jaccard Direct= 0.2226

Jaccard Indirect=0.37954

Total Trust=0.60220

Figure 5.4 Contiki, Cooja fog network for badmouthing attack

5.3 Analysis and Findings

Let's look at how time-consuming our suggested model is. using n as the number of
interactions that is maximum possible for a node, let's assume that our program will run n
times. If the value of experience Sab is required to be calculated n times (maximum), then
the complexity is O(n), which is in the linear class. In order to select the recommenders
based on servers, co work, and service similarity, three for-loops are used in the indirect
trust T calculation using equation 4.8, one of which will be called three times. In the
worst-case situation, complexity is therefore O(n), which is again of the linear class. When
calculating total trust using equation 4.10, the weights w and the indirect and direct trust
values which are determined for each interaction in n using equation 4.12bare taken into
account. The process takes O. (n). Being in the linear complexity class O(n), it is clear that
our technique reduces the overhead associated with trust computation. As a result, it is more

effective and economical, making it ideal for time-sensitive real-time applications.
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Figure 5.5 Badmouthing Attack with Adaptive weighting

As shown in Fig. 5.4, our model's adaptive weighting strategy outperforms statically
allocated weights. Based on prior performance, it effectively raises and lowers trust scores
without favoring direct or indirect trust value. Dynamic weight helps avoid bad mouthing
attack by limiting the malicious node's involvement in trust and preventing it from
negatively disrupting the model. When past trust values are used in later iterations and
malicious behavior is eventually observed, a node that engages in bad mouthing attack can

be identified using our adaptive weights and removed from the network.
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Figure 5.6 Ballot stuffing Attack using Adaptive Weighting
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In fig 5.5 our model, we use a dynamic value of w that offers the adaptability required to
stop the network from engaging in ballot-stuffing attack. Monitoring a node's behavior over
time and removing it from the only recommendations from coworker have been taken into
account in our model and recommendations are taken into account A node's indicated trust
score, which is derived from a number of nodes, will require a large number of malicious
nodes to lower it., similarity based filtering also aids in preventing badmouthing and ballot

stuffing attacks.
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Fig 5.8 Static Weight W=0.5

Figures 5.6 and 5.7 show what happens when direct trust is given static weights of 0.1 and

0.5, respectively. We can see that, when employing static weights, our model displays trust
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partiality; that is, when w = 0.5, the whole trust value is nearer to that of direct trust, as
depicted in the diagram of the Jaccard trust calculation made with static weights in Fig. 5.4.
Because it has been given a higher value of weight, total trust is more comparable to
experience and direct trust. Similar to this, we can see that overall trust tends to be more

indirect when w =0.1.

5.4 Comparative Analysis
The suggested model is a two-way trust strategy; prior to connecting, both communicating
nodes must confirm one another. Moreover, SQT is resistant to additional assaults like:

1. Bad-mouthing attack (BMA) as it only considers recommendations from trusted
neighbors.

2. Ballot-stuffing attack (BSA) due to weighted recommendations.

Table 5.2 provides a thorough comparison of the models and 5.3 provides comparison of

parameters used.

Table 5.2 Comparative Analysis of Fog with Proposed Model

Contribution FGCS CTR Proposed Model
Distributed approach v x v
Resilient against Bad x x v

mouthing attack

Resilient against ballot| % x v
stuffing attack

Context dependent v v v
Two-way trust| % v v
approach
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Table 5.3 Comparative Analysis of Parameters

Contribution Indirect Server Co-work Location Packet
Feedback | Similarity | Similarity | Similarity | delivery
Ratio
FGCS v x x x x
CTR x x x x x
MSMN v x x x v
Proposed Model | v/ v v v v
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Chapter 6

Conclusion and future work

Based on fog computing for smart medical systems, we have established an adaptive,
context-dependent trust solution in this study. To identify only those recommenders whose
context aligns with the inquiring node, we built a filtering approach based on Jaccard
similarity metrics. We’ve analyzed effects of the attacks like bad mouthing and ballot
stuffing in the model. We took into account three social similarity metrics, including:
Server, co work and Service Similarity. Additionally, utilizing the Entropy theory, we
created an adaptive weighting method that allows every node of fog to alter the weight of
indirect and direct trust depending on historical data, minimizing the bias caused by trust.
We've shown how employing static weighting methods compares to our dynamic weighting
mechanism, demonstrating how the former exhibits skewed performance towards specific
trust value while the latter does not. Additionally, the latter helps guard against numerous
trust-related assaults. Due to the fact that it is of linear class O, our suggested model has
the benefit of being very effective in terms of time complexity (n). In the future, we want
to practically recreate and analyses the risk model and show how our trust model responds
to diverse situations and different other types of attacks. We also want to examine how
indirect suggestions are affected by various similarity measures, such as Pearson, Euclidean

distance, etc. More research can be done on the use of blockchain to model trust in fogs.
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