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Abstract 

Several authentication techniques and security protocols require users to compare hash 

strings in different forms like cryptographic keys, addresses, and identifiers. As these 

hash values are long sequences of digits and alphanumeric strings, there is quite a 

chance that humans may have problems in precise comparisons of the hash values. 

Also, considerable time and effort are required for these strings. 

If the hash values are not compared properly, this raises a high probability of a man-

in-the-middle attack. The adversary performing such attacks can take advantage of 

human limitations for instance users are slow and inaccurate while comparing long 

pointless strings. These constraints increase the negative effects on the security of 

verification and validation of certain applications and user authentication. To perform 

secure communication, there is a need for a secure and usable mechanism for hash 

representations. In this research study, the textual and alphanumeric sequences of 

different hash forms like cryptographic keys and addresses are converted to visual 

fingerprints that make it easy for humans to perform comparisons. Graphical 

representations are a promising substitute for hash comparisons because humans can 

speedily identify dissimilarities in graphical images. 

We propose Doodle images as a hash visualization technique. The hash value is 

represented as a sequence of doodles that is easy to visualize as well as compare. It is 

easy for any technical or non-technical user to compare and authenticate the doodle 

hash images as compared to traditional hashes. This research work focuses on the 

implementation of various visualization techniques and performing a comparative 

analysis. The goal is to determine which conversion method provides the accurate 

results of comparison as well as which one is fastest and caters the human limitations. 

So, these techniques are compared and evaluated with each other and with the proposed 

doodle hash representation. This is done by performing an online usability study with 

different participants. 

Keywords: Hash Visualization, Doodles, Hash Comparison, Visual Hash schemes 
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Chapter 1 Introduction 

Cybersecurity has become an integral part of almost all domains on the internet. 

Whether it is communications or data storage on all types of networks. It encompasses 

numerous hardware and software technologies that work together to ensure the security 

and integrity of the network. Of all the cybersecurity methods available for use, 

encryption is amongst the most widely used. 

Encryption is the method by which an algorithm is used to convert readable information 

and make it incomprehensible for unauthorized individuals. This is a branch of 

cryptography and is used to protect very sensitive data such as passwords and pin codes 

with the help of encoding. Once the data is converted into its encoded form, it can only 

be deciphered with a unique key. The widely used types of encryptions are symmetric 

and asymmetric encryptions. The only difference between the two is whether or not the 

same key is needed for decryption. In symmetric encryption, the similar type of key is 

used for the decryption and encryption of the sent and received information. For this 

purpose, it is therefore essential that a secure method is used to share the key between 

the sender and recipient. In asymmetric encryption, a key-pair is used. This means that 

a different key is used for sending data and a separate key is used for receiving that 

data. The keys are called public and private keys. 

Maintaining the integrity of the data being transmitted ensures that the data has not 

been changed in any way. This means that the data has not been modified, tampered 

with, or has been corrupted. However, unauthorized users may gain access to the data 

by malware or through human errors. In this case, the concept of hashing is brought 

into consideration.   

The process of converting a given key to another value is known as Hashing. A special 

type of function, called a hash function, is used to assign a unique value based on a 

mathematical algorithm. The output of a hash function is called a hash value[1]. By 

comparing hashes created at two different instances, it is possible to determine whether 
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the original data is the same or if it has been tampered with. Hashing can only let the 

users know if the data has been modified or not because if upon comparison, the hash 

values turn out to be different, it means that the information should not be trusted as 

valid.  

 

Figure 1: Hash Function 

The process of hashing is used for the implementation of hash tables. Hash tables are 

used to save key and value pairs in the form of an array through which its elements can 

be accessed with the help of its indices. The hash values generated by the hash function 

act as the indices for the keys. There are various types of hash functions relying on the 

level of complexity required and the quantity of elements. Hashing is also associated 

with cryptography as it can be used in data encryption. In a nutshell, hashing is used to 

validate the integrity of the data under consideration.  

The hash values generated by hash functions can be very long and complex depending 

on the type of application and complexity of the hash function. The only method of 

verification of the hash values is by comparison of the keys performed by humans. 

During the comparison process, human errors can occur as it is a very complex and 

sensitive procedure. Even the slightest error can render the data faulty. To ease the 

process of performing comparisons, some visualization schemes have been proposed 

to aid in faster and easier comparing processes.  

The goal of visualization schemes is to act as a means of representing data in a more 

comprehensible form. In this case, the long and complex hash strings can be 

represented in the form of commonly known words or phrases, sentences, or even 

images. The purpose of this representation is to aid in the improvement of the usability 
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of hash values. Many visualization schemes exist that have shown positive results in 

this regard.  

This research aims to first implement the use of doodles as a visualization scheme and 

then compare its usability to existing schemes. Doodles are random hand-drawn 

images. Instead of having to compare words or long strings, comparing doodles may 

be a faster and easier way of comparing hash values which can, in turn, speed up and 

simplify the authentication process.  

1.1 Challenge 

Hash comparisons by humans are required for the successful accomplishment of 

numerous security protocols. As these hash values are long sequences of digits and 

alphanumeric strings, there is quite a chance that humans may have problems in precise 

comparisons of the hash values. Also, considerable time and effort are required for 

these strings. To increase the usability of comparisons, the hash strings are converted 

to different representations like words, hexadecimal, sentences, and images. Doodle 

images can be used as hash visualization methods as these are easier for users to 

memorize and recognize thus decreases the cognitive load on the user. 

1.2 Problem Statement 

Several authentication techniques and security protocols require users to compare hash 

strings in different forms like cryptographic keys, addresses, and identifiers. If these 

strings are not compared properly, this raises a high probability of a man-in-the-middle 

kind of attack. The adversary performing such attacks can take advantage of human 

limitations for instance. Users are slow and inaccurate while comparing long pointless 

strings. These human limitations increase the negative effects on the security of 

verification and validation of certain applications and user authentication. To perform 

secure communication, there is a need for a secure and usable mechanism for hash 

representations. 
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1.3 Solution Statement 

The textual and alphanumeric sequences of different hash forms like cryptographic 

keys, addresses, and fingerprints are converted to visual fingerprints that make it easy 

for humans to perform the comparison. This hash visualization technique improves 

real-world security and aids in the validation and verification of certain applications. 

Also reduces the vulnerability of man-in-the-middle attacks. Graphical representations 

are promising alternatives for fingerprint comparison because humans can quickly 

identify dissimilarities in images. 

1.4 Research Impact 

With the help of visual hash forms, it will make it easier for humans to perform 

comparisons quickly and accurately. The overall effect of this will be that security 

credential verification times will be dramatically shortened and added with lesser 

chances of human errors. This research will also determine which form of hash strings 

is preferred by most practitioners.  
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1.5 Model of Study 

 

Figure 2: Model of Study 
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1.6 Thesis Organization 

 

 

Figure 3: Thesis Organization 
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Chapter 2 Background and Literature 

Review 

2.1 Area of Research 

A detailed literature review has been conducted to identify studies related to existing 

hash visualization schemes. Studies show that there have been attempts made to 

improve the methods involving hash key comparisons. All the techniques studied in 

the available literature circulate the domain of cryptography and data integrity. The 

goal of this research is to identify the gaps in existing techniques and pave the way for 

a smoother and more efficient method of hash key comparisons. The provided literature 

is divided into the following subsections as shown in the figure below.  

 

Figure 4: Areas of Research 

 

 

 

 

 

    
 Literature Review 

 
Hash Visualization 

Schemes  
Role of doodles in 

security 
 

 

Hash visualization in 
security and 

authentication 

 



Background and Literature Review 
 

8 
 

2.2 Role of Hashing 

Hashing is associated with data integrity[2]. In almost all forms of digital 

communication, data integrity ensures that the data has not been altered or tampered 

with by any means. In ideal scenarios, only authorized users are allowed access to the 

data. Occasionally, there are times when unforeseen incidents can result in a data 

breach or the tampering of data via unauthorized users, malware, and mostly because 

of human errors.  

Hashing techniques are most commonly used to maintain data integrity. A hash is 

simply a unique identifier or key which is generated by applying a hash function to the 

data. The integrity of the data is verified by comparing the hash keys generated at the 

time of transmission and reception of the data. if the hash keys are the same, this means 

that the integrity of the data remained valid. If the two hash keys do not match each 

other, this means that the data has been tampered with.  

There are a variety of hashing algorithms that generate different types of hash keys for 

comparisons. The key difference between these different algorithms is the type of hash 

keys that they generate.  

MD5 is a popular hashing algorithm that generates hash keys in the 128-bithash format. 

rather than binary representations, the hash keys generated using this algorithm are 

displayed in hexadecimal formats. Using this format, the hash keys are displayed as 32 

hexadecimal characters rather than 128 bits.  

SHA, or Secure Hash Algorithm, is another type of hashing algorithm which has 

multiple variations. Taking the example of SHA-1, this is quite similar to the MD5 

hashing technique, but it creates 160-bit hashes instead of 128-bit hashes.  

As an example, let us take the phrase, ‘The quick brown fox’. Applying both the 

mentioned hashing algorithms on this phrase, we will get the following results: 

MD5: ‘2e87284d245c2aae1c74fa4c50a74c77’ 

SHA-1: ‘ced71fa7235231bed383facfdc41c4ddcc22ecf1’ 
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In both cases, the phrase of words has been converted into hexadecimal values with the 

key difference being the length of the generated hash keys[3]. In an ideal scenario, 

these are the keys that are to be compared by human intervention to ensure the integrity 

of the data. 

2.3 Hash Visualization 

As we know, visualization is the process of transforming data into a form for much 

easier interpretation. In the case of hashing, hash visualization is the process of 

representation of hash keys in graphical forms[4]. 

The purpose of this is to minimize the chances of human errors that may occur during 

the comparison process of hash keys[5]. People need to compare meaningless key 

fingerprints[6]. These key values can be up to 32 hexadecimal bits depending on the 

type of hashing algorithm used. It has been identified that humans are slow and 

unreliable at memorizing such long values [7].This can also be understood based on 

the fact that most of us have difficulty in memorizing long passwords. On the other 

hand, if the passwords comprise commonly used words and phrases, then there is the 

risk of vulnerability[4].  

Keeping these issues in mind, if these hash values are converted into visual strings and 

images[8], it is easier for humans to identify and compare hash values more reliably 

and efficiently [9].  

 

2.3.1 Existing Hash Visualization Schemes 

Multiple efforts have been made to develop such a hash visualization scheme that 

outperforms its predecessors in efficiency and utilization. All these schemes have the 

same goal of assisting humans in the quick and easy comparison of hash keys to reduce 

the possibility of human errors. In this section, existing hash visualization schemes will 

be introduced.  
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Hexadecimal encoding[8] is being used for a long time for comparisons because it 

enables users to reduce long and error-prone hash keys into a short sequence of letters 

and digits. Examples of algorithms that use this method of conversion are Base32 and 

Base58[10].  

Base32 uses the reduced set of digits namely 2-7 and capital letters A-Z. The benefits 

of using Base32 are that it reduces the confusion among similar-looking digits (0 and 

8)[11]. Similar to base32, base58 utilizes 58 characters instead of 32 characters[8]. This 

improves the reliability of data integrity in terms of cryptography[6]. 

Base58[12][10] is a widely used encoding format that is also used for bitcoin[13][14] 

and other cryptocurrencies because it offers effective compression, easy readability, 

and error diagnosis. In the case of bitcoin[10], a Base58Check[12] is appended in the 

base58 encoding to effectively check for errors in transmission[15].  

The next form of easier visualization of hash keys is in the form of common words. 

This means that the hard-to-process hash keys are converted into words[8] that can be 

easily processed. This form of visualization is called an Alpha Hash or simply, English 

Words [11].  

Another visualization scheme converts the hash keys into images of randomly 

generated art. This algorithm is known as Random Art [7]. These images are generated 

with the help of complex arithmetic expressions that assign values to individual pixels 

in the image.  

 

Figure 5:Random Art 
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Another approach that involves more sequenced images is T-Flag[16]. Unlike its 

predecessor Flag, T-Flag converts the hash keys into an image consisting of 8 randomly 

placed rectangular blocks of colors. These colors have been specifically selected to 

ensure that even individuals who are affected by colorblindness can easily differentiate 

between the colors during the comparison process.  

 

Figure 6: TFlag 

 

 

 

 

2.4  Use of Doodles in Cryptography 

All computer users are required to remember a fair amount of login and password 

details. It becomes cumbersome to the extent that the use of password management 

systems has been given birth. Passwords can be stored or written down but that gives 

rise to security risks and vulnerability. To tackle this ever-growing problem, the use of 

hand-drawn images. also called doodles, has been proposed in replacement to 

conventional passwords[17].  
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Figure 7:Doodle example 

The concept is that instead of having to memorize passwords for signing into platforms, 

users can set a hand-drawn doodle[18][19] as their password and simply draw it to log 

in. Such passwords are also referred to as ‘passdoodles’[20]. According to the findings 

of this research, users perceive passdoodles as easier to remember than conventional 

alphanumeric passwords[19]. The use of doodles allows for a better recall rate as 

compared to alphanumeric passwords[19][21]. The ease of use is also higher compared 

to conventional passwords[4].  

As pointed out in another research, doodles are an extension of hand-written 

passwords[22].The method of registering the doodles is quite simple. An initial doodle 

training session would encourage the user to draw their doodle[19] multiple times so 

that the system can register the user inputs and train the model based on select features 

such as the unique shape and movement of the users drawing[21]. This helps the system 

in quickly distinguishing the user’s doodle from other doodles[18] registered in the 

system against other users.  

The use of Key Fingerprint Generators, or KFG’s, has somewhat improved the process 

of key comparison by converting the long strings into images or shorter texts for 

comparison. A group of researchers built on the idea of KFG’s and developed CEAL, 

or CrEdential Assurance Labeling[23]. The key difference between CEAL and 

traditional KFG’s is that it eliminates the need for hand-generated images and also 

generates unique images that can be easily distinguished by individuals. Their research 

has proved that a CEAL-trained Visual KFG is considerably superior to state-of-the-

art solutions, in terms of human accuracy, entropy and speed of evaluation. 
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A more prominent study carried out by researchers involved a visual hash technique 

encoding 60 bits by means of Colors, Patterns, and Shapes, or CLPS for short[24]. In 

this study, Base32 hash keys were converted into sets of images. These images were 

then presented to various individuals who were then asked to compare the two images 

and verify if they were similar or not. Afterward, they were then asked to compare the 

Base32 hash keys. In both cases, the times taken to compare the samples were noted 

for each of the individuals. The results of their study concluded that the users took 

significantly lesser time to compare CLPS pictures than they did to compare Base32 

characters for both easy pairs and hard pairs. This demonstrated that the users were 

more competent at comparing CLPS images in contrast to comparing Base32 hash 

keys.  

Throughout this research, it has been observed by the researchers that the test subjects 

found the use of doodles much easier as compared to conventional passwords. It has 

also proved to have greater anonymity[17]. Participants were also able to remember 

their doodles just as precisely as conventional passwords[20]. 

2.5  Research Aim 

The use of doodles for authentication purposes can be found in the existing 

literature[4][17][19]. However, the use of doodles as hash key visualizations has not 

been explored. Our research aims at applying the ease-of-use and convenience of 

doodles for quick and efficient comparison of hash keys. This method is expected to 

reduce human errors that can occur during the comparison of hash keys while 

maintaining the integrity of the underlying data.  
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Chapter 3 Research Methodology 

3.1 Parts of Research 

There are two parts to this research. The first part consists of generating hash keys 

using various hash visualization methods. The second part of this research consists of 

designing and conducting the survey which will, in turn, give us detailed feedback on 

how long different users take to compare the different encrypted hash keys. Using the 

results of the survey, we will compare the time taken in comparing doodles versus the 

time taken in comparing hash keys in multiple forms.  

3.2 Existing Techniques 

The mentioned survey will contain hash keys that will be generated using different 

encryption technologies. The users will then be asked to compare the hash keys 

whereas the time taken by each user for each selection will be recorded. To make this 

research as extensive as possible, the following encryption technologies will be used 

for this research: 

1. Base32 

2. Base58 

3. T-Flag 

4. Random Art 

5. Alpha Hash 

 

Further, the technologies used for the implementation of these encryption methods are 

discussed below. They are also explained with images to help the reader understand. 

3.2.1 Base32 

Base32 encryption has been implemented in our research using the readily available 

open-source programming language, python. After setting up the python environment 

on our computer, the Base32 library version 1.0.2 was downloaded and installed in the 
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Python environment. This library enables users to generate, encode, and decode base32 

strings. We used this library to generate encrypted hash strings that we later 

incorporated into our user survey for comparisons.  

 

Figure 8: Base32 Sample Conversion 

 

In the image above, a sample conversion is shown for a string being encrypted using 

base32 encryption. The length of the output string is reminiscent of the length of the 

input string. In this particular example, the input string has 40 characters, and the 

output string has 64 characters.  

3.2.2 Base58 

Similar to the Base32 library, the python library package for base58 was installed 

beforehand. Once the python environment was configured, the library enabled us to 

generate hash keys in the base58[10] encryption. These generated hash keys were then 

added to the user survey. The base58 encryption[12] was created by Satoshi Nakamoto 
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which consists of 58 alphanumeric characters [25]. The goal in mind for this innovation 

was to be able to convert frequently used private keys into a format that was easy to 

use and share by everyone. Other than its use in bitcoins and cryptocurrency[13], 

base5[14]8 is also used to manage password keys and as well as short URLs. The 

purpose of Base58[14] is to represent large numbers in a short format while avoiding 

easily misinterpreted characters. Another interesting fact about base58 is that it does 

not use symbols that may create confusion during the process of comparisons such as 

0’s and O’s.  

 

3.2.3 TFlag 

TFlag is an improved form of simple flag representation. This form of encryption falls 

under the category of visual representations. The key difference between the simple 

flag and TFlag[16] representation is that TFlag incorporates the use of 6 distinct colors 

that can easily be identified by individuals with visual impairments. 

 

Figure 9: TFlag Sample Conversion 

In the sample image above, the Sha1 Hash value is converted into the TFlag image. 

TFlag can be generated using SHA1 or MD5 [26]. In our case, we first encrypted the 
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hash key using SHA1. then we substring the hash to obtain a 6-digit hex code. Next, 

the hex codes are used to represent the various colors in the TFlag visual representation. 

 

Figure 10: TFlag Implementation using Atom 

3.2.4 Random Art 

Just as the name suggests, random art is a visual representation of hash keys with the 

help of randomly generated abstract art[7]. The process of art generation is that the 

hash key seeds a random number generator., the number generator constructs a 

mathematical formula. The formula in turn then calculates the color of each pixel in 

the image. As this process is algorithmic, the same key will generate the same image 

on each run. This algorithm was implemented in python for image generation[27]. 

 

Figure 11: Random Art Sample 1 
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Figure 12: Random Art Sample 2 

 

In the two figures above, the same hash string, with minor changes in the characters, is 

used on two different occasions to generate random art images[28]. The similarity in 

the string is reflected in the images having similar patterns with minor changes. In the 

two figures below, the random art images are generated from two completely different 

hash strings that produce two distinct random art images.  

 

 

 

Figure 13: Random Art Sample 3 
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Figure 14: Random Art Sample 4 

 

3.2.5 Alpha Hash 

This is one of the most basic encryption schemes in this research. An algorithm 

converts the hash keys into readable but randomized words. The method for generating 

an alpha hash is that the algorithm first compresses the hash key into a fixed length. 

Then, all of the resulting bytes of the compressed form are mapped to a predefined 

word from a library. This algorithm is consistent which means that the same hash key 

will result in the same alpha hash result. 

  

Figure 15: Alpha Hash Sample 1 

 

Figure 16: Alpha Hash Sample 2 
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The above two figures show how a hash string is converted into Alpha Hash encryption. 

The ‘humanhash’ library is imported into the python environment and the passed hash 

string is converted into an alpha hash string which is a set of random human-readable 

words[29].    
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Chapter 4 Proposed Scheme: System 

Design and Implementation 

4.1 Doodles Hash System 

An application to generate doodle images as a conversion from alphanumeric hash strings to 

doodle hash. 

4.2 Quickdraw dataset 

The Quick Draw Dataset is a collection of 50 million drawings consisting of 345 

categories[30], generated by the contribution of Quick Draw game players around the globe. 

This game is built using machine learning. Users draw, and a neural network attempts to 

identify drawing. This dataset is open-sourced and being used for neural network training and 

other Artificial Intelligence and Data Analysis projects. These doodles drawings are very 

beneficial to various developers and researchers[31]. This dataset is being used for training the 

Sketch-RNN (recurrent neural network) model. The collection is accessible on Google Cloud 

Storage[32].  

The quick draw game is created by Jonas Jongejan (web developer), Henry Rowley (Machine 

Learning Researcher), Takashi Kawashima, Nick Fox-Gieg and Jongmin Kim with the team at 

Google Creative Lab and Data Arts Team. 

 

 

Figure 17: Quickdraw Dataset Input[32] 
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The quickdraw dataset is selected for our implementation because of these reasons: 

1. It is the largest doodle dataset. 

2. It is publicly available as open source. 

3. This dataset is in use for current research projects in the AIML and Data Analysis domain. 

4. As the doodles are hand-drawn by various users, they are easy to identify and more 

understandable for humans. 

 

 

Figure 18: Example doodles of quick draw dataset 

4.3 System Implementation 

The doodle hash implementation is done using python modules and libraries in Python 2.7 

version and Windows 10 operating system. The dataset that we used is comprised of more than 

2500 doodle images. 

The google draw dataset is transformed from category labels to hash values using python script. 
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Figure 19: Snapshot of image conversions using python 

 

 

Figure 20: Images for doodle hash generation 

 

 

After processing data, the doodle hashes are generated in the form of a pdf by using the script 

and fpdf library[33]. PyFPDF is a library for PDF document generation under Python. a  



Proposed Scheme: System Design and Implementation 
 

24 
 

An input text file is provided having the alphanumeric hash string for which the doodle hash is 

to be generated. 

 

 

Figure 21: Input alphanumeric hash string 

The python script reads from the text file and converts to a doodle hash output and a pdf is 

generated. 

 

Figure 22: Snapshot of doodle hash conversion 
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Figure 23: Doodle Hash output string 

Below are some examples of input hash strings and their converted doodle hashes generated 

by using this system. 

Input String 1: 

5caca54409e291be6624f4acd5f8682b053bab43 

Doodle Hash output: 

 

 

Figure 24: Generated Doodle Hash Sample 1 

Input String 2: 

d3490ff175dcb1779d09165827fb5b13bbfc179a 

Doodle Hash output: 

 

Figure 25:  Generated Doodle Hash Sample 2 
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Input String 3: 

fbcf35c06fe2e917951778e44eba603ca89206a9 

Doodle Hash output: 

 

 

Figure 26:  Generated Doodle Hash Sample 3 

Input String 4: 

4f20cb8082e966987f45523a9d473ab862a913a0 

Doodle Hash output: 

 

 

Figure 27: Generated Doodle Hash Sample 4 
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Chapter 5 Usability Study & Design 

In this section, we will be discussing the usability study and its design. The usability 

study is a survey that is designed to get feedback from people having different 

educational backgrounds and experiences. The feedback that we are aiming to acquire 

is regarding the time it takes for individuals to compare hash keys in their various 

forms, both visual and textual/character based. These various forms or schemes will 

help us study their effects on human performance, accuracy rate, and response times. 

For the collection of this data, we designed an online questionnaire in which the 

participants are asked to answer a series of comparison questions as well as their 

background/demographic information. The survey was shared amongst students and 

faculty of our university.  

5.1 Design Goals 

This study targets to answer the following queries[11]:  

1) Does the selection of individuals in any way affect the accuracy or comparison 

times amongst the various hash schemes used in the survey? 

2) Does the gender or age affect the accuracy or comparison response times amongst 

the various hash schemes used in the survey? 

3) From the various schemes used in the survey, which one of those has a higher 

accuracy or comparison time? 

4) Does the background knowledge of the respondents in any way affect the accuracy 

or comparison times? 

5) Which scheme provides the highest accuracy? 

6) Which scheme provides the quickest response time? 

The survey also incorporates a division of the hash schemes based on the level of 

complexity of the pairs. There will be easy pairs and hard pairs in the survey with the 

likelihood of getting a hard pair being lower than the probability of getting an easy pair.  
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5.2 Designing Hash Pairs 

To obtain fair results, all the different compression schemes should ideally contain the 

same level of information so that we can make a more accurate comparison amongst 

them. This is also known as entropy which is defined as bits per character. To achieve 

equal entropy amongst all the different hash schemes, we decided to first encrypt our 

information in a standard encryption protocol that will be used as a basis for all the 

various visualization schemes. We chose SHA-1 encryption as our base value which 

was then converted into the different visualization schemes.  

Once the visual hash pairs were designed and stored into a pool of comparison images, 

each pair of visualization techniques was selected from that pool based on predefined 

probabilities. These selected images were then added to the questionnaire. The survey 

contained: 

- pairs having identical representation have a probability of 0.5. 

- pairs having obviously different representations having a probability of 0.25. 

- pairs having very similar but different representations having a probability of 

0.25. 

For each of the pairs presented to the respondents, they answered by pressing either the 

‘same’ or ‘different’ button based on their perception[11]. The time taken by the 

respondents to answer each of the questions was also recorded and not shown to them.  

The image pairs generated were analyzed with a perceptual difference tool[34]. This 

tool takes two images as inputs and as an output, it displays whether the two images 

are the same or different[35]. Example Snapshots of PerceptualDiff tests performed are 

shown below: 

 

 



Usability Study & Design 
 

29 
 

 

Figure 28: Perceptual Image Diff-Snapshot case1 

 

 

Figure 29: Perceptual Image Diff-Snapshot case2 

 

Figure 30: Perceptual Image Diff-Snapshot case3 

 

 

5.3 Online Study 

After the design and implementation of the usability study, the same usability study 

was used to perform an online survey to acquire and compare the time needed and 

accuracy for each of our selected hash comparison schemes. The survey form was 

designed on Microsoft Forms and the web link of the survey was shared with faculty 

members and students at our university. When participants opened our survey, they 

completed two key steps: fill in their background data and perform 24 hash 
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comparisons. In the first step, contributors were first requested to mention their email, 

name, age group, gender, educational background, and their experience and familiarity 

with doodle hash. At the end of the survey, the participants were asked to rate the six 

schemes based on their level of ease and usability. In the second step, after the 

collection of the demographics, the users compared 24 pairs of visual hash 

representations. The participants were instructed to visually compare two illustrations 

of a single scheme at a time and choose whether the two representations were the 

identical or not. The selection process of hash schemes has been discussed earlier. For 

each question prompt, the time is taken by the participant from the moment the question 

was viewed till the time the participant selected an answer was stored by the form along 

with the answer selected by the participant. In the survey, the same and different images 

of each scheme, having one of three difficulty levels (easy, medium, hard), were shown 

to the participants.  

The study was divided into four forms (A, B, C, D) to randomize the order of 

comparison questions. So, the users were able to answer and perform the comparisons 

in different order of schemes. Snapshots of usability study questionnaires are shared 

below. 
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Figure 31: Usability Study Snapshot 1 

 

 

 

Figure 32: Usability Study Snapshot 2 
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Figure 33: Usability Study Snapshot 3 

 

 

Figure 34: Usability Study Snapshot 4 
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Figure 35: Usability Study Snapshot 5 

Some snapshots of Hash Visualization Schemes comparison questions 

 

Figure 36: Hash Comparison Snapshot 1-TFlag  
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Figure 37: Hash Comparison Snapshot 2-Base32 

 

Figure 38: Hash Comparison Snapshot 3-Alpha Hash 
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Figure 39: Hash Comparison Snapshot 4-Base58 

 

 

Figure 40: Hash Comparison Snapshot 5-Doodle Hash 
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Figure 41: Hash Comparison Snapshot 6-Random Art 

 

User Feedback and Rating Question: 

 

 

Figure 42: Usability Study Snapshot 6 
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Figure 43: Usability Study Snapshot 7 

 

Figure 44: Usability Study Snapshot 8 

This is how the schemes rating were acquired from each participant after performing 

the comparison questions. 

5.4  Participant Demographics 

Our survey was shared amongst the faculty and students at our university. There were 

total of 89 male and 42 female contributors. The age group of the users with respect to 

their counts as 57 belonging to the 18-22 age group, 58 belonging to the 23-27 age 

group, 13 belonging to the 28-32 age group, and 3 belonging to the 33-43 age group. 

50% of the participants belonged to the computer science department, 31% belonged 

to the electrical engineering department, and 19% belonged to other departments 

(Students of Mechanical engineering, natural sciences, and Biosciences). Out of all the 

participants, only 16% were familiar with the use of hash schemes.  
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Chapter 6 Results and Analysis 

6.1 Data Preprocessing: 

Upon collecting and analyzing the participants’ feedback, we performed data cleaning 

by identifying outliers using the 1.5 *IQR method. As an example, the response times 

for the Base-32 easy comparison, the maximum response time was 180 seconds. After 

applying the 1.5*IQR rule, we eliminated the outliers, and then the maximum response 

time that we got was approximately 100 seconds.  

 

 

Figure 45: Base-32 (Easy) with outliers 
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Figure 46: Base-32 (Easy) without outliers 

 

 

6.2 Results and Analysis 

In this section, the results of the online study are presented and analyzed. To make a 

fair comparison between the different hash schemes, selective parameters are taken into 

consideration from the gathered results. The accuracy and response times for all three 

types of questions (easy, medium, and hard) are analyzed for different age groups, 

gender, and hash comparison schemes.  
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6.2.1 Factor wise impact 

6.2.1.1 Gender: 

 The percentage of participation in the survey by gender was 66% males and 34% 

females. On average, the response time of males was more than females by 2 seconds. 

 

 

 

Figure 47: Count of Participants by Gender 
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Figure 48: Response Time (secs) by Gender 

 

 

6.2.1.2 Age Group:  

The age groups based on the average of all the response times sorted in descending 

order are 23-27, 18-22, 33-43, and 28-32. The majority of the participants belonged to 

the 23-27 age group while the age group 33-43 had only three participants.  
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Figure 49: Average of Response Time (secs) by Age Group 

 

Figure 50: Count of Participants by Age Group 

6.2.1.3 Background: 

The background information of all the participants was also collected in the usability 

study. Out of all the participants, 50% were from the computer science background, 
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31% had a background in Electrical Engineering, and 19 percent were from other 

educational backgrounds.  

 

 

Figure 51: Count of Participants by Background 

 

 

Upon comparing the background of the participants with their respective response 

times, we can see that those having a computer science background took the most time 

on average in responding to the survey questions followed by those having an electrical 

engineering background. Participants having other backgrounds showed the least 

response time on average.  
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Figure 52: Average of Response time by Background 

6.2.1.4 Familiarity: 

Out of all the participants, 16% were familiar with doodles while the rest of the 84% 

had no such familiarity.  

 

Figure 53: Count of Participants by Familiarity 
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It can be seen from the figure below that those who were familiar with doodles took 

more time on average than those who were not familiar with doodles.  

 

Figure 54: Average of Response Time by Familiarity 

6.2.1.5 Experience:  

When asked from the participants whether they had any prior experience relating to the 

use of cryptographic functions or hash keys, only 23% stated that they had some sort 

of prior experience while the rest of the 77% of the participants stated that they had no 

such knowledge.  

 

Figure 55: Count of Participants by Experience 
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Figure 56: Average of Response Time by Experience 

 

From the figure above, we can see that the participants that had some from of 

cryptographic experience, on average they took more time to response to the survey 

questions.  

6.2.2 Performance of Each Hash Comparison Scheme 

6.2.2.1 Alpha Hash  

In alpha hash, we saw that the highest accuracy was of the easy pair and the lowest 

accuracy was of the hard pair. The highest average response time was of the easy pair 

and the lowest response time was of the medium pair.  
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Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum Time 

(secs)  
Accuracy 

Easy 13.7 3 52 100% 

Medium 11.4 2 58 97% 

Hard 11.6 1 71 67% 

Table 1: Alpha Hash Summary 

 

 

 

Figure 57: Alpha Hash Response Time 
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Figure 58: Alpha Hash Accuracy 

 

 

6.2.2.2 Base-32 

In base-32 we saw that the highest response time was for the easy pair while the lowest 

response time was for the medium pair. Similarly, the highest accuracy was of the easy 

pair while the lowest accuracy was of the hard pair. 

Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum Time 

(secs)  
Accuracy 

Easy 30.7 3 95 99% 

Medium 12.7 2 99 97% 

Hard 18.6 3 84 85% 

Table 2: Base32 Summary 
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Figure 59: Base-32 Average Time (secs) 

 

 

Figure 60: Base-32 Accuracy 

 

6.2.2.3 Base-58 

For base-58 we saw that the highest average time was of the easy pair while the lowest 

average time was of the medium pair. Similarly, the highest accuracy was of the easy 

pair while the lowest accuracy was of the hard pair. 
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Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum Time 

(secs)  
Accuracy 

Easy 24.9 2.5 72.5 99% 

Medium 12.8 1.0 78.0 97% 

Hard 21.9 4.0 88.0 64% 

Table 3: Base58 Summary 

 

 

 

Figure 61: Base-58 Average Time(secs) 
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Figure 62: Base-58 Accuracy 

 

6.2.2.4 Random Art 

For Random art, we saw that the highest response time was of both the easy and hard 

pairs while the lowest response time was of the medium pair. Similarly, the highest 

accuracy was of the medium pair while the lowest accuracy was of the hard pair. 

 

Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum Time 

(secs)  
Accuracy 

Easy 19 2 86 82% 

Medium 11 2 94 100% 

Hard 19 3 78 68% 

Table 4: Random Art Summary 
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Figure 63: Random Art Average Time(secs) 

 

 

Figure 64: Random Art Accuracy 
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6.2.2.5 T-Flag 

For T-Flag, we saw that the highest response time was of the easy and hard pairs while 

the lowest response time was of the medium pair. Similarly, the highest accuracy was 

of the medium pairs while the lowest accuracy was of the hard pairs. 

Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum 

Time 

(secs)  

Accuracy 

Easy 13 2 70 97% 

Medium 12 2 72 98% 

Hard 13 2 64 52% 

Table 5: TFlag Summary 

 

 

Figure 65: T-Flag Average Time 
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Figure 66: T-Flag Accuracy 

6.2.2.6 Doodle Hash 

For doodle hash, we saw that the highest response time was of the easy pair while the 

lowest response time was of the medium pair. Similarly, the highest accuracy was of 

the medium pair while the lowest accuracy was of the hard pair. 

Level 
Average Time 

(secs) 

Minimum Time 

(secs) 

Maximum 

Time 

(secs)  

Accuracy 

Easy 31 3 330 98% 

Medium 20 3 217 99% 

Hard 27 4 310 69% 

Table 6: Doodle Hash Summary 
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Figure 67: Doodle Hash Average Time(secs) 

 

Figure 68: Doodle Hash Accuracy 
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Chapter 7 Conclusion and Future Work 

7.1  Additional Properties of Hash Comparison Schemes 

Talking more about the hash schemes that have been taken into account for the purpose 

of this research, in order to be used for the purpose of cryptography, various properties 

of the hash schemes have to be taken into account in order to make a balanced 

conclusion as to which scheme or more are preferred for the purpose of cryptography. 

Out of the six schemes discussed, two of them require to be compared on the basis of 

colors. This can be troublesome for many as the limitations of being colorblind can 

hinder the process of cryptographic key comparisons.  

 

Scheme Achromatic Multicolored 

Alpha Hash ✔  

Base-32 ✔  

Base-58 ✔  

Random Art  ✔ 

T-Flag  ✔ 

Doodle Hash ✔  

Table 7: Additional properties of schemes 
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7.2  Discussion 

Upon combining the obtained results, we aggregated the response times and accuracies 

for the different schemes. Looking at the graph showing the aggregated response times 

for all the schemes, at a first glance, we can see that the lowest average response time 

obtained from the participants is of the alpha hash scheme and the highest average 

response time is of base-32 scheme. One thing to be noted here is that as the focus of 

this research is to identify the best hash scheme possible in terms of accuracy and 

response time, therefore the levels of the comparison pairs have been aggregated 

scheme wise.  

 

 

Figure 69: Scheme wise Average Response Time 

Similarly, for the graph showing the scheme wise average accuracy, we can see that 

the highest accuracy is of the base-32 scheme and the lowest accuracy is of the random 

art scheme. Once again, the different levels of all the schemes have been aggregated 

by taking averages so that we may focus our results and findings to the schemes only.  
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Figure 70: Scheme wise Average Accuracy 

In order to make a justified comparison between the six schemes, both the accuracy 

and response times of all the schemes have to be analyzed together because one scheme 

may have the lowest response time, making it a very quick-to-use scheme but at the 

same time, the same scheme might have a very low accuracy. The figure below shows 

both these factors compounded onto one graph. The ideal scheme will have the highest 

accuracy and lowest response time. 
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Figure 71: Scheme Accuracy by Average Response Time 

Looking at the results in the graph above, we see that base-32 has the highest accuracy 

but it also has the highest response time, making it unsuitable in comparison to the 

other schemes. Random art and t-flag have accuracies that are lower than the rest so 

we ignore them for now. The performance of doodle hash is better than base-58 by 

having a higher accuracy and a lower response time. Alpha hash has the best accuracy 

to response time ratio out of all the other schemes. An important thing to be highlighted 

here is that in the survey, for the case of alpha hash, the participants had to only 

compare sets of four words each but in the case of doodle hash, the participants had to 

compare doodles sets of 20 doodles. This deems it to be obvious that the participants 

would take less time to compare the 4 words in alpha hash in contrast to the 20 doodles 

in doodle hash.  

7.3  Conclusion  

To make a fair comparison among the various schemes, we decided to develop a ratio 

that can help us in making a justified conclusion and rank the schemes in terms of both 

accuracy and response time. The ratio that we have used is calculated by dividing the 
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accuracy by response time for each of the schemes. The higher the ratio, the better the 

performance of the scheme. The results have been ranked in the table below.  

Rank Scheme Accuracy 
Response 

Time (secs) 
Ratio 

1 Alpha Hash 91% 13 0.0724 

2 T-Flag 86% 13 0.0688 

3 Doodle Hash 91% 20 0.0465 

4 Random Art 74% 17 0.0435 

5 Base58 90% 21 0.0424 

6 Base32 95% 23 0.0410 

Table 8: Summary of Hash schemes 

 

From the ranking above, we can see that Doodle hash is placed 3rd out of the six 

schemes. But if we make a comparison between achromatic schemes, then the doodle 

hash scheme is placed second, below the alpha hash.  

 

After conducting the usability study with more than 100 participants, we analyzed the 

performance of existing hash schemes both alphanumeric (Base32, Base58), Graphical 

schemes (TFlag, Random Art), Alpha Hash (English Words) with each other and with 

our proposed scheme Doodles Hash.  

We conclude that our proposed scheme can be used as a valid alternative to long 

alphanumeric hash strings and make a good addition in Graphical Visualization 

schemes. Doodle Hash provides significant accuracy with less response time than other 

schemes like Base32 and Base58. The response time of TFlag and Random Art is lower 
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than doodle Hash but there is also a compromise on Accuracy values as shown in table 

above. Hence, we can show that Doodle Hash provides good results when compared to 

other schemes. Also Doodle Hash does not depend on color display and resolution 

display settings of the device which is a highly impacting factor in other visual schemes 

under consideration i.e., Random Art and TFlag which represent different data with 

changed visual display. There is no such dependency in the Doodle Hash scheme that 

may alter the represented hashed data. 

Based on the obtained results after performing the usability study analysis, we present 

that the Doodle Hash scheme has preference over the traditional strings and other visual 

schemes as it provides high accuracy with reduced response time. Doodle Hash is 

suggested to use as a Hash visualization technique as it provides the good tradeoffs 

among accuracy, response time and usability. 

7.4  Future Work 

The Doodle Hash scheme can be used in various applications for example as an 

authentication tool, validations of keys, e-voting receipts verification, Bitcoin 

transaction validations and many other platforms where the traditional alphanumeric 

strings are used. In future, the doodle hash system is open for development and testing 

using different doodles datasets that can generate variants of doodle hash strings and 

may provide different results in terms of accuracy, response time and usability. 
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