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Abstract

In this modern age, Internet of Things (loT) is becoming part of our lives incautiously.
The ease of monitoring and performing our tasks remotely has made this technology
inescapable. Accessing loT devices over the insecure network possess confidentiality
threats to the private as well sensitive information. Communication can be intercepted
in the absence of any proper access control and security mechanisms. Plain data traffic
at the public network remains enticement for the hackers and bad actors. The problem
with the conventional security methods is that they are not well suited for IoT
environment. There are multitudinous factors involves which causes the security of 10T
technology unattainable. So, there is need to introduce and implement a confidentiality
control framework reconcilable for the 10T devices in the network. The solution is to
scramble the information coming out the private 10T network, no plain traffic will pass
through the public network. This solution is implemented to provide data confidentiality
over the insecure media. In the implementation, custom build encryption module is
deployed at the local router which encrypts the 10T network data traffic when rules are
applied. The network traffic is segregated by the rules. At the client end, there is
decryption module with the corresponding rules. The encrypted communication
between client and server with the help of standard traffic capturing tool has been
verified. The solution can be deployed at any standard OpenWrt firmware’s router
which is mostly used in the wireless routers. Some practical application test cases have
also been demonstrated. The performance evaluation of the solution shows the

minimum delay and lags with the sufficient network throughput in encryption mode.

X1V



Chapter 1

1 Introduction

The Internet of Things (I0T) is a system of interconnected devices that can transfer data
over the network. These devices communicate with each other in a small proximity or
sometimes over a large area to achieve the desired goal. With the evolution of loT
devices over the past few years, the applications of 10T has also increased. Smart cities,
smart homes, smart wearables, smart health system and smart energy meters are some

promising examples of 10Ts.

Devices connected to the internet have numerous threat vectors, moreover plain data
communication is a high security risk. Because any intruder can easily intercept or
manipulate it over the network. There are several vulnerabilities and incidents were
reported in the past. According to 2020 Unit 42 10T Threat Report 98% of 10T traffic is

unencrypted [1]. This exposes confidential and personal data on the network.

The data remains trusted as long as it is in the private network but the moment it travels
over the public network its confidentiality becomes a challenge. The IP cameras
connected in the houses or offices provide live video feed over the internet, but the
hacker can also get the access to attain private and sensitive information. According to
“Bloomberg”, around 150000 IP cameras were hacked inside police departments,
schools, hospitals and companies like Tesla and Equinox exposing data and their
intellectual property [2]. Similarly, at the event of president Trump inauguration speech
it was reported that about 70% of Washington DC IP surveillance cameras were attacked
by the hackers [3].

The solution is required in similar cases where network traffic is in plaintext where

hackers and attackers can get sensitive information.

There are different levels of security and also numerous challenges are involved when
it comes to the IoT [4]. At the communication system (OSI model) each layer has its

own protocols and security should be implemented at each level. The network layer is

1
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responsible for connecting nodes and networks for transferring packets. The nature of
loT devices always make them to transfer data over the networks for transferring
information. There is no standard in-built network security mechanism in the loT
networks. Researchers has proposed some communication security measures [5], [6],

but there is need to protect the confidentiality at network level.

In this thesis, we will talk about achieving data confidentiality at network level with In-
hop encryption. So, it is implemented at the network layer of communication system.
Confidentiality can be achieved by encrypting the useful information so that the third
party should be unable to understand the communication between legitimate users. In
cryptography, encryption is a process which involves some mathematical operations to
alter the intended information and later on decrypting it by the authorized party only to

get the original information.
1.1. Motivation

The internet connected things remain vulnerable to many types of attack. Many critical
applications (i.e. surveillance IP cameras monitoring, alarm systems, household private
devices, medical devices) where remote access and control by an intruder can cause
confidentiality breach as well serious damage to the system. In the absence of suitable
security controls this technology is taking place in our daily lives through home devices,
office devices and our personal use devices. Hackers and attackers are taking advantage
of vulnerabilities and gaining access to private and sensitive information. Moreover,
devices been hacked can be used as botnets to launch greater attacks. So, there should
be some solution for 10T to protect against eavesdropping and exposing private data to

the public.
1.2. Problem Statement

With the advancement of 10T technology the security challenges related to it are also
increasing. Implementing IoT security becomes problematic due to some inherit
characteristics of 10T networks and devices. 10T devices are diverse in nature for
example they might be actuators, sensors, IP cameras, smart home devices or industrial

nodes [7]. The protocols and standards with they are communicating with each other,



are also very versatile. The major hurdle in implementing elaborate security protocols
or existing cryptographic algorithms is having constrained computational and memory
resources in these devices. Further customized cryptographic solutions developed for
one type of devices might not be suitable for other kind or at least there is no practical
implementation available which is applicable to all kind of 10Ts [8]. Adding extra
hardware for security purpose is also not an economical solution. There should be some

mechanism which should cater these problems in more efficient way.
1.3. Objectives and Research Goals

Research goal of this thesis is to propose and implement the framework for the network
security of loT devices where confidentiality of private data can be ensured. The
communication and sensitive information shared between users or client and server

should be protected from attackers and malicious actors.

The In-hop encryption solution should be implemented in 10T network for real time
applications having maximum throughput and minimum delay. Solution should not add
any extra hardware instead it should be very flexible using existing infrastructure.
Solution should also be user friendly to implement so it can be used most widely.

These following main objectives of this research are shown in figure 1-1:

e Goal-1: Implement In-hop encryption module
e Goal-2: Encrypt intended traffic with rules
e Goal-3: Encrypted traffic analysis

e Goal-4: Performance evaluation of proposed solutions



Goal-1 { 0 inn(l)%l;zllélentation of In-hop Encryption
Goal-2 { * Encrypt IoT traffic

Goal-3 { * Traffic Analysis

Goal-4 { * Performace Evaluation

Figure 1-1 Research model

1.4. Thesis Organization

In chapter 2, discussion and explanation related to research work has been done. This is
helpful in understanding of In-hop Encryption design. In Chapter 3, literature review of
existing and related solutions to this research problem has been discussed. Chapter 4
includes methodology and purposed solution used to solve the research problem.
Architecture and complete design are explained. In chapter 5, proposed solutions is
implemented with use cases of some practical applications. Chapter 6 is related to
performance evaluation of the solution with respect to throughput and latency.
Conclusion and future work are described in chapter 7. Thesis organization as described

above is also shown in figure 1-2.



Thesis Organization

Chapter 1

Literature
Review Chapter 2
—  Chapter 3
— Chapter 4
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Research Work —
— Chapter 6
—  Chapter 7

Figure 1-2 Thesis Organization




Chapter 2

2 Background Information

For the understanding of this thesis, required background information is given in this
chapter. Architecture of loT, Communication protocols in loT, Network layer

importance in 10T, achieving network security through encryption is included.

2.1.  Architecture of IoT

There is no standard architecture design for loT. Many researchers have proposed
layered approach like three-layer, five-layer and seven-layer architecture [9], [10].

Figure 2-1 represents the most basic model that is used widely:

Perception Layer

Sensors,Cameras,RFID tags,GPS recievers

Network Layer

Wireless Networks,Wired Networks,Gateways

Application Layer

Smart City,Smart Health,Smart Wearables,Smart Home

Figure 2-1 Basic loT Layered Architecture
There are majorly three layers:
1. Perception Layer

2. Network Layer
3. Application Layer



The perception layer is where sensors, actuators, thermostats and other monitoring
devices physically lies in the environment to sense and gather information. It basically

identifies and intercept different parameters around the surroundings.

Network layer is an interface between application and perception layer. The
connectivity and all the information collected by the loT devices is shared and
transferred under this layer. Network layer is also responsible for packet routing for

internet connectivity.

Application layer provides application environment and services to the users. The data
collected from 10T devices is formatted and presented by the application layer. The
applications can be smart cities, smart health, smart homes and the communication

protocols handling of these applications is also the responsibility of this layer [11] [12].
2.2. 10T Communication Protocols

Communication is the most important part of 10T and protocols defines the rules which
enable the connectivity and exchange of data between two or more nodes. Open System
Interconnection is the standard model which allows implementation of interoperable
networks communication at seven layers. And each layer has its own protocols to work
with same layer of other devices and also handle the interfacing between upper and
lower layers. TCP/IP model is the more concise version of OSI with four layers. Most
of the applications of 10T are working on the principle of conventional communication
layer models and also some new standards, protocols and models are in development
phase that would be specific for 10T technology. IBM, CISCO and some other
researchers have mapped 10T communication protocols with the TCP/IP model [13],
[14]. Figure 2-2 shows the protocols of 10T against the TCP/IP layers.



Application
Layer

e COoAPMQTT,HTTP,XMPP,DNS,SNMP,NTP

Transport Layer ERIbIA[CANIE

NI S NI « 1Pv4, IPv6,6L0WPAN,RPL

Network

e CDMA,LTE,Ethernet,Wifi,Bluetooth,Zigbee
Access Layer

Figure 2-2 1oT Communication Protocols

Network access layer is responsible for the physical connectivity of 10T devices. Media
could be wired (Ethernet) or wireless (WiFi, Cellular, Bluetooth, WiMax) depending on

the environment.

The routing and addressing of data packets comes under the internet layer. Although
other protocols have also been used in specific applications but Internet Protocol (IP) is
the standard protocol at this layer and most of the devices are connected to the network
via this protocol. IP addressing is the logical addressing at this layer and each device is
assigned with an IP address to interact with each other. IPv4 and IPv6 are the Internet
Protocol versions and later was introduced to have greater capacity of IP addresses.
Other protocols like 6LoWPAN, 6Lo and IPv6 over Bluetooth Low Energy are also
based on standard IPv6 protocol.

Despite the limited number of IP addresses (4.3 billion) in IPv4, this protocol has
managed the issue with the private addresses and Network Address Translation (NAT).
Range of private addresses has been defined that can be used without any conflict and
in order to connect to the outer world router performed as a gateway to translate the

private IP addresses into public IP address.



Transport layer protocols ensures the reliable end-end communication and session
maintenance.

Application layer protocols provide interface for the users to monitor and control loT
devices. 10T uses some conventional protocols like HTTP and HTTPS. Furthermore,
protocols like Representational State Transfer, Extensible Message and Presence

Protocol and Constrained Application Protocol have also been developed for loT
devices.

2.3.  Security Importance of Internet/Network Layer in IoT

Several security issues and challenges have been pointed out by the researchers at each
level [15], [16], [17]. Although security should be a primary concern at each layer of
loT architecture, the network security problems can cause serious damage to private and
sensitive information of the users. The communication at this layer is not only limited
to the internal networks but connectivity among different networks and also across the

internet, is the responsibility of this layer as shown in the Figure 2-3.

=
< ==

E
J\J
70)

Figure 2-3 Network layer communication

When loT data exchange and connectivity happens at public network it is vulnerable to

many security threats. The most common security attacks at this layer are:
2.3.1. Information Eavesdropping

Information eavesdropping is a common attack at network layer to compromise the data
confidentiality and privacy. The main reason for this attack is due to remote access of

loT devices over the internet and external networks. Intruders can intercept the



exchanged information and can used for criminal purposes. Protection of data is as

important as the physical security of devices.
2.3.2. Man-in-the-Middle

Intruders and bad actors can perform man-in-the-middle attack by becoming part of the
network from the middle. Sitting in the middle of the network and pretending to be a
legitimate user, attacker can simply eavesdrop or manipulate the communication and

compromises the integrity of the data.
2.3.3. Denial of Service (DoS)

loT nodes have limited resources and less processing capabilities. Attackers from the
outside performs flooding of application requests like DNS requests to consume the
resources. Multiple connection requests handling may crash down the systems. It also
involves network choking to make the services unavailable to the users or jamming
wireless networks [18]. This attack is the compromise of availability in the information

security triad.
2.4.  Achieving Network Security through Encryption

Encryption falls under the domain of cryptography and it is a fundamental building
block of network security [18]. Encryption is a procedure of converting plain text
information into scrambled (unintelligible) form that nobody can understand. The
encryption process involves some mathematical operations and a secret key. For
reverting back, the information into its original form the process done is called
decryption [19]. Figure 2-4 illustrates the encryption and decryption process.

Key Key
Plaintext Cipher text Plaintext
» Encryption - Decryption | -

Figure 2-4 Encryption and Decryption Process
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Encryption applies at both levels, data at rest (file encryption, disk encryption) and data
in transit. At network layer data travels over the media and encryption can be applied to
secure the communication. Encrypted traffic remains unreadable for the intruders and
malicious actors. Number of attacks like eavesdropping at network layer can be avoided
by applying this mechanism. By applying encryption, the most important security
component confidentiality can be achieved to protect the privacy and sensitive
information. Integrity can also be achieved by applying some other techniques like
Massage Authentication Code (MAC) along with the encryption. Network standard
encryption protocols like IPsec also ensures the availability component among

confidentiality and integrity of data.
2.4.1. Encryption Types

Various encryption techniques have been used in the past to achieve the secret
communication [20], [21]. The contemporary encryption types are symmetric and
asymmetric. Symmetric key encryption technique uses same key for encryption and
decryption operations while asymmetric key encryption type uses different keys.
Asymmetric key encryption type is also called public key encryption scheme where
anybody can encrypt and only owner of private key can decrypt. Asymmetric key
encryption is used where small amount of data is to be encrypted because its process is
very slow whereas symmetric key encryption is used to encrypt the large amount of data
very efficiently. Symmetric key encryption is always suitable at network layer where

data is in bulk amount and this scheme uses less processing power and memory.
2.4.2. Symmetric key Encryption Algorithms
There are two variants of symmetric encryption [22];

1. Block Cipher
2. Stream Cipher

Block cipher encrypts the data in form of fixed size blocks operating on the fixed size
blocks of input data. Block cipher uses multiple modes of operation to produce
randomization of same input blocks [23]. Out of the many common encryption
algorithms, Advanced Encryption System (AES) is known to be most invulnerable

11



against almost all types of attacks and also a standard algorithm approved by NIST in
2001.

Stream cipher encrypts the data bit by bit instead of blocks. Randomly generated key is
XORed with the same length of plain text to produce ciphertext and similarly ciphertext
is XORed with the key to produced original plain text [24]. RC4 is a popular symmetric
key stream cipher.

2.5. OpenWrt

Open Wireless Router (OpenWrt) is an open source Linux based operating system for
embedded devices [25]. It was initially developed by Linksys and later on base source
code was released to work on for different variants under open source community [26].
OpenWrt is an appropriate operating system for memory and space constrained routers
like embedded devices. Web interface or command line interface (shell) can be used for
configuration. OpenWrt OS comes with some basic routing and firewall features, to
enhance the functionality there are lot of programs are available which can be installed.
OpenWrt also provides toolchain and software development kit (SDK) for the
development of custom modules. These custom modules can be easily installed on the

routers using package manager (opkg).
2.6. Iptables

Iptables is a Linux program that allows to configure rules for filtering IP (IPv4) packets
thus acting as a firewall [27]. For handling of packets rules are defined under the chains
and chains exists under the tables. There are five predefined tables (Raw, Mangle, NAT,
Filter, Security), five chains (INPUT, OUTPUT, FORWARD, PREROUTING,
POSTROUTING) and many targets (ACCEPT, DROP, REJECT etc.). Additional
chains can also be created that exists under some table. Iptables rules are defined to

perform specified actions on the packets mentioned in the target.
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Chapter 3

3 Literature Review

In this chapter, we have done review of research work related to 10T security at network
layer and also cryptographic (encryption) solutions proposed to secure loT. Many
researchers have discussed 10T security challenges and solutions. Existing shortcomings

to achieve required goals have been also discussed in this chapter.
3.1. Network Security Solutions for IoT

loT is all about connectivity and communication, and network layer is responsible for
this task. Compromise at network security may collapse the whole IoT system. While
designing the network in any loT environment its security should also be given a great
importance. 10T is a diverse technology and no standardization has been done yet
regarding its protocols and security controls. Researchers have identified many
challenges and also specified different solutions to implement network level security for
loT.

Anna Kornfeld, Franziska Roesner and Tadyoshi Kohno presented the solution for
security of vulnerable home 10T devices with a security manager as shown in Figure 3-
1 [28]. Their proposed solution is developed at gateway router and will intercept all
incoming and outgoing traffic. This solution gives status of all 10T devices and can
report their vulnerabilities. At the time of need security manager could take action to
diminish security risks. The solution has four modules that identify vulnerable devices,
acquire the patch from internet, apply the patch and limit the traffic rate by finding any

anomalies. The solution has also the feature of authentication of devices.
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Martin Serror, Martin Henze, Sacha Hack and Marko Schuba [29] proposed a solution
in which router acts as a central device where traffic rules work with the communication
filtering and anomaly detection techniques to alleviate the security concerns. Figure 3-
2 [29] shows that the solution has three components that are specification of network
compliant behavior, 10T traffic filtering and anomaly detection. Specification of
network compliant behavior is defining the rules of IP address, port number and
communication direction based on the known legitimate network traffic. 10T traffic
filtering is enforcement of defined rules through Software-Defined Networking
approach using static and dynamic matching that are basically two techniques used in
the SDN deployments. The above components are based on the pre-defined rules, to
handle the anomalies in the network two techniques were proposed. First is to observe
the unknown data traffic flow to monitor and compare the traffic pattern against
malicious behavior. Second approach proposed for anomaly detection is the use of

machine learning technique.
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Aneesh Dua, Vibhor Tyagi, ND Patel and BM Mehtre [30] proposed IDRBT-10T Secure
Router (IISR) to protect against the number of cyber-attacks. In their demonstration they
conducted attacks and out of ten seven were detected and mitigated successfully. They
used Raspberry Pi as a gateway router and install snort on it to detect and prevent

intrusions.

Mahdi Nobakht, Craig Russell, Wen Hu, Aruna Seneviratne [31] considered the existing
general purpose SDN security solutions impractical due to diversity and bulk amount of
network traffic therefore proposed their IOT-NETSEC framework. They integrated
their prototype with SDN controller and demonstrated three network attacks to show
the feasibility of the IOT-NETSEC solution. They adopted policy-based approach to
monitor all the network traffic and limit traffic rate up to the threshold that is defined in
the security policy. Users register their 10T devices and define security policies that
specifies the threshold level of traffic flow associated to the devices. IOT-NETSEC
monitors both incoming and outgoing traffic flows. The software has also the capability
to block the access to the 10T device that violates the security policy. To define the
policies, the users should have good understanding of traffic flows related to the IoT
devices. Figure 3-3 [31] shows the workflow of IOT-NETSEC.
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Figure 3-3 IOT-NETSEC Workflow [31]

The researchers in their above-mentioned works have proposed different techniques and
solution to mitigate and reduce network attacks and threats. Like in [28] patching
mechanism to remove vulnerable devices in the 10T network along with network traffic
rate limitation module is proposed. The researchers proposed anomaly detection
framework in the network [29]. The research work of [30] presented a router that can
detect and prevent some network attacks. The above all proposals somehow reduce
security risks but they all lack in achieving the most important network security element
that is confidentiality. Implementing security controls without confidentiality exposes
private and sensitive information to the public networks. Attackers not only attempts
Denial of Service attacks to disrupt the services but they also intercept communication
for the use of their interests.

3.2.  Proposed Encryption Solutions for IoT

Most of the encryption proposals and solutions for the security of 10T are related to the

improvement, analysis, suggestion or new design of encryption algorithms.
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Amirhossein Safi [32] suggested the use of hybrid encryption algorithm for 10T which
gives strong security with low computation. A suggested hybrid encryption algorithm
HAN was evaluated in MATLAB and compared with the standard algorithms like AES
and RSA. This technique guarantees integrity, confidentiality and non-repudiation of
the information exchanged in the 10T. HAN algorithm is the combination of symmetric
and asymmetric algorithm in which public key is produced by symmetric encryption
and messages are encrypted by asymmetric encryption. Recipient owns the private key
and decrypts the messages encrypted by the sender. Figure 3-4 shows the HAN
encryption algorithm usage in IOT. The use of digital signature is also recommended
by the author to improve the security. The results show that suggested algorithm speed
is much better than AES and RSA.
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Figure 3-4 HAN encryption algorithm usage in 10T [32]

Rupesh Bhandari, Kirubanand V B [33] proposed an enhanced cryptographic solution
for data transmission. The main goal of the proposed model is to establish a secure
channel between lIoT device and user device to transfer data ensuring the confidentiality,
authenticity and integrity. This solution combines the characteristics of symmetric,
asymmetric and public key server. Public key server conserve the public key database.
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Proposed model shown in the Figure 3-5 depicts the whole process of keys generation,
key exchange, encryption and decryption between two parties (IoT device and user
device). The first step involves in registration of 10T devices and user devices by
sending their MAC addresses and public keys to the public key server generated by
elliptic curve cryptography. After that both devices will share their public keys over
HTTPS along with their MAC addresses. Next both devices will verify themselves from
the public key server. From the public keys both devices will agree upon the common

secret key that will be used for the encryption and decryption using AES.
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Figure 3-5 Proposed Model [33]

Igra Hussain, Nitin Pandey and Mukesh Chandra Negi [34] proposed a symmetric key
encryption algorithm based on binary bit sequence and XOR operation. The algorithm
basically works on the binary bit sequence of plaintext and common secret key for

encryption and decryption provided by the user. The process involves in;

e Converting the plaintext with corresponding ASCII values.

e XOR operation of values and the key.
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e Converting numerical values and replacing it with the n/2-bit sequence.
e Converting obtained n/2-bit sequence with the decimal form.
e Cipher text is obtained in the last by changing decimal values with their

character from the character table defined by the user.

Decryption algorithm works by replacing the cipher text by their numerical values,
maintaining the binary bit sequence, doing XOR operation and converting the characters
from character table values. Figure 3-6 [34] represents the comparison made between
the proposed algorithm and the standard algorithms AES and RSA.

ENCRYPTION DECRYPTION

RSA AES PA RSA AES PA
i 1 o [

MB IMB 5MB 100 BYTES iMB 2MB 5N
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Figure 3-6 Encryption and Decryption time Comparison [34]

Considering resource constraint 10T technology many researchers have proposed
customized and lightweight encryption algorithms [35], [36], [37]. Effy Raja Naru, Dr.
Hemraj Saini and Mukesh Sharma [38] had reviewed many lightweight encryption
techniques for the secure loT communication. They stated that some encryption
techniques require more memory with less computation and vice versa. They have also

compared the pros and cons of the different lightweight encryption techniques.

Bogdan Jeliskoski, Biljana Stojcevska and Adrijan Bozinovski [39] presented a solution
for securing the network of home 10T internet connected devices. Raspberry Pi device
is used as a router and acts as a virtual private network (VPN) gateway for all the 0T

devices in the home. VPN is a technology that provides connectivity between two or
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more devices among different networks in such a manner that they virtually become the
part of same private network. VPN provides a point to point tunnel like channel between
two nodes that is transparent to other networks or nodes and encryption can also be

applied to pass this tunnel encrypted traffic only.
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Figure 3-7 A VPN Network [39]

In this way VPN provides confidentiality through encryption along with authentication.
In this research work OpenVPN system on raspberry Pi device (acting as a gateway) is
implemented. OpenVVPN implements client and server application. For encryption RSA-
2048 algorithm is used and mutual authentication is achieved using PKI (public key
infrastructure) that verify both server’s and client’s certificate. They have also
recommended some other features that can strengthen the security like utilizing CRL
(certificate revocation list), implementing DNS security, using ‘dnsmasq’ that enforces
the DNS traffic to pass through the VPN, using IPTABLES to block all incoming and
outgoing traffic in case of no VPN. And they suggested that it would be better to use
site to site VPN, which establish VPN connection between gateways at both ends like

shown in the figure 3-8 [39].
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Chapter 4

4 Research Methodology

In this chapter, we have discussed the methodology of In-Hop encryption solution for

securing the network of 10T devices.
4.1. Problem Overview

Network data confidentiality is an important security component in 10T network that
protects the communication. Once communication channel is compromised, I0T devices
and networks are prone to multiple attacks. Privacy and sensitive information leakage
can have serious impact on the users. Plain data traffic at public networks leverage
attackers to steal passwords and other credentials that can give access to the devices.
Further devices can be accessed remotely to launch DDOS like attacks. Data
confidentiality is exploited widely and served many purposes for intruders. So, there
should be a mechanism to protect the confidentiality at network level.

4.2. Proposed Solution

In our solution, we have used symmetric key encryption mechanism at the gateway
router where all 10T devices are connected. In Chapter 2, section 2.4 encryption and its
type symmetric key encryption is explained in detailed. When user wants to access loT
service and send request, the response from the device reaches at the gateway router
where encryption is applied to that traffic and encrypted traffic passes out from the
router. The encrypted response reaches at the user end where decryption is applied first
at the gateway router and then plaintext response is presented to the user. Figure 4-1

represents the proposed scenario where 10T devices are connected to the gateway router.
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4.3. Considerations

As explained earlier (Chapter 1, section 1.3), the prime goal of our research work is to
propose and implement network security solution for 10T environment. And design
should have following considerations:

e Ensures the data confidentiality.

e Practical implementation of the design.

e Use of existing infrastructure instead of expensive or additional hardware.
e Lightweight package or program that can be installed by the users.

e User friendly solution.
4.4. Infrastructure

loT three-layer architecture (Chapter 2, section 2.1) shows that 10T devices at the
perception layer, when send responses to the outer world, they communicate through
the gateway device. That’s why In-Hop encryption solution is implemented at the
gateway devices (routers) using existing infrastructure. The In-Hop encryption solution

requires no extra hardware or resources.
4.5. Design and Architecture

Figure 4-2 shows the architecture of In-Hop Encryption solution in OpenWrt router.
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Each component is discussed below.
4.5.1. Policy Management

As mentioned earlier in Section 2.5, OpenWrt can be accessed and managed through
command-line interface and web browsers with the management IP address. Command-
line interface provides facility to perform development related tasks. OpenWrt custom
installation provides web user interface (LUCI WebUI) for the administrative purposes
and it uses UHTTPd web server by default. uUHTTPd web server nicely integrates with

the OpenWrt’s configuration framework [40].

User level policies of In-Hop encryption solution is managed through default web
interface of the router. For this purpose, we have developed management application in

existing web framework of OpenWrt’s router. User can perform following tasks;

e User can view status of the encryption/decryption module.
e User can configure, view and delete traffic policies to encrypt loT networks.

e User can view live logs of traffic matching rules.
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Figure 4-3 shows web interface application for the policy management of In-Hop

encryption module.
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Figure 4-3 In-Hop Web Management
4.5.2. User Space

User space is a logical memory separation in Linux based and today’s modern systems
(OpenWrt) that is dedicated for running user applications [41]. Most of the programs,
tools, utilities and programming languages come pre-packaged with the operating
system under the user space and can be utilized for developing and running custom
programs. As mentioned earlier (Chapter 2, Section 2.6), Iptables is a user space
program to handle network packets in Linux based systems. This is an administrative
tool that provides firewalling capability to filter network traffic. Defined rules match
the concerned traffic to filter and policies perform the required action on that packets.
The action on the packets in Iptables is called target and actions can be called directly
(ACCEPT, DRORP etc.) or action can be delegated to a user space program. NFQUEUE

is one of the actions (target) of Iptables that provides the capability of manipulating or
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taking some decision on the network packets through user space program. The figure 4-
4 shows below is an Iptables rule that queues the routed HTTP traffic towards user space

program.

iptables - FORWARD 1 -p tcp —dport 80 -) NFQUEUE --queue-num 1

Figure 4-4 Iptables Rule

Queue is a collection of packets indexed by an integer (packet id) and linked together
in a linear sequence. Once packets are enqueued to the user program for some decision,
the verdict on each packet by its index number get them released from the queue. The
delayed decision on the packets can cause the queue full and packets can be dropped
[42].

4.5.3. Custom Module

Custom module is a user space program written in ‘C’ language for the implementation
of In-Hop encryption. Our custom module performs two tasks that are handling of
packets (receiving and returning back) and applying encryption/decryption function to

the application data.

Packet handling involves receiving queued packets and issuing verdict on each packet.
Library named “libnetfilter_queue” is used in the module that acts as a programming
interface for the queued packets [43]. To handle the packets pushed to the queue,
connection handler is opened (just like creating a socket). This queue connection handle
is bound to the AF_INET to process only IPv4 addresses. Figure 4-5 shows below the
library functions used in C program for creating a new connection handler to process IP

packets.
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/* Pointer to Structure */

struct nfq handle *nfqHandler;

/* Obtain Netfilter Queue Connection Handler */
nfqHandler = nfq open ();

/* Bind Handler to Process IPv4 */

nfq bind pf(nfqHandler, AF INET);

Figure 4-5 Obtaining Netfilter Queue Connection Handler

To bind the program with the queue, new queue handle is created with the parameters
of corresponding queue number (mentioned in the Iptables rules), connection handler
(opened earlier), the function to be called for each packet (CbEncrypt) and any data to
be passed into the function at packet interception. Size of the packet data to get into the
callback function is also specified. Figure 4-6 shows the functions used to bind the

queue with our program.

/* Create New Queue with Parameters */

nfQueue = nfq create queue (nfqHandler, 1, &cbEncrypt, NULL):
/* Copy Full Packet in the function */

nfq set mode (nfQueue, NFQNL COPY PACKET, 0xffif);

Figure 4-6 Binding Newly Created Queue

After opening handler and creating a queue handle, next step is to retrieve the network
packet and trigger the call back (cbEncrypt) function for the received packet. Figure 4-
7 shows that this is done by the handle function. From the file descriptor of opened

handler data is read continuously to the buffer.
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/* Get the File Descriptor */
int fd = nfq fd(nfqHandler):
/* Read the Incoming data to the buffer */
while ((int len = recv (fd. buff, sizeof(buff), 0)) && res >= 0)
{
/* Retrieve the network packet */

nfq handle packet (nfqHandler, buff. len);

Figure 4-7 Handling of Incoming Data

The encryption mechanism is called inside the callback function which triggers on
receiving every packet. First of all, payload of packet data with its length is obtained
from the queue and then a data structure containing all information regarding packet is
created. The raw data obtained is then copied to that data structure. The reason for
copying data into the buffer is to keep the original data untouched. Figure 4-8 shows the

code of retrieving payload data length and copying raw queued data.

/* Retrieving payload and length */

int PayloadLen = nfq_get payload (pkt, &PayloadData);

/* Pointer to the packet buffer structure */

struct pkt buff *PktBuif;

/* Allocating queued packet data of IPv4 family */

PktBuff = pktb_alloc (AF _INET, PayloadData, PayloadLen, 4096);

Figure 4-8 Allocating Raw Data to Buffer

After retrieving and copying packet data, payload data is extracted from the complete
IP packet. Figure 4-9 is showing the payload extraction for the TCP data packets.
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/* Getting TCP payload and its length */
if (ip - protocol == IPPROTO TCP)
{
tep =nfq tep get hdr (pkBuff):
payload = nfq tcp get pavload (tcp, pkBuff);
payloadLen = nfq tcp get payload len (tcp, pkBufl);

Figure 4-9 Payload Data extraction

As shown in the figure 4-9 the received IP packet at the network layer is encapsulated
with the transport and network layer headers. Each of the IP and TCP headers are of 20
bytes in size (in case of UDP traffic, the header size is 8 byte) and payload actual data’s
maximum segment size (MSS) is 1460 bytes maximum [44].

IP HEADER TCP HEADER PAYLOAD DATA

20 BYTES 20 BYTES MS5 (1460 BYTES max.)

Figure 4-10 Packet Data

The payload data is the actual application data generated by the corresponding
application and only that private data is presented to the encryption or decryption
function (according to the traffic policy rule).
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/* Initializing the OpenSSL Library */

ERR load crypto strings ();

OpenSSL add all algorithms ():

OPENSSL config (NULL);

/* Applying encryption to the payload data */

ciphertext len = encrypt (payload, payloadLen, key, iv, ciphertext);

Figure 4-11 Packet Data

Encryption and decryption functions utilizes the “libcrypto” API within the OpenSSL
library that provides symmetric (Chapter 2, Section 2.4) encryption and decryption
operations using different algorithms and modes [45]. And we have utilized the “EVP”
interface of OpenSSL to call the desired encryption algorithms. The length of keys and
IVs (initialization vector) are converted according to the encryption algorithm being
selected by the user.

/* Initializing OpenSSL library */

ERR load crypto strings ():
OpenSSL _add all algorithms ():
OPENSSL config (NULL);,

/* Applying encryption to the payload */

ciphertext len = encrypt (payload, payloadLen, key. iv, ciphertext);

Figure 4-12 Encrypt Payload

4.5.4. Encryption Algorithms

The security of encryption solution relies on the algorithm being chosen. As encryption
function is applied to each packet individually in our solution, stream ciphers would be
fit in here encrypting one byte at a time. There are many stream ciphers available and
among them the most common and popular is RC4 which we have implemented in our

solution. RC4 is known for its simplicity and fast processing that’s why remained
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industry standard for so many years. Wireless routers also use RC4 in Wired Equivalent
Privacy (WEP) and Wi-Fi Protected Access (WPA) security protocols [46].

We have implemented another common encryption algorithm Advanced Encryption
Standard (AES) in our solution. It is a block cipher but it can be operated as a stream

cipher by using recommended modes of operation [47].

EVP CIPHER CTX *ctx;

ctx =EVP CIPHER CTX new():

EVP Encryptlnit ex (ctx. EVP aes 256 ctr (). NULL, key, iv);
EVP EncryptUpdate (ctx, ciphertext, &len, plaintext, plaintext len);
EVP EncryptFinal ex (ctx, ciphertext + len, &len):

ciphertext len += len;

EVP CIPHER CTX set padding (ctx,0):

EVP_CIPHER CTX free (ctx);

Figure 4-13 AES CTR Encryption Function

Packet handling also involves in returning back each packet after applying the

encryption function.
4.5.5. Kernel Space

Kernel is the core part of the operating system and it links the user space applications to
the hardware of the system [48]. Applications make 1/0 requests via system calls and
kernel facilitates them in most appropriate manner. Kernel is also responsible for
memory management and resource utilization among multiple applications. Like user
space, kernel space is also the logical separation of memory that is restricted for kernel

related tasks only.

IP stack is also implemented in the kernel space that receives the packets from the
network interface card, checks packets for any error, removes the IP header and perform

defragmentation of fragmented packets. Another packet filtering framework “Netfilter”
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[49] is also the part of kernel that interacts with IP stack by defining five different hooks

(well defined points) in the packet traversal path.

NF_IP_PRE_ROUTING
NF_IP_LOCAL_IN
NF_IP_FORWARD
NF_IP_LOCAL_OUT
NF_IP_POST_ROUTING

o > w0 e

These hooks are registered with the functions through kernel modules that are called
when packets passing through the stack triggers the corresponding hook. These callback
functions (hook functions) are basically the decision on the packets to either accept,
drop or do something else with the packets. One of the hook functions provided by the
framework is ‘NF_QUEUE’ that insert the packets in the queue from where our user
space custom module access those packets and apply encryption function on them and
later on release back to the kernel. iptables (Chapter 2, Section 2.6 & Chapter 4, Section
4.7) is a user space administration tool of underlying Netfilter framework. Netfilter have

many kernel modules to register with the hooks placed in the IP protocol stack.
4.5.6. Interaction Between Kernel and User Space

There is a segregation between both spaces so that important programs remain protected
from user space applications and operating system necessary applications are always
available. But for the communication between them different IPC (inter process
communication) methods exist and Netfilter uses “netlink sockets (nfnetlink) for this
purpose [49]. Netfilter sockets provides standard protocol for the user and kernel spaces
modules to talk to each other. It is a both way communication channel that transmit and
receive “nfnetlink” formatted data packets. Figure 4-10 shows the interaction between
user and kernel modules through “netfilter netlink” sockets. At user space

corresponding library receive the queued packets pushed from the kernel.
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Figure 4-14 Interaction between Kernel and User Space

4.6. Packet Flow
Points described below explains the packet flow path in detail.

e When packet enters the IP layer, it is passed on to the routing function.

e Routing function decides to send the packet towards forwarding function on the
basis of destination IP address.

e Forwarding function delegates, the decision to the user space custom module
(defined action in iptables rule).

e Connection handler for receiving IPV4 packet is opened at the user space
program.

e New queue handler is created with indexed number and program is bind to that
queue handler.

e Packet handler function receive the packet and send it to the callback function.

e [P and TCP headers are retrieved in the callback function.

e Encryption function is now applied to the payload data packet.
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e TCP checksum is recalculated for the packet.

e Packet ID from the Netlink message header is retrieved and verdict is set to pass
the encrypted packet back to kernel.

o Netfilter framework receives the packets from user space and forward them to
the post routing module.

e Encrypted packet is passed on to the outer interface.

Figure 4-11 below depicts the complete packet flow path in proposed design within
Netfilter framework.
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Figure 4-15 Packet Flow
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Chapter 5

5 Development and Implementation

In this chapter, we have discussed the development and implementation of our proposed
solution along with the traffic policies to encrypt and decrypt the data of applications

being used over the network.

5.1. Development

TP-LINK’s router ‘TL-WR1043ND” and “Archer C6 | AC 1200 are chosen to work as
gateway routers for development and deployment purpose in our work. The base
firmware of these routers is OpenWrt (Chapter 2, section 2.4) and later on customized
by router vendors. We flashed routers with OpenWrt operating system downloaded
from the official website [50]. OpenWrt version of TP-LINK router has been shown in
the figure 5-1.

| £P root@O0penWrt: ~ o[ D[]

t

Figure 5-1 OpenWrt version

5.1.1. Packages
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Packages required for In-Hop encryption modules are installed after flashing routers
with OpenWrt firmware. “iptables-mod-nfqueue” as discussed in (Chapter 4, Section 5-
2) and (Chapter 2, Section 6) is installed for the queuing functionality of network traffic.
Library “libnetfilter queue” (Chapter 4, Section 5-2-1) is installed as an API for

handling queued packets. For encryption operations and functions in custom module

library named “libopenssl” is installed.

OpenWrt Status -  System ~  Network ~  Encryption ~  Logout
Software
Free space:
57% (5.5 MB)
Filter: Download and install package Actions:
Clear OK Update lists || Upload Package Configure opkg
Available | Installed = Updates
Package name Version Size (.ipk) Description
libnetfilter-gueued 1.0.54 ‘ Remaove.. ‘
iptables-mod-nfqueue 18.7-6 | Remaove |
libopenss!1.1 1.1.1n-2

| Remove.... |

Figure 5-2 Packages

5.1.2. Cross Compiling Custom Module for OpenWrt

Home wireless routers have limited resources i.e. ram, rom, processing power etc. so it
is not possible to install a compiler and compile the programs on it. However, there are

many ways to develop custom modules or packages for OpenWrt routers [51].

For developing and compiling our custom In-Hop encryption module we build an
OpenWrt image for routers (Chapter 5, Section 5-1) on the UBUNTU (Linux) PC.
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OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---» (or empty submenus ----). Highlighted letters are hotkeys.
Pressing <¥> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exlt, <?> for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M> module < > module capable

Target System (MediaTek Ralink MIPS) ---=
subtarget (MT7621 based boards -
II
Target Images --->
] Enable experimental features by default (NEW)
Global build settings ---=

[
[ 1 Advanced configuration options (for developers) (MEW) ----
[ 1 Build the OpenWrt Image Builder (NEW)
[ 1 Build the OpenWrt SDK (NEW)
[ 1 Package the OpenWrt-based Toolchain (NEW)
[ 1 Image configuration (NEW) --->

Base system --->

Boot Loaders ----

pDevelopment ---»

Extra packages ----

Firmware ---»

Kernel Bl

Kernel modules --->

Languages --->

Libraries ---»

Network --->

Utilities --->

< Exit > < Help = < Save > < Load =

Figure 5-3 Build System Configuration

After building an image for target router we set the path environment variables of Linux
PC according to the toolchain binary directories of OpenWrt build image. The same
packages (Chapter 5, Section 1-1) installed in the router are compiled from sources
under the toolchain [52] directory of OpenWrt build system in Linux PC. Toolchain is
a tool that makes possible to execute a program on one platform (router) that has been
compiled on another (Linux PC). Finally, program is cross compiled including all the
required header files and shared objects. The compiled program is then copied to the

router and executed there.

+1 root@arslan-Latitude-E6410; /

root@arslan-Latitude-E6410: f# file inhop
inhop: ELF 32-bit LSB executable, MIPS, MIP532 rel? version 1 (5YSV), dynamicall

y linked, interpreter /lib/ld-musl-mipsel-sf.so.1, with debug_info, not stripped
root@arslan-Latitude-E6410; /# J

Figure 5-4 Cross Compiled Program

5.1.3. Web Development Interface for Policy Management
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As discussed earlier (Chapter 4, Section 1.6), OpenWrt uses LuCi framework for its
web user interface. We developed In-Hop encryption web management interface (luci-
app-inhop) using the same framework. LuCi is basically the combination of Lu (lua
programming language) and Ci (Unified Configuration Interface) that divides the
interface into logical parts like views, models and also uses templating and object-
oriented libraries. Figure 5-5 shown below is the status page of the application. It gives

control to start, stop, restart, enable and disable the module.

o) fo o]

OpenWrt - Status - LuCl ® +

&« () O 8 192.168.1.1/cgi-bin/luci/admin/encryption/status kg =)

OpenWrt Status ~ System~ Network~ In-Hop~ Logout

In-Hop Encryption
Module Status

Semice Status Running
Senice Control Restat || Stop | Disable
Powered by LuCI Master (git-22 126 .42175-8583efb) / Open'Wrt SMNAPSHOT r19616-980b26917

Figure 5-5 Status Web Page

In-Hop web management application is integrated with the backend In-Hop encryption
module developed and cross-compiled for the router. Service control buttons starts or
stops the executable binary program and gives the results. Traffic policies web page
under the In-Hop insert or delete the iptables rules at the backend. Live logs can also be

viewed for matching traffic policies.

5.2. Implementation for Online Chat Application
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NC (netcat) is an multipurpose network utility used for reading and writing data to the
TCP or UDP connections [53]. We have utilized this tool for creating an online chat
application. Itis a client and server model where server listens at specific port and clients
connects to that port. Figure 5-6 is a network representation of NC client server chat
application. Two OpenWrt flashed TP-LINK routers with our In-Hop encryption

solution are connected point-to-point.

Wireshark

\ |
|
fic client I i
; ¢ ’

192.168.200.0/24 TL-WR1043ND Archer C6 192.168.1.0/24

Figure 5-6 Chat Application Scenario

Network is configured at both routers for end-to-end connectivity as shown in the table
5-1.

Table 5-1 Network Configuration

ROUTER LAN IP Address WAN IP Address ROUTESs
Archer C6 192.168.1.1 10.1.1.1 192.168.200.0
WR1043 192.168.200.1 10.1.1.2 192.168.1.0

At LAN (local area network) side of both routers’ PCs are installed that are running
NC client and server applications. Server-side PC is listening at TCP port ‘5001’ and
client PC connects to that port. After connection is established between both PCs, they
can send chat messages to each other. Figure 5-7 is showing the server-side PC listening

at port ‘5001 and receiving chat messages from the client PC.
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*‘ el root@arslan-OptiPlex-9020: /home/arslan

root@OpenWrt: foverlay/11_03_2022 root@arslan-OptiPlex-9020: /home/arslan

root@arslan-OptiPlex-9020: /home/arslan# nc -1 5001
Hi Server, i am sending you some some important values
Thses are not public values

Figure 5-7 NC server

5.3. Implementation Verification

We have installed Wireshark [54] an open source packet analyzer in between both
routers to capture the live traffic passing at the network. Traffic is captured before the
encryption policy and also after the encryption policy being configured. This depicts the
man-in-the-middle attack scenario where an intruder can somehow get access of the
network and intercept the communication between two parties. Attacker can also
intercept sensitive or private attributes like passwords. This setup is also an
implementation verification of our In-Hop encryption solution where a third-party tool
is being used to analyze the network traffic. Fig 5-8 shows the captured traffic from the
middle of the both routers in the plain mode without encryption being applied to the
chat traffic. Chat messages can be clearly shown from the IP addresses of client and
server PCs.

Interrat Protocal Versicn 4, Sec: 192.168.200.141, Dst: 192.168.1.184

Transmissicon Comtrol Protocol, &Src Port: 5705E, Dat Port; S6681, Seq: 4,

~ |Data (%5 bytes)
Cats: 2B €2 28 52 65 72 7% 65 72 2¢ 28 &9 28 &1 Ed 2B ...

[Lengtih: 55] |

it ad b¥ 36 Fa £ B da B 3d 39 .0 BE B A% @8 TaaWeaad -8, .E,
B Gbh di =F ag & 3F 48 1F BT o ab & Bd <d a8 N i
@1 B& 43 Sc 13 B8 B4 63 F4 42 fa aF 16 56 & 18 EEEETE L - -1

B oad 20 A1 B2 B B 21 6 Pa oad 24 04 @1 2S5 ef L fA.... oo fde..
19 db 48 &5 28 S5 &% 2 T8 &% F2 2c 28 48 1 61 JkHL SEr ower, 48
dd 28 73 4% fe fad &2 G &7 3@ 79 &F T IR TH BT m sendin g you o
dd 8% 28 T8 6F &d 0% 28 &9 &d PR &F 7T T4 &1 Ge me some  importsn
Fl HA SG Gl G SO OGE S O | t values ,
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Figure 5-8 Plain Mode

After that at client-side router encryption policy is added to route all TCP traffic of port
‘5001” towards encryption module. And at server-side decryption policy is added to
pass that traffic towards the decryption module. Decryption policy at server-side router

is shown in the figure 5-9.

OpenWit - Configurtion - LuCl % |+

< (@] O & 192.168.1.1/cgi-bin/luci/admin/encryption/conf bk i. =

OpenWrt  Status - System~ Network~ In-Hop~  Logout

In-Hop Encryption
Traffic Policies

You can configure traffic policies for encryption or decryption

Name Traffic Protocol Source Source Destination Destination Secret Action

Network Port Network Port
chat INP ~ TCP v 192.168.2 192.168.1.0 5001 securel DE v Up Down [ Delete J
| Add |

e, [N

Powered by LuCl Master (git-22.126.42175-8583efb) / OpenWr SNAPSHOT r19616-953bb267917

Figure 5-9 Encrypted Mode
By adding policies at both ends, no one can intercept plain chat messages from the

network between two routers. All the traffic passing over the network is in encrypted
form. Figure 5-10 is showing the captured traffic when encryption policy is being

configured. It can be clearly shown that chat messages are not in plain text now.
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» Interrt Protocol Viersion £, Sec: 192 168, 280141, Dst: 102.168.1.184

¥ Transmissicn Conbral Protocal, Sre Part: 370792, Dt Pock: S881, Seq: 1,
 |Dmta (%5 bytes)
Data: 99 3¢ cB =1 18 b5 ac 53 &7 28 &b 97 34 28 Ec Be|...
[Length: 55]

oo &3 a4 b? %6 Fa FO B da @9 3d 39 =9 BE 89 4% 8B CaaWeaad -9, 08,
oolo o2 dh 6d Sh ag @2 3 @4 52 Sh cB a8 cX Bd <A alf .h.ﬂ.?. .[......
golo @1 b= 93 =8 1% B9 9F fa S5p 3= 4B 81 B 98 =2 18 aarEwaaa :lif.....
D00 o9 oad 51 TS B @ Bl @1 Q0 Bs pd Zs e 5d =% f5 walUeaas oa.d=m,,
G090 %9 aT 89 % cB =]l 18 b =c 5= aF ZE db 97 14 @B D feaas oLafkod,
opLe & 8= pl F2 dY BF 9F Bl a6 3b 15 s 2= TH & PG livicaas wiaic®a¥
SUCo BbE BE Ac %s S5F %bh 9b 69 23 % 6l =5 80 45 b9 2a ...E_[.i ®Xm, 2.,
ove B 16 92 ds 81 28 4b be bd s elE,

Figure 5-10 Encrypted Mode
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Chapter 6

6 Evaluation of Research Work

In this chapter, we have discussed the performance evaluation of implemented In-Hop
encryption solution. Performance comparison is also done with some other solutions. In
performance analysis we have measured performance of OpenWrt routers with and

without encryption.
6.1. Performance Analysis

There are several metrics that measures performance of the router. We have performed
some parameter tests to evaluate our purposed solution. Figure 6-1 shows the setup
where two end nodes are configured to run the different tools and measure the
performance of OpenWrt routers with and without encryption mechanism running on it.
The specifications of the OpenWrt routers used to implement our solution are given in
the table 6-1.

Table 6-1 Routers Specifications

BRAND MODEL CPU FLASH RAM NICs
Single Core, Qualcomm
) TL-WR1043ND, )
TP-Link ) Atheros, QCA9558, 720 8 MB 64 MB 1 Ghit
V.
MHz
Archer C6 Dual Core, MediaTek,
TP-Link 16 MB 128 MB | 1 Gbit
AC1200, v3 MT7621DAT, 880 MHz
6.1.1. Throughput

Throughput [55] determines how much data can be transferred successfully at
destination within a given time frame and indicates problems like packet loss, delay and
jitter. Throughput varies with the specification of routers, network configurations (NAT,

routing etc.) and encryption application along with the algorithm used.
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We have used JPERF [56] to measure the throughput in the above given scenario at
figure 5-6. JPERF is a graphical interface of IPERF that is an open source tool based on
the client and server model. It performs different tests to measure the network
performance over the network. We have installed the tool at both end PCs; one is
configured as server and other as client. IPERF works by sending bytes of TCP or UDP
data to the server node. As mentioned earlier throughput can be affected by many
factors, as it also depends upon the client and server capabilities to generate, send and

receive the traffic.

Throughput is measured in plain and encrypted modes with the following specifications
of the PCs in table 6-2 below.

Table 6-2 PCs Specifications

PC MODEL CPU RAM NICs
) Dell Latitude Intel(R) Core (TM) i5-M560 )
Client 8 GB 1 Ghit
E6410 @ 2.67 GHzx2
Dell Latitude Intel Core i7-7500 CPU @ )
Server 8 GB 1 Gbit
E6410 2.70GHzx4

IPERF provides different parameters to set like payload size, time, protocols and flags.
For our tests, we have chosen to send 500 Mbytes of TCP data with the default window
size of 0.08 Mbytes and server is configured to listen at TCP port 5001.

6.1.1.1. Plain Mode Throughput (without encryption)

Figure 6-1 is showing the results measured at the server side using the network setup in
the figure 5-6. It shows that 500 Mbytes of data has been received at the server with the

throughput of 277 Mbits/sec when no encryption is involved at the routers.
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Jperf

Iperf command: iperf s P 010 p 5001 £ m
Choose iPerf Mode: Client
€9 stop iperft
® Server Listen Port 5, 001 Client Limit N
Num Connections 0 -‘L‘—.‘ -

Application layer options 8 Bandwidth & Jitter

Enable Compatibility Mode

Output Format MBits -

Report Interval 10; seconds
Print MSS

Transport layer options 2

Choose the protocol to use #4: [277.00MBits/s]

® TCP
Output

Buffer Length

Iperf thread stopped [CAUSE=Stream closed]

fCincowitize iperf s -P 0410 -p 5001 £ m

Max Segment Size )
Server listening on TCP port 5001

TCP No Delay [[TCP window size: 0.08 MByte (default)
uDP [ 4] local 192.168.1.240 port 5001 connected with 192.168.200.110 port 49202
[ID] Interval  Transfer Bandwidth

[ 4] 0.0-10.0 sec 332 MBytes 278 Mbits/sec
[ 4] 0.0-15.2 sec 500 MBytes 277 Mbits/sec

Savel Clear now Clear Output on each Iperf Run

Figure 6-1 Throughput in Plain Mode

6.1.1.2. Encrypted Mode Throughput

As mentioned earlier (Chapter 4, Section 4-2) Two encryption algorithms AES and RC4
have been implemented in our In-Hop encryption solution. We have tested the
performance analysis of our solution with both algorithms. The network scenario and
configurations were same as in plain mode. Rules were added to pass TCP traffic of port
5001 through encryption module at client end router and decryption module at server
end router. JPERF client sending all the traffic was encrypted by the OpenWrt router,
passed to the other router, decrypted and then sent to the JPERF client.

In figure 6-2 it is shown that throughput of 39.4 Mbits/sec has been achieved in the
encrypted mode with the RC4 algorithm. Moreover all 500 Mbytes of data has been

received with no loss.
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Jperf

Iperf command: iperf 5 -P 010 -p 5001 fm
Choose iPerf Mode: Client
€9 stop 1perft
® Server Listen Port 5,001 Client Limit >
Num Connections of ,H -

Application layer options A Bandwidth & Jitter

Enable Compatibility Mode

Output Format MBits -

Report Interval 10/ seconds
Print MSS

Transport layer options 2

Choose the protocol to use
® TCP

Buffer Length 0.0-10.0 sec 47.1 MBytes 39.5 Mbits/sec =

10.0-20.0 sec 47.2 MBytes 39.6 Mbits/sec
0.0-30.0 sec 47.1 MBytes 39.5 Mbits/sec
0.0-40.0 sec 46.8 MBytes 39.3 Mbits/sec
0-50.0 sec 47.2 MBytes 39.6 Mbits/sec
.0-60.0 sec 47.1 MBytes 39.5 Mbits/sec
.0-70.0 sec 46,6 MBytes 39.1 Mbits/sec
.0-80.0 sec 46,7 MBytes 39.2 Mbits/sec
0-90.0 sec 46.8 MBytes 39.3 Mbits/sec
90.0-100.0 sec 47.2 MBytes 39.6 Mbits/sec
0.0-106.3 sec 500 MBytes 39.4 Mbits/sec

TCP Window Size

Max Segment Size

TCP No Delay

ubDpP

Save Clear now Clear Output on each Iparf Run

Figure 6-2 Throughput in Encrypted Mode (RC4)

Implementation of AES algorithm in our In-Hop encryption solution have produced
throughput of 24.6 Mbits/sec while receiving 500 Mbytes of TCP data as shown in the
figure 6-3 below.

Jperf
Iperf command: iperf s P 0410 p 5001 fm
Choose iPerf Mode: Client
€9 stop Iperf!
® Server Listen Port 5,001 Client Limit L
Num Connections 0| A i
Application layer options 0 Bandwidth & Jitter
Enable Compatibility Mode
Output Format MBits -
Report Interval 10— seconds
Print MSS
Transport layer options 0
Choose the protocol to use
® TCP
Bubgenatt | 4] 70.0-80.0 sec 29.4 MBytes 24.7 Mbitsisec -
TCP Window Size | 4] 80.0-90.0 sec 29,6 MBytes 24.8 Mbits/sec
[ 4] 90.0-100,0 sec 29.7 MBytes 24,9 Mbits/sec
Max Segment Size [ 4]100.0-110.0 sec 29.4 MBytes 24.6 Mbits/sec
[ 4]110.0-120.0 sec 29.7 MBytes 24.9 Mbits/sec
TCP No Delay [l 41120.0130.0 sec 29.0 MBytes 24.3 Mbits/sec
[ 4]130.0-140.0 sec 29.2 MBytes 24.5 Mbits/sec
ubp [ 4] 140.0-150.0 sec 29.4 MBytes 24.7 Mbits/sec

[ 4] 150.0-160.0 sec 29.0 MBytes 24.4 Mbits/sec =|
[ 4] 160.0-170.0 sec 29.8 MBytes 25.0 Mbits/sec
[ 4] 0.0-170.2 sec 500 MBytes 24.6 Mbits/sec

Save Clear now Clear Output on each Iperf Run

Figure 6-3 Throughput in Encrypted Mode (AES)
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6.1.2. Latency

Latency [57] is another network performance metric that measures the time delay for
packets to reach the server from client. In network terms it is called round trip time
(RTT), that basically determines how fast the request and response can be exchanged
between two nodes. There are lot of tools that can be used for this purpose like PING,
IPERF and many others but according to Google and researchers at Southern Methodist
University’s AT&T Center for Virtualization [58] “netperf” provides more reliable
results. To measure the latency, we used “netperf” tool [59]. It basically measures the
round-trip time (RTT) of transactions using TCP or UDP packets. Figure 6-4 shows the
latency results without encryption using the setup shown in figure 5-6. The output
results are showing minimum, mean and maximum latencies in micro seconds. Mean

latency in case of plain mode where no encryption is applied is 0.63387 ms.

root@machine11: /home/machine/Downloads/openwrt-master/11_03_2022 X

root@machine11:11_03_2022# netperf -H 192.168.1.110 -1 -16000 -t TCP_RR -w 16ms -b 1 -v 2
te

Packet rate control is not compiled in.

Packet burst size is not compiled 1in.

MIGRATED TCP REQUEST/RESPONSE TEST from 0.0.8.0 (06.0.0.8) port @ AF_INET to 192.168.1.116
Minimum Mean Maximum Stddev Transaction

Latency Latency Latency Latency Rate

Microseconds Microseconds Microseconds Microseconds Tran/s

451 633.87 586 54.83 1574.864
root@machinel1:11_083_2622

Figure 6-4 Latency in plain Mode

Latency results are again produced in same network scenario with In-Hop encryption
solution being applied. Output results where AES is used are shown in figure 6-5. The
minimum latency in this case is 0.8 milli seconds, mean latency is 1.05 ms and
maximum latency is 3.3 milli seconds. Two other parameters standard deviation latency

and transition rate are also shown in the output results.
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root@machine11: /home/machine/Downloads/openwrt-master/11_03_2022

root@machinei1:11_063_ 2# netperf -H 192.168.1.116 -1 -1860600 -t TCP_RR -w 16ms -b 1 -v 2
te

Packet rate control is not compiled in.

Packet burst size is not compiled in.

MIGRATED TCP REQUEST/RESPONSE TEST from ©.0.08.0 (0.0.0.8) port @ AF_INET te 192.168.1.116

Mean Maximum Stddev Transaction
Latency Latency Latency Rate
Microseconds Microseconds Microseconds Microseconds Tranfs

801 1855.17 3348 162.20 946.616
root@machine11:11_63_2022# |

Figure 6-5 Latency in Encrypted Mode (AES)

Latency has also been observed in figure 6-6 where RC4 encryption is used. The mean

latency is 0.931 ms with RC4 encryption.

root@machine11: /home/machine/Downloads/openwrt-master/11_03_2022 X

root@machine11:11_e3_2822# netperf -H 192.168.1.110 -1 -18088 -t TCP_RR -w 18ms -b 1 -v 2
te
Packet rate control is not compiled in.
Packet burst size is not compiled in.
TCP REQUEST/RESPONSE TEST from 8.8.0.8 (08.8.0.8) port @ AF_INET to 192.168.1.118
Mean Maximum Stddev Transaction

y Latency Latency Latency Rate
Microseconds Microseconds Microseconds Microseconds Tran/s

729 931.51 2538 66.44 1672.189
root@machine11:11_n3_2022% |j

Figure 6-6 Latency in Encrypted Mode (RC4)

6.2. Comparison with Existing Solution

IPsec [60] is a network layer security protocol that provides secure communication
through encryption and authentication. Many commercial frameworks provide IPsec
implementation for different platforms. We have installed strongSwan [61] on both
routers and configured the network according to scenario (Figure 5-6). We established
the IPsec VPN between two routers and compared the performance metrics. We used

the same tools for measurement as used in In-Hop encryption solution.

Throughput is measured in tunnel mode with the encryption of AES 256-bit algorithm.
Figure 6-7 shows the throughput of 14.2 Mbits/sec

48



root@OpenWrk: ~ kS root@C
root@machinell: /# iperf -c 192.168.1.1168 -n 508M

Client connecting to 192.168.1.118, TCP port 5001
TCP window size: 85.3 KByte (default)

3] local 192.168.200.149 port 37146 connected with 192.168.1.116 port 5881
ID] Interval Transfer Bandwidth

3] ©8.8-295.8 sec 568 MBytes 14.2 Mbits/sec
oot@machinell: f# |

Figure 6-7 Throughput for IPsec VPN

Latency is also measured for IPsec VPN and figure 6-8 shows the minimum latency of
3.35 ms.

Moreover, table 6-3 shows the comparison between In-Hop encryption and IPsec VPN

in terms of throughput and latency with AES algorithm.

Table 6-3 PCs Performance Comparison Table

SOLUTION THROUGHPUT (Mbits/s) LATENCY (ms)
In-Hop Encryption 24.6 1.05
IPsec VPN 14.2 3.35

Comparison table clearly shows that our solution is more efficient in terms of
throughput as well latency. As these two parameters are major network performance

metrics.
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Chapter 7

7 Conclusion and Future Work

7.1. Conclusion

Network Security is very important in all those scenarios where attacker can gain access
to the network and further there is no other layer security for private data. This is the
most common case in internet of things (1oT) where each node is connected to network
and exchanges information without any data payload protection. The main reason is the
complexity and overhead of security solution implementations. The proposed solution
provides very user-friendly interface in existing infrastructure to protect the data.
Implementation and performance analysis show that it can be used in real time
applications with minimum delay. Our solution can be implemented for applications

running in existing networks

In-Hop encryption solution enables the end user to communicate and exchange personal
or private information securely. Users can select and verify security policies easily. The
encryption algorithms being implemented are standard and known to be most secure. In
case of interception or gain of data over the network by some attacker, the encrypted

data is of no use to someone.
7.2. Future Work

Our research in network security domain especially for 1oTs, opens many directions
towards latest technology research. Our research gives idea for the development of
network security solutions for resource constrained devices. The security aspect of 10T
is already neglected but security of data over the network should be the prime focus for
researchers today. With the consideration of all the limitations of this technology we
tried to develop a simple and efficient security solution that can be integrated
seamlessly. This is a prototype implementation at lab level and tested at available

devices (routers and PCs) with available network.
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Network layer security demands more importance, there should be in-built security
protocols for 10T networks and also suitable standard encryption algorithms should be
developed. The performance can be increased by using lightweight encryption
protocols. This research gives direction for open source community to contribute in
designing more robust and secure frameworks. This will help the end users to use

security as an integral part and would not make them choose performance over security.

The routers manufacturers should also look at integrating hardware security chips at
these low-cost devices so that cryptographic operations would be fast. In term of
performance, specialized hardware modules have better performance than software base
modules. Vendors should provide network security solutions as a basic feature in their

routers.

As our In-Hop encryption solution would also require keys management when
implementing at industry level, this solution can be integrated with Amirhossein Safi
[32]. It can also utilize the key generation and distribution idea of Rupesh Bhandari [33].
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