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Abstract 

Recently the use of secure protocols on web such as HTTPS (Hyper Text Transfer 

Protocol Secure), instead of HTTP (Hyper Text Transfer Protocol), has increased 

widely. HTTPS provides confidentiality of information between the two parties. This 

increase in encrypted traffic has forced organizations to use network firewalls along 

with Intrusion Detection and Prevention Systems (IDPS) to analyze the network 

traffic for detecting attacks and vulnerabilities inside the network. 

Generally to inspect or govern HTTPS or encrypted traffic inside the network, the 

organization relies on the unencrypted traffic to be inspected by firewalls and 

intrusion detection system (IDS). A Virtual Private Network (VPN) is a service which 

hides even the unencrypted traffic of the user by creating a secure tunnel, generally 

protected by HTTPS, between the service provider and customer. This allows any 

VPN service to bypass the filters or signatures applied on any network security 

appliances. In addition to this, these services may be used to leak any sensitive 

information or an entry point for any new threat for the network. 

In this study we have proposed a novel approach to safeguard the network from such 

VPN activity. The communication between the client and the server is analyzed and 

multiple features are extracted from network (IP), transport (TCP, UDP) and 

application layer (HTTPS, DNS). These extracted features are not encrypted and 

helps the system in classifying the network traffic. By analyzing DNS (Domain Name 

System) packets and HTTPS (Hyper Text Transfer Protocol Secure) based traffic the 

traffic is classified. Once the traffic is classified, server’s IP, TCP port connected, 

domain name of each connection is analyzed. Based on the analysis the system is able 

to differentiate between legitimate and VPN-based connection. Our proposed system 

has no added overhead in terms of network traffic and is light weight due to the 

analysis on plain traffic only. 
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CHAPTER 1  

 

INTRODUCTION 

 

 

 

 

 

 

 

To enable access to a webpage or any resource available online, standard protocols of 

TCP/IP suite work alongside[2]. These protocols enable a user to be able to access 

resources over the network or internet. Accessing a web page hosted at some website, 

following standard activity may be performed at network and application stack level 

for the resource to be available to the user. 

1) DNS request /response 

2) TCP based connection 

3) HTTPS based connection request 

4) Data being transferred 
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Initially the Domain name of the website is translated to its corresponding Internet 

Protocol (IP) address. The protocol that is responsible for translation of Domain name 

to its relevant IP address is known as Domain Name System (DNS). Every internet 

connected device has its unique IP address. This IP address enables the system to be 

accessible over the internet. Once the IP address of the specific server/domain is 

available the system tries to connect to servers via Transmission Control Protocol 

(TCP). Once the TCP connection is established with the server, HTTPS connection 

request is initiated. Hypertext Transfer Protocol Secure (HTTPS) is one of the most 

commonly used protocols in today’s internet.  HTTPS provides transport layer 

security, which prevents any one for eavesdropping on the communication as it is 

encrypted. HTTPS uses Transport Layer Security (TLS) protocol which uses Public 

Key Infrastructure (PKI) ensuring confidentiality and integrity of data being 

communicated using HTTPS. 

1.1 Research Problem 

HTTPS is the successor of Hypertext Terminal Protocol (HTTP). HTTP was the 

standard protocol for web access in early 2000s. Attacks like eavesdropping, man in 

the middle, replay and masquerading were threat to HTTP based traffic. The TCP/IP 

stack was implemented with no real concern to confidentiality and integrity of the 

data being transferred[3]. These issues raised a lot of concerns in the security and 

research domain of networks. These threats are now managed through different 

services[4].  To ensure source authentication, freshness of data and confidentiality of 
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data/information being transferred HTTPS was introduced[5]. Such trends in 

internet traffic have increased the encrypted content over the network[6].  

An organization may want to monitor and analyze the traffic coming in and going out 

of its network to better govern it[7]. The organization may need to inspect or manage 

the traffic to ensure that no data leak is happening from inside the network. To be 

able to stop any insider attack, organization manages its network traffic using 

different solutions. One of these solutions is to deploy network-based firewalls and 

Intrusion Detection Systems (IDS). Firewalls are used to monitor any incoming or 

outgoing traffic based on the pre-defined set of rules. These rules help shape the 

network traffic and prevent any attack from the internet. Most firewall deployed in 

medium level organizations do not have SSL inspection and SSL off-loading which 

may allow the encrypted traffic to bypass any policing[8].  

Firewalls are generally used alongside with Intrusion Detection Systems (IDS) or 

Intrusion Detection and Prevention Systems (IDPS). With the increase of encrypted 

traffic inside the network, it is very difficult for an organization to be able to analyze 

the data being transferred[9]. The encrypted traffic is generally being managed by 

the help of lower layered protocols like IP and TCP/UDP protocol information. These 

rules may be easily bypassed by using some Virtual Private Network (VPN) server 

making a covert channel that is not being checked by the firewall[10]. 

A VPN service allows a user to connect to a server present outside the organization. 

This server then communicates on behalf of the client and may connect to another 
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server which was otherwise not allowed by the organization due to its policies[11]. A 

VPN service consists of 2 main parts, VPN client and VPN server. VPN client is 

installed in user’s computer while VPN server sits outside the organization over the 

internet. Once the connection is established, the client requests the internet 

resources from VPN server[12]. 

The traffic between VPN client and VPN server is encrypted and generally HTTPS 

based. This helps VPN service to go through the rules of firewall or IDPS 

untraced[13]. Some organizations, big enough, may install a monitoring solution 

which is able to inspect SSL traffic and detect the traffic even inside the VPN tunnel. 

These solutions are costly and may add latency in the network.  

1.2 Proposed Solution 

We have proposed a solution which is lightweight, cost effective and does not add 

considerable delay in the network. Our proposed solution[1] uses the plain 

information present in different OSI layers and is able to co-relate between different 

connections to detect the presence of VPN traffic inside the organizational network.  

Our solution may be further divided in 2 main components: 

a) Feature Extraction 

b) Traffic Classification 

For each incoming connection features like 5Tuple, DNS query related information 

and SSL handshake is extracted. Once the features are extracted these features are 

co-related to identify and classify each new incoming connection. 
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We have worked on 6 of the top freely available VPN services and successfully 

detected their traffic. More services may be added using similar approach for 

increasing the detection coverage of the proposed solution. 

1.3 Summary 

In this chapter we have discussed the general motivation and research problem 

related to detecting malicious insider. We have also presented the issues present in 

basic TCP/IP stack which led to the issues like data confidentiality and integrity. In 

order to analyze encrypted payload a lot of resources are required. We have come up 

with a solution which is able to analyze and classify network encrypted traffic to 

detect any VPN activity inside the network. With the help of our solution the 

communication in encrypted channel can be monitored using plain network protocols. 

In the upcoming chapter a detailed study of the latest research in Deep Packet 

Inspection (DPI) techniques and Intrusion Detection Systems (IDS) design. 
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CHAPTER 2  

 

LITERATURE REVIEW 

 

 

 

 

 

 

 

 

In the previous chapter we discussed about the issues due to unauthorized use of VPN 

inside the network. This chapter will explore the latest research in field of Deep 

Packet Inspection (DPI) techniques and Intrusion Detection Systems (IDS) design. 

Various algorithms and design schemes have also been discussed in this chapter to 

highlight the presence of the problem at hand. We have done an extensive review of 

the techniques and ideas proposed to be able to understand the requirements and 

challenges faced by the research community when dealing with encrypted traffic.  
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2.1 Overview of challenges faced in IDS Design 

AbuHmed et al. [14] studies multiple Deep Packet Inspection (DPI) techniques, 

implementation and algorithms. There are multiple challenges to be considered while 

working with any DPI technique. The paper[14] discusses a few, like the searching 

capability of the algorithm to find relevant signature in case of IDS. The ever 

increasing number of signatures and the overlap between them asks for an efficient 

lookup pre-processor. The proposed study also recognizes the challenges faced by the 

research community for DPI due to encrypted traffic in the network. The study[14] 

suggests that a good DPI system should have following characteristics: 

a) The technique should have a deterministic performance, independent of 

signature or traffic characteristics. 

b) Due to ever increasing number of signatures, memory access and efficiency is 

a key component while designing any DPI technique. 

c) There should be an easy way to dynamically update the signatures especially 

in hardware-based DPI techniques. 

d) A good DPI engine must support regular expressions and signatures and 

should be scalable especially in hardware-based systems. 

Mainly there are two types of DPI system implementations, software and hardware. 

In software-based implementations we have systems like SNORT, Bro, Suricata like 

IDS that perform DPI. Generally, a software-based IDS may have a following 

architecture as shown in Figure 2-1: 
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High speed packet processing and string/expression-based signature matching at line 

rate is also a requirement. To achieve line rate DPI software-based IDS have followed 

multi-threaded architecture in recent years. Hardware-based implementations have 

always surpass software-based implementation in terms of line rate signature 

matching. This is due to the fact that hardware-based solutions have pipeline 

architecture which supports multi-packet processing. The network interface cards are 

10Gbps supported and leveraged fully to get maximum output. Apart from these 

benefits’ hardware-based techniques need to be able to dynamically update signature 

and be scalable in different network environments. The study also discusses multiple 

Packet 

Decoding 

Engine 

Basic 

Processing  

State Related 

Information 

Payload 

Normalization 

Signature based 

Detection Engine 

Alert 

Generation 

Figure 2-1 General Architecture of Software Based IDS 
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string-matching techniques based on their complexity to design and also the 

throughput these techniques provide. These techniques are discussed below: 

a) KMP Algorithm[15]: Knuth-Morris-Pratt is a technique which skips the next 

characters in string matching if a mismatch occurs. This helps reduce the time 

to recheck the mismatched bytes and gives better performance versus simple 

string lookup. 

b) Bloom Filter[16]: The technique suggests to compress the string to be looked 

up as hash values. These values are then compared with the incoming data. 

c) Content Addressable Memory[17]: In Hardware-based components CAM type 

matching is highly used in form of TCAM or BitWiseCAM. The main idea is to 

search expressions parallelly inside the payload and generate results with 

single operations. This algorithm is highly used in hardware-based 

implementation but it has high memory requirement and high-power 

requirements too. 

d) Finite State Machine[18]: There are further two type of finite state machines, 

nondeterministic finite automata and deterministic finite automata. Aho-

Corasik algorithm is one of the leading hardware implantations used for 

signature machine. It was able to provide line rate 10Gbps signature matching.  
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2.2 Anomaly based IDS for HTTP protocol in SSL channel 

The work done by Yamada et al.[19] answers the basic question why common IDS are 

unable to protect attacks coming via encrypted channel. Common IDS need to inspect 

HTTP header and body by reconstructing the payload to identify any attacks with the 

signature database. In case of encrypted payload, IDS are not able to do that because 

of the encrypted layer above HTTP. In order to provide data integrity and data 

confidentiality, protocols like SSL/TLS were designed. In order to secure the web 

server, the paper presents a novel approach based on data size and timing analysis 

to detect covert channel, if any, inside the communication.  

The paper[19] distinguishes an attack from normal traffic using statistical data. 

Typical traffic that is, legitimate traffics characteristics are compared with any new 

incoming traffic pattern. The traffic targeted for the web server is passed through an 

anomaly detector designed for web-based requests, to distinguish between normal 

and rare events. Normally request packets from client to servers are small in size and 

less in occurrences and the response from the server is large in size. This helps the 

anomaly detector to detect if a web server is under scan attacks. In scan attacks 

multiple addresses and options methods are used to identify the directory listing of 

the web server. In this case the requests from client will follow normal behavior as 

they will be short but server will also respond with small responses as the resources 

are not available at server. So, by using these stats the paper was able to identify 

scanning attacks on web servers. The paper[19] shares some results as classified by 

the system shown in Table 2-1. 
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Data Sets Classification Traffic Size 

(MBs) 

(Approx) 

Total Client 

Requests 

Connections 

Established 

User 

Generated 

Data Set 

Legitimate 750 81K 12K 

Illegitimate 2 500 463 

DARPA IDS 

Data Set 

Legitimate 2667 428K 56K 

Illegitimate 172 3K 481 

Table 2-1 Classification results legitimate vs Malicious Users 

2.3 Hybrid Approach to IDS Design 

Aydin et al. [20] discusses that due to the increase in secure traffic simple firewall or 

IDS are not able to fully protect the network and the user is vulnerable to Remote to 

Local (R2L) and User to Root (U2R) attacks. In order to overcome this issue, the paper 

suggests a hybrid mechanism for Intrusion Detection System. Two types of IDS are 

mainly discussed misuse-based IDS and anomaly-based IDS. In misuse-based IDS, 

the IDS is responsible to report the events that violates the system policies 

enforced[21]. In Anomaly-based IDS, the IDS is responsible to report the events that 

do not follow a standard behavior of a user[22].  

SNORT IDS is used as a signature-based network IDS[23]. Along with SNORT 

protocol based modeling and time-based modeling of network in short-time 

techniques are used as anomaly-based IDS. For misuse-based IDS and open-source 
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client OSSEC is used to send OS logs to detect any policy violations[24]. The paper 

[20] also discusses that based on network applications and topologies the IDS may be 

updated and discusses few use cases: 

a) IDS in MANET[25]: MANET is Mobile Adhoc Network. Multiple network 

mobile devices communicate with each other without a central node. The IDS 

used in such network is different from tradition networks. A watchdog node is 

responsible for eavesdropping the communication of next hop and identify any 

malicious nodes. A path rater tries to find the routes advertised where the 

nodes are not available and preserve the devices power. 

b) IDS for Cloud Computing[26]: In Cloud computing there is a high request vs 

response rate as the users are using multiple virtualized services. In order to 

achieve confidentiality and integrity of the data the data is end to end 

encrypted. Intrusion Detection Message Exchange Format (IDMEF) enabled 

IDS nodes are used to exchange messages between software and network-

based IDS nodes for Cloud based IDS. 

c)  IDS in Data Mining[27]: In data mining process, extracting the hidden 

knowledge, any set of malicious action that compromises the integrity and 

availability of the resource needs to be detected. For this purpose, anomaly and 

misuse-based IDS techniques may be used to verify the authenticity of labelled 

data.  
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2.4 Pre-shared Key Central IDS Design 

Paper by Goh et al.[28]  focuses on Network Intrusion Detection system (NIDS) ability 

to be effective in analyzing and detecting intrusion in encrypted traffic. For NIDS to 

be able to examine encrypted traffic going through it, the encrypted tunnel from 

outside the network needs to be terminated at NIDS and the data is transferred to 

client in plain. Terminating traffic at NIDS is not possible when the data 

confidentiality is also required end to end. This paper suggests to add another hope 

in the network named as Central Intrusion Detection System (CIDS). Multiple IDS 

sensors to be installed at each network hope. These sensors are responsible for 

1 2 3 
4 

Sender 

Message (M) 

n 

Receiver CIDS 

m1 
m2 m3 

m4 
mn 

Pb Pd 
Pr 

Pr Pc 

Figure 2-2 Proposed Solution for Message transfer and inspection 
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duplicating the unencrypted traffic for sender and sending it to a network of proxies 

inside the network and to the receiver too.  

The proxies have pre-shared keys with the IDS sensor and CIDS. The message which 

needs to be send is received by IDS sensor. The message is broken into multiple parts. 

Each part is sent to a randomly chosen proxy inside the network.  Minimum 2 parts 

are needed to recover a message at each end as shown in Figure 2-2. These proxy 

network ensures that the sender/attacker cannot evade or falsify the message 

received at CIDS being sent to the sender. The communication between IDS sensor, 

proxy network and CIDS is secure using pre-shared key. This is done so that no 

additional burden of PKI in the scheme. The CIDS where any NIDS may be running 

then uses messages parts to re-construct the message and evaluate it using Intrusion 

Detection System. The paper[28] has used SNORT and shows that CIDS was able to 

detect any remote access attacks that was encrypted sent from sender to receiver.  
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2.5 Domain Reputation based IDS 

Another study[29] focuses on identifying malicious DNS server and what challenges 

are faced to research community for generating a malicious DNS database which may 

be used around the word. In order for malwares to be disseminated and data to be 

communicated to Command and Control (C&C) server name of any C&C would need 

to resolve for the malicious program to reach it. In order to detect the origin and C&C 

many approaches are used widely. These include analysis of network traffic, 

inspection and filtering of web content or the combination of both.  

The proposed framework[29] for DNS data enrichment is shown in Figure 2-3. DNS 

data is not a centrally managed repository. DNS is a core component in today’s 

TCP/IP communication and possess a lot of security threat[30]. The authors[29] 

propose to collect data, from multiple DNS resolvers. This may be done by either 

Figure 2-3 Malicious Domains Detection through DNS Data Analysis[29] 
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actively collecting data from live network with in an organization or passively via any 

ISP server. Next the system purposes to enrich the DNS data with multiple 

information like: 

a) Geo-location of the IPs and domains commonly used[31]. 

b) Verifying Autonomous System Number (ASN) few to many, as to evade 

detection the malicious domains my use multiple ASN hopes. 

c)  Registration records are usually not maintained but if available may be used 

to further by authorities in case of any incident. 

d) IP domain blacklist and whitelist lists are maintained by different sources, 

may also be associated with domain name data[32]. 

e) Associative resources records may also be used to identify what other 

associated services are being provided using MX records. 

f) Network traffic coming from the domain may also be used to analyze what type 

of ports or traffic is being managed by the servers[33]. 

The paper[29] proposes to further assign ground truth to multiple domains, for 

example multiple anti-virus sites like virus total provide malicious domain 

information so these domains may be marked as malicious while Alexa top ranked 

domains may be used for tagging high ranking popular domain.  
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2.6 IDS Design for Detecting APT  

Another study[34] proposes a novel solution to detect Command and Control (C&C) 

servers for Advanced Persistent Threat (APT) using DNS and network-based traffic. 

The proposed solution puts forwards 14 features extracted from network traffic to 

classify it as malicious or legitimate traffic. In APTs attack the malware needs to be 

in a constant and persistent connection with its control server. DNS is widely used in 

these types of attacks to locate the C&C IP addresses. A rather new concept of 

dynamic DNS is used in case of Remote Access Trojan (RAT). This is done by 

obtaining a lot of 2LD and 3LD domains. The proposed system is further sub 

categorized into 3 main classes based on network traffic behavior: 

a) Malicious DNS Detector 

b) Signature based Detector 

c) Anomaly based Detector 

The 14 features classified by the systems can be classified into 5 main categories: 

a) Domain Name  

a. Famous domain: such as yahoo, google part of domain name 

b. Particular domain: such as mail, web or news as third level domain 

c. Phishing domain: such as gooogle.com instead of google.com 

b) DNS Answer  

a. Silent IP: such as local IPs like 127.0.0.1 or 192.168.1.xx 
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b. Distinct IP addresses: when domains are not being used and only IPs 

are used to communicate 

c. Distinct Countries: Usually C&C IP resolves in different countries then 

victims 

d. Domains vs IP address: A single attacker can only maintain so much 

domains at a time. Paper suggests that around 30 domains may be 

registered against single IP address 

e. IP in same class as known C&C: If an attacker uses VPS services it is 

more likely that the VPS has more than 1 IP and these IPs are available 

in DNS record 

c) Time Value 

a. Similarity in data sent: It was observed that some APTs follow a 

behavior that they change the domain daily in morning and later shift 

it to silent mode for the night. 

b. Query number vs Time: Within a same time-window, essentially the 

DNS query amount will be same. Some infected PCs may send large 

amount of DNS requests if the response is not received in timely 

manner. 

c. Low Frequency: To keep the network presence minimum some APTs 

send the DNS queries after a long time to refresh the IP address of C&C. 

d) TTL Value 
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a. TTL Value: Average TTL value for a resolver to retain a DNS record is 

usually set to 30, 31, 60 and 300 seconds. Low frequency APTs may set 

this to 84600 seconds which is approximately a day. 

e) Active lookup 

a. Web Server or not: Actively send a HTTP request respond to port 80 of 

C&C server where the infected PC is communicating if it serves a web 

page of some sort that means it is not collecting information and working 

as a normal server if not then its malicious 

b. Whois Information: Openly available domain name data to be pulled off 

the internet to be able to ascertain as to what this domain is intended to 

do. 

These features extracted from the traffic coming inside the network are passed 

through 3 behavior detectors discussed above. The output from these 3 is then 

consolidated and the traffic is classified as malicious or legitimate. 

Recently, android-based VPN application were studied [35], it concluded that 

multiple third party trackers were tracking user behavior. Some VPN based 

applications may be used to bypass the sandbox environment of android. Once a 

malware or virus bypasses these security and infects the device, the whole network 

is compromised to the attack [36]. 

VPN clients when connected act as a gateway for the VPN server inside the network. 

After the connection is established, the VPN services are able to alter, delete or listen 
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to the information being passed through the network [37], [38]. This type of service 

attract many advertisements or user-tracking services [39], [40].  

VPN service is actually performing TLS interception[41] by using its locally trusted 

certificate. This may lead to data leakage, breach of confidentiality, especially when 

the device connected contains sensitive data [35], [42]. One of the way to prevent 

these issue is by certificate pinning for specific applications [35], [43]. So, the 

detection of VPN services inside the organizational network can save organization 

from huge losses.  

2.7 Summary 

In this chapter we discussed multiple IDS design and approached presented by the 

community. We started our research by studying about basic DPI techniques 

implemented in open-source IDS. We also learnt the importance of domain name 

analysis in order to better classify the encrypted content. We have also discussed the 

protocol based behavior analysis used in recent IDS. The proposed system was 

designed keeping these key considerations which the literature focuses on. In the 

upcoming chapter the research expansion plan has been presented. Incremental 

development has been used to construct an idea and then eventually a working 

system. 
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CHAPTER 3  

 

RESEARCH METHODOLOGY 

 

 

 

 

 

 

 

 

The research on VPN traffic detection in SSL protected channel is holistic in nature. 

The problem domain of searching artifacts in encrypted traffic to facilitate forensic 

analysis of VPN applications have been presented. This research can be termed as 

multi-domain as it is falls in domain like network security[44], digital forensic[45] 

and information security and assurance[46]. Research is a comprehensive process 

and set of activities to understand an event. This event, when found interesting by 

the relevant research community marks the research as genuine and worthy.  
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3.1 Fundamentals of our Research 

Our work lies under the research domain of Design Science Research (DSR). The DSR 

is aimed to solve real world problems by developing a viable design and contributing 

to the scientific knowledge of the domain. We consider our work is novel and falls 

under problem solving domain; which is one of the most important characteristics of 

DSR. Our research methodology follows the following guidelines outlined for Design 

Science Research[47] as shown in Table 3-1. 

S. No. DSR Guidelines Description 

1 Design An artifact DSR must produce a viable artifact it may be one 

of these: 

a) Construct 

b) Model 

c) Method 

d) Instantiation 

2 Problem Relevance The objective of DSR is to develop solutions to 

relevant domain problems 

3 Design Evaluation The utility and quality of the proposed design be 

evaluated 

4 Research Contribution DSR research must provide clear and valuable 

solutions. It may be in design artifacts, 

foundation or methodologies. 



23 

 

5 Research Rigor Rigorous methods to be used in both construct 

and evaluation of the artifact 

6 Design as a search 

process 

Using available means to reach desired end in 

search of artifacts and satisfying laws in the 

problem environment 

7 Communication of 

Research  

DSR must be presented effectively to both 

managerial and technical peers. 

Table 3-1 DSR Guidelines 

3.2 Our Research Process 

We focused on Design Research Cycle research process and used it to navigate 

research process. The sub processes of DSR[48] are presented in Figure 3-1:

 

Figure 3-1 Sub Processes for DSR 
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3.2.1 Construction of Conceptual Framework 

The first step in DSR is to identify the research problem. The research problem may 

be fresh and evolve from a rich literature review from multiple resources which 

include industrial requirements, continuation of an ongoing research or an innovative 

idea based on some technological gap.  

During our literature review of the issues being faced by the network security 

industry, we stumbled upon the problem that is very fresh and is being actively 

researched upon. The problem is how to analyze the encrypted traffic inside the 

network for intrusion detection. The intruder can be both insider and an outsider. We 

analyzed that mostly researchers focused on securing inside network from outsiders. 

The evasion techniques used by insider are generally difficult to detect and require a 

lot of resources. We were able to find some techniques related to these but these 

techniques add overhead in terms of additional processing, nodes or increase in 

network traffic. 

The network and forensic analysis of VPN being used by insiders to bypass the 

organizational policies come under misuse-based IDS. It is important for 

organizations to keep their private data or internal information inside the network 

and any evasive technique, in our case the use of VPN clients, may be detected and 

reported. To be able to solve this problem we devised series of experimental setups 

and were able to analyze VPN traffic patterns and with the use of iterative process of 

DSR were able to purpose the framework which is able to detect the presence of well-

known VPN clients inside the network. 
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3.2.2 Develop a System Design 

After doing an extensive literature review of the problem and applying existing 

techniques to see the results against the VPN traffic, we then started to design our 

own system to solve the research problem. As there are many VPN services available, 

we chose the one’s whose browser extension were freely available and highly 

downloaded.  

The task was broken down further to 3 main tasks.  

a) We carefully analyzed the traffic of multiple users using VPN. We captured the 

traffic using Wireshark. Wireshark is an open-source tool used widely in 

research community for capturing and analyzing the network traffic. We 

captured the traffic when VPN was activated versus when VPN was 

disconnected. This gave us the difference between connection stream when 

connecting to the same website with or without VPN. 

b) Next, we use this network traffic to analyze the out of bound communication 

for this network. This is a novel approach in our design that we have targeted 

not only the current connection stream but are also using the history of 

network traffic preceding the connection. In this analysis we focused on domain 

names. We categorized and analyzed the traffic behavior of each VPN based on 

the DNS activity it produces. Later on, we also used fiddler proxy[49] to better 

understand the communication -between the VPN client and the server and 

extracted the geo-location-based server information and in cooperated in our 

analysis. 
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c) Lastly, we analyzed the secure traffic originating from client machine. The 

user is supposed to use TCP port 443 for SSL based connection. If the VPN 

client is active as an evasion technique, they use non-standard port to transfer 

the encrypted payload between the client and server. 

With the help of above knowledge, we moved to next phase of our DSR process. 

3.2.3 Analyze and Design 

With all the knowledge and input from the previous phase we started developing the 

proposed solution. We started by extracting the basic information from the connection 

i.e., 5 tuple information. We also analyzed the SSL certificates of servers within the 

connection to see what services these certificate offer and are they consistent with 

the request for connection generated by client. We also analyzed the DNS request 

response generated by user internet activity and associated each new connection with 

the DNS requests and its response generated by the user inside the network. This 

iterative process was constantly improved and results were evaluated to mitigate any 

false reporting. 

3.2.4 System Prototype 

After the above iterative step we were able to purpose and design a prototype which 

is capable of detecting top 5 freely available VPN clients with minimal false positives. 

This prototype can also be used to identify R2L Trojans if the C&C information is 

silent IP. If C&C is domain based this prototype is able to update the signature to 

identify the malicious C&C domain. 
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3.2.5 Observe and Evaluate 

Over a period of time, we observed that the domains and behavior of the said VPN 

clients kept on changing. So in order for the system to be able to detect the activities 

we actively observed the changes and updated our system with recent trends and 

were able to get satisfactory results when the system was evaluated. 

3.3 Summary 

The chapter discusses the research methodology science behind our research work. 

The outcome of our research in conclusion stage resulted in a journal publication 

which could be taken as a stepping stone for network security community to explore 

other VPN clients on similar lines: 

Related Journal Publication: M. Zain Ul Abideen, S. Saleem, and M. Ejaz, “VPN 

Traffic Detection in SSL-Protected Channel,” Secur. Commun. Networks, vol. 2019, 

2019, doi: 10.1155/2019/7924690.[1].  

DOI: https://dl.acm.org/doi/10.1155/2019/7924690 

  

https://dl.acm.org/doi/10.1155/2019/7924690
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CHAPTER 4  

 

FORENSIC ANALYSIS OF VPN 

SERVICES 

 

 

 

 

 

 

 

 

In this chapter we discuss the science and analysis done behind each VPN service in 

order to understand the unique behavior presented by each service. VPN services 

working on HTTPS like protocol are difficult to detect as they follow a similar 

behavior as of common HTTPS connection. Analyzing the traffic for these services 

require in depth analysis of the traffic behavior and pattern for the specific service. 

Analyzing traffic of any VPN service generally consisted of following steps: 

1) Install and configure VPN client on the user machine. 

2) Perform internet activity using VPN clients while capturing the network 

traffic using Wireshark. 
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3) Analyze the traffic behavior and pattern using Wireshark[50] and 

NetworkMiner[51] tools. 

4) Extract relevant information for classification of the VPN service. 

5) Update classifier of proposed system to enable the detection of the VPN service. 

We have focused on 5 of the top freely available VPN services namely: 

1) Hotspot Shield[52] 

2) ZenMate VPN[53] 

3) Browsec VPN[54] 

4) Hoxx VPN[55] 

5) uVPN[56] 

Network traffic for every VPN service, provided above, was analyzed. Analysis and 

findings are presented and discussed below. 

4.1 ZenMate VPN 

ZenMate VPN is one of the most used VPN services. It currently has over 45 million 

users all across the globe and over 35 global server locations. It is also highly updated 

VPN service. This means that the signatures of ZenMate need constant updating. 

During this research ZenMate completely changed its traffic behavior twice. The most 

recent is discussed below: 

1) Initially ZenMate authenticates the user using its public domain i.e. 

“zenguard.biz”. 
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2) A server IP list is also communicated inside the SSL tunnel. It can be observed 

in the Figure 4-1 below: 

 

 

 

 

 

 

 

3) The IP list shared is then used to connect to TCP Port 81 using HTTP protocol 

to get the server name for the above shared regions. The servers on the IPs 

communicated may only be responsible for managing domain name for the 

regions.  

4) Along with the domain name, TCP port of the server it is listening to is also 

communicated to client. As shown in Figure 4-2 the domain name for Hong 

Kong based server is “hongkong-s56-i01.cg-dialup.net” and is listening to port 

no “9002”: 

 

 

Figure 4-1 Fiddler-ZenMate-Server IP list 
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5) These domain names are used to resolve DNS query to get the VPN server’s IP 

responsible for managing client’s user data i.e. hiding the user generated 

network traffic.  The DNS response seen by network miner is also provided in 

Figure 4-3 for server name ““hongkong-s56-i01.cg-dialup.net”. 

 

 

6) Once the DNS server responds to the query the IP received in the reply is used 

to establish a TLS based connection over the port advertised before. The 

Wireshark stream for such connection is provided in Figure 4-4. 

Figure 4-2 Wireshark-ZenMate-Non-secure traffic on 9002 

Figure 4-3 NetworkMiner-ZenMate-DNS request Response for Server 
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7) As seen in Figure 4-4 that over port 9002 ZenMate uses TLS based 

communication. For general web browsing inside an organization HTTPS or 

QUIC (UDP based HTTPS) is used which is standard protocol. Any traffic not 

explicitly allowed should be flagged and identified. 

 

8) If the client wishes to change its location. The server associated with the 

location is also changed. As seen in Figure 4-5 client has asked for DNS of the 

server located at “Seoul” with server name of “seoul-s52-i01.cg-dialup.net”. 

Figure 4-4 Wireshark-ZenMate-Nonstandard port for HTTPS 

Figure 4-5 NetworkMiner-ZenMate-DNS request Response for Server-2 
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9) With the help of server domain names, non-standard port usage for the web 

traffic. We can classify this traffic as VPN traffic and alert may be generated. 

4.2 Hotspot Shield VPN 

Hotspot Shield is one of the leading VPN services with and was declared the fastest 

in VPN speed in 2019 OOKLA[57] Speed test award. This VPN uses TCP port 443 

and standard DNS activity. This behavior bypasses any firewall which has internet 

allowed for internal network. Detecting such traffic is a matter of high importance in 

order to detect any VPN activity originating from the network. Detailed traffic 

analysis of hotspot shield VPN is discussed below. 

1) Initially hotspot shield using the server name “hsselite.com” creates a new 

session for the user. 

 

 

Figure 4-6 Web Response-Hotspot Shield- Server Name list 
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2) Using the URL “https://s3-us-west-2.amazonaws.com/hssext/hss-free.json.” 

server name list is fetched for hotspot shield client to use as shown in Figure 

4-6. 

3) The list has the server name, country identifier, TCP Port to be used for the 

server and protocol to be used. 

4) Once connected, the client sends a DNS query for the selected server based on 

the country selected. As shown in the DNS analysis provided in . 

 

 

Figure 4-8 Wireshark-HotspotShield-Standard port for HTTPS 

Figure 4-7 NetworkMiner-Hotspot Shield-DNS request Response for Server 

https://s3-us-west-2.amazonaws.com/hssext/hss-free.json
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5) The traffic of hotspot shield follows the basic HTTPS traffic pattern, as shown in 

Figure 4-8. 

6) It is also important to mention that by changing the location the server to be 

connected may also be changed as shown in DNS requests in Figure 4-9. 

7) The change in the server IP for VPN service means that we cannot only filter 

a set of IP Addresses for the server to identify or block it. We need to actively 

monitor DNS traffic to enlist the IP addresses pertaining to the VPN service. 

4.3 Browsec VPN 

Browsec VPN is another popular VPN service available for free. Browsec VPN offers 

high speeds to its user of up to 100Mbps. It has over 40 locations to anonymize user 

data. Browsec VPN has over 4 million users worldwide. Browsec VPN uses both 

HTTP and HTTPS ports i.e. 443 and 80. The activity is standard internet activity 

which does not raise any alarms as the ports used are standard. Traffic analysis of 

Browsec is discussed below: 

Figure 4-9 Wireshark-Hotspot Shield-DNS request Response for multiple Servers 
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1) Browsec VPN initially establishes a session with server name “browsec.com”. 

The same server name is used to communicate server names inside the SSL 

tunnel established. The snippet of these server names is shown in Figure 4-10. 

2) On these server name received irrespective of region chosen. Figure 4-11 shows 

the DNS request response for these servers: 

 

3) Now for each response received the client asks the server for its service status. 

This is done using port 80 i.e. HTTP. The traffic seen by wireshark can be seen 

in Figure 4-12. 

4) The information in Figure 4-12 shows that the service on the server is live and 

is waiting for new connections. 

Figure 4-10 Fiddler-Browsec- Domain Name list 
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Figure 4-12 Wireshark-Browsec-Service Status Plain 

Figure 4-11 NetworkMiner-Browsec-DNS activity 
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5) Once the status of service across the server is received. VPN Client connects to 

a server based on user configuration. This connection is established on port 443 

and follows the similar behavior as of HTTPS based traffic.  This behavior can 

also be seen in Figure 4-13. 

 

Figure 4-13 Wireshark-Browsec-Standard port for HTTPS 

6) Once the server location is changed the IP of the server connected is also 

changed and a new connection is established as shown in Figure 4-14.  

 

 

Figure 4-14 Wireshark-Browsec-Standard port for HTTPS Server-2 
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7) Continuous monitoring of the system will be required to update server name 

entries with respect to the browser. 

4.4 uVPN  

uVPN is another highly used freely available VPN service. The VPN has several 

servers spread across 20 countries. The network traffic analysis used for detecting 

uVPN is discussed below. 

1) uVPN initially authenticates the user based on the email provided in 

registration step using server name “api.uvpn.me”. 

2) Server lists with IP and locations are shared along with the valid server name 

inside an SSL tunnel as shown in Figure 4-15. 

 

Figure 4-15 Fiddler-uVPN- Server Name vs IP vs Ports 
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3) Once authenticated with the server the client, based on selected location sends 

a DNS request at *.uvpn.me. Depending on the region the server name 

changes. As shown in DNS analysis in Figure 4-16: 

 

Figure 4-16 NetworkMiner-uVPN-DNS Activity 

4) After the DNS response is received HTTPS based connection is established 

with the VPN service. It can be seen the connection is established on port 443 

and has standard HTTPS traffic pattern as seen in Figure 4-17. 

 

Figure 4-17 Wireshark-uVPN-Standard port for HTTPS Server 
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5) On changing the country location from which the VPN server is from, server 

name and IP also changes as shown in Figure 4-18. 

 

Figure 4-18 Wireshark-uVPN-Standard port for HTTPS Server-2 

6) IP addresses keep changing and server names also get updated periodically 

during our analysis on the VPN service. 

4.5 Summary 

In this chapter we have discussed in detail, the forensic analysis carried for each VPN 

service. Based on their traffic patterns, each service is different from other. Hotspot 

shield and ZenMate may not use standard ports for communications. The change of 

geo-location in VPN client is handled differently by each VPN service provider. These 

differences are because of the fact that no standard for VPN services is present. This 

means that each VPN service has its own unique signature and traffic pattern. We 

have tried to analyze the encrypted payload between the client and the server to 
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understand each service’s connection behavior. In next chapter we will discuss the 

system design of our proposed system.  
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CHAPTER 5  

 

SYSTEM DESIGN AND 

EVALUATION 

 

 

 

 

 

 

 

In the previous chapter we discussed the forensics analysis for each VPN service. The 

analysis showed that there are multiple features that needs to be extracted from the 

network traffic. In this chapter we will see how these features are extracted and co-

related in order to detect and categorize these VPN services. We also established a 

lab setup to evaluate our system. The setup and the results received are also 

discussed. 

Our proposed system accepts incoming traffic from a pre-defined interface. The 

incoming traffic is categorized based on traffic features. This categorization is based 

on the current connection details and also the preceding activity. Designed system is 

able to co-relate between different OSI layers and multiple connections to be able to 
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classify the incoming traffic. This traffic may be VPN based traffic or non-VPN based 

traffic. 

The process of detecting and classifying VPN connections can be further divided in 

two sub processes. 

1) Traffic information extraction 

2) Traffic classification 

5.1 Traffic Information Extraction 

In order to distinguish between VPN and non-VPN based traffic we extracted 

multiple distinguishing features of the incoming network traffic, mostly the features 

are collected using the current connection details like: 

1) Client IP 

2) Server IP 

3) Transport Layer Protocol 

4) Client Port 

5) Server Port 

6) Application Protocol (HTTPS/HTTP) 

7) Server Name (SSL Certificate) 

DNS based information for Server IP is extracted before the TCP connection is 

established from the traffic. General flow of feature extraction is provided in the 

Figure 5-1. This sub-process is responsible for following characteristics extractions. 
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Figure 5-1 Feature Extraction 

5.2 5-Tuple Extraction 

Initially the system after receiving any new incoming connection extracts the 5-tuple 

information. These 5 tuples contain IP of Client and Server. Protocol is also extracted 

from IP header TCP/UDP[58]. Client port and server port of the connection are 

extracted. Based on these 5 traits, a unique identifier is generated for the new 

connection. This identifier is used for monitoring any incoming or outgoing traffic for 

this connection. 
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5.2.1 DNS based Information Extraction 

Before a user could actually connect to a web server, he needs a public IP address of 

the server. DNS based requests to the DNS server will in response get the server IP 

against the domain name sent by the user[58]. This activity is also monitored and a 

list is being maintained and constantly maintained for any addition/updating. This 

list is responsible to translate IP addresses to server name and vice versa.  

5.2.2 HTTPS/TLS Protocol Detection 

After the 3-way handshake of a TCP Connection is completed, the traffic for the 

connection is forwarded to SSL detection Engine. HTTPS uses standard port of 443 

over the internet. Some VPN may use different ports to send HTTPS/TLS based 

traffic over the network to avoid detection by obscuring the network port. All 

incoming traffic is passed through this module to detect for HTTPS/TLS based 

protocol in the traffic. This help identifying encrypted payload from normal traffic so 

that the encrypted traffic may be labeled as VPN or normal. 

5.2.3 SSL Based Feature Extraction 

Once a connection is tagged as encrypted, the SSL certificate from client and server 

is decoded[59]. There are 4 types of message in SSL protocol 

i) Handshake Message 

ii) Alert Message 

iii) Change Cipher Spec Message 

iv) Application Data 
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Each type of message is used to transfer different information between server and 

client. Handshake messages are initially transferred to negotiate and establish the 

connection between the user and server.  From these messages we are able to extract 

the server information like server name. This is used to verify or relate to the DNS 

activity present for that IP address. 

Once these features are extracted from the connection and all the information 

required for the labeling of traffic as VPN or non-VPN is completed. The connection 

information is passed to traffic classification Module which classifies the connections 

as VPN or non-VPN. 

5.3 Traffic Classification 

After feature extraction the TCP based connections are forwarded to classifier. The 

classifier is charged of marking the connection, Server IP as VPN or non-VPN. 

Classifier is further divided into 3 layers based on the level of analysis required by 

the system to label the incoming traffic. General flow for traffic classification is shown 

in Figure 5-2. 

These layers help classify and separate normal traffic from VPN based traffic. Each 

layer is discussed below: 

5.3.1 IP Based Classification 

This classifier tries to classify any incoming connection based on its server’s IP. This 

is done at the very start of the connection as the server IP is known from the start of 

the connection and is present in 5Tuple. A list of IPs of already detected VPN server 
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is maintained by the system as the system identifies new VPN Servers. This is done 

to reduce processing and time overhead from re-identifying the VPN Server. After 

tagging a connection as VPN its server IP, if not already present in the list of VPN 

server IP, is added to the VPN server IP list maintained by the system.  

 

Figure 5-2 Traffic Classification 
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5.3.2 Name Server Classification 

When the Server IP is not found in the VPN Server IP list, after SSL/HTTPS 

detection, previously described section, the domain name presented in SSL server 

certificate is verified against server IP vs server name list populated using DNS 

records. The Server IP being used by the client must be shared through standard 

domain name resolution. If no DNS record is present for the server IP, it is possible 

that this IP was communicated during initialization step as discussed and shown in 

forensic analysis of VPN services. Such behavior is not standard activity and is used 

to obscure the real traffic. Such behavior shows that the connection is VPN based. 

Once this connection is tagged as VPN, the server IP is added to VPN server IP list. 

5.3.3 DNS based Classification 

Domain Name information related to each VPN was collected during the forensic 

analysis of these VPN services. Against these domain names a list of classifier is 

generated. These classifiers help in classifying incoming server name DNS request 

as VPN or non-VPN. Once a new connection is established and server name inside 

the SSL handshake is also identified as the same VPN server name, the connection 

is flagged as VPN connection. This step is the last step in classification chain. A 

connection classified here as VPN means that VPN is using a standard HTTPS 

protocol over port 443 and traffic characteristics follows the standard behavior of web 

traffic. Once the connection is flagged, its server IP is added in VPN server IP list. 

This is done to improve the time required to detect next connection from the same as 

IP as VPN. 
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5.4 System Evaluation 

The system is designed as to be least intrusive in nature. This means that minimum 

level of network changes and system configuration be needed in order to deploy and 

use the system. Our system does not add any network traffic within the network as 

compared to some early work[20], [28]. Our system does not add many nodes to collect 

the data. A single node is configured to receive the incoming traffic and classify the 

traffic inside the network. 

Generally there are 2 methods for network deployment active and passive. Our 

solution can also be used only for detection purposes. This means that the deployment 

can be passive as well. This means that no traffic latency be observed as the traffic is 

being mirrored by the switch or gateway itself.  For such deployment DNS traffic and 

internet traffic should be made available on the same link being mirrored as shown 

in Figure 5-3.We analyzed the traffic pattern of well-known available VPN services 

which use HTTPS protocol for communication. These services are listed in Table 5-1: 

S. No. VPN Names 

1 ZenMate VPN 

2 Hotspot Shield 

3 Browsec VPN 

4 uVPN 

5 Hoxx VPN 

Table 5-1 VPN Services Analyzed 
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These VPN were installed in multiple user accounts and the traffic was analyzed. A 

selection criterion was build based on the pattern emerging from the analysis. The 

key features for each VPN service are shown in Table 5-2 below.  

 

When analyzing hotspot shield, we tested both type of its client. One is the desktop 

application version and other browser add-on. Using web browser extension, VPN 

uses special domain names which were used to uniquely classify the VPN. In case of 

desktop version, the use of nonstandard port for HTTPS and no DNS requests was 

observed. When working with browsec, uVPN and hoxx VPNs the browser add-on 

were analyzed and we were able to classify them based on their server names. 

Figure 5-3 Deployment Model 

Organizational 

Network 

Internet 
VPN IDS 
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The VPN discussed above use the same type of server names irrespective of geo-

location selected. This means any traffic generated due to uVPN may be classified if 

its DNS request before the connection contains “*. uvpn.me”. When discussing 

zenmate VPN this is not true. Zenmate changes server names as user choses 

geolocations. This list of server names and location is shared at start of the secure 

communication and may be updated when required. This type of behavior allows VPN 

services to work inside a network undetected which uses only DNS-based filters. 

VPN Clients 

Classifier for Forensic Analysis 

Domain Names Non-Standard HTTPS No DNS Activity 

Hotspot Shield    

Zen Mate    

Browsec    

uVPN    

Hoxx    

Table 5-2 Bird Eye view of VPN Services Analysis 

5.4.1 Traffic Generation 

Multiple clients of these VPN services were used across multiple systems inside the 

network. Standard web activity was generated using these clients and saved in files. 

These files were passed on the system to be monitored. Alerts were generated once 

the said VPN activity was detected. 
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5.4.2 Traffic Classification Alert 

Multiple types of alerts were generated for multiple type of activity detected by the 

system. Depending upon the activities performed by the users the alerts vary. Users 

had option to pick and choose between any VPN clients during the activity. The 

generated alerts by the system against each user are shown in Table 5-3. 

 

User 

Details 

Classification of Generated Alerts 

Total 

Connections 

Legitimate 

Activity 

DNS Based 

VPN 

NO DNS 

Activity 

Non-Standard 

HTTPS 

User 1 245 124 121 0 0 

User 2 103 63 0 40 0 

User 3 400 176 136 0 88 

User 4 142 37 69 13 23 

User 5 247 180 63 0 4 

Table 5-3 Summary of User activity 

 

User activity shown in Table 5-3 shows the traffic characteristics of each user. The 

alerts generated against illegitimate connections are based on the unique 

characteristics as discussed in the Table 5-2. We see that mostly VPN may be 

classified with the help of their domain names but we see other behavior too in user 

activity that is encouraging.  
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5.5 Summary 

The results discussed in Table 5-3 says that the system was able to distinguish 53% 

of 1035 user connections as VPN. After system deployment any incoming connection 

request is monitored by the system and is classified based on different criteria 

discussed above. Once the decision is established, the server IP is added to respected 

VPN or valid Server IP list. This is done to achieve low latency and minimize the 

instruction cycles to classify new incoming connection from the same IP address.  

The proposed system is based on DNS and SSL analysis of the VPN services. The 

system is as effective as the domain name data incorporated in it. This means that 

the system must be managed and periodically updated for new DNS and traffic 

pattern to be effective in longer run.  
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CHAPTER 6  

 

CONCLUSION 

 

 

 

 

 

 

 

 

In recent years we have seen increase in encrypted traffic over the internet to achieve 

confidentiality and integrity of the information being transferred. These services 

have evolved over the years to be effective against eavesdropping and data 

modification attacks. This increased encrypted traffic inside the network has caused 

a lot of traffic to go uninspected. Use of any type of VPN service which violates the 

policy of the organization may be used by any individual to evade such policies.  

This misuse of organizational resources may result in data leakage and espionage. 

An organization may not be able to afford network monitoring tools to be able to stop 

such insider attacks.  This work proposes a novel and effective approach to be able to 

detect such VPN services being used inside the network. This chapter presents a 
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summary of the system features and also presents a discussion on directions for 

future research. 

6.1 System Features 

a) The proposed solution works with unencrypted part of information inside the 

network communication.  

b) The analysis on plain traffic is used to minimize resource utilization thereby 

producing an optimized solution.  

c) The proposed solution differs from its predecessors in a way that it not only 

focuses on the current connection but also is aware of historical network traffic 

to be able to better understand the encrypted traffic.  

d) An anomaly-based IDS has also been designed that detects HTTPS traffic 

inside the network other than its standard port i.e. 443. 

The results discussed above shows that our system is able to understand the network 

traffic of users and generate alerts. The overall analysis based on different VPN 

services is discussed in Table 5-2 which helps us understand the behavior of multiple 

VPN services. In order for the system to be effective the classifier needs to be updated 

with latest traffic trends of the network. 

6.2 Future Work 

a) In future more VPN services may be added using the same analysis techniques 

discussed above.  

b) This solution is also capable of detecting command and control (C&C) for 

malwares and APTs. Such, domain may also be added to improve its coverages. 
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c) The proposed solution is a generic framework, it currently focuses only on VPN 

services as a use case. In future any type of service may be used to increase the 

breadth of intrusion detection. 
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