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ABSTRACT 

 
In the past few decades E-learning in higher education is increased and play vital role in pandemic 

like COVID-19. Particularly, online examinations are conducted on e-learning platforms that leads 

to save time and other resources for both institutes and students. Also, where online examination 

has advantages but have impact of dis honesty of students in online examination. For this reason, 

numerous research is available that proposes methodologies and techniques for seamless execution 

of online examination and prevent the cheating in online examination. It is very important to have 

adequate solution for above problem. However, this study provides the comparative analysis of 

online examination techniques, tools performed on 50 studies from last five years 2017 to 2021. 

All the studies identified the lack of framework for automated online examination system for less 

developed countries. Furthermore, frameworks proposed, and the industrial or commercial tool do 

not provide the cost-effective, offline monitoring solution with less requirement of internet 

bandwidth which is very important for less developed countries to adopt the OEP systems. Hence 

there is a sheer need of developing an anti-cheat framework for less developed countries that 

predicts anti-cheating behavior of students as well as cost effective solution. 

Keeping this in view, an open-source framework for anti-cheat online examination in Pakistan has 

proposed that ensures improved ease of use of software and cheating detecting during offline 

monitoring and low network bandwidth. The framework also automated the cheating prediction 

reports. The proposed framework used NLP technique to find out the cheating prediction on 

student’s monitoring process and data. The benefit of using the NLP technique to generate the high 

accurate results as per studies. Now to make the cost-effective solution the framework is developed 

using cloud technology that also help to monitor the offline processes or activities and ultimately 

provide the usability of minimum internet bandwidth requirement. The framework not only easy to 

use for students but also provide the improved usability for instructors are administrators who are 

authorized to generate the automated reports. Furthermore, we validate the framework by 

conducting the exam for two different subjects from 11 students. Our framework successfully 

analyzed the cheating and non-cheating cases by achieving the 90% accuracy. 

Keywords: Online Exam Proctoring, Distance Education, Machine Learning, Online examination 

dis-honesty, Cheating Prediction in Online Examination, Cloud Computing 
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CHAPTER 1: INTRODUCTION 

 
This section provides a detail introduction about the important concepts related to our research, 

the current problem and an overview of our solution. It is organized into five sub sections. Section 

1.1 describes the background study, Section 1.2 provides the problem statement of research, 

Section 1.3 discusses the proposed methodology, Section 1.4 gives the detail about research 

contribution, and thesis organization is presented in Section 1.5 

 

1.1. Background Study 

 
The purpose of this section is to introduce the background study of multiple important concepts 

which has been used in this research. These concepts include: 

➢ Online Exam Proctoring 

• What is online exam proctoring 

• Importance of Online exam proctoring in COVID19 

• Characteristics of Online exam proctoring 

➢ Types of Online Exam Proctoring 

• Types of Online exam proctoring 

• Importance of Automated online exam proctoring 

• Important Techniques of Automated online exam proctoring 

 
1.1.1. Online Exam Proctoring 

Importance of OEP in COVID19 

 
There is no doubt that online learning has gained lot of popularity in the pandemic (COVID19) 

where the term online exam is not surprising and most of the time known to everyone due to 

circumstances. The importance of the OEP in pandemic raises as those institutes which were 

following the traditional methods of face-to-face teaching and conducting exams faced a lot of 

issues and had to adopt the new era of OEP. 

The importance of OEP can be recognized by its effective facilities to the institutes in 

pandemic. All those institutes who followed the traditional methods of teaching and exam 

conduction had to follow the new OEP model. However, it is a fact that online learning 

implementation has some challenges which vary from country to country. Here it is important to 
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highlight that all the challenges are particularly to those country which ate under development. 

As we all know that E-learning has some serious nature deficiencies in conforming the effective 

mechanism, authentication of the user while conducting the exam a throughout the session but 

eventually the only solution that we have solutions in pandemic is online exam proctoring. Due 

to high cost of hardware or devices, software complexity in integration, High accuracy, and 

other factors this solution is hard to adopt for under developing countries.  

1.1.2. Types of Online Exam Proctoring (OEP) 

As explained in above section about the OEP and its importance, it’s a solution that provides 

online exam conduction with all the necessary needs and allow institutes to survive in pandemic 

and continuing the process of exam conduction with more ease. Most of the developed countries 

has shifted their e-learning models and exam conduction through OEP and those countries which 

are less developed are adopting the OEP solution according to their needs and financial factors. 

Types of Online Exam proctoring 

 
There are essentially three main types of online exam proctoring. 

 
1) Fully live Online Proctoring: Live proctoring is a type of service provide live proctor or examinee 

is present and watch the live video of the students who are attempting online exams. Once 

appointment is made then students are taken to the proctoring room where proctor or professor is 

connected to the students via web cameras. Then student connect the computer screen with 

proctored screen. Now proctor can monitor the activities of the student by watching ion screen. 

Here few verifications took place that is proctor asked student to provide photo ID and few 

answer to the questions that will be the identity of the student. Now exam will start and here 

proctor can easily watch student screen. This way it is one of the secure solutions for the e-exam 

conduction and prevention of the cheating using monitored live screen and video. But the 

drawback of this type of proctoring that does not support continuous identification and second 

factor that made the solution not adoptable due to high internet bandwidth requirement. As the 

solution could only be adopted by developed countries with some other limitations. Few 

applications all developed under this category such as Proctor U [4], Examity [5] and software 

secure – PSI [6].   

2) Recorded and Reviewed Proctoring: Many research studies are available which have 

developed applications underlying in this category. These sessions are available as recorded 

videos because during exam session the computer monitors the students. Later, once exam is 
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completed then video can be reviewed by the human proctored anytime. In this type of systems, 

the computer is by the student webcam is accessible to record the assessment. In this type of 

proctoring another factor is hardware cost is required to utilize best of camera feature. The 

student has to give permission to turn on the camera in entire session. Once exam is finished the 

recording is available to the instructor who can review details quickly and even watch the videos 

as long as he wants. Here, the limitation of this type of proctoring is as live proctoring. In 

addition to this this type of proctoring also called passive system. The logical limitation of this 

type of proctoring is to watch video to predict the behavior of the student and maintain the 

recorded sessions advantages. Unless no other solution is available here to detect the behavior of 

students. There are some commercial solutions available which perform the same action as 

described but with limitation of live proctoring. The market solution is available as Kryterion [1], 

ProctorExam [5], Respondus 9], Remote Proctor [2], ProctorCam [1], Virtual [11], and Learner 

verified [12].  

3) Fully Automated Proctoring: There are few studies available, which proposed the complete end 

to end tools that cover both above categories. i.e., verification features such as biometric with 

other features question bank are utilized. For instance, a study Moukhliss Ghizlane et al. [14] 

developed a complete software application which comprises the monitoring activities. Such types 

of proctoring is called passive system. In this system user must be active all of the time due to 

predefined texts and photo ID that captured continuously. One of the authentication technologies 

is recognition of the students through biometric or any physical image capturing based systems. 

These are typically built to verify these are the students who are registered for the exams. In these 

types of systems usually, facial recognition, voice recognition, fingerprints are used. In the last 

year, new biometric procedures are used such as keystrokes typing patterns that recognizes the 

speed, pressure, and style of the typing. Such type of verification is most popular when it is used 

with combination of another technology. Also, the monitoring activities are used in such type of 

systems such as webcam, microphone which replaced the live proctoring techniques and are 

presents in most of the online exam proctoring (OEP) systems. The camera is used to record the 

individual student is presenting in exams. Here, the camera is places to track the student or group 

of students to check the behavior weather they are performing cheating, receiving any kind of 

help from other student. The cheating could be happen using external hard devices such as 

mobile phones, books, webcam, microphone also required significant storage to store the video 

records and other data.  Here, computer lock down can monitor the activity of the student 
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recorded in their computer which is carried out during the examination conduction that prevent 

the user from suffering through internet using any browser. In this type of system, the limitation 

is for high costly hardware requirements and high-speed internet requirement to store the high 

resolution videos.  

Important Automated Online Exam Proctoring Techniques 

There are various solutions introduced in pandemic (COVID19) that covers various 

characteristics of the Automated OEP. There are two types of solutions are introduced i.e., 

industrial based and commercial based. Those solutions which are proposed in literature are 

categorized as industrial solutions and those which are available in market to utilize are 

categorized commercial solutions.  

Both type of solutions has some techniques which have their own features and also depend upon 

the need of the solution. Mostly machine learning based solutions are available which are very 

useful and easy to implement than other techniques. In section 3 the detailed analysis is 

performed on the tools and techniques. Here the importance of technique in Automated OEP is 

vary based upon the requirements. For example, for less development courtiers where financial 

factor is affected and to achieve the goal there must be available any solution that uses the 

technique less costly. Furthermore, there are other techniques found in literature and 

commercially available solution like NLP, genetic algorithm, CNN Based solution, rule based 

and fuzzy technique.  

Also, different techniques are used based on the requirement of the solution. For example, research who 

carried out ML based approaches are using CNN algorithm to examine the verification of the 

users [16], cheating prevention [21][22] and for improving the abnormal behavior of the students 

during online exam [23][24][25]. Furthermore, that research who carried out the face recognition, 

head pose estimation, gestures identification, is mostly proposed own techniques [19][23]. Also, 

the NLP and genetic algorithms-based techniques are postponed in research are also analyzed in 

this section and included in given table.  It is important to mention that some of the techniques 

are found where unique technique is proposed. For example, in study [48] the researcher carried 

out the formal method (FM) based approach in which used the quantified event automata to 

generate the OEP results.  
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1.2. Problem Statement 

 
Currently most of the papers have used Automated OEP framework to target issues related to, 

biometric authentication, random question bank generation, keylogging, video recording, speech 

recording and various other monitoring activities of student’s dishonesty during online 

examination. Research shows that to achieve the objective many machines learning-based 

approaches have been used in which NLP found most reliable with higher accuracy. It is analyzed 

from research that the OEP solutions are hard to adopt for less developed countries due to factors 

of costly hardware requirements, network diss connectivity issues etc. Also, all the commercial 

solution available are not public which made the adoption of OEP costly for the institutions in 

less developed countries such as Pakistan. Now all these issues have not been addressed before in 

research, Hence, open-source automated framework should be proposed to address offline 

monitoring that is cost effective. In addition, research shows that the commercially available 

solutions are not cost effective, and ease of use is less that require the training for both students 

and instructors.  

 

1.3. Proposed Methodology 

 
Entire research is done in a very systematic way. Figure 1.2 represents the flow of research 

step by step. In first step we identify the problem. Then proposed the ideal solution for the problem 

identified in first step. We carried out a detailed and comprehensive literature review which helps 

Easy to Use 

 
 

Figure 1- Problem Statement Summary 
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us to identify the optimal solution for the problem. We reviewed the research carried out related 

to our proposed solution, analyzed and compared it. Then we implemented our framework using 

some tools and techniques. Our proposed framework is then validated using some 10 sample 

results from students. 

 

 

 

Figure 2- Research Flow 
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1.4. Research Contribution 

 
The contribution of our research is a complete, open-source framework for Automated Online 

Cheating Detection for less developed countries. Detailed set of contributions of the proposed 

approach are as follows: 

• Improve ease of usability of Software application in particular because of high training 

requirements of students and instructors.  

• No hardware requirements to make cost effective solution for less developed countries. 

• Minimal bandwidth network requirement to make use in offline monitoring of student. 

• Real time question bank retrieval from cloud-based infrastructure. 

• Easy to integrate with existing ERP or CMS system with partial automated report generation. 

 

1.5. Thesis Organization 

 
Organization of the thesis is represented in Figure 1.3. CHAPTER 1: offers a brief 

introduction containing the background study, problem statement, research contribution and thesis 

organization. CHAPTER 2: provides the detailed literature review highlighting the work done in 

the domain of Automated online cheating prediction solutions and more in general for online 

exam proctoring. Section one presents a systematic literature review on online exam proctoring 

techniques and tools. Section 2 describes the code analysis review from industrial perspective by 

presenting a review of all the different cheating prediction tools available in Market for various 

languages. CHAPTER 3: covers the details of proposed methodology used for identification and 

solving of the problem in hand. CHAPTER 4: presents the detailed implementation of our 

framework, architecture along with its interface. CHAPTER 5: provides the validation 

performed for our proposed methodology using different data set of students. CHAPTER 6: 

contains a brief discussion on the work done and contains the limitations to our research. 

CHAPTER 7: concludes the research and recommends a future work for the research. 
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Figure 3 - Thesis Outline 
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CHAPTER 2: LITERATURE REVIEW 

 
In the past few decades E-learning in higher education is increased and play vital role in pandemic 

like COVID-19. Particularly, online examinations are conducted on e-learning platforms that leads 

to many security and cheating issues. For this reason, numerous research is available that proposes 

methodologies and techniques for seamless execution of online examination. However, it hard to 

find any study that provides the latest systematic literature review of anti-cheat or cheating 

prediction techniques and approaches in literature. This study provides the comparative analysis of 

online examination techniques, tools performed on 51 studies from last five years 2017 to 2021. 

Furthermore, in this time duration five most leading cheating prevention features are identified. 

The best frequent development approaches are also figured out in this literature review. Moreover, 

14 important techniques which are mostly used in this time duration are found and 10 datasets 

including both public and private are identified. Proceeding towards the proposed solution, total 20 

tools for the anti-cheat examinations are listed down. Almost 23 leading existing tools which are 

used in the literature are also highlighted. To narrow down the criteria for selection of best online 

anti-cheat examination solution adoption in different countries are also investigated. Finally, the 

overall cost of the e-learning infrastructure, specifically for conduction of examinations are 

determined by comparing the key factors of the global adoption with major online exam feature.  

The scope of study is further restricted on the following:  

➢ The different studies reported in the literature for anti-cheat examination particularly in E-

learning. 

➢ Tools proposed by researchers for anti-cheat examination in less developed countries. 

➢ Offline monitoring feature with Cost-effective solution for less developed countries.  

 

2.1. Systematic Literature Review 

 
2.1.1. Review Protocol 

 

To develop the review protocol that includes the various step as per guidelines. There are two 

components of the review protocol i.e., research questions and background of the study have been 

discussed in the last section i.e., introduction. This section presents the remaining four important 

components out of the total six components of the review protocol i.e., inclusion and exclusion 

criteria, search process quality assessment and data extraction/synthesis.  
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Figure 4- Overview of review process 
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A. Categories of Online Examination Proctoring  

 

To simplify the data extraction and synthesis process the online examination proctoring is 

categorized into following categories. 

1) Fully live Online Proctoring: Live proctoring is a type of service provide live proctor or 

examinee is present and watch the live video of the students who are attempting online exams. 

Once appointment is made then students are taken to the proctoring room where proctor or 

professor is connected to the students via web cameras. Then student connect the computer 

screen with proctored screen. Now proctor can monitor the activities of the student by watching 

ion screen. Here few verifications took place that is proctor asked student to provide photo ID 

and few answer to the questions that will be the identity of the student. Now exam will start and 

here proctor can easily watch student screen. This way it is one of the secure solutions for the e-

exam conduction and prevention of the cheating using monitored live screen and video. But the 

drawback of this type of proctoring that does not support continuous identification and second 

factor that made the solution not adoptable due to high internet bandwidth requirement. As the 

solution could only be adopted by developed countries with some other limitations. Few 

applications all developed under this category such as Proctor U [4], Examity [5] and software 

secure – PSI [6].  

2) Recorded and Reviewed Proctoring: Many research studies are available which have 

developed applications underlying in this category. These sessions are available as recorded 

videos because during exam session the computer monitors the students. Later, once exam is 

completed then video can be reviewed by the human proctored anytime. In this type of systems, 

the computer is by the student webcam is accessible to record the assessment. In this type of 

proctoring another factor is hardware cost is required to utilize best of camera feature. The 

student has to give permission to turn on the camera in entire session. Once exam is finished the 

recording is available to the instructor who can review details quickly and even watch the videos 

as long as he wants. Here, the limitation of this type of proctoring is as live proctoring. In 

addition to this this type of proctoring also called passive system. The logical limitation of this 

type of proctoring is to watch video to predict the behavior of the student and maintain the 

recorded sessions advantages. Unless no other solution is available here to detect the behavior of 

students. There are some commercial solutions available which perform the same action as 
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described but with limitation of live proctoring. The market solution is available as Kryterion [1], 

ProctorExam [5], Respondus 9], Remote Proctor [2], ProctorCam [1], Virtual [11], and Learner 

verified [12].  

 

a) Fully Automated Proctoring: There are few studies available, which proposed the 

complete end to end tools that cover both above categories. i.e., verification features such 

as biometric with other features question bank are utilized. For instance, a study Moukhliss 

Ghizlane et al. [14] developed a complete software application which comprises the 

monitoring activities. Such types of proctoring is called passive system. In this system user 

must be active all the time due to predefined texts and photo ID that captured continuously. 

One of the authentications technologies is recognition of the students through biometric or 

any physical image capturing based systems. These are typically built to verify these are 

the students who are registered for the exams. In these types of systems usually, facial 

recognition, voice recognition, fingerprints are used. In the last year, new biometric 

procedures are used such as keystrokes typing patterns that recognizes the speed, pressure, 

and style of the typing. Such type of verification is most popular when it is used with 

combination of another technology. Also, the monitoring activities are used in such type of 

systems such as webcam, microphone which replaced the live proctoring techniques and 

are presents in most of the online exam proctoring (OEP) systems. The camera is used to 

record the individual student is presenting in exams. Here, the camera is places to track the 

student or group of students to check the behavior weather they are performing cheating, 

receiving any kind of help from other student. The cheating could be happen using external 

her devices such as mobile phones, books, webcam, microphone also required significant 

storage to store the video records and other data.  

Here, computer lock down are able to monitor the activity of the student recorded in their 

computer which I carried out during the examination conduction that prevent the user from 

suffering through internet using any browser. In this type of system, the limitation is for 

high costly hardware requirements and high-speed internet requirement to store the high-

resolution videos.  

A. Selection Rejection Criteria 
 

To perform the comprehensive SLR, the inclusion and exclusion criteria is very impotent. For 
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this purpose, we have selected only those research studies which fulfill the below parameters:  

▪ In the SLR the online examination is the major subject and only those research studies are 

selected which match the “Online Examination” aspects and other than this all studies are 

discarded. For example, one of the studies [64], in which a solution is proposed that cover 

the aspects of learning only.  

▪ Only those studies are selected in which tools, framework and methodology is proposed 

fulfilling the anti-cheat online examinations.  

▪ Only those publications are selected that are from 2017 to 2021 and other than these are 

rejected to ensure the SLR is performed on latest publications.  

▪ The studies are selected from well-known publishers i.e., Springer, Elsevier, ACM, and 

IEEE. Other than these all studies are excluded.  

▪ In case any study is found where content is quite similar then one of them is selected that 

suit best according to criteria.  

▪ Those publications that are not fully addressed more than 2,3 pages are discarded.  

▪ Only research studies are selected which are written in English language.  

▪ Research papers that are perform the anti-cheat proposal only for online examination are 

included but other such as used in exam management are excluded.  

We have performed the SLR based on inclusion and exclusion criteria. The studies 

discarded if any inclusion criteria is violated.  

B. Search Process 
 

we have performed the search process through major 4 data bases (IEEE, ACM, Elsevier, and 

springer) as mentioned in inclusion and exclusion section B. The graphical representation is 

shown below to summaries the search process. All the below explained review process fulfill the 

criteria of inclusion and exclusion. As the paper presents the advancement of the anti-cheat 

online examination therefore all the recent studies were selected.  
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Figure 5- Search Process Flow 
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Furthermore, to search relevant studies, specific search terms are used as shown in table 1. To search 

throughout the different databases different keywords are used with combination of operators (AND, 

OR). By using the advance search feature such as time frame is imposed to select most relevant search 

results during 2017 to 2021.  

Similarly, we have received 141 results against keyword “online exam” search term from IEEE 

database after applying above year filter i.e., (2017-2021). Also onwards, searching the keyword “e-

learning exam” gave 48 results. Likewise different keywords have different results given in below table. 

In the next phase, we have analyzed total 1476 studies through search results. After applying different 

filters such as by checking the title of the studies, checking the abstract of the recaches publications are 

shortlisted to 469 studies. In the final phase we went through the general study of shortlisted 469 studies 

and search results are narrow down to 132 studies. The detailed analysis is performed on these 

publications to verify either these are compliance with inclusion or exclusion criteria. Also, few studies 

are found duplicated and rejected as mentioned in the inclusion and exclusion criteria. Finally total 51 

studies are found which are fully compliant with the criteria we have finalized.   

 

Table 1- Summary of Search Terms and Corresponding Results. 

  Databases 

N

o 

Search Term Operat

or 

IEE

E 

AC

M 

Spring

er 

Elsevi

er 

1 Online 

Exam, 

Biometric 

AND 121 141 123 98 

2 E-Learning 

Exams, 

Cheating 

Prediction 

AND 42 35 16 53 

3 Digital 

Exams 

AND 57 49 44 43 

4 Electronic 

Exams 

AND 105 96 101 89 

5 Exam 

Proctoring, 

Online 

Exam 

AND/

OR 

9 5 14 18 

6 Exam 

Authenticati

on, Online 

Examination 

AND/

OR 

254 147 197 134 
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C. Quality Assessment 
 

The inclusion and exclusion criteria is developed to support high quality results of the systematic literature 

review. Moving onwards to narrow down the search results and improving the quality additional 

parameter year is selected. The results are identified as current research on online examination. The year 

wise selection of studies is given in below table 2. The analysis of year wise studies identified as from 

total studies column i.e., total 7, 11, 13,12 and 8 studies found from the year 2017, 2018 and 2019 

respectively. It reflects the total 84% studies are published during pandemic years i.e., 2017 to 2020 and 

only 16% studies are published in year 2021. hence, the findings selected from the studies are most recent.    

Table 2- Summary of research papers based on publication year 

 

Sr. No Year Studies Total 

1 2017 [13],[11], [6],[18], [29],[5], [12] 7 

2 2018 [32],[23], [13],[17], [21],[26], [27], 

[23], [31], [26], [27], [23], [31], 

11 

3 2019 [12],[19], [121],[21], [38],[37], [1], [5], 

[6] 

[17], [13], [26], [27], [23], [31], 

13 

4 2020 [13],[17], [13],[17], [13],[17], [13], 

[26], [27], [23], [31], [26], [27], [23], 

[31], 

12 

5 2021 [13],[17], [13],[17], [13],[17], [13], 

[26], [27] 

8 

 
Now one of the most renowned parameters i.e., scientific database is considered in the 

selection and exclusion criteria which is shown in below table. The summary of the selected 

studies from the different databases are shown as total column with 22 studies from IEEE, 11 

studies selected from Elsevier, 13 studies selected from ACM and 9 studies selected from 

springer. Here after detailed analysis of all these studies form different databases we found the 

most relevant studies from four popular databases i.e., IEEE and ACM.  

7 Anti-Cheat 

software 

application, 

Online 

Exam,  

AND/

OR 

19 11 13 9 

8 Online 

Question 

Bank 

AND 39 29 19 14 
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Table 3- Summary of research papers based on scientific database  

Sr. 

No 

Databases Conference Papers Total 

1 IEEE [13],[11], [6],[18], [29],[5], [12] 7 

2 Elsevier [32],[23], [13],[17], [21],[26], [27], [23], [31], 

[26], [27], [23], [31], 

11 

3 ACM [12],[19], [121],[21], [38],[37], [1], [5], [6], [17], 

[13], [26], [27] 

13 

5 Springer [13], [17], [13],[17], [13], [26], [27] 8 

 

 

Now to achieve the goal for more relatable results the search results are narrow down to the 

specific popular databases such as IEEE, ACM, springer, and Elsevier. Hence, total 31studies 

are selected from IEEE, including 6 journal paper and 25 conference paper. Similarly, total 8 

papers are collected from ACM in which 5 are conference papers other than that we have 3 

journal papers from selected studies. Also, from springer database we have chosen total 6 

paper which are all conference papers. Now represent in the tabular summary below table is 

shown with databases selection then category wise distribution of the studies that is either 

journal or conference paper and then total is shown at the last of the column.  

 

Table 4- Summary of research papers based on scientific database and Journal & Conference 

Papers 

 

Sr. 

No 

Databases Journal 

papers 

Conference Papers Total 

1 IEEE 11], [6], [18] [13],[11], [6],[18], [29],[5], 

[12] 

7 

2 Elsevier [23], [31], 

[26], [27], 

[23], 

[32],[23], [13],[17], 

[21],[26], [27], [23], [31], 

[26], [27], [23], [31], 

11 
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3 ACM [1], [5], [6] [12],[19], [121],[21], 

[38],[37], [1], [5], [6], [17], 

[13], [26], [27] 

13 

5 Springer 17], [13] [13], [17], [13],[17], [13], 

[26], [27] 

8 

 

 

B. Data Extraction and Synthesis 

Once the inclusion and exclusion criteria is finalized and studies are selected then data 

extraction and synthesis process is executed. This process is very necessary that leads to the 

quality and required data for the research. Initially the primary elements of the data extraction 

are listed in table with names mentioned as bibliography information, proposed methodology, 

implementation details and outcomes are proposed as categorization of each study. After 

processing the primary data extraction and synthesis process other elements are selected as 

categorization of the studies, features of the online examination analyzed in each study, 

development approach which is used in each study, technique or algorithm used in each study. 

Furthermore, tools and datasets are also analyzed in each study. Finally, the comparative 

analysis of the major categories of recorded and reviewed proctoring, fully online proctoring, 

fully automated solution.  

Table 5- Data Extraction & Synthesis 

Sr. 

No 

Description Detail  

1 Bibliography 

information 

The title of the paper, publication year, type of 

publication such as journal, conference paper is 

observed of every selected studies.  

2 Proposed 

Methodology 

The methodology proposed in each research study is 

observed through.  

3 Implementation 

Details  

Techniques used in research study,  

5 Outcomes Outcomes, consequences of each study is analyzed  

 Grouping  The grouping is made for selected studies based on 

the categories and sub categories then results are 
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summarized in below table.  

6 Investigation of 

Categories / 

Characteristic / 

Technical Features 

Here the analysis of classification of each major 

categories that is, fully live online proctoring, 

recorded and reviewed proctoring, fully automated 

solution. Here the RQ1 is discussed in section II A, B 

and C respectively. Also the analysis of sub 

categories such as, authentication technology, real 

time monitoring technology, Key logs, Active 

processes, question banking, usability, security, 

Human  supervision, Internet Connectivity handling 

7 Development 

approaches 

Programming language is being analyzed in all 

studies which are presented in table.  

8 Tools All research studies are analyzed with targeted 

platforms used and presented in table.  

9 Dataset Target use is analyzed in all of the studies.  Which is 

presented in table.  

10 Techniques / 

Algorithm 

The tools which are used in all of the studies are 

presented in table.  

11 Key adoption factors The summary of the standards to which analyze and 

which method is being used to check the compliance 

of is reviewed and presented in the table.  

12 Comparative 

Analysis 

The comparative analysis is performed of the major 

categories with respect to characteristics and features 

of categories presented in table.  

 

2.1.2. Classification and Analysis  

To answer the research questions mentioned before, a total number of research studies are found 

around 51, in which fully live online proctoring is examined out of which 15 journals and 34 are 

conferences. The figure presents the conferences and journals. Approximately there are 22% 

research studies which are published as journal and almost 78% are international conferences. 

There are studies which are published in different journals including, IEEE international journal of 

emerging and technology learn. Likewise, some other journal such as ACM and ScienceDirect 
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journals of wide range conferences are included in this study. Furthermore, all these selected 

research studies have been divided among three categories and further these are divided into sub 

categories as shown below.  

 

Table 6- Synthesis Results - OEM Categories 

Categories Definition Conference Papers Total 

Fully Live 

Proctoring  

The real-time proctoring 

in which human is 

involved and behavioral 

analysis is performed. 

[13],[11], [6],[18], 

[29],[5], [12] 

23 

Recorded and 

Reviewed 

Proctoring 

It involves the video 

recordings and log 

details. Also human 

intervention is required. 

[32],[23], [13],[17], 

[21],[26], [27], [23], 

[31], [26], [27], [23], 

[31] 

13 

Fully 

Automated 

Solution 

More advance version 

where human proctoring 

is not required. system 

identified the fraud or 

cheating.  

[12],[19], [121],[21], 

[38],[37], [1], [5], [6], 

[17], [13], [26], 

[27],[39], [40],41],[44] 

17 

 

A. Fully Live Proctoring 

Live proctoring is a type of service provide live proctor or examinee is present and watch the live 

video of the students who are attempting online exams. Once appointment is made then students 

are taken to the proctoring room where proctor or professor is connected to the students via web 

cameras. Then student connect the computer screen with proctored screen. Now proctor can 

monitor the activities of the student by watching ion screen. Here few verifications took place that 

is proctor asked student to provide photo ID and few answer to the questions that will be the 

identity of the student. Now exam will start and here proctor can easily watch student screen. This 

way it is one of the secure solutions for the e-exam conduction and prevention of the cheating 

using monitored live screen and video. But the drawback of this type of proctoring that does not 

support continuous identification and second factor that made the solution not adoptable due to 

high internet bandwidth requirement. As the solution could only be adopted by developed 
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countries with some other limitations. Few applications all developed under this category such as 

Proctor U [4], Examity [5] and software secure – PSI [6]. 

B. Recorded and Reviewed Proctoring 

Many research studies are available which are have developed applications underlying in this 

category. These sessions  are available as recorded videos because during exam session the 

computer monitors the students. Later on, once exam is completed then video can be reviewed by 

the human proctored anytime. In this type of systems, the computer is by the student webcam is 

accessible to record the assessment. In this type of proctoring another factor is hardware cost is 

required to utilize best of camera feature. The student have to give permission to turn on the 

camera in entire session. Once exam is finished the recording  is available to the instructor who 

can review details quickly and  even watch the videos as long as he wants. Here, the limitation of 

this type of proctoring is as live proctoring. In addition to this this type of proctoring also called 

passive system. The logical limitation of this type of proctoring is to watch video to predict the 

behavior of the student and maintain the recorded sessions advantages. Unless no other solution is 

available here to detect the behavior of students. There are some commercial solutions available 

which perform the same action as described but with limitation of live proctoring. The market 

solution is available as Kryterion [1], ProctorExam [5], Respondus 9], Remote Proctor [2], 

ProctorCam [1], Virtual [11], and Learner verified [12]. 

C. Fully Automated Solution:  

There are few studies available, which proposed the complete end to end tools that cover both 

above categories. i.e., verification features such as biometric with other features question bank are 

utilized. For instance, a study Moukhliss Ghizlane et al. [14] developed a complete software 

application which comprises the monitoring activities. Such types of proctoring is called passive 

system. In this system user must be active all of the time due to predefined texts and photo ID that 

captured continuously. One of the authentication technology is recognition of the students through 

biometric or any physical image capturing based systems. These are typically build to verify these 

are the students who are registered for the exams. In these types of systems usually, facial 

recognition, voice recognition, fingerprints are used. In the last year, new biometric procedures are 

used such as keystrokes typing patterns that recognizes the speed, pressure and style of the typing. 

Such type of verification is most popular when it is used with combination of another technology. 

Also the monitoring activities are used in such type of systems such as webcam, microphone 

which replaced the live proctoring techniques and are presents in most of the online exam  
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proctoring (OEP) systems. The camera is used to record the individual student is presenting in 

exams. Here, the camera is places to track the student or group of students to check the behavior 

weather they are performing cheating, receiving any kind of help from other student. The cheating 

could be happen using external hard devices such as mobile phones, books, webcam, microphone 

also required significant storage to store the video records and other data.  

Here, computer lock down are able to monitor the activity of the student recorded in their 

computer which is carried out during the examination conduction that prevent the user from 

suffering through internet using any browser. In this type of system the limitation is for high costly 

hardware requirements and high speed internet requirement to store the high resolution videos.  

2.1.3. Analysis Results 

In this section results are presented to provide authentic answers to research questions. 

Particularly, analysis is performed w.r.t  development approaches, tools, datasets, technique / 

algorithms and key adoption factors. Also comparative analysis is performed of major primary 

categories i.e. fully live proctoring, recorded or reviewed proctoring and fully automated 

proctoring. Here the results of analysis of each of the given aspects is discussed in detail in the sub 

sequent sections.  

A. Techniques / Approaches 

As primary categories are classified and further classified into different areas of features and 

general one but to answer the RQ3, it is important to identify the key development approaches 

in selected studies. To achieve this we have selected mostly used  approaches and presented in 

table. This table can be beneficial to the researchers and who are targeting to develop  online 

exam proctoring fully automated with best results using most accurate approach. Also this 

analysis also beneficial to those researchers who want to identify the trend in adoption of 

approaches have been used in last five years. According to our study most of the studies are 

using machine learning (ML) [2][3][6][7][9][10][11][14][16][17][23][26][29][31][32]. One 

major reason of ML adoption in most of the researches is the feature selection technique, 

classification algorithms utilization in particular approaches on online exam proctoring. Such 

studies are placed in this category. Now Artificial intelligence (AI) [23][25][27][28][29][30] is 

found highly useable at second number in most of the researches due  to the overlapping 

theories. The techniques underlying in this category are, natural language processing (NLP), 

dynamic programming, genetic algorithms and many other types of algorithms are fall in this 

category. The third most widely used technique under specific circumstances and objective 
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formal methods are being used in research studies, the techniques fall under this category are, 

z-notation [12][17][18][24][23], time automata etc. Here most of the studies which are in the 

domain of ended system in the context of online exam proctoring are placed under this 

category of formal methods. Another category is traditional development, in which mixture of 

programming languages such as C# / .Net, PHP [6][7][8][10][11][13] etc. are used to develop 

and OEP solution based on web or desktop based applications. Here an important phenomenon 

to this category is not involved with other category of machine learning (ML) AI or FM 

techniques. The category is particularly concerned with traditional approaches. Another 

category is made that utilizes the mixture of different techniques to use the multiple feature of 

the solution such as machine learning (ML) with traditional is used in research 

[10][19][23][24][25][28][32]. Also, AI is used in combination with traditional algorithm in 

most of the studies [15][19][20]. The conceptual frameworks [24][29][32][34] are proposed 

and also utilizes other types of techniques such as ML, FM, and traditional development are 

comprised in this additional category.  The summary of the development approaches in 

selected studies is presented in table. We have identified total no of 11 studies where proposal 

is with machine leaning (ML) and total of 9 studies using AI approaches . for instance, Nandini 

and Maheswari [34] proposed an methodology that is utiliozing the ML and evaluating the 

answers of the questions in OEP. Furthermore, feature extraction technique is utilized in 

combination with classification method of naïve bayes [17]. The study [26], where AI based 

approach is introduced by combining the technique of data mining i.e. fuzzy logic and question 

banks results are merged. On the other side, total no of 9 studies found 

[2][3][6][7][9][10][11][14][16] which utilizes the traditional development approaches, such as 

discusses above, C# (.Net), PHP, JAVA frameworks without utilizing of the AI/ML/FM 

techniques. The study [52], utilizes the secure communication platform or methodology in 

OEM where fog computing is being used. The authors who did not utilizes these techniques are 

provided with proof of concept using ASP.NET, C#. Similar, [37] utilizes the pHP 

programming language and share the mythology on the OEM.  The summary is comprised in 

the form of given table.  

Table 7- OEM Techniques & Approaches 

Sr. 

No 

Category Reference Total 
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1 Machine 

Learning 

[9],[10],[13],[17],[21],[26],[27],[23],[24], 

[26], [27], [30], [31],[32].[35].[39] 

16 

2 Artificial 

Intelligence 

[5],[11],[12],[14],[15],[16],  

[18],[19],[22] 

8 

3 Formal methods [36],[29], [32],[34] 4 

4 Traditional 

Approaches 

[13], [17], [13],[17], [13], [26], [27] 9 

 

5 Other / General [10][19][23][24][25][28][32] 8 

  

B. Machine Learning Techniques 

In this section all of the selected studies are categorized bases on the used technique or 

algorithm in the research which have been proposed to achieve the research objective in OEP. 

To proceeding with these identification of  techniques in selected studies a summary table is 

presented in which most frequent techniques are listed down with respective reference paper. 

Also this analysis is useful to those researchers who want to choose the best techniques using 

in the most of researches and their own research could be carried out in these researches. In 

section 2.1.3 – B we have comprised the results of approaches now based on those researches 

analysis is narrow down to most useful techniques. For example researches who carried out 

ML based approaches are using CNN algorithm to examine the verification of the users [16], 

cheating prevention [21][22] and for improving the abnormal behavior of the students during 

online exam [23][24][25]. Furthermore, those researches who carried out the  face recognition, 

head pose estimation, gestures identification, is mostly proposed own techniques [19][23]. 

Also the NLP and genetic  algorithms based techniques are postponed in research are also 

analyzed in this section and included in given table.  It is important to mention that some of the 

techniques are found where unique technique is proposed. For example, in study [48] the 

researcher carried out the formal method (FM) based approach in which used the quantified 

event automata to generate the OEP results.  

Addition lay, those techniques which are being used and not utilized by most of the researchers 

are not part of this analysis. For example, the study [12] developed the unique authentication 

method in which components of supervision is also merged along that. Although not enough 

information is provided by the researcher therefore it is not part of presented 

techniques/algorithms approaches.  
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Table 8- Machine Learning Techniques 

Sr. 

No 

Algorithm/

Technique 

Reference Total 

1 Natural 

language 

processing 

(NLP) 

[3],[5],[7],[8],[10],[11],[12], [14], [15] 

[17],[19],[20],[22],[23],[27],[30],[33],[35],[37] 

19 

2 CNN based 

technique 

[5],[11],[12],[14],[15],[16],  [18],[19],[22] 8 

3 Genetic 

algorithm 

[36],[29], [32],[34] 4 

4 Rule based 

Technique 

[13], [17], [13] 3 

 

5 HW /SW 

Virtualizati

on 

[17], [13], [26] 3 

6 K-Means 

Techniques 

[38],[37] 2 

7 Fuzzy 

clustering 

technique 

[12] 1 

8 Bayesian 

Network 

based 

technique 

[33],[36] 2 

9 Rule based 

interface 

[21] 1 

 

C. Tools 

In this section tools which have been proposed in the selected search studies are included as 

part of analysis. However, it is important to highlight that both existing commercial solutions 
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and proposed solutions have been identified in this entire analysis. The usability of the research 

analysis will be beneficial for those research who carried out the enhancement in the domain of 

OEP and right tool must be selected to fulfill the core requirement of the objective.  Hence, 

there are total 12 proposed tools and 15 commercial available tools found in the research and 

presented in the table. The attributes of tools analysis is performed as first tool name is listed in 

table then availability of the tool and respective reference is listed in the third column. Also 

different programming languages are used to develop the commercial available solutions or 

tools such as in study [11] [17][19][20][28]. Now identified proposed tools in the selected 

studies are available for the public and some are not available which is listed down in table. All 

the identified proposed tools are relevant to studies of verification and identification of 

abnormal behavior, security feature of OEP, question bank generation with multiple techniques 

and evaluation feature etc. There are few studies where proposed tools are missing and we 

have not included it in the part of analysis. In the study [19], author explained the proposed 

model and describe the each aspect of the methodology but the details about the 

implementation of interface, technology and platform was missing. Also there are studies 

where technique and approaches are available without development. In [21], author proposed 

the OEP using formal methods and utilized to achieve the results of integrity. Here, tools 

interface is not required therefore such studies are included in the part of analysis phase. On the 

other hand, only one tool is available with all of the required information of the tool with  

source code [18]. Despite of these all of the proposed tools are partial completed due to factors 

explained above. Due to this factor further evaluation of such tools is not possible. interestingly 

tools which are available with source code link or downloadable link are login link [38], [exam 

systems 15]. Similarly another tool available with web link [23], where some basic information 

of the  tool is available relevant to OEP and relevant data set was available. Now, we have 

presented those tools which are available commercially are founded around 15 tools, in which 

some of the tools are only authenticating the identity of the student and few only providing the 

evaluation feature of abnormal behavior during online exam or cheating evaluation of the 

student. Also, few commercial tools are providing audio recording, video recording and entire 

solution is recorded bases. Some solution cover only exam activities and few are totally live 

proctored that is based on human and are not saleable or few of them are fully automated 

which are non reliable due to many factored of evaluation. Few solutions are non-scientific 

which provide the solution by combining the different functionalities. Due to few missing 
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functionality of continuous offline monitoring which requires the high speed internet and wont 

be useable in less developed countries. These factors are explained further in the section of key 

adoption factors. Below table presenting the both proposed and commercial solution with 

references.  

Table 9- Automated OEM Tools 

Sr. No Tool Name Availability Reference 

Study 

Proposed Tools 

1 Online Examination System NA [9] 

2 e-Testing System NA [6] 

3  Automatic Evaluation System NA [5] 

4 Ville NA [8] 

5  Simple and Dynamic 

Examination System 

Public [10] 

6  MoLearn System NA [11] 

7  Exam Wizard  NA [16] 

8  Online Item Exam System NA [12] 

9  FLEXauth NA [13] 

Commercial Tools 

10 ProctorU Public [13] 

11 Examity Public [9] 

12 PSI Public [6] 

14 Proctor Exam Public [5] 

15 Kryterion Public [8] 

16 Remote Proctor  Public [10] 

17 Proctorcam Public [11] 

18 B Virtual Public [16] 

 

D. Dataset  

In this section dataset is analyzed in all of the selected research studies which has its own 

importance for reliable validation and proposed techniques. We have found few studies with 
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open source datasets and some of the studies doesn’t have the open access to dataset. In this 

way we have found around 9 datasets which are used and proposed in the selected studies for 

the validation purpose. The datasets names are given in below with mentioning of the purpose 

of the dataset and third column is shown with availability of the datasets. Here another 

important factor to describe is the characteristics of the datasets which include video, text and 

image files. Also the reference of the research is being mentioned in the last reference column. 

Its hereby mentioning that only 5 datasets are publicly available. Also only one datasets is 

newly created weather other datasets are used in multiple studies by different researchers. 

Some of the datasets were not available to download from the source. The study [16], carried 

out a research to validate various researches such as teacher assistant and company exam. Few 

authors have given the less information about the dataset such as download link is missing and 

few studies comprises the dataset where information is totally missing. Also different 

researchers have applied test scenarios for the validation purpose such as tidy [32] validated 

the proposed techniques or approach through various participation of the students with 

different iteration of exam conduction. Also study [39] comprises the survey of various 

teachers to validate the study.  

Table 10- Automated Proposed Solution Dataset 

Sr. 

No 

Dataset Name Format Availability Reference 

Study 

1 Question 

Dataset 

Text NA [9] 

2 Student Dataset Text / CSV files NA [6] 

3  Online Exam 

Items 

Text / CSV files NA [5] 

4 Assitments Text / CSV files Public [8] 

5 Video Dataset Videos NA [10] 

6  OULAD Text / CSV files Public [11] 

7  AFLW Images Public [16] 

8 EMNIST Images Public [12] 

9  (OEP) Audio / Video NA [13] 
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E. Key Factors for Online Examination Adoption 

In this section we highlighted the key adoption factors in each research that have been analyzed 

with respect to features, underdevelopment approaches, techniques, algorithms in the subject of 

online exam proctoring. In this analysis we have found that the key factors categorization 

based on developed and developing countries are very important and play important role in 

finding the factors. According to IMF [65], there are particularly those developed countries 

where excellent financial statuses and economic situation is better than those developing 

countries which are struggling with economic disbalance and financial crisis. Eventually, the 

developed countries have more funds to adopt the stable infrastructure of OEP as compare to 

developing countries. Therefore, we have analyzed that only 16 studies are contributed to OEP 

from developed countries and adoption is more frequent in such countries. In the comparison, 

less developed countries have presented work or those studies are only theoretical based or 

have proposed the solutions in the study and don’t have any practical tools available. In this 

manner the less developed countries are not in the situation to adopt the online examination 

using high costly tools available in the market cosmetically which have been available form the 

developed countries approaches. The solution which have been proposed by developed 

countries are found more closely to adopt for online examination due to stable infrastructure. 

The study [16] have proposed a fully automated OEP solution for prevention of cheating. As 

the part of the research, the Autor has developed a dataset and make the dataset publicly 

available for future research or carried out the research further by other researchers. In this 

propose tools, different biometric methods have been utilized with the help of eternal hardware 

devices and live or continuous monitoring have been implemented. The results of the tools 

found highly accurate and affective for the cheating prevention in OEP. Eventually this 

solution have been proposed in one of the developed country and can not be adopted in the 

developing countries for monitoring if the students, verification and validation of the student. 

As the result of this analysis such solution require high internet bandwidth and stable network 

infrastructure that is not available in the developing or less developed countries. From the 

analysis we can also through the light on the financial situation and existing e-learning 

examination is highly important for the adoption of OEP and due to various reasons or factor 

online examination couldn’t be adopted globally. Below are the key adoption factors which 

have been identified during this analysis.  
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a. Network Infrastructure: The factor is described for the network infrastructure for 

those countries which have been highlighted in above section and for the factors having 

importance in the context of excellent internet bandwidth is available to the attendees of 

online examination on different location in a less developed countries. Ideally, up to 

100 MBs internet is assumed good bandwidth and high speed internet to run through 

the successful conduction of the online examination. In contrast with less developed or 

under developing countries where internet infrastructure is not stable then adopting of 

OEP is difficult in context with this factor.  

b. Hardware / Software requirements: This factor refer to the various external or 

software devices required based on the OEP tool used based on the financial conditions 

in a particular country. As, developed discussed in the above section, most of the 

research tools or proposed tools have been utilizing the large amount external hardware 

device such as for verification or validations through biometric devices, behavioral  

analysis using cameras etc. for execution of online examination. The hardware 

requirement is more costly factor due to higher procurement cost. 

c. Implementation Complexity: This factor is involved with complex solution of OEP 

for the development phase. This factor is more likely to linked  with higher cost 

because development cost is relative according to the complexity and size of the online 

examination solution. Particularly, in the selected studies these solutions are developed 

with the machine learning and artificial intelligence techniques and approaches. These 

techniques usually cost higher then other techniques. Another factor is the 

programming language that have the impact of the higher implementation cost.  

d. Training Requirement: The training factor is referred to training requirements which 

is required for the execution of online exam for both the examinee and the evaluation 

instructor or invigilator. For example, those students who don’t have IT background 

then it may be difficult for managing Ing or conducting the online examination easily 

which is directly proportional to increase the training requirement of the online  exam 

system. On the other hand, invigilator may also have more requirements for the training 

if the complexity is more higher.  

These few characteristics  or factors mentioned above have more importance in adopting 

the online examination features when implementing the real time environment. As 

discussed above, all these factors are impacting the over all cost of the online examination 
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adoption which is important to consider for less developed countries that made the 

challenging to adopt the OEP. For this purpose in this research solution is proposed 

particularly for less developed countries where above all adoption factors are presented. 

Pakistan is one of the under developing countries where network infrastructure, financial 

resources, economy, digital educational is challenging to adopt but this solution is 

developed to solve major key adoption factors.  

All the studies analyzed in this category are further analyzed based on the key 

characteristics and technical features such as 1-Authentication; 2-Human Proctoring; 3-

Cheating detection 4-Process monitoring; 5- Continuous Monitoring 6- Reliable Results 7-

Customized Real-time Question Banks, 8- Date & Time Stamps; 9- Auto exam Conduction 

, key adoption factors includes, 10- low cost network infrastructure; 11-Less Hardware 

Requirements; 12- Low training requirement and  technical features includes: 13-Offline 

Monitoring; 14- Flexibility; 15- Scalable 16- External Hardware Requirement; 17- Low 

Internet Connection; 18 -Cost effective, 19- cloud-based are mentioned in below table.  
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Table 11- Automated OEP Comparison of Approaches 

 Service Characteristics Adoption Factors  Technical Feature 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 

Fully Live Proctoring 

Proctor                    

Examity                    

PSI                    

Recorded and reviewed Proctoring 

Proctor Exam                    

Kryterion                    

Remote 

Proctor 

                   

Proctorcam                    

B Virtual                    

Fully Automated Solution 

ExamSoft                    

Proctorio                    

Proctortrack                    

Comprobo                    

Sumadi                    

ProctorFree                    

HonorLock                    

Proposed 

Solution 
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2.2. Research Gap 

 
This section deals with the research gap in the proposed solution in industry or commercial 

automation domain. Online exam proctoring has been in the research studies since the COVID-19 

pandemics. A lot of frameworks have been proposed which can be seen in research and the 

market. After a detailed analysis of literature on Automated Online Exam Proctoring, now we 

have identified proposed frameworks in the selected studies are available for the public and some 

are not available which is listed down in table 11. All the identified proposed tools are relevant to 

studies of verification and identification of abnormal behavior, security feature of OEP, question 

bank generation with multiple techniques and evaluation feature etc. Moreover, 14 important 

techniques which are mostly used in this time duration are found and 10 datasets including both 

public and private are identified. 

However, it is evident from the analysis results that none of mentioned framework intended for 

the cheating prediction in under development countries with low bandwidth requirement of 

network. Furthermore, the offline monitoring during online examination is not conducted in any 

framework. These studies were further analyzed based on the standards that the frameworks are 

monitoring activities during offline. This help us identify another important gap in the literature 

i.e., none of the studies done so far has proposed a technique or framework for the offline 

monitoring under minimal bandwidth of network which is the need for the les development 

countries. 

Analysis from commercial perspective has been presented in Section 2.2 and a summary of 

commercial tools for cheating prediction in different languages is presented in table 11. As per 

analysis results none of the tools predicts the cheating during offline or network is not available. 

These tools focused more                on improving the maintainability of software rather than ease of use of 

the software. Similarly, none of the commercial tools check cheating prediction with respect to 

complexity of architecture, integration with existing software and network infrastructure.  

The gap identified can be summarized in the following three major points: 

1) Existing studies focus on automating online examination proctoring, but no study found which 

address on “Offline monitoring” feature particular for less developed countries.[1] 

2) Tools available in literature or commercially hard to find for continuous monitoring using 

minimal internet bandwidth requirement. 
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3) No open-source tool support in literature and industry that provide cost effective integrate able 

solution with existing CMS or ERP. 

4) In studies most of the frameworks require training but no study found which address the ease 

of use of application.  

5) Hence, there is a need for open-source tool for the real time online examination cheating 

prediction that suits for under developing countries with ease, low network bandwidth 

requirement and must be cost effective. 
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CHAPTER 3: PROPOSED METHODOLOGY 

 
As discussed, earlier anti-cheat online examination system can greatly mitigate the problems 

on online exam proctoring in less developing countries and provide cost effective solution. As 

detailed analysis is shown in above section for proposed and commercial solution which are 

indeed provide cheating prediction but due to high cost and other factors these solutions are not 

adoptable in less developing countries. Many tools provided great authentication methods which 

are respect to detecting the cheating behavior of the students. Also, many other algorithms have 

been proposed to enhance the accuracy and performance of the solution. Hereby, all the provided 

proposed and commercial solutions are not better option for under developing countries such as 

Pakistan. Hence, we have proposed and open-source tool that will predict the cheating behavior 

of the students when internet is not connected, or offline mentoring will be conducting with less 

complex network infrastructure. 

The purpose of this chapter is to give a detailed description of the concepts used in the proposed 

solution. Sub section 3.1 presents our solution idea for the problem discussed in previous section. 

Sub-section 3.2 discusses our proposed system Workflow and onwards the proposed 

methodology is discussed in sub section. Then cheating prediction Similarity and rules are 

discussed in Sub-section 3.5 and 3.6 respectively.  

 

3.1. Solution Idea 

 
Our Solution idea is to create an anti-cheat framework online examination that: 

➢ Ensure software usability 

➢ Automate continuous offline monitoring  

➢ Implement low bandwidth network requirements 

➢ Easy to integrate with CMS or ERP Solutions 

➢ Detect cheating prediction based on NLP 

➢ Generate automated reports to cloud.  
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3.2. Proposed System Workflow 

 
A workflow diagram of the proposed system is presented in Figure 6. The workflow is explained 

in the following major steps. 

 

 
Figure 6- Proposed System Workflow 

3.2.1. Cloud Based Architecture Specification 

In this section Software architecture is explained which is necessary for any system to 

breakdown into component and how these components communicate with each other in 

effective manner that improve the efficiency of the model. In our proposed framework as 

shown below in Fig.1, we have used cloud-based architecture pattern which is distributed 

computing architecture that allocate the task between client and cloud server.  

To automate the process for online examination conduction it is beneficial to remove 

dependency layer of integrating the desktop application with server preferences. To develop 

the stable desktop-based automation proposed framework uses cloud-based architecture pattern 

that suits best as explained below:  
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3.2.2. Client / User layer System Functionality   

In this section we will describe the client-side desktop-based application flow that is in AOCPS 

what the requirement are to build the desktop application which will be available to the users to 

install in their operating system and achieve the objective of this study. On client side only one 

user role is operating the application that is Student who supposed to appear in examination 

and finish the exam. Another role is come into picture that is Administrator to create the 

examination repository on cloud storage and monitor the cheating prediction of the students by 

generating the reports.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7-Cloud Based Architecture 

Figure 8-Client Application Flow 
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There are following modules available on client-side desktop application. 

1. Desktop application source files on GIT (Open source & executable file) 

2. Authentication  

3. Visualization Realtime MCQs Question Bank 

4. Keylogging  

5. System Processes/ applications Monitoring 

6. Browser History Monitoring 

7.  Mechanism for Dataset generation 

8. Evaluation of Exam Conduction (Client-Side)  

3.2.3. Desktop application Installation on Client Side 

As the proposed framework is implemented by creating the desktop application for students 

who are supposed to appear in examination and attempt the test. To keep the application 

user friendly and easy to access for all users, an executable file is created which will be 

available on GIT repository to download and installed on any operating system by users. 

Once user has installed the application successfully next step to proceed with 

authentication. 

3.2.4. Authentication  

In this step, once user has installed the application successfully the login screen will be 

shown to authenticate the student. There are many authentication methods available which 

are used in literature but to achieve the objective of framework i.e., to conduct the cost 

effective and quick authentication student ids and passwords are pre generated by 

administration and provided to student via emails.  

 

 

 

 

 

 

 

 

 



53  

3.2.5. Visualization of Realtime Question Bank 

In this step, when user has successfully logged in to the application, an interface will be shown to 

attempt the exam. Here all the MCQs based questions was created by administrator and available 

on cloud storage. Here some validations are applied in designing the framework such as in case 

examination time exceeds the allotted time then a mechanism should be available to submit the 

examination in given time frame. For this purpose, timer function is used which is available from 

C# library, which will be enabled to monitor the execution time of the exam.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9-User Authentication Flow 

Figure 10-Question Bank Generation Flow 
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3.2.6. Keylogging 

The objective of the proposed automated cheating prevention framework is based on this feature. 

The automated framework is designed in such a way to detect the user keystrokes hiddenly as soon 

as user start the examination, tracking gets started. The approach is designed with multiple 

perspective such as student should not be aware of tracking or monitoring activity on the operating 

system while attempting the question paper. 

Entire user’s keyboard is captured while attempting the question paper. The approach is designed 

for below concerns: 

➢ What if user type invalid or special characters which are not useful in predicting the 

cheating of the student?  

➢ Does key logs captured of only current date or when examination is being conducted? 

➢ How does the key logs only captured of certain time frame while student is attempting the 

paper? 

➢ How record of real time key logs generated and saved for future evaluation? 

To ensure all the above concerns, the framework is designed to mitigate the chances of inaccurate 

and incomplete data should not be collected. Also, the approach is implemented to utilize the 

maximum prediction algorithm performance. 

3.2.7. System Application History Monitoring  

As discussed in above section user’s keystrokes are logged hiddenly and stored in a local user’s 

directory, likewise user’s applications which are being used during the examination attempt or 

tracked hiddenly. 

Figure 11- Key Logging Flow 
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Figure 12- Application History Monitoring 

The monitoring of application is also play important role in predicting the cheating probability 

during examination. There is many software available that prevent the user to open the browsers, 

restriction on closing or minimizing the window, but the proposed framework is designed to let user 

use all the application such as, browsers, communication or chatting desktop application, Skype, 

Microsoft office, WhatsApp, massager apps and many others.  Another concern raised about the 

background processes running on user’s system  

The following concerns are facilitated while designing the approach for application history 

monitoring. 

➢ The tracking of the application will only be tracked while user is attempting the question 

paper. As soon as user completed the examination and submit the paper successfully the 

application tracking will be logged off.  

➢ In case, user has already opened many applications which are mentioned in below section 

then function is designed that trim out old application processes which are being used in 

background processes on user’s system.  only count current date and time applications on 

which examination is being conducted.  

➢ By implementing the above rule, the dataset is more precise and increases the performance 

of the prediction algorithm.  

➢ In case, user open and close the application multiple time then code is designed to track it 

properly and maintain the logs, for this purpose a logging loop cycle run after every one 

minute to refresh the application history and add or replace the concurrent event and logged 

into application history.  

➢ The monitoring time of all the processes is also logged that help in predictive analysis and 

achieve the aim of the proposed solution. 
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To cutdown the number of applications and browsers, the approach is being used by selecting 

specific number of browsers and applications which are listed below.  

Also, the approach is designed in such a way that above rule which is selection of specific number 

of applications and browsers could be scaled up in future. 

➢ Specific browser includes, chrome, Safari, Firefox, Internet explorer, Opera and Microsoft 

edge.  

➢ Communication or chatting application includes, Skype, WhatsApp, Microsoft PowerPoint, 

PDFs, MS word, MS excel.  

3.2.8. Mechanism for Dataset Generation 

The crucial part to train any algorithm is to provide useful data on which some sets of procedures 

are implemented and achieve the objective of the proposed framework. Now in this section the 

mechanism will be discussed to convert gathered user’s data into a useful dataset.  

As all the user’s key logs, processes, browsers and applications are being monitored and must be 

stored somewhere to keep the record of these for future processing. For this purpose, below 

mechanism followed up for dataset generation:  

 

ELT Approach: The ELT stands for extract, load, and transformation. The data flow of ELT relies on 

three steps.  

The first step is the extraction of data from pool of various sources, in our research the source of data is 

Figure 13- ETL Data Generation Approach 
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user’s real time key logs, application or browser history. Here full extraction method is used i.e., all key 

logs records and being extracted and saved in a user’s system local directory where application is 

installed and being used. The purpose to use full extraction method is to ensure all data is being 

captured and can be filtered in later stages of transformation. Here raw and unstructured data is saved in 

form text files. The data is unstructured and categorized in two different files. All the user’s key logs 

are saved in one text file and all the other applications and browser’s history is saved in different files. 

Eventually two different text files are extracted and saved in user’s directory which will be used in 

further processing.  

       Now in second step of ELT approach, extracted data files will be loaded up to a central storage from 

where it can be accessible and transformed for further processing. As discussed in above section cloud 

server architecture is used and here already stored data at user’s local directory will be loaded on cloud 

server. The purpose of the ELT approach is basically utilizing the loading of raw data directly to the 

target cloud location which is more efficient process. The application is being utilized by the multiple 

user’s folder structure is created while loading the extracted data files on cloud server with each user’s 

name who is attempting the examination. The purpose to generate the folder structure with each user’s 

name is to categorized data files which can be utilized in further transformation and algorithm that helps 

to generate the final cheating prediction against each user.  

The third step of ELT is data transformation. The data transformation is the process of different 

activities aiming to prepare the data that fit’s to required parameter of another system. Here 

transformation is taking place by third party python libraries that converts the data into arrays to use it 

for further processing. The data processing or cleaning is explained in section 2.3.  

Data quality: During monitoring and logging the data into files few quality matrices are ensured. Here 

one key factor to manage the redundancy of the key logs by keeping the date and time stamp in record 

while logging. The date and time stamp are logged whenever user attempt the examination.  

This timestamp is recorded because to ensure data fragment collected in that timeframe when the 

examination is conducted. This additional validation ensures the predictive analysis is more accurate to 

the respective user’s activity performed during the examination. As discussed in section 2.2.3, the 

monitoring activity starts as soon as user start the examination and ended up when examination is 

submitted. During this time frame a timestamp also benefit when user attempt any other examination in 

future and the previous user’s record will be available along old date and time stamp.  

The application and browser’s history monitoring are also logging with a date and time stamp that helps 

in collecting the particular data fragment collection during predictive analysis. The redundancy of the 

dataset is also managed by removing the duplicate processes. The mechanism of removing the same 

processes is handled by updating the logged time. This iteration of updating all applications and 
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browser’s history by running iterative cycle after every one minute, explained in above section 2.2.5.  In 

this way the redundancy of the data is mitigated, and size of test data reduced which enhanced the 

predictive analysis performance.  

 

3.3. Cloud Sever System Functionality 

3.3.1. Data cleaning and Pre-processing  

Firstly, the available data gathered is not clean and may have invalid characters or errors that affect the 

overall productivity for the highest information in decision making. For this purpose, data cleaning 

through CSV readers due to raw dataset which are available in Text form and cleaning process applied 

on multiple categories of dataset i.e., Question bank, key logs and browser history or applications 

dataset.  

Firstly, data cleaning process is applied on key logs data. As entire keyboard is captured during the 

examination conduction so that any information could not be skipped. The capturing took place keeping 

the QWERTY keyboard as a base keyboard and set rules accordingly to clean data. As only meaningful 

data is required from key logs data file, for this purpose special characters are removed by defining 

these in a list of arrays.  

 

Figure 14- Data Cleaning and Pre-processing 

The above list of special characters will be removed from key logs. Now the raw data also included 

some extra spaces and all types of brackets then these are also cleaned from key logs data file.  

 

Now, all special characters, spaces and brackets are cleaned now convert the list of data file into 

separate lines to pick all meaningful words line by line during processing of the data.  
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In above entire key logs data is cleaned and can be processed in further steps. Now browser and 

application history will be cleaned. Here all the special characters are also removed and split the data 

into browser’s array and another array for applications.  

3.3.2. Set Rules for Browser and Applications 

In this step, cleaned and pre-processed data will be executed with different rules which will help in 

enhancing the accuracy of result then stored them in further processing. As there are hundreds of 

application processes and list of browser’s data is available, but we filtered only selected data which 

can server with the better prediction of the proposed model. Following list of browsers and applications 

are shortlisted which are being utilized in further processing. 

 

For this purpose, few sets of browsers are defined in an array to filter only those data which are coming 

from pre-defined browsers for example, Chrome, Firefox, Microsoft edge, safari and opera are listed 

down. On other side few applications such as WhatsApp, Microsoft word, skype, notepad and 

PowerPoint are listed to store data in a separate array from these applications.  

 

Now mechanism is defined to set flag on all the applications, i.e., if found any application from above 

array then put FlagCount = 1, this indicates the application is being used while monitoring real-time 

processes as shown above. Likewise, only selected browser’s processes will be fetched out from the 

data file and removed extra spaces from list and store in a list for further processing. 

 

3.3.3. Set Rules to Calculate Weight / Time for Browser  

Now, once cleaned, pre-processed data is filtered out according to above rules then new rule will be 

used to calculate the total time of the processes being logged during the monotiling of the 

processes. For this purpose, firstly, only current date data, which is logged during the examination 

will be captured, and old history will be truncated. Here, time stamp is logged in a format 
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“Day/Hour/Minutes/Seconds/Milliseconds”. As the day attribute will be truncated to apply the 

prediction of the single test and rest of the time will be utilized.  

 

The rule specifically applied to mitigate the chances of errors in decision making. The less focused purpose 

of this rule to increase the radiality of the proposed system so that authentic results are generated.  

4. Proposed Prediction Algorithm 

All the Prediction model uses historical data to predict the future event and suggest the optimal 

actions to take. For this purpose, the cleaned and pre-processed data is passed through multiple set of 

rules that help in making the data useable for prediction model.  

There are multiple techniques available to train the model, but our prediction model used TFIDF 

technique that gives better accuracy measures which is explained in below section. 

4.2. Feature Extraction Technique  

As feature extraction is an important part of training any model and to achieve higher accuracy. 

There are number of feature techniques are available, but TF-IDF is used that gives more accurate 

results on our pre-processed data. As two different statistical methods are used first term is TF (Term 

Frequency) that gives the total number of times a term appear in the document in contrast with total 

number of all words present in the document. In comparison IDF (Inverse Document Frequency) 

help to measure that weight of the given words in document and give which are common and rare 

number of words are used in entire document.  

Before processing the data with TF-IDF, stop words are removed to lower the dimensional space of 

both documents, key logs and application or browser history. The built in NLTK corpus library is 

used to remove soapworts which comparatively more efficient and effective than other libraries.  

As TFIDF is the dot product of two vectors and here the algorithm is designed with two different 

combinations are used, one dot product or TFIDF is calculated with combination of Question bank 

and key logs and other is Question bank with Browser history. The purpose of the different 

combinations is ultimately increasing the accuracy and precision measure of the prediction model by 

getting different similarity measures as explained below. 

4.3. TF-IDF for Question Bank and Key logs Data 

As the TFIDF works with dot product of two vectors here one vector is utilized as list of questions 

and second vector for key logs list to find the similarity. First both questions and key logs data is 
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combined and put it in an array. As the key log data is already cleaned in pre-processing step but to 

make the visibility of results after combining the data, special characters are re checked in document 

and removed along stop words. Below is the mechanism followed to find TFIDF for question and 

key logs data.  

 

Now to find the key similarity of the above vectors we have used the dot product of above vectors as 

shown below.  

 

4.4. TF-IDF for Question Bank and Browser Data 

In this step we will again combine the data of questions and browser’s history that specifically 

searched by user on specific browsers and put it in an array. As the browser’s history is already 

cleaned in pre-processing step but to make the visibility of results after combining the data, special 

characters are re-checked in document and removed along stop words. Below is the mechanism 

followed to find TFIDF for question and browser’s data. 

 

Now to find the key similarity of the above vectors we have used the dot product of above vectors 

as shown below.  

 

4.5. Average Similarity of Key Logs with Questions  

In above steps the TFIDF is calculated with two different combinations and now the same results 

will be utilized to calculate the average similarity of the results with respect to question. This result 

will be processed in coming steps for cheating prediction.  

Here firstly, we have calculated average similarity of key logs with respect to all questions then, we 

have calculated average similarity of browser’s history with respect to each question 

as shown below: 
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4.6. Converting Average Similarities to Probabilities 

All the results calculated above are stored in list as an average result that needs to be convert in 

probability that normalize the values and give results. The input of values is taken in form of vectors 

which are stored in list above then convert them in vector of probability with given formula:  

 

  

 

 

 

 

 

As the above formula uses the vector of some input data as we have in form or average similarities of 

keys and browser’s history with respect to questions then this result will be passed from SoftMax 

function imported from python library.  

 

As above function will store the probability vector is two variables “Search_results” and “Key_results” 

and then total prediction can be calculated from these two variables.  

 

4.7. Average Cheating Prediction Rule  

In this step all the results we get from TFIDF, average similarities and probability results will be 

utilized by given percentage. As of now the cheating prediction rule is required to give weightage to 

the results because we have multiple sets of results with key logs, browser history and applications.  

The rule is defined to give weightage to all of data as below: 

 

 

 

 

 

 

 

Figure 15- Formula for Probabilities 
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Table 12- Cheating Prediction Weightage Distribution 

 

Similarity Elements 

 

Weightage% 

 

Total 

 

Key logs & Browser History Similarity (80%) 

Key logs Similarity 40% 40% 

Browser History 

Similarity 

60% 60% 

Key logs Similarity + 

Browser History 

Similarity 

40+60% 80% 

 

Apps History (20%) 

 

Apps (WhatsApp/ 

Notepad / Skype / MS 

Word)  

20% 20% 

 

Key logs & Browser 

History Similarity (80%) 

 + 

Apps History (20%)  

80% + 20% 100% 

 

Now browser’s history and key logs are multiplied with percentage as defined in the rule and save 

the results in variables.  

For application’s data below formula is applied and save the results in variable. Here WhatsApp 

flag is given double weightage and multiplies with the value 2. 

Now, to combine the above results below formula is applied and total cheating prediction is 

calculated.  
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CHAPTER 4: IMPLEMENTATION 

 
This chapter provides the implementation details of our proposed framework. Section 4.1 This 

chapter provides the implementation details of proposed framework. Section 4.1 describes the 

architecture of our framework. Section 4.2 describe the description of the .Net technology. 

How cheating prediction algorithm is used described in Section 4.3. Finally, the client and 

administrator tool interface along with description is presented in Section 4.4 & 4.5. Our tool is 

open source and can be found here [1]. 

4.1. Automated Online Cheating Prevention System 

Tool support is an important factor to increase the productivity of software development. A tool support 

architecture to support the framework is shown in Figure 4.1. The architecture comprises of two main 

components i.e., Client Side and Server Side. On Client-side visual studio framework and its subcomponents 

and utilities. The other one is server -side implementation tools which is anaconda also having different sub 

modules. .Net framework is used that provide the visual designer-based window forms to build the front end of 

desktop application.  

Here multiple libraries such as cloudinary and Excel reader libraries are used in C# windows form application. 

There are also multiple libraries are available are used with in the .net framework to generate the user interface 

(UI) also to generate the dataset text files. The anaconda python compromises of multiple libraries which are 

used to build the cheating prediction algorithm. The dataset files generated by the C# window form application 

are used by the anaconda python and processed under different libraries mentioned in below diagram. To 

generate the results cloudinary APIs are used and explained in detail in Section 4.5.   

Figure 16- Architecture Diagram for Tools and Techniques 
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4.2. Client-Side Implementation  

 
4.2.1. C# Window Forms & .Net Framework 

.Net is one of the popular developer platforms build with various tools, programming languages and 

libraries that support to build many different types of applications, running websites, services, desktop 

applications on windows.  

The architecture of the .Net framework is have two major components i.e., CLR and class libraries. 

All those applications written in different supportive .net languages such as c#, F# and visual basic is 

compiled into common intermediate language (CIL) then compiled code is stored in assemblies .dll or 

.exe files. When application runs the common language runtime (CLR) takes above assembly code 

and uses just-in-time-compiler (JIT) to run into machine code which executes in specific architecture 

of the computer.  

 

Some major features of .Net / C# Window form are:  

Rich interactive UI: The C# window form feature of the .Net framework provides the set of development 

feature including the graphics, control, data binding, drag-drop features. Also, the set of merged libraries such 

as reading and writing to the system files. The window forms are created with various controls of displaying the 

data and accept the user input that communicate with remote computers over network.  This technology is 

useful in our proposed framework to show examination paper in the UI and store meaningful data or 

information in the form of files which utilizes in generating results easily. 

 

Display and Manipulate Data: Window forms provide the flexible control to show the data in any format. The 

Figure 17-.Net Framework and Design   Some major features 
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form control functions such as on-click actions to retrieve and sent data with various expose methods. The data 

manipulation in our proposed framework is useful with external cloudinary APIs to send the data files on cloud 

server. The window forms libraries such as excel reader and writer utilizes to store the data files locally in 

user’s system. The application setting feature addresses the requirement of saving the data file to default 

locations.  

Deploy Apps to Client Computer: Once client desktop application is built then it must send to the users to 

install and run on their system. The build-in libraries to generate the .exe files are helpful to fulfill the 

requirement. This feature also helps in our proposed framework as the client users are students and this 

application is intended to install in multiple operating systems. 

Tool Support: As the .Net framework is most popular due to above few features and have largest user 

community and tool support. 

Flexibility:  The tool is highly customizable as per the scalability of the application.  

4.2.2. Generated Data Files 

The front-end application once installed and executed the background process and 

keystrokes are monitored and two files generated in the user directory. Once these are 

saved in the local user’s directory then uploaded on the cloud server explained in section 2. 

 

Figure 18- Dataset Generated files 
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4.2.3.  Authentication Feature 

In this feature, once user has installed the application successfully the login screen will be shown to 

authenticate the student. There are many authentication methods available which are used in literature 

but to achieve the objective of framework i.e., to conduct the cost effective and quick authentication 

student ids and passwords are pre generated by administration and provided to student via emails.  

 

 

4.2.4. Visualization of Realtime Question Bank 

In this step, when user has successfully logged in to the application, an interface will be shown to 

attempt the exam. Here all the MCQs based questions was created by administrator and available 

on cloud storage. Here some validations are applied in designing the framework such as in case 

examination time exceeds the allotted time then a mechanism should be available to submit the 

examination in given time frame. For this purpose, timer function is used which is available from 

C# library, which will be enabled to monitor the execution time of the exam.  

 

 

 

 

 

Figure 19- User Authentication Flow 
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4.2.5. Keylogging 

The objective of the proposed automated cheating prevention framework is based on this feature. 

The automated framework is designed in such a way to detect the user keystrokes hiddenly as soon 

as user start the examination, tracking gets started. The approach is designed with multiple 

perspective such as student should not be aware of tracking or monitoring activity on the operating 

system while attempting the question paper. Entire user’s keyboard is captured while attempting the 

question paper. 

The approach is designed for below concerns: 

➢ What if user type invalid or special characters which are not useful in predicting the 

cheating of the student?  

Figure 20- Question Bank Generation Flow 

Figure 21-Key Logs Generation Flow 
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➢ Does key logs captured of only current date or when examination is being conducted? 

➢ How does the key logs only captured of certain time frame while student is attempting the 

paper? 

➢ How record of real time key logs generated and saved for future evaluation? 

To ensure all the above concerns, the framework is designed to mitigate the chances of inaccurate 

and incomplete data should not be collected. Also, the approach is implemented to utilize the 

maximum prediction algorithm performance. 

 

4.2.6. System Application History Monitoring  

As discussed in above section user’s keystrokes are logged hiddenly and stored in a local user’s 

directory, likewise user’s applications which are being used during the examination attempt or 

tracked hiddenly. The monitoring of application is also play important role in predicting the 

cheating probability during examination. There is many software available that prevent the user to 

open the browsers, restriction on closing or minimizing the window, but the proposed framework is 

designed to let user use all the application such as, browsers, communication or chatting desktop 

application, Skype, Microsoft office, WhatsApp, massager apps and many others.  

 

Another concern raised about the background processes running on user’s system  

The following concerns are facilitated while designing the approach for application history 

monitoring. 

➢ The tracking of the application will only be tracked while user is attempting the question 

paper. As soon as user completed the examination and submit the paper successfully the 

application tracking will be logged off.  

Figure 22- Application History Monitoring 
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➢ In case, user has already opened many applications which are mentioned in below section 

then function is designed that trim out old application processes which are being used in 

background processes on user’s system.  only count current date and time applications on 

which examination is being conducted.  

➢ By implementing the above rule, the dataset is more precise and increases the performance 

of the prediction algorithm.  

➢ In case, user open and close the application multiple time then code is designed to track it 

properly and maintain the logs, for this purpose a logging loop cycle run after every one 

minute to refresh the application history and add or replace the concurrent event and logged 

into application history.  

➢ The monitoring time of all the processes is also logged that help in predictive analysis and 

achieve the aim of the proposed solution. 

➢ To cutdown the number of applications and browsers, the approach is being used by 

selecting specific number of browsers and applications which are listed below.  

Also, the approach is designed in such a way that above rule which is selection of specific 

number of applications and browsers could be scaled up in future. 

o Specific browser includes, chrome, Safari, Firefox, Internet explorer, Opera and 

Microsoft edge.  

o Communication or chatting application includes, Skype, WhatsApp, Microsoft 

PowerPoint, PDFs, MS word, MS excel.  

4.2.7.  Network Infrastructure Handling 

4.3. Server-Side Implementation 

We have handled the network dysconnectivity of internet during online examination on the client 

side by using the Microsoft Network API, as soon as network is disconnected the student shall not be 

able to submit the exam while monitoring is ongoing in background as mentioned in above sections. 

 

4.3.1. Anaconda Python 

The anaconda python is the open-source tool popular worldwide for building and training the machine 

learning algorithms. Our proposed methodology required some free open-source libraries to build the 

model which can process and generated the required results. For this purpose, various open-source 

packages are available such as to clean the data and pre-processing purpose pandas and NumPy libraires 

are used to manipulate the data into data frames and operate numeric calculations discussed in section 3.  

Now, anaconda python tool will utilize data set files which are generated from front-end application and 

generate the prediction by using various python libraries such as pandas, NumPy, SoftMax, file readers 
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etc. The results generate from key similarities are used to generate the final prediction and results are 

uploaded on the cloud storage with student name and roll number in the form of CSV sheets. Below 

prediction algorithm code example is shown which is described in section 3.  

4.3.2. Fetch Dataset files & Utilize  

The dataset generated files which are explained in above section 4.2.2. The administrator will download 

the files from cloud server and store it in local directory of python folders where it will be utilized to run 

the prediction algorithm. 

4.3.3. Algorithm 

The final cheating prediction is calculated form key similarities of different vectors explained in section 3.1. Here 

example code is shown in below Figure.  

Once the final prediction is calculated then the results are uploaded to cloud storage with student name and roll 

number in the form of CSV sheets. 

4.4. Tool Interface 

As discussed in section 2.2.1, application will be installed and user open the application, login 

interface shown in figure. Users enter name and roll number (password) which is provided by 

administrator through email and click login.  

 

 

Figure 23- Fetch Dataset File & Utilization 
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Once user is login successfully then question (Mcqs) window is shown to user as explained in above 

sections for question bank visualization and interface is shown below. Here allotted time count for 

examination started as soon as user is shown with questions and click on “Submit Test” the data files 

are saved in local directory and uploaded to cloud server explained in section 2.2.4.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 24- Client-Side Application Interface 

Figure 25- Application Interface II 
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The uploaded files will be saved in cloud storage with student name and roll number as shown above in figure.  

From here administrator will download the data set files and will use in processing the cheating prediction as 

explained in section 2.3.1. Now the python script will be converted into executable file to make the 

administrator side interface user friendly. For this purpose, Pyinstaller tool is used that converts the python 

scripts into executable file.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Now data files will be collected by administrator and pasted in the python director folder “content” and 

administrator will run the application “keystrokesimilarity”.  

 

Figure 26- Cloud Server Data Folders 

 

Figure 27-Python Script Folder 
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administrator run the python application results are generated and uploaded to cloud storage with student name and 

roll number. As discussed in section 2.3 and 3, the proposed framework techniques will be executed by running this 

python executable file. The python code is made executable by using tool Pyinstaller. The cheating prediction user 

interface is made more user friendly and results generation logs are also be shown during the execution of the 

python code.  

 

Figure 28- Executed Python Script 

Figure 29- Automated Cheating Prediction Report on Cloud Server 
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Upon executing the python application acknowledgment is shown “file uploaded to server” and can be found 

by administrator on cloud account as shown below. Also, administrator can download the result file which is 

uploaded automatically from python executable file.  

The anaconda python is the open-source tool popular worldwide for building and training the 

machine learning algorithms. Our proposed methodology required some free open-source libraries to 

build the model which can process and generated the required results. For this purpose, various open-

source packages are available such as to clean the data and pre-processing purpose pandas and 

NumPy libraires are used to manipulate the data into data frames and operate numeric calculations 

discussed in section 3.  

Now, anaconda python tool will utilize data set files which are generated from front-end application 

and generate the prediction by using various python libraries such as pandas, NumPy, SoftMax, file 

readers etc. The results generate from key similarities are used to generate the final prediction and 

results are uploaded on the cloud storage with student name and roll number in the form of CSV 

sheets. Below prediction algorithm code example is shown which is described in section 4.3
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CHAPTER 5: VALIDATION 
 

This section presents the validation of our proposed framework with the help of collecting 

sample data at Saudi Electronic University (SEU). Section 5.1 discusses the validation procedure 

and results. Section 5.2 and its subsection discusses the in-detail validation. 

 

5.1. Validation Process 
 

Our framework is validated from the Saudi Electronic University (SEU). We have selected 12 

different windows operating system and installed the software application through executable file 

in each system. Now we have taken 12 students to attempt the exams on each system for two 

subjects mentioned in below table 5.1. From each student we have collected 2 files. One is 

keystrokes data file and other file is containing user’s system processes and browsing history. 

Table 13- Exam Project Sample Details 

 

 

 

 

 

 

Now further we have evaluated our framework by analyzing each student to attempt cheating in 

one subject and in other to not attempt the cheating. In this way we have compiled the results 

against each subject which are explained in section 5.2. 

5.2.  Test Project Details 

5.2.1. Non-cheating test scenario with Database subject: 

The first five student out of eleven are asked to open the exam “Database” and the total time is 15 

minutes. In this subject the student is asked to not attempt any cheating i.e., opening any 

application or browse on internet and submit the exam. In this case we have received both files 

“Key logs” which is containing the keystrokes and “process” file which contain all the processes of 

the system. Here below applications are already closed during exam attempt. 

• Skype 

• WhatsApp 

• MS PowerPoint 

Sr # Name of Subjects No of Students Cheating Class Files (Per Student) 

1 Database 11 N = Non-cheating Case 2  

2 Networking 11 Y = Cheating Case 2  
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• Notepad / PDF 

The final computation of the of the cheating score is calculated by the script. We have TF-IDF 

score calculation in the code that predicts and give final score then further results are converted 

into percentage as shown below. 

 

In this function “Tfidfvectorizer ()”, previously cleaned data is used and first step to calculate the 

prediction is by removing the stop words from both datasets (Keystrokes & processes). Then both 

datasets are combined and then removing the special characters from arrays. Then TF-IDF is 

calculated and at the last final value is converted into probabilities through function called 

“SoftMax” as shown below: 
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Prediction Results: 

Our framework has found none of the process from above list. Also, irrelevant keystrokes are 

detected as shown below: 

 

 

Here are the results calculated based on dataset files. In all of the students our framework detected 

minor value for cheating that may cause through any process. Below table is shown with cheating 

score.  

Table 14- Non-Cheating Case Results 

 

 

 

 

 

 

 

5.2.2 Cheating Test Scenario with Database subject: 

The other six student out of eleven are asked to open the exam “Database” and the total time is 15 

minutes. In this subject the student is asked to attempt cheating i.e., opening any application 

(notepad, skype, PowerPoint, WhatsApp) or browse on internet and submit the exam. In this case 

No of 
Students 

Subject Cheating Class  
N = Non-Cheating Case 

Cheating 
Score 

1 Database N 0 

2 Database N 0.005175358 

3 Database N 0 

4 Database N 0 

5 Database N 0 
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we have received both files “Key logs” which is containing the keystrokes and “process” file 

which contain all the processes of the system. Here below applications are opened during exam 

attempt. 

 

• Skype 

• WhatsApp 

• MS PowerPoint 

• Notepad / PDF 

The final computation of the of the cheating score is calculated by the script. We have TF-IDF 

score calculation in the code that predicts and give final score then further results are converted 

into percentage as shown below. 

 

In this function “Tfidfvectorizer ()”, previously cleaned data is used and first step to calculate the 

prediction is by removing the stop words from both datasets (Keystrokes & processes). Then both 

datasets are combined and then removing the special characters from arrays. Then TF-IDF is 

calculated and at the last final value is converted into probabilities through function called 

“SoftMax” as shown below: 
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Prediction Results: 

Our framework has found all the process from above list. Also, relevant keystrokes or browsing 

history is found in key log data which Matiches the question paper as shown below: 

 

 

As you can see the processes are monitored in above list are fetched from system through our 

script and saved in a file. The pre-processed data is shown below. 

. 
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Also, all keystrokes are stored and after data pre-processing it is found that keystrokes and 

browsing history have similarity with the exam questions. Hence based on that the overall average 

cheating score is shown in below table.  

Table 15- Cheating Case Results 

 

 

 

 

 

 

Now, our framework has tested the offline monitoring module which is handled on client side. To 

validate this function, we have asked three students to disconnect the internet during examination 

and try to submit. As soon as students perform this action out framework has handled the internet 

connectivity method as shown in below figure. 

 

 

 

 

 

 

 

 

No of 
Students 

Subject Cheating Class  
Y = Cheating Case 

Cheating 
Score 

1 Database Y 17.6543 

2 Database Y 11.349 

3 Database Y 12 

4 Database Y 12 

5 Database Y 12 

6 Database Y 0 
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The below function checks the connectivity of at the user’s system and if internet connection is not 

connected then show a pop-up message to connect the internet and then try to submit as shown in 

figure 30. 

All the above process mentioned in 5.2.1 and 5.2.2 is repeated with “Network” subject for both 

cheating and non-cheating cased. Also, results are shown in below table. 

 

 

 

 

 

 

Figure 30- Network Connectivity Handling 

Figure 31- Internet Connectivity Function 
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Table 16- Prediction Results for Cheating and Non-Creating Cases 

  

 

 

 

 

 

 

 

 

 

 

 

To validate our claim that accurate and high accuracy cheating prediction results, we have 

calculated the accuracy, precision and recall of final cheating results detected by our framework. 

To calculate all the measurements, we have used their generic formulas as explained below.  

 

Accuracy: The Accuracy measure we have used to validate that at what extent framework predict 

the correct results. As from above formula we know that the sum of true positive and true negative 

will be calculated and divided by the total numbers of samples. Hence this formula will give us the 

numbers how accurate our framework predicts cheating. 

No of 
Students 

 Subject Cheating Class  
N = Non-Cheating Case 

Y = Cheating Case 

Cheating 
Score 

1 Network N 0 

2 Network N 0.36 

3 Network N 0 

4 Network N 0 

5 Network N 0 

6 Network Y 12.36757895 

7 Network Y 12.36 

8 Network Y 0 

9 Network Y 12.34971429 

10 Network Y 12.34971429 

11 Network Y 0 

Figure 32- Precision, Recall & Accuracy Formula 
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                True Positive + True Negative 

                                    Accuracy =   

                                                                      Total Samples 

 

Precision: The precision metrics tell us how accurate the model or framework out of all the 

predictive positive how many out of these are actual positive.  Thus, this metrics is good measure 

to determine when we have the false positive high and low. Below formula calculate the precision. 

     

                             True Positive  

                                    Precision =   

                                                            Total Predicted Results 

 

Recall: This metrics tell us how many of the actual positive in our model is detecting when we 

have labeled it as positive (True Positive). Below formula calculate the recall. 

 

     

                         True Positive  

                                    Precision =   

                                                            Total Actual Results 

 

The results calculated from above formulas are shown in table. The analysis is shown that our 

framework has predicted 90% accuracy, 100% Precision and 83% recall. Below table is shown 

with all testing projects results. 

Table 17- Total Prediction Results in Percentage 

   

   

 

 

 

 

 

 

 

 

 

  

Project Metrics Score 

P1 Accuracy 0.909090 

P1 Precision 1.00 

P1 Recall 0.833333 

P2 Accuracy 0.818181 

P2 Precision 1.00 

P2 Recall 0.833333 
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CHAPTER 6: Discussion and Limitation 
 

6.1. Discussion  

From the research it has been analyzed that in pandemic COVID19, online exam proctoring 

systems are vastly used by various institutions around the globe and particularly the system adopted 

by developed countries. The OEM have a lot of benefits such as, time saving, reduce cost for 

conducting physical exams and use of other resources. In the parallel where all the online 

examination proctoring solutions are giving benefits where student dis honestly has increased and 

that created the need to introduce the monitoring solution to overcome this dishonesty and, in this 

regard, much research have proposed framework which utilizes latest technology algorithms and 

equipment to reduce the cheating or di honesty of the students. But many factors have made the 

online examination proctoring solutions very costly, and a lot of hardware equipment are required 

to adopt the OEM solutions which is particularly difficult to manage for less developed countries.  

Hence, there is need to propose a cost-effective solution for less developed countries and no tool is 

available which provide integrate able solution which is also cost effective.  

Our open-source framework for anti-cheat online examination in Pakistan has proposed that ensures 

improved ease of use of software and cheating detecting during offline monitoring and low network 

bandwidth. The proposed framework used NLP technique to find out the cheating prediction on 

student’s monitoring process and data. The benefit of using the NLP technique to generate the high 

accurate results as per studies. Now to make the cost-effective solution the framework is developed 

using cloud technology that also help to monitor the offline processes or activities and ultimately 

provide the usability of minimum internet bandwidth requirement. We have used several .Net 

libraries to manage the student system’s processes, monitor key logs, question bank visualization, 

and manage offline monitoring and then generate report for cheating prediction for each student.  

Our approach supports cheating prediction of a student during online examination for less 

developed countries where less bandwidth network is addressed so this adoption factor can be 

addressed for less developed countries as well as to make cost-effective solution. It also handles 

exam submission if network is not stable then student will be able to submit exam once network is 

stable again. The framework is successfully validated using 11 student’s real-time dataset. 

 



89  

6.2. Limitation  

This proposed framework improves the usability of software application, cost effectiveness and 

low bandwidth network requirement. The framework provides monitoring of four major 

applications which can be extended in future to scale the monitoring activities. Also, our 

framework has used cloud-based authentication of the user and facial recognition can also be 

implemented to extend the framework in future. Our framework is flexible to scalable and 

integrate more authentication methods. Currently, our framework is validated with few numbers of 

student’s data. If the framework is validated with large number of students, then results can be 

validated with higher accuracy and performance of the framework.  
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CHAPTER 7: CONCLUSION AND FUTURE WORK 

 
an open-source framework for anti-cheat online examination in Pakistan has proposed that ensures 

improved ease of use of software and cheating detecting during offline monitoring and low network 

bandwidth. The framework also automated the cheating prediction reports. The proposed 

framework used NLP technique to find out the cheating prediction on student’s monitoring process 

and data. The benefit of using the NLP technique to generate the high accurate results as per 

studies. Now to make the cost-effective solution the framework is developed using cloud 

technology that also help to monitor the offline processes or activities and ultimately provide the 

usability of minimum internet bandwidth requirement. We have used several .Net libraries to 

manage the student system’s processes, monitor key logs, question bank visualization, and manage 

offline monitoring and then generate report for cheating prediction for each student. Also, we have 

used Visual studio tool with .Net framework to develop the front end of the application and python 

to develop back-end script for prediction.  

Our approach supports cheating prediction of a student during online examination for less 

developed countries where less bandwidth network is addressed so this adoption factor can be 

addressed for less developed countries as well as to make cost-effective solution. It also handles 

exam submission if network is not stable then student will be able to submit exam once network is 

stable again. The framework is successfully validated using 11 student’s real-time dataset. 

Future work includes implementing other authentication method which are not implemented so 

far, can be implemented into this framework for more accurate behavior analysis. Also, a greater 

number of applications can be included to have more cheating prediction reliable results. 

Currently our framework is limited to most useable four applications.  
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