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Abstract

Smartphones and Social media applications are particularly prominent in their usage and are
often utilized for criminal purposes. Although several mobile forensic tools are available for
investigation, it becomes challenging for investigators to select the most suitable tool capable
of analyzing different types of social media apps with all available features. Furthermore,
there is a lack of a detailed evaluation framework to assess the capability of forensic tools in
examining social media apps. In this context, this study aims to propose a social media
forensic framework along with 151 test cases. The proposed framework builds upon the
CFTT mobile forensics tools evaluation framework. For the experiments, three open-source
tools, namely Autopsy, Andriller, and AFLogical, are used, while the social media
applications WhatsApp, Telegram, and KalamTime are employed. The experimental strategy
consists of three phases. First, various user activities are performed on social media
applications. Second, device images are obtained both with and without rooting the devices.
The acquired images are then forensically analyzed using the selected tools. Finally, the
forensic tools are evaluated based on the proposed test cases. Autopsy had a success rate of
56% for test cases involving built-in mobile features. Regarding social media applications,
Autopsy achieved 67% for WhatsApp, 41% for Telegram, and 56% for KalamTime.
Andriller, on the other hand, had a success rate of 42% for built-in mobile features and 59%
for WhatsApp's social media application. Telegram and KalamTime had success rates of 6%
and 4%, respectively. AFLogical succeeded in 14% of the test cases for mobile devices, but it

couldn't find any evidence related to social media applications using the proposed test cases.

xiii



In the future, the proposed test cases can be analyzed on other existing social media apps and
forensics tools for broader comparison.

Keywords: Mobile Forensics, Tool Testing, Evaluation Framework
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1. Introduction

1.1 Background

Mobile forensics is a relatively new sub-discipline of digital forensics, that started in the late
1990s. It hasn't gotten as much attention as some of the more well-known sub-disciplines in

this area, like network forensics, database forensics, and firewall forensics.

Mobile forensics is challenging due to different kinds of mobile devices from different
manufacturers coming into the market. Mobile phones have also evolved from simply calling
and texting to email, internet surfing, using a variety of applications, and many other
activities. Mobile devices are being used on a large scale and are consequently being used in
criminal activities as well [38]. This situation has increased the demand for forensic
investigation of mobile devices. Important data such as contacts, call logs, SMS, MMS, and
calendar can be retrieved using mobile device forensics. Additional data such as email,
browsing history, and social media application data can be retrieved in case of smartphone

forensic investigations.

The use of social media applications via smartphones has also become very common. 4.80
billion active social media users were recorded in 2023 [3]. Various industries such as the
fashion industry, entertainment industry, tech industry, music industry, and other businesses
are benefiting from social media [4]. Consequently, the use of social media applications in
criminal activities has also increased, such as theft of personal information, stalking,
cyberbullying, and harassment. Therefore, forensic analysis of social media applications has
also become a necessity. Different artifacts collected from smartphones can be used as digital

evidence in court cases and criminal prosecutions.



1.1.1 Digital Forensics

Digital forensics involves acquiring, processing, analyzing, and reporting digital data
obtained from digital devices such as computers, tablets, storage devices, mobile phones, and
cloud storage [5]. This digital data is digital evidence that can be used in a criminal case.

Digital evidence refers to any digital information that can be presented as evidence in court.

Various artifacts such as documents, media files, call logs, SMS, timestamps, and location
can be used as digital evidence. Various digital forensic software is available for forensic
analysis of digital devices. Both commercial and non-commercial tools are available such as
EnCase® Forensic, F-Response, Forensic Toolkit, Autopsy, Forensic Investigator, and others
[6, 7]. For example, EnCase® provides in-depth acquisition of evidence, various
customization options for the ease of investigator, and detailed reporting [8]. Such tools

provide ease for a forensic investigator to collect and analyze digital evidence.
1.1.2 Mobile forensics

Mobile forensics is a sub-discipline of digital forensics in which electronically stored data
within mobile devices is retrieved and analyzed for forensic purposes [9]. In mobile

forensics, there are two types of data acquisition techniques:

. Logical acquisition techniques in which data within the allocated space of a
mobile device is acquired, i.e., bit by bit copy of the used space. However, the
remaining bits occupying the free space are not acquired. If there is any deleted
data present in the slack space, it cannot be recovered using logical acquisition
techniques. To apply these techniques, the device does not need to be rooted and
only USB debugging mode is required to be enabled, although in contrast to

physical acquisition the data retrieved is less [10].



. Physical acquisition techniques in which bit by bit copy of the whole physical
storage of a mobile device is acquired, i.e., both allocated and unallocated space
are copied. The extensive size of data can be recovered as compared to the logical
acquisition, such as deleted documents, videos, images, messages, etc. However,
physical acquisition requires the rooting of a device. This rooting process makes
the device void of warranty, vulnerable to malware and the device can be bricked

if not rooted correctly [10].

The processes involved in mobile forensics, according to the National Institute of Standards

and Technology (NIST) are:

e Preservation involves securing, analyzing, and documenting the scene, collecting and
storing the evidence, determining the urgency of the incident, and making an on-site
decision tree that will help analyze the case.

e Acquisition involves initially identifying the mobile device details, choosing the
relevant mobile forensic tools, and performing logical and physical acquisition,
depending upon the case.

e Examination and analysis involve separating relevant information after the data is
exposed, applying the selected tools and performing analysis, and gathering all
records.

e Reporting involves documenting and presenting all the actions performed in the

forensic investigation and reporting the results in detail.

Holistically, mobile forensics answers the following questions [10]:

. What is the nature of the case?
. What is the primary goal of the investigation?
. In what period did the series of events take place?



. What kind of evidence might be used to prove or disprove the hypothesis?
. What relationship is there between the mobile forensic data and the other digital

and non-digital evidence?

1.2 Motivation

The number of smartphone users and correspondingly social media app users is increasing
rapidly. In addition to local calls and SMS, people are using apps like WhatsApp, Telegram,
and WeChat to make calls, send messages, share media files, share locations and use various
features that these apps provide. Consequently, digital crime involving social media has also
become common. Various cases can be formed and solved based on evidence collected from

the usage of these apps.

Several cases have already been solved based on digital evidence collected from the use of
social media apps. In 2019, the claimants from Secarma Ltd accused the defendants of
poaching their employees [11]. When the case was filed, there had been 28 resignations
already. According to the claimants, the purpose of poaching their employees was to move
them to a competitor company that was working on pen testing in competition with Secarma
Ltd. The evidence presented by Secarma Ltd was WhatsApp messages exchanged in a group

chat in which it was planned to poach the employees from Secarma Ltd [11].

Similarly, social media has been used for crimes on a larger level, for example promoting
graphic violence, mob violence in Sri Lanka and Bangladesh, ethnic and religious conflict in

India, and the abuse of blasphemy laws in opposition to religious minorities in Pakistan [12].

Various mobile forensic tools are available online for ease of use by a forensic investigator.
Several commercial/non-commercial tools are available. But it is difficult for an investigator
to choose which tool to use in case of a digital crime. An evaluation of these tools is required

so that the forensic investigator can choose a tool according to its performance and



functionality. This research work will evaluate mobile forensic tools according to Mobile
device tool test specification guidelines presented by the Computer Forensic Tool Testing
(CFTT) project of NIST. These guidelines present requirements of a tool, test assertions, and

test cases for evaluation.

Once a mobile device has been analyzed forensically, the evidence presented by the tool shall

be admissible in court.

This research work proposes test cases extended from test assertions provided by the CFTT
evaluation framework to assess open-source mobile forensic tools, and also assess them on

their ability to forensically analyze social media application data.

This can help a forensic investigator to select a tool wisely. It also helps developers make
needed improvements in their tools in addition to setting a benchmark for tool validation,

admissibility, and standardization.

1.3 Problem Statement

With the extensive usage of social media applications on smartphones, cybercriminals have
plenty of opportunities to commit cybercrimes via these applications. The requirement of
forensic analysis of mobile phones including detailed analysis of social media applications
has been raised. Several mobile forensic tools have been developed for the ease of a forensic
investigator. However, there is a lack of specialized forensic tools designed to evaluate
different kinds of popular social media applications. Further, there is also a lack of evaluation
of these existing forensic tools according to NIST CFTT standardization, especially for social

media application data analysis.

Different frameworks exist for the evaluation of mobile forensic tools, but advanced

frameworks are required that can evaluate a forensic tool based on its ability to forensically



analyze social media application data and make the decision of selecting a tool easier for an

investigator.

1.4 Research Objectives

This research work aimed to make the choice of selecting forensic tools (on their ability to
analyze social media applications) easier for an investigator. The objectives of the study are

mentioned below:

a) Identify artifacts of the selected social media applications that can be used as digital
evidence in court.

b) Create test cases for social media applications to evaluate a forensic tool.

c) Evaluate the selected open-source mobile forensic tools using the evaluation
framework provided by CFTT and the proposed test cases, which include

requirements, test assertions and test cases.

1.5 Scope

Three mobile forensic tools were chosen for this research work. The criteria for choosing
these tools were that they are open-source and free. The tools chosen were Autopsy,
Andriller, and AFLogical. Three social media applications were chosen for forensic analysis,
namely WhatsApp, Telegram, and KalamTime. The criteria for choosing them were their

popularity and common features. The scope of this research is:

o The scope of this research is limited to three open-source mobile forensic
tools.

o Only the selected social media applications were forensically analyzed.

. Windows 10 will be used for testing environment.



o The rooted device used for forensic examination was Samsung Galaxy Grand

Prime, Android Version: 5.0.2, Model: SM- G530H.

o The un-rooted device used for forensic examination was OPPO F9, Android
Version: 10
o The device was rooted for physical image acquisition and other tools that

played roles in the acquisition of physical image were BusyBox Utility,
KingoRoot App, ADB Utility, and NCAT Utility.
o Additional Test Cases were added according to the assertions provided by

CFTT documentation.

1.6 Summary

This chapter covered the background of mobile forensics and digital crimes at the beginning.
Next, it gave an insight into digital forensics and mobile forensics. The processes provided by
NIST for mobile forensics were presented later. After this, the motivation, problem statement,

and scope of the thesis were discussed.



2. Literature Review

2.1 Overview

Mobile forensics is becoming popular among researchers in recent years. It is generally
because of the increase in cyber-crimes with the vast use of mobile devices, especially with
social apps. Different kinds of applications and especially interactive applications have come
into the market such as social media apps, dating apps, gaming apps involving
communication, and many other kinds. Online interaction can lead to criminal activities such
as cyberbullying, harassment, drug dealing, hacking user accounts, robbery of families during

vacation [13], and many more.

In the research involving mobile forensics, recent studies have proposed mobile forensic tools
[14, 15]. Comparative analysis of existing forensic tools has also been performed [16, 17,
18]. Popular interactive applications have been analyzed as well using available forensic tools
[19, 20]. Each study opens up the path to future studies because applications and forensic

tools keep getting updated frequently, requiring more research

Popular social media applications have been analyzed from a forensic perspective so that they
can help a forensic investigator investigate a crime related to that particular application.
Different challenges that researchers have experienced in this regard involve difficulty in
rooting a device, inability to extract all forensic evidence, the tool being used for forensic

analysis not being enough for artifact extraction, and difficulty in recovering deleted data.

2.2 Related work

In this section, the related literature is presented. Using already available forensic tools and

the latest tools proposed in the literature, popular Smartphone applications, desktop



applications, duplicate applications, and PC applications have been forensically analyzed in

the current literature.

2.2.1 Forensic Analysis of Smartphone Cloud Applications:

Bhat et. al. [20] examined cloud applications namely Sync.com and FlipDrive. The forensic
examination was performed using dd utility and Hex workshop. The research revealed that
plenty of information was left in the mobile when user activities were performed.
Mechanisms to recover digital evidence were also identified and presented in this study.
Login credentials, timestamps of activities, names, and locations of files, and several other
related data were recovered and a digital investigator could create complete file management
logs by using this research methodology. On the downside, only limited deleted data was
recovered and in future studies more tools could be used to recover deleted data and also

artifacts related to sharing applications.
2.2.2 Forensic Analysis of Social Media Applications:

Pribadi et. al. [19] performed a forensic analysis of the Facebook messenger application. The
forensic analysis was carried out using MOBILedit Forensic Express PRO. In this study, the
author employed an unrooted device due to which chat and audio could not be recovered.
Videos, photos, and application information was recovered that can be used as digital
evidence in court. Future studies could use a device in a rooted state for detailed artifacts
recovery and a comparison could be done between forensic tools for better examination of

social media applications.

Shreya et. al. [21] performed a forensic analysis of the Instagram application and highlighted
the feature of disappearing messages. MSAB XRY and XAMN were used for the forensic
analysis of Instagram. The research successfully discovered the presence of vanished

messages in the Instagram database. It also pointed out some inconsistencies regarding data



of vanished messages in the application database. The study also presented how the media
uploaded by the user is stored. The keywords used in the search bar and shopping tab were
recovered. Future research in disappearing media was recommended. It was also suggested
by [21] to research how personal media is stored during vanish mode. Personal identification

artifacts also needed more research and the way they are stored by Instagram.

Mahr et. al. [22] conducted a forensic examination of the Zoom application using various
forensic tools namely Magnet Acquire, Autopsy, ADB, and SQLite DB Viewer. The research
was done after the popularity of Zoom during the Covid-19 Pandemic, and various incidents
related to Zoom bombing. A great number of artifacts were recovered from the Zoom
application during this study, such as email addresses, chat messages, passwords, and many
more. Memory forensics, Network capturing and images of devices were taken to extract
zoom artifacts. Some activities such as deleting contacts were also marked as possible anti-
forensics on some platforms. Continuous and fast updates of Zoom require more research of
the latest version, and other video conferencing applications could also be forensically

examined in the future.

Nghi et. al. [23] performed a forensic examination of the popular TikTok application using
ADB utility and SQLite DBViewer. A significant number of artifacts related to TikTok were
recovered such as user’s messages, likes, search keywords, etc. The artifacts were also
explained by describing them in detail separately. This research was limited to the Android

platform, and further research was recommended for the i0S platform.

Menahil et. al. [24] performed a forensic analysis of five social networking applications
Instagram, LINE, Whisper, WeChat, and Wickr using three forensic tools namely Magnet
AXIOM, XRY, and Autopsy. Most of the artifacts were successfully recovered in this study.

The forensic tools were also compared based on their forensic capabilities. Magnet AXIOM
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was found to be the most effective forensic tool among the three other tools. For future work,
newer versions of Android were recommended for analysis. It was also recommended by [24]

that several forensic tools should be used as different tools have different capabilities.

Kim et. al. [25] selected two instant messaging applications with secure communication
features, namely Wickr and private text messaging (PTM), for forensic analysis. Static and
dynamic analyses were performed after acquisition using ADB utilities. As these applications
store data in an encrypted format, decryption was done and verified via simulations. Analysis
of Wickr was performed for both Android and iOS platforms. As PTM was not analyzed on

I0S, hence in future research it could be decrypted and analyzed.

Mahendra et. al. [30] used MOBILedit Forensic Express to forensically analyze the Michat
app to identify any illegal activities being carried out through the app. National Institute of
Justice (N1J) methodology was used for this study. The artifacts obtained including traces of
chat could be used as digital evidence in court. They used a single well-known forensic tool
for analysis, although more tools could be used for detailed forensic analysis. In the future,
similar applications can be analyzed to provide detailed insight into these applications and

benefit a forensic investigator analyzing such an app.

Ichsan et. al. [31] used multiple tools such as MOBILedit Forensic Express pro, BelkaSoft
Evidence Center, DB Browser and Accessdata FTK Imager for forensic analysis of IMO
messenger on android platform. Both rooted and unrooted devices were used for testing. A
narcotics case study was used for research. Digital Forensics Research Workshop Plenty of
artifacts that can be used as digital evidence were found such as chat files, videos, images,
audio, etc. MOBILedit forensic express proved to be the most effective forensic tool in this
study. No evidence could be obtained in smartphones without roots. In the future, an updated

version of IMO messenger can be analyzed and other applications can also be analyzed using
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the research methodology of this paper. Along with Android, the apps can be analyzed on

iOS devices also.

Prayogo et. al. [32] performed forensic analysis of Signal Instant messenger using
MOBILedit Forensic Express pro, BelkaSoft Evidence Center, and DB Browser. They
identified the repetition of specific words indicating cyberbullying. The reports from
MOBILedit Forensic Express Pro yielded detailed results as compared to other forensic tools,
pointing it out as an effective forensic tool for forensic experts. Deleted data could not be
recovered. For future work, it was recommended to calculate the word weight of specific

words to detect cyberbullying.

Gandhi et. al. [33] forensically analyzed the GroupMe application on both Android and i0S
platforms. Plenty of artifacts were recovered that could be used as digital evidence in court.
In the device chosen, physical extraction did not exceed after many attempts, due to which it
was concluded that this hurdle might face by the forensic analyst also if devices like these
that don’t grant rooting permissions are at hand. Axiom and Ufed were used for forensic
analysis of the GroupMe application. In the future, the work can be extended by analyzing

the Desktop or Web client of the GroupMe application.

Barros et. al. [28] performed a forensic analysis of the Bumble app. The research described
the way Bumble data was organized in the mobile device and the structure of the data.
Artifacts that can be used as digital evidence were also extracted. Important artifacts such as
the identity of the user and exchanged messages were retrieved. Files sent by a user could not
be recovered in this study. As future work pictures and audio exchanged can be recovered. As
the author developed a script presenting messages in PDF format, it was recommended to

include it in the Autopsy browser in future studies.

2.2.3 Forensic Analysis of Desktop Applications:
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Bashir et. al. [26] did a forensic examination of the LinkedIn Desktop application. Tools like
Dumpit, WinHex, and FTK Imager were used and in-depth manual analysis was carried out.
The manual analysis gave a detailed insight into artifacts as compared to the previous studies
testing Windows store apps, according to the author. More Window Store applications
becoming popular can be tested in the future to provide insight into the benefits of manual
analysis. A comprehensive forensic tool can also be developed for an investigator to test this

kind of application by analyzing the registry, RAM, and storage in detail.

Khalid et. al. [39] performed a forensic analysis of the Cisco WebEx Application. A detailed
forensic analysis of memory, network, and disk space was carried out. FTK Imager was used
along with manual analysis of the application. This study successfully recovered the various
artifacts related to the Cisco WebEx application such as email addresses, profile photos,
display names, video addresses, etc. For future research, the Web and Android versions of
Cisco WebEx can be considered. Other videoconferencing applications can also be explored.
More variables can be considered such as bigger memory, changing system loads, and

different memory acquisition techniques.
2.2.4 Forensic Analysis of PC Applications:

Igbal et. al. [27] performed application-specific forensics on a gaming communication app,
namely Discord. Although it was found that Discord is not used by as many users as social
media applications, its steady growth and some cyber-crimes led to its forensic analysis
research. A forensic solution was proposed by the authors, namely ‘DiscFor’, that performed
extraction, analysis, and presentation from of discord client side. This lessened the hustle of
manual analysis for a forensic examiner and application-specific forensic tools were

recommended for greater insight into the application artifacts. This research was limited to
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the PC version, in the future mobile application and web variants of Discord can be analyzed.

Updated versions of PC applications can also be forensically analyzed in future studies.
2.2.5 Forensic Analysis of Duplicate Applications:

Faruk et. al. [29] researched how a duplicate and fake Covid-19 application can be identified.
Several ways were presented to identify the malicious application, as such pirated apps
exploit user data and some of them are also designed in an anti-forensic manner. The study
showed that the package name of the app under test was randomly generated so that it can go
undetected by simple examination, the app name and icon used were the same as the original
one. The tools used to detect the suspicious application were android studio and a virtual
emulator. The research was limited to only Covid-19 applications. In future studies, it can be

proposed how duplicate social media applications can be identified.

Following table summarizes the above literature review:

Paper | Year Forensic Application Advantage Limitation Recommendations
refere analysis
nce tool
[19] 2022 MOBILedit | Facebook Videos and photos | Chat and audio could | Comparison of forensic
Forensic messenger were recovered as | not be recovered. tools for better examination
Express application evidence. Using rooted device for
PRO better insight
[20] 2019 dd utility, | Sync.com, Flip | Forensic Limited deleted data | Use more tools to recover
Hex drive investigators  can | could be recovered deletion  and  sharing
workshop see  details  of operations artefacts
recoverable
artefacts and their
recovery
mechanisms
[21] 2021 MSAB Instagram Identification of | The shopping feature | Analysis of  shopping
XRY, vanished messages was not explored in | feature
XAMN Detection of | detail Path  identification  of
disappearing Testing not done on iOS | vanished messages on iOS
messages device device
[22] 2021 Magnet Zoom Discovered security | Unable to keep up with | Test updated version of
Acquire, risks related to | Zoom’s fast ongoing | Zoom
Autopsy, Zoom updates Test further video
ADB, conferencing applications
SQLite DB
Viewer
[23] 2020 ADB, TikTok Artefacts obtained | Testing performed on | Other platforms, such as
SQLite DB could be further | the Android platform | iOS need to be researched
Viewer identified as digital | only
evidence
[24] 2021 Magnet Instagram, LINE, | A large number of | Very limited | Different popular
AXIOM, Whisper, artefacts were | information was | applications can be tested
XRY, and | WeChat, and | extracted and | disclosed by Wickr. with different versions of
Autopsy Wickr categorized as smartphones
potential evidence.
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[25] 2021 ADB Wickr,  Private | The decryption of | PTM was not tested on | PTM could be decrypted on
Backup Text Messaging Wickr and PTM | iOS iOS devices.
data
[26] 2019 Dumpit, LinkedIn In-depth manual | More applications could | Other trending window
WinHex, Desktop analysis of artefacts | be tested to provide | store apps can be tested
FTK Application resulting in more | further insight into | A comprehensive tool can
Imager potential evidence | manual testing | be developed
as compared to | techniques.
previous studies
[27] 2021 Proposed Discord Full data recovery | Limited to PC | Examination of mobile
by the by the proposed | application application and  web
author tool, No manual variants
‘DiscFor’ investigation of Examination of discord
JSON or cache files application after updates
is required because
of reporting
features.
[28] 2022 Autopsy Bumble Significant bumble- | Files sent could not be | Recovery of pictures and
forensic related artefacts | recovered audio
browser, were found Finding app’s
Frida, vulnerabilities
MobSF Developing author’s script
to be included in Autopsy
forensic browser
[29] 2020 Android Modified Covid- | Several ways to | Limited to one | Ways to identify fake
Studio, 19 application identify suspicious | application. Social media applications.
Virtual applications  were
emulator presented.
[30] 2021 MOBILedit | Michat Artefacts and traces | More tools could be | Further Similar
Forensic of chat could be | used for  detailed | applications could be
Express used as digital | forensic analysis. analysed  for  detailed
evidence. insight.
[31] 2021 MOBILedit | IMO messenger Plenty of artefacts | Limited to the Android
Forensic that can be used as | platform. This research can be
Express digital evidence extended for more
pro, were found such as applications and updated
BelkaSoft chat files, videos, versions of applications.
Evidence images, audio etc.
Centre, DB
Browser,
Accessdata
FTK
Imager
[32] 2022 MOBILedit | Signal Instant | The reports from | Unable to  recover | Gather deleted data
Forensic Messenger MOBILedit deleted data. Calculate word-weight
Express Forensic ~ Express indicating cyber-bullying
pro, Pro yielded detailed
BelkaSoft results as compared
Evidence to other forensic
Centre, DB tools, pointing it out
Browser as an effective
forensic  tool for
forensic experts.
[33] 2021 AXIOM, GroupMe A substantial | Physical extraction was | Extension of the analysis to
UFED amount of | unsuccessful on the | Desktop or Web client of
“GroupMe” chosen device. GroupMe application.
artefacts was
recovered on the
Android and i0S
platforms.
[39] 2021 FTK Cisco WebEx Numerous artifacts | Variables like changing | Other  platforms  like
Imager related to Cisco | system loads, different | Android and Web Versions
WebEx were | memory-acquiring can be forensically
successfully techniques and the size | analysed. More Video
recovered of the memory were not | conferencing applications
considered. can be tested.

Table 2.1- Summary of literature review

The literature review presented above implies that multiple digital forensic tools were used

for the forensic analysis of different interactive applications. Most of the artifacts were
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recovered in the studies, but deleted data artifacts could not be identified in a few studies.
Although forensic tools are utilized to extract and present application data, an investigator has
to put strong effort to locate and analyze the output presented by the tools. Hence specialized
forensic tools are required for social media applications for the ease of a forensic investigator.
Some of the existing forensics tools are NIST compliance. However, there is a lack of
standardization in the evaluation of forensics tools targeted for social media applications. In
the next chapter, we will propose an extended CFTT-based framework while adding novel

test cases for the evaluation of social media forensics tools.

2.3 Summary

This chapter covered the background and the related work of the thesis. The related literature
has been presented along with a critical analysis of the studies. Previous research work and

schemes used in the literature help in formulating the solution to the identified problem.
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3. Research Methodology

3.1 Overview:

The evaluation of mobile forensic tools uses the conformance methodology of software
testing. This methodology is based on design science [35]. Design science is a scientific
problem-solving method used especially in Information Systems (IS) [34]. Artifacts related to
information systems are designed and scrutinized to solve practical problems [34]. In this

research, the problem of tool evaluation is solved using conformance testing.

The conformance testing method is adopted by the NIST project for tool testing called CFTT.
The International Organization for Standardization (ISO)/International Electrotechnical
Commission (IEC) Draft International Standard (DIS) 10641 defines conformance testing as
a “test to evaluate the adherence or non-adherence of a candidate implementation to a
standard” [36]. The understanding here is that if an implementation (e.g. software tools)
fulfills certain requirements or specifications then it conforms to certain assertions that grant
the tool a conformance indicator to validate its compliance with the acceptable standard. The
tool undergoes a number of test cases in order to prove its compliance with these

requirements and test assertions.

The methodology used for tool evaluation is based on conformance testing adopted by CFTT.
Therefore, it will follow their steps and nomenclature of test requirements, test assertions, and
test cases. Additional test cases will also be added according to each test assertion provided

by CFTT. The step-wise method used for conformance testing is:

e Highlight all the requirements of the tools of a certain domain.

e Frame out the assertions based on the requirements.
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e Develop all the test cases necessary for the conformance of each test assertion.

Conformance testing consists of the following steps.

o Test Requirement/Specification:

Test specifications are a set of requirements that a tool should have in order to qualify as

a standard tool in the said domain. These requirements are developed by:

a) Research in the domain.
b) Vendor insights and knowledge.
c) Feedback from the consumers of the tools.

. Test Assertion:

A test assertion is a verifiable statement about a single condition after an action is

performed by the tool under test [37].

° Test Case:

A test case usually checks an assertion after the action of a single execution of the tool
under test [37]. The test cases are divided into core and optional test cases. Core test cases
are carried out for every tool that is tested for that domain. Optional test cases are selected

for every tool based on their offered features.

. Conformance Indicator:

The conformance statement is declared given the tool under evaluation complies with the

test assertion that is being tested.
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3.2 Proposed Methodology

The proposed methodology comprises several phases, including the selection of forensic
tools and social media applications. The selection criteria for digital forensic tools involved
considering only free or open-source options, while the selection of social media applications
was based on their popularity. To evaluate the selected forensic tools, test cases derived from
CFTT test assertions were employed. Initially, user activities specific to the chosen social
media apps were identified. Once these activities were performed, a logical or physical image
of the test device was acquired. The acquired image was then analyzed by the forensic tool,
generating a report that was further examined to identify local mobile artifacts as well as
social media artifacts. The obtained results were analyzed using the proposed test cases.
Subsequently, a comparison of the forensic tools was conducted, and the comparative results

were presented. The flow of proposed methodology is shown in Figure 3.1.
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Fig 3.1 — Flow of Proposed Methodology

3.2.1 Forensic Tools and Social Media Application Selection:

Three digital forensic tools, namely Autopsy, Andriller, and AFLogical were selected based
on the tools being free and open-source. Next, three social media apps, namely WhatsApp,

Telegram, and KalamTime were chosen based on their popularity and number of downloads.
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3.2.2 Proposed Test Cases for CFTT Evaluation Framework:

CFTT Mobile Forensic Tool Evaluation Framework offers certain test requirements, test
assertions, and test cases in order to evaluate a mobile forensic tool. Our proposed
methodology offers an extended version of the CFTT Evaluation Framework in which
additional test cases are added for forensic tool evaluation. Following the CFTT conformance
methodology, when a forensic tool conforms to a test assertion, it successfully passes all the

test cases that come under a given test assertion.

3.2.3 User Activities for Selected Social Media Applications:
Multiple user activities were performed according to the features provided by the selected
social media apps. A lot of activities are common because of the similarity of the apps, but

varying features also exist among the apps.

3.2.4 Test Device Image Acquisition:

After all the activities are performed, image acquisition of the test device is performed. In
case a forensic tool accepts the physical image, the device under test needs to be rooted. Once
a device is rooted, it is connected to the laptop being used under the test environment, then by
using ADB and NCAT utilities, the device is allowed access, and its physical acquisition is
performed. If a forensic tool accepts logical images only, then logical acquisition is

performed.

3.2.5 Artifact Examination and ldentification:
After the image acquisition, the forensic tool analyses the image and presents the results.
These results are then examined and studied. Artifacts obtained are identified from the

presented results.

3.2.6 Assessment via Proposed Test Cases:

Then the overall results are assessed via the proposed CFTT Framework-based test cases. The

21



performance of a forensic tool is measured by its success or failure in a test case. After
analyzing the overall performance of each forensic tool, their comparative analysis is
performed to check which forensic tool performed the best. Finally, overall comparative

results of the forensic tools are presented against each test case.

3.3 Summary:

This chapter covered the methodology followed by this research. CFTT conformance testing
steps are explained as test cases extended from CFTT test assertions are a part of the
proposed methodology. The proposed methodology is first presented in the form of a diagram

and then each step is explained in table format.
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4. Proposed Test Cases for CFTT Framework

This section will discuss the proposed extended CFTT-based framework for social media
applications with novel test cases. In the beginning, the profiles of mobile forensics tools are
provided. Next, the nomenclature used in the standard CFTT document is defined and the
profiles defined are mapped to the test requirements mentioned in the CFTT document. Next,
the proposed extended CFTT-based framework is presented.

4.1 Profiles

The requirements, test assertions, and test cases are divided into different profiles.

4.1.1 Profiles

Listed below are profiles included for the sake of organized distinction.

e Image file artifacts
Different types of mobile artifacts are included in this profile. These artifacts are
deduced from subscriber information, call data, message data, media files, browsing
data, email data, and application data. Most of the requirements, test assertions, and
test cases are related to this profile.

e Image File acquisition
Details about image acquisition whether physical or logical encompass this profile.

e UICC acquisition
A UICC is a removable module that contains various details about the subscriber,
this profile encompasses all the artifacts related to the UICC module.

e Deleted data artifacts
Recoverable deleted data artifacts are included in this profile.

e SQL.ite database
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This profile includes various kinds of features of an SQLLITE database to check
whether a mobile forensic tool provides the SQLLITE database with all the features

for the ease of a forensic investigator.

4.2 Requirements for Mobile Forensics Tools

The requirements provided in the mobile device test specification document by CFTT are
divided into core and optional requirements. Following is the terminology used by the

standard CFTT nomenclature:

MDT—Mobile Device Tool

CR-Core Requirement

OR-Optional Requirement

CA-— Core Assertion

AO- Optional Assertion

For example, MDT-CR-01 refers to the first core requirement for the mobile forensics tool.

4.2.1 Core Requirements

The core requirements are mandatory for a tool and CFTT provides four core requirements
for mobile forensic tools. The core requirements cover the first profile, i.e. image file
artifacts.

4.2.2 Optional Requirements

The optional requirements are non-mandatory for the tool and twelve of them are provided
by the CFTT documentation. They cover the rest of the four profiles namely image file

acquisition, UICC acquisition, deleted data artifacts. and SQLLITE database.
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4.3 Proposed Extended CFTT-based Framework

The following figure represents the overall proposed framework.

Proposed Extended CFTT
Based Framework

W | N

Core Assertions and Test Optional Assertions and
Cases Test Cases

v \; v

Imageﬁleart“ad:s J J J J J

l
1] ]
ERER

-,-J

Fig 4.1Proposed Extended CFTT based Framework
The test assertions from the CFTT document and the derived test cases are laid down

below. They map to the core and optional requirements provided in the CFTT document.

4.3.1 Core Assertions and Test Cases

4.3.1.1 Image file artifacts

MDT-CA-01: The tool presents all subscriber and equipment information available from
an image file.

Proposed MDT-01: Attempt to view subscriber information
Test Actions

MDT-02: Attempt to view equipment information

Conformance Indicator: The digital forensics tool determined subscriber and equipment
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information.

Table 4.1 Subscriber and equipment information

MDT-CA-02: The tool presents all PIM (address book, calendar & notes) data available

from an image file

Proposed
Test Actions

MDT-03:

Attempt to view address book data.

MDT-04:

Attempt to view calendar & notes.

Conformance Indicator: The digital forensics tool presented all PIM data.

Table 4.2 PIM data

MDT-CA-03: The tool presents all call data (call type (incoming, outgoing, missed),
datetime stamps, duration) available from an image file.

MDT-05: Attempt to view incoming call data.
MDT-06: Attempt to view outgoing call data.
Proposed : i
Test Actions MDT-07: Attempt to view missed call data.
MDT-08: Attempt to view timetamps.
MDT-09: Attempt to view duration of calls.

Conformance Indicator: The digital forensics tool presented all call data.

Table 4.3 Call data

MDT-CA-04: The tool presents all message (SMS, MMS & instant messages) data
available from an image file.

MDT-10: Attempt to view local messages.
MDT-11: Attempt to view MMS messages.
Proposed —
Test Actions MDT-12: Attempt to view instant messages.
MDT-13: Attempt to view local messages’ timestamps.
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MDT-14:

Attempt to view MMS messages’ timestamps.

MDT-15:

Attempt to view instant messages’ timestamps.

Conformance Indicator: The digital forensics tool presented all message data.

Table 4.4 Message data

MDT-CA-05: The tool presents all stand-alone (audio, documents, graphic & video,) files

available from an image file.

Proposed
Test Actions

MDT-16: Attempt to view audio files
MDT-17: Attempt to view videos.
MDT-18: Attempt to view documents.
MDT-19: Attempt to view image files.

Conformance Indicator: The digital forensics tool presented the stand-alone files.

Table 4.5 Stand-alone files

MDT-CA-06: The tool presents all browsing (history & bookmarks) data available from

an image file.

MDT-20: Attempt to view history.
Proposed
Test Actions .

MDT-21: Attempt to view bookmarks.

Conformance Indicator: The digital forensics tool presented browsing data.

Table 4.6 Browsing history

MDT-CA-07: The tool presents all email data available from an image file.

Proposed
Test Actions

MDT-22: Attempt to search for the sender of an email.
MDT-23: Attempt to search for the receiver of an email.
MDT-24: Attempt to search for the content of an email.
MDT-25: Attempt to search for the timestamp of an email.
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Conformance Indicator: The digital forensics tool presented all the email data.

Table 4.7 Email data

MDT-CA-08: The tool presents all social media application data available from an image

file.

Proposed
Social Media
Application
Test Actions

MDT-26:

Attempt to view the contact name from the social
media application database.

MDT-27:

Attempt to view contact profile image from the social
media application database.

MDT-28:

Attempt to view a contact’s phone number from the
social media application database.

MDT-29:

Attempt to view blocked contact profile image from
the social media application database.

MDT-30:

Attempt to view a blocked contact’s phone number
from the social media application database.

MDT-31:

Attempt to view the phone number of a sender of a
chat message from the social media application
database.

MDT-32:

Attempt to view the phone number of a receiver of a
chat message from the social media application
database.

MDT-33:

Attempt to view time stamp of a chat message from
the social media application database.

MDT-34:

Attempt to view chat content of a chat message from
the social media application database.

MDT-35:

Attempt to view the phone number of a sender of a
forwarded message from the social media application
database.

MDT-36:

Attempt to view the phone number of a receiver of a
forwarded message from the social media application
database.

MDT-37:

Attempt to view time stamp of a forwarded message
from the social media application database.
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MDT-38:

Attempt to view chat content of a forwarded message
from the social media application database.

MDT-39:

Attempt to view original author of a forwarded
message from the social media application database.

MDT-40:

Attempt to view the phone number of a sender of a
starred message from the social media application
database.

MDT-41:

Attempt to view the phone number of a receiver of a
starred message from the social media application
database.

MDT-42:

Attempt to view the time stamp of a starred message
from the social media application database.

MDT-43:

Attempt to view the chat content of a starred message
from the social media application database.

MDT-44:

Attempt to view the phone number of a sender of a
disappearing message from the social media
application database.

MDT-45:

Attempt to view the phone number of a receiver of a
disappearing message from the social media
application database.

MDT-46:

Attempt to view the time stamp of a disappearing
message from the social media application database.

MDT-47:

Attempt to view the chat content of a disappearing
message from the social media application database.

MDT-48:

Attempt to view the duration of a disappearing
message from the social media application database.

MDT-49:

Attempt to view a disappearing message after it has
disappeared from the social media application
database.

MDT-50:

Attempt to view the phone number of a sender of a
voice message from the social media application
database.

MDT-51:

Attempt to view the phone number of a receiver of a
voice message from the social media application
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database.

MDT-52: Attempt to view the time stamp of a voice message
from the social media application database.

MDT-53: Attempt to view the chat content of a voice message
from the social media application database.

MDT-54: Attempt to view the phone number of a caller of a
voice call from the social media application database.

MDT-55: Attempt to view the phone number of a receiver of a
voice call from the social media application database.

MDT-56: Attempt to view the time stamp of a voice call from
the social media application database.

MDT-57: Attempt to view the duration of a voice call from the
social media application database.

MDT-58: Attempt to view the phone number of a caller of a
video call from the social media application database.

MDT-59: Attempt to view the phone number of a receiver of a
video call from the social media application database.

MDT-60: Attempt to view the time stamp of a video call from
the social media application database.

MDT-61: Attempt to view the duration of a video call from the
social media application database.

MDT-62: Attempt to view the phone number of a sender of a
media file from the social media application database.

MDT-63: Attempt to view the phone number of a receiver of a
media file from the social media application database.

MDT-64: Attempt to view the content of a media file from the
social media application database.

MDT-65: Attempt to view the type of a media file from the
social media application database.

MDT-66: Attempt to view the uploader’s phone number of an

uploaded status from the social media application
database.
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MDT-67: Attempt to view the timestamp of an uploaded status
from the social media application database.

MDT-68: Attempt to view the type of an uploaded status from
the social media application database.

MDT-69: Attempt to view the content of an uploaded status
from the social media application database.

MDT-70: Attempt to view the viewers of an uploaded status
from the social media application database.

MDT-71: Attempt to view the timestamp of an uploaded status
after 24 hours from the social media application
database.

MDT-72: Attempt to view the type of an uploaded status after 24
hours from the social media application database.

MDT-73: Attempt to view the content of an uploaded status after
24 hours from the social media application database.

MDT-74: Attempt to view the viewers of an uploaded status
after 24 hours from the social media application
database.

MDT-75: Attempt to view the time when a group was created
from the social media application database.

MDT-76: Attempt to view the admin of a group from the social
media application database.

MDT-77: Attempt to the view phone number of a group’s
participant from the social media application database.

MDT-78: Attempt to view the phone number of a sender of a
chat message in a group a from the social media
application database.

MDT-79: Attempt to view the time stamp of a group’s chat
message from the social media application database.

MDT-80: Attempt to view the content of a group’s chat message
from the social media application database.

MDT-81: Attempt to view the phone number of a sender of a

disappearing message in a group a from the social
media application database.
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MDT-82:

Attempt to view the time stamp of a group’s
disappearing message from the social media
application database.

MDT-83:

Attempt to view the content of a group’s disappearing
message from the social media application database.

MDT-84:

Attempt to view the duration of a group’s disappearing
message from the social media application database.

MDT-85:

Attempt to view the content of a group’s disappearing
message after it has disappeared from the social media
application database.

MDT-86:

Attempt to view the the phone number of a sender of a
voice message in a group a from the social media
application database.

MDT-87:

Attempt to view the time stamp of a group’s voice
message from the social media application database.

MDT-88:

Attempt to the view content of a group’s voice
message from the social media application database.

MDT-89:

Attempt to view the phone number of a caller of the
group voice call in a group a from the social media
application database.

MDT-90:

Attempt to view the phone number of participants of
the group voice call in a group a from the social media
application database.

MDT-91:

Attempt to view the time stamp of a group voice call
from the social media application database.

MDT-92:

Attempt to view the duration of a group voice call
from the social media application database.

MDT-93:

Attempt to viewthe phone number of a group video
call in a group a from the social media application
database.

MDT-94:

Attempt to view the phone number of the participants
of the group video call in a group a from the social
media application database.

MDT-95:

Attempt to view the time stamp of a group video call

32




from the social media application database.

MDT-96: Attempt to view the duration of a group video call
from the social media application database.

MDT-97: Attempt to view the phone number of a sender of a
media file in a group from the social media application
database.

MDT-98: Attempt to view the timestamp sent of a media file in a
group from the social media application database.

MDT-99: Attempt to view the type of a media file sent in a
group from the social media application database.

MDT-100: Attempt to view the content of a media file sent in a
group from the social media application database.

MDT-101: Attempt to view the time when a broadcast was
created from the social media application database.

MDT-102: Attempt to view the phone number of a broadcast’s
creator from the social media application database.

MDT-103: Attempt to view the phone number of a broadcast’s
recipient from the social media application database.

MDT-104: Attempt to view the time stamp of a broadcasted chat
message from the social media application database.

MDT-105: Attempt to view the content of a broadcasted chat
message from the social media application database.

MDT-106: Attempt to view the time stamp of a broadcasted voice
message from the social media application database.

MDT-107: Attempt to the view content of a broadcasted voice
message from the social media application database.

MDT-108: Attempt to the view time stamp of a broadcasted
media file from the social media application database.

MDT-109: Attempt to view the type of a broadcasted media file
from the social media application database.

MDT-110: Attempt to view the content of a broadcasted media

file from the social media application database.

33




MDT-111:

Attempt to view the phone number of the sender of a
secret message from the social media application
database.

MDT-112:

Attempt to view the phone number of a receiver of a
secret message from the social media application
database.

MDT-113:

Attempt to view the time stamp of a secret message
from the social media application database.

MDT-114:

Attempt to view the chat content of a secret message
from the social media application database.

MDT-115:

Attempt to view the phone number of a sender of an
edited message from the social media application
database.

MDT-116:

Attempt to view the phone number of a receiver of an
edited message from the social media application
database.

MDT-117:

Attempt to view the time stamp when a message was
edited from the social media application database.

MDT-118:

Attempt to view the chat content of an edited message
from the social media application database.

MDT-119:

Attempt to view the edit history of an edited message
from the social media application database.

Conformance Indicator: The digital forensics tool presented all social media application

data.

Table 4.8 Social media application data

MDT-CA-09: The tool presents all geo-location application data available from an image

file.

Proposed
Test Actions

MDT-120:

Attempt to search for location coordinates present in
the database of the application.

Conformance Indicator: The digital forensics tool presented all geo-location application

data.

Table 4.9 Geo-Location application data
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MDT-CA-10: Presented text is rendered with the correct character glyphs.

Proposed Attempt to view text presented from the image file
Test Actions MDT-121: analyzed by the tool.

Conformance Indicator: The digital forensics tool presented the text with the correct
character glyphs.

Table 4.10 Character glyphs

MDT-CA-11: The tool does not modify an image file

Proposed Compare the data of an image file with the original
Test Actions MDT-122: data.

Conformance Indicator: The digital forensics tool made no changes to the image file.

Table 4.11 Image file modification

MDT-CA-12: If an image file is modified, the tool notifies the user that a change has been
made to the image file.

Proposed
Test Actions MDT-123: Attempt to modify the image file.

Conformance Indicator: The digital forensics tool notified the user of image file
modification.

Table 4.12 Image file modification notification

4.3.2 Optional Assertions and Test Cases

4.3.2.1 Image file acquisition

MDT-AO-01: An image file is created of physical memory.

Proposed
Test Actions MDT-124: Attempt to create an image of physical memory.

Conformance Indicator: The digital forensics tool created a physical memory image
successfully.
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Table 4.13 Physical memory image file

MDT-AO-02: An image file is created containing supported memory artifacts.

Proposed Attempt to create a logical image of the mobile device.
Test Actions MDT-125:

Conformance Indicator: The digital forensics tool created a logical image successfully.

Table 4.14 Supported memory artifacts image file

MDT-AO-03: An image file is created containing selected artifacts.

Proposed
Test Actions MDT-126: Attempt to create an image file of selected artifacts.

Conformance Indicator: The digital forensics tool created an image file of selected artifacts
successfully.

Table 4.15 Selected artifacts image file

MDT-AO-04: An image file is created of the device file system.

Proposed
Test Actions MDT-127: Attempt to create an image file of the file system.

Conformance Indicator: The digital forensics tool created an image file of the file system
successfully.

Table 4.16 Device file system image file

MDT-AO-05: The user is notified if the tool fails to establish a connection or acquire data
from a connected mobile device.

Proposed
Test Actions MDT-128: Attempt to acquire an image.

Conformance Indicator: The digital forensics tool notified the user in case of failure during
image acquisition.

Table 4.17 Failed acquisition notification
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MDT-AO-06: The user is notified if an acquisition is disrupted

Proposed
Test Actions MDT-129: Disconnect the device during acquisition.

Conformance Indicator: The digital forensics tool notified the user in case of disruption
during image acquisition.

Table 4.18 Interrupted acquisition notification

4.3.2.2 UICC acquisition

MDT-AO-11: An image file is created containing supported UICC artifacts.

Proposed
Test Actions MDT-130: Create an image file.

Conformance Indicator: The digital forensics tool successfully created an image file
containing UICC artifacts.

Table 4.19 UICC image file creation

MDT-AO-12: A mobile device forensic tool presents Service Provider Name (SPN) from
a UICC image file

Proposed
Test Actions MDT-131: Search for SPN from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the SPN from the
UICC image file.

Table 4.20 SPN Detection

MDT-AO-13: A mobile device forensic tool presents Integrated Circuit Card Identifier
(ICCID) from a UICC image file.

Proposed
Test Actions MDT-132: Search for ICCID from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the ICCID from
the UICC image file.
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Table 4.21 ICCID Detection

MDT-AO-14: A mobile device forensic tool presents International Mobile Subscriber
Identity (IMSI) from a UICC image file.

Proposed
Test Actions MDT-133: Search for IMSI from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the IMSI from the
UICC image file.

Table 4.22 IMSI Detection

MDT-AO-15: A mobile device forensic tool presents Mobile Subscriber International
ISDN Number (MSISDN) from a UICC image file.

Proposed
Test Actions MDT-134: Search for MSISDN from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the MSISDN
from the UICC image file.

Table 4.23 MSISDN Detection

MDT-AO-16: A mobile device forensic tool presents Abbreviated Dialing Numbers
(ADNs) from a UICC image file.

Proposed
Test Actions MDT-135: Search for ADNs from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the ADNs from
the UICC image file.

Table 4.24 ADNs Detection

MDT-AO-17: A mobile device forensic tool presents Last Numbers Dialed (LND) from a
UICC image file.

Proposed
Test Actions MDT-136: Search for LND from the UICC image file.

Conformance Indicator: The digital forensics tool successfully presented the LDN from the
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UICC image file.

Table 4.25 LND Detection

MDT-AO-18: A mobile device forensic tool presents Text messages (SMS) from a UICC
image file.

Proposed
Test Actions MDT-137: Attempt to view SMS messages.

Conformance Indicator: The digital forensics tool successfully presented SMS messages
from the UICC image file.

Table 4.26 SMS Detection

MDT-AO-19: A mobile device forensic tool presents Location (LOCI, GPRSLOCI) from
a UICC image file.

Proposed
Test Actions MDT-138: Attempt to view LOCI.

MDT-139: Attempt to view GPRSLOCI.

Conformance Indicator: The digital forensics tool successfully presented the Location from
the UICC image file.

Table 4.27 Location identification

4.3.2.3 Deleted data artifacts

MDT-AO-20: If an image file contains recoverable deleted data artifacts and the tool
supports data recovery, then the tool presents the recovered deleted items.

Proposed
Test Actions MDT-140: Search deleted data artifacts from the image.

Conformance Indicator: The digital forensics tool successfully presented deleted data
items.

Table 4.28 Deleted artifacts recovery

4.3.2.4 SQLite data

39




MDT-AO-21: The tool shall display numeric values.

Proposed
Test Actions MDT-141: Attempt to view numeric value from image file.

Conformance Indicator: The digital forensics tool successfully presented numeric value.

Table 4.29 Numeric values

MDT-AO-22: The tool shall display integer time values as a conventional human readable
date and time.

Proposed
Test Actions MDT-142: Attempt to view the date and time from an image file.

Conformance Indicator: The digital forensics tool presented date and time in human-
readable form.

Table 4.30 Integer values

MDT-AO-23: The tool shall render text for Text fields, table names, and column names
encoded in Unicode Transformation Format (UTF) 8, UTF 16BE, and UTF 16LE.

Proposed
Test Actions MDT-143: Attempt to view UTF-encoded data.

Conformance Indicator: The digital forensics tool rendered data encoded in UTF.

Table 4.31 Render UTF-encoded data

MDT-AO-24: The tool shall decode and display base64 encoded text.

Proposed
Test Actions MDT-144: Attempt to view base64 encoded text from an image

file.

Conformance Indicator: The digital forensics tool successfully decoded and displayed
base64 text.

Table 4.32 base64 encoded data

MDT-AO-25: The tool shall display graphic image data recorded as a BLOB in the
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database.

Proposed
Test Actions MDT-145: Attempt to view the image recorded as BLOB.

Conformance Indicator: The digital forensics tool successfully displayed the image
recorded as BLOB.

Table 4.33 BLOB image data

MDT-AO-26: The tool shall decode data recorded as a BLOB in the database.

Proposed
Test Actions MDT-146: Attempt to view data recorded as BLOB.

Conformance Indicator: The digital forensics tool successfully displayed the data recorded
as BLOB.

Table 4.34 BLOB data

MDT-AO-27: The tool shall have the ability to display SQLite BLOB data (e.g., graphic
files and plist).

Proposed
Test Actions MDT-147: Attempt to view SQLite BLOB data from the image

file.

Conformance Indicator: The digital forensics tool successfully displayed the SQLite BLOB
data

Table 4.35 SQLite BLOB data

MDT-AO-28: The tool shall report all currently active data when WAL mode is in use.

Proposed
Test Actions MDT-148: Attempt to view data in WAL mode.

Conformance Indicator: The digital forensics tool successfully presented live data in WAL
mode.

Table 4.36 View data in WAL mode
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MDT-AO-29: The tool shall report all currently active data when journal mode is in use.

Proposed
Test Actions MDT-149: Attempt to view data in journal mode.

Conformance Indicator: The digital forensics tool successfully presented live data in WAL
mode.

Table 4.37 View data in journal mode

MDT-AO-30: The tool shall execute SQLite commands and report the results.

Proposed
Test Actions MDT-150: Attempt to execute SQLite commands.

Conformance Indicator: The digital forensics tool successfully executed SQLite commands
and reported the results.

Table 4.38 SQLite commands execution

MDT-AO-31: The tool shall have the ability to save SQLite commands for later recall.

Proposed
Test Actions MDT-151: Attempt to save SQLite commands.

Conformance Indicator: The digital forensics tool successfully saved SQLite commands.

Table 4.39 Saving SQLite commands

A summary of the entire evaluation framework is provided in Table 4.40 and 4.41 as follows.

Profiles Core Core Proposed Test-Cases
Requirements Assertions
MDT -CA-01 MDT-01, MDT-02
MDT -CA-02 MDT-03, MDT-04
MDT -CA-03 MDT-05, MDT-06, ... MDT-09
MDT-CR-01 MDT -CA-04 MDT-10, MDT-11, ... MDT-15
MDT -CA-05 MDT-16, MDT-17, ... MDT-19
Image file MDT -CA-06 MDT-20, MDT-21
artifacts MDT -CA-07 MDT-22, MDT-23, ... MDT-25
MDT -CA-08 MDT-26, MDT-27, ... MDT-119
MDT -CA-09 MDT-120
MDT-CR-02 MDT -CA-10 MDT-121
MDT-CR-03 MDT -CA-11 MDT-122
MDT-CR-04 MDT -CA-12 MDT-123

Table 4.40- The Digital Forensics Tools Evaluation Criteria (Core)
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Profiles Optional Optional Proposed Test-Cases
Requirements Assertions
Image file MDT-RO-01 MDT-AO-01 MDT-124
acquisition MDT-R0O-02 MDT-AO-02 MDT-125
MDT-RO-03 MDT-AO-03 MDT-126
MDT-RO-04 MDT-AO-04 MDT-127
MDT-RO-05 MDT-AO-05 MDT-128
MDT-RO-06 MDT-AO-06 MDT-129
MDT-RO-08 MDT-AO-11 MDT-130
uiccC MDT-RO-09 MDT-AO-12 MDT-131
Acquisition MDT-AO-13 MDT-132
MDT-AO-14 MDT-133
MDT-AO-15 MDT-134
MDT-AO-16 MDT-135
MDT-AO-17 MDT-136
MDT-AO-18 MDT-137
MDT-AO-19 MDT-138,MDT-139
Deleted data MDT-RO-10 MDT-AO-20 MDT-140
artifacts
SQLite MDT-RO-11 MDT-AO-21 MDT-141
databas MDT-RO-12 MDT-AO-22 MDT-142
e MDT-AO-23 MDT-143
MDT-AO-24 MDT-144
MDT-AO-25 MDT-145
MDT-AO-26 MDT-146
MDT-AO-27 MDT-147
MDT-AO-28 MDT-148
MDT-AO-29 MDT-149
MDT-AO-30 MDT-150
MDT-AO-31 MDT-151

Table 4.41- The Digital Forensics Tools Evaluation Criteria (Optional)

Most of the test cases were derived from the core test assertions that came under
the “Image file artifacts” profile, i.e., 123 test cases. The rest of the test cases were
derived from optional assertions. From the “Image file acquisition” profile, 6 test cases

were derived. From the “UICC acquisition” profile, 10 test cases were derived. One test
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case was derived from the “deleted data artifacts™ profile and 11 test cases were derived

from the “SQLite database” profile.

4.4 Summary

This chapter explained the profiles encompassing CFTT test requirements, test assertions,
and test cases. CFTT nomenclature was also mentioned in this chapter. Later the proposed
test cases derived from CFTT test assertions were presented and summarised in table format

against the CFTT profiles and test requirements.
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5. EXperimental Results

At the beginning of this chapter, a feature list of forensic tools is provided. Next, the working
environment is presented under which the test cases were performed for each tool. This is
followed by the forensic tool specification. After this, the experimental analysis of forensic
tools was explained that how a test case is performed on a forensic tool and how the results
are displayed. Next, the detailed test results are provided. These test results are then tabulated

comparatively. This chapter is summarized at the end.

5.1 Feature Lists

To test the three mobile forensic tools, proposed framework, three mobile forensics tools

were tested namely Autopsy, Andriller, and AFLogical.

Table 5.1 lists the features of each tool.

Features Autopsy Andriller AFLogical
Open-source Tool v 4 V4
Non-commercial Tool (4 v v
Physical image v ® 3
extraction
Logical Image v (4 v
Extraction
Selected files analysis v ® 3
SQL.ite database v 3 3

Table5.1-List of Tools with its Features

5.2 Working Environment and Forensic Tool
Specification
5.2.1 Execution Environment

Execution Environment: Windows 10

Processor: Intel(R)Core (TM)i7-6820CPU@2.70GHz
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Installed Memory(RAM):

System Type:

Test Computer:

Test Device 1: Samsung
Android Version:

Test Device 2:

Android Version:

32.0GB
x64-basedPC

HP ZBook Studio G3
Galaxy Grand Prime
5.0.2

OPPO F9

10.0.0

5.2.2 Forensic Tools Specification

Forensic tool Description Software Supplier Website
Version

Autopsy Autopsy is an open- | 4 50 Basis https://www.sleu
source and non-
commercial  digital ;
forensic software. It Technology thkit.org/autopsy
can be accessed using /
Windows, Linux and, =
0S X.

Andriller Andriller is an | 353 Denis https://github.co
open-source
mobile  forensic Sazonov m/den4uk/andril
software. It can be
run on Windows. ler

; AFLogical is an i

AFLogical open-source Android 152 Tom https://github.co

forensic application Anderson m/nowsecure/an

that extracts logical
data from Android
phones.

droid-forensics

Table 5.2— Forensic Tools Specification

5.2.3 Forensic Tools Experimental analysis:

Experiments were conducted by performing different user activities on the mobile phone.
Test cases related to offline mobile phone data were conducted by performing user activities
related to offline mobile activities like calling, messaging, making calendar events, writing
notes, and creating and storing different kinds of media files. Test cases related to social

media application data were executed by performing the user activities for each social media
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application feature.

Following is an evaluation of test cases from MDT-31 to MDT-33, in which the Autopsy
forensic tool is supposed to identify the identity of the sender and receiver (MDT-31 and
MDT-32) and content (MDT-33) of a chat message sent in KalamTime application.

The following screenshot presents the user activity of sending a chat message from the test

device to another user device.

———— ce @
SAMSUNG L A0

Nov 05, 2021 9:45 pm
Nov 05, 2021 9:45pm

Not seenl

Nov 05, 2021 9:45pm

Nov 05, 2021 9:45pm

A voice call at Jul 22,2022 7:59 pm
& voice call at Jul 22,2022 10:58pm

Fig 5.1 User Activity on the Test Device

Following are the test results obtained from analysis of Autopsy Forensic tool.

Test case id MDT-31, MDT-32, MDT-33

Test case result As expected

Test case analysis | Autopsy successfully displayed a chat message’s sender, receiver,

timestamp, and content in the KalamTime app.
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Screenshots
W‘dd,.’vo\_\ral30,i’dat3,.’com.ogoul.kalamtime atabases |
able  Thumbnail
Mame 5 C O Modified Time & Change Time
com.google. android.datatransport.events-journal 1 F0ZZ-07-22 2103318 AST  Z022-07-2F 2103316 AST
kalam_local_db-journal 1 Z0ZZ-07-2Z Z2:28:31 AST  Z02Z-07-ZZ Z2:28:31 AST
android:x. work. workdb 1 2022-07-2F 22:28:533 AST  2022-07-2F 22:28:33 AST
androidx. work. workdb-journal 1 POZZ-07-22 2RPHE3AST  2022-07-22 22:26:33 AST
1 2022-07-22 22;30:48 AST  2022-07-22 22;36:46 AST
google_app_measurement_local db 1 2022-07-22 22:37:06 AST  2022-07-22 22:37:06 AST
<
Hex Text Application  File Metadata Annotations  Other Occurrences
Table |chat_messages 82 124 entries Page 1 of 2 &= D> Export to C5V
. id chat_id I sender_jd  receiver_id I message I sender_... receiver... i type is_read
Test & 5304414 182132 474055 474051 Hi 0 o text z2
Test & 5304417 182132 474055 474051 Mot seenl O o text 2
Test & 5304423 182132 474055 474051 2z 0 o text z
Test & 5304425 182132 474055 474051 3 0 o text z
Fartest 13957663 455494 4E05961 474051 Hi 1} o text 1
Mainllser 13937675 430494 474051 480961 Hello 1} o 2254 1
Forkest 13937767 438494 480961 474051 Howe are wou 0 i} bek 1
Mainlser 13937809 433494 474051 -1 Alharndullah -1 -1 text 1
MainUser 13937889 438494 474051 -1 Ok good 1 -1 text 1
Test 13937900 438494 480961 -1 Yes 1 -1 text 1
Mainlser 13937907 433494 474051 1 This is cha... -1 -1 text 1
Test C 13937912 433494 4505961 -1 Yes 1 -1 text 1
Mainlser 13937925 433494 474051 1 Twill delet... -1 -1 text 1
Test 13957929 455494 4E05961 1 Ok 1 -1 text 1
Mainllser 13937937 430494 474051 1 Ok 1 -1 2254 1

Table 5.3— Experimental Analysis

As the Autopsy Forensic tool successfully confirmed the test cases, they were marked “As

expected” in the test results.

5.3 Detailed Test Results

This section provides details of the test results of each of the three tools. The results are
presented with respect to test case IDs. Each test case is tested and the results are listed in

the respective table. The possible result values in the table are explained below:

1. As expected means the tool successfully conformed to the test case (this map to 1
in Table 5.87(a), 5.87(b), and 5.87(c)).
2. Not checked means the tool was unable to conform to the test case (this map to 0

in Table 5.87(a), 5.87(b), and 5.87(c)).
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3. Option not available means the tool does not provide the feature (this maps to
N/A in Table 5.87(a), 5.87(b), and 5.87(c))

4. Successful in combination with another tool means the tool successfully
conformed to the test case but in combination with another tool (this maps to 2 in

Table 5.87(a),5.87(b), and 5.87(c)

5.3.1 Autopsy Test Results Report

& Data Sources
B Views
File Types

-y Deleted Files
MBE File Size
—-|£| Results
=B Extractsd Content
{f; Call Logs (81)
- @ Contacts (30)

% Installed Programs (31)

¥ Messages (187)
-~/ Metadata (31)
- Operating System Information (1)
- 4 Web Bookmarks (3)
-~y Web Cookies (258)

Web Downloads (2)

-~ &2 Web History (47)
4@ Web Search (35)
B A Keyword Hits

(- Single Literal Keyword Search (0)

A Single Regular Expression Search (0)
- % Hashset Hits

“ E-Mail Messages

- X% Interesting Items
(@l Accounts
@ Device (5)
) Email ()
e ﬂ Phone (51)
i (% WhatsApp (35)
(@] Tags

Reports

Fig 5.2 Autopsy Overall Extraction Results

Test case id MDT-01

Test case result As expected
Test case analysis Autopsy was able to show the subscriber’s information.
Screenshots

1 2021-12-16 03:13:52 AST 2021-

mmssms. db-wal 1 F021-12-26 15:59:58 AST #N21-

<

Hex Text Application  File Metadata Results Annotations Other Occurrences

Table siminfo............. | lentries Fage 1of 1 [ 8 Export

_id icc_id sim_id disp... nam... color ff number

1 G69410062305591907525 1 SUBODZ 0 1 034690007385
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Table 5.4-Autopsy Test Result MDT-01

Test case id

MDT-02

Test case result

As expected

Test case analysis

Autopsy was able to show the equipment information.

Screenshots

info.xml JIMSI = <& IMEI«-MEID =3585000654 79697 <4
|| mmi_sysinfo.so SysinfoDiag_LibYersion: %axlE «IMEL«: %sCEM ITE
<
Hex Text File Metadata Results  Annotations Other Occurrences

Strings  Indexed Text
Jage: 1 of 6 Page Matches on page: 1 of 2 Match > 100% }3 ,@') Reset

<IMEI-MEID>=358500068475697) /IMET-MEID>
<phone-type>l</phone-type>

<MSISDN-MDN=034€5020785< /MQTSDN-MDN >
<ICCID=894100€23055591507525</ICCID>
<build>

<wersion.geleaser5.0_2</Qrersion.release>

<wersion. $dk>21</versiorf sdk>

<version.incremental>C530HXHSIBPIZ</version.incremental>
<board-msm331&</board>

<brandrsamsung</brand=>

<devicerfortuna3g</device>
<display>LRX22C.C530HKXS2EPI2</display>
<fingerprintrsamsung/fortunadgxx/fortuna3g:5.0.2/LRHI2G/GE30MHE
<host>SWDDES15</host>

zid> 220 g

<modefl >SH-G530HY/ model>

Table 5.5—- Autopsy Test Result MDT-02

Test case id

MDT-03

Test case result

As expected

Test case analysis

Autopsy was able to show the address book data.

Screenshots

Source File +s C o] Phone Number Data Source
8 contacts2.db 5 £ | M C
8 contacts2.db & +o. RN (=
8 contacts2.db & +07 Devic
B contacts2.db 5 e ] C
8 contacts2.db 7 rson [ 050 o C e
B contacts2.db 5 rson E e ] De e.dd

Table 5.6— Autopsy Test Result MDT-03

Test case id

MDT-04
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Test case result

As expected

Test case analysis

Autopsy was able to show the calendar and notes’ information.

Screenshots

2022-07-04 12055 45T 2022-07-04 14:58:07 AST

| calendar.db | 1

<

2015-01-01 03:03:00 AST

2015-01-01 03:03:00 &

Hex Text Applcation File Metadata Results Annotations Other Occurrences

Table 4 entries Page 10f 1 |88 Export to CSV
id _sync_id dirty mutators lastSynced  calendar_id | title eventloc... description
My calendar16396.., 1 com android.calendar 0 1 Fresentation Islamabad  Have to attend seminar
My calendar 16396, 1 com android.calendar 0 1 Fresentation 2 Islamabad
H My calendar16396... 1 com.android.calendar 0 1 Hzlla Ciky
My calendar16396.., 1 com android.calendar 0 1 | andscaping Layyah
2021-12-16 03:11:56 AST  2021-12-16 03:11:36 AST  2015-0

| memoa.db | 1

<

Hex Text Application File Metadata Annotations Other Occurrences

Table |memo | 4entries Page 1 of 1 [N Export to CSV
1 1o i} How to learn arabic Diownload application For startaktend classakt
2 10 . 1] Memao 2 Auto correct setting Change settings Update:
3 10 . i} Atkend seminar Take notesSignificant papersGive repork
4 1o i} Memaurs Auto carrect changes speling

Table 5.7 — Autopsy Test Result MDT-04

Test case id

MDT-05

Test case result

As expected

Test case analysis

Autopsy was able to show the incoming call data.

Screenshots

%7 logs.db Source File logs di
'\;‘ logs.db 5 NO_SCORE

. C NO_COMMEMT
'\.' logs.db 0 25
%% logs.db Start Date/Time 2021-11-02 15:14:37 PKT
'\).' logs.db End Date/Time 2021-11-02 151 4537 PRT
.\;‘ logs.db Direction Incoming
% logs.db From Phone Number s |

0gs.

= “ To Phone Number o1 {757he-T92e-428c-a53d-017 235515052

4 logs.db 25 Data Source Devicelmage oo

Table 5.8— Autopsy Test Result MDT-05
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Test case id

MDT-06, MDT-08

Test case result

As expected

Test case analysis

Autopsy was able to show the outgoing call data.

Screenshots

Source File o]
%3 logs.db
% logs.db
\',’ logs.db
% logs.db
2 logs.db
2 logs.db
%% logs.db
€ logs.db 25

PR

[~ Properties

Source File logs ok

S MNO_SCORE

C MNO_COMMENT

o -1

Start Date/Time 2021-11-02 151601 PKT
End Date/Time 2021-11-02 151601 PKT
Direction Cutooing

From Phone Number c1i7a7he-792e-4280-5530-017 235915952
To Phone Number 0 -

Data Source Devicelmage.dd

Table5.9— Autopsy Test Result MDT-06, MDT-08

Test case id

MDT-07

Test case result

As expected

Test case analysis

Autopsy was able to show the missed call data.

Screenshots

3ource File
s logs.db
s logs.db
%% logs.db
s logs.db
s logs.db

Start Date/Time End Date/Time

2021-11-06 09:50:47 PET 2021-11-06 09:50:47 PET
2021-11-05 20:57: 10 PET 2021-11-05 20:57: 10 PET
2021-11-05 20:57:07 PET 2021-11-05 20:57:07 PET
2021-11-05 20:57:04 PET 2021-11-05 20:57:04 PET

2021-11-04 19:10:50 PET 2021-11-04 19:10:50 PET

Table 5.10— Autopsy Test Result MDT-07

Test case id

MDT-09

Test case result

As expected

Test case analysis

Autopsy was able to show the duration of calls.
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Screenshots

source File 0 5 C  StartDate/Time End Date/Time
'\',’Il:lgs.db 2021-11-06 05:50:47 PET 2021-11-06 09:50:47 PET
\',’Ings.db 2021-11-05 20057: 10 PET 2021-11-05 20:57: 10 PET
t‘lngs.db 2021-11-05 2057:07 PET 2021-11-05 25707 PET
Qlogs.db 2021-11-05 2057:04 PET 2021-11-05 2005704 PET
f{lngs.db 2021-11-04 19:10:50 PET 2021-11-04 19210050 PET

Table 5.11- Autopsy Test Result MDT-09

Test case id

MDT-12, MDT-15

Test case result

As expected

Test case

analysis

Autopsy was able to show instant messages with time stamps.

Screenshots

1 2022-07-04 14:54:26 AST  2022-07-04 14:54:26 AT 2021-03-10 11:12:40 AST  2021-0

msgstore.db

......... . 1 9050 07T 4 1A.C4ne ACT 9099 07 4 1AEAe AT 90n1 19 e Anaon AcT_ onod 1

Results  Annotations Other Occurrences

B

Hex Text Application File Metadata

Page 1 of 4 Export to CSV

timestamp I

_id I key_remote_jid iuay_frn...l key_id status needs_p... I data

19 923003336591 @s.what... 1 ASZB4... 13 1) Hey it's me testing 202107/25 10:24:20
a0 923003336591@s.what, .. 0 3408, 0 1) Ok 202307/25 10:25: 20
il 023214316851@s.what .. O 7EDLF... O 1) =13 20210725 10:28:01
32 61406802 140@s . whats... 0 EBC?... 0O 1) Ok 20210725 13:08: 14
35 A23247019972-b43303e... 1 0%A7E... & 1) Test 2021/07/26 08:08:43

Table 5.12— Autopsy Test Result MDT-12, MDT-15

Test case id

MDT-16

Test case result

As expected

Test case analysis

Autopsy was able to show and play the audio files.

Screenshots

o Over_the_horizon.mp3 3 2014-10-23 09:06:03 PKT 2014-10-23 09:06:03 PK

lex Text Application File Metadata Results Annotations Other Occurrences

e

a | 2 >

Table 5.13— Autopsy Test Result MDT-16

53




Test case id

MDT-18

Test case result

As expected

Test case analysis

Autopsy was able to show and open the documents,

Screenshots

Documents
Table  Thumbnail

File Type File Extensions
L HTML (9 Sk, kel
-h Office (D) .doc, docx, Jodt, xls, xlsk, ppE, pplx
L POF (9 pdf
K Plain Text (545) St
K RichText @ A

@ Request_for_Attending_MS_Courses_in_other_institutes_of MUS1 10 Z0ZE-07-12 01:03:26 AST 202
@ Zakat Adaigi Form Tareegah.pdf 10 Z022-07-12 01:03:27 AST 202
@ Request_for_Attending_MS_Courses_in_other_institutes_of MUS1 10 Z022-07-1201:03:28 AST 202
1| Zakat Adaigi Form Tareeqah.pdf 2022-07-12 D1:03:27 AST 202
@ Request_for_Attending_MS_Courses_in_other_institutes_of MUS1 2022-07-12 01:03:28 AST 202
— . —

<

Hex Text Application  File Metadats Results Annotations Other Occurrences

ﬁ|?||?|1 nF1T|£|jwu% V|i|EBB|@@|'

National University of Science & Tech

PGP Directorate

REQUEST FOR ATTENDING PG COURSES(S) IN OTHE

Table 5.14— Autopsy Test Result MDT-18

Test case id

MDT-21

Test case | As expected

result

Test case | Autopsy was able to present the bookmarks.
analysis
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Screenshots Source File .C 0 URL Title Domain Program Name Data Source
" SBrowser.db 26 htbp:ffwe, samsungapps.com Samsung Apps Web W, SEMSUNGAPRS, Com SBrowser thirdAPP. dd
4 sBrowser.db 27 htkps:jjyahoo, com/? ksrc=samsungbm “fahoo! wahoo,com SErowser thirdAPF, dd
& sBrowser.db 26 htkpejhwe samsung, comfm-manualfcommon User manual WA, SEMSLING.Com SErowser thirdAPF, dd
& sBrowser.db 26 htkpejhae samsUngapps.com Samsung Apps Web AL, SEMSUNGAPPS . COMm SErowser LATEST.dd
4 sSerowser.db 27 https:iyahoo.com/? ksre=samsungbm *ahoo! yahoo.com SErowser LATEST.dd
Table 5.15— Autopsy Test Result MDT-21
Test case id MDT-22, MDT-23
Test case result | As expected
Test case | Autopsy successfully presented the sender and receiver of an email.
analysis
Screenshots fromList tolist
mailer-daemon@googlemail,comiu0002Mail Delivery Subsystem  ForensicstestO4@gmail. com
ayeshabinteaziz073@gmail, comu000Zayesha Aziz forensicskeskOd@gmail com\u00ZFarensics Tesk
ayeshabinteaziz073@gmail, comu000Zayesha Aziz forensicskeskOd@gmail com\u00ZFarensics Tesk
no-reply@accounts, google. comiul002Google forensicskest04@agmail . cam
aveshabinteaziz07 3@armail. comiu000zZayesha Aziz forensicskest0d@agrnail, comiudD0ZForensicskest04
Table 5.16— Autopsy Test Result MDT-22, MDT-23
Test case id MDT-24

Test case result As expected

Test case analysis | Autopsy was able to present the content of an email.

Screenshots snippet

Address not Found Your message wasn't delivered to mshaheer20211996@grnail, cim because the do...
Thank you For your email On Mon, Jul 4, 2022, 2:56 PM Forensics Test <forensicstest04@gmail.conm. .
I hawe received yvour message On Mon, Jul 4, 2022, 2:56 PM Forensics Test <forensicskest0d@gmail..
Samsung Email was granted access to wour Google account ForensicstestO4@gmail com IF vou did no. ..

Thank vou, Yudaadiude0s On Thu, Jul 7, 2022, 10;12 PM Forensicstest0d <forensicstestDd@agrnail.c...

Table 5.17— Autopsy Test Result MDT-24

Test case id MDT-25

Test case result As expected
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Test case analysis

Autopsy was able to present the timestamp of an email.

Screenshots displayMame timeStamp subject

Mail Delivery Subsystem 1656935903000 Delivery Status Matification (Failure)

Ayesha Aziz 1656936493000 Re: Test e-mail 2

fyesha pziz 1656936506000  Re: Test e-mail 1

Google 1657220999000 Security alert

Avesha Aziz 1657221197000 Re: Checkin

Table 5.18— Autopsy Test Result MDT-25

WHATSAPP

Test case id

MDT-26, MDT-28

Test case result

As expected

Test case analysis

Autopsy successfully presented the contact’s name and phone number

within WhatsApp.

Screenshots

&1 i@, whatsap,.. 1 wiher... 1., .. 160 PERSCMN B
979 S01@s, what... 0 0 L B7 Person [
az lims.whatsa... 1 o .5 Person
EFE B00@s, what,,. 0 1] L 50 Test C
EFE 197@s, what... 0 1] -r TestF

oz Si@s.whatsa,., 1 o ..93 Test D

a9z Fis.whatsa,,, 1 o .95 TestE

Table 5.19- Autopsy Test Result MDT-26, MDT-28

Test case id

MDT-37, MDT-38

Test case result

As expected

Test case analysis

Autopsy successfully presented the timestamp and chat content of a
forwarded message. The origination flags column’s value is 1 in the

case of a forwarded message.
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Screenshots | megstore. @
5 LQurent foscer

<

Mex Text AOpRCabon  Pde Metadata Resuits  Annotatons

Table message v &5 enties Page 6of 7 €& 2 Export to CSV
ongnaton_flags  ongin tmestamp  received,.. recept s.. message.., text_dats

o 9 o o

o S

o

Table 5.20— Autopsy Test Result MDT-37, MDT-38

Test case id MDT-42, MDT-43

Test case result As expected.

Test case analysis | Autopsy successfully presented the timestamp and chat content of a

starred message. The value in column “starred” is 1 in case of a starred

message.
Screenshots ... receipt_server,.., ... text_data

1659076765179 0 1659076767000 O Mowdont .., 0
1659076765180 0 1659076767000 O Ok 1
1659076765150 0 1659076767000 0 Unseen 1
1659076765151 0 1659076765000 0O Message 1
1659076755184 0 1659076765000 0O Done 0
1653076765185 0 1659076763000 0 Thankwou 0O

Table 5.21— Autopsy Test Result MDT-42, MDT-43

Test case id MDT-56, MDT-57, MDT-91, MDT-92

Test case result As expected.

Test case analysis | Autopsy successfully presented the timestamp and duration of a call.
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Screenshots

<

2022-07-04 145426 AST  Z022-07-04 1465026 AT 2021-03-10 11:12:40 AST
2022-07-04 14:54:26 AST
2022-07-04 14:54:27 45T

2022-07-04 14:54:27 AST

msgstore.db

msgstore.db-shm 2022-07-04 14:54:26 AST 2021-12-16 00:00:00 AST

location.db 2021-03-10 11:13:17 AST 2021-03-10 11:13:16 AST

[EAR A

location.db-shm 2022-07-04 14:54:27 AST 2021-03-10 11:13:17 AST

2021-03-10 11:12:40 AST
2021-12-16 00:00:00 AST
2021-03-10 11:13:16 AST
2021-03-10 11:13:17 AST

Hex Text Application  File Metadata

Results Annotations Other Occurrences

Table | call_log ~ | 23entries Page 1of 1 | & =& Export to CSV

_id jd_rowid fom me  callid transacti... | timestamp video_call | duration | cal_resuit
13 4 0 call:ABEC2 1D5A1662FCODASEB408F 3506342 1 2021/08/0% 19:07:49 0 10 5

14 4 0 call E37EB0EES 1 AABASSE2FETENZICSETES 1 \2021/08/04 19:09:07 0 0 4

15 4 0 call: (184507 395F0AASEECFESADEEFCEES71 -1 \2021/08/04 19:09:35 0 0 z

16 4 0 call:S0B5 1 DEE 3689443302 3EFE46DDEIES -1 2021/08/0% 19: 10: 10 0 0 z

17 4 1 call 69D4E025 103559501 BA1B26C1EBISECA 1 2021/08/0% 19: 14:21 1 18 5

18 4 1 call: 2CBDEEDAAE] CFEDESO0STEIADEAE4STS 1 \2021/08/04 19:16:25 1 0 4

bytes_tr...
34288
3544
3605
3605
1457104
12608

Table 5.22— Autopsy Test Result MDT-56, MDT-57, MDT-91, MDT-92

Test case id

MDT-76

Test case result

As expected.

Test case analysis

Autopsy was able to extract a group admin’s phone number.

Screenshots

E_LATESTS.dde_Vd?Ufumm.wha tsapp/databases |
al

Name 5 ¢
web_sessions.db-shm
androidx. work.workdb
sync.db
sync.db-shm
web_sessions.db
stickers.db
stickers.db-shm

Results Annota

Page 1 of 1

1203 000 92 net 000

Table 5.23— Autopsy Test Result MDT-76

Test case id

MDT-79

Test case result

As expected.

Test case analysis

Autopsy successfully displayed the sender of a chat message
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Screenshots * TR s
e D-1627276 125 Bg.us
e
52
a1z
s
82 D-16272 76 128 By.us
2 Q-1627276 125898

Table 5.24— Autopsy Test Result MDT-79

TELEGRAM

Test case id MDT-26

Test case result As expected

Test case analysis | Autopsy successfully presented the contacts’ names in Telegram.

SC reens h OtS IT.'lmg_TeIegram 1.dd,|’vol_vo@,|’data,|’org Jtelegram, messengen'% es i

Table ' Thumbnail

Name S C 0O Modified Time
=) Lo, oy L cUeetusesLo 1TimiTg M3
file_to_path.db 1 2022-07-19 13:01:03 AST
. account3 2022-07-19 13:08:13 A5T
dcSconf.dat 5 2022-07-19 16:40:25 43T
dciconf.dat 3 2022-07-19 17:05:11 AST
1 2022-07-19 18:44:42 AST
dc2conf.dat 1 2022-07-19 15:45:08 AST
@ cthumb1.jpg 1 2022-07-19 158:47:59 AST
|E| voip_icthumb.jpa 1 2022-07-19 18:45:18 AST
<
Hex Texwt Application File Metadata Annotations  Other Occurrences

| 12entries Page 1of 1 [0 Export to C3V

uid name status data

F7000 telegrarm;;; 1614856920  BLOE Data mak shawn
136817688 channel;;;channel_bot 1] BLOE Data not shown
140267078 tenor gif search;;;aif 1] BLOE Data not shown
198529620 foursguare;; foursquare o] BLOE Data not shown
955543537 misbah rebman;;;misbabrebmanmalil 1652382832 BLOE Data not shown
1240684078 ijaz bhaij;; 1652993718 BLOE Data nok shown
2045713774 testd;;; 1653237153 BLOE Data not shown
S102897435  mariam rebman;;; 1656351872 BLOE Diata not shown
51416862258  muhammad shaheer;;; 1655050572  ELOE Diata nob shown
5243583265  mr. shaheer;;; 1658245717  BLOE Data not shown
5556071476 other device;;; 1658246823  ELOE Data not shown
CEO5225468  mrs. ayesha;;; 1653245706 BLOE Data nok shown

Table 5.25— Autopsy Test Result MDT-26

Test case id MDT-27
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Test case result

As expected

Test case analysis

Autopsy was able to present the cached profile picture of the

telegram’s contacts.

Screenshots

Page: 20f2 pages: | & Go to Page: Images: 201-233
Medium Thumbnails Sort Sorted by: 1. Change Time A
-19012063921365... -52107736291087... -52109418415029...

-59582910966331... -59586910955274... -59586910955274...

L. |
L]
[y ~
= m

v

img_Telegram 1.dd/vol_vol30/media/0/A telegram. messenger cache /-5358691..

Table 5.26— Autopsy Test Result MDT-27

Test case id

MDT-28

Test case result

As expected.

Test case analysis

Autopsy was unable to decode the contact numbers as they were stored

in BLOB format.
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Screenshots

img_Telegram 1.ddvol_vol30/data/org. telegram. messenger,.'% es I

e Thumbnail

MName
| L. ey

file_to_path.db
. account3

dcSconf.dat
dciconf.dat
dc2conf.dat

@ cthumb1.jpg

i voip_icthumb. jpa

<

Modified Time
1 LULL=US =10 12020007 A3l

1 2022-07-1913:01:03 AST

Z0E2-07-19 130813 AST
5 2022-07-19 16:40:28 AST
5 2022-07-1917:05:11 AST
2022-07-19 158:44:42 AST
2022-07-19 18:45:08 AST
2022-07-19 18:47:59 AST
2022-07-19 15:45:15 AST

— e e e

Hex Text Application File Metadata

Annotations  Other Occurrences

b 12 entries

uid name
F77oo0

136817685
140267075

telegram;;;
channel;;;channel_bot
tenor gif search;;;gif
1895529620
955843837
1240684073
2048713774
5102597435
5141680225
524355353268

faursquare;; ;foursquare

ijaz bhai;;;

test d;;;

mariam rebmar; ;;
muharmmad shaheer;;;
mr. shaheer;;;
EE56071476  other device;;;

SE95ZZ5468  mrs, ayesha;;;

misbah rehman;;;misbahrebrmanmalik

Page 1of 1 | ili] Export to CSV
status data

1614856920 BLOE Data nok shaown
0 BLOE Data not shown
0 BLOE Data not shiown
1} ELOE Data not shown
1652382832  BLOE Data not shown
1652993718 ELOE Data nok shawn
1658237158 ELOE Data not shown
1656351872  BLOB Data not shown
1655050572  BLOB Data not shown
1658245717 BLOE Data not shiown
1658248823 BLOE Data not shiown
1658245706 ELOE Data not shown

Table 5.27— Autopsy Test Result MDT-28

Test case id

MDT-33, MDT-104, MDT-113

Test case result

As expected

Test case analysis

Autopsy successfully displayed the timestamp of the chat messages of

the Telegram app.
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Screenshots

r oo o0 ot org g am messcng Mles i
a0 ThumDna

umnan

Mame S € O ModifiedTime a
S ST DI 1D ALY £VIMIUASAARN U TVU_V 3,0 L elecusas tmumat M eu,
[ Night_107_-Xc-np9y 2VMCAAAARKrOYNNPYWO_v8_debug.jpg 1 20220717 160854 AST 20
[ES) Night_13_Xc-npSy2VMCAAAARKrOYNNPYWO_v5.jpg 1 20220717 160854 AST 20

rlist-org. telegram.ui.LaunchActivity 1 2022-07-1815:22:26 AST 20
[ cthumb.jpg 1 2022-07-18 15:26:57 AST 20
fle_to_path.db 1 20220719 13:00:03 AST 20
)l account3 2022-07-19 13:08:13 AST 200
deSconf.dat 2022-07-19 164028 AST 20

5
dciconf.dat 5§ 2022-07-1917:05:11 AST 20
cached.db 1 2022-07-19 184442 45T 200
dc2conf.dat 1 2022-07-19 18:45:08 AST - 200
1
1

[ cthumbLipg 2022-07-19 18:47:59 AST 20

=) voip_icthumb.jpg

<

Hex Text Application | File Metadata Annotations Other Occurrences

Tah\v 196 entries Page 2 0of 2 | & &8 Expart to CSY

mid uid read_state send_state date data out
-210142 46116860186, 3 0 1658053504 ELOE Data ok shown 0
2 777000 3 0 1658053590 ELOE Data ok shown 0
-210143 777000 3 0 1658063613 ELOE Data naok shown 0
3 777000 2 0 1658063761 ELOE Data naok shown 0
210144 777000 H 0 1655063765 ELOE Data nok shown 0
4 SS9E2ZS4EE 3 0 1658063757 ELOE Data nok shown 1
210145 46116860185, 3 0 0 ELOE Data nok shown 1
-Z10146 46116860189, 3 0 0 ELOE Data not shown 1
-210148 46116860169, 3 0 1656064946 ELOE Data nat shown 0
-210149 46116860169, 3 0 1656064996 ELOE Data nat shown 1
-210150 46116860169, 3 0 0 ELOE Data nat shown 1

Table 5.28— Autopsy Test Result MDT-33, MDT-104, MDT-113

Test case id

MDT-34, MDT-38, MDT-105, MDT-114

Test case result

Successful in combination with the SQL.ite browser.

Test case analysis

Autopsy was unable to display the chat content of a message stored in
BLOB format. Although, after extracting cache4.db database from

Autopsy, it can be viewed via SQLite DB Browser.
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Screenshots

F oL o Bt s g em messenae Tes i
T TRUmBran

umenan

Name § C 0 ModifiedTme a
L

(IS Ll K DI 1D _-AL-TI5 Y 2¥IMICHAARKR DY TWU_W3. oy CUZerUreLY IBILSIY AS1 2l

B Night_107_-Xc-npSy2VMCAAAARK- OYNNPYWO_vE_debug.jpg 1 2022-07-17 160854 AT 200
B Night_13_-Xc-npQy2VMCAAAARKrOYNNPYWO_ 5. jpg 1 2022-07-17 160854 AT 200
rlist-org. telegram ui.LaunchActivity 1 2022-07-1815:22:26 AST 200
B cthumb.jpg 1 2022-07-16 15:26:57 AST 200
file_to_path.db 1 2022-07-1913:01:03 AST 200

)} account3 Z022-07-19 13:08:13 45T 20

desconf.dat 5 2022-07-19 164028 A5T 200
deiconf.dat 5 2022-07-19 170511 AST 200
caches.db 1 2022-07-19 184442 AST 200
dezconf. dat 1 2022-07-19 134508 AT 200
B cthumb .50 1 2022-07-19 184753 AST 200
B voip._icthumb.jpg 1 2022-07-19 13418 45T 200
<
Hex Text Application  File Metadata Annotations  Other Occurrences

Tat:lv 196 entries Page 2 of 2 | € SN Export to C5V

mid uid read_state send_state date data out
210142 46118860186,., 3 0 1658063504 ELOB Data nok: shown 0
2 777000 3 0 1658063590 ELOB Data nok: shown 0
210143 777000 3 0 1658063613 ELOE Data nok: shown 0
3 777000 z 0 1658063761 ELOE Data nok: shown 0
-zi0l4d  FTFO00 z o 1658063768 ELOE Data nok: shown o
4 SSOEZ2S4EE 3 o 1658063797 ELOE Data nok: shown 1
210145 46118860189, 3 o o ELOE Data nok: shown 1
-z10146 46116860189, 3 1) 1) ELOB Data not shown 1
-210148  46116860189.. 3 1) 1658064946 ELOB Data not shown 1)
-210149  46116860189.. 3 1) 1658064996 ELOB Data not shown 1
-210150  46116860189.. 3 1) 1) ELOB Data not shown 1

1000 fa 55 55 55 01 03 00 00 ae cb fc £f 00 00 00 QO | .UOU............
1010 34 ec 2a 4b 22 17 51 59 3c 24 ae 4d 01 00 00 0O | 4.*K".Q¥<S.M....
020 £d df c3 €2 02 48 €5 00 20 &3 ed 3d 15 c4 kS5 lc | .. .bE (=
030 00 00 00 00 00 OO QO OO | e

= of data currently in cell: Binary
vtels)

tabase Structure Browse Data Edit Pragmas Execute 5QL

e: || messages v2 i @ e W _[j' [E.'] ‘_d' ‘_A A @ ba Filter in any column

mid uid read_state  send_state date data out ttl media
|Fitter  JFilter [Filter [Filter [Filter [Filter [Fitter [Fitter JFiter [r
-210000 4511686018663290929 3 0 0 10
-210001 4611686018663290929 3 0 1657004025 10 1
-210002 4511686018663290929 3 0 1657004029 o0 1

Table 5.29— Autopsy Test Result MDT-34, MDT-38, MDT-105, MDT-114

Test case id

MDT-37

Test case result

As expected

Test case analysis

Autopsy successfully displayed the timestamp of the forwarded chat

messages of the Telegram app.
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Screenshots

leg_LATESTG.aajvo _wol 30,|fdata,|forg.helegram.messenger,.'% es I

Table ' Thumbnail
Name
remote_en.xml
‘@cihumb.jpg
L\ [parent folder]
dcsconf.dat
dclconf.dat
dc2conf.dat
file_to_path_backup.db
tgnet.dat
<
Hex Text Application  File Metadata Annota
Table |messages_v2 - 273 entries Page 3 of 3
+ uid oo date
.. 5556071476 3 0 1659963140 ...0 0O 0 ooao
.o -B50343539 3 0 1659963146 ...0 0O 0 ooao
. -B15330969 3 0 1659963167 ...0 0O 2 oo1
. -615330969 1 0 1659963150 ...0 O -1 ooao
L -B50343539 1 0 1659963194 ...0 0O 2 oo1
Lo tBE0Z43539 3 0 1659963252 ... 0 0O -1 oo0oao
L0 tB1ST30969 3 0 165996329 ... 0 0O -1 oo0oao
L0 0356071476 3 0 1659963309 ...0 O -1 onoao
Lo -1BSE07E... 3 0 1659965155 ...0 0O 2 ool
.o -1BSE07E... 1 0 1659963157 .0 0O 2 ool

Table 5.30— Autopsy Test Result MDT-37

Test case id

MDT-46, MDT-47, MDT-82, MDT-83

Test case result

As expected.

Test case analysis

Autopsy successfully displayed the timestamp and chat content of a

disappearing message.

Screenshots

0coco fa 55 55 55 01 03 00 00 dé ca fc ff 80 3a 09 00 | .UUO.........:..
0010 34 ec 2a 4b 22 17 51 59 3c 24 ac 4d 01 00 00 00 G aEKm Olclkl

0020 1d bd £f0 &2 17 4f 6b 20 73 &5 &c &6 20 €4 &5 73 [...b.0Ok self des
0030 74 72 75 &3 74 20 31 20 77 &5 €5 6b 20 €3 ed 3d Jtruct 1 week c.=|
0040 15 c4 b5 1c 00 00 00 00 00 0O 0O 00

ype of data currently in cell: Binary
6 byta(s)

Database Structure Browse Data Edit Pragmas Execute SQL

‘able:| || messages v2 viB % % ._[j' =1 BB A &) I @

mid uid read_state  send_state data

|F\\ter |F\\ter |F|Iter IFMter IFMter |F\\ter |
244 98 5556071476 3 o 2022-08-08 10:36:37
245 -210217 4611686018942272132 3 o 2022-08-08 10:36:47

246 -210218 4611686018942272132 3 o 2022-08-08 10:37:01
247 -210219 4611686018942272132 3 0 2022-08-08 10:37:11

Table 5.31- Autopsy Test Result MDT-46, MDT-47, MDT-82, MDT-83
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Test case id

MDT-52, MDT-53, MDT-87, MDT-88, MDT-106, MDT-107

Test case result

As expected.

Test case analysis

Autopsy successfully displayed the timestamp and content of a voice

message.

Screenshots

img_Telegram1.dd,vol_vol30/media, elegram/Telegram Audio
Table  Thumbnai

Mame S € O Modified Time

2021-03-10 11:058:50 AST

.nomedia
4 6046503723386001855.00g
J 4_5767174191195359652.000

0
.- 2021-10-30 15:40:07 AST
7

2021-11-02 13:31:01 AST

4 4_5767174191195359653.000 7 2021-11-02 13:31:22 AST
! [parent folder] 2022-07-17 16:07:14 AT
4 4_5958607124165560760.000 1 20z22-07-15 15:22:55 AST
J 4_5960734378743063719.000 1 2022-07-19 13:00:19 AST

Table 5.32— Autopsy

Test Result MDT-52, MDT-53, MDT-87, MDT-88, MDT-106, MDT-107

Test case id

MDT-56, MDT-60, MDT-91, MDT-95

Test case result

Successful in combination with the SQL.ite browser.

Test case analysis

Autopsy successfully displayed the timestamp of a voice call and a

video call but it detected a call with the help of the SQL.ite browser.

Screenshots

img_LATEST5.dd fvol_vol30/dataforg. telegram. messenger /files I

SO Thumbnar
Name § C 0O Mo
1 I 1 T ¥ 11 T o 1 S s
remote_en,xml 202,
cache4.db 202,
@ cthumb.jpg 202
delconf.dat 202
<
Hex Text Application File Metadata Annotations

Tab\ 229 entries Page 2 of 3 &
mid uid read_state send_statel] date data out

14 -650343539 3 a 1655213065 BLOE Dat,.. 0
46 -B50343539 3 a 1655224946 BLOB Dat... 0
55 5243883268 3 o 16558239613 BLOE Dat... 1
56 5243383265 3 a 1655239739 BLOE Dat... 1
57 5243383265 3 a 1655239765 BLOE Dat,.. 0
53 5243383268 3 a 1655245551 BLOB Dat... 1
59 5243883268 3 o 1655245663 BLOB Dat... 0O
an coanaRIzeR n recranear monns TR
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Fle Edit View Tools Help

NewDatabase |2 Open Database [Write Changes | Revert Changes iOpen Pr

Edit Database Cell

Mode: [Brary | [

0000 62 58 08 2b 00 00 00 00 32 00 00 00 22 17 51 53
0010 34 ec 2a 4b 01 00 00 00 8e 82 dé €2 7f la el 80
0020 07 00 00 00 b4 43 69 f£f 34 ec 2a 4b 90 c6€ ad 57

0030 02 00 00 Q0

Type of data currently in cel: Binary
52 byte(s)

Database Structure Browse Data Edit Pragmas Execute SQL

Tab\eIJmessages_vl I Y8 % s BEeE BB AE Rl

mid uid 3d_ste nd_sta I date data uutl

‘F\\ter’ |F|\ter |F\\ter’ |F\\ter |F|\ter |F|\ter |F|Iter |

184 49 5556071476 3 0 2022-07-19 13:07:49 0
185 50 5556071476 3 0 2022-07-19 13:08:14 BLOB o
186 51 5556071476 3 0 2022-07-19 13:08:37 o
187 53 5556071476 3 0 2022-07-19 16:41:43 1
188 54 5556071476 3 0 2022-07-19 16:42:37 0
189 14 -650343539 3 0 2022-07-19 09:44:28 0
190 46 -650343539 3 0 2022-07-19 13:02:26 0
191 55 5243883268 3 a 2022-07-19 17:06:53 1

Table 5.33— Autopsy Test Result MDT-56, MDT-60, MDT-91, MDT-95

Test case id

MDT-75

Test case result

Successful in combination with the SQL.ite browser.

Test case analysis

Autopsy successfully displayed the time when a group was created.

Screenshots

“dit Database Cell

Mode: [Binary v | |8

0000 62 58 08 2b 00 01 00 00 Oc 00 00 00 22 17 51 &9
0010 34 ec 2a 4b 01 00 00 00 9a OL c& 36 73 74 c3
0020 00 00 00 00 99 52 d6 62 ad cb 47 bd Ob 47 72
0030 75 70 20 31 £0 9f 98 82 15 o4 bS 1c 02 00 00
0040 34 =c 2a 4b 0L 00 00 00 3c 24 ae 4d 01 00 00
0050

Type of data currenty in el Binary
80 byte(s)

DatsbaseStructure  BronseDats  EditPragmas  ExecuteSQL

Table: || messages_v2 V|8 % » B & B B 4 8 % fernany:

mid Uid read_state _send_state date { data

Filter Filter Filter Filter Filter Filter
145 6 -1658078792 3 0 2022-07-17 13:07:16
146 5 -1658078792 3 0 2022-07-17 13:07:08
147 6 -615330969 3 0 2022-07-18 15:27:05
148 5 -615330969 3 0 2022-07-18 15:27:04
149 10 -615330969 3 0 2022-07-18 15:28:09
150 1 -615330969 3 0 2022-07-18 15:28:17

151 12 -650343539 3 0 2022-07-19 09:43:37 /e’

Table 5.34— Autopsy Test Result MDT-75

Test case id

MDT-117, MDT-118
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Test case result

Successful in combination with the SQL.ite browser.

Test case analysis

The timestamp and chat content of an edited message were successfully

recovered by autopsy.

Screenshots
Binary v | |7
)0 e0 & 11 38 02 81 00 00 87 00 00 00 22 17 51 59 | .0.B...ew...". Q¥
L0 3c 24 ae 4d 01 00 00 00 22 17 51 59 0a £f9 77 5f | <S.M... -
!0 01 00 00 00 45 17 ee €3 03 4f €b €b 57 17 ee €3 Ec:
30 01 20 00 00 P
Fdata currently in cell: Binary
HO
ase Structure Browse Data Edit Pragmas Execute QL
| messages_v2 ~ @ 6 W
mid uid read_state  send_state date data ou
Filter _ [Filter Filter [Filter [Filter ~ [Fitter [rite
1 -1893727334 3 0 2023-02-12 15:26:07
131 5896665354 2 0 2023-02-16 12:18:32
132 5896665354 2 0 2023-02-16 12:18:43
135 5896605354 2 0 2023-02-16 16:45:09 BLOB
136 5806665354 2 0 2023-02-16 16:45:33
Table 5.35— Autopsy Test Result MDT-117, MDT-118

Test case id

MDT-26, MDT-27, MDT-28

Test case result

As expected

Test case analysis

Autopsy successfully presented the contact name, profile image, and

phone number from KalamTime.
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Screenshots

e —
EIITIH mirdAPP.dd‘voI volSO‘daiB‘cum.0guu|.ka|amﬁmeddaiabasesI

Table  Thumbnail

MName 5 C O Modified Time = Change Time Access
google_app_measurement_local. db<journal 6 2021-03-10 10:30:53 AST - 2021-03-10 10:30:53 AST - 2021-0
L\ [parent folder] 2022-07-22 1720001 AST - 2022-07-22 17:20001 AST 2021-0
L\ [current folder] 2022-07-22 173513 A5T  2022-07-22 17133113 45T 2021-0
mjtCore.db 1 2022-07-22 17:33:13 AST  2022-07-22 17:33:13 AST 20220
mjtCore.db-journal 1 2022-07-22 17:33:13 AT 2022-07-22 17:35:1153 45T 20220
exoplayer_internal.db-wal 1 2022-07-22 171939 AST  2022-07-22 17:55:51 AST 20220
exoplayer_internal.db 10 Z02E-07-22 1701939 AST  2022-07-Z2 21:15:40 AST 2022-0
exoplayer_internal.db-shm 1 2022-07-22 2101540 AST  2022-07-22 21:15:40 AST 20220
com.google.android. datatransport.events 1 2022-07-22 21:3%:18 AST  2022-07-22 21:35:116 AST 20210
com.google.android. datatransport. events-journal 1 2022-07-22 21033118 AST  2022-07-22 21:3318 AST - 20210
kalam_local_db-journal 1 2022-07-22 22:28:31 AST  2022-07-22 22:28:31 AST 2021-0
androidx. work. workdb 1 2022-07-22 22:28:33 AST  2022-07-22 2225133 AST 20210
androidx. work. workdb-journal 1 2022-07-22 22:25:33 AST  2022-07-22 22:25:33 AST 20210
1 2022-07-22 22:36:48 AST  2022-07-22 22:36:45 AST  2021-0
google_app_measurement_local.db 1 2022-07-22 22:37:06 AST  2022-07-22 22:37:06 AST - 2021-0
<
Hex Text Application  Fle Metadata Annotations  Other Occurrences
4 entries Page 10of 1 |8 = Export to CSV
number id name profile_image kalam_name is_selected  hide_phone hide_pro...
42916 PERSOMF  https:fistorage.g... +% Cppouser o 1 o
474055 PERSOMF  https:/fstorage.q... +923 55 Test & o 1 o
474099 Persan A https: fistarage.g... +924 3 For Testing o 1 o
480961 Tesk C https:fiskorage.g... +%. 0 Fortest a 1 a

Table 5.36— Autopsy Test Result MDT-26, MDT-27, MDT-28

Test case id

MDT-31, MDT-32, MDT-33, MDT-34

Test case result

As expected

Test case analysis

timestamp, and content in the KalamTime app.

Autopsy successfully displayed the chat message’s sender, receiver,

Screenshots
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|mg_thirdAH’.ddfvol_volSOfdatafmm.ogoul.kalarnﬁme,databases I

ol Thumbnail

MName 5 C 0

com.google.android. datatransport.events-journal
kalam_local_db-journal

androidx. work. workdb

androidx. work. workdb-journal

kalam_local_db

google_app_measurement_local.db

LR S TR S SN

<

Modified Time

2022-07-22 21133118 A5T
2022-07-22 22:28:31 AST
2022-07-22 22:28:33 AST
2022-07-22 22128153 A5T
2022-07-22 22:36:48 AT
Z022-07-22 22,3700 AST

2 Change Time

2022-07-22 21:33:18 A5T
2022-07-22 22:25:31 AT
2022-07-22 22:25:33 AST
2022-07-22 22125133 AST
2022-07-22 223648 AST
20z2-07-22 22,3700 AST

Hex Text Application  File Metadata

Annotations Other Occurrences

Table  chat_messages R 124 entries Page 1 of 2 @ -) Export to CSV
id chat_id I sender_id  receiver_id Imessage I sender_... receiver...
Test A 5304414 182132 474055 474051 Hi 1] 1]

Test & 5304417 182132 474055 474051 Mot seenl 0 o
Test & 5304423 182132 474055 474051 z o o
Test & 5304425 152132 474055 474051 3 1] 1]
Fortest 13937663 435494 450961 474051 Hi 1] 1]
Mainlser 13937678 438494 474051 4530961 Hella 1] 1]
Fartest 13937767 438494 430961 474051 How are yaou 0 o
Mainlser 13937809 435494 474051 -1 Alharndulilah -1 -1
Mainlser 13937889 435494 474051 -1 Ok good -1 -1
Tesk C 13937900 435494 450961 -1 es -1 -1
Mainlser 13937907 438494 474051 -1 This is cha... -1 -1
Test C 13937912 438494 430961 -1 Yes -1 -1
Mainlser 13937925 435494 474051 -1 Twill delet... -1 -1
Test C 13937929 435494 450961 -1 Ok -1 -1
Mainlser 13937937 435494 474051 -1 Ok -1 -1

{"contactMame":"PE. ..

original_message identifier

oW

unix_time

PLadeTudu]u 0 ] g ol
1 also deleted

Chat 1

1.658500525232E9
1.655500565677ES
All media 1.655500576246E9
Shared an Image 1.65350092 159E9
shared a Video 1.658500925575EY
4_S9807545757430. ., 1.658500930594ES
AFLogical-OSE_1.5.... 1.658501015526E9

1.658501147575E9

is_read
ket 2
ket 2
ket Z
text z
text 1
ket 1
ket 1
ket 1
ket 1
text 1
ket 1
ket 1
ket 1
ket 1
text 1

Table 5.37— Autopsy Test Result MDT-31, MDT-32, MDT-33, MDT-34

Test case id

MDT-35, MDT-36, MDT-37, MDT-38

Test case result

As expected

Test case analysis

timestamp, and content in the KalamTime app.

Autopsy successfully displayed the chat message’s sender, receiver,
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Screenshots

limg_LATEST 3. dd/vol_vol30/data /com. ogoul. kalamtime /database: I
T e an

Name 5 C

kalami_local_db

kalam_local_db-journal

L4
Hex Text Application  File Metadata Annotations
Table |chat_messages hvs 195 entries Page 2 of 2 ]

original_message et ven ves oo DWNEF_NEME forwarded_unix

wus Lan

Hellooooooooooooo

Hellooooooooooooo b Teskd 1658518064.654
Ok Test & 16585158057, 306
Shared a Audio cown Test A 1658512792 555
Shared a Audio v Testd 1658512872.615
Deleting from vo sode v Testd 1653173698,552
Ok Test & 1659173699, 936
Mine deketed s MainUser 1652173732,510
Ok vooen Mainbser 1659173739.804

Table 5.38— Autopsy Test Result MDT-35, MDT-36, MDT-37, MDT-38

Test case id MDT-54, MDT-55, MDT-56, MDT-58, MDT-59, MDT-60

Test case | As expected

result

Test case | Autopsy successfully extracted the caller and receiver’s phone number and
analysis timestamp.

Screenshots
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Table  Thumbnail

Name

kalam_local_db-journal

androidx. work. workdb

kalam_local_db

<

androidx. work.workdb-journal

google_app_measurement_local.db

com.google.android. datatransport. events-journal

Modified Time

2022-07-22 21133118 AST
Z022-07-22 2212831 AST
Z0Z2-07-22 2212833 AST
2022-07-22 22:28:33 AST
2022-07-22 22:36:48 AST
Z022-07-22 22:37:06 AST

= Change Time

2022-07-22 21133118 AST
2022-07-22 22:28:31 AST
2022-07-22 22:28:33 AST
2022-07-22 22:28:33 AST
2022-07-22 22:36:48 AST
2022-07-22 223708 AST

Access Time

2021-03-10 10308
2021-03-10 11:08:
2021-03-10 10308
2021-03-10 10:30:8
2021-03-10 11:08:;
2021-03-10 10308

Hex Text Application File Metadata

Annotations Other Occurrences

Page 1 of 2 EI > Export to CSV

. Isender_name ...... sender_id  receiver_id message I I type I is_read duration
Mainlser ... 474051 450961 2519275, 0 0 location 2 1]
Mainlser ... 474051 450961 2519271, 0 0 location 2 1]

. Mainlser L 474051 480961 Shareda.. 0 0 audio z 10

. Mainlser L 474051 480961 Shareda.. 0 0 audio z &
Fartest .. 480961 474051 https:ifsd... 0 0 majitok 2 o
Fortest ... 430961 474051 viice call ] call z ]
Fortest ... 430961 474051 videocall 0 call z ]
Mainlser ... 474051 480961 viice call ] call z ]
Mainlser ... 474051 480961 videocall 0 call z ]
Faortest ... .. 430961 474051 waice call o call 2 1
Mainlser ... 474051 480961 viice call ] call 1 ]
Mainlser ... 474051 430961 wideno call 0 call z 0
Fortest ... 430961 474051 videocall 0 call z 1
Mainlser . 474051 480961 videocall 0 call z ]
Fortest ... 430961 474051 videocall 0 call z 1
Mainlser ... 474051 474055 viice call ] call z 1
Testa L 474055 474051 woice call o call 2 1
Testd L 474055 474051 videocall 0 call z 1

original_message identifier

25.1927501...51...,
25.1927163...51....
shared a Audio
shared a Audio
https:/fsdk.majita. ..

woice cal
viden cal
voice cal
viden cal
woice call
voice cal
videno cal
viden cal
viden cal
viden cal
voice cal
wioice call

viden cal

unix_time

1.858501...
1.858501...
1.858501...
1.858501...
1.658501...
1.858501...
1.858501...
1.858501...
1.858501...
1.658501...
1.858501...
1.858301...
1.858501...
1.858501...
1.858501...
1.858501...
1.658512...
1.858512...

Table 5.39— Autopsy Test Result MDT-54, MDT-55, MDT-56, MDT-58, MDT-59, MDT-60

Test case id

MDT-100

MDT-62, MDT-63, MDT-64, MDT-65, MDT-97, MDT-98, MDT-99,

Test case result

As expected

Test case | Autopsy successfully found the sender and receiver of a media file, along
analysis with its content and type.
Screenshots
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kalam_local_db 1 2022-07-22 22:36:43 AST  2022-07-22 22:36:48 45T 2021-03-10 11:08:19 A!
google_app_measurement_local.db 1 2022-07-22 22:37:06 AST  2022-07-22 22:37:06 AST - 2021-03-10 10:30:53 A
£
4ex Text Application File Metadata Annotations Other Occurrences
Tabl | 124 entries Page 1 of 2 @ = Export to CSV
..sender_... ... chat_id sender_id  receiver_id fmessage E isread ... e unix_time
MainUser L 35494 474051 480961 Chat 1 0 0 kext 1 o 165850086567 FES
Mainlser 435494 474051 450961 Al media 0 0 fkext 1 0 .. 1.653500576246E9
.. MainUser .. 438494 474051 480961 Shared an Image o 0 fimage 1 a 1.65850092159E9
+ MainUser L 430494 474051 480951 Shared a Wideo 0 0 fvideo 1 o 1,658500925575E9
+ MainUser L5544 474051 480961 4_5960754578743063657.pdf 0 0 J document 1 1. 658500990594E9
.. MainUser 435494 474051 450961 AFLogical-0sSE_1.5.2.2ip 0 0 §document § 1 1.655501015526E9
Mainlser .. 438494 474051 480961 {"contactMame":"PERSCM F",... 0 0 [ contact 2 o 1.658501147873E9
+ MainUser L 438494 474051 480951 Shared an Audio 0 0 faudio 2 1.65850120092E9
o MainUser 430494 474051 450951 Shared an Image 0 0 fimags 2 oo 1,658501201301E9
+ MainUser L 35494 474051 480961 shared an Image 0 0 §image z o .. 1.658501253935E9
.. MainUser 435494 474051 450961 Shared an Audio 0 0 faudo 2 1 1.658501 26803E9
Mainlser .. 438494 474051 480951 25.1927501...51.4993941 0 0 f location 2 o .. 1.658501314434E9
Mainlser 438494 474051 480951 25.1927163...51. 4993217 0 0 f location 2 o .. 1,658501399155E9
+. MainUser L 455494 474051 430961 Shared a Audio 0 0 " audo z 1.6585014269568E9
.. Mainlser .. 435494 474051 480961 Shared a Audio 0 0 audo z B .. 1,653501448385E9

Table 5.40— Autopsy Test Result MDT-62, MDT-63, MDT-64, MDT-65, MDT-97, MDT-98,
MDT-99, MDT-100

Test case id MDT-68, MDT-69
Test case | As expected
result
Test case | Autopsy successfully found the type and content of an uploaded status.
analysis
Screenshots Ikalam_\uml_db I 1 Z02E-D7-ZZ 2236048 AST  Z0Z2-07-2Z 22:536:48 AST  2021-03-1011:05:19 AST 2021~
google_app_measurement_local.db 1 2022-07-22 223706 AST  2022-07-22 223706 AST  2021-03-10 10:30053 AST - 202141
Text Application  File Metadata Annotstions Other Occurrences
| gentries Page 1of 1 [0 0 Export to CSV
zer_id type message file_url thumbnail privacy
74055 ket story 1 all
74055 text ok al
74055 ket ok all
74051 ket ok all
74051 image https:fistarage.googleapis .comfkalaamtime/filesjQhwakzPe, . https:fistorage, googleapis.comfkalaamtime/thumbsfIMG-2... all
74051 image v good https:fistarage.googleapis .comfkalaamtime/files/bUcgD29R, .. https:fistorage, googleapis.comfkalaamtime/thumbsfIMG-2... all
74051 image JstoragefemulatedofwhatsAppiMediafiwhatsApp Images/1... fstoragefemulated|ofwhatsAppiMediafhatsApp Images/... all
74051 text ok al
74051 image v good Istoragefemulated/0fWhatsapp/MediaWhatsapp Images/1... [storage/emulated/0fWhatsappiMediafwhatsapp Images)... al

Table 5.41— Autopsy Test Result MDT-68, MDT-69
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Test case id

MDT-75, MDT-76

Test case result

As expected

Test case analysis

Autopsy successfully found the group creation’s time and it’s admin’s

name.
Screenshots
1 2022-07-22 22:36:48 45T 2022-07-
google_app_measurement_local.db 1 2022-07-22 Z2:37:06 AT 2022-07-
<
Hex Text Application  File Metadata Annotations Other Occurrences
Tabls 2 entries Page 1of 1 [ &8 = Export to CSV
id is_muhel group_name Ikroup_image I Iis_admin am_i_admin created_at I
184220 0 HelloGroup https:fistorage. googleapi... 1 1 2021-11-05T15:57:18.0002
435560 0 Oppo Group  https:/fstorage . googleapi... 0 i} 2022-07-22T18:19:35.0002

Table 5.42— Autopsy Test Result MDT-75, MDT-76

Test case id

MDT-78, MDT-79, MDT-80

Test case result

As expected

Test case | Autopsy successfully found the sender’s phone number, timestamp. and
analysis chat content of a group’s message.
Screenshots I kalam_local_db I 1 2022-07-22 22:36:48 A5

google_app_measurement_local.db 1 2022-07-22 ZZ:37:06 AT

<

Hex Text Application  File Metadata Annotations Other Occurrences

Tablg 124entries  Page 1of 2 [0

. type is_read duration  original_message ... unix_time ... ... ... I Eat_type i
d

bext 2 a Hi 1.658513... .. single ,
bext 1 0 Hella 1658513, . group '
text 1 i} [s]3 1.858513... ... group
kext 1 1] Cak. 1.658513... tr group :
memmber 1 o {"id":"480961","... 1.658513... ... group !
text 1 o Thank you 1.858513... ... group !
text 1 1] 1 am 4th member 1.BEES13.,, aroup
audio 1 3 Shared a Audio 1853513, . L1 group !
audio 1 9 Shared an Audio 1.658513.., ... L group
call 1 1 widea call 1.658513... ... graup
cal 1 1 woice call 1.658513... ... group !
call 1 1 wideo call 1.658513... ... group :
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sender_id ..o ves ven oee o o original_... iden...  unix_tme  language profle_i... owner_n... forwarde... thumbnail chat_type

474055 L. 00 .2 1 videocal 1.658512... en single
474055 L. 00 ..2 2 Shareda... 1.658512... en https:fist... single
474055 -1 ...-1-1..2 0 Sharedan... 1.658512... en https:fist... https:fist... single
474051 OoHODDO..10H 1.658512... en group
474055 -1H -1 -1 ...02 0 Hi 1.658513... en htkps:ffst... single
474055 L. 00 .1 0 Helo 1.658513... en group
474055 . o0 .10 Ok 1.658513... en group
474051 o..00 ..10 Cok 1.658513... tr group
474051 o..00 .10 {d""40.. 1.658513... en group

Table 5.43— Autopsy Test Result MDT-78, MDT-79, MDT-80

Test case id

MDT-89, MDT-91, MDT-92, MDT-93, MDT-95, MDT-96

Test case result

As expected.

Test case analysis

Autopsy successfully found a caller’s phone number of a group voice

call and video call, as well as timestamp and duration.

Screenshots

I kalam_local_db I 1 Z0ZE-07-22 22:36:45 A5
google_app_measurement_local.db 1 2022-07-22 2213706 AT

<

Hex Text Application File Metadata Annotations ~ Other Occurrences

Tablg 124 entries Page 1 of 2 [ =>
type is_read duration  original_message ... unix_tme  ............ I Eat_type

ket 2z 1] Hi 1.658513... ... single
text 1 i} Hella 1.658513... ... graup
text 1 i} Ok 1658513, ... group
bexk 1 u] Cak 1.658513,., b group
member 1 i} {'id""480%61" ", 1658513, ... group
text 1 i} Thark wou 1.658513... ... graup
text 1 i} I am 4th member 1658513, ... group
audio 1 e} Shared a Audio 1.658513... ... ... group
audio 1 9 Shared an Audio 1658513, ... Lo group
call 1 1 video call 1.658513... ... graup
call 1 1 voice call 1658513, ... group
call 1 1 video call 1.658513... ... graup

Table 5.44— Autopsy Test Result MDT-89, MDT-91, MDT-92, MDT-93, MDT-95, MDT-96

Test case id

MDT-111, MDT-113, MDT-114

Test case result

As expected.

Test case analysis

Autopsy successfully found a secret message’s sender, timestamp, and

chat content.
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img_LATEST7.dd /vol_vol30/data/com.ogoul. kalamtime /databases I
Screenshots e

Name 5 C 0O
exoplayer_internal.db-wal
com.google.android.datatransport. events
exoplayer_internal.db
exoplayer_internal.db-shm
kalam_local_db-journal
androidx.work.workdb
andraidx.work.workdb-journal

kalam_local_db

google_app_measurement_local.db

<

Hex Text Application File Metadata Annotations

Tahle w | B9 entries Page 1of 1 | &
sender_id  receiver_id message SE,.. [leC.. type
474055 474051 wvoice call o 0 call
474055 474051 viden cal 0 ] call
474055 474051 viden cal 0 ] call
474055 474051 video cal o ] call
474055 474051 Ok o o ket
474055 474051 Tharks u} o et
474051 474085 Shared a Audio 0 ] audio
474051 -1 Ok -1 -1 ket
474055 1 Ok -1 -1 et
474055 1 Private -1 -1 bext
474055 -1 ok -1 -1 Eext
474055 1 Enable -1 -1 Lt
474055 1 Shared an image -1 -1 image

Table 5.45- Autopsy Test Result MDT-111, MDT-113, MDT-114

Test case id MDT-120

Test case result As expected.

Test case analysis | Autopsy was able to extract geolocation data present in social media

chat messages.

Screenshots

laﬁmde longitude place_name place_address url
. . lahore ElEy ps:foursquare. c...

0.0 0.0

37.32039373854803 -121.94793041335938  Kashmir San Jose, A 95,.. https:fffoursquare.c...
37,3175338356882855  -121.94755267791095  Kalamata Coffes ... 3031 Tisch Way, ... https:ffoursquare.c...
251927721 51.4993797

25.1927539 514993678

25.191080093358379 51.4997062633 1055 Barwa city Block G1 https:fffoursquare.c...
25,1945474 51,503061 Gulf pall https:fffoursquare.c...
25.186954932528945 51.490365022542575 el https:fffoursquare.c...

Table 5.46— Autopsy Test Result MDT-120

Test case id MDT-121

Test case result As expected

Test case analysis | Autopsy successfully presented the text with the correct character
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glyphs.

Screenshots

Case View Tools Window Help

Add Data Source ﬁ Images/Videos ) Communications 9 Geolocation ¥ = @ ~ Keyword Lists Qy Keyword Search
& 0 Listing N
img_NEWIMAGE.dd vol_vol30/data/com.whatsapp/databases 6 Re
=] Eata Sources ~ || Table  Thumbnail
B3] NEWIMAGE.dd
vol1 (Unallocated: 0-8191) SaTibi
vol4 (aprilos: 8152-38311) Name 5 C 0 ModfiedTme o Chi
vol5 (modem: 33912-156543)
_jobqueue-WhatsAppJobManager 1 20220704 14:52:34 AST 20220
vols (sbl1: 156544-157567)
vel7 (drs 157568-157631) msgstore.db 1 202207-04 1454:26 AST 20220
Vol (aboot: 157632-161727) msgstore, db-shm 1 202207-04 1454:26 AST 20220
veld (rpm: 161728-162751) location.db 19 20210310 1131517 AST 20220
vol10 (gsee: 182752-165775) location. db-shm § 20220704 1454:27 AST 20220
vol11 (ghee: 163776-164795) a 5
vol12 (fsg: 164800-170943)
vol13 (seci 170944-170575) Hex Text Applcation | File Metadata Results  Annotations Other Occurrences
vol14 (pad: 170576-192511)
vol15 (param: 182512-212991) Table fmessages 1. 325entries Page 1of 4 [l Export to CSV
vol16 (efs: 212092-241663)
vol17 (modemst1: 241664-247807)
vol18 (modemst2: 247808-253351) d key_remote_jid key_fio...  keyid
vol19 (boat: 253952-280575) 1 -1 1) -1
vol20 (recovery: 280576-311295) 12 92340527 1848@s whatsapp.net 1 0987340 CFaESCCICARDTZ7C0C43147 1D
voi21 {fota: 311206-321537) 13 92340527 1640@s whatsspp net 1 43FEEECZ7BCODDSF 1 2462006071 15B4
vel22 (oackup: 321536335355 14 92340527 1848@s what: t 0 AB4BEBS48F4B40381 S0FSE43785A5506
vol23 (fsc: 335856-341999) @s.whatsapp.ne
vol24 (ssd: 342000-342015) 15 923405271848@s whatsapp.net 1 4AFCSB01E51 1 AB3COFCOBEDZDI5EACOD
vol25 (persist: 342016-358393) 18 92340527 1843@s whatsapp.net 0 AETTICCSEABSIEAFSEZAFECDC41520
vol26 (persdata: 358400-376831) 17 923405271848@s whatsapp.net 1 27441 Z6AE04AFDIDSECDNTO7SEDIEDS

Table 5.47— Autopsy Test Result MDT-121

Test case id

MDT-132, MDT-133, MDT-134

Test case result

As expected.

Test case analysis

Autopsy successfully presented the ICCID, IMSI and MSISDN from

the image file.

Screenshots

<android-forensics>
“<date—-time>=20211027 _2151</date—-time>
<IMEI>4100e0559150752</IM5T >
<IMEI-MEID>=3585000682479¢c97«</IMET-MEID=>
<phone-type>1l</phone-type>
<MSISDH-MDN=034&50230785< /M5I 5D MO =
<ICCID=394100€23055591907525«</ICCID>
<build>

info_zml,

Table 5.48— Autopsy Test Result MDT-132, MDT-133, MDT-134

Test case id

MDT-140

Test case result

Not checked

Test case

analysis

Traces of the deleted data artifacts were found, but deleted content was

not recovered by Autopsy.

Screenshots
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... timestamp received_tmestamp

receipt_server_tmestamp Imessagg,type I text_data

1 L0013 oo 0 0 20220712 01:10:57 ] 2022/07/1201:10:57 1] Mow gonna del this image
1 .05 00 00 222F2001107 0O 2022/07/1201: 11: 14 15
1 w05 oo 0 0 2023071201:11:21 a 2022712 01:11:36 15
1 .00 00 00 2022074200114 202207/1201:11:55 - 15
1 .05 00 00 2022712011206 O 2022/07/1201:12: 12 15
L
1 .0 13 00 00 023PF200:03:17 O 202207412 01:13:17 0 Hothdeleted from gsllery
1 .00 00 00 2020742004327 0220712011327 - 0 Ok
—
1 .05 00 00 222PF20LIF4 0 2022/07/12 01: 13:49 15
i W00 00 00 2020712001506  2022007/1201:15:18 -1 15
1 .00 00 00 2020742001507  2022007/1201:15:19 - 15
i .0 D 00 00 M22BFI2OLIS07  202207/1201:15:19 -1 15
EE
1 L0013 00 00 222071201153 O 2022007/1201:15:37 ] 4 images deleted
1 .00 00 00 2020742001608  202207/1201:16:15 - 15
Al
Table Thumbnail
Page: 30f3  pages: & Go to Page: Images: 401-403
g T
\
“wws Fwin e 2
=
653ab311c76e-4... com.google.andr... 458 _task_thumbn. ..

Table 5.48— Autopsy Test Result MDT-140

Test case id

MDT-141

Test case result

As expected.

Test case analysis

Autopsy database viewer successfully displayed the numeric values.

Screenshots

_id package_id mimetyp... raw_con... is_read_... is_primary is_super...
12 5 4 u] u] u]
13 7 4 u] u] u]
39 5 30 u] u] u]
100 7 30 u] u] u]
127 5 35 u] u] u]
17A 7 o] n n n

data_ver..

i

o oo o o

Table 5.49— Autopsy Test Result MDT-141
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5.3.2 Andriller Test Results Report

. <« Desktop » samsung_SM-G530H_2023-03-19_13.51.24 v | 0 O Search samsung_SM-G530H_2023-03-
Mame - Date modified Type Size
ess
data 19/ : File folder
. e Android Calendar Microsoft Edge H...
35 # [ backup.ab AE File
* |j DataStore.tar TAR File
ants &[] DataStoretar.mds MD3 File
- e Download History Microsoft Edge H...
AKX & rePORT Microsoft Edge H...
@ REPORT Microsoft Excel W.. 20 KB
e Samsung Call Logs Microsoft Edge H... 10 KB
) e Samsung 5M5 Snippets Microsoft Edge H... 30 KB
Frsiens e Shared Storage Microsoft Edge H... 3KB
- Personal e WhatsApp Contacts Microsoft Edge H... 4KB

Fig 5.3 Andriller overall extraction results

Test case id MDT-02

Test case result | As expected.

Test case Andriller was able to show the equipment information.

analysis

Screenshots

kandrnid—farensics>

<date-time>20211027.2151</date-time>

<IMSI>410060559150752</IMST>

<IMET-MEID>35850006847965%7</IMEI-METD>

<phone-type>1l</phone-type>

<MSISDN-MDN=>034695080785</MSISDN-MDN>

<ICCID=85410062305591907525</ICCID>

<build>
<version.release>5.0.2</version.release>
<version.sdk>21</version.sdk>
<yersion.incremental *G530HY¥S2BPI2</version.incremental>
“hoard*msmB8916</board>
<brand>samsung</brand>
<device>fortuna3dg</device>
<display>LR¥X22G.G530HXKNS2BPIZ2</display>
<fingerprint>

samsung/ fortuna3gxx/fortuna3g:5.0.2/LRX22G/G530HXXS2BPI2 :user/re

lease-keys</fingerprint>
<host>3WDD6515</host>
<1d>LR¥22G</1d>
“model>SM-G530H</model>
<product>fortuna3gxx</product>
<tags>relsass-keys</tags>
<time>1473230411000</time>
<typeruser</type>
<user>dpi</ussr>

</build>

Table 5.50— Andriller Test Result MDT-02
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Test case id

MDT-03

Test case result

Successful in combination with the Autopsy database viewer.

Test case

analysis

Andriller was able to show address book data.

Screenshots

Source File -5 C o] MName Phone Mumber Data Source
B contacts2.db 30 FPERSOMN B +61406502140 LogicalFileSet1
B contacts2.db 31 PERSOM F +923469050755 LogicalFileSet1
8 contacts2.db 31 Person & +023235134496 LogicalFileSet1
8 contacts2.db 30 Person C +923214316851 LogicalFileSet1
8 contacts2.db 32 Person D 03003336591 LogicalFileSet1
8 contacts2.db 30 Person E +02340527 1545 LogicalFileSet1
8 contacts2.db 31 Person Mew +92 3235134496 LogicalFileSet1

Table 5.50— Andriller Test Result MDT-03

Test case id

MDT-04

Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller was able to show the calendar and notes’ information.

Screenshots

| calendar.db | 1 2022-07-04 14:29:55 AST  2022-07-04 14:56:07 AT 2015-01-01 03:03:00 45T 2015-01-01 03:03:00 &
<
Hex Text Applcation File Metadata Results Annotations Other Occurrences
4 entries Page 1 of 1 [N Export to CSV
id _sync_id dirty mutators lastSynced  calendar_id | title eventloc... description
My calendar16396.., 1 com android.calendar 0 1 Fresentation Islamabad  Have to attend seminar
My calendar16396.., 1 com android.calendar 0 1 Fresentation 2 Islamabad
: My calendar16396... 1 com.android.calendar 0 1 Hello Ciky
My calendar16396.., 1 com android.calendar 0 1 | andscaping Layyah
| memo.db | 1 2021-12-16 03:11:56 AST  2021-12-16 03:11:36 AST  2015-0
<
Hex Text Application File Metadata Annotations Other Occurrences
Table |memo | 4entries Page 1of 1 |[& & Export to CSV
_id +.v ... StrippdContent
1 1o i} How to learn arabic ... Download application for startaktend classatt
2 10 . 1] Memao 2 . Auko correct setting Change settings Update:
3 10 . i} Atkend seminar ... Take notesSignificant papersGive report
4 1o i} Memaurs ... Buto correct changes spelling

Table 5.52— Andriller Test Result MDT-04

Test case id

MDT-05
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Test case result

As expected

Test case

analysis

Andriller was able to show the incoming call data.

Screenshots

Samsung Call Logs

Total: 12

62 Rejected 0515424

61 Rejected 051727251

51 Rejected 0516557

49 Missed 03449336734
47 Missed 03449336734
42 Missed 03247019972

2021-11-06 11:23:32 UTC

2021-11-06 07:20:50 UTC

2021-11-02 10:35:21 UTC

2021-11-02 10:14:37 UTC

2021-11-02 09:12:05 UTC

2021-10-29 15:44:52 UTC

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

Table 5.53— Andriller Test Result MDT-05

Test case id

MDT-06, MDT-08

Test case result

As expected

Test case analysis

Andriller was able to show the outgoing call data.

Screenshots

62

61

51

49

47

42

Total: 12

Rejected
Rejected
Rejected
Missed
Missed

Missed

Samsung Call Logs

0515424

051727251

0516557

03449336754

03449336754

03247019972

2021-11-06 11:23:32 UTC

2021-11-06 07:20:50 UTC

2021-11-02 10:35:21 UTC

2021-11-02 10:14:37 UTC

2021-11-02 09:18:05 UTC

2021-10-29 15:44:52 UTC

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

Table 5.54— Andriller Test Result MDT-06, MDT-08

Test case id

MDT-07

Test case result

As expected

Test case analysis

Andriller was able to show missed call data.
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Screenshots

47 Missed 03449336784 2021-11-02 09:18:05 UTC 00:00:00
42 Missed 03247019972 2021-10-29 15:44:52 UTC 00:00:00
33 Received 0017147073350 2021-10-27 10:32:34 UTC 00:00:28
30 Rejected 051206986 2021-10-27 10:11:04 UTC 00:00:00
Table 5.55— Andriller Test Result MDT-07
Test case id MDT-09
Test case result | As expected.
Test case | Andriller was able to show the duration of calls.
analysis
Screenshots
47 Missed 034493367584 2021-11-02 09:18:05 UTC 00:00:00
42 Missed 032470194972 2021-10-29 15:44:52 UTC 00:00:00
33 Received 0017147073350 2021-10-27 10:32:34 UTC 00:00:28
30 Rejected 051206986 20211027 10:11:04 UTC 00:00:00
Table 5.56— Andriller Test Result MDT-09
Test case id MDT-10, MDT-13

Test case result

As expected.

Test case

analysis

Andriller was able to show the local messages with time stamps.

Screenshots

60

59

58

Total 49

Why use cash when you can quickly & safely pay wit Inboix

8079

Samsung SMS Snippets

Dominos

GiftForYou

Attention Pizza Lovers! Chicken is on the menu

Ord

Abhi MyTelenor App update karein aur payein Free M Inbox

2021-11-06 07:09:37 UTC

Inbox 2021-11-06 04:50:47 UTC

2021-11-0515:5710 UTC

Table 5.57— Andriller Test Result MDT-10, MDT-13
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Test case id

MDT-12, MDT-15

Test case result

Successful in combination with the Autopsy database viewer.

Test case

analysis

Andriller was able to show instant messages with time stamps.

Screenshots

msgstore.db 1 2022-07-04 14:54:26 AST  2022-07-04 14:54:26 AST  2021-03-10 11:12:40 AST  2021-0
P A e 1 9090 N7 A4 140EA9E AST 9097 AT M4 1AEA0e AET  onod 19 1E Amnmon AT ana1 1

<

Hex Text Application File Metadata Corfext Results Annotations Other Occurrences

Tabf[messages  ©| sasenties  Page tof 4 [0 Export to CSV

_id I key_remote_jid key_fro...| key_id status needs p... I data timestamp I

38 ZI0033I659 L @s, what,., 1 AGZE4... 13 o Hey it's me testing 20210725 10:24:20

a0 923003336591 @s.what... 0 ZADS... 0O o Ok 20210725 10:25:20

a1l 923214316851 @s.what... 0 FBCM7... 0 a Ok 20210725 10:28:01

a2 61406802140@s, whats,.. 0 EECF.. O o Ok 20210725 13:08:19

35 9EI24T019972-b49303e, ., 1 09475, & o Test 202107726 08:08:43

Table 5.58— Andriller Test Result MDT-12, MDT-15

Test case id

MDT-17

Test case result

As expected.

Test case analysis

Andriller was able to show and play the video files.

Screenshots

rs/Hp/Downloads/samsung_SM-G530H_2023-02-21_12.50.14/shared/0/Telegram/Telegram%20Documents/4_4967840056824824371.mp4

2 photos selected >

Preview and
Reorder Media
in Albums

Table 5.59— Andriller Test Result MDT-17

Test case id

MDT-20
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Test case | As expected

result

Test case | Andriller was able to show the browsing history.

analysis

Screenshot |10 e o < MGG
G (D File | CyUsers/Hp/Downloads/samsung_SM-G530H_2023-02-21_12.50.14/Google%20Chrome%20History.html

S

Jle Chrome History

14

flowers pictures - Google Search https: fwww. google.com/search?g=flowers+pictures&og=glowe... 2022-07-11 21:42:32 UTC 1
kamalpur weather - Google Search hitps:fiwww google com/search?g=kamalpur+weather&client=m. 2021-12-01 06:00:28 UTC 2
karachi weather - Google Search hitps: vy google com/search?g=karachi+weather&client=ms.. 2021-12-01 06:00:24 UTC 3

hittps:#www.google.com/search?q=karachi+weather&client=ms... 2021-12-01 06:00:16 UTC 1

Table 5.60— Andriller Test Result MDT-20

Test case id

MDT-26, MDT-28

Test case result As expected

Test case analysis | Andriller successfully presented the contact’s name and phone number

within WhatsApp.

Screenshots

@) (1) File | CiyUsers/Hp/Downloads/samsung_St

NhatsApp Contacts

Total: 10

Cndex  Name  Namer
288 s s 92
4 TestF 030
43 TestE +92:
42 TestD +a7
279 Person New +052 Alhamduliliah
7 Person D 030 Urgent calls only
39 Person C +92 Al ally
280 Person A +92.
24 PERSON F +92
36 PERSON B +61 ‘Where others blindly follow the tru

Table 5.61— Andriller Test Result MDT-26, MDT-28

Test case id

MDT-27
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Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller was able to present the profile picture of WhatsApp contacts.

Screenshots

----- 1 export_gdpr (2)

----- .. export_personal_dyi (2
[+ | L) minidumps {10}

-4 Profile Pictures (4)

----- . ProfilePictureTemp (3)
[#- L, S5LSessionCache (13)
----- L. stickers_cache (2)
[ L. voip_time_series (4)
----- 4 walls-sessions (4)

|| databases (56)

L files (83)

J) lib-main {&)

}\ no_backup (4)

! shared_prefs (58)

-y ab-props.xml.bak (0)

Name 5 C O Modfied Time = Chan

L. [current folder] 2022-08-12 12:03,55 AST - 2022-03

Z022-05

y 1660031038133, NONE
o) [parent folder]

2022-08-12 17:43,34 AST

202z-03

<

Hex Text Appication  Fle Metadats

02D C| 7% O D |Reset

Annotations  Other Occurren

[~y comwhatsapp_prefere
com.wsomacp (7) -
com.wssnps (&)

Table 5.62— Andriller Test Result MDT-27

Test case id

MDT-31, MDT-32, MDT-33, MDT-34, MDT-35, MDT-36, MDT-40, MDT-
41, MDT-44, MDT-45, MDT-50, MDT-51, MDT-52, MDT-53, MDT-62,
MDT-63, MDT-81, MDT-82, MDT-83, MDT-97, MDT-98, MDT-104, MDT-
105, MDT-108

Test case

As expected

result
Test case
analysis

Andriller successfully extracted the sender and receiver’s phone number, and

also the timestamp and chat content of a chat message.

Screenshot

S

a. B

WL ]

o= @,
145 (This device) “gpi— "‘I "“ - Sent  2021-08-05 06:45:47 UT

Path: Media/Whatsapp Inages/IMG-20218805-WA6260. pg

URL: https://nmg.whatsapp.net/d/f/AphN-KchxTErZILncxoXenstel EthesvshdktyBxIrp. enc

Size: 59.EKB
141 +92= (This device) Ok Inbox 2021-08-05 06:45:08 UT
137 (This device) +82. Creating broadcast and sending media to check Sent 2021-08-05 06:44:43 UT
138 (This device) =02 Creating broadcast and sending media to check Sent 2021-08-05 06:44:43 UT
139 (This device) +02 Creating broadcast and sending media to check Sent 2021-08-05 06:44:43 UT
140 (This device) +163 Creating broadcast and sending media to check Sent 2021-08-05 06:44:43 UT
130 (This device) » Test JETr: m— | Sent | 2021-08-05 05:42:07 UT
129 » Test Ok Inbox 2021-08-05 06:41:36 UT
128 +82 » Test Just testing Inbox 2021-08-05 06:38:01 UT
127 +0; » Test And this foo Inbox 2021-08-05 063751 UT
126 (This device) » Test This is also me Sent 2021-08-05 06:37:43 UT
125 4—921 I » Test Thank you Inbox 2021-08-05 06:36:54 UT

Table 5.63— Andriller Test Result MDT-31, MDT-32, MDT-33, MDT-34, MDT-35, MDT-36,
MDT-40, MDT-41, MDT-44, MDT-45, MDT-50, MDT-51, MDT-52, MDT-53, MDT-62, MDT-
63, MDT-81, MDT-82, MDT-83, MDT-97, MDT-98, MDT-104, MDT-105, MDT-108

Test case id

MDT-37, MDT-38
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Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller successfully presented the timestamp and chat content of a
forwarded message. The origination_flags column’s value is 1 in case

of a forwarded message.

ScreenShOtS origination_flags  origin timestamp received,.., receipt_s... message.., text data
1 3 20220729 11:39:25 0 16590767, 0 Mow donk
1 3 2022057/29 11:39:25 u] 16590767, 0 Ok
1 3 20220729 11:39:25 u] 16590767, 0 Unseen
1 3 20220729 11:39:25 u] 16590767, 0 Message
1 3 20220729 11:39:25 u] 16590767, 0 Done
1 3 202207029 11:39:25 u] 16590767, O Thank you
u] u] 202207029 11:39:48 u] 16590767, O *rasting F..
u] u] 20220729 11:41:21 u] 16590765, O Iarking fa,

Table 5.64— Andriller Test Result MDT-37, MDT-38
Test case id MDT-39
Test case result Not checked.

Test case analysis

Andriller was unable to extract the original author of a forwarded

message.

Screenshots

Table 5.65— Andriller Test Result MDT-39

Test case id

MDT-60, MDT-61, MDT-95, MDT-96

Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller successfully presented the timestamp and duration of a video

call.

Screenshots timestamp video_call  duration
20220708 19: 19:41 1 El
20220708 19:19:08 0 0
20220708 19:20:51 1 3
20220708 19:21:47 0 0

Table 5.66— Andriller Test Result MDT-60, MDT-61, MDT-95, MDT-96

Test case id

MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-110
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Test case result

As expected.

Test case

analysis

Andriller successfully presented the content and type of a media file.

Screenshots

8. B,
CR.4d: . 44
-

Ehwogis . 44

Media Type: image/jpeg
Path: MediafWhatsapp Images/IMG-28218805-WABSHE. jpg
URL: https://mmg.whatsapp.net/d/f/ApNNE-KcMxTErZILmcX9¥ens8elEtheSvsNdEtyBxIrp. enc

Table 5.67— Andriller Test Result MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-

110

Test case id

MDT-67

Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller successfully presented the timestamp when a status was

Screenshots

R e R e e e e |
Table " Thumbnail
Name 5 C 0 Modfied Time
L) [current folder] 2022-08-12 11:54:53 AST
y daily_metrics.db-shm 2022-06-12 11:58:57 AST
_jobgueue-WhatsAppJobManager-journal 2022-06-12 11:59:29 AST
2022-08-12 16:56:45 AST
wa.db-wal 2022-08-12 16:56:45 AST
y daily_metrics.db 2022-08-12 16:57:05 AST
media.db-wal 2022-08-12 16:57:40 45T
axolotl.db 2022-05-03 17:44:14 AST
axolot,db-shm 2022-08-12 17:21:22 A5T
<
Hex Text Application  File Metadata Resuits  Annotations
Tab\@ ~ | 3entries Page 1 of 1 |[MEEES Export tc
Jd e me.. L s fi. au.. unseen_count  total_count
55 3 850 847 B4F -1 -1 3
56 9 G54 653 853 G654 854 W2VEIZ 120214 1 2
57 11 857 856 @56 857 857 J023ME/12 15:06:58 1 1

Table 5.68— Andriller Test Result MDT-67

Test case id

MDT-75

Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller successfully found the time when a group was created.
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Screenshots

202207712 01:47:54
202207712 01:96:56
202207712 01:97:59
202207712 01:45:06

Farensic Four

[ Y e S s N e |
L I B |

16575724, ., Thanks ywou

Table 5.69— Andriller Test Result MDT-75

Test case id

MDT-76

Test case result

Successful in combination with the Autopsy database viewer.

Test case analysis

Andriller was able to extract a group admin’s phone number.

SC reens h OtS mﬁdydﬁfﬂatakﬁ.wha tsapp/databases I
Name 5§ €
web_sessions.db-shm
androidx. work.workdb
sync.do
sync.db-shm
web_sessions.db
stickers.db
stickers.db-shm
axolotl.db
<
Hex Text Application  File Metadata Results Annota
6 entries Page 10of 1
jid
Table 5.70— Andriller Test Result MDT-76
Test case id MDT-77
Test case result Not checked.

Test case analysis

Andriller was unable to extract the phone number of a group
participant directly, phone numbers of active members could be

extracted from the messages table.

Screenshots -

Table 5.71— Andriller Test Result MDT-77
Test case id MDT-79, MDT-80
Test case | As expected.
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result

Test case | Andriller successfully displayed the timestamp and content of a group’s
analysis chat message.
Screenshots s <|:>| 2 rpmat s an

e DT R o | stz

Table 5.72— Andriller Test Result MDT-79, MDT-80

Test case id MDT-86, MDT-87

Test  case | Successful in combination with the Autopsy database viewer.

result

Test case | Andriller successfully displayed the timestamp of a group’s voice message.

analysis

Screenshots | 25 0 2023/02/16 11:50:00 0 16765302, 0 Ok
512 0 2023/02/16 11:50:08 0 -1 7
256 0 2023/02/16 11:50:13 0 16765302, 0 Ok
33024 1 2023/02/16 11:50:23 16765302,,. 16765302, 2
32768 1 2023/02/16 12:10:18 16765314... 16765314.,, 2

Table 5.73— Andriller Test Result MDT-86, MDT-87

Test case id MDT-102, MDT-103

Test case result Not checked.

Test case analysis | Andriller was unable to display the creator and recipient of a

broadcast.
Screenshots -
Table 5.74—-Andriller Test Result MDT-102, MDT-103
Test case id MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-110

Test case result | As expected.
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Test case | Andriller was able to display the content and type of media files sent and
analysis received in simple chat messages, group chat messages, and broadcasted
messages.
Screenshots
MName - Date modified Type Size
Telegram Audio 8/17/2022 410 PM File folder
Telegram Documents 8/17/2022 410 PM File folder
Telegram Images an File folder
Telegram Video 817 File folder
Telegram > Telegram Images v O Search
wm.u BU Li
O ﬁmnuu-
ﬂ.lﬁn l- Eg
-57671741916516 -57671 741916516 -5767174191 6516  -57671741916516
00043_120 00044_109 00044_120 00046_121

Table 5.75— Andriller Test Result MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-

110

Test case id

MDT-120

Test case result

Successful in combination with Autopsy database viewer.

Test case | Andriller was able to extract geolocation data present in WhatsApp chat
analysis messages.
Screenshots
latitude longitude place_na... place_ad... wurl live_loca... live_loca... live_loca... live_loca... live_loca...
30.22310.,. 71.47354... lahore Citw https:{ffa...
0.0 0.0
3732039, -121.9479,.. Kashmir San Jose, ... https:iffo...
3731753, -121.9475,.. Kalamata ... 3031 Tisc... https:/ffo...
251927721 514993797 515 5449507 .. 251927721 51.4993797 ks
25.1927839 514993675
25,19108.,, 51.49970.., Barwacity.., https:/ifa...
25.1945474 51.503061  Gulf Mall https:fifa...

Table 5.76— Andriller Test Result MDT-120

Test case id

MDT-121
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Test case result | As expected.

Test case | Andriller successfully presented the text with the correct character
analysis glyphs.
Screenshots
data WhatsApp Contacts
e ;hE:d.d Caiend Total: 10
narol alendar
) backupab Cdex  Weme | Mmber
|J DataStore.tar 41 TestF 03
|:] DataStore.tar.md3 43 TestE +03
e Download History 42 Test D Y | 3
& reroRT
2] REPORT 40 Test C 034 Can't talk, WhatsApp o
e Samsung Call Logs 26 Person E +93 ¥ Hey therel | am using \
© samsung SMS Snippets v Person D 03( Urgent calls only
e Shared Storage 39 Person C 0]
© Whatsapp Calls
e WhatsApp Contacts 38 Person A +93 Alhamdulillah
e WhatsApp Messages 24 EERSON +07

Table 5.77— Andriller Test Result MDT-121

Test case id MDT-127

Test case result As expected.

Test case analysis | Andriller successfully created an image file of the device file system.

Screenshots
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File Decoders AppsUtils Lockscreens Tools ADB  Help

Global Output Location (Decoders / Extraction / Parsing)
Output.. | C\Users\Hp\Desktop

Extraction (USB) Parse (Folder) Parse (.TAR) Parse (.AB)
Check

Use AB method (ignore root)
[ Extract Shared Storage

Decoding apps/com.android.providers.calendar/db/calendar.db using
AndroidCalendarDecoder
Decoding apps/com.android.providers.downloads/db/downloads.db
using DownloadsDecoder
Decoding apps/com.sec.android.provider.logsprovider/db/logs.db
using SamsungCallsDecoder
Decoding apps/com.sec.android.provider.logsprovider/db/logs.db
using SamsungSnippetsDecoder
Decoding apps/com.whatsapp/f/key using Extra
Decoding apps/com.whatsapp/db/msgstore.db using
WhatsAppCallsDecoder
Decoding apps/com.whatsapp/db/msgstore.db using
WhatsAppMessagesDecoder
Decoding apps/com.whatsapp/db/wa.db using WhatsAppContactsDecoder
Decoding apps/com.whatsapp/sp/com.whatsapp_preferences.xml using
Extra
Generating HTML report...
Generating XLSX report...
Finished.

v

Clear Log Save Log
Finished.

Table 5.78— Andriller Test Result MDT-127

Test case id MDT-132, MDT-133, MDT-134

Test case result As expected.

Test case analysis | Andriller successfully presented the ICCID, IMSI, and MSISDN from

the image file.

Screenshots
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<« data » shared » 0 » forensics » 202110272116

-

MName Date modified

D info 10/27/2021 9:16 PM
View
Courier New v A A E v 18w --___ ,:"._,?
B 7 U ahe . x* A- &~ = = = =y Picture Painl
: - = = drawit
Font Paragraph
[ -g- L e e e T i

kandroid—forensics)
<date-time>20211027.2116</date—tims>
<IMSI>410060559150752</IMST>
<IMEI-MEID>358500068479657</IMET-METID>
<phone-type>l</phone—type>
<MSISDN-MDN>034£5080785</MSISDN-MDN>
<ICCID>895410062305591907525</ICCID>

Table 5.79— Andriller Test Result MDT-132, MDT-133, MDT-134

Test case id

MDT-135

Test case result

Not checked.

Test case analysis

Andriller was unable to detect the ADNs from an image file.

Screenshots

Table5.80 —Andriller Test Result MDT-135
Test case id MDT-136
Test case result | As expected.

Test case

analysis

Andriller successfully displayed the LND from an image file.

Screenshots

Samsung Call Logs

Total: 12

G2 Rejected 0515424 2021-11-06 11:23.32 UTC 00:00:00
61 Rejected 051727251 2021-11-06 07:20:50 UTC 00:00:00
L Rejected 0516557 2021-11-02 10:35:21 UTC 00:00:00
49 Missed 03449336784 2021-11-02 10:14:37 UTC 00:00:00
Table 5.81— Andriller Test Result MDT-136
Test case id MDT-137

Test case result

As expected.
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Test case | Andriller successfully displayed SMS messages from the image file.
analysis
ScreenShOtS Samsung SMS Snippets

Total 49

60

59

58
57

8079 Why use cash when you can quickly & safely pay wit Inbox 2021-11-06 07:09:37 UTC
Dominos Attention Pizza Lovers! Chicken is on tha menu Inbox | 2021-11-06 04:50:47 UTC
GiftForYou Abhi MyTelenor App update karein aur payein Free M Inbox 2021-11-05 15:57-10 UTC
2GBs FREE! 2GB FREE Jeetna chahtay ho? Abi MyTelenor App k as Inbox 2021-11-05 15:57:07 UTC

Table 5.82— Andriller Test Result MDT-137

5.3.3 AFLogical Test Results Report

XS

== Contacts Phones
= SMS

«= CallLog Calls

s MMS

o= MMSParts
[ ]

Fig 5.4--AFLogical overall extraction results

Test case id

MDT-03

Test case result

As expected

Test case analysis

AFLogical successfully extracted the address book data.

Screenshots

+92 3 10 0 Fathe
+92 3 53 0 | Hag
+92 3 H5 1]

+92 3 03 1]

+92 3 52 (1] ah
+92 3 70 1]

+92 3 il 1] ce
+92 3 19 (4] oker
+92 3 Bl 1] nTalll

Table 5.83— AFLogical Test Result MDT-03
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Test case id MDT-05, MDT-06, MDT-07, MDT-08, MDT-09

Test case result | As expected.

Test case | AFLogical successfully extracted the call log data. The date timestamp
analysis was converted to a human readable format using an epoch converter
online.
Screenshots
d number date duration type new name
1 217 9 1632323930846.00' 66 1 1]
2 344 0 1.63646E+12 3 0
3 344 0 1.63646E+12 1] 2 1]
4 344 0 1.63646E+12 2 0
5 307 2 1.63647E+12 40 2 ]
6 334 9 1.63647E+12 1] 2 0 Dr Abdu
7 334 9 1.63647E+12 0 2 0 Dr Abdu
8 324 2 1.63647E+12 1170 1 1]

Convert epoch to human-readable date a:

[1632323930846] || Timestamp to Human date | tbatch com

Supports Unix timestamps in seconds, milliseconds, microseconds a

Assuming that this timestamp is in milliseconds:

GMT : Wednesday, September 22, 2021 3:18:50.846 PM
Your time zone : Wednesday, September 22, 2021 8:18:50.846 PM (
Relative : Ayear ago

Table 5.84— AFLogical Test Result MDT-05, MDT-06, MDT-07, MDT-08, MDT-09

Test case id MDT-10, MDT-13

Test case result | As expected.

Test case | AFLogical successfully extracted the local messages with time stamps.

analysis

Screenshots
address |per51date date_sent pro reaista tygre|su body :
JAZZ GIFT 1.68E+12 1.678E+12 0 0 -1 1 0 MUFT MINUTES!
#SIMLAGAD 1.68E+12 1.678E+12 0 0 -1 1 0 6GBInternet1p
SIM LAGAO 1.66E+12 1.659E+12 0 0 -1 1 0  60004G MBs sirf
#SIMLAGAO 1.65E+12 1.653E+12 0 0 -1 1 0 JAZZSpecial Off:
JAZZ 1.65E+12 1.653E+412 0 0 -1 1 0  Muaziz Sarif, abt

Table 5.85-AFLogical Test Result MDT-10, MDT-13
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Test case id

MDT-01,MDT-02 ... MDT-04, MDT-11, MDT-12, MDT-14, MDT-
15, .... MDT-140

Test case result

Not checked.

Test case analysis

AFLogical was unable to extract any application-based data.

Screenshots

£37] CallLog Calls (2)
E@ Contacts Phones

B3] MMS

£33 MMSParts

7] SMS

Table 5.86-AFLogical Test Result MDT-01,MDT-02 ... MDT-04, MDT-11, MDT-12, MDT-

5.4 Comparative Analysis of the Forensic Tools

Tables 5.87(a), 5.87(b), and 5.87(c) provide the core and optional test results of the three
tools respectively. The test result is stated as either 0,1 or 2 where 0 represents the inability of
the tool to perform the given test case successfully, 1 represents compliance with the test case
and 2 represents that the test case is successful when the targeted tool is used in combination
with another tool. This table provides a comparative view of the results obtained from the

framework and directly maps the tools onto the framework.

14, MDT-15, .... MDT-140

Profile TestCase ID Autopsy Andriller AFLogical
MDT-01 1 0 0
MDT-02 1 1 0
MDT-03 1 2 1
MDT-04 1 2 0
MDT-05 1 1 1
MDT-06 1 1 1
MDT-07 1 1 1
MDT-08 1 1 1
MDT-09 1 1 1
MDT-10 1 1 1
MDT-11 N/A N/A N/A
Image file MDT-12 1 2 0
artifacts MDT-13 1 1 1
MDT-14 N/A N/A N/A
MDT-15 1 2 0

Xe]
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MDT-16 1 1 0
MDT-17 1 1 0
MDT-18 1 1 0
MDT-19 1 2 0
MDT-20 1 1 0
MDT-21 1 0 0
MDT-22 1 0 0
MDT-23 1 0 0
MDT-24 1 0 0
MDT-25 1 0 0
Table 5.87(a)- Comparative Test Results of Evaluation of Tools
Prof |TestCas Autopsy Andriller AFLogical
ile elD Whatsap ([Telegra Kalamti 'Whatsa Telegra Kalamti  |Whatsa Telegra Kalamti
p m me pp m me pp m me
MDT-26 1 1 1 1 0 0 0 0 0
MDT-27 1 1 1 2 0 0 0 0 0
MDT-28 1 1 1 1 0 0 0 0 0
MDT-29 0 0 0 0 0 0 0 0 0
MDT-30 1 0 0 0 0 0 0 0 0
MDT-31 1 0 1 1 0 0 0 0 0
MDT-32 1 0 1 1 0 0 0 0 0
MDT-33 1 1 1 1 0 0 0 0 0
MDT-34 1 2 1 1 0 0 0 0 0
MDT-35 1 0 1 1 0 0 0 0 0
MDT-36 1 0 1 1 0 0 0 0 0
MDT-37 1 1 1 2 0 0 0 0 0
MDT-38 1 1 1 2 0 0 0 0 0
MDT-39 0 0 0 0 0 0 0 0 0
MDT-40 1 0 N/A 1 0 N/A 0 0 N/A
MDT-41 1 0 N/A 1 0 N/A 0 0 N/A
image | MDT-42 1 0 N/A 2 0 N/A 0 0 N/A
file MDT-43 1 0 N/A 2 0 N/A 0 0 N/A
atifacts | MDT-44 1 0 N/A 1 0 N/A 0 0 N/A
MDT-45 1 0 N/A 1 0 N/A 0 0 N/A
MDT-46 1 1 N/A 2 0 N/A 0 0 N/A
MDT-47 1 1 N/A 2 0 N/A 0 0 N/A
MDT-48 0 0 N/A 0 0 N/A 0 0 N/A
MDT-49 0 0 N/A 0 0 N/A 0 0 N/A
MDT-50 1 0 1 1 0 0 0 0 0
MDT-51 1 0 1 1 0 0 0 0 0
MDT-52 1 1 1 1 0 0 0 0 0
MDT-53 1 1 1 1 0 0 0 0 0
MDT-54 0 0 1 0 0 0 0 0 0
MDT-55 0 0 1 0 0 0 0 0 0
MDT-56 1 2 0 2 0 0 0 0 0
MDT-57 1 0 1 2 0 0 0 0 0
MDT-58 0 0 1 0 0 0 0 0 0
MDT-59 0 0 1 0 0 0 0 0 0
MDT-60 1 2 1 2 0 0 0 0 0
MDT-61 1 0 0 2 0 0 0 0 0
MDT-62 1 0 1 1 0 0 0 0 0

(o]
()]




MDT-63 1 0 1 1 0 0 0 0 0
MDT-64 1 1 1 1 1 1 0 0 0
MDT-65 1 1 1 1 1 1 0 0 0
MDT-66 0 N/A 1 0 N/A N/A 0 N/A N/A
MDT-67 1 N/A 1 2 N/A N/A 0 N/A N/A
MDT-68 0 N/A 1 0 N/A N/A 0 N/A N/A
MDT-69 0 N/A 1 0 N/A N/A 0 N/A N/A
MDT-70 0 N/A 0 0 N/A N/A 0 N/A N/A
MDT-71 0 N/A 0 0 N/A N/A 0 N/A N/A
MDT-72 0 N/A 0 0 N/A N/A 0 N/A N/A
MDT-73 0 N/A 0 0 N/A N/A 0 N/A N/A
MDT-74 0 N/A 0 0 N/A N/A 0 N/A N/A
MDT-75 1 2 1 2 0 0 0 0 0
MDT-76 1 0 1 2 0 0 0 0 0
MDT-77 0 0 0 0 0 0 0 0 0
MDT-78 1 0 1 0 0 0 0 0 0
MDT-79 1 2 1 1 0 0 0 0 0
MDT-80 1 2 1 1 0 0 0 0 0
MDT-81 1 0 N/A 1 0 N/A 0 0 N/A
MDT-82 1 1 N/A 1 0 N/A 0 0 N/A
MDT-83 1 1 N/A 1 0 N/A 0 0 N/A
MDT-84 1 0 N/A 0 0 N/A 0 0 N/A
MDT-85 0 0 N/A 0 0 N/A 0 0 N/A
MDT-86 1 0 1 0 0 0 0 0 0
MDT-87 1 1 1 1 0 0 0 0 0
MDT-88 1 1 1 0 0 0 0 0 0
MDT-89 0 0 1 0 0 0 0 0 0
MDT-90 0 0 0 0 0 0 0 0 0
MDT-91 1 1 1 2 0 0 0 0 0
MDT-92 1 0 1 2 0 0 0 0 0
MDT-93 0 0 1 0 0 0 0 0 0
MDT-94 0 0 0 0 0 0 0 0 0
MDT-95 1 2 1 2 0 0 0 0 0
MDT-96 1 0 1 2 0 0 0 0 0
MDT-97 1 0 1 1 0 0 0 0 0
MDT-98 1 1 1 1 0 0 0 0 0
MDT-99 1 1 1 1 1 1 0 0 0
MDT-100 1 1 1 1 1 1 0 0 0
MDT-101 1 0 N/A 2 0 N/A 0 0 N/A
MDT-102 1 0 N/A 0 0 N/A 0 0 N/A
MDT-103 1 0 N/A 0 0 N/A 0 0 N/A
MDT-104 1 1 N/A 1 0 N/A 0 0 N/A
MDT-105 1 2 N/A 1 0 N/A 0 0 N/A
MDT-106 1 1 N/A 2 0 N/A 0 0 N/A
MDT-107 1 1 N/A 0 0 N/A 0 0 N/A
MDT-108 1 1 N/A 1 0 N/A 0 0 N/A
MDT-109 1 1 N/A 1 1 N/A 0 0 N/A
MDT-110 1 1 N/A 1 1 N/A 0 0 N/A
MDT-111 N/A 0 1 N/A 0 0 N/A 0 0
MDT-112 N/A 0 0 N/A 0 0 N/A 0 0
MDT-113 | N/A 1 1 N/A 0 0 N/A 0 0
MDT-114 N/A 2 1 N/A 0 0 N/A 0 0
MDT-115 | N/A 0 1 N/A 0 0 N/A 0 0
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mDT-116 | N/A 0 1 N/A 0 0 N/A 0 0
mMDT-117 | N/A 1 0 N/A 0 0 N/A 0 0
MDT-118 | N/A 1 1 N/A 0 0 N/A 0 0
MDT-119 | N/A 0 0 N/A 0 0 N/A 0 0
Table 5.87(b)- Comparative Test Results of Evaluation of Tools w.r.t
social media applications
Profile TestCase ID Autopsy Andriller Aflogical
MDT-120 1 2 0
Image file artifacts MDT-121 1 1 0
MDT-122 N/A 0 0
MDT-123 N/A 0 0
MDT-124 N/A 0 0
MDT-125 N/A 0 0
Image file MDT-126 N/A 0 0
acquisition MDT-127 N/A 1 0
MDT-128 N/A 0 0
MDT-129 N/A 0 0
MDT-130 N/A 0 0
MDT-131 0 0 0
MDT-132 1 1 0
UICC acquisition MDT-133 1 1 0
MDT-134 1 1 0
MDT-135 0 0 0
MDT-136 1 1 0
MDT-137 1 1 0
MDT-138 0 0 0
MDT-139 0 0 0
Deleted data artifacts MDT-140 0 0 0
MDT-141 1 N/A N/A
MDT-142 1 N/A N/A
MDT-143 0 N/A N/A
MDT-144 0 N/A N/A
SQLite database MDT-145 0 N/A N/A
MDT-146 0 N/A N/A
MDT-147 0 N/A N/A
MDT-148 0 N/A N/A
MDT-149 0 N/A N/A
MDT-150 0 N/A N/A
MDT-151 0 N/A N/A

Table 5.87(c)- Comparative Test Results of Evaluation of Tools

The test results of the tools indicate that Autopsy confirms most of the core test cases,
whereas AFLogical confirms the least. In the case of social media applications, Autopsy
confirmed most of the test cases. Andriller specifically extracted WhatsApp artifacts

separately and presented them in XML format, but it did not extract much data from other
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social media applications, other than media files. AFLogical only extracted logical mobile

data, and was unable to extract any application-related data.

5.5 Discussion

Autopsy was able to confirm 56% of the mobile device test cases (excluding social media
application test cases), however, 19% of them involved features that were non-existent in the
test device and autopsy. The MMS feature did not work in the test device and autopsy, the
image acquisition feature did not exist. But autopsy accepts all kinds of images whether it’s
logical, physical, or selected files only. 67% of social media application test cases were
successfully passed by autopsy in the case of WhatsApp, however, 10% of them involved
features that did not exist in WhatsApp, i.e. secret message and message editing. In the case
of Telegram, 31% of social media application test cases were passed by autopsy, and 10% of
the test cases were passed by autopsy in combination with the SQLite DB Browser tool, as it
was unable to represent data stored in BLOB format. 10% of the test cases consisted of
features that did not exist in the Telegram app, namely the status uploading feature. 56% of
the test cases were passed by Autopsy in the case of the KalamTime application, however, 27
% of them consisted of features that did not exist in KalamTime. These features included

starred messages, disappearing messages, and broadcasts.

Andriller confirmed 33% of the mobile device test cases (excluding social media application
test cases), and 9% of the test cases succeeded in combination with Autopsy because
Andriller does not consist of its own database browser. 23% of the time the features being
tested did not exist in the test device and Andriller. These features were MMS features in the
case of the test device, and SQLite database browsing features in the case of Andriller.
Andriller confirmed 38% of the social media application test cases in the case of WhatsApp,

and 21% of them Andriller passed in combination with using the Autopsy database viewing
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feature. 10% of the test cases involved features that do not exist in WhatsApp. As Andriller
was unable to extract the Telegram database, it only presented media files sent or received.
That comprised 6% of the social media application test cases, and 10% of them involved
features non-existent in Telegram. Similarly, 4% of test cases succeeded in the case of the

KalamTime application, 27% of them consisting of features that did not exist in KalamTime.

AFLogical confirmed 14% of the mobile device test cases (excluding social media
application test cases), 19% of the time the features being tested did not exist in the test
device and AFLogical. AFLogical was unable to extract any social media application data

from the test device. It did not confirm any of the social media application-related test cases.

5.6 Summary

This chapter presents detailed test results of the experiments. A list of features of the forensic
tools is presented in the beginning. After this, the working environment, specification of
forensic tools, and experimental analysis are presented. Results are presented and discussed at

the end of this chapter.
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6. Conclusion and Future Work

This Chapter concludes the presented thesis and highlights potential future research
directions. It describes different research prospects of our research and identifies open

research problems that still need to be solved by the research community.

Substantial research has been carried out in the mobile forensics discipline in recent years and
the scope for discovery, design, and improvements in the techniques and tools involved is
vast. The challenges involved in investigating and testing all the features with the tool
become time-consuming and it may need to be automated. However, a product (specifically a
software tool) needs to be quality tested before being introduced to mainstream users. A
convenient aspect of the evaluation frameworks can be revisited and improved indefinitely, as
the tools evolve and advance. More test assertions can be added with additional test cases.
The continuous technical hit and trial is an attempt to set standards for the tools to achieve.
These standards complement all areas of life in which the tool may be employed, e.g.,

criminal investigation, commercial use, or academic research and study.

6.1 Conclusion

This research work compares three open-source mobile forensic tools, namely Autopsy,
Andriller, and AFLogical, based on their ability to extract data from social media
applications, namely WhatsApp, Telegram, and KalamTime. The evaluation of these tools
follows the conformance methodology provided by NIST, called CFTT. Additional test cases
were added against the test assertions provided by CFTT, to evaluate the forensic tools,
mainly to test the social media application data. Most of the test cases were derived from the
core test assertions that came under the “Image file artifacts” profile, i.e., 123 test cases. The

rest of the test cases were derived from optional assertions. From the “Image file acquisition”
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profile, 6 test cases were derived. From the “UICC acquisition” profile, 10 test cases were
derived. One test case was derived from the “deleted data artifacts” profile and 11 test cases
were derived from the “SQLite database” profile.

The comparative analysis of the results showed that Autopsy performed the most as compared
to the other two forensic tools, it extracted all the databases related to the applications (from
the physical image file provided to it) and presented the data in its database viewer, and in the
case of WhatsApp, it showed the results separately as well, such as calls and messages, that
the analyst can navigate to, directly. However, the database viewer in Autopsy was unable to
present BLOB data. Andriller extracted data from the mobile device directly but presented
mostly WhatsApp data in the form of an XML document. It showed media files of other apps
and was unable to extract their databases. Andriller did not have its database viewer.
AFLogical was unsuccessful in recovering any application data, but only local data such as
calls and SMS data, presented in the form of an XML document.

It is evident that every tool has some shortcomings, but the results obtained from the forensic
tool evaluation highlight all the areas that can be improved. These shortcomings can be used
to improve the existing tools. For example, Autopsy shall have image extraction capabilities
and Andriller should have its database viewer. AFLogical can be expanded to extract

application data.

6.2 Future Work

This research work was limited to three Android applications, namely WhatsApp, Telegram,
and KalamTime. Further, forensic tools were also limited to open-source tools. In the future,
more popular social media applications can be tested and other forensic tools can be used to
forensically analyze. Meanwhile, newer updates of applications and forensic tools can be

tested for the latest results.
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APPENDIX B - ANDRILLER REPORT
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APPENDIX C - AFLOGICAL REPORT

Fig C.1- AFLogical image acquisition
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APPENDIX D - SOCIAL MEDIA

APPLICATION ACTIVITIES
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