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                            Abstract 

Smartphones and Social media applications are particularly prominent in their usage and are 

often utilized for criminal purposes. Although several mobile forensic tools are available for 

investigation, it becomes challenging for investigators to select the most suitable tool capable 

of analyzing different types of social media apps with all available features. Furthermore, 

there is a lack of a detailed evaluation framework to assess the capability of forensic tools in 

examining social media apps. In this context, this study aims to propose a social media 

forensic framework along with 151 test cases. The proposed framework builds upon the 

CFTT mobile forensics tools evaluation framework. For the experiments, three open-source 

tools, namely Autopsy, Andriller, and AFLogical, are used, while the social media 

applications WhatsApp, Telegram, and KalamTime are employed. The experimental strategy 

consists of three phases. First, various user activities are performed on social media 

applications. Second, device images are obtained both with and without rooting the devices. 

The acquired images are then forensically analyzed using the selected tools. Finally, the 

forensic tools are evaluated based on the proposed test cases. Autopsy had a success rate of 

56% for test cases involving built-in mobile features. Regarding social media applications, 

Autopsy achieved 67% for WhatsApp, 41% for Telegram, and 56% for KalamTime. 

Andriller, on the other hand, had a success rate of 42% for built-in mobile features and 59% 

for WhatsApp's social media application. Telegram and KalamTime had success rates of 6% 

and 4%, respectively. AFLogical succeeded in 14% of the test cases for mobile devices, but it 

couldn't find any evidence related to social media applications using the proposed test cases. 
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In the future, the proposed test cases can be analyzed on other existing social media apps and 

forensics tools for broader comparison. 

Keywords: Mobile Forensics, Tool Testing, Evaluation Framework 
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1.  Introduction 
 

 

1.1 Background 

Mobile forensics is a relatively new sub-discipline of digital forensics, that started in the late 

1990s. It hasn't gotten as much attention as some of the more well-known sub-disciplines in 

this area, like network forensics, database forensics, and firewall forensics.  

Mobile forensics is challenging due to different kinds of mobile devices from different 

manufacturers coming into the market. Mobile phones have also evolved from simply calling 

and texting to email, internet surfing, using a variety of applications, and many other 

activities. Mobile devices are being used on a large scale and are consequently being used in 

criminal activities as well [38]. This situation has increased the demand for forensic 

investigation of mobile devices. Important data such as contacts, call logs, SMS, MMS, and 

calendar can be retrieved using mobile device forensics. Additional data such as email, 

browsing history, and social media application data can be retrieved in case of smartphone 

forensic investigations. 

The use of social media applications via smartphones has also become very common. 4.80 

billion active social media users were recorded in 2023 [3]. Various industries such as the 

fashion industry, entertainment industry, tech industry, music industry, and other businesses 

are benefiting from social media [4]. Consequently, the use of social media applications in 

criminal activities has also increased, such as theft of personal information, stalking, 

cyberbullying, and harassment. Therefore, forensic analysis of social media applications has 

also become a necessity. Different artifacts collected from smartphones can be used as digital 

evidence in court cases and criminal prosecutions. 
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1.1.1 Digital Forensics 

Digital forensics involves acquiring, processing, analyzing, and reporting digital data 

obtained from digital devices such as computers, tablets, storage devices, mobile phones, and 

cloud storage [5]. This digital data is digital evidence that can be used in a criminal case. 

Digital evidence refers to any digital information that can be presented as evidence in court.  

Various artifacts such as documents, media files, call logs, SMS, timestamps, and location 

can be used as digital evidence. Various digital forensic software is available for forensic 

analysis of digital devices. Both commercial and non-commercial tools are available such as 

EnCase® Forensic, F-Response, Forensic Toolkit, Autopsy, Forensic Investigator, and others 

[6, 7]. For example, EnCase® provides in-depth acquisition of evidence, various 

customization options for the ease of investigator, and detailed reporting [8]. Such tools 

provide ease for a forensic investigator to collect and analyze digital evidence. 

1.1.2 Mobile forensics 

Mobile forensics is a sub-discipline of digital forensics in which electronically stored data 

within mobile devices is retrieved and analyzed for forensic purposes [9]. In mobile 

forensics, there are two types of data acquisition techniques: 

• Logical acquisition techniques in which data within the allocated space of a 

mobile device is acquired, i.e., bit by bit copy of the used space. However, the 

remaining bits occupying the free space are not acquired. If there is any deleted 

data present in the slack space, it cannot be recovered using logical acquisition 

techniques. To apply these techniques, the device does not need to be rooted and 

only USB debugging mode is required to be enabled, although in contrast to 

physical acquisition the data retrieved is less [10]. 
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• Physical acquisition techniques in which bit by bit copy of the whole physical 

storage of a mobile device is acquired, i.e., both allocated and unallocated space 

are copied. The extensive size of data can be recovered as compared to the logical 

acquisition, such as deleted documents, videos, images, messages, etc. However, 

physical acquisition requires the rooting of a device. This rooting process makes 

the device void of warranty, vulnerable to malware and the device can be bricked 

if not rooted correctly [10]. 

The processes involved in mobile forensics, according to the National Institute of Standards 

and Technology (NIST) are: 

• Preservation involves securing, analyzing, and documenting the scene, collecting and 

storing the evidence, determining the urgency of the incident, and making an on-site 

decision tree that will help analyze the case. 

• Acquisition involves initially identifying the mobile device details, choosing the 

relevant mobile forensic tools, and performing logical and physical acquisition, 

depending upon the case. 

• Examination and analysis involve separating relevant information after the data is 

exposed, applying the selected tools and performing analysis, and gathering all 

records. 

• Reporting involves documenting and presenting all the actions performed in the 

forensic investigation and reporting the results in detail. 

Holistically, mobile forensics answers the following questions [10]: 

• What is the nature of the case? 

• What is the primary goal of the investigation? 

• In what period did the series of events take place? 



  

 

4 

• What kind of evidence might be used to prove or disprove the hypothesis? 

• What relationship is there between the mobile forensic data and the other digital 

and non-digital evidence? 

1.2 Motivation 

The number of smartphone users and correspondingly social media app users is increasing 

rapidly. In addition to local calls and SMS, people are using apps like WhatsApp, Telegram, 

and WeChat to make calls, send messages, share media files, share locations and use various 

features that these apps provide. Consequently, digital crime involving social media has also 

become common. Various cases can be formed and solved based on evidence collected from 

the usage of these apps. 

Several cases have already been solved based on digital evidence collected from the use of 

social media apps. In 2019, the claimants from Secarma Ltd accused the defendants of 

poaching their employees [11]. When the case was filed, there had been 28 resignations 

already. According to the claimants, the purpose of poaching their employees was to move 

them to a competitor company that was working on pen testing in competition with Secarma 

Ltd. The evidence presented by Secarma Ltd was WhatsApp messages exchanged in a group 

chat in which it was planned to poach the employees from Secarma Ltd [11]. 

Similarly, social media has been used for crimes on a larger level, for example promoting 

graphic violence, mob violence in Sri Lanka and Bangladesh, ethnic and religious conflict in 

India, and the abuse of blasphemy laws in opposition to religious minorities in Pakistan [12]. 

Various mobile forensic tools are available online for ease of use by a forensic investigator. 

Several commercial/non-commercial tools are available. But it is difficult for an investigator 

to choose which tool to use in case of a digital crime. An evaluation of these tools is required 

so that the forensic investigator can choose a tool according to its performance and 
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functionality. This research work will evaluate mobile forensic tools according to Mobile 

device tool test specification guidelines presented by the Computer Forensic Tool Testing 

(CFTT) project of NIST. These guidelines present requirements of a tool, test assertions, and 

test cases for evaluation.  

Once a mobile device has been analyzed forensically, the evidence presented by the tool shall 

be admissible in court. 

This research work proposes test cases extended from test assertions provided by the CFTT 

evaluation framework to assess open-source mobile forensic tools, and also assess them on 

their ability to forensically analyze social media application data.  

This can help a forensic investigator to select a tool wisely. It also helps developers make 

needed improvements in their tools in addition to setting a benchmark for tool validation, 

admissibility, and standardization. 

1.3 Problem Statement 
 

With the extensive usage of social media applications on smartphones, cybercriminals have 

plenty of opportunities to commit cybercrimes via these applications. The requirement of 

forensic analysis of mobile phones including detailed analysis of social media applications 

has been raised. Several mobile forensic tools have been developed for the ease of a forensic 

investigator. However, there is a lack of specialized forensic tools designed to evaluate 

different kinds of popular social media applications. Further, there is also a lack of evaluation 

of these existing forensic tools according to NIST CFTT standardization, especially for social 

media application data analysis. 

Different frameworks exist for the evaluation of mobile forensic tools, but advanced 

frameworks are required that can evaluate a forensic tool based on its ability to forensically 
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analyze social media application data and make the decision of selecting a tool easier for an 

investigator. 

1.4 Research Objectives 
 

This research work aimed to make the choice of selecting forensic tools (on their ability to 

analyze social media applications) easier for an investigator. The objectives of the study are 

mentioned below: 

a) Identify artifacts of the selected social media applications that can be used as digital 

evidence in court. 

b) Create test cases for social media applications to evaluate a forensic tool. 

c) Evaluate the selected open-source mobile forensic tools using the evaluation 

framework provided by CFTT and the proposed test cases, which include 

requirements, test assertions and test cases.  

 

1.5 Scope 

Three mobile forensic tools were chosen for this research work. The criteria for choosing 

these tools were that they are open-source and free. The tools chosen were Autopsy, 

Andriller, and AFLogical. Three social media applications were chosen for forensic analysis, 

namely WhatsApp, Telegram, and KalamTime. The criteria for choosing them were their 

popularity and common features.  The scope of this research is: 

• The scope of this research is limited to three open-source mobile forensic 

tools. 

• Only the selected social media applications were forensically analyzed. 

• Windows 10 will be used for testing environment. 
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• The rooted device used for forensic examination was Samsung Galaxy Grand 

Prime, Android Version: 5.0.2, Model: SM- G530H. 

• The un-rooted device used for forensic examination was OPPO F9, Android 

Version: 10 

• The device was rooted for physical image acquisition and other tools that 

played roles in the acquisition of physical image were BusyBox Utility, 

KingoRoot App, ADB Utility, and NCAT Utility. 

• Additional Test Cases were added according to the assertions provided by 

CFTT documentation. 

1.6 Summary 

This chapter covered the background of mobile forensics and digital crimes at the beginning. 

Next, it gave an insight into digital forensics and mobile forensics. The processes provided by 

NIST for mobile forensics were presented later. After this, the motivation, problem statement, 

and scope of the thesis were discussed.  
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2.  Literature Review 

 

2.1 Overview 

Mobile forensics is becoming popular among researchers in recent years. It is generally 

because of the increase in cyber-crimes with the vast use of mobile devices, especially with 

social apps. Different kinds of applications and especially interactive applications have come 

into the market such as social media apps, dating apps, gaming apps involving 

communication, and many other kinds. Online interaction can lead to criminal activities such 

as cyberbullying, harassment, drug dealing, hacking user accounts, robbery of families during 

vacation [13], and many more. 

In the research involving mobile forensics, recent studies have proposed mobile forensic tools 

[14, 15]. Comparative analysis of existing forensic tools has also been performed [16, 17, 

18]. Popular interactive applications have been analyzed as well using available forensic tools 

[19, 20].  Each study opens up the path to future studies because applications and forensic 

tools keep getting updated frequently, requiring more research 

Popular social media applications have been analyzed from a forensic perspective so that they 

can help a forensic investigator investigate a crime related to that particular application. 

Different challenges that researchers have experienced in this regard involve difficulty in 

rooting a device, inability to extract all forensic evidence, the tool being used for forensic 

analysis not being enough for artifact extraction, and difficulty in recovering deleted data. 

2.2 Related work 

In this section, the related literature is presented. Using already available forensic tools and 

the latest tools proposed in the literature, popular Smartphone applications, desktop 
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applications, duplicate applications, and PC applications have been forensically analyzed in 

the current literature.  

2.2.1 Forensic Analysis of Smartphone Cloud Applications: 

Bhat et. al. [20] examined cloud applications namely Sync.com and FlipDrive. The forensic 

examination was performed using dd utility and Hex workshop. The research revealed that 

plenty of information was left in the mobile when user activities were performed. 

Mechanisms to recover digital evidence were also identified and presented in this study. 

Login credentials, timestamps of activities, names, and locations of files, and several other 

related data were recovered and a digital investigator could create complete file management 

logs by using this research methodology. On the downside, only limited deleted data was 

recovered and in future studies more tools could be used to recover deleted data and also 

artifacts related to sharing applications. 

2.2.2 Forensic Analysis of Social Media Applications: 

Pribadi et. al. [19] performed a forensic analysis of the Facebook messenger application. The 

forensic analysis was carried out using MOBILedit Forensic Express PRO. In this study, the 

author employed an unrooted device due to which chat and audio could not be recovered. 

Videos, photos, and application information was recovered that can be used as digital 

evidence in court. Future studies could use a device in a rooted state for detailed artifacts 

recovery and a comparison could be done between forensic tools for better examination of 

social media applications. 

Shreya et. al. [21] performed a forensic analysis of the Instagram application and highlighted 

the feature of disappearing messages. MSAB XRY and XAMN were used for the forensic 

analysis of Instagram. The research successfully discovered the presence of vanished 

messages in the Instagram database. It also pointed out some inconsistencies regarding data 
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of vanished messages in the application database. The study also presented how the media 

uploaded by the user is stored. The keywords used in the search bar and shopping tab were 

recovered. Future research in disappearing media was recommended. It was also suggested 

by [21] to research how personal media is stored during vanish mode. Personal identification 

artifacts also needed more research and the way they are stored by Instagram. 

Mahr et. al. [22] conducted a forensic examination of the Zoom application using various 

forensic tools namely Magnet Acquire, Autopsy, ADB, and SQLite DB Viewer. The research 

was done after the popularity of Zoom during the Covid-19 Pandemic, and various incidents 

related to Zoom bombing. A great number of artifacts were recovered from the Zoom 

application during this study, such as email addresses, chat messages, passwords, and many 

more. Memory forensics, Network capturing and images of devices were taken to extract 

zoom artifacts. Some activities such as deleting contacts were also marked as possible anti-

forensics on some platforms. Continuous and fast updates of Zoom require more research of 

the latest version, and other video conferencing applications could also be forensically 

examined in the future. 

Nghi et. al. [23] performed a forensic examination of the popular TikTok application using 

ADB utility and SQLite DBViewer. A significant number of artifacts related to TikTok were 

recovered such as user’s messages, likes, search keywords, etc. The artifacts were also 

explained by describing them in detail separately. This research was limited to the Android 

platform, and further research was recommended for the iOS platform. 

Menahil et. al. [24] performed a forensic analysis of five social networking applications 

Instagram, LINE, Whisper, WeChat, and Wickr using three forensic tools namely Magnet 

AXIOM, XRY, and Autopsy. Most of the artifacts were successfully recovered in this study. 

The forensic tools were also compared based on their forensic capabilities. Magnet AXIOM 
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was found to be the most effective forensic tool among the three other tools. For future work, 

newer versions of Android were recommended for analysis. It was also recommended by [24] 

that several forensic tools should be used as different tools have different capabilities. 

Kim et. al. [25] selected two instant messaging applications with secure communication 

features, namely Wickr and private text messaging (PTM), for forensic analysis. Static and 

dynamic analyses were performed after acquisition using ADB utilities. As these applications 

store data in an encrypted format, decryption was done and verified via simulations. Analysis 

of Wickr was performed for both Android and iOS platforms. As PTM was not analyzed on 

iOS, hence in future research it could be decrypted and analyzed.  

Mahendra et. al. [30] used MOBILedit Forensic Express to forensically analyze the Michat 

app to identify any illegal activities being carried out through the app. National Institute of 

Justice (NIJ) methodology was used for this study. The artifacts obtained including traces of 

chat could be used as digital evidence in court. They used a single well-known forensic tool 

for analysis, although more tools could be used for detailed forensic analysis. In the future, 

similar applications can be analyzed to provide detailed insight into these applications and 

benefit a forensic investigator analyzing such an app. 

Ichsan et. al. [31] used multiple tools such as MOBILedit Forensic Express pro, BelkaSoft 

Evidence Center, DB Browser and Accessdata FTK Imager for forensic analysis of IMO 

messenger on android platform. Both rooted and unrooted devices were used for testing. A 

narcotics case study was used for research. Digital Forensics Research Workshop Plenty of 

artifacts that can be used as digital evidence were found such as chat files, videos, images, 

audio, etc. MOBILedit forensic express proved to be the most effective forensic tool in this 

study. No evidence could be obtained in smartphones without roots. In the future, an updated 

version of IMO messenger can be analyzed and other applications can also be analyzed using 



  

 

12 

the research methodology of this paper. Along with Android, the apps can be analyzed on 

iOS devices also. 

Prayogo et. al. [32] performed forensic analysis of Signal Instant messenger using 

MOBILedit Forensic Express pro, BelkaSoft Evidence Center, and DB Browser. They 

identified the repetition of specific words indicating cyberbullying. The reports from 

MOBILedit Forensic Express Pro yielded detailed results as compared to other forensic tools, 

pointing it out as an effective forensic tool for forensic experts. Deleted data could not be 

recovered. For future work, it was recommended to calculate the word weight of specific 

words to detect cyberbullying. 

Gandhi et. al. [33] forensically analyzed the GroupMe application on both Android and iOS 

platforms. Plenty of artifacts were recovered that could be used as digital evidence in court. 

In the device chosen, physical extraction did not exceed after many attempts, due to which it 

was concluded that this hurdle might face by the forensic analyst also if devices like these 

that don’t grant rooting permissions are at hand. Axiom and Ufed were used for forensic 

analysis of the GroupMe application. In the future, the work can be extended by analyzing 

the Desktop or Web client of the GroupMe application. 

Barros et. al. [28] performed a forensic analysis of the Bumble app. The research described 

the way Bumble data was organized in the mobile device and the structure of the data. 

Artifacts that can be used as digital evidence were also extracted. Important artifacts such as 

the identity of the user and exchanged messages were retrieved. Files sent by a user could not 

be recovered in this study. As future work pictures and audio exchanged can be recovered. As 

the author developed a script presenting messages in PDF format, it was recommended to 

include it in the Autopsy browser in future studies. 

2.2.3 Forensic Analysis of Desktop Applications: 
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Bashir et. al. [26]  did a forensic examination of the LinkedIn Desktop application. Tools like 

Dumpit, WinHex, and FTK Imager were used and in-depth manual analysis was carried out. 

The manual analysis gave a detailed insight into artifacts as compared to the previous studies 

testing Windows store apps, according to the author. More Window Store applications 

becoming popular can be tested in the future to provide insight into the benefits of manual 

analysis. A comprehensive forensic tool can also be developed for an investigator to test this 

kind of application by analyzing the registry, RAM, and storage in detail. 

Khalid et. al. [39] performed a forensic analysis of the Cisco WebEx Application. A detailed 

forensic analysis of memory, network, and disk space was carried out. FTK Imager was used 

along with manual analysis of the application. This study successfully recovered the various 

artifacts related to the Cisco WebEx application such as email addresses, profile photos, 

display names, video addresses, etc. For future research, the Web and Android versions of 

Cisco WebEx can be considered. Other videoconferencing applications can also be explored. 

More variables can be considered such as bigger memory, changing system loads, and 

different memory acquisition techniques. 

2.2.4 Forensic Analysis of PC Applications: 

Iqbal et. al. [27] performed application-specific forensics on a gaming communication app, 

namely Discord. Although it was found that Discord is not used by as many users as social 

media applications, its steady growth and some cyber-crimes led to its forensic analysis 

research.  A forensic solution was proposed by the authors, namely ‘DiscFor’, that performed 

extraction, analysis, and presentation from of discord client side. This lessened the hustle of 

manual analysis for a forensic examiner and application-specific forensic tools were 

recommended for greater insight into the application artifacts. This research was limited to 
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the PC version, in the future mobile application and web variants of Discord can be analyzed. 

Updated versions of PC applications can also be forensically analyzed in future studies. 

2.2.5 Forensic Analysis of Duplicate Applications: 

Faruk et. al. [29] researched how a duplicate and fake Covid-19 application can be identified. 

Several ways were presented to identify the malicious application, as such pirated apps 

exploit user data and some of them are also designed in an anti-forensic manner. The study 

showed that the package name of the app under test was randomly generated so that it can go 

undetected by simple examination, the app name and icon used were the same as the original 

one. The tools used to detect the suspicious application were android studio and a virtual 

emulator. The research was limited to only Covid-19 applications. In future studies, it can be 

proposed how duplicate social media applications can be identified. 

Following table summarizes the above literature review: 

Paper 

refere

nce 

Year Forensic 

analysis 

tool 

Application Advantage Limitation Recommendations 

[19] 2022 MOBILedit 
Forensic 

Express 

PRO 

Facebook 
messenger 

application 

Videos and photos 
were recovered as 

evidence. 

Chat and audio could 
not be recovered. 

Comparison of forensic 
tools for better examination 

Using rooted device for 

better insight 

[20] 2019 dd utility, 
Hex 

workshop 

Sync.com, Flip 
drive 

Forensic 
investigators can 

see details of 

recoverable 
artefacts and their 

recovery 

mechanisms 

Limited deleted data 
could be recovered 

Use more tools to recover 
deletion and sharing 

operations artefacts  

[21] 2021 MSAB 

XRY, 

XAMN 

Instagram Identification of 

vanished messages 

Detection of 
disappearing 

messages 

The shopping feature 

was  not explored in 

detail 
Testing not done on iOS 

device 

Analysis of shopping 

feature 

Path identification of 
vanished messages on iOS 

device 

[22] 2021 Magnet 
Acquire, 

Autopsy, 

ADB, 
SQLite DB 

Viewer 

 

Zoom Discovered security 
risks related to 

Zoom 

Unable to keep up with 
Zoom’s fast ongoing 

updates 

Test updated version of 
Zoom 

Test further video 

conferencing applications 

[23] 2020 ADB, 
SQLite DB 

Viewer 

TikTok Artefacts obtained  
could be further 

identified as digital 

evidence 

Testing performed on 
the Android platform 

only 

Other platforms, such as 
iOS need to be researched 

[24] 2021 Magnet 

AXIOM, 

XRY, and 
Autopsy 

Instagram, LINE, 

Whisper, 

WeChat, and 
Wickr 

A large number of 

artefacts were 

extracted and 
categorized as 

potential evidence. 

Very limited 

information was 

disclosed by Wickr. 

Different popular 

applications can be tested 

with different versions of 
smartphones 
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[25] 2021 ADB 

Backup 

Wickr, Private 

Text Messaging 

The decryption of  

Wickr and PTM 

data 

PTM was not tested on 

iOS 

PTM could be decrypted on 

iOS devices. 

[26] 2019 Dumpit, 

WinHex, 
FTK 

Imager 

LinkedIn 

Desktop 
Application 

In-depth manual 

analysis of artefacts 
resulting in more 

potential evidence 

as compared to 
previous studies 

More applications could 

be tested to provide 
further insight into 

manual testing 

techniques. 

Other trending window 

store apps can be tested 
A comprehensive tool can 

be developed 

[27] 2021 Proposed 

by the 
author 

‘DiscFor’ 

Discord Full data recovery 

by the proposed 
tool, No manual 

investigation of 

JSON or cache files 
is required because 

of reporting 

features. 

Limited to PC 

application 

Examination of mobile 

application and web 
variants 

Examination of discord 

application after updates 
 

[28] 2022 Autopsy 
forensic 

browser, 

Frida, 

MobSF 

 

Bumble Significant bumble-
related artefacts 

were found 

Files sent could not be 
recovered 

Recovery of pictures and 
audio 

Finding app’s 

vulnerabilities 

Developing author’s script 

to be included in Autopsy 

forensic browser 

[29] 2020 Android 

Studio, 

Virtual 
emulator 

Modified Covid-

19 application 

Several ways to 

identify suspicious 

applications were 
presented. 

Limited to one 

application. 

Ways to identify fake 

Social media applications. 

[30] 2021 MOBILedit 

Forensic 
Express 

Michat Artefacts and traces 

of chat could be 
used as digital 

evidence. 

More tools could be 

used for detailed 
forensic analysis. 

Further Similar 

applications could be 
analysed for detailed 

insight. 

[31] 2021 MOBILedit 

Forensic 
Express 

pro, 

BelkaSoft 
Evidence 

Centre, DB 

Browser, 

Accessdata 

FTK 

Imager 

IMO messenger Plenty of artefacts 

that can be used as 
digital evidence 

were found such as 

chat files, videos, 
images, audio etc.  

Limited to the Android 

platform. 

 

This research can be 
extended for more 

applications and updated 

versions of applications. 

[32] 2022 MOBILedit 

Forensic 

Express 
pro, 

BelkaSoft 

Evidence 
Centre, DB 

Browser 

Signal Instant 

Messenger 

The reports from 

MOBILedit 

Forensic Express  
Pro yielded detailed 

results as compared 

to other forensic 
tools, pointing it out 

as an effective 

forensic tool for 
forensic experts. 

Unable to recover 

deleted data. 

Gather deleted data 

Calculate word-weight 

indicating cyber-bullying 

[33] 2021 AXIOM, 

UFED 

GroupMe A substantial 

amount of 
“GroupMe” 

artefacts was 

recovered on the 
Android and iOS 

platforms. 

Physical extraction was 

unsuccessful on the 
chosen device. 

Extension of the analysis to 

Desktop or Web client of 
GroupMe application. 

[39] 2021 FTK 

Imager 

Cisco WebEx Numerous artifacts  

related to Cisco 
WebEx were 

successfully 

recovered 

Variables like changing 

system loads, different 
memory-acquiring 

techniques and the size 

of the memory were not 
considered. 

Other platforms like 

Android and Web Versions 
can be forensically 

analysed. More Video 

conferencing applications 
can be tested. 

Table 2.1- Summary of literature review 

The literature review presented above implies that multiple digital forensic tools were used 

for the forensic analysis of different interactive applications. Most of the artifacts were 
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recovered in the studies, but deleted data artifacts could not be identified in a few studies. 

Although forensic tools are utilized to extract and present application data, an investigator has 

to put strong effort to locate and analyze the output presented by the tools. Hence specialized 

forensic tools are required for social media applications for the ease of a forensic investigator.  

Some of the existing forensics tools are NIST compliance. However, there is a lack of 

standardization in the evaluation of forensics tools targeted for social media applications. In 

the next chapter, we will propose an extended CFTT-based framework while adding novel 

test cases for the evaluation of social media forensics tools. 

2.3 Summary 

This chapter covered the background and the related work of the thesis. The related literature 

has been presented along with a critical analysis of the studies. Previous research work and 

schemes used in the literature help in formulating the solution to the identified problem.   

 

 

 

 

 

 

 

 

 



  

 

17 

3.  Research Methodology 

 

3.1 Overview: 

The evaluation of mobile forensic tools uses the conformance methodology of software 

testing. This methodology is based on design science [35]. Design science is a scientific 

problem-solving method used especially in Information Systems (IS) [34]. Artifacts related to 

information systems are designed and scrutinized to solve practical problems [34]. In this 

research, the problem of tool evaluation is solved using conformance testing. 

The conformance testing method is adopted by the NIST project for tool testing called CFTT. 

The International Organization for Standardization (ISO)/International Electrotechnical 

Commission (IEC) Draft International Standard (DIS) 10641 defines conformance testing as 

a “test to evaluate the adherence or non-adherence of a candidate implementation to a 

standard” [36]. The understanding here is that if an implementation (e.g. software tools) 

fulfills certain requirements or specifications then it conforms to certain assertions that grant 

the tool a conformance indicator to validate its compliance with the acceptable standard. The 

tool undergoes a number of test cases in order to prove its compliance with these 

requirements and test assertions. 

The methodology used for tool evaluation is based on conformance testing adopted by CFTT. 

Therefore, it will follow their steps and nomenclature of test requirements, test assertions, and 

test cases. Additional test cases will also be added according to each test assertion provided 

by CFTT. The step-wise method used for conformance testing is: 

• Highlight all the requirements of the tools of a certain domain. 

• Frame out the assertions based on the requirements. 
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• Develop all the test cases necessary for the conformance of each test assertion.  

 

Conformance testing consists of the following steps. 

• Test Requirement/Specification: 

Test specifications are a set of requirements that a tool should have in order to qualify as 

a standard tool in the said domain. These requirements are developed by: 

a) Research in the domain. 

b) Vendor insights and knowledge. 

c) Feedback from the consumers of the tools. 

• Test Assertion: 

A test assertion is a verifiable statement about a single condition after an action is 

performed by the tool under test [37]. 

• Test Case: 

A test case usually checks an assertion after the action of a single execution of the tool 

under test [37]. The test cases are divided into core and optional test cases. Core test cases 

are carried out for every tool that is tested for that domain. Optional test cases are selected 

for every tool based on their offered features. 

• Conformance Indicator: 

The conformance statement is declared given the tool under evaluation complies with the 

test assertion that is being tested. 
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3.2 Proposed Methodology 

 The proposed methodology comprises several phases, including the selection of forensic 

tools and social media applications. The selection criteria for digital forensic tools involved 

considering only free or open-source options, while the selection of social media applications 

was based on their popularity. To evaluate the selected forensic tools, test cases derived from 

CFTT test assertions were employed. Initially, user activities specific to the chosen social 

media apps were identified. Once these activities were performed, a logical or physical image 

of the test device was acquired. The acquired image was then analyzed by the forensic tool, 

generating a report that was further examined to identify local mobile artifacts as well as 

social media artifacts. The obtained results were analyzed using the proposed test cases. 

Subsequently, a comparison of the forensic tools was conducted, and the comparative results 

were presented. The flow of proposed methodology is shown in Figure 3.1. 
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Fig 3.1 – Flow of Proposed Methodology 

 

3.2.1 Forensic Tools and Social Media Application Selection: 
 

Three digital forensic tools, namely Autopsy, Andriller, and AFLogical were selected based 

on the tools being free and open-source. Next, three social media apps, namely WhatsApp,  

Telegram, and KalamTime were chosen based on their popularity and number of downloads.  
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3.2.2 Proposed Test Cases for CFTT Evaluation Framework: 

 CFTT Mobile Forensic Tool Evaluation Framework offers certain test requirements, test 

assertions, and test cases in order to evaluate a mobile forensic tool. Our proposed 

methodology offers an extended version of the CFTT Evaluation Framework in which 

additional test cases are added for forensic tool evaluation. Following the CFTT conformance 

methodology, when a forensic tool conforms to a test assertion, it successfully passes all the 

test cases that come under a given test assertion. 

3.2.3 User Activities for Selected Social Media Applications: 

Multiple user activities were performed according to the features provided by the selected 

social media apps. A lot of activities are common because of the similarity of the apps, but 

varying features also exist among the apps.  

3.2.4 Test Device Image Acquisition: 

After all the activities are performed, image acquisition of the test device is performed. In 

case a forensic tool accepts the physical image, the device under test needs to be rooted. Once 

a device is rooted, it is connected to the laptop being used under the test environment, then by 

using ADB and NCAT utilities, the device is allowed access, and its physical acquisition is 

performed. If a forensic tool accepts logical images only, then logical acquisition is 

performed.  

3.2.5  Artifact Examination and Identification: 

After the image acquisition, the forensic tool analyses the image and presents the results. 

These results are then examined and studied. Artifacts obtained are identified from the 

presented results. 

3.2.6 Assessment via Proposed Test Cases: 

Then the overall results are assessed via the proposed CFTT Framework-based test cases. The 
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performance of a forensic tool is measured by its success or failure in a test case. After 

analyzing the overall performance of each forensic tool, their comparative analysis is 

performed to check which forensic tool performed the best. Finally, overall comparative 

results of the forensic tools are presented against each test case.  

 

3.3 Summary: 

This chapter covered the methodology followed by this research. CFTT conformance testing 

steps are explained as test cases extended from CFTT test assertions are a part of the 

proposed methodology. The proposed methodology is first presented in the form of a diagram 

and then each step is explained in table format. 
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4.  Proposed Test Cases for CFTT Framework 

 

This section will discuss the proposed extended CFTT-based framework for social media 

applications with novel test cases. In the beginning, the profiles of mobile forensics tools are 

provided. Next, the nomenclature used in the standard CFTT document is defined and the 

profiles defined are mapped to the test requirements mentioned in the CFTT document. Next, 

the proposed extended CFTT-based framework is presented.  

4.1 Profiles 

The requirements, test assertions, and test cases are divided into different profiles. 

4.1.1 Profiles 

Listed below are profiles included for the sake of organized distinction. 

 

• Image file artifacts 

Different types of mobile artifacts are included in this profile. These artifacts are 

deduced from subscriber information, call data, message data, media files, browsing 

data, email data, and application data. Most of the requirements, test assertions, and 

test cases are related to this profile. 

• Image File acquisition 

Details about image acquisition whether physical or logical encompass this profile.  

• UICC acquisition 

A UICC is a removable module that contains various details about the subscriber, 

this profile encompasses all the artifacts related to the UICC module. 

• Deleted data artifacts 

Recoverable deleted data artifacts are included in this profile. 

• SQLite database 
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This profile includes various kinds of features of an SQLLITE database to check 

whether a mobile forensic tool provides the SQLLITE database with all the features 

for the ease of a forensic investigator. 

 

4.2  Requirements for Mobile Forensics Tools 

The requirements provided in the mobile device test specification document by CFTT are 

divided into core and optional requirements. Following is the terminology used by the 

standard CFTT nomenclature: 

• MDT–Mobile Device Tool 

• CR–Core Requirement 

• OR–Optional Requirement 

• CA– Core Assertion 

• AO– Optional Assertion 

For example, MDT-CR-01 refers to the first core requirement for the mobile forensics tool. 

4.2.1 Core Requirements 

The core requirements are mandatory for a tool and CFTT provides four core requirements 

for mobile forensic tools. The core requirements cover the first profile, i.e. image file 

artifacts. 

4.2.2 Optional Requirements 

The optional requirements are non-mandatory for the tool and twelve of them are provided 

by the CFTT documentation. They cover the rest of the four profiles namely image file 

acquisition, UICC acquisition, deleted data artifacts. and SQLLITE database. 
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4.3 Proposed Extended CFTT-based Framework 

The following figure represents the overall proposed framework. 

 

Fig 4.1 Proposed Extended CFTT based Framework 

The test assertions from the CFTT document and the derived test cases are laid down 

below. They map to the core and optional requirements provided in the CFTT document. 

4.3.1  Core Assertions and Test Cases 

4.3.1.1 Image file artifacts 

 

MDT-CA-01: The tool presents all subscriber and equipment information available from 

an image file. 

Proposed  

Test Actions 

MDT-01: Attempt to view subscriber information 

MDT-02:  Attempt to view equipment information 

Conformance Indicator: The digital forensics tool determined subscriber and equipment 
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information. 

Table 4.1 Subscriber and equipment information 

 

MDT-CA-02: The tool presents all PIM (address book, calendar & notes) data available 

from an image file 

Proposed  

Test Actions 

MDT-03: Attempt to view address book data. 

MDT-04:  Attempt to view calendar & notes. 

Conformance Indicator: The digital forensics tool presented all PIM data. 

Table 4.2 PIM data 

 

MDT-CA-03: The tool presents all call data (call type (incoming, outgoing, missed), 

datetime stamps, duration) available from an image file. 

 

 

Proposed  

Test Actions 

MDT-05: Attempt to view incoming call data. 

MDT-06:  Attempt to view outgoing call data. 

MDT-07: Attempt to view missed call data.  

MDT-08:  Attempt to view timetamps. 

MDT-09: Attempt to view duration of calls. 

Conformance Indicator: The digital forensics tool presented all call data. 

Table 4.3 Call data 

 

MDT-CA-04: The tool presents all message (SMS, MMS & instant messages) data 

available from an image file. 

 

 

Proposed  

Test Actions 

MDT-10: Attempt to view local messages. 

MDT-11:  Attempt to view MMS messages. 

MDT-12: Attempt to view instant messages. 

MDT-13:  Attempt to view local messages’ timestamps. 
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MDT-14: Attempt to view MMS messages’ timestamps. 

 MDT-15: Attempt to view instant messages’ timestamps. 

Conformance Indicator: The digital forensics tool presented all message data. 

Table 4.4 Message data 

 

MDT-CA-05: The tool presents all stand-alone (audio, documents, graphic & video,) files 

available from an image file. 

 

Proposed  

Test Actions 

MDT-16: Attempt to view audio files 

MDT-17:  Attempt to view videos. 

MDT-18: Attempt to view documents. 

MDT-19:  Attempt to view image files. 

Conformance Indicator: The digital forensics tool presented the stand-alone files. 

Table 4.5 Stand-alone files 

 

MDT-CA-06: The tool presents all browsing (history & bookmarks) data available from 

an image file. 

Proposed  

Test Actions 

MDT-20: Attempt to view history. 

MDT-21:  Attempt to view bookmarks. 

Conformance Indicator: The digital forensics tool presented browsing data. 

Table 4.6 Browsing history 

 

MDT-CA-07: The tool presents all email data available from an image file. 

Proposed  

Test Actions 

MDT-22: Attempt to search for the sender of an email. 

MDT-23:  Attempt to search for the receiver of an email. 

MDT-24: Attempt to search for the content of an email. 

MDT-25:  Attempt to search for the timestamp of an email. 
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Conformance Indicator: The digital forensics tool presented all the email data. 

Table 4.7 Email data 

 

MDT-CA-08: The tool presents all social media application data available from an image 

file. 

 

 

 

 

 

Proposed 

Social Media 

Application 

Test Actions 

 

 

MDT-26: Attempt to view the contact name from the social 

media application database. 

MDT-27:  Attempt to view contact profile image from the social 

media application database. 

MDT-28: Attempt to view a contact’s phone number from the 

social media application database. 

MDT-29:  Attempt to view blocked contact profile image from 

the social media application database. 

MDT-30: Attempt to view a blocked contact’s phone number 

from the social media application database. 

MDT-31:  Attempt to view the phone number of a sender of a 

chat message from the social media application 

database. 

MDT-32: Attempt to view the phone number of a receiver of a 

chat message from the social media application 

database. 

MDT-33:  Attempt to view time stamp of a chat message from 

the social media application database. 

MDT-34: Attempt to view chat content of a chat message from 

the social media application database. 

MDT-35:  Attempt to view the phone number of a sender of a 

forwarded message from the social media application 

database. 

MDT-36: Attempt to view the phone number of a receiver of a 

forwarded message from the social media application 

database. 

MDT-37:  Attempt to view time stamp of a forwarded message 

from the social media application database. 
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MDT-38: Attempt to view chat content of a forwarded message 

from the social media application database. 

MDT-39:  Attempt to view original author of a forwarded 

message from the social media application database. 

MDT-40: Attempt to view the phone number of a sender of a 

starred message from the social media application 

database. 

MDT-41:  Attempt to view the phone number of a receiver of a 

starred message from the social media application 

database. 

MDT-42: Attempt to view the time stamp of a starred message 

from the social media application database. 

MDT-43:  Attempt to view the chat content of a starred message 

from the social media application database. 

MDT-44: Attempt to view the phone number of a sender of a 

disappearing message from the social media 

application database. 

MDT-45:  Attempt to view the phone number of a receiver of a 

disappearing message from the social media 

application database. 

MDT-46: Attempt to view the time stamp of a disappearing 

message from the social media application database. 

MDT-47:  Attempt to view the chat content of a disappearing 

message from the social media application database. 

MDT-48: Attempt to view the duration of a disappearing 

message from the social media application database. 

MDT-49:  Attempt to view a disappearing message after it has 

disappeared from the social media application 

database. 

MDT-50: Attempt to view the phone number of a sender of a 

voice message from the social media application 

database. 

MDT-51:  Attempt to view the phone number of a receiver of a 

voice message from the social media application 
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database. 

MDT-52: Attempt to view the time stamp of a voice message 

from the social media application database. 

MDT-53:  Attempt to view the chat content of a voice message 

from the social media application database. 

MDT-54: Attempt to view the phone number of a caller of a 

voice call from the social media application database. 

MDT-55:  Attempt to view the phone number of a receiver of a 

voice call from the social media application database. 

MDT-56: Attempt to view the time stamp of a voice call from 

the social media application database. 

MDT-57:  Attempt to view the duration of a voice call from the 

social media application database. 

MDT-58: Attempt to view the phone number of a caller of a 

video call from the social media application database. 

MDT-59:  Attempt to view the phone number of a receiver of a 

video call from the social media application database. 

MDT-60: Attempt to view the time stamp of a video call from 

the social media application database. 

MDT-61:  Attempt to view the duration of a video call from the 

social media application database. 

MDT-62: Attempt to view the phone number of a sender of a 

media file from the social media application database. 

MDT-63:  Attempt to view the phone number of a receiver of a 

media file from the social media application database. 

MDT-64: Attempt to view the content of a media file from the 

social media application database. 

MDT-65:  Attempt to view the type of a media file from the 

social media application database. 

MDT-66: Attempt to view the uploader’s phone number of an 

uploaded status from the social media application 

database. 
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MDT-67:  Attempt to view the timestamp of an uploaded status 

from the social media application database. 

MDT-68: Attempt to view the type of an uploaded status from 

the social media application database. 

MDT-69:  Attempt to view the content of an uploaded status 

from the social media application database. 

MDT-70: Attempt to view the viewers of an uploaded status 

from the social media application database. 

MDT-71:  Attempt to view the timestamp of an uploaded status 

after 24 hours from the social media application 

database. 

MDT-72: Attempt to view the type of an uploaded status after 24 

hours from the social media application database. 

MDT-73:  Attempt to view the content of an uploaded status after 

24 hours from the social media application database. 

MDT-74: Attempt to view the viewers of an uploaded status 

after 24 hours from the social media application 

database. 

MDT-75:  Attempt to view the time when a group was created 

from the social media application database. 

MDT-76: Attempt to view the admin of a group from the social 

media application database. 

MDT-77:  Attempt to the view phone number of a group’s 

participant from the social media application database. 

MDT-78: Attempt to view the phone number of a sender of a 

chat message in a group a from the social media 

application database. 

MDT-79:  Attempt to view the time stamp of a group’s chat 

message from the social media application database. 

MDT-80: Attempt to view the content of a group’s chat message 

from the social media application database. 

MDT-81:  Attempt to view the phone number of a sender of a 

disappearing message in a group a from the social 

media application database. 
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MDT-82: Attempt to view the time stamp of a group’s 

disappearing message from the social media 

application database. 

MDT-83:  Attempt to view the content of a group’s disappearing 

message from the social media application database. 

MDT-84: Attempt to view the duration of a group’s disappearing 

message from the social media application database. 

MDT-85:  Attempt to view the content of a group’s disappearing 

message after it has disappeared from the social media 

application database. 

MDT-86: Attempt to view the the phone number of a sender of a 

voice message in a group a from the social media 

application database. 

MDT-87:  Attempt to view the time stamp of a group’s voice 

message from the social media application database. 

MDT-88: Attempt to the view content of a group’s voice 

message from the social media application database. 

MDT-89:  Attempt to view the phone number of a caller of the 

group voice call in a group a from the social media 

application database. 

MDT-90: Attempt to view the phone number of participants of 

the group voice call in a group a from the social media 

application database. 

MDT-91:  Attempt to view the time stamp of a group voice call 

from the social media application database. 

MDT-92: Attempt to view the duration of a group voice call 

from the social media application database. 

MDT-93:  Attempt to viewthe  phone number of a group video 

call in a group a from the social media application 

database. 

MDT-94: Attempt to view the phone number of the participants 

of the group video call in a group a from the social 

media application database. 

MDT-95:  Attempt to view the time stamp of a group video call 
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from the social media application database. 

MDT-96: Attempt to view the duration of a group video call 

from the social media application database. 

MDT-97:  Attempt to view the phone number of a sender of a 

media file in a group from the social media application 

database. 

MDT-98: Attempt to view the timestamp sent of a media file in a 

group from the social media application database. 

MDT-99:  Attempt to view the type of a media file sent in a 

group from the social media application database. 

MDT-100: Attempt to view the content of a media file sent in a 

group from the social media application database. 

MDT-101: Attempt to view the time when a broadcast was 

created from the social media application database. 

MDT-102: Attempt to view the phone number of a broadcast’s 

creator from the social media application database. 

MDT-103: Attempt to view the phone number of a broadcast’s 

recipient from the social media application database. 

MDT-104: Attempt to view the time stamp of a broadcasted chat 

message from the social media application database. 

MDT-105: Attempt to view the content of a broadcasted chat 

message from the social media application database. 

MDT-106: Attempt to view the time stamp of a broadcasted voice 

message from the social media application database. 

MDT-107: Attempt to the view content of a broadcasted voice 

message from the social media application database. 

MDT-108: Attempt to the view time stamp of a broadcasted 

media file from the social media application database. 

MDT-109: Attempt to view the type of a broadcasted media file 

from the social media application database. 

MDT-110: Attempt to view the content of a broadcasted media 

file from the social media application database. 
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MDT-111: Attempt to view the phone number of the sender of a 

secret message from the social media application 

database. 

MDT-112: Attempt to view the phone number of a receiver of a 

secret message from the social media application 

database. 

MDT-113: Attempt to view the time stamp of a secret message 

from the social media application database. 

MDT-114: Attempt to view the chat content of a secret message 

from the social media application database. 

MDT-115: Attempt to view the phone number of a sender of an 

edited message from the social media application 

database. 

MDT-116: Attempt to view the phone number of a receiver of an 

edited message from the social media application 

database. 

MDT-117: Attempt to view the time stamp when a message was 

edited from the social media application database. 

MDT-118: Attempt to view the chat content of an edited message 

from the social media application database. 

MDT-119: Attempt to view the edit history of an edited message 

from the social media application database. 

Conformance Indicator: The digital forensics tool presented all social media application 

data. 

Table 4.8 Social media application data 

 

MDT-CA-09: The tool presents all geo-location application data available from an image 

file. 

Proposed  

Test Actions MDT-120: 
Attempt to search for location coordinates present in 

the database of the application. 

Conformance Indicator: The digital forensics tool presented all geo-location application 

data. 

Table 4.9 Geo-Location application data 
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MDT-CA-10: Presented text is rendered with the correct character glyphs. 

Proposed  

Test Actions MDT-121: 
Attempt to view text presented from the image file 

analyzed by the tool. 

Conformance Indicator: The digital forensics tool presented the text with the correct 

character glyphs. 

Table 4.10 Character glyphs 

 

MDT-CA-11: The tool does not modify an image file 

Proposed  

Test Actions MDT-122: 
Compare the data of an image file with the original 

data. 

Conformance Indicator: The digital forensics tool made no changes to the image file. 

Table 4.11 Image file modification 

 

MDT-CA-12: If an image file is modified, the tool notifies the user that a change has been 

made to the image file. 

Proposed  

Test Actions MDT-123: Attempt to modify the image file. 

Conformance Indicator: The digital forensics tool notified the user of image file 

modification. 

Table 4.12 Image file modification notification 

 

4.3.2 Optional Assertions and Test Cases 

 

4.3.2.1 Image file acquisition 

 

MDT-AO-01: An image file is created of physical memory. 

Proposed  

Test Actions MDT-124: Attempt to create an image of physical memory. 

Conformance Indicator: The digital forensics tool created a physical memory image 

successfully. 
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Table 4.13 Physical memory image file 

 

MDT-AO-02: An image file is created containing supported memory artifacts. 

Proposed  

Test Actions MDT-125: 
Attempt to create a logical image of the mobile device. 

Conformance Indicator: The digital forensics tool created a logical image successfully. 

Table 4.14 Supported memory artifacts image file 

 

MDT-AO-03: An image file is created containing selected artifacts. 

Proposed  

Test Actions MDT-126: Attempt to create an image file of selected artifacts. 

Conformance Indicator: The digital forensics tool created an image file of selected artifacts 

successfully. 

Table 4.15 Selected artifacts image file 

 

MDT-AO-04: An image file is created of the device file system. 

Proposed  

Test Actions MDT-127: Attempt to create an image file of the file system. 

Conformance Indicator: The digital forensics tool created an image file of the file system 

successfully. 

Table 4.16 Device file system image file 

 

MDT-AO-05: The user is notified if the tool fails to establish a connection or acquire data 

from a connected mobile device. 

Proposed  

Test Actions MDT-128: Attempt to acquire an image. 

Conformance Indicator: The digital forensics tool notified the user in case of failure during 

image acquisition. 

Table 4.17 Failed acquisition notification 
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MDT-AO-06: The user is notified if an acquisition is disrupted 

Proposed  

Test Actions MDT-129: Disconnect the device during acquisition. 

Conformance Indicator: The digital forensics tool notified the user in case of disruption 

during image acquisition. 

Table 4.18 Interrupted acquisition notification 

 

4.3.2.2  UICC acquisition 
 

 

MDT-AO-11: An image file is created containing supported UICC artifacts. 

Proposed  

Test Actions MDT-130: Create an image file. 

Conformance Indicator: The digital forensics tool successfully created an image file 

containing UICC artifacts. 

Table 4.19 UICC image file creation 

 

MDT-AO-12:  A mobile device forensic tool presents Service Provider Name (SPN) from 

a UICC image file 

Proposed  

Test Actions MDT-131: Search for SPN from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the SPN from the 

UICC image file. 

Table 4.20  SPN Detection 

 

MDT-AO-13: A mobile device forensic tool presents Integrated Circuit Card Identifier 

(ICCID) from a UICC image file. 

Proposed  

Test Actions MDT-132: Search for ICCID from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the ICCID from 

the UICC image file. 
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Table 4.21  ICCID Detection 

 

MDT-AO-14: A mobile device forensic tool presents International Mobile Subscriber 

Identity (IMSI) from a UICC image file. 

Proposed  

Test Actions MDT-133: Search for IMSI from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the IMSI from the 

UICC image file. 

Table 4.22 IMSI Detection 

 

MDT-AO-15: A mobile device forensic tool presents Mobile Subscriber International 

ISDN Number (MSISDN) from a UICC image file. 

Proposed  

Test Actions MDT-134: Search for MSISDN from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the MSISDN 

from the UICC image file. 

Table 4.23 MSISDN Detection 

 

MDT-AO-16: A mobile device forensic tool presents Abbreviated Dialing Numbers 

(ADNs) from a UICC image file. 

Proposed  

Test Actions MDT-135: Search for ADNs from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the ADNs from 

the UICC image file. 

Table 4.24  ADNs Detection 

 

MDT-AO-17: A mobile device forensic tool presents Last Numbers Dialed (LND) from a 

UICC image file. 

Proposed  

Test Actions MDT-136: Search for LND from the UICC image file. 

Conformance Indicator: The digital forensics tool successfully presented the LDN from the 
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UICC image file. 

Table 4.25  LND Detection 

 

MDT-AO-18: A mobile device forensic tool presents Text messages (SMS) from a UICC 

image file. 

Proposed  

Test Actions MDT-137: Attempt to view SMS messages. 

Conformance Indicator: The digital forensics tool successfully presented SMS messages 

from the UICC image file. 

Table 4.26 SMS Detection 

 

MDT-AO-19: A mobile device forensic tool presents Location (LOCI, GPRSLOCI) from 

a UICC image file. 

Proposed  

Test Actions MDT-138: Attempt to view LOCI. 

 
MDT-139: Attempt to view GPRSLOCI. 

Conformance Indicator: The digital forensics tool successfully presented the Location from   

the UICC image file. 

Table 4.27 Location identification 

4.3.2.3 Deleted data artifacts 

 

MDT-AO-20: If an image file contains recoverable deleted data artifacts and the tool 

supports data recovery, then the tool presents the recovered deleted items. 

Proposed  

Test Actions MDT-140: Search deleted data artifacts from the image. 

Conformance Indicator: The digital forensics tool successfully presented deleted data 

items. 

Table 4.28 Deleted artifacts recovery 

 

4.3.2.4     SQLite data 
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MDT-AO-21: The tool shall display numeric values. 

Proposed  

Test Actions MDT-141: Attempt to view numeric value from image file. 

Conformance Indicator: The digital forensics tool successfully presented numeric value. 

Table 4.29 Numeric values 

 

MDT-AO-22: The tool shall display integer time values as a conventional human readable 

date and time. 

Proposed  

Test Actions MDT-142: Attempt to view the date and time from an image file. 

Conformance Indicator: The digital forensics tool presented date and time in human-

readable form. 

Table 4.30 Integer values 

 

MDT-AO-23: The tool shall render text for Text fields, table names, and column names 

encoded in Unicode Transformation Format (UTF) 8, UTF 16BE, and UTF 16LE. 

Proposed  

Test Actions MDT-143: Attempt to view UTF-encoded data. 

Conformance Indicator: The digital forensics tool rendered data encoded in UTF. 

Table 4.31 Render UTF-encoded data 

 

MDT-AO-24: The tool shall decode and display base64 encoded text. 

Proposed  

Test Actions MDT-144: Attempt to view base64 encoded text from an image 

file. 

Conformance Indicator: The digital forensics tool successfully decoded and displayed 

base64 text. 

Table 4.32 base64 encoded data 

 

MDT-AO-25: The tool shall display graphic image data recorded as a BLOB in the 
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database. 

Proposed  

Test Actions MDT-145: Attempt to view the image recorded as BLOB. 

Conformance Indicator: The digital forensics tool successfully displayed the image 

recorded as BLOB. 

Table 4.33 BLOB image data 

 

MDT-AO-26: The tool shall decode data recorded as a BLOB in the database. 

Proposed  

Test Actions MDT-146: Attempt to view data recorded as BLOB. 

Conformance Indicator: The digital forensics tool successfully displayed the data recorded 

as BLOB. 

Table 4.34 BLOB data 

 

MDT-AO-27: The tool shall have the ability to display SQLite BLOB data (e.g., graphic 

files and plist). 

Proposed  

Test Actions MDT-147: Attempt to view SQLite BLOB data from the image 

file. 

Conformance Indicator: The digital forensics tool successfully displayed the SQLite BLOB 

data 

Table 4.35 SQLite BLOB data 

 

MDT-AO-28: The tool shall report all currently active data when WAL mode is in use. 

Proposed  

Test Actions MDT-148: Attempt to view data in WAL mode. 

Conformance Indicator: The digital forensics tool successfully presented live data in WAL 

mode. 

Table 4.36 View data in WAL mode 
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MDT-AO-29: The tool shall report all currently active data when journal mode is in use. 

Proposed  

Test Actions MDT-149: Attempt to view data in journal mode. 

Conformance Indicator: The digital forensics tool successfully presented live data in WAL 

mode. 

Table 4.37 View data in journal mode 

 

MDT-AO-30: The tool shall execute SQLite commands and report the results. 

Proposed  

Test Actions MDT-150: Attempt to execute SQLite commands. 

Conformance Indicator: The digital forensics tool successfully executed SQLite commands 

and reported the results. 

Table 4.38 SQLite commands execution 

 

MDT-AO-31: The tool shall have the ability to save SQLite commands for later recall. 

Proposed  

Test Actions MDT-151: Attempt to save SQLite commands. 

Conformance Indicator: The digital forensics tool successfully saved SQLite commands. 

Table 4.39  Saving SQLite commands 

 

A summary of the entire evaluation framework is provided in Table 4.40 and 4.41 as follows. 

 

 
Profiles Core 

Requirements 

Core 

Assertions 

Proposed Test-Cases 

 

 

 

 

 

Image file 

artifacts 

 

 

 

MDT-CR-01 

MDT -CA-01 

MDT -CA-02 

MDT -CA-03 

MDT -CA-04 

MDT -CA-05 

MDT -CA-06 

MDT -CA-07 

MDT -CA-08 

MDT -CA-09 

              MDT-01, MDT-02 

MDT-03, MDT-04 

MDT-05, MDT-06, … MDT-09 

MDT-10, MDT-11, … MDT-15 

MDT-16, MDT-17, … MDT-19 

MDT-20, MDT-21 

MDT-22, MDT-23, … MDT-25 

MDT-26, MDT-27, … MDT-119 

MDT-120 

MDT-CR-02 

MDT-CR-03 

MDT-CR-04 

MDT -CA-10 

MDT -CA-11 

MDT -CA-12 

                     MDT-121 

MDT-122 

MDT-123 

 
Table 4.40– The Digital Forensics Tools Evaluation Criteria (Core) 



  

 

43 

 
 

 

 
 

Table 4.41– The Digital Forensics Tools Evaluation Criteria (Optional) 

 

Most of the test cases were derived from the core test assertions that came under 

the “Image file artifacts” profile, i.e., 123 test cases. The rest of the test cases were 

derived from optional assertions. From the “Image file acquisition” profile, 6 test cases 

were derived. From the “UICC acquisition” profile, 10 test cases were derived. One test 

Profiles Optional 

Requirements 

Optional 

Assertions 

Proposed Test-Cases 

 
Image file 

acquisition 

 

MDT-RO-01 

MDT-RO-02 

MDT-RO-03 

MDT-RO-04 

MDT-RO-05 

MDT-RO-06 

 

MDT-AO-01 

MDT-AO-02 

MDT-AO-03 

MDT-AO-04 

MDT-AO-05 

MDT-AO-06 

 

 

MDT-124 

MDT-125 

MDT-126 

MDT-127 

MDT-128 

MDT-129 

 

 

 

 
UICC 

Acquisition 

 

MDT-RO-08 

 

 

MDT-AO-11 

 

 

MDT-130 

 

 

MDT-RO-09 

 

 

MDT-AO-12 

MDT-AO-13 

MDT-AO-14 

MDT-AO-15 

MDT-AO-16 

MDT-AO-17 

MDT-AO-18 

MDT-AO-19 

 

 

MDT-131 

MDT-132 

MDT-133 

MDT-134 

MDT-135 

MDT-136 

MDT-137 

MDT-138,MDT-139 

 

 

Deleted data 

artifacts 

 

MDT-RO-10 

 

MDT-AO-20 

 

MDT-140 

SQLite 

databas

e 

MDT-RO-11 

MDT-RO-12 

MDT-AO-21 

MDT-AO-22 

MDT-AO-23 

MDT-AO-24 

MDT-AO-25 

MDT-AO-26 

MDT-AO-27 

MDT-AO-28 

MDT-AO-29 

MDT-AO-30 

MDT-AO-31 

MDT-141 

MDT-142 

MDT-143 

MDT-144 

MDT-145 

MDT-146 

MDT-147 

MDT-148 

MDT-149 

MDT-150 

MDT-151 
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case was derived from the “deleted data artifacts” profile and 11 test cases were derived 

from the “SQLite database”  profile. 

 

4.4 Summary 

This chapter explained the profiles encompassing CFTT test requirements, test assertions, 

and test cases. CFTT nomenclature was also mentioned in this chapter. Later the proposed 

test cases derived from CFTT test assertions were presented and summarised in table format 

against the CFTT profiles and test requirements. 
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5.  Experimental Results 

At the beginning of this chapter, a feature list of forensic tools is provided. Next, the working 

environment is presented under which the test cases were performed for each tool. This is 

followed by the forensic tool specification. After this, the experimental analysis of forensic 

tools was explained that how a test case is performed on a forensic tool and how the results 

are displayed. Next, the detailed test results are provided. These test results are then tabulated 

comparatively. This chapter is summarized at the end. 

5.1 Feature Lists 

To test the three mobile forensic tools, proposed framework, three mobile forensics tools 

were tested namely Autopsy, Andriller, and AFLogical. 

Table 5.1 lists the features of each tool. 

 

Features Autopsy Andriller AFLogical 

Open-source Tool ✔ ✔ ✔ 

Non-commercial Tool ✔ ✔ ✔ 

Physical image 
extraction 

✔ ✖ ✖ 

Logical Image 
Extraction 

✔ ✔ ✔ 

Selected files analysis ✔ ✖ ✖ 

SQLite database ✔ ✖ ✖ 
 

Table5.1–List of Tools with its Features 

 

5.2 Working Environment and Forensic Tool 

Specification 

5.2.1 Execution Environment 

Execution Environment: Windows 10  

Processor:  Intel(R)Core (TM)i7-6820CPU@2.70GHz 
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Installed Memory(RAM): 32.0 GB 

System Type: x64-basedPC 

Test Computer: HP ZBook Studio G3 

Test Device 1:  Samsung         Galaxy Grand Prime 

Android Version:                     5.0.2 

Test Device 2:                          OPPO F9 

Android Version:                     10.0.0 

 

5.2.2 Forensic Tools Specification 

Forensic tool Description Software 

Version 

Supplier Website 

Autopsy Autopsy is an open-

source and non-

commercial digital 

forensic software. It 

can be accessed using 

Windows, Linux and, 

OS X. 

 

4.20.0 Basis 

Technology 

https://www.sleu

thkit.org/autopsy

/ 

Andriller Andriller is an 

open-source 

mobile forensic 

software. It can be 

run on Windows. 

3.5.3 Denis 

Sazonov 

https://github.co

m/den4uk/andril

ler 

AFLogical AFLogical is an 

open-source Android 

forensic application 

that extracts logical 

data from Android 

phones.  

 

1.5.2 Tom 

Anderson 

https://github.co

m/nowsecure/an

droid-forensics 

 

Table 5.2– Forensic Tools Specification 

 

5.2.3 Forensic Tools Experimental analysis: 

Experiments were conducted by performing different user activities on the mobile phone. 

Test cases related to offline mobile phone data were conducted by performing user activities 

related to offline mobile activities like calling, messaging, making calendar events, writing 

notes, and creating and storing different kinds of media files. Test cases related to social 

media application data were executed by performing the user activities for each social media 

https://www.sleuthkit.org/autopsy/
https://www.sleuthkit.org/autopsy/
https://www.sleuthkit.org/autopsy/
https://github.com/den4uk/andriller
https://github.com/den4uk/andriller
https://github.com/den4uk/andriller
https://github.com/nowsecure/android-forensics
https://github.com/nowsecure/android-forensics
https://github.com/nowsecure/android-forensics
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application feature. 

Following is an evaluation of test cases from MDT-31 to MDT-33, in which the Autopsy 

forensic tool is supposed to identify the identity of the sender and receiver (MDT-31 and 

MDT-32) and content (MDT-33) of a chat message sent in KalamTime application. 

The following screenshot presents the user activity of sending a chat message from the test 

device to another user device. 

                                 

Fig 5.1 User Activity on the Test Device 

 

Following are the test results obtained from analysis of Autopsy Forensic tool. 

 

Test case id MDT-31, MDT-32, MDT-33 

Test case result As expected 

Test case analysis Autopsy successfully displayed a chat message’s sender, receiver, 

timestamp, and content in the KalamTime app. 
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Screenshots  

 

 

Table 5.3– Experimental Analysis 

 

As the Autopsy Forensic tool successfully confirmed the test cases, they were marked “As 

expected” in the test results. 

 

5.3 Detailed Test Results 

This section provides details of the test results of each of the three tools. The results are 

presented with respect to test case IDs. Each test case is tested and the results are listed in 

the respective table. The possible result values in the table are explained below: 

1. As expected means the tool successfully conformed to the test case (this map to 1 

in Table 5.87(a), 5.87(b), and 5.87(c)). 

2. Not checked means the tool was unable to conform to the test case (this map to 0 

in Table 5.87(a), 5.87(b), and 5.87(c)). 
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3. Option not available means the tool does not provide the feature (this maps to 

N/A in Table 5.87(a), 5.87(b), and 5.87(c))  

4. Successful in combination with another tool means the tool successfully 

conformed to the test case but in combination with another tool (this maps to 2 in 

Table 5.87(a),5.87(b), and 5.87(c) 

 

5.3.1 Autopsy Test Results Report 
 

 

Fig 5.2 Autopsy Overall Extraction Results 

 

Test case id MDT-01 

Test case result As expected 

Test case analysis Autopsy was able to show the subscriber’s information. 

Screenshots  
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Table 5.4–Autopsy Test Result MDT-01 

Test case id MDT-02 

Test case result As expected 

Test case analysis Autopsy was able to show the equipment information. 

Screenshots  

 

 

Table 5.5– Autopsy Test Result MDT-02 

 

Test case id MDT-03 

Test case result As expected 

Test case analysis Autopsy was able to show the address book data. 

Screenshots  

 

Table 5.6– Autopsy Test Result MDT-03 

 

Test case id MDT-04 
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Test case result As expected 

Test case analysis Autopsy was able to show the calendar and notes’ information. 

Screenshots  

 

 

 

Table 5.7 – Autopsy Test Result MDT-04 

 

Test case id MDT-05 

Test case result As expected 

Test case analysis Autopsy was able to show the incoming call data. 

Screenshots  

 

Table 5.8– Autopsy Test Result MDT-05 
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Test case id MDT-06, MDT-08 

Test case result As expected 

Test case analysis Autopsy was able to show the outgoing call data. 

Screenshots  

 

Table5.9– Autopsy Test Result MDT-06, MDT-08 

 

Test case id MDT-07 

Test case result As expected 

Test case analysis Autopsy was able to show the missed call data. 

Screenshots  

 

Table 5.10– Autopsy Test Result MDT-07 

 

Test case id MDT-09 

Test case result As expected 

Test case analysis Autopsy was able to show the duration of calls. 
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Screenshots  

 

Table 5.11– Autopsy Test Result MDT-09 

 

Test case id MDT-12, MDT-15 

Test case result As expected 

Test case 

analysis 

Autopsy was able to show instant messages with time stamps. 

Screenshots  

 

Table 5.12– Autopsy Test Result MDT-12, MDT-15 

 

Test case id MDT-16 

Test case result As expected 

Test case analysis Autopsy was able to show and play the audio files. 

Screenshots  

 

Table 5.13– Autopsy Test Result MDT-16 
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Test case id MDT-18 

Test case result As expected 

Test case analysis Autopsy was able to show and open the documents, 

Screenshots  

 

 

 

Table 5.14– Autopsy Test Result MDT-18 

 

 

Test case id MDT-21 

Test case 

result 

As expected 

Test case 

analysis 

Autopsy was able to present the bookmarks. 
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Screenshots 

 

 

Table 5.15– Autopsy Test Result MDT-21 

 

Test case id MDT-22, MDT-23 

Test case result As expected 

Test case 

analysis 

Autopsy successfully presented the sender and receiver of an email. 

Screenshots 

 

 

Table 5.16– Autopsy Test Result MDT-22, MDT-23 

 

Test case id MDT-24 

Test case result As expected 

Test case analysis Autopsy was able to present the content of an email. 

Screenshots 

 

 

Table 5.17– Autopsy Test Result MDT-24 

 

Test case id MDT-25 

Test case result As expected 
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Test case analysis Autopsy was able to present the timestamp of an email. 

Screenshots 

 

 

Table 5.18– Autopsy Test Result MDT-25 

 

WHATSAPP  

Test case id MDT-26, MDT-28 

Test case result As expected 

Test case analysis Autopsy successfully presented the contact’s name and phone number 

within WhatsApp. 

Screenshots 

 

 

Table 5.19– Autopsy Test Result MDT-26, MDT-28 

 

Test case id  MDT-37, MDT-38   

Test case result As expected 

Test case analysis Autopsy successfully presented the timestamp and chat content of a 

forwarded message. The origination_flags column’s value is 1 in the 

case of a forwarded message. 



  

 

 
 

57 

Screenshots 

 

 

Table 5.20– Autopsy Test Result MDT-37, MDT-38 

 

Test case id  MDT-42, MDT-43 

Test case result As expected. 

Test case analysis Autopsy successfully presented the timestamp and chat content of a 

starred message. The value in column “starred” is 1 in case of a starred 

message. 

Screenshots 

 

 

Table 5.21– Autopsy Test Result MDT-42, MDT-43 

Test case id  MDT-56, MDT-57, MDT-91, MDT-92 

Test case result As expected. 

Test case analysis Autopsy successfully presented the timestamp and duration of a call. 
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Screenshots 

 

 

Table 5.22– Autopsy Test Result MDT-56, MDT-57, MDT-91, MDT-92 

Test case id  MDT-76 

Test case result As expected. 

Test case analysis Autopsy was able to extract a group admin’s phone number. 

Screenshots 

 

Table 5.23– Autopsy Test Result MDT-76 

Test case id  MDT-79 

Test case result As expected. 

Test case analysis Autopsy successfully displayed the sender of a chat message 
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Screenshots 

 

Table 5.24– Autopsy Test Result MDT-79 

TELEGRAM 

Test case id MDT-26 

Test case result As expected 

Test case analysis Autopsy successfully presented the contacts’ names in Telegram. 

Screenshots 

 

 

Table 5.25– Autopsy Test Result MDT-26 

 

Test case id MDT-27 
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Test case result As expected 

Test case analysis Autopsy was able to present the cached profile picture of the 

telegram’s contacts. 

Screenshots 

 

Table 5.26– Autopsy Test Result MDT-27 

Test case id MDT-28 

Test case result As expected. 

Test case analysis Autopsy was unable to decode the contact numbers as they were stored 

in BLOB format. 
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Screenshots 

 

Table 5.27– Autopsy Test Result MDT-28 

 

Test case id MDT-33, MDT-104, MDT-113 

Test case result As expected 

Test case analysis Autopsy successfully displayed the timestamp of the chat messages of 

the Telegram app. 
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Screenshots 

 

 

Table 5.28– Autopsy Test Result MDT-33, MDT-104, MDT-113 

Test case id MDT-34, MDT-38, MDT-105, MDT-114 

Test case result Successful in combination with the SQLite browser. 

Test case analysis Autopsy was unable to display the chat content of a message stored in 

BLOB format. Although, after extracting cache4.db database from 

Autopsy, it can be viewed via SQLite DB Browser. 
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Screenshots 

 

 

 

 

Table 5.29– Autopsy Test Result MDT-34, MDT-38, MDT-105, MDT-114 

Test case id MDT-37 

Test case result As expected 

Test case analysis Autopsy successfully displayed the timestamp of the forwarded chat 

messages of the Telegram app. 
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Screenshots 

 

 

Table 5.30– Autopsy Test Result MDT-37 

Test case id MDT-46, MDT-47, MDT-82, MDT-83 

Test case result As expected. 

Test case analysis Autopsy successfully displayed the timestamp and chat content of a 

disappearing message. 

Screenshots 

 

Table 5.31– Autopsy Test Result MDT-46, MDT-47, MDT-82, MDT-83 
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Test case id MDT-52, MDT-53, MDT-87, MDT-88, MDT-106, MDT-107 

Test case result As expected. 

Test case analysis Autopsy successfully displayed the timestamp and content of a voice 

message. 

Screenshots 

 

Table 5.32– Autopsy Test Result MDT-52, MDT-53, MDT-87, MDT-88, MDT-106, MDT-107 

Test case id MDT-56, MDT-60, MDT-91, MDT-95 

Test case result Successful in combination with the SQLite browser. 

Test case analysis Autopsy successfully displayed the timestamp of a voice call and a 

video call but it detected a call with the help of the SQLite browser. 

Screenshots 
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Table 5.33– Autopsy Test Result MDT-56, MDT-60, MDT-91, MDT-95 

Test case id MDT-75 

Test case result Successful in combination with the SQLite browser. 

Test case analysis Autopsy successfully displayed the time when a group was created. 

Screenshots 

 

 

Table 5.34– Autopsy Test Result MDT-75 

 

Test case id  MDT-117, MDT-118 



  

 

 
 

67 

Test case result Successful in combination with the SQLite browser. 

Test case analysis The timestamp and chat content of an edited message were successfully 

recovered by autopsy. 

Screenshots  

 

Table 5.35– Autopsy Test Result MDT-117, MDT-118 

 

KALAMTIME 

Test case id MDT-26, MDT-27, MDT-28 

Test case result As expected 

Test case analysis Autopsy successfully presented the contact name, profile image, and 

phone number from KalamTime. 
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Screenshots 

 

 

Table 5.36– Autopsy Test Result MDT-26, MDT-27, MDT-28 

Test case id MDT-31, MDT-32, MDT-33, MDT-34 

Test case result As expected 

Test case analysis Autopsy successfully displayed the chat message’s sender, receiver, 

timestamp, and content in the KalamTime app. 

Screenshots  
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Table 5.37– Autopsy Test Result MDT-31, MDT-32, MDT-33, MDT-34 

Test case id MDT-35, MDT-36, MDT-37, MDT-38 

Test case result As expected 

Test case analysis Autopsy successfully displayed the chat message’s sender, receiver, 

timestamp, and content in the KalamTime app. 
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Screenshots  

 

 

 

Table 5.38– Autopsy Test Result MDT-35, MDT-36, MDT-37, MDT-38 

Test case id MDT-54, MDT-55, MDT-56, MDT-58, MDT-59, MDT-60 

Test case 

result 

As expected 

Test case 

analysis 

Autopsy successfully extracted the caller and receiver’s phone number and 

timestamp. 

Screenshots  
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Table 5.39– Autopsy Test Result MDT-54, MDT-55, MDT-56, MDT-58, MDT-59, MDT-60 

 

 

Test case id MDT-62, MDT-63, MDT-64, MDT-65, MDT-97, MDT-98, MDT-99, 

MDT-100 

Test case result As expected 

Test case 

analysis 

Autopsy successfully found the sender and receiver of a media file, along 

with its content and type. 

Screenshots  

- 
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Table 5.40– Autopsy Test Result MDT-62, MDT-63, MDT-64, MDT-65, MDT-97, MDT-98, 

MDT-99, MDT-100 

Test case id MDT-68, MDT-69 

Test case 

result 

As expected 

Test case 

analysis 

Autopsy successfully found the type and content of an uploaded status. 

Screenshots 

 

 

 

 

Table 5.41– Autopsy Test Result MDT-68, MDT-69 
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Test case id MDT-75, MDT-76 

Test case result As expected 

Test case analysis Autopsy successfully found the group creation’s time and it’s admin’s 

name. 

Screenshots  

 

 

Table 5.42– Autopsy Test Result MDT-75, MDT-76 

Test case id MDT-78, MDT-79, MDT-80 

Test case result As expected 

Test case 

analysis 

Autopsy successfully found the sender’s phone number, timestamp. and 

chat content of a group’s message. 

Screenshots 
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Table 5.43– Autopsy Test Result MDT-78, MDT-79, MDT-80 

Test case id MDT-89, MDT-91, MDT-92, MDT-93, MDT-95, MDT-96 

Test case result As expected. 

Test case analysis Autopsy successfully found a caller’s phone number of a group voice 

call and video call, as well as timestamp and duration. 

Screenshots 

 

Table 5.44– Autopsy Test Result MDT-89, MDT-91, MDT-92, MDT-93, MDT-95, MDT-96 

Test case id MDT-111, MDT-113, MDT-114 

Test case result As expected. 

Test case analysis Autopsy successfully found a secret message’s sender, timestamp, and 

chat content. 
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Screenshots 

 

Table 5.45– Autopsy Test Result MDT-111, MDT-113, MDT-114 

Test case id  MDT-120  

Test case result As expected. 

Test case analysis Autopsy was able to extract geolocation data present in social media 

chat messages. 

Screenshots  

 

Table 5.46– Autopsy Test Result MDT-120 

Test case id  MDT-121 

Test case result As expected 

Test case analysis Autopsy successfully presented the text with the correct character 
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glyphs. 

Screenshots  

 

Table 5.47– Autopsy Test Result MDT-121 

Test case id  MDT-132, MDT-133, MDT-134 

Test case result As expected. 

Test case analysis Autopsy successfully presented the ICCID, IMSI and MSISDN from 

the image file. 

Screenshots  

 

Table 5.48– Autopsy Test Result MDT-132, MDT-133, MDT-134 

Test case id  MDT-140 

Test case result Not checked 

Test case 

analysis 

Traces of the deleted data artifacts were found, but deleted content was 

not recovered by Autopsy. 

Screenshots  
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  Table 5.48– Autopsy Test Result MDT-140 

Test case id  MDT-141 

Test case result As expected. 

Test case analysis Autopsy database viewer successfully displayed the numeric values. 

Screenshots  

 

 

 

Table 5.49– Autopsy Test Result MDT-141 
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5.3.2 Andriller Test Results Report 

 

 
 

Fig 5.3 Andriller overall extraction results 

 

Test case id MDT-02 

Test case result As expected. 

Test case 

analysis 

Andriller was able to show the equipment information. 

Screenshots  

 

 

Table 5.50– Andriller Test Result MDT-02 
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Test case id MDT-03 

Test case result Successful in combination with the Autopsy database viewer. 

Test case 

analysis 

Andriller was able to show address book data. 

Screenshots  

 

Table 5.50– Andriller Test Result MDT-03 

Test case id MDT-04 

Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller was able to show the calendar and notes’ information. 

Screenshots  

 

 

 

Table 5.52– Andriller Test Result MDT-04 

Test case id MDT-05 
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Test case result As expected 

Test case 

analysis 

Andriller was able to show the incoming call data. 

Screenshots  

 

Table 5.53– Andriller Test Result MDT-05 

Test case id MDT-06, MDT-08 

Test case result As expected 

Test case analysis Andriller was able to show the outgoing call data. 

Screenshots  

 

Table 5.54– Andriller Test Result MDT-06, MDT-08 

Test case id MDT-07 

Test case result As expected 

Test case analysis Andriller was able to show missed call data. 
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Screenshots  

 

Table 5.55– Andriller Test Result MDT-07 

Test case id MDT-09 

Test case result As expected. 

Test case 

analysis 

Andriller was able to show the duration of calls. 

Screenshots  

 

Table 5.56– Andriller Test Result MDT-09 

Test case id MDT-10, MDT-13 

Test case result As expected. 

Test case 

analysis 

Andriller was able to show the local messages with time stamps. 

Screenshots  

 

Table 5.57– Andriller  Test Result MDT-10, MDT-13 
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Test case id MDT-12, MDT-15 

Test case result Successful in combination with the Autopsy database viewer. 

Test case 

analysis 

Andriller was able to show instant messages with time stamps. 

Screenshots  

 

Table 5.58– Andriller Test Result MDT-12, MDT-15 

Test case id MDT-17 

Test case result As expected. 

Test case analysis Andriller was able to show and play the video files. 

Screenshots  

 

Table 5.59– Andriller Test Result MDT-17 

 

 

Test case id MDT-20 
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Test case 

result 

As expected 

Test case 

analysis 

Andriller was able to show the browsing history. 

Screenshot

s 

 

 

Table 5.60– Andriller Test Result MDT-20 

 

Test case id MDT-26, MDT-28 

Test case result As expected 

Test case analysis Andriller successfully presented the contact’s name and phone number 

within WhatsApp. 

Screenshots 

 

 

Table 5.61– Andriller Test Result MDT-26, MDT-28 

 

Test case id MDT-27 
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Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller was able to present the profile picture of WhatsApp contacts. 

Screenshots 

 

 

Table 5.62– Andriller Test Result MDT-27 

Test case id MDT-31, MDT-32, MDT-33, MDT-34, MDT-35, MDT-36, MDT-40, MDT-

41, MDT-44, MDT-45, MDT-50, MDT-51, MDT-52, MDT-53,  MDT-62, 

MDT-63, MDT-81, MDT-82, MDT-83, MDT-97, MDT-98, MDT-104, MDT-

105, MDT-108 

Test case 

result 

As expected 

Test case 

analysis 

Andriller successfully extracted the sender and receiver’s phone number, and 

also the timestamp and chat content of a chat message. 

Screenshot

s 

 

 
Table 5.63– Andriller Test Result MDT-31, MDT-32, MDT-33, MDT-34, MDT-35, MDT-36, 

MDT-40, MDT-41, MDT-44, MDT-45, MDT-50, MDT-51, MDT-52, MDT-53,  MDT-62, MDT-

63, MDT-81, MDT-82, MDT-83, MDT-97, MDT-98, MDT-104, MDT-105, MDT-108 

Test case id  MDT-37, MDT-38   
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Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller successfully presented the timestamp and chat content of a 

forwarded message. The origination_flags column’s value is 1 in case 

of a forwarded message. 

Screenshots 

 

 

Table 5.64– Andriller Test Result MDT-37, MDT-38 

Test case id  MDT-39 

Test case result Not checked. 

Test case analysis Andriller was unable to extract the original author of a forwarded 

message. 

Screenshots   - 

 

Table 5.65– Andriller Test Result MDT-39 

Test case id  MDT-60, MDT-61, MDT-95, MDT-96 

Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller successfully presented the timestamp and duration of a video 

call. 

Screenshots 

 

 

Table 5.66– Andriller Test Result MDT-60, MDT-61, MDT-95, MDT-96 

Test case id  MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-110 
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Test case result As expected. 

Test case 

analysis 

Andriller successfully presented the content and type of a media file. 

Screenshots 

 

 

Table 5.67– Andriller Test Result MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-

110 

 

Test case id  MDT-67 

Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller successfully presented the timestamp when a status was 

uploaded. 

Screenshots 

 

 

Table 5.68– Andriller Test Result MDT-67 

Test case id  MDT-75 

Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller successfully found the time when a group was created. 
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Screenshots 

 

 

Table 5.69– Andriller Test Result MDT-75 

Test case id  MDT-76 

Test case result Successful in combination with the Autopsy database viewer. 

Test case analysis Andriller was able to extract a group admin’s phone number. 

Screenshots 

 

Table 5.70– Andriller Test Result MDT-76 

Test case id  MDT-77 

Test case result Not checked. 

Test case analysis Andriller was unable to extract the phone number of a group 

participant directly,  phone numbers of active members could be 

extracted from the messages table. 

Screenshots - 

Table 5.71– Andriller Test Result MDT-77 

Test case id   MDT-79, MDT-80 

Test case As expected. 
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result 

Test case 

analysis 

Andriller successfully displayed the timestamp and content of a  group’s 

chat message. 

Screenshots 

 

Table 5.72– Andriller Test Result MDT-79, MDT-80 

 

Test case id  MDT-86, MDT-87 

Test case 

result 

Successful in combination with the Autopsy database viewer. 

Test case 

analysis 

Andriller successfully displayed the timestamp of a group’s voice message. 

Screenshots 

 

Table 5.73– Andriller Test Result MDT-86, MDT-87 

 

Test case id  MDT-102, MDT-103 

Test case result Not checked. 

Test case analysis Andriller was unable to display the creator and recipient of a 

broadcast. 

Screenshots - 

 

Table 5.74–Andriller Test Result   MDT-102, MDT-103 

 

Test case id  MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-110 

Test case result As expected. 
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Test case 

analysis 

Andriller was able to display the content and type of media files sent and 

received in simple chat messages, group chat messages, and broadcasted 

messages. 

Screenshots  

 

 

 

Table 5.75– Andriller Test Result MDT-64, MDT-65, MDT-99, MDT-100, MDT-109, MDT-

110 

 

Test case id  MDT-120  

Test case result Successful in combination with Autopsy database viewer. 

Test case 

analysis 

Andriller was able to extract geolocation data present in WhatsApp chat 

messages. 

Screenshots  

 

Table 5.76– Andriller Test Result MDT-120 

Test case id  MDT-121 
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Test case result As expected. 

Test case 

analysis 

Andriller successfully presented the text with the correct character 

glyphs. 

Screenshots  

 

Table 5.77– Andriller Test Result MDT-121 

Test case id  MDT-127 

Test case result As expected. 

Test case analysis Andriller successfully created an image file of the device file system. 

Screenshots  
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Table 5.78– Andriller Test Result MDT-127 

 

Test case id  MDT-132, MDT-133, MDT-134 

Test case result As expected. 

Test case analysis Andriller successfully presented the ICCID, IMSI, and MSISDN from 

the image file. 

Screenshots  
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Table 5.79– Andriller Test Result MDT-132, MDT-133, MDT-134 

Test case id  MDT-135 

Test case result Not checked. 

Test case analysis Andriller was unable to detect the ADNs from an image file. 

Screenshots  

- 

Table5.80 –Andriller Test Result    MDT-135 

Test case id  MDT-136 

Test case result As expected. 

Test case 

analysis 

Andriller successfully displayed the LND from an image file. 

Screenshots  

 

Table 5.81– Andriller Test Result MDT-136 

Test case id  MDT-137 

Test case result As expected. 
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Test case 

analysis 

Andriller successfully displayed SMS messages from the image file. 

Screenshots 

 

 

Table 5.82– Andriller Test Result MDT-137 

5.3.3 AFLogical Test Results Report 

 

 
Fig 5.4--AFLogical overall extraction results 

 

Test case id MDT-03 

Test case result As expected 

Test case analysis AFLogical successfully extracted the address book data. 

Screenshots  

 

Table 5.83– AFLogical Test Result MDT-03 
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Test case id MDT-05, MDT-06, MDT-07, MDT-08, MDT-09 

Test case result As expected. 

Test case 

analysis 

AFLogical successfully extracted the call log data. The date timestamp 

was converted to a human readable format using an epoch converter 

online. 

Screenshots  

 

 

 

Table 5.84– AFLogical Test Result MDT-05, MDT-06, MDT-07, MDT-08, MDT-09 

Test case id MDT-10, MDT-13 

Test case result As expected. 

Test case 

analysis 

AFLogical successfully extracted the local messages with time stamps. 

Screenshots  

 

Table 5.85–AFLogical Test Result MDT-10, MDT-13 
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Test case id MDT-01,MDT-02 … MDT-04, MDT-11, MDT-12, MDT-14, MDT-

15, …. MDT-140 

Test case result Not checked. 

Test case analysis AFLogical was unable to extract any application-based data.  

Screenshots  

  

Table 5.86–AFLogical Test Result MDT-01,MDT-02 … MDT-04, MDT-11, MDT-12, MDT-

14, MDT-15, …. MDT-140 

5.4 Comparative Analysis of the Forensic Tools 

Tables 5.87(a), 5.87(b), and 5.87(c) provide the core and optional test results of the three 

tools respectively. The test result is stated as either 0,1 or 2 where 0 represents the inability of 

the tool to perform the given test case successfully, 1 represents compliance with the test case 

and 2 represents that the test case is successful when the targeted tool is used in combination 

with another tool. This table provides a comparative view of the results obtained from the 

framework and directly maps the tools onto the framework. 

Profile TestCase ID Autopsy Andriller AFLogical 

 
 
 
 
 
 
 
 
 
 
 
 

Image file 
artifacts 

MDT-01 1 0 0 

MDT-02 1 1 0 

MDT-03 1 2 1 

MDT-04 1 2 0 

MDT-05 1 1 1 

MDT-06 1 1 1 

MDT-07 1 1 1 

MDT-08 1 1 1 

MDT-09 1 1 1 

MDT-10 1 1 1 

MDT-11 N/A N/A N/A 

MDT-12 1 2 0 

MDT-13 1 1 1 

MDT-14 N/A N/A N/A 

MDT-15 1 2 0 
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MDT-16 1 1 0 

MDT-17 1 1 0 

MDT-18 1 1 0 

MDT-19 1 2 0 

MDT-20 1 1 0 

MDT-21 1 0 0 

MDT-22 1 0 0 

MDT-23 1 0 0 

MDT-24 1 0 0 

MDT-25 1 0 0 

 
Table 5.87(a)– Comparative Test Results of Evaluation of Tools 

 

Prof
ile 

TestCas
e ID 

Autopsy Andriller AFLogical 

Whatsap

p 

Telegra

m 

Kalamti

me 

Whatsa

pp 

Telegra

m 

Kalamti

me 

Whatsa

pp 

Telegra

m 

Kalamti

me 

 MDT-26 1 1 1 1 0 0 0 0 0 

MDT-27 1 1 1 2 0 0 0 0 0 

MDT-28 1 1 1 1 0 0 0 0 0 

MDT-29 0 0 0 0 0 0 0 0 0 

MDT-30 1 0 0 0 0 0 0 0 0 

MDT-31 1 0 1 1 0 0 0 0 0 

MDT-32 1 0 1 1 0 0 0 0 0 

MDT-33 1 1 1 1 0 0 0 0 0 

MDT-34 1 2 1 1 0 0 0 0 0 

MDT-35 1 0 1 1 0 0 0 0 0 

MDT-36 1 0 1 1 0 0 0 0 0 

MDT-37 1 1 1 2 0 0 0 0 0 
 
 

MDT-38 1 1 1 2 0 0 0 0 0 
 

MDT-39 0 0 0 0 0 0 0 0 0 
 

MDT-40 1 0 N/A 1 0 N/A 0 0 N/A 
 

MDT-41 1 0 N/A 1 0 N/A 0 0 N/A 
 

Image 

file 

artifacts 
 

 

MDT-42 1 0 N/A 2 0 N/A 0 0 N/A 

MDT-43 1 0 N/A 2 0 N/A 0 0 N/A 

MDT-44 1 0 N/A 1 0 N/A 0 0 N/A 

MDT-45 1 0 N/A 1 0 N/A 0 0 N/A 

MDT-46 1 1 N/A 2 0 N/A 0 0 N/A 

MDT-47 1 1 N/A 2 0 N/A 0 0 N/A 

MDT-48 0 0 N/A 0 0 N/A 0 0 N/A 

MDT-49 0 0 N/A 0 0 N/A 0 0 N/A 

MDT-50 1 0 1 1 0 0 0 0 0 

MDT-51 1 0 1 1 0 0 0 0 0 

MDT-52 1 1 1 1 0 0 0 0 0 

MDT-53 1 1 1 1 0 0 0 0 0 

MDT-54 0 0 1 0 0 0 0 0 0 

MDT-55 0 0 1 0 0 0 0 0 0 

MDT-56 1 2 0 2 0 0 0 0 0 

MDT-57 1 0 1 2 0 0 0 0 0 

MDT-58 0 0 1 0 0 0 0 0 0 

MDT-59 0 0 1 0 0 0 0 0 0 

MDT-60 1 2 1 2 0 0 0 0 0 

MDT-61 1 0 0 2 0 0 0 0 0 

MDT-62 1 0 1 1 0 0 0 0 0 
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MDT-63 1 0 1 1 0 0 0 0 0 

MDT-64 1 1 1 1 1 1 0 0 0 

MDT-65 1 1        1        1        1        1        0        0        0 

MDT-66 0 N/A 1 0 N/A N/A 0 N/A N/A 

MDT-67 1 N/A 1 2 N/A N/A 0 N/A N/A 

MDT-68 0 N/A 1 0 N/A N/A 0 N/A N/A 

MDT-69 0 N/A 1 0 N/A N/A 0 N/A N/A 

MDT-70 0 N/A 0 0 N/A N/A 0 N/A N/A 

MDT-71 0 N/A 0 0 N/A N/A 0 N/A N/A 

MDT-72 0 N/A 0 0 N/A N/A 0 N/A N/A 

MDT-73 0 N/A 0 0 N/A N/A 0 N/A N/A 

MDT-74 0 N/A 0 0 N/A N/A 0 N/A N/A 

MDT-75 1 2 1 2 0 0 0 0 0 

MDT-76 1 0 1 2 0 0 0 0 0 

MDT-77 0 0 0 0 0 0 0 0 0 

MDT-78 1 0 1 0 0 0 0 0 0 

MDT-79 1 2 1 1 0 0 0 0 0 

MDT-80 1 2 1 1 0 0 0 0 0 

MDT-81 1 0 N/A 1 0 N/A 0 0 N/A 

MDT-82 1 1 N/A 1 0 N/A 0 0 N/A 

MDT-83 1 1 N/A 1 0 N/A 0 0 N/A 

MDT-84 1 0 N/A 0 0 N/A 0 0 N/A 

MDT-85 0 0 N/A 0 0 N/A 0 0 N/A 

MDT-86 1 0 1 0 0 0 0 0 0 

MDT-87 1 1 1 1 0 0 0 0 0 
 
 

MDT-88 1 1 1 0 0 0 0 0 0 

MDT-89 0 0 1 0 0 0 0 0 0 

MDT-90 0 0 0 0 0 0 0 0 0 

MDT-91 1 1 1 2 0 0 0 0 0 

MDT-92 1 0 1 2 0 0 0 0 0 

MDT-93 0 0 1 0 0 0 0 0 0 

MDT-94 0 0 0 0 0 0 0 0 0 

MDT-95 1 2 1 2 0 0 0 0 0 

MDT-96 1 0 1 2 0 0 0 0 0 

MDT-97 1 0 1 1 0 0 0 0 0 

MDT-98 1 1 1 1 0 0 0 0 0 

MDT-99 1 1 1 1 1 1 0 0 0 

MDT-100 1 1 1 1 1 1 0 0 0 

MDT-101 1 0 N/A 2 0 N/A 0 0 N/A 

MDT-102 1 0 N/A 0 0 N/A 0 0 N/A 

MDT-103 1 0 N/A 0 0 N/A 0 0 N/A 

MDT-104 1 1 N/A 1 0 N/A 0 0 N/A 

MDT-105 1 2 N/A 1 0 N/A 0 0 N/A 

MDT-106 1 1 N/A 2 0 N/A 0 0 N/A 

MDT-107 1 1 N/A 0 0 N/A 0 0 N/A 

MDT-108 1 1 N/A 1 0 N/A 0 0 N/A 

MDT-109 1 1 N/A 1 1 N/A 0 0 N/A 

MDT-110 1 1 N/A 1 1 N/A 0 0 N/A 

MDT-111 N/A 0 1 N/A 0 0 N/A 0 0 

MDT-112 N/A 0 0 N/A 0 0 N/A 0 0 

MDT-113 N/A 1 1 N/A 0 0 N/A 0 0 

MDT-114 N/A 2 1 N/A 0 0 N/A 0 0 

MDT-115 N/A 0 1 N/A 0 0 N/A 0 0 
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MDT-116 N/A 0 1 N/A 0 0 N/A 0 0 

MDT-117 N/A 1 0 N/A 0 0 N/A 0 0 

MDT-118 N/A 1 1 N/A 0 0 N/A 0 0 

MDT-119 N/A 0 0 N/A 0 0 N/A 0 0 

 
Table 5.87(b)– Comparative Test Results of Evaluation of Tools w.r.t 

social media applications 
 

 

                 Profile 
TestCase ID Autopsy Andriller Aflogical 

 
Image file artifacts 

 

MDT-120 1 2 0 

MDT-121 1 1 0 

MDT-122 N/A 0 0 

MDT-123 N/A 0 0 

 

 

Image file             

acquisition 

MDT-124 N/A 0 0 

MDT-125 N/A 0 0 

MDT-126 N/A 0 0 

MDT-127 N/A 1 0 

MDT-128 N/A 0 0 

MDT-129 N/A 0 0 

 

 

 

UICC acquisition 

MDT-130 N/A 0 0 

MDT-131 0 0 0 

MDT-132 1 1 0 

MDT-133 1 1 0 

MDT-134 1 1 0 

MDT-135 0 0 0 

MDT-136 1 1 0 

MDT-137 1 1 0 

MDT-138 0 0 0 

MDT-139 0 0 0 

    Deleted data artifacts MDT-140 0 0 0 

 

 

 

 

       SQLite database 

MDT-141 1 N/A N/A 

MDT-142 1 N/A N/A 

MDT-143 0 N/A N/A 

MDT-144 0 N/A N/A 

MDT-145 0 N/A N/A 

MDT-146 0 N/A N/A 

MDT-147 0 N/A N/A 

MDT-148 0 N/A N/A 

MDT-149 0 N/A N/A 

MDT-150 0 N/A N/A 

MDT-151 0 N/A N/A 

                        
Table 5.87(c)– Comparative Test Results of Evaluation of Tools 

 

The test results of the tools indicate that Autopsy confirms most of the core test cases, 

whereas AFLogical confirms the least. In the case of social media applications, Autopsy 

confirmed most of the test cases. Andriller specifically extracted WhatsApp artifacts 

separately and presented them in XML format, but it did not extract much data from other 



  

 

 
 

99 

social media applications, other than media files. AFLogical only extracted logical mobile 

data, and was unable to extract any application-related data. 

5.5 Discussion 

Autopsy was able to confirm 56% of the mobile device test cases (excluding social media 

application test cases), however, 19% of them involved features that were non-existent in the 

test device and autopsy. The MMS feature did not work in the test device and autopsy, the 

image acquisition feature did not exist. But autopsy accepts all kinds of images whether it’s 

logical, physical, or selected files only. 67% of social media application test cases were 

successfully passed by autopsy in the case of WhatsApp, however, 10% of them involved 

features that did not exist in WhatsApp, i.e. secret message and message editing. In the case 

of Telegram, 31% of social media application test cases were passed by autopsy, and 10% of 

the test cases were passed by autopsy in combination with the SQLite DB Browser tool, as it 

was unable to represent data stored in BLOB format. 10% of the test cases consisted of 

features that did not exist in the Telegram app, namely the status uploading feature. 56% of 

the test cases were passed by Autopsy in the case of the KalamTime application, however, 27 

% of them consisted of features that did not exist in KalamTime. These features included 

starred messages, disappearing messages, and broadcasts.  

Andriller confirmed 33% of the mobile device test cases (excluding social media application 

test cases), and 9% of the test cases succeeded in combination with Autopsy because 

Andriller does not consist of its own database browser. 23% of the time the features being 

tested did not exist in the test device and Andriller. These features were MMS features in the 

case of the test device, and SQLite database browsing features in the case of Andriller. 

Andriller confirmed 38% of the social media application test cases in the case of WhatsApp, 

and 21% of them Andriller passed in combination with using the Autopsy database viewing 
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feature. 10% of the test cases involved features that do not exist in WhatsApp. As Andriller 

was unable to extract the Telegram database, it only presented media files sent or received. 

That comprised 6% of the social media application test cases, and 10% of them involved 

features non-existent in Telegram.  Similarly, 4% of test cases succeeded in the case of the 

KalamTime application, 27% of them consisting of features that did not exist in KalamTime. 

AFLogical confirmed 14% of the mobile device test cases (excluding social media 

application test cases), 19% of the time the features being tested did not exist in the test 

device and AFLogical. AFLogical was unable to extract any social media application data 

from the test device. It did not confirm any of the social media application-related test cases. 

5.6 Summary 

 
This chapter presents detailed test results of the experiments. A list of features of the forensic 

tools is presented in the beginning. After this, the working environment, specification of 

forensic tools, and experimental analysis are presented. Results are presented and discussed at 

the end of this chapter. 
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6.  Conclusion and Future Work 

This Chapter concludes the presented thesis and highlights potential future research 

directions. It describes different research prospects of our research and identifies open 

research problems that still need to be solved by the research community.   

 

Substantial research has been carried out in the mobile forensics discipline in recent years and 

the scope for discovery, design, and improvements in the techniques and tools involved is 

vast. The challenges involved in investigating and testing all the features with the tool 

become time-consuming and it may need to be automated. However, a product (specifically a 

software tool) needs to be quality tested before being introduced to mainstream users. A 

convenient aspect of the evaluation frameworks can be revisited and improved indefinitely, as 

the tools evolve and advance. More test assertions can be added with additional test cases. 

The continuous technical hit and trial is an attempt to set standards for the tools to achieve. 

These standards complement all areas of life in which the tool may be employed, e.g., 

criminal investigation, commercial use, or academic research and study. 

6.1 Conclusion 

This research work compares three open-source mobile forensic tools, namely Autopsy, 

Andriller, and AFLogical, based on their ability to extract data from social media 

applications, namely WhatsApp, Telegram, and KalamTime. The evaluation of these tools 

follows the conformance methodology provided by NIST, called CFTT. Additional test cases 

were added against the test assertions provided by CFTT, to evaluate the forensic tools, 

mainly to test the social media application data. Most of the test cases were derived from the 

core test assertions that came under the “Image file artifacts” profile, i.e., 123 test cases. The 

rest of the test cases were derived from optional assertions. From the “Image file acquisition” 
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profile, 6 test cases were derived. From the “UICC acquisition” profile, 10 test cases were 

derived. One test case was derived from the “deleted data artifacts” profile and 11 test cases 

were derived from the “SQLite database” profile. 

The comparative analysis of the results showed that Autopsy performed the most as compared 

to the other two forensic tools, it extracted all the databases related to the applications (from 

the physical image file provided to it) and presented the data in its database viewer, and in the 

case of WhatsApp, it showed the results separately as well, such as calls and messages, that 

the analyst can navigate to, directly. However, the database viewer in Autopsy was unable to 

present BLOB data. Andriller extracted data from the mobile device directly but presented 

mostly WhatsApp data in the form of an XML document. It showed media files of other apps 

and was unable to extract their databases. Andriller did not have its database viewer. 

AFLogical was unsuccessful in recovering any application data, but only local data such as 

calls and SMS data, presented in the form of an XML document. 

It is evident that every tool has some shortcomings, but the results obtained from the forensic 

tool evaluation highlight all the areas that can be improved. These shortcomings can be used 

to improve the existing tools. For example, Autopsy shall have image extraction capabilities 

and Andriller should have its database viewer. AFLogical can be expanded to extract 

application data. 

  

6.2 Future Work 

This research work was limited to three Android applications, namely WhatsApp, Telegram, 

and KalamTime. Further, forensic tools were also limited to open-source tools. In the future, 

more popular social media applications can be tested and other forensic tools can be used to 

forensically analyze. Meanwhile, newer updates of applications and forensic tools can be 

tested for the latest results.  
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APPENDIX A – AUTOPSY REPORT 
 

       

Fig A.1 – Autopsy physical image analysis 

                                
 

Fig A.2 – Autopsy overall device results 
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Fig A.3– Autopsy device volume and data navigation 
 

 

Fig A.4– Autopsy social media application navigation 
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     APPENDIX B – ANDRILLER    REPORT 
 

 

Fig B.1– Andriller logical image extraction 
  

 

Fig B.2– Andriller overall extraction results 
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Fig B.3– Andriller device  data navigation 

 

  
 

Fig B.3– Andriller application data 
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APPENDIX C – AFLOGICAL  REPORT 

 
Fig C.1– AFLogical  image acquisition 

 

 
Fig C.2– AFLogical  device data extraction results 
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APPENDIX D – SOCIAL MEDIA 

APPLICATION ACTIVITIES 

 

 
 

  

      

 

    

    
       

 
 

 
 

        

 

       

Fig D.1—Telegram activities 

 



  

 

 
 

113 

 

 
 
 

 
 

 

 
 

 

 

       

 
 

 

 

 

 

Fig D.2—Whatsapp activities 
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Fig D.3—Kalamtime  activities 

 


