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Summary

The growth in technology has transformed our socio-economic system to socio-
techno-economic dimension. The usage of online social media for formal / informal
interactions has added complexity to our existing communication networks and
lifestyles. Consequently, the security and privacy of individuals / information is now
more vulnerable. Development of appropriate security layers in online social
media requires enormous time and financial resources. A systems perspective in
the development of awareness programs / trainings / additional security layers is
required. However, the awareness of such complex issues in Pakistani society is still

under-developed.

In this study, we have focused on estimating the existing state of awareness in the
society about privacy, security steps and information hiding / sharing in social media.
The study is based on a traditional method of survey research design “questionnaire
filling”. Student population of National University of Sciences & Technology, (NUST)
[slamabad, Pakistan is considered for questionnaire filling. Correlations between
variables and usage / awareness levels of security settings in social networking sites
are evaluated. The results demonstrated lack of knowledge about security and privacy
even in the population with maximum exposure to information. However, an
increasing concern about privacy issues is also observed. Most of respondents spend
much time of the day on social networking sites. The results of this study can help in
evaluating current user perspective and futuristic interventions required for
development of awareness programs and design of security procedures / layers in

social media system.
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CHAPTER 1

INTRODUCTION

Social media usage has evolved drastically in Pakistan in recent years. During
Middle East and North Africa (MENA) uprising, social networks were frequently
used by masses. Usage of social-media post-MENA uprising is also observed in
Pakistan. However, on the downside, usage by terrorist / criminal organizations for
extracting personal information from these social networks is also on the rise. This
study aims to assess awareness of people and elaborates methods on how to access
social environment securely. This study highlights ratio of people who are concerned
about privacy. Security and privacy layers in social networks are a major contributor
for reduction of criminal activities. This study aims to build up a research model, in
which security and privacy issues act as predecessor of trust and seek assurance that
user data entered in social networking sites is secure™. The ultimate goal of this
research includes recognizing the setbacks of safety, expectation and seclusion
concerns on the compliance of providing information in public network sites.
Suitable research sample was selected based on available resources, the research
question and limitations of the study'®. Tony Bates [*! explains that new web
services and tools facilitate self-learning and knowledge sharing and encourage
teamwork, between student and teachers by means of feedback and assessment
(assignments, tests). Another study ! aims to highlight the risk associated with
cloud based social networks and forensics trials based on data access within a cloud
environment. Specifically, information is gathered from student about the time they

serve on social network web sites®®!. Such respondents are unaware of the fact that
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the information from these public groups is gathered for applying data mining
techniques on social networking servers. These data mining tools further separate the
gathered information based on religious, political and sectarian extremism and then

use them for other purposes as shown in Figure 1.

5?CIa| Networking Data Mining Religim:ls Political Sectarian
Sites Servers Extremist Extremist Extremist

* Uses /

", i
Fa
N, /

For Own Purpose

Figure 1-1: Data Mined from Social Networking sites

Majority of social networking sites servers are not hosted in Pakistan. Server owner
apply various data mining techniques to the data residing on their servers. This
possesses a great risk for users. Data mining tools are capable of segregating data in
form of chunks. Religious, political and sectarian extremism can be three major areas

of segregation among the social media data of our country.

SoclAL NETWORKS
This research aims to provide awareness to people by presenting methods of accessing
a secure social environment. Social environment include famous social sites such as

Facebook, YouTube, Twitter, LinkedIn, Google+ and Instagram. Social media privacy



means that data should not be shared with third party while social media security

ensures risk free environment.

SECURITY AND PRIVACY

Social networking sites usage is increasing drastically®® Millions of members
use these social networking sites on daily basis to communicate, create, and share
information with others!”!. Owing to their usage and enormous user database, social

networking sites are treated as a valuable asset by the organizations®"

INFORMATION SHARING

People who are concerned about security should be reluctant to share information in
social networking sites!®’. In a recent study, a survey of 210 users of Facebook®
was conducted in which it is highlighted that frequent users of Facebook®
disclosed their information. They share this information with others in complex
textual description and provide information related to human belief, behaviors,

opinions, emotions, and relationships and so ont*?!.

ATTRACTIVE INTERFACES

Today social networking web sites are becoming an increasingly popular trend due to
their attractive interfaces. Attacks are launched on social networks in an attractive way
so that human mind gets busy in beautiful interfaces instead of paying more attention
on its websites vulnerability. Attractive interfaces are an easy way of trapping users for
using less secure sites. These attractive interfaces encourage users to create
relationships with other users on Facebook®, LinkedIn®, and Twitter®. All web sites

have their own popularities and features!'!). Attractive interface affects the social
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networking web sites because of ease of use and well defined design and features
rather than unattractive and difficult use of interface. To control privacy settings for
each social networking site as per user consent, user should be well aware of its
advanced settings. Privacy includes freedom from unwanted zones, protection of

personal information and strict controls against security violations!*?. The study will

cover issue of privacy focusing on individual behavior and activities™

OBJECTIVES OF STUDY
Enlisted below are study objectives:
1. Understanding and extracting the existing awareness state of social media

users of NUST, Pakistan about privacy, security steps and information

sharing in social media

2. Understanding the perception of security and privacy concerns among
social media users of NUST, Pakistan and frequency/tendency of people

sharing their private information on social networking sites
3. Statistical analysis of data collected through structured questionnaires

4. Proposing recommendations to improve security and privacy in online

social networks

PROBLEM STATEMENT

People are participating in online social network without the knowledge of information
leaks. They are concerned about security and privacy but have insufficient knowledge

to accomplish it. The respondents of this study fall under four categories:
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1. People who are concerned about privacy
2. People who are not concerned about privacy
3. People with sufficient knowledge for taking security steps

4. People who are unaware of outcomes of using social networking sites on their

lives.

Based upon ratios of respondents, some rules are presented for achieving secure social
environment. These rules empower the user in overcoming the challenges faced in

social networking.
ORGANIZATION OF THE THESIS

Brief outlines of the chapters included in the thesis are presented below:
Chapter 1 --- Introduction

This chapter gives an introduction of evaluation of security and privacy in
online social network. The area of research together with the formulated research
methodology is also outlined. A brief description of the thesis breakdown is also

included.
Chapter 2 --- Literature Review

In this chapter the thesis starts with the extensive background knowledge of the

methods involved in Social Network with emphasis on security and privacy procedures.
Chapter 3--- Methodology

In this chapter all the approaches used in this study are described and the design

is proposed.
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Chapter 4 --- Results and Discussion

The results obtained by conducting a survey and then statistically analyzing the results

of the questionnaire are illustrated in this chapter along with the discussions based on

the recommendations for obtaining secure social networks.

Chapter 5 --- Conclusions and Future Work

Conclusions derived from the current research are presented. Recommendations for

future efforts are suggested in this chapter.

13



CHAPTER 2

LITERATURE REVIEW

2.1 SECURITY AND PRIVACY SOLUTIONS
The privacy policy of customers using social sites can be improved by ensuring that
information and content visibility is restricted to specific user or his / her contacts. It
has been seen that social sites share user private data to Google® so they lose user
trust. Such user information should not be open to Google® and other users should not
be able to access other users pictures or related information merely by writing name of
user. Privacy of users can be ensured by making sure that user information is not being

shared to any other web site or any search enginel**!.

It has also been observed that majority of social sites set their privacy policy as public.
Mostly users ignore the default public setting and consider it to be set as private. This
may lead to compromise of data. Another way to make privacy policy better is to make
privacy setting private by default so if user oversees or forget to make it private even
then no information will be compromised™. Two thirds of internet users use one or
more social networking sites. Hence social sites should improve their privacy setting
and policies to increase their users!*®’. User data is retrieved from social networks and
restructured without user’s consent. Initially profile pictures were accessible by any
user on Facebook® but lately it is being made privatel*’). Incidents of private

information compromise reduced after companies announced a monetary award for
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reporting bugs'®. The foremost important policy of social sites must ensure customers
privacy. One of the major issues is when a social user’s private information is

compromised™?.

Account hacking can also be prevented if social site implement maximum validation to
avoid the hacking process. Furthermore, hackers should be penalized on legal
grounds®”. Since, user doesn’t get unfriend notification; another study classifies fake
user accounts friendship requests as a privacy attack!?*. Most of these social networks

mandate users to provide firm pieces of information??!. Such information can be

I'21 This thesis aims to

retrieved by malicious users and should be made optiona
perform a survey in which twenty five questions were asked from users belonging to
different schools of National University of Sciences and Technology, Pakistan using

questionnaires.

2.2 SocIAL MEDIA SECURITY AND PRIVACY

National Cyber Security Alliance (NCSA) '?! has shown the percentages of the people who

are concerned about security and privacy and check Security and Privacy settings on

regular basis. Similarly Pew Research Center (PRC) ! is showing the percentage of users

that have either cruel or kind behavior towards other users on social media. Consumer

Reports (CR) [®®! is showing the percentages of Facebook® users that have age below

13.For example 38% of Facebook users were under 13. Similarly 69% of users are kind to

each other on social media according to PRC and 15% users never checked privacy and

security settings according to NCSA.
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In a paper another study explains®”) the percentage of profiles revealing various type of
personnel information for example profile image, birthday, home town, address, phone and
interests. Another study explainst?®! a survey was conducted that revealed that people
between ages of 18 to 24 years have Facebook® profiles. X-axis show ages and Y-axis the

percentage of people having Facebook® profiles in Figure 2.1.

20 -
18 -
16 -
14 -
12 -
10 -

O N B O ©
|

T T T T T T T T T T T T 1 I

17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Ages

Figure 2-1: Facebook profiles ratio
Lam et al. ®* explains problem that people are participating in online social networks
without the knowledge of information leaks. This study describes the impact of
security, trust and privacy concerns on the willingness of sharing information in social
networking sites. User’s ability to give complex textual descriptions also provides
information about human belief, behaviors, opinions, emotions, and relationships and
so on. It will also be effective to identify factors like social norms, socioeconomics,
ethnicity, and religion. It will help us to understand and describe the complex reality of

given issues and the consequence of quantitative data.
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Altshuler et al. % explained that majority of world population spend most of their
time on social sites. While using internet and social networks, user is either directly or
indirectly connected to many other social network users so if security of one social
user is compromised then its means that the private information of many users have
been compromised. Such compromises are not revealed publicly so the security and
privacy of social network depends on both the online social network service provider

and online social network users.

Hugl and Ulrike BY explained that no rules on data control are prevalent on the online
social network. Hence it depends upon the users how they share personal or critical
data with other users. So it totally depends upon trust relationship and research has
shown that the majority of online social network user privacy is compromised due to
blind trust on other users. However the law has enforced the social service provider to

seek user consent before using its data for advertising purposes.

Pasquale et al. *2 explained that data transience is one of the major concerns that
revolve around personal information sharing. It explains that user is unaware about the
data expiration time and show careless behavior while deleting shared data which
cannot be deleted by other users and remain visible. In case the user forgets about the
data that he or she shared and if the security of the service provider or even the user’s
friend that have the information visible on their social account get compromised then

the whole history of the user can be captured and can be used for illegal means.

Jones et al. **! explained that audience segregation is a good way to maintain security
and privacy by creating audience segregation (group) and keeping strict security and

privacy level of that group. The online network users who want to share information to
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the most trust worthy people are placed in a similar group. Likewise, users who have
common interest like politics and hobbies are placed in a similar group. Communities
like city and country based people are placed in a different group, families are placed
in a separate group and information is shared group wise. It has been observed that
grouping is tough to manage. The best way to maintain privacy is to make sure that the
online social network users are well aware of privacy policy before sharing the
information. It is even better if the users read the privacy policy before creating a
social account. It is the responsibility of the online social network service provider to
provide a proper guide line to the user so that it helps the user to maintain the privacy

of the data that the user shared on the social network.

Altshuler et al. ** described that transparency is similar to awareness. The privacy and
security policy should be easily understandable and applicable. Depending upon the
online network service provider, better API’s, easy language support and some default

features like basic security and privacy policies should be set.

Wortley et al. ¥ described that legal enforcement within online social network is not
fully mature and is being improved day by day. Online social network users have not
much awareness about the social network law. As per European’s law, personal
information should only be kept between trust worthy people like family members and
close friends. Hence it is the responsibility of the user to inform the social network
service provider about privacy and security related issues. Responsibility of
improvising the security and privacy rules and their implementation and enforcement

lies with the social network service provider.

18



Salama et al. ©** explained that a social network website usage within an organization
is a big threat for an organization as these type of sites are mostly unsafe and the social
network user are actually compromising the security of the entire organizational
network. The personal information provided by the social network users like family
pictures and date of birth is critical as this type of information can be used against the
user like credit card fraud or identity theft. There were few suggestions introduced to
reduce privacy and security threats. One of them was to use authentication process by
creating a node also called trust node between two friends. A key is shared between
both the nodes. Only owners of the key can see the messages in each other inbox.
Another way to make you self-secure is to avoid using games and application on the
social network as it is developed by a third party and it can use your information for
advertising purpose or many others illegal activities. There were many ways
introduced to measure the number of attacks on a social network such as Ant network
graph attack. Attack tree method is also used to measure the goal of the attacker on the

social network.

Kekwaletswe et al. B7! explained that it is the responsibility of the social network
website to provide personal space management, social connection management,
connectivity to other applications, social search and social traversal to the social
network users. There are two other things that the social network user frequently
performs. These include making new relationships and sharing information on the
social websites. Both of these depend on blind trust so it is the responsibility of both

the social websites and new nodes to maintain that trust and continue the chain.
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Feruza et al. *® explained different type of privacy attack on social network users one
of them is identity disclosure in which a person uses another person name to gain
access to medical treatment or get unauthorized drugs. Some of attackers use business
names while others use person name to get access to credit card. Digital profile
aggregation is a kind of threat in which user profile is being transmitted from one
location to another and even analysis is being carried out on user data without the
knowledge of the user. Face recognition is one of the threats in which user shares
images. The shared information is placed in a huge database and analysis techniques
can be used to guess the user activities. This is harmful for users as this type of
information can be used for blackmailing or unwanted calling purposes. There were

formulas developed to measure the privacy and security risks.

Kim et al. % explained that online social graph was used to connect people on social
website. The same graph is used as a defense against social link forging attack. In such
attacks, a person fools another person about his identity. The trust strength and
interaction intensity being introduced in this graph are useful to prevent social link
forging attack. Another type of attack is node link forging attack in which a person
creates multiples accounts and fools others. This type of attack can be reduced if the
users are forced to create account on the basis of government card number,

identification numbers or other government identification processes.

Chbeir et al. 1 explained that social network is defined as the easiest and fastest way
to share information and data to single or multiple users. There are multiple ways that
are being used to manage user data like Algebraic notification, Matrices and Graphs.

Each of them has its limitation. Majority of social networks are using Graph to
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represents data in which nodes are representing the entities (like the names of persons)
and edges represents the relationship between these entities (like friend or friend of

friend or family member or school fellow).

Howison et al. ! explained that there are two types of data in offline data analyzing
techniques. One is behavioral data, in which past posts and information are analyzed to
get idea about the nature of that particular user. The other one is derived data in which
location in tags, pictures and other location data are being used to guess about users
travelling activities, home town information and user current location. Mostly there are
three types of user data analyzers; academic community, advertisers and governmental
services. These analyzer uses the graph structure (use to connect people) to exploit the
privacy by applying various techniques. Hence user privacy is not strong these days on

social networks.

Ferrara et al. [*?! explained that there are different data mining techniques used to
extract data. By using relationship between the nodes, malicious user takes advantage
of node management structure being used by the social network providers and exploits
the weak links and extracts the data. Another way of data mining is to use the
knowledge of node classification and node link with other nodes and get the desired
data out from a social network. The third way used for data mining is to choose node
and then follow its track to identify the community and people and then use the desired
information. Link graph and node related threat are very sensitive these days and
exploiters are using these three weak links to get the information out as these are
strong techniques in terms of storing and making relationship between the individuals

from social network service provider perspective. Privacy issues regarding multimedia
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contents are also increasing day by day as new functions are being added in social
networks. Different techniques and formulas are developed to measure and detect the
privacy threat that could occur in future. Closeness or degree is term used to detect the
distance between two nodes and this technique is applicable when social network

service providers are using graphs to represent the data stored in the social network.

Gurses et al. 3 explained that it has been observed that different researchers and
communities have agreed that privacy and security risks are increasing day by day in
social networks and are becoming a big threat in a social network era. Even the social
network users are aware of this issue. Computer researchers have indicated that even
the government institutes are involved in tracking and using social network user data.
Such bodies are involved in privacy leakage and the network service providers are also
engaged in this activity as they are providing access to government institutes and other
organizations to user data. However steps are taken by data protection organization to
ensure that online network providers maintain the privacy on individual and

institutional data up to some limit.

Mayer et al. [*! explained that service providers should block the online social
networks causing privacy trouble. Another approach is to use software that will
measure the privacy problem in Online Social Network. Privacy enhancement
technology was also introduced to provide the online social network user with better
privacy filters. Different data protection organizations also introduced policies for
online network service providers in order to reduce the privacy threats for online social
network users. Encryption is also used within a social network for providing user

information to a specific audience. Using this feature comments or a statuses are
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visible to specific peoples that are added in a decryption list. One of the common
approaches is to provide user with proper guidance about privacy settings. Another
suggestion that was provided by the computer science community is that user feedback
should be sought while making privacy policies for an online social network service

provider in order to make user friendly privacy settings.

Laufer et al. 1**! explained that there are some questions that arise regarding the
privacy issues like who can analyze the privacy problems etc. The excessive use and
involvement of people in social network poses itself as a threat in terms of data
security. One can get almost all the information about the community or country or
any individual user. This has also attracted the law enforcement departments and

disturbed the privacy of social network users.

Boshrooyeh et al. “®! discussed that the data uploaded on central servers are under the
control of social network service providers. Maintaining privacy in a centralized server
based system is a tough job. However, maintaining data integrity is also one of the
major problems in the online social networks. There were more than one solution was
being proposed in order to overcome the centralized server system problems. One of
them was to use peer system by distributing data of different online social network
users. Yet another system was not to store data permanently and to cache data till the

users are communicating with each other.

Stallings et al. ! suggests that for using digital signature, we have to verify the online
social network user identity. Stress was laid on improving the search process and
suggestions was also provided on how improve the privacy of other user data during
the search made by other online social network users. Still there are few problems,
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whose solutions are difficult to answer like data sharing and others. Even social
service providers are also not willing to implement security measures like data
encryption because they are selling user data for advertisement purposes. Online social
network users are also publishing data for research and academia purposes which can
cause problem of cross referenced with other data in order to access user private
information.

[48

The reason of popularity of online social networks [**) includes the multitude of

services offered to online service users. Aiello et al. ! explained the problem that
employees of social network service provider have access to all the information of the
entire users. They can sell information to third party or can use this type of information
for their own purposes. Another big issue and mistake that all the social network
providers are committing is the use of a specific and known technology that is graph
technology to create links between different users and to store user’s social relations. If
any third party is able to access the graph system or guess the graph architecture being

used to maintain the links, it may lead to information leak.

Aldhafferi et al. °” discussed mobile users are also susceptible to attack. Even the
online social networks are aware of privacy problems and have introduced filters in
order to provide users with better privacy settings. So there are few solutions
introduced to secure the privacy of the online network users one of them is to encrypt
the user data and online social users can choose or place people in group who can
decrypt the user information. Another solution that was being introduced is to educate

people on how they can improve the privacy setting or how they can hide the
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information from public user and what type of information they should place and

should not place as it can be used against them.

Aimeur et al. ! explained that if only one user account is hacked then it can cause
problems for the whole chain of friends who were connected with the hacked user
account. Website and others social networks providers are also using user’s
information and getting advantage out of it. A study shows that young generation is
highly careless in term of privacy as they provide and publish data on websites and
social networks without caring about the security threats. There are different
communities of people that obtain and use user data, one of them is hackers. Social
network users are also providing or selling user data to business in order to provide
businesses with advertising opportunities. Friends can be a threat to other friend’s
privacy and destroy trust relationship. In the same way much other application can be a
cause of personal information leakage. A survey shows that almost 90 percent of the
people are using internet on the mobile phones. Majority of these people also have
social networks accounts. Surveys also showed that the majority of them want
customized security settings. These surveys also provide information about the
importance of different type of data in form of ranking. So it is the responsibility of the

online social network provider to provide better and improved privacy.

Humbert et al. [°*) discussed that due to increasing popularity and use of social
networks different organizations are also attracted toward the advantage that they
might get from the social network of particular user. Different type of data provided by
the social network user may also cause privacy disturbance such as a person can search

another person based on cell phone or location or many other. So it is also the
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responsibility of social network users to keep such information private so no public
person should have access to such information. Study and research indicates that the
targeted user was being achieved without opening or accessing his/ her profile but

using a random search mechanism.

Sattikar et al. [°*) explained that social networks are providing large number of
beneficial services which is one of the cause of increasing number of online social
network users. Author also observed that student profiles are susceptible to security
threats as they place important and personal information on the social networks.
Author also explained that people some time post very crucial information because
they think that they have applied the maximum privacy settings and no one can get
there data. However people do access their data. Some people have a blind trust on the
social network service provider which is also not a good thing. One of the mistakes
that a user of online network do is they make and trust online contacts without having
a face to face meeting or interaction with them. One of the best solutions that can be
used to protect the privacy problem is to use Artificial Intelligence that will guide the
user about the severity of the data that the user are sharing with the online users and

many other beneficial information.

Debatin et al. °* explained that it is also a concerning point that users knows that the
online social network are not secure even than they are uploading pictures and sharing
information on the online social network accounts. One of the major causes of privacy
leakage is carelessness of user about the privacy settings as they usually follow the
default privacy setting which are normally set as public in majority of online social

network users.
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CHAPTER 3

METHODOLOGY

3.1 BACKGROUND

The main focus of the current study is to conduct a survey and analyze its results
statistically. The reason for selecting statistical analysis instead of longitudinal studies
is the vast reduction in resources, cost and time. Appropriate security layers are added
to the upcoming systems; however, the awareness of such complex issues in Pakistani

society is still under developed.

3.2 PROBLEM DESCRIPTION

Usage of social media by Pakistani youth is on the rise. There is dearth of literature on
how this social media is changing lifestyles. It is imperative that perception about its

potential hazards should be developed.

3.3 RESEARCH METHODOLOGY

A survey was conducted to assess student awareness level of using social media. The
targeted respondents were students of NUST. Appropriate security layers are provided
by the service providers however the user’s awareness is still under developed.
Vulnerability to various attacks on information has been evaluated based on user
experience. The outcome of the study will be helpful to evaluate current user
perspective and futuristic interventions required for development of awareness

programs and design of security procedures / layers in social media system. The
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baseline is that public of Pakistan is using social media more and more with the
passage of time without considering its effects on their daily life. Opinion of general
public is that social account generation and usage is free of cost but they are unaware
of the effect that nothing is free and nobody is providing anything free to us rather we
are paying its cost in the form of increase in malicious activities, violence and usage of
our people for fulfilling others purposes. This research includes methodology starting
with planning followed by objective statement, discussion and timeline. After that
research design includes survey creation, determination of target population and
sample size. Survey distribution and response monitoring took place in survey

development which is also shown below.

r—}

Developing Survey
/ Planning /

%esearch Desig/

es
Fesults / Findings /

Analyzing Data

I

Figure 3-1: Research Methadology Flow Chart

Mo

Sample Size
met?

The survey responses obtained during survey were transformed into forms in the form

of flat file that are appropriate for data tabulation and analysis. Flat file is a
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computerized two dimensional preparation of archives and their matching tenets. Data
summarization and elucidation delivers the vibrant answer to the inquiries that

originated from the survey.

3.4 RESEARCH DESIGN (SURVEY CREATION, DETERMINATION OF

TARGET POPULATION)

Most traditional method of survey research design that is face to face questionnaire
filling is chosen because it is the most accurate way of gathering correct information.

Target population includes 122 students of NUST, Islamabad.

3.5 DEVELOPING SURVEY (SURVEY DISTRIBUTION, RESPONSE

MONITORING/COLLECTION)

The survey questionnaire was distributed all over NUST and positive responses were
received as majority of them were using social media. People filled the survey with
interest. Responses were collected and data was manually entered in Microsoft Excel®
firstly and was later used in Minitab® and IBM SPSS® for analysis. The sample size

was met for data analysis. Results are included in next chapters.
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CHAPTER 4

RESULTS AND DISCUSSION
BACKGROUND
To meet the objectives and methodology discussed in Chapter 3, the survey responses
were analyzed and the results are discussed in the following sections.
RESULTS

The results of each question (from 1 to 25) are discussed seperatly in the following

section while questions are mentioned in Annex-A :
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Figure 4-1: Results of question number 1 to 9

1. 80% of social media users are using their real personal information in their

accounts.
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2. 87% of social media users are not using credit card for their online purchasing.
This shows that people are concerned about privacy while only 13% users are using
credit card for online purchasing. Interestingly the percentages of responses of Q1 and
Q2 are different therefore we can say that people are much concerned about privacy

and security regarding their financial issues.

3. 92% of social network users do not respond to pop-ups while surfing Internet.

This shows that majority of respondent are concerned about their privacy.

4.  13% respondents faced the problem that their social accounts ID’s have been

hacked. Therefore it is suggested that please do not open redirected webpages.

5. 94% respondents believed that people are stalking information of others and
using forged identity therefore if any of your friends is having such identity then there
is chance that your account is prone to attack. A possible solution can be that Ministry
of Information Technology should include serious punishment in rule of law for

people involved in fake identities crime. By doing so, this crime can be eliminated.

6. 30% social media users are concerned about credit card misuse and other
personal information when purchasing things online. While 70% are not even

concerned about it.

7. 25% respondents agreed to put their name and even address in public
directories. This means that some percentage of respondents is unaware of the issues
related to privacy and security. This means they are not at all concerned about privacy.
While 75% don’t agree but still there is chance that they are not aware of the fact that
their customized information can also be easily utilized for any wrong purpose so they

should also have proper awareness for privacy of information which is not public.
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8.  91% respondents are not accepting friends requests of strangers but still 9% are

not at all concerned and accepting even strangers also. These 91% are concerned about

privacy but this not at all means that they are well aware of privacy settings.

9.  63% respondents think that privacy policies are effective in social networking
sites. 37% respondents are saying no. The results of Q4 showed that 13% users have

faced the problem of hacking ID’s. Therefore the security and privacy policy of social

network users is not completely effective
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Figure 4-2: Results of question number 10

10. Highest respondents are 20% and 20% users are visting social site more than 5

hours per day while least percentage is just 4% that are visiting 5 to 10 minutes. It

clearly shows the increasing interest of our public for usage of social media.
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Figure 4-3: Results of question number 11

11. 68% social media users selected the privacy option as Friends only but still 9%
have permanently selected their privacy option to be public. As in question number
five, 94% people think that people are stalking information of others and using forged
identity so if your friend is having forged identity then there isn’t any option left to be
saved from him / her. So if you are concerned about privacy but have insufficient
knowledge to set privacy settings as customized than your personal information is at

stake.
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Figure 4-4: Results of question number 12 to 20

12.  21% social media user’s privacy is public and their posts on Facebook® and
Twitter® or other social media are visible to all internet users which shows that they
are less or not concerned about their security and privacy. But 79% users are not

concerned about privacy.

13. 34% social media users are sharing their thought on companies, products,
services or brands through social media which means that they are not well aware of

fact that their information is using directly/indirectly as reference, by the companies.

14.  92% social media users are using their real name and only 8% are not doing so.
Using real name as signup name may not be preferable because it increase the chances

of detecting and summing the information regarding a person.
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15.  20% respondents are still not even aware of privacy setting of social media sites.
And there are chances that remaining 80% are aware of Facebook® privacy setting but
they are not applying them and do not show much concern about privacy. This is

because may be they are not aware of the consequences they can have by doing so.

16. 66% social media users reported that they would report a security break-in of
personal machine or network to system administrator who maintains their anonymity

which means that they are concerned about their privacy.

17.  51% respondents alleged that they will report a security break-in of their
business machine or network to system administrator who does not maintain their
anonymity i.e. they are concerned about privacy while 49% said they will not.

18. 8% respondents are those whose credit cards were stolen and 92% were those
whose credit cards were not stolen.

19.  41% respondents want to use credit card on the web without considering that
their information can be hacked while 59% are against it because they are concerned
about their privacy.

20.  80% respondents think that using the Internet for shopping and banking would
make life easy. Interestingly good percentage of respondents feel that use of Internet
for shopping and banking would make their life easy but as in previous question quite
a large number is not willing to use the credit card on the web. This may be because

of the lack of awareness.
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Figure 4-5: Results of question number 21 to 25

21. 48% agreed that companies gather, publicly available content that is posted on
social media sites to find out what people say about different companies, brands,
products and industries. By doing so, these companies gather knowledge of interests
of our public.

22. 35% respondents are not agreeing about future marketing strategy of product /
services in social media. This means that they are not aware of this fact. While 65%
are agreeing, this clearly shows that they are not concerned about their data privacy.
They know that their data will be used but they are not concerned about it.

23.  73% users think that people are concerned but 27% think that people are not
even concerned about security importance because they have the opinion that social
media users don’t know the importance of security.

24.  71% respondents have security concerns in social media (e.g. people reading
your email, finding out what websites you visit, etc.) Keep in mind that "security" can
mean privacy, confidentiality, and/or proof of identity for you or for someone else

while 29% don’t bother.
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25. 63% social media users are concerned about privacy in purchasing using social

media but there is a possibility that they have insufficient knowledge to accomplish.

STATISTICAL INTERPRETATION

Question 11, 18 and 20 are giving information about user interest i.e. related to users
profiling. Remaining questions are divided into three groups or categories because we
asked some question about privacy concerned and lack of awareness while third group
includes security concern to check that how many people are concerned about privacy
and how many have lack of awareness. Security concerns group is telling about people

those are facing seriously security issues.

No Groups Question Numbers

1 Security concerns 5,23,24

2 Lack of awareness 1,9, 14,15

3 Concerned about privacy 2,3,4,6,7,8,12,13,16, 17, 19, 21, 22, 25

Table 4-1: Groups

Table 4-1 is showing the division of questions into three major groups as follows:-

»  Security concerns group is telling about people those are facing serious security

issues.
» Lack of awareness is telling about awareness level.

» Concerned privacy group is telling about people who are concerning about

privacy.
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Groups are created because the structured questionnaire was divided in three
categories and each category was different from other in respect of data collection.

Later on questions in all three categories were divided into groups because:-

1. Some questions were asked to find out the state of security concerns of social

media users.

2. Similarly other questions were asked to find social media users who have lack

of awareness

3. And remaining questions were asked to find social media users who was

concerned about privacy

Variable Mean
C1l 0.9426
C2 2.0656
C3 2.1557

Table 4-2: Mean calculation of Security questions

C1 is variable in Minitab® for question number 5 and its options for answers were
two i.e. 0 and 1 and its mean are 0.9426. C2 is the variable in Minitab for question
number 23 and C3 is the variable for question number 24 and there options were
strongly agree, agree, neutral, disagree and strongly disagree. Mean of question
number 23 and 24 are 2.0656 and 2.1557 that are almost same which means that
people answer correctly about security concerns as these questions are related.

Group 1: Security Concerns

Population is normal and standard deviation is unknown so t test is used as sample size

is also normal.
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* indicates those correlations which are not zero, at 5% level of significance.

Based on P value, it can be concluded that nQ#23#uQ#5, at 5% level of significance

Question No Q05 Q23 Q24
Q05 1
Q23 -0.054 1
[0.552]
Q24 -0.272 * 0.447 * 1
[0.002] [0.000]

[P-Value]

Cell Contents: Pearson’s Correlation Coefficient

Table 4-3: Pearson’s Correlation Coefficient of group 1

with a decrease in Y.

relationship between variables.

t test of Q23 and Q5:

A negative correlation coefficient means that an increase in X is associated

A correlation coefficient of zero, or very close to zero, shows no meaningful

Non zero correlation have p<=0.05 which also means that there is relationship

Question No n Mean
Q23 122 2.0656
Q05 122 0.9426
Difference 1.1230
t-Value=11.91 P-Value = 0.000

Table 4-4: t test of Q23 and Q5

because P<=0.05 and difference is significant so

“reject the null”

There is relationship between A and B.
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t test of Q24 and Q5:

Question No n Mean

Q24 122 2.1557
Q05 122 0.9426
Difference 1.2131
t-Value = 13.54  P-Value = 0.000

Table 4-5: t test of Q24 and Q5

Based on P value, it can be concluded that pQ#24-uQ#5, at 5% level of significance.

t test of Q23 and Q24:

Question No N Mean
Q23 122 2.0656
Q24 122 2.1557
Difference -0.0902
t-Value=0.99  P-Value =0.323

Table 4-6: t test of Q23 and Q24
Based on P value, it can be concluded that nQ#23=uQ#24, at 5% level of significance.

Group 2: Lack of awareness

Question Qo1 Q09 Q14 Q15
No
Qo1 1
0.220 *
QU9 [0.015] 1
Q14 0.228 * 0.143 1
[0.012] [0.116]
Q15 0.106 0.117 -0.004 L
[0.244] [0.200] [0.968]
Cell Contents: Pearson’s Correlation Coefficient
[P-Value]

Table 4-7: Correlation Coefficient of Group 2
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* indicates those correlations which are not zero, at 5% level of significance.

A negative correlation coefficient means that an increase in X is associated

with a decrease in Y.

A correlation coefficient of zero, or very close to zero, shows no meaningful

relationship between variables.

Non zero correlation have p<=0.05 which also means that there is

relationship

To check there exists correlation between the responses of Q1 and Q9, the
Pearson’s Correlation Coefficient has been calculated and found to be 0.220
having P value of 0.015 which shows that data is not related, though
common sense saying they should be related. But as there P value is 0.015
which means that correlation is zero or insignificant and there is a weak
evidence. Also r is 0.220 which means that weak positive and having

insignificant relation.

Ho:  pl#u9
H1:  pl=p9

Hence respondent who use real information does not have sound knowledge of

privacy.

t test of Q1 and Q9:

Question No N Mean
Q1 122 0.8033
Q9 122 0.6311
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Difference

0.1721

t-Value = 3.42

P-Value = 0.001

significance.

Table 4-8: t test of Q1 and Q9

t test of Q1 and Q14:

Based on P value, it can be concluded that pQ#1#uQ#9, at 5% level of

Question No N Mean
Q1 122 0.8033
Q14 122 0.9180
Difference -0.1148
t-Value = -2.95 P-Value = 0.004

significance.

Table 4-9: t test of Q1 and Q14

t test of Q1 and Q15:

Based on P value, it can be concluded that pQ#1#£uQ#14, at 5% level of

Question No N Mean
Q1 122 0.8033
Q15 122 0.7951
Difference 0.0082
t-Value = 0.17 P-Value = 0.867

significance.

Table 4-10: t test of Q1 and Q15
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Pearson’s Correlation Coefficient of Q1 and Q15:

The null hypothesis of Q1 and Q15 is that data is not related, though
common sense saying they should be related. But as there P value is 0.244
which means that correlation is zero or insignificant and there is a weak
evidence. Also r is 0.0106 which means that weak positive and having

insignificant relation.

Ho: plApls
H1: pl=pl1s

So people who are using real information in there account are not related to
those who are thinking that they are familiar with Facebook privacy settings.
The corresponding P value is greater than 0.05 therefore it can be concluded
that user’s opinion before and after is same. Hence t value also not lies in

rejection region

t test of Q14 and Q9:

Question No N Mean

Q14 122 0.9180
Q9 122 0.6311
Difference 0.2869

t-Value = 6.07 P-Value = 0.000

Table 4-11: t test of Q14 and Q9

Based on P value, it can be concluded that pQ#14#uQ#9, at 5% level of

significance.
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t test of Q14 and Q15:

Question No N Mean

Q14 122 0.9180
Q15 122 0.7951
Difference 0.1230
t-Value = 2.77 P-Value = 0.007

Table 4-12: t test of Q14 and Q15

Based on P value, it can be concluded that nQ#14+uQ#15, at 5% level of significance.

Pearson’s Correlation Coefficient of Q14 and Q15:

* Null hypothesis of Q14 and Q15 is that data is accompanied. The value of
correlation is -0.004 with p value 0.968>alpha (0.05). As correlation value is
negative which means that these two questions have indirect relationship.

Ho: pul4=uls

H1: pl4#uls
» The corresponding P value is greater than 0.05 therefore it can be concluded

that user’s opinion before and after is same. People who are using real name for
sign up are related to those who are thinking that they are familiar with

Facebook privacy settings.

» The corresponding P value is greater than 0.05 therefore it can be concluded
that user’s opinion before and after is same. Hence t value also not lies in

rejection region.
Group 3: Privacy Concerns

Table of group 3 including responses of privacy concerns question is given on next

page.
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Q02 Q03 Q04 Q06 Qo7 Q08 Q12 Q13 Q16 Q17 Q19 Q21 Q22
-0.028
Q03 [0.736]
0.209 * 0.238 *
Q04 [0.021] [0.008]
0.061 -0.002 0.219*
Q06 [0.507] [0.981] [0.015]
0.173 0.176 0.06 -0.045
Q07 [0.057] [0.052] [0.511] [0.619]
0.132 0.323 * 0.132 0.041 0.352 *
Q08 [0.147] [0.000] [0.147] [0.651] [0.000]
0.154 0.209 * 0.272 * -0.082 0.400 * 0.255 *
Q12 [0.091] [0.021] [0.002] [0.369] [0.000] [0.005]
0.186 * 0.104 0.135 -0.016 0.279 * 02 * 0.308 *
Q13 [0.04] [0.256] [0.139] [0.858] [0.002] [0.027] [0.001]
-0.025 -0.035 0.077 0.065 0.053 -0.013 0.082 0.114
Q16 [0.783] [0.70] [0.399] [0.475] [0.561] [0.888] [0.368] [0.212]
0.042 0.115 0.091 -0.064 0.105 0.081 0.192 * 0.11 0.15
Q17 [0.644] [0.209] [0.32] [0.482] [0.25] [0.377] [0.034] [0.229] [0.099]
0.17 -0.127 0.17 -0.078 0.221 * 0.203 * 0.136 0.148 0.183 * 0.020
Q19 [0.061] [0.162] [0.061] [0.39] [0.015] [0.025] [0.135] [0.104] [0.044] [0.830]
-0.085 0.063 -0.171 -0.117 -0.106 0.022 -0.099 -0.186 * -0.18 * 0.128 -0.102
Q21 [0.35] [0.493] [0.059] [0.199] [0.247] [0.811] [0.276] [0.041] [0.047] [0.158] [0.266]
-0.036 -0.142 -0.116 0.03 -0.167 -0.084 -0.255 * -0.203 * -0.167 -0.086 10,196 * [0.031 0.390 *
Q22 [0.691] [0.12] [0.205] [0.74] [0.066] [0.358] [0.005] [0.025] [0.067] [0.345] ' ) [0.000]
0.032 0.156 -0.061 -0.12 -0.01 0.003 -0.099 -0.223 * -0.333 * -0.123 -0.105 0.386 * 0.226 *
Q25 [0.73] [0.086] [0.503] [0.188] [0.909] [0.971] [0.28] [0.014] [0.000] [0.105] [0.248] [0.000] [0.012]
Cell Contents: Pearson’s Correlation Coefficient

[P-Value]

* indicates those correlations which are not zero, at 5% level of significance.

Table 4-13: Correlation of questions relating to privacy concerns
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One-way ANOVA: Q21, Q22 and Q25

Source F P
Factor 2.70 0.149

Table 4-14: One Way Anova of question 21, 22 and 25

Analysis of variance is used because it is use to find statistical significant difference between
means of more than two independent questions. P value is greater than 5%, we have weak
evidence against HO so we do not reject Null hypothesis. Hence we concluded that the
relation exists.

Ho: p21=p22=p25

H1: p21#u22+# u25
So companies gathering, publicly available content that is posted on social media sites such
as Twitter, blog and forum posts to find out what people say about different companies,
brands, products and industries is related to companies using post in social media about their
products/services to inform its future marketing strategy (advertising campaign, product
improvement, sales strategy, etc.) and people who are often concerned about security in

purchasing over social media.

Percentages of each option of answers
Question#21 | 23 48 25 2 2

Question#22 | 16 48 25
Question#23 | 33 40 16
Question#24 | 23 48 22
Question#25| 20 43 22 11

o ©| o

BN

Table 4-15: Percentages
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Above are percentages of question 21 to 25 in which Q21, Q22 and Q25 includes in Group 3

while Q23 and Q24 are of Group 1. Here Pearson’s Correlation Coefficient is calculated.

Pearson’s Correlation Coefficient of Group 1 and Group 3

Pearson’s Correlation Coefficient of Q21 and Q22 =-0.696

P-Value = 0.192

P value for Q21 and Q22 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: N1= L2z
Hai: Mzgﬁ]ylzz

So companies gathering, publicly available content that is posted on social media sites such
as Twitter, blog and forum posts to find out what people say about different companies,
brands, products and industries is related to companies using post in social media about their
products/services to inform its future marketing strategy (advertising campaign, product

improvement, sales strategy, etc.)
Pearson’s Correlation Coefficient of Q21 and Q23 = -0.877

P-Value = 0.051

P value for Q21 and Q23 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: Ma1=las
Hai: },ngflylzs
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So companies gathering, publicly available content that is posted on social media sites --
such as Twitter, blog and forum posts -- to find out what people say about different

companies, brands, products and industries is related to people who are concerned about

security importance.
Pearson’s Correlation Coefficient of Q21 and Q24 = 0.012

P-Value = 0.985

P value for Q21 and Q24 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: Me1=L2a
Hai: Mzgﬁ]ylzzt

So companies gathering, publicly available content that is posted on social media sites --
such as Twitter, blog and forum posts -- to find out what people say about different

companies, brands, products and industries is related to people who have security concerns in

social media.
Pearson’s Correlation Coefficient of Q21 and Q25 =-0.267

P-Value = 0.664

P value for Q21 and Q25 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: Ma1=has
Hai: },ngflylzs
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So companies gathering, publicly available content that is posted on social media sites such
as Twitter, blog and forum posts to find out what people say about different companies,
brands, products and industries is related to people who are concerned about security in
purchasing over social media. Pearson’s Correlation Coefficient of Q22 and Q23 = 0.879

P-Value = 0.049*

P value for Q22 and Q23 is less than 0.05 therefore it can be concluded that user’s opinion

before and after is not same. It is indicated by *sign. Hence relation not exists between these

two questions.

Ho: Mzz#“n
Hai: M22= |23

So companies using post in social media about their products/services to inform its future
marketing strategy (advertising campaign, product improvement, sales strategy, etc.) is

related to people concerned about security importance.
Pearson’s Correlation Coefficient of Q22 and Q24 = -0.657

P-Value = 0.228

P value for Q22 and Q24 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: M22=L2a
Hai: MZZ#MZA
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So companies using post in social media about their products/services to inform its future
marketing strategy (advertising campaign, product improvement, sales strategy, etc.) is

related to people who have security concerns in social media.
Pearson’s Correlation Coefficient of Q22 and Q25 =-0.361

P-Value = 0.550

P value for Q22 and Q25 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: M22=|as
Hai: Mzz#“zs

So companies using post in social media about their products/services to inform its future
marketing strategy (advertising campaign, product improvement, sales strategy, etc.) is

related to people who are concerned about security in purchasing over social media.
Pearson’s Correlation Coefficient of Q23 and Q24 = -0.477

P-Value = 0.416*

P value for Q23 and Q24 is less than 0.05 therefore it can be concluded that user’s opinion
before and after is not same. It is indicated by *sign. We have strong evidence against HO
and concluded that difference is significant so we are rejecting Null hypothesis. Hence

relation not exists between these two questions.

Ho: MZ3¢M24
Hai: 2s=]L2a
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So people concerning about security importance are related to people who have security

concerns in social media.
Pearson’s Correlation Coefficient of Q23 and Q25 = 0.000
P-Value = 1.000

P value for Q23 and Q25 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions.

Ho: Mas=|Las
Hai: M237ﬁu25

So people concerning about security importance are related to people who are concerned
about security in purchasing over social media.

Pearson’s Correlation Coefficient of Q24 and Q25 = 0.621

P-Value = 0.264

P value for Q24 and Q25 is greater than 0.05 therefore it can be concluded that user’s

opinion before and after is same. Hence strong relation exists between these two questions

Histogram of ages is the graph generated to view ages of respondents who filled our survey.

Ho: Maa=Las
Hai: H24¢M25

So people having security concerns in social media are related to people who concerning

about security in purchasing over social media.
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Histogram of Ages
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Figure 4-6: Population ages

Graph clearly shows that our population includes majority respondent of 22 year old. Graph

is showing percentages on Y-axis while ages on X-axis and distribution is normal.

LAWS

Following are the laws which can ensure you secure and safe online social network usage:-

1: Always be watchful when you are clicking any link sent by even your friend in message
or shared openly. For example during my research a case is found in which a user was using
her Facebook® account and was also logged in on twitter. She was sent a link on Facebook,
she carelessly opened the link and that site asked to again login by entering id password, the
user entered by just thinking that may be the session expired so she entered and her id was

being hacked so easily.
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2: You should be clear that what you are posting. Otherwise your privacy can be easily
breached by using posted information. For example in many case include when remember
password option was clicked and posted information was used to answer the security

question. And security question was right in most teenage cases.
3: Never allow social networking sites to scan your address book.

4: Assume that everything you put on social networking sites is permanent i-e if u delete it

later on, even then it exists and anyone can get your photos videos or text anytime.

5: Avoid installing third party application on your social site as it mostly uses your personal

information.
6: Don’t use social networking sites at work.

7: User should also show careful attitude while providing their private information online.
Be careful when you are providing information such as name, address, place of birth, date of

birth, workplace and contact number.

8: It is responsibility of user to keep himself up to date about the changes or improvement in
privacy settings made by the social sites as well as all the social site should unite and arrange

a meeting and discus how to keep privacy policy much better.

9: Most of these social networks need users to provide firm pieces of information. This
allows other users to seek by some type of criteria, majority of social network keeps this

information to be mandatory for a user if he or she want to use social sites.
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CHAPTER S

CONCLUSIONS & FUTURE WORK

BACKGROUND

Security and privacy is becoming very much important in social networking sites as people
are sharing their personal information. So the survey is giving the ratio of people who are
concerning about privacy, who have sufficient knowledge for taking security steps and

people who are unaware of outcomes of using social networking sites on their lives.

CONCLUSIONS

In recent times, it has been observed that people frequently share their private
information so social networking sites on a vast scale in contrast to other platforms. In
this survey, a survey questionnaire is designed that comprise of dependent and
independent questions. Dependent questions validate that a person is providing similar
answers in those questions and indicate if he / she is filling the survey seriously or not.
Afterwards, relation between these questions is also proved by using statistical
technique in the result and discussion chapter. Several tests were applied to verify the
hypothesis whether it is Null or alternate. Results of the question also show several
interesting facts like People are interested in having security in online social network

and they are concerned about privacy but they do not know about their information
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leak. Consequently, majority of people use social networking sites for prolonged period

but have lack of knowledge about security and privacy.

Obj#1: Understanding and extracting the existing awareness state of social media

users of NUST, Pakistan about privacy, security steps and information sharing in social
media

Con#1

Study is focusing on extracting the existing awareness state of social media users of

NUST, Pakistan about privacy, security steps and information hiding / sharing in social
media.

Obj#2: Understanding the perception of security and privacy concerns among social

media users of NUST, Pakistan and frequency/tendency of people sharing their private

information on social networking sites

Con#2
People frequently share their private information on social networking sites in a vast

scale in contrast to other platforms.

Obj#3: Statistical analysis of data collected through structured questionnaires
Con#3
Statistical analyses of data collected through structured questionnaires are:-

1.Respondents are concerned about privacy but they do not know about their

information leak.

55



2.Majority of respondent use social networking sites for prolonged period but have

lack of knowledge about security and privacy.

3.Respondent are also concerned about security laps in several social sites.

Obj#4: Proposing recommendations to improve security and privacy in online social

networks

Con#4

Recommendations proposed to improve security and privacy in online social networks.

Though social networks are getting better at protecting users against these threats -
but there’s a long way to go so you don’t stop using social media, instead just make

sure you use it safely!
FUTURE WORK
e This study may be useful for creating awareness in masses for complex issues

especially related to privacy which is usually ignored in our society.

e For generalization of results further exploration is required by increasing the sample
size along with various section of the society i.e. doctors, engineers and skilled

workers etc.

LIMITATION OF STUDY

» The current study uses data of 122 respondents (students of NUST), 60 from software
engineering, computer science and Information Technology while 62 from Business

and Civil
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Annex-A

1. Do you use your credit card for online purchasing? Yes/No
2. Do you use your credit card for online purchasing? Yes/No
3. Do you answer pop-ups while surfing Internet? Yes/No
4. Have your social account ID ever been hacked by redirecting

to a fake webpage? Yes/No

5. Do you think “Stalking and impersonation (including forged identity) are common on
the Internet” Yes/No

6. Have you ever been concerned about abuse of your credit card and other personal
information when/if you purchase things online? Yes/No

~

Would you put your name and address in a directory for public access on the Web
(e.g. the online equivalent of a phone company's "White Pages")? Yes/No

8. Do you accept strangers who try to friend you in social networking sites? Yes/No

©

Do you think privacy policies are effective in social networking sites?  Yes/No
10. How long do you spend on social networking sites during a typical day?

(1)5-10 min (i1)30 min- 1hour (iii)1 hour- 2 hour (iv)2hour-3hour (v)3hour-4hour
(vi)4hour-5hour (vii)5+ hour

11. Which privacy option did you choose for 'your status, photos and posts?
(i) Every one (ii)Friends Only (iii)Friends of Friends (iv)Customize Friends
(v)Only Me (vi)I don’t put this info

12. Are your posts on Facebook and Twitter or other social media visible to
all internet users? Yes/No

13. Do you share your thoughts on companies, products, services or brands

through social media? Yes/No
14. Did you use your real name as sign-up name? Yes/No
15. Do you think you are familiar with Facebook privacy settings? Yes/No
16. Would you report a security break-in of your personal machine

or network to system administrator who maintains your anonymity? Yes/No
17. Would you report a security break-in of your business machine or network to

system administrator who does not maintain your anonymity? Yes/No

18. Have you ever had your credit card number stolen (either online or
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offline)? Yes/No

19. Are you willing to use your credit card on the web? Yes/No
20. Do you think using the Internet for shopping and banking would
make life easy? Yes/No

21. Some companies gather, publicly available content that is posted on social media sites
-- such as Twitter, blog and forum posts -- to find out what people say about different
companies, brands, products and industries.

(i) Strongly agree (ii) Agree (iii) Neutral (iv) Disagree (v) Strongly
disagree

22. Companies use your post in social media about their products/services to inform its
future  marketing strategy (advertising campaign, product improvement, sales strategy,
etc.)

(i) Strongly agree (if) Agree (iii) Neutral (iv) Disagree (v) Strongly
disagree

23. People are concern about security importance.

(i) Strongly agree (ii) Agree (iii) Neutral (iv) Disagree (v) Strongly
disagree

24. People have security concerns in social media (e.g. people reading your email, finding
out what websites you visit, etc.) Keep in mind that "security" can mean privacy,
confidentiality, and/or proof of identity for you or for someone else.

(i) Strongly agree (if) Agree (iii) Neutral (iv) Disagree (v) Strongly
disagree

25. People are often concerned about security in purchasing over social media.

(i) Strongly agree (ii) Agree (iii) Neutral (iv) Disagree (v) Strongly
disagree
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