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ABSTRACT 
 

Over recent years cloud computing has attained foremost commercial success. Cloud computing 

minimizes resource wastage risk by reducing the entrance barrier for cloud service providers. By 

extensive usage of cloud services unstructured data volume is increasing exponentially. 

Therefore security considerations to save data from hackers are top risks to adapt cloud 

environment. To avoid illicit use of unstructured data placed on the cloud different encryption 

techniques and standards have been proposed by the researchers. Data searching becomes a 

challenging task by adopting the existing searchable encryption techniques. In this paper a new 

technique Position Based Sentence Search (PBSS) has been proposed. This technique facilitates 

user with sentence searching on encrypted unstructured data in cloud environment. PBSS 

provides an efficient ranked sentence search by means of preprocessed indexes. Documents are 

ranked by two ranking parametersStandard Deviation (SD) and Term Frequency (TF). There is 

no need of decrypting documents during the search process as in existing techniques. Decryption 

is done on the retrieval of the documents by user. Cloud server or malicious users have no 

knowledge ofdocuments content placed on the cloud therefore PBSS achieves security and 

privacy.
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Chapter 1: Introduction 
 

A comprehensive introduction based on the basic concepts and terms included in the research has 

been discussed in this chapter.  

With the commencement of cloud computing composite data management systems from local 

sites are transformed to viable public cloud. Data owners are encouraged to outsource the data 

management systems to public cloud to achieve flexible and commercial benefits [1]. Cloud 

computing is all about transferring services, applications and data. Also attaining commercial 

assistances, location transparency, and centralized facilitation are the significant resources in 

cloud computing. On a shared collective platform like cloud data can be retrieved easily with less 

revenue and improved assistance [2]. 

The demand for the enhancement of IT architecture, organization and infrastructure is increasing 

with the growth of IT services. For fulfilling this demand a massive amount of cost and time is 

required. These business issues are overwhelmed by the help of cloud computing which provides 

minimal time and cost to outsource data over it [3]. Cloud computing services are accessible via 

internet. The services are delivered on the basis of internet for all kind of market users such as 

government organizations and financial health care markets [4]. Cloud storage has the capability 

to save a bulk of data for a large number of users. This minimizes the storage capacity problem. 

To provide different competences multiple isolated applications and services are disseminated 

over the internet in cloud environment [3]. 

The services are distributed across the world from the data centers. The convenient and on 

demand network access to a shared pool of computing resources in minimal amount of time and 

effort is what cloud computing provides [5], [6].Cloud defines web as a space where computing 

exists as a service and sharing accessories on the web are data, applications, storage space, 

processing power and operating systems. They are always ready to be shared whenever required 

on the web [7].  

Among all the policy issues in cloud computing technology the issues which are needed to be 

highlighted are privacy issues, security overhead, space consumption, reliability and liability 
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among others. Most important from all of these issues is security issue [6]. Although cloud 

computing provides a promising platform for internet computing there is a lot of probability that 

the data placed on the cloud may face security hazards. Outsourcing of enterprise data on the 

third party cloud platform is the reason of security issues faced on the cloud [8]. The lack of 

security is actually a barrier for cloud adoption [9]. A Critical example is Amazon system whose 

failure increased the cloud computing concerns in a huge manner [10]. 

Whenever a user subscribes to a cloud it becomes easy for a hacker to access the data illegally 

[11]. In cloud platform the security issues which are faced involve infrastructure security, data 

security, application service security, virtualization security, regulatory compliance, data 

location, data segregation, data recovery, investigative support, long term viability and data 

availability [12], [13], [14]. 

1.1. SEARCHABLE ENCRYPTION 

Sensitive data placed on the cloud may be hacked by the malicious third party therefore security 

measures are required at both cloud customer and cloud provider level for data confidentiality 

and data privacy [15]. 

When sensitive data storage is done on the cloud existence of large number of users can cause 

cloud security to be affected. Thus for achieving data privacy complex data has to be outsourced 

on the cloud after encrypting it. Therefore to hide data from hackers and malicious attackers a 

protected system is needed. Searchable encryption is a technique by which the outsourced data 

placed on cloud can be kept private. By following this technique potential data storage can be 

guaranteed to be safe. Searchable encryption will let this data to be impossible to hack when 

searched. In searchable encryption only encrypted data is kept on the cloud server to be searched 

when required. Original data is not of any concern if placed on the cloud. Processing of 

encrypted data placed on cloud server is done without decrypting it. The encrypted data is placed 

on the cloud in the form of codewords which are unable to be hacked by untrusted parties 

[16].By using searchable encryption technique the encrypted data will be accessible by trusted 

authenticated users only. The authenticated users are able to search through this data and retrieve 

desired results. 
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1.2. MOTIVATION 

Due to the vast use of cloud service the amount of unstructured data on cloud server is increasing 

exponentially. According to the latest surveys about risks involved in adapting cloud 

environment cloud security is top ranked. As the cloud computing is fast and efficient more and 

more organizations and people are shifting their computing resources towards cloud. The vast 

usage of cloud introduces different level of security threats to the cloud users. To reduce security 

threats user are using different encryption techniques to store their confidential data to cloud.  

The use of encryption technique makes search difficult on the encrypted data. Therefore 

searchable encryption techniques have been introduced by different researchers. These 

techniques in literature are not efficient and accurate so there is a need of fast, efficient and 

accurate search technique which should be secure for cloud environments. The linear searchable 

technique takes a lot of time in decryption of documents before searching. There is no technique 

for sentence search in encrypted unstructured data. Considering the security risks and efficiency 

of search technique PBSS has been proposed for encrypted unstructured data. PBSS fulfills the 

security requirements and the searching is efficient and accurate. 

1.3. SCOPE OF THESIS 

The data owners outsource the confidential data to cloud after apply encryption techniques. 

These encryption techniques make search operations difficult to perform on data. The data user 

for searching in documents need to decrypt documents which take a lot of time. Different authors 

have proposed searchable encryption techniques which are not efficient and accurate. These 

searchable encryption techniques lack the ranking of document for most relevance. For 

encrypted unstructured data a secure, efficient and accurate searchable encryption technique is 

always needed. Moreover no sentence search technique has been proposed in literature so far. 

Therefore there is a need of secure sentence search technique for encrypted unstructured data. 

This research solves the problemof sentence search for encrypted unstructured data. The 

technique proposed and implemented in this research is secure, efficient and accurate. Ranking 

of documents is calculated on most relevance criteria. A preprocessing of data is required to 

achieve secure sentence search in efficient way. After preprocessing of data a secure encrypted 

index is generated. The encrypted index is used for performing the search operations. The 
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security is achieved as the index and the original documents are encrypted and efficiently 

searchable. The data on cloud become secure and privacy preserved.  

1.4. PROBLEM DEFINITION 

Sentence search on encrypted cloud data is not possible till now. Only keywords searching 

techniques have been discussed in literature. The problem identified in this research is sentence 

searches on the encrypted cloud data. The traditional search mechanism for unstructured data is 

linear search in which user has to decrypt documents for searching. This decryption of 

documents takes a lot of time for searching. The aim of this research is to provide a sentence 

search mechanism which does not decrypt the documents to perform search operation. To avoid 

the decryption time a preprocessed index is needed on which search operation can be performed. 

The preprocessed index should also be secure and does not reveal any information about the 

document or searched sentence. The search needed to be efficient and accurate. The questions to 

be answered in this research are as follows: 

1. How to create preprocessed index to perform search operation? 

2. Will the preprocessed index be secure and encrypted? 

3. How encrypted search can be provided in efficient and accurate manner? 

4. How sentence based search can be achieved using positions of keywords in the 

documents? 

5. How the accuracy for most relevant document in search can be achieved? 

6. How the proposed model achieves data confidentiality i.e. the server is not aware of any 

of the information about the searched keyword as well as the data contents? 

1.5. RESEARCH CONTRIBUTION 

The contributions of this research are as follows: 

1. Encrypted index of the document is created. 

2. Encrypted index is secure for cloud environment and provide secure search. 

3. Two level of security have been introduced in PBSS. 
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4. Sentence search is provided with most relevance criteria. 

5. The retrieved searched documents are in the ranked order based on term frequency and 

standard deviation of keywords positions. 

6. Overhead of decryption before searches is reduced. 

7. The search using PBSS has been proved secure and efficient. 

8. A new technique for sentence search is proposed in this research. 

9. PBSS provides efficient and accurate sentence search as compared to the keyword based 

search. 

The proposed technique will reduce the overhead of decryption before searches and will reduce 

the search time on a considerable scale. The preprocessed index will be encrypted which will not 

reveal the identity of the documents or the document contents. The decryption is only needed 

when the relevant documents are returned to the user. 

1.6. BASIC CONCEPTS 

1.6.1. CLOUD SERVICES 

For running applications on internet various cloud services are available. There are a lot of 

service providers like Google who provide services like Gmail, Google Documents and Google 

Calendar [17]. Cloud computing services are classified into three types which are Software as a 

service (SaaS), Platform as a service (PaaS) and Infrastructure as a service (IaaS) [4], [14], 

[18],[17], [19], [20], [21].  

1.6.1.1. Software as a Service 

Theservices and applications to the customers are rentedin SaaS i.e. ready to use applications 

instead of installing those applications on their computers. Web content delivery services, and 

online word processing tools act as SaaS services. Google and salesforce.com act as SaaS service 

providers [18], [19], [21]. 
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The proposed technique is based on symmetric cryptography for encrypting the data before 

sending it to the cloud server. The data can be made secure by any techniques discussed above. 

A stream cipher has also been used in the proposed technique which is a pseudo random 

generator and is used to seed on a private key. For hashing purpose a random sized block of 

input data is transformed into a statistical unique output block of data having a fixed length. 

Different sizes of output lengths are produced using different hash algorithms. Examples of hash 

algorithms are SHA-1 (varies from SHA-256 and SHA-512), Tiger and WHIRLPOOL [25]. 

1.6.3. DOCUMENT SEARCHING TECHNIQUES 

Searchable Encryption is a technique of searching on the encrypted data. The existing works on 

searchable encryption have weakened due to identification of access patterns by hackers [26]. A 

number of techniques for searching a document have been discussed in [25] which are word sub-

match search, exact match search, regular expression search, case insensitivity search, proximity 

based queries search, natural language search, linear search and pre-processed search.  

1.6.4. BLOOM FILTERS 

Bloom filters are located in the main memory for giving fast query response and for the adoption 

of IP traceback [27], [28], [29]. On every member element of the bloom filter a set of hash 

functions are applied and hence the query speed can be increased [30].  

Bloom filter constitutes an array of ‘m’ bits which are initialized to ‘0’. On adding an element in 

the bit array a number of hash functions are applied to word. The input to all of the hashes is the 

element to be inserted into the bit array. The output from each hash function is an index to the 

array bit. Based on the return value of each hash function the bit having that offset i.e. returned 

output value bit is set to ‘1’. In order to check the presence of certain element in the bit array, it 

is checked that if any of the bit is set to ‘0’. If it is ‘0’ this element is not stored in the bit array 

[31]. 

1.7. THESIS OUTLINE 

Chapter 2 presents the literature background related to index based searchable encryption 

techniques proposed by various authors. In chapter 3 the proposed technique in detail has been 

given. Chapter 4 provides implementation details of the proposed technique. Chapter 5 presents 



Introduction 

Position based sentence search for unstructured data in cloud environment 8 

the results and analysis obtained by implementing the proposed technique. The thesis has been 

concluded with a set of contributions and recommended future work in Chapter 6.
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Chapter 2: Literature Review 
 

 

The description of various techniques for searchable encryption by different authors has been 

given in this chapter. Each paper included in literature review has been studied on the basis of 

methodology adopted by the author, advantages of and limitations if this technique is followed.  

Critical complex data when placed on the cloud server can undergo security complications. 

Therefore this data when searched by users should be present in encrypted form to vanish the 

hacking inference. For unstructured data to be outsourced on the cloud it is necessary to 

preprocess it for ensuring security. Therefore encrypted preprocessed indexes are needed to be 

created for which literature review in this chapter is helpful. In the literature various techniques 

for indexing and searching the unstructured data have been given. Also the techniques for 

performing sentence match searching have been described.  

2.1. INDEXING BASED TECHNQIUES FOR UNSTRUCTURED DATA 
N. Cao et al. addressed the problem associated with secure ranked multiple keyword search from 

large amount of data placed across the cloud [32]. The searchable encryption system for multiple 

keywords has been produced by facilitating the relevance ranking of the search results and hence 

attaining only the accurate retrieval of the results. 

For building multi keyword based searchable mechanism the ‘coordinate matching’ approach has 

been used. This approach is used to apprehend relevance of documents according to searching 

query. The method of ‘inner product similarity’ has been used for the evaluation of similarity 

measure quantitatively. Against two different threat models the two schemes for multi keyword 

ranked search for encrypted cloud data have been proposed by the authors for achieving privacy 

requirements. The technique proposed by the authors has been validated through mathematical 

designs showing low overhead over computation and communication. 

According to the attack capabilities two threat models have been considered by the authors 

which are (1) Known cipher text model and (2) Known background model. Known cipher text 

model is contains the information about the searchable index and encrypted dataset to be 
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outsourced by the data owner. Known background model contains additional information about 

the trapdoor correlations and statistical information of the original dataset. 

For both of the threat models privacy preserving schemes have been proposed by the authors to 

be followed for multi keyword ranked searching. 

Privacy preserving scheme in known cipher text model constitutes a four step process to carry on 

the multiple keyword ranked searching. The algorithm for processing these steps is as follows: 

2.1.1. ALGORITHM FOR KNOWN CIPHER TEXT MODEL 

S1: Setup: In this step the data owner randomly generates a ሺ݊ ൅ 2ሻ bit vector as ܵ and two 

ሺ݊ ൅ 2ሻ ൈ ሺ݊ ൅ 2ሻ invertible matricesሼ1ܯ,  2ሽ. The secret key ܵ௞ is also generated inܯ

the form of a 3-tuple asሼܵ, ,1ܯ   .2ሽܯ

S2: BuildIndexሺܨ, ܵ௞ሻ: A binary data vectorܦ௜ for every document ܨ௜ is generated by data 

owner where each binary bitܦ௜ሾ݆ሿrepresents whether the corresponding keyword ௝ܹ 

appears in the documentܨ௜. From ݅ܦsub index for every plaintext is generated and at the 

end the sub index for each encrypted document is generated.  

S3: Trapdoor ෙܹ : keywords to be searched in ෙܹݐ are taken as input from userand one binary 

vector ܳ is generated in this step. Each bit ܳሾ݆ሿ indicates whetherܹ݆ א ෙܹ is true or false 

and a trapdoor ܶௐෙ  is generated by applying specific encryption and splitting processes.   

S4: Queryሺܶௐෙ , ݇,  ሻ: By using trapdoor the server calculates similarity scores of everyܫ

documentܨ௜. After performing calculation all results are sorted and the top-݇ ranked id 

list ܨௐෙ  is returned by the server.  

The keyword privacy can be broken by using scale analysis attack therefore inknown 

background scheme a more advanced way for multi keyword ranked searching has been 

proposed.Privacy preserving scheme in known background model constitutes a four step process 

to carry on the multi keyword ranked searching. The algorithm for performing these steps is as 

follows: 
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2.1.2. ALGORITHM FOR KNOWN BACKGROUND MODEL 

S1: Setupሺ1݊ሻ: To eliminate fixed value of random variable all vectors are extended to 

ሺ݊ ൅ ܷ ൅ 1ሻdimension where ܷis the number of dummy keywords inserted. The data 

owner randomly generates a ሺ݊ ൅ ܷ ൅ 1ሻ-bit vector as ܵ and two ሺ݊ ൅ ܷ ൅ 1ሻ ൈ ሺ݊ ൅

ܷ ൅ 1ሻinvertible matricesሼ1ܯ,   .2ሽܯ

S2: BuildIndexሺܨ, ܵ௞ሻ: During extension of dimensions the ሺ݊ ൅ ݆ ൅ 1ሻ݄ݐentry inܦపሬሬሬԦwhere 

݆ א ሾ1, ܷሿis set to a random numberߝሺ݆ሻ. 

S3: Trapdoor ෙܹ : The entries in ܳ are set to 1 on the basis of results obtained by selection of 

ܸout of ܷdummy keywords.  

S4: Queryሺܶௐෙ , ݇, ௜ݔሺݎሻ: The similarity proportion is calculated byܫ ൅ ∑ ሻ݅ሻݒሺߝ ൅  ௜formulaݐ

by the cloud server where ݄ݐݒdummy keyword is included in ܸselected ones. 

Traditional Boolean keyword searchable encryption techniques do not support multi keywords 

ranked search over encrypted cloud data while preserving privacy as proposed in this paper. The 

limitation of the technique is the linear traversing of the whole index of all the documents for 

every search request. 

N. Cao et al. proposed a searchable encryption system by using secure ranked search [26]. 

Facility of relevance ranking search with accurate result retrieval has been provided. Statistical 

measuring approach has been used for building secure searchable ranked index.  

Traditional searchable encryption techniquesproposed in [33], [34], [35], [36], [37] allow 

keyword search through conventional Boolean search. They did not check the relevant 

documents during search. When these traditional techniques are applied to large data set for 

searching there is no exact match searchfor the users who do not have pre knowledge of 

encrypted cloud data. The document retrieval accuracy was a big issue in traditional methods.  

The authors defined problem definition in such a way that the data owner wants to outsource data 

on the cloud server after encryption. Before outsourcing the data to cloud server secure 

searchable index is needed to be created from keywords taken. When data user wants to search 

the document containing a specific keyword a trapdoor of the searched keyword is created and 
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sent to the cloud server. Cloudserver sends those selected documents to the data user in which 

keyword is matched.  

Inverted index structure for solving ranked search problem has been proposed by the authors. 

The numerical score assignment has been done on the basis of ranking function to find the most 

relevant documents against a keyword. The ranking function can be customized according to 

requirement of search. The ranking function finds out the relevance scores of all the matching 

documents against a keyword to be searched. For calculating the relevance scores of the 

documents ‘TF’ and‘IDF’ rule has been used. ‘TF’ is the term frequency which is a numerical 

value to show the number of times a keyword is appearing in a document. ‘IDF’ is the inverse 

document frequency which is calculated by dividing the total number of documents in the whole 

collection by the number of documents which contain the specific keyword to be searched.  

The basic techniqueproposedby the authors includes two phases which are (1) Setup Phase and 

(2) Retrieval Phase.  

2.1.3. ALGORITHM FOR SETUP PHASE 

The Setup phase is comprised of two algorithms i.e. Key Generation and Build Index. 

S1: In key generation step data owner executes the ‘Key Generation algorithm’ and initialize 

public and private key parameters.  

S2: In build index step the unique words are extracted from the documents to create 

searchable index.  

The data owner encrypts the documents and outsources them to the cloud server along with the 

indexes containing relevance scores in encrypted form. Order preserving mapping has been used 

to encrypt the indexes. The owner distributes the secret parameters to a group of authorized 

usersthrough broadcast encryption. 

2.1.4. ALGORITHM FOR RETRIEAVAL PHASE 

The retrieval phase is completed by two algorithms (1) Trapdoor generation by the user and (2) 

Search index by cloud server. 
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S1: In trapdoor generation it is formed against a specific keyword using Trapdoor Generation 

algorithm and trapdoor is outsourced to the cloud server.  

S2: Search index algorithm searches the index on the cloud server and a list of matched 

documents ID’s along with the order preserved encrypted relevance score is obtained as a 

result. The matched documents obtained are sent to the user in descending order of their 

ranks. 

The ranked keyword search technique improves system usability by matching documents and 

delivering in descending ranks. It is useful in the practical deployment of privacy preserving data 

hosting services in cloud computing. No implementation details have been provided by the 

authors instead only mathematical proofs have been given to validate the results.  

Curtmola et al. proposed an improved searched technique based on the previous work on index 

based searches on cloud servers [38]. Existing security definitions and shortcomings in those 

definitions have been highlighted. Two new adaptive and non-adaptive models for encryption 

have been proposed to prove the new security definitions and to provide multiuser setting.  

Curtmola proposed a technique which is based on the combination of a lookup tableሺܶሻ and 

arrayሺܣሻ. For saving the list of document identifiers in which the word is founda linked list is 

generated. Linked lists are then encrypted and before encryption a key is associated with each 

element in the list to encrypt the next element in the list. This techniqueconsists of four steps 

which are (1)ݎ݋݋݀݌ܽݎܶ (3) ,ݔ݁݀݊ܫ݈݀݅ݑܤ(2) ,݊݁݃ݕ݁ܭ and (4)݄ܵ݁ܽܿݎ. The algorithm for 

performing these steps is as follows: 

2.1.5. ALGORITHMOR AN IMPROVED SEARCHED TECHNIQUE 

S1: Three random keys are generated for݊݁݃ݕ݁ܭሺ݇ሻbased on a security parameter. These 

keys combine to form a private keyܭ.  

ܭ ൌ ሺݏ, ,ݕ ሻݖ Equation 2-1 

S2: For ݔ݁݀݊ܫ݈݀݅ݑܤሺ݇, ݅ሻ document index is built using a given key. The distinct words are 

collected from the documents. An array ሺܣሻ is constructed.For each unique worda list of 

documents is formed which contains that word. Key generation takes place for the 
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encryption of 0th element in the documents. Following operations are performed for each 

element in the document.  

1. A key is generated for each element to encrypt the next node in the set 

2. A tuple is generated which contains document identifier, the key to next tuple and 

the index of the next element in the list. 

3. Before increment of the counter the tuple is inserted into arrayሺܣሻ. 

4. A lookup table is constructed after array construction It possesses the information 

related to the value associated with every word in the document set which is as 

follows: 

൏ ሾܣሺ݂݋ݏݏ݁ݎ݀݀ܽ ଴ܰሿሻ, ݇௜బ ൐ Equation 2-2 

To ensure the security XOR operation is performed between the above value and with the 

hashed word, with the key ݕ as follows: 

݁ݑ݈ܽݒ ൌ ൏ ሾܣሺ݂݋ݏݏ݁ݎ݀݀ܽ ଴ܰሿሻ, ݇௜బ ൐ ⊕ ௬݂ሺݓ௜ሻ Equation 2-3 

A using a pseudo-random functionܨ is used to store the above values placed in the 

lookup table to be combined with the keyݖ.  

ܶሾܨ௭ሺݓ௜ሻሿ ൌ ݁ݑ݈ܽݒ Equation 2-4 

 :ሻis calculated using the following formulaݓሺݎ݋݋݀݌ܽݎܶ

௪ܶ ൌ ሺܨ௭ሺݓሻ, ሻሻݓ௬ሺܨ Equation 2-5 

S3: For ݄ܵ݁ܽܿݎሺܫ, and trapdoor valueܫ ሻthis function first picks the document indexݓܶ ௪ܶ. 

The first element of this trapdoor represents the key to the lookup table which is retrieved 

as: 

݁ݑ݈ܽݒ ൌ ܶሾ ௪ܶ↓ଵሿ Equation 2-6 

XOR operation is performed on second part of the trapdoor and the above value to get the 

tuple having following data. 
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൏ ሾܣሺ݂݋ݏݏ݁ݎ݀݀ܽ ଴ܰሿሻ, ݇௜బ ൐ ൌ ݁ݑ݈ܽݒ ⊕ܶሾ ௪ܶ↓ଶሿ Equation 2-7 

The above formula is useful for server to retrieve the information to decrypt all the 

elements in the linked list whose head is stored in ܣሾ ଴ܰሿ. The data is useful to construct a 

list of document identifiers which contain the wordݓ. The list is then returned to the 

client. 

The technique proposed by Curtmola et al. is faster as compared to previous ones. For a large 

datasetconstant search time algorithm has been provided. For the implementation of this 

technique the arrayሺܣሻ and trapdoor ௪ܶ are needed to be updated whenever the document is 

added or removed which is a drawback. 

Park et al. proposed two approaches for enabling searchable encryption on cloud server [39]. The 

approaches described are(1) efficiency and (2) searching in cloud data center. Two techniques of 

efficiency and group search for practical keyword index search–I and search–II have been 

proposed by these authors. The analysis of group search security and keyword index search 

security has been done. Similarly the efficient performance of proposed encrypted database has 

been calculated. Safe and secure search has been assured by analyzing keyword index search 

security without re-encryption of all the documents. 

The steps involved in conducting the efficient searched based technique proposed by the authors 

are݈ܵܽݒ݁݅ݎݐܴ݁ ,݊݁ܩ݌ܽݎܶ ,ܿ݊ܧܿ݋ܦ, ݊݁ܩ݀݊ܫ,݊݁ܩݕ݁ܭ,ܽݎܽܲݏݕ  and ܿ݁ܦ. Theܵܽݎܽܲݏݕሺ1݇ሻ 

takes a security parameter ݇and outputs a system parameter 1. 1 indicates the elements to set out 

the encrypted database system.  

2.1.6. ALGORITHM FOR CONDUCTING EFFICIENT SEARCH 

S1: In݊݁ܩݕ݁ܭሺ1ሻfunctkion it takes 1 as an input and generates user’s group session key 

setሼ݃݇ሽ, index generation key setሼ݅݇ሽ and document encryption key setሼ݀݇ሽ. 

S2: The ݊݁ܩ݀݊ܫሺ݅݇ , ܹሻfunction it takes input index generation key set ݅݇and a keyword 

setܹ. Output is index list table. 

S3: The ܿ݊ܧܿ݋ܦሺ݀݇,  ሻ function encryptsdocument using encryption key ݀݇and aܦ

documentܦ. 
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S4: The ܶ݊݁ܩ݌ܽݎሺݓ, ݅݇ሻfunction takes a keyword ݓand index generation key݅݇. Trapdoor 

௪ܶ is obtained by the encryption of keyword ݓand index generation key ݅݇.  

S5: The ܴ݈݁ܽݒ݅ݎݐሺ ௪ܶሻfunction takes trapdoor ௪ܶ as an input. If trapdoor is present in the 

index list then the output is obtained in the form of encrypted documents that map the 

identifiers of the matching values in the index list table. 

S6: In ܿ݁ܦሺܧሺܦሻ, ݀݇ function the document is decrypted by document encryption key ݀݇and 

encrypted documentܧሺܦሻ. 

Indexes are not secure in the above described technique and any third party might be able to 

deduce contents of data from the index. The common keywords from any two documents can 

even be traced by adversary. 

Sun-Ho Lee and Im-Yeong Lee proposed a technique for searchable encryption by which user 

can share data with others [40]. The search has been made possible by securely generating 

encrypted searchable index and re-encrypting it. The technique proposed for getting the desired 

results constitutes key generation and the keys for re-encryption are generated if the user wants 

to share own data with other users. The user generates the trapdoor of keywords witha secret key 

for performing search. The decryption of data is performed only by the authorized users. 

Data confidentiality, quick search speed, and efficiency in communication volume due to only 

one round check for communication process have been achieved by using this technique. On the 

other hand there is no technical and experimental proof for the validation for this technique. 

Jin Li et al. formalized the problem of operational fuzzy keyword search over encrypted cloud 

data with the preservation of keyword privacy [41]. The authors proposed a technique which 

solves the problem of exact match search or closest match for the input keywords. Two advanced 

techniques for fuzzy keyword set generation have been developed. A symbol based trie-traverse 

searching technique has also been proposed. Efficiency of the proposed system has been 

analyzed through experimentation. Each document placed on the server has been indexed for 

distinct set of keywords. Fuzzy keyword sets have been constructed by using two advanced 

techniques i.e. wildcard-based fuzzy set construction and gram-based fuzzy set construction. On 

the basis of algorithms defined in the paper statistical evaluation of results have been shown by 

the authors.  
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Tamboli et al. proposed a technique of fuzzy keyword search for retrieving exactly matched 

documents [42]. It provides the ability to search the closest possible matching document if the 

exact match does not exist. For quantification of keyword similarity the idea of edit distance has 

been used. This system provides the facility to encrypt the text files, image files, and video files. 

Security has been ensured by the encryption of the data to be searched by the user. Various 

algorithms have been proposed for the creation of fuzzy set. The basic technique follows the 

process such that at first the keyword is taken as an input and in a database fuzzy set is 

maintained. The documents which are matched are returned by the database. A private key id is 

used for the decryption of searched document. The technique provides an efficient search and 

concept of exact search is also introduced. Experimental results are shown which do not truly 

demonstrate the analytical scenario of the experiments. 

N. Caoet al. proposed feature based index to solve the problem of privacy preserving queries over 

graph structured data in cloud computing [43]. Security has also been achieved by the authors for 

fulfilling strict privacy requirements. The principle of filtering and verification has been used to 

validate the proposed technique. On the basis of known background threat model a secure inner 

product computation technique has been used for achieving various privacy requirements.  

The algorithm for proposed framework is defined below: 

2.1.7. ALGORITHM FOR SECURE INNER PRODUCT COMPUTATION 

S1: FSCon: Graph dataset is taken by this function and a feature set is built on the basis of 

this dataset.  

S2: KeyGen: This function takes a secret key as an input a symmetric key is obtained as a 

result.  

S3: BuildIndex: This function takes graph data set and symmetric key as an input and a 

searchable index is received as and output. 

S4: TDGen: In this function graph data set and symmetric keys are taken as input and a 

trapdoor is obtained as output. 

S5: Query: Trapdoor and searchable index are taken as input values to retrieve the data set to 

be searched from the graph.  



PBSS Technique 

Position based sentence search for unstructured data in cloud environment 18 

The feature set building, key generation and preprocessed index generation takes place at data 

owner level whereas query algorithm is run by the cloud server. Privacy requirements for index, 

trapdoor and feature set have also been fulfilled by using this technique.  Mathematical proofs in 

the form of algorithms have been given to prove the validity of the proposed technique results. 

Narayanet al. proposed a technique to provide privacy preserving electronic health record 

management system (EHR) [44]. EHR has been constructed by the combination of both attribute 

based cryptography and public key encryption with keyword search. The purpose of the research 

was to provide a dynamic, flexible, privacy preserved and a scalable system which guarantees the 

security achievement. The main aim was to keep the patients’ files confidential and to assure no 

data leakage on the cloud server. The actual data to be outsourced on the cloud is encrypted in the 

form of searchable indexes.  

The algorithm proposed for constructing EHR is as follows: 

2.1.8. ALGORITHM FOR EHR CONSTRUCTION 

S1: Store File: A new file and a locator tag are stored by using this function where each file is 

stored in the form of encrypted indexes.  

S2: Set Access: An access to the encrypted files is granted to only the privileged users by 

using this function.  

S3: Revoke Access: The access to encrypted files is revoked by the healthcare provider to 

some users whom the provider does not allow to access the data.  

S4: Delegate: A private key for health care provider is built with the help of this function.  

S5: Keyword Search: When health care provider has a secret key then the search can be 

easily supported. The search is provided on the encrypted indexed files such that the 

cloud server gets no knowledge about the data placed over it.  

The proposed technique has ensured data confidentiality and data privacy issues. This technique 

has higher computational costs due to re encryption of records while updating the data. 

Ming Li et al. addressed the problem associated with private keyword searches on encrypted data 

of personal health records [45]. This problem became very challenging when a keyword was 
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being searched by multiple users. Authors have proposed a scalable and fine grained 

authorization framework for searching over encrypted personal health records. In public domain 

this framework provides high level scalability for personal health record applications. The 

proposed technique supports document privacy, query privacy, multiple keywords searching, and 

revocation of search capabilities. Two types of keyword indexes have been generated. All the 

files of personal health record of owner are saved as one index. Secondly individual index for 

each single file inside the personal health record is saved. 

The algorithm proposed for authorized private keyword search is as follows: 

2.1.9. ALGORITHM FOR AUTHORIZED PRIVATE KEYWORD SEARCH 

S1: Setup: This function takes an input security parameter and outputs a master private key 

and a public parameter.  

S2: GenIndex: This function encrypts the index and outputs a searchable index.  

S3: GenCap: This function outputs a search trapdoor to be matched with the searched 

keyword.  

S4: Search: This function returns the corresponding file if the searched keyword matches 

with the trapdoor.  

With the help of theoretical evaluation it has been shown that the proposed technique is helpful 

in practical usage. 

Treesa Maria Vincent Mrs.J.Sakunthala discussed various concepts for searchable encryption in 

cloud environment [46]. Concepts of encrypted storage, relevance score, one-to-many order 

preserving mapping, privacy enabled data searching technique and ranked search concepts have 

been defined. Authors aimed to propose a framework which rank order the documents retrieved 

as a result of a searched keyword. The resultant framework follows the process of searching in 

such a way that initially to search a document a user inputs a keyword. A trapdoor of a keyword 

is sent to the cloud server. When the cloud server gets the search request it searches the index 

and corresponding set of documents are sent to the user. In order to have secured ranking and 

improved retrieval of documents frequency based scoring technique has been proposed by the 

authors.  
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Rajeev Bedi et al. discussed two different frameworks for privacy preserving cloud storage on 

the basis of their feasibility, security and running overhead [47]. Framework I constitute data 

organization design, key management, user’s access rights, data operations and symmetric 

encryption for data privacy preservation over cloud server. Framework II constitute key 

management, symmetric and asymmetric encryption to secure sensitive data of users and bloom 

filters for retrieving cipher text.  

2.1.10. ALGORITHM FOR PRIVACY PRESERVING FRAMEWORKS 

Algorithm discussed for framework I is as follows:  

S1: The data sent by the owner is encrypted with the help of a key. Indexes are generated. 

S2: User requests to retrieve some keyword from encrypted indexes. 

S3: The identity of user is verified and after verification the searched keyword is checked if it 

matches or not.  

S4: The authenticated users are given certificates and the retrieved document containing the 

searched keyword is sent to certified user only.  

S5: The document is decrypted by the user to obtain the original data.  

Algorithm discussed for framework II is as follows:  

S1: By symmetric encryption with the help of a key each of the documents is encrypted. By 

asymmetric encryption with the help of a key pair the keywords present in each document 

are encrypted. Bloom filter is produced and encrypted indexed keywords are placed on 

the cloud server.  

S2: User is given authorization from owner and certificate is assigned. When user searches 

for a keyword his authorization is checked and search is performed for certified users 

only.  

S3: The requested keywords are checked for similarity on the cloud server. If match occurs 

the specific document containing the keyword is returned to the certified user.  



PBSS Technique 

Position based sentence search for unstructured data in cloud environment 21 

The analysis of both the frameworks shows that framework II is better as compared to 

framework I w.r.t key management, owner privacy preservation, and computing overhead.  

Ming Li et al.identified the challenges and problemsagainst the flexible, efficient and privacy 

assured outsourced cloud services [48]. Authors have focused on two kinds of search 

functionalities i.e. ranked keyword search and search over structured data. Existing techniques 

for carrying out search over the outsourced data, their advantages and limitations have been 

studied by the authors. On the basis of these existing techniques a framework for privacy assured 

search in cloud has been given.  

The algorithm for the framework proposed for privacy assured keyword search is as follows: 

2.1.11. ALGORITHM FOR PRIVACY ASSURED KEWYORD SEARCH 

S1: Setup:A security parameter is taken as an input to thisfunction and a secret key is 

obtained as an output. This secret key is used later by the authorized users and owner.  

S2: IndexGen: From the dataset for each file index is generated and is out sourced to the 

cloud server. The data files are also encrypted. 

S3: TrapdoorGen: A trapdoor is generated as a result of this function with the help of a secret 

key.  

S4: Search: Similarity match is done in this function and a keyword is searched. The searched 

keyword is matched with the trapdoor produced in step S3. If matched it is returned to the 

user.  

The problems associated with privacy assured keyword search functionalities have also been 

studied by the authors for cloud data services.  

Swaminathan et al. introduced a framework for confidentiality of ranked ordered large set of 

documents [49]. The framework provides protection of searched keyword, whole set of 

documents and data center security. Relevance scoring method and order preserving technique 

has been used to protect data and provide efficient search. The proposed technique processes in 

such a way that at first pre-processing occurs for all the stored documents. The encrypted indexes 

are formed and a secure term frequency table is built so that accurate information retrieval is 
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attained. When a user wants to search a keyword form the encrypted indexes it is hashed using 

the same key used during indexing. Using a search function the match is done to retrieve the 

documents containing searched keyword. Results have been obtained to show the efficiency of 

the proposed technique with the help of mathematical evaluation.  

2.2. ANALYSIS 
For highlighting the efficiency analysis of the above discussed techniques a brief comparison has 

been given below. 

N. Cao et al. [32] proposed a searchable encryption technique for multiple keyword searches 

from large amount of data placed on the cloud using secure ranking. For this purpose the concept 

of coordinate matching and inner product similarity has been used. Linear traversing of the 

whole index for every search request is an overhead for this technique. 

N. Cao et al. [26] addressed the problem associated with keyword search on the basis of secure 

ranking. No implementation details have been provided by the author. Only mathematical proofs 

have been provided for finding results.  

Curtmola et al. [38] reviewed the index based searches in existed techniques and proposed an 

improved technique based on traditional ones.No results and analysis have been discussed in this 

research. Only the theoretical details have been given. 

Park et al. [39] described efficiency analysis and searching on cloud servers. This research does 

not support the data security at server level. Any third party might be able to deduce the contents 

of data from the index placed over the cloud. Therefore this technique is not secure enough for 

cloud servers. 

Sun-Ho Lee and Im-Yeong Lee [40] proposed a searchable encryption technique by index 

generation. No experimental evaluation of the results has been given. Only the theoretical 

evaluation has been done.  

Jin Li et al. formalized the problem of operational fuzzy keyword search over encrypted cloud 

data with the preservation of keyword privacy [41]. No string searching has been proposed. Only 

algorithm for multiple keywords has been given.  
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Tamboli et al. proposed a technique of fuzzy keyword search for retrieving exactly matched 

documents [42].Experimental results are shown which do not truly demonstrate the analytical 

scenario of the experiments. 

N. Caoet al. proposed feature based index to solve the problem of privacy preserving queries over 

graph structured data in cloud computing [43]. Mathematical proofs in the form of algorithms 

have been given to prove the validity of the proposed technique results. The technique lacks the 

implementation details.  

Narayanet al. proposed a technique to provide privacy preserving electronic health record 

management system (EHR) [44]. The proposed technique has ensured data confidentiality and 

data privacy issues. This technique has higher computational costs due to re encryption of 

records while updating the data. 

Ming Li et al. [45] addressed the problem associated with private keyword searches on encrypted 

data of personal health records. A scalable and fine grained authorization framework for 

searching over encrypted personal health record system has been proposed. Theoretical 

evaluation has been done to validate the proposed technique.  

Treesa Maria Vincent Mrs.J.Sakunthala [46] discussed various concepts for searchable 

encryption in cloud environment. Authors proposed a framework which rank order the 

documents retrieved as a result of a searched keyword. Frequency based scoring has been done.  

Rajeev Bedi et al. [47] discussed two different frameworks for privacy preserving cloud storage 

on the basis of their feasibility, security and running overhead. Performance of both frameworks 

has been checked using statistical measures.  

Ming Li et al. [48] identified the challenges and problems against the flexible, efficient and 

privacy assured outsourced cloud services. Ranked keyword search and search over structured 

data has been focused by the authors. On the basis of these existing techniques a framework for 

privacy assured search in cloud has been given. No experimental or statistical evaluation has 

been done to validate the proposed framework.  
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Swaminathan et al. [49] introduced a framework for confidentiality of ranked ordered large set of 

documents. The framework provides protection of searched keyword, whole set of documents 

and data center security. Mathematical evaluation has been done to validate this framework. 

The techniques discussed by various authors in literature have been summarized in Table 2.1. 

This table comprises the application context of each domain, the discussed technique by each 

author, and the validation approach for the corresponding technique.  

Table 2.1: Summary of reviewed techniques 

Author Focus and Context Technique Validation 

N. Cao et al. [32] 1. Multiple keyword searching 
having secured ranked search 
using coordinate matching and 
inner product similarity 

2. Achieving privacy and efficiency 

Two multi-
keyword ranked 
search techniques 
based on indexing 

Mathematicalreasoning

N. Cao et al. [26] 1. Single Keyword search based on 
secure ranking 

2. Relevance scoring for ranked 
providing ranked search 

Indexed search Mathematical 
reasoning 

Curtmola et al. [38] 1. Keyword search by the proposal 
of a new technique based on the 
previous studies 

2. Security definitions approval 
using two new adaptive and non-
adaptive models of encryption 

Indexing using 
Lookup Table and 
Linked lists  

Theoretical reasoning 

Park et al. [39] 1. Keyword search and Efficiency 
analysis  

2. No focus on security  

Indexed search Mathematical 
reasoning  

Sun-Ho Lee and 
Im-Yeong Lee [40] 

1. Searchable encryption technique 
for keyword search 

2. Efficiency analysis 

Indexed search
  

Theoretical reasoning  

Jin Li et al. [41] 1. Operational fuzzy keyword 
search 

2. Keyword privacy preservation 

Indexed search Statistical evaluation 
on the basis of 
Mathematical 
reasoning 
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Tamboli et al. [42] 1. Fuzzy keyword searching 
2. Retrieval of closest possible 

matched document if exact 
match does not exist 

Linear search Experimental 
evaluation  

N. Cao et al. [43] 1. Feature based index technique 
for handling queries over graph 
structured data 

2. Security achievement by using 
inner product computation 
technique 

Indexed search Experimental 
evaluation based on 
mathematical 
reasoning  

Narayan et al. [44] 1. Provision of privacy preserved 
electronic health record system 

2. Attribute based cryptography and 
public key encryption used for 
keyword search 

Indexed search Comparative analysis 

Ming Li et al. [45] 1. Private keyword search on 
encrypted data of personal health 
records 

2. Scalable and fine grained 
authorization framework 

3. Privacy preservation 

Indexed search Theoretical reasoning 

Treesa Maria 
Vincent 
Mrs.J.Sakunthala 
[46] 

1. Discussion of various searchable 
encryption concepts 

2. Frequency based scoring 
3. Efficiency analysis 

Indexed search Analysis not done 

Rajeev Bedi et al. 
[47] 

1. Two frameworks for privacy 
preserving cloud storage  

2. Key management, user’s access 
rights, data operations and 
symmetric encryption for data 
privacy preservation over cloud 
server 

Indexed search Statistical analysis 

Ming Li et al. [48] 1. Ranked keyword search  
2. Privacy assured search in cloud 

based on existing techniques 
3. Flexible and efficient search 

mechanism 

Indexed search Analysis not done 

Swaminathan et al. 
[49] 

1. A confidential framework for 
ranked ordered search 

2. Protection of keyword, data 
center and whole set of 
documents 

 

Indexed search Mathematical 
reasoning  
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Chapter 3: PBSS Technique 
 

This chapter focuses on the model proposed against the problem definition. The features and 

limitations of the proposed system have been defined. The algorithmsof the proposed technique 

have been discussed. 

3.1. PROBLEM STATEMENT 

Sentence search on encrypted cloud data is not possible till now. Only keywords searching 

techniques have been discussed in literature. The problem identified in this research is sentence 

searches on the encrypted cloud data. The traditional search mechanism for unstructured data is 

linear search in which user has to decrypt documents for searching. This decryption of 

documents takes a lot of time for searching. The aim of this research is to provide a sentence 

search mechanism which does not decrypt the documents to perform search operation. To avoid 

the decryption time a preprocessed index is needed on which search operation can be performed. 

The preprocessed index should also be secure and does not reveal any information about the 

document or searched sentence. The search needed to be efficient and accurate. The questions to 

be answered in this research are as follows: 

1. How to create preprocessed index to perform search operation? 

2. Will the preprocessed index be secure and encrypted? 

3. How encrypted search can be provided in efficient and accurate manner? 

4. How sentence based search can be achieved using positions of keywords in the 

documents? 

5. How the accuracy for most relevant document in search can be achieved? 

6. How the proposed model achieves data confidentiality i.e. the server is not aware of any 

of the information about the searched keyword as well as the data contents? 
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3.2. PROBLEM SOLUTION 

For the problem discussed in section 3.1 PBSS technique is proposed for sentence searching. 

PBSS is fast accurate and efficient for sentence searches as it provide more accurate result in 

short period of time. PBSS preprocesses the document and generates the document index for 

searching. The preprocessed index is fast and accurate for searching. Documents are returned on 

most relevance which is found by mean SD and TF discussed in section 3.4.2.9. PBSS technique 

comprise of two main steps Indexing which is preprocessing of documents and Searching to find 

most relevant document according to the searched sentence. Two security levels have been 

implemented in PBSS trapdoors and codewords for both Indexing and Searching. Bloom filters 

have been used to make the codewords more secure and confidential. Different hash algorithms 

are used to obtain the required security level which can be customized. The data owner can use 

more secure and customized hash algorithms for PBSS. The documents are made secure by using 

AES standard 256 bit encryption technique.  

Cloud server is unaware of the document content as documents are in encrypted form. During 

searching the cloud server cannot learn any information about the searched sentences or the 

encrypted index. The searched sentence keywords are sent to cloud after applying two security 

parameter discussed earlier so cloud server or malicious users are unaware of what is searched. 

3.2.1. BLOOM FILTER FOR SECURITY ACHIEVEMENT 

Bloom filter is a data structure used for fast membership test. Bloom filters are used in PBSS for 

achieving second security level Generate Codeword discussed in section 3.4.1.4. 

Bloom filter is an array where different element can be stored on different bit positions. A fixed 

length array is initialized to ‘0’ all bit positions. Fixed numbers of hash function are applied on 

any element to get bit positions for the element to be stored in the bloom filter.Example of bloom 

filter with three hash function is shown in Figure 3.1. 
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Figure 3.1: Bloom filter using three hash functions 

In Figure 3.1x, y and z are three words added to the bloom filter using three hash functions each 

line shows one hash function and these tree line combine to represent a complete word in the 

bloom filter. The bit position indicated by hash function is made ‘1’ if its ‘0’. Two or more hash 

functions can point to same bit position and this problem is called false positive rate. The false 

positive rate can be minimized by the use of more than three hash function to represent a word 

and the length of array can also be increased accordingly.  

To check for the membership of the element or word in the bloom filter three hash function are 

applied as in above example. If all the bit position indicated by hashed values are ‘1’ in the 

bloom filter array it means the element is present. If any of the bits is ‘0’ the element is not a 

member of this bloom filter.  

The security level in PBSS is achieved by bloom filter in such a way that trapdoors are added to 

the bloom filter using five hash algorithms. The bits positions obtained are concatenated which 

are called codewords for that trapdoors. 

The space needed to store a bloom filter is small as compared to the amount of data belonging to 

the set being tested. The time required to check the membership of an element is not dependent 

on the number of elements contained in the set. False negatives are not possible but false 

positives are possible to occur and their frequency can be controlled [31].  

3.3. PBSS FRAMEWORK 

The basic techniquefor proposed model constitutes two phases which are: 

S1: Indexing 
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S2: Searching 

Three entities are involved in complete operations: 

1. Data Owner 

2. Data User 

3. Cloud Server 

For all documents of the data owner indexing is performed. When data owner uploads the 

document to the server its encrypted index is created and the original document after encryption 

(asymmetric or symmetric) is uploaded to the cloud. Now the cloud has encrypted indexes of 

documents and the encrypted documents. During search of sentences two possible scenarios can 

be used to achieve security and privacy of search sentence. The sentence which data user wants 

to search can be sent directly to cloud after converting to codewords. The codewords are 

generated by the same steps as in indexing. For this case the data owner has to share the 

codeword generation steps with data user and the secret keys as well. In second case the data 

users can send the searched sentence to the data owner who will convert them to codewords and 

will send to cloud server to perform search using PBSS. 

When sentence in form of codewords is sent to the cloud the cloud server check the documents 

indexes and select those documents which contain the codewords. After the data selection from 

indexes PBSS algorithm is performed and matches the searched sentence in the selected 

documents data. On the basis of standard deviation (SD) and term frequency (TF) the documents 

are ranked. The ranked documents are then decrypted and original documents are returned to 

data user on request. 

If extracted keywords from sentence are present at consecutive positions in the document then it 

is returned. If extracted keywords are present at different positions then SD of all positions is 

calculated and TF of the extracted keywords is calculated in the documents. The documents are 

ranked by given formula: 

ܴܽ݊݇ ൌ 0.4 ൈ ܦܵ  െ 0.6 ൈ ܨ Equation 3-1 
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3.4. PBSS TECHNIQUE 

In PBSS index of the document is generated. The index is generated by converting all keywords 

form the document to codewords and then storing the codewords to secure database for searching. 

All distinct keywords after removal of stop words are represented by codewords and codewords 

are generated by following two security parameters explained in the indexing process. The 

proposed scheme consists of two phases which are indexing and searching.  

3.4.1. INDEXING 

The steps performed in Indexingare as follows: 

3.4.1.1. Input Document 
All documents from data owner which need to be outsourced to the cloud are scanned. All distinct 

keywords form the document are collected and stop words are removed from this collection. Stop 

words are those words which help to complete the sentence but itself has no meaning. Examples 

of stop words are‘the’, ‘a’, ‘an’, ‘be’, ‘either’, ‘my’, ‘not’, ‘of’. Only meaningful key words are 

indexed during indexing which will reduce the space overhead of indexes and faster indexing is 

achieved.  

3.4.1.2. Generate Master Key and Split 
A Master Key is generated which is used to get eight split keys. The eight split keys are used in 

trapdoor generation step to generate secure and unpredictable trapdoors. Master key is generated 

by taking the hash of user selected password i.e. ܵ512ܣܪof the security parameter.  

௞ܯ ൌ ሻ݀ݎ݋ݓݏݏܽ݌512ሺܣܪܵ Equation 3-2 

 ௞is then split into a set of eight keys. These eight splitkeys are used in trapdoor generation stepܯ

to secure the trapdoors. 

:௞ܯ ݇ଵ, ݇ଶ, ݇ଷ, ݇ଷ, ݇ସ, ݇ହ, ݇଺, ݇଻, ଼݇ Equation 3-3 

3.4.1.3. Generate Trapdoor 
Trapdoor generation is the first security parameter to secure the keywords from document. All the 

keywordsfrom document are concatenated with all eight key and hash is applied on each 

concatenated value. The eight hashed values are then concatenated with coma inside to get a 

trapdoor. The hash function used in this step is of data owner choice. Any hash algorithm can be 
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used by data owner for generating trapdoors. The trapdoor obtained from above technique is 

represented in formula as shown below. 

:ݎ݋݋݀݌ܽݎܶ ݂ሺ݇ଵ ൅ ,ሻ݀ݎ݋ݓ ݂ሺ݇ଶ ൅ ሻ݀ݎ݋ݓ … ݂ሺ଼݇ ൅  ሻ Equation 3-4݀ݎ݋ݓ

3.4.1.4. Generate Codeword 
The generate codewords step is second security parameter which enhances the security of 

keyword’s trapdoor generated in the above step. The trapdoor is sent to bloom filter to get 

codewords. Codewords are bit positions obtained for each trapdoor when crc32 hash algorithm is 

applied on it. Depending on the document length the false rate can increase or decrease. If length 

of file is large then large false positive rate is expected. To avoid this problem the number of bit 

positions for a trapdoor can be varied. Currently we are using 5 bit positions to storea trapdoor. It 

means one trapdoor is stored on five bit positions. For this purpose five time crc32 hash algorithm 

is applied on the trapdoor with five uniform random numbers. Using five uniform random 

numbers enables the bloom filter to always generate same bit position for one trapdoor. The 

codewords generation formula is as follows: 

݀ݎ݋ݓ݁݀݋ܿ ൌ ݄ݏ݄ܽ 5 ݏ݋݈݃ܽ ሺܶݎ݋݋݀݌ܽݎሻ ൌ൐ 5 ݐܾ݅  Equation 3-5 ݏ݊݋݅ݐݏ݋݌

3.4.1.5. Find Positions 
Find positions of the keywords extracted from the document. Position of the keywords is the 

absolute place where keyword is present in the document. These positions will be used during 

sentence search in PBSS. All keywords have been converted to codewords and codeword will 

have the same position in document which its original keyword has. 

3.4.1.6. Upload to Cloud 
Upload encrypted document index, encrypted document and documents id on to the cloud server. 

As all the data is in encrypted form the cloud is unable to identify any document content or 

indexes. This makes the index and documents secure and private. The uploadingof sensitive and 

confidential data to cloud is secure and privacy preserved. 
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3.4.2. SEARCHING 

The steps performed during search are as follows: 

3.4.2.1. Input Sentence 
When a user searches for a sentence stop words are removed from it. The important keywords are 

extracted from the input sentence. The stop words removal produces less number of combinations 

in Find Combinations step which will be explained further in its section. As stop words are also 

removed in indexing step which makes the indexing faster and search as well. 

3.4.2.2. Generate Master Key and Split 
Mater key is generated and split in to eight distinct keys. This step is same as performed during 

indexing step. The formula for generating master key and then splitting it into eight keys is shown 

below:  

௞ܯ ൌ ሻ݀ݎ݋ݓݏݏܽ݌512ሺܣܪܵ Equation 3-6 

Formula for splitting master key to eight split keys: 

:௞ܯ ݇ଵ, ݇ଶ, ݇ଷ, ݇ଷ, ݇ସ, ݇ହ, ݇଺, ݇଻, ଼݇ Equation 3-7 

3.4.2.3. Generate Trapdoor 
For all the keywords of the input sentence a trapdoor is generated. The generate trapdoor step is 

same as explained in indexing. When a user searches a sentence stop words are removed from it. 

All extracted keywords are concatenated with each of the eight keys and hash is applied on them 

such that the following operation is performed:  

:ݎ݋݋݀݌ܽݎܶ ݂ሺ݇ଵ ൅ ,ሻ݀ݎ݋ݓݕ݁݇ ݂ሺ݇ଶ ൅ ሻ݀ݎ݋ݓݕ݁݇ … ݂ሺ଼݇ ൅  ሻ Equation 3-8݀ݎ݋ݓݕ݁݇

The eight keys used in above equation to be concatenated with the keyword are same which were 

produced during Generate Master Key and Split. These keys remain the same throughout the 

process.  

3.4.2.4. Generate Codeword 
The trapdoors generated in the above steps are converted to codewords. The extracted keywords 

from the sentence are converted to codewords which will be matched in the document 

indexesduring search using PBSS technique. It is done in such a way that the trapdoor obtained 
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for extracted keyword’s trapdoor in above step is sent to the bloom filter and five hashes are 

applied on it to get the bit positions. These bit positions are then combined to form a codeword.  

݀ݎ݋ݓ݁݀݋ܿ ൌ ݎ݋݋݀݌ܽݎሺܶ ݏ݋݈݃ܽ ݄ݏ݄ܽ 5 ݎ݋݂ ሻ݀ݎ݋ݓݕ݁݇ ൌ൐ 5 ݐܾ݅  Equation 3-9 ݏ݊݋݅ݐݏ݋݌

3.4.2.5. Select Query 
Find documents from encrypted indexes which contain search sentence keywords. The extracted 

keyword’s codewords from the searched sentence are checked in the encrypted indexes of 

documents. The documents which contain the extracted keyword’s codewords are returned with 

codewords and position of matched codewords. 

3.4.2.6. Arrange Selection 
The resulted documents form Select Query step are now arranged in such a way the all the 

codewords and their position are placed under the document which contains them. The codewords 

and their positions are properly placed under the document from which they have been extracted 

and stored in index during indexing. 

3.4.2.7. Find Combinations 
Arranged Selection is taken as input and combinations of codewords are found which can make a 

possible sentence match. All possible combinationsare considered which can be a part of the 

sentence for example if user searches ‘Searchable encryption techniques in literature’ then 

possible combination may be as follows: 

1. Searchable encryption techniques in literature 

2. encryption techniques in literature 

3. techniques in literature 

These can be the possible combinations for sentence match.  PBSS considers all possible 

combination of sentence during sentence match. 

3.4.2.8. Calculate Mean SD and TF 
Calculate SD of all possible combinations found in Find Combinations Step and take mean of 

these SD values.  Find TF of all searched sentence keywords matched in documents. 

3.4.2.9. Rank and Return Document List 
Documents are arranged in ascending order of their ranks. The ranks are calculated by formula 

given below. The document with the minimum rank value is most relevant. The document with 
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minimum SD means that spread of search sentence keyword is less in the document. If spread is 

less than possibility of sentence match is highest. If TF is high the document is most relevant. 

Combining these two parameter documents are ranked by given formula:  

ܴܽ݊݇ ൌ 0.4 ൈ ܦܵ  െ 0.6 ൈ ܨܶ Equation 3-10 

After calculation of ranks the ranked document list is returned to the user. Documents are only 

decrypted on data user request. 

3.4.3. GRAPHICAL REPRESENTATION OF PBSS 

In this section the step involved in Indexing and Searching steps are shown in detail. The flow 

diagram explains the steps involved in Indexing and Searching. 

3.4.3.1. Graphical representation for Indexing 
The flow diagram of the Indexing is shown in Figure 3.3 on next page.The steps briefly explain 

the process involved in indexing. First of all a document is taken as input and keywords are 

extracted from it after removing stop words. Trapdoors are generated for all keywords by generate 

trapdoor step. These trapdoors are sent to bloom filter to get codewords. 

The bloom filter applies hash on trapdoors and returns five distinct bit positions for the trapdoor. 

The five distinct bit positions combine to give a codewords. Finally in find position step the 

codewords are given positions. The positions assigned to codewords are same as their keywords 

have in the document. 

3.4.3.2. Graphical representation for Searching 
The graphical model of Searching is shown in Figure 3.4. The flow of searching is shown in detail 

in Figure 3.4.For search after the input sentence the processes up to Generate Codeword are same 

as in indexing. These steps ensure the security levels have been achieved so that sentence or 

keywords searched should not be predicted by cloud server or malicious users.  

After Generate Codeword related document are selected form the document indexes in Select 

Query step. The selected documents are then arranged in Arrange Selection step. All possible 

combinations of the arranged data are found in Find Combinations Step.  

The mean SD of all combinations is calculated and TF of searched sentence keywords in the 

relevant documents is calculated in Calculate Mean SD and TF step. The final ranks of the 
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documents are calculated in Rank and Return Document List step and the ranked document list is 

returned. 
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Figure 3.3:Graphical representation of Indexing 
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Figure 3.4:Graphical representation of Searching 
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3.5. ADVANTAGES OF PBSS 

The advantages of PBSSare as follows: 

1. The preprocessed index of documents makes the search efficient and accurate.  

2. PBSS is a unique technique for sentence match for encrypted unstructured data in 

literature. 

3. Exact sentence match and spread sentence match is supported in PBSS. If exact match is 

found the document is select. If search sentence keywords are spread in the document 

then the relevance of the document is calculated to select it for final results. 

4. Natural Language Search is supported. 

5. Punctuation marks are supported. 

6. The sentence searching in PBSS is secure as the document indexes are encrypted by two 

security levels. The cloud or malicious users cannot predict the searched sentence, 

encrypted documents indexes and encrypted documents. 

7. PBSS is an intelligent technique as it predicts most relevant document according to the 

searched sentence of basis of SD and TF. 

8. PBSS works on pattern recognition algorithm to find combinations. 

 

3.6. LIMITATIONS OF PBSS 

The limitations of the proposed technique are as follows: 

1. Case insensitivity has not been supported.  

2. PBSS lack regular expression search. 
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Chapter 4: Implementation 
 

This chapter briefly explains implementation steps of Indexing and Searching in detail. Results 

of all implementation steps of Indexing and Searching have been shown in tables.   

4.1. IMPLEMENTATION ENVIRONMENT DETAILS 

All the required software and hardware requirement which are needed to implement any software 

system are called environment details. For implementation of PBSS following hardware and 

software specifications are used. 

4.1.1. SYSTEM SPECIFICATIONS 
System specificationconstitutes hardware and software specification. Software 
specificationshave been shown in Table 4.1. 

Table 4.1: Software specifications used for testing of PBSS 

Software Specifications 

Apache Server Version Apache/2.2.21 (Win64) PHP/5.3.8 

Php Version PHP/5.3.8  

Php My Admin Version 3.4.5 

MySQL version 5.5.16-log 

Browser Firefox/Chrome 

 

Hardware specificationshave been shown in Table 4.2.  

Table 4.2: Hardware specificationused for testing of PBSS 

Hardware Specifications 

Processor Intel ® Core ™ i5-2430M CPU @ 2.40 GHz 

Installed Memory (RAM) 4.00 GB 

System Type 64-bit Machine 
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4.2. IMPLEMENTATION OF PBSS 
The implementation of PBSS has two steps as described in proposed scheme Indexing and 

Searching. All step in Indexing and Searching will be explained with examples in this chapter. 

4.2.1. INDEXING 

4.2.1.1. Input Document 
The data owner input the document for indexing. The document is scanned to extract useful 

keywords. The stop words are removed from these keywords. The document words are separated 

on space and a collection of keywords is obtained in an array after removal of stop words. The 

indexes of this array obtained are positions of the keywords in the document. The results of this 

step are shown in Table 4.3. 

Table 4.3:Input Document 

Input Document 

Input Document  

‘Amount of searchable encryption techniques proposed in literature.’ 

Output A set of distinct words in an array with their positions 

Results Array:(     [1] =>Amount 
                    [2] =>searchable 
                    [3] =>encryption 
                    [4] =>techniques 
                    [5] =>proposed 
                    [6] =>literature.) 

 

4.2.1.2. Generate Master Key and Split 
A secret password is taken as input and SHA512 is applied on it to get a master key. The master 

key generated is split into eight equal size distinct keys. The eight keys generated will be used in 

generate trapdoor step. The master key and eight split keys generation is shown in Table 4.4. 

The eight split keys obtained in this step can also be generated with eight different passwords to 

ensure more secure trapdoors. The customized hash algorithm used can be to generate eight keys 

with eight different passwords 
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Table 4.4:Generate Master Key and Split 

Generate Master Key and Split

Input Secret password 

Output Eight split keys 

Results Array ( [0] => e6c83b282aeb2e02,   [1] => 2844595721cc00bb  
             [2] => da47cb24537c1779 , [3] => f9bb84f04039e167  
             [4] => 6e6ba8573e588da1,  [5] => 052510e3aa0a32a9  
             [6] => e55879ae22b0c2d6,  [7] => 2136fc0a3e85f8bb ) 

 

4.2.1.3. Generate Trapdoor 
Generate trapdoor is the first security level of document keywords. The eight keys generated in 

Table 4.4 are concatenated with the document keywords generated in Table 4.3. The keyword is 

concatenated with eight keys and hash is applied on each concatenated values. The hash applied 

is SHA1. The eight hashed values are concatenated with coma inside to generate a trapdoor. The 

generate trapdoor step is explained with experimental results in Table 4.5. 

Table 4.5:Generate Trapdoor 

Generate Trapdoor 

Input word, eight keys, SHA1 hash algorithm 

Output Trapdoor 

Results a104f3e24f622acbdb11b1480c21677b19eacf92,544967dc88058fe18c3e0ba1
35a6647216fadf82,958452b98248835b769cf0846dfd0b3790a943ad,3a08c7f
1b1009ff3fe0ebdddd381c243875ef00a,296708c2666e5e1502403194885f864
8719b4467,5e6f0bb55d70f70d0ae30e9b6ff1e0e745e0a408,794cc63d32fb86
d6e20fd08f563a8756106b3ccf,394a339521ebc2dea91730501860e7ca02bbbe
33 

 

4.2.1.4. Generate Codeword 
Generate codeword is second security level for documents keywords. The trapdoor generated in 

Table 4.5 is added to bloom filter. Bloom filter stores the trapdoor on five bit positions. In bloom 

filter crc32 hash algorithm is applied five times on the trapdoor after concatenation of five 

uniform random numbers to get five distinct bit positions for a trapdoor in the bloom filter. The 

five distinct positions are then concatenated to get a final codeword. The use of uniform random 

numbers helps to generate the same codewords for the same trapdoor so that during search the 
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codewords of the searched sentence can be matched with the indexed codewords. The generate 

codeword step is explained with experimental results in Table 4.6. 

Table 4.6:Generate Codeword 

Generate Codeword 

Input Trapdoor, crc32 hash algorithm 

Output Codeword 

Results Bits positions of trapdoor in bloom filter: 
Array: ([0] => 31632, [1] => 26292, [2] => 65886, [3] => 4588, [4] => 
22148) 
 
Codewords: 316322629265886458822148 

 

4.2.1.5. Find Positions 
When codewords generation is complete position are assigned to codewords. The positions are 

same as assigned to keywords during indexing. The codeword of a particular keyword will have 

the same position value which its original keyword has in the document. The codewords with 

positions are shown in Table 4.7. 

Table 4.7:Find Positions 

Find Positions 

Input Codeword 

Output Codeword with position 

Results Array:(  [1] =>5121651887716876777127128 
[2] =>316322629265886458822148 
                    [3] =>165543888265866790136263 
                    [4] =>51015109085610064143776 
                    [5] =>26407136861822859846730 
                    [6] =>4277550061025457054984  ) 

 

4.2.1.6. Upload to Cloud 
Upload encrypted document index, encrypted document and documents id’s to cloud server.The 

document index generated form the above steps is shown in as shown in Table 4.8. 
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Table 4.8:Upload to Cloud 

Upload to Cloud

Input encrypted document index, encrypted document and 
documents id’s 

 

Output Database table rows containing index values 

 

 

 

Results 

 

 

codeword position did enc_doc_name 

5121651887716876
777127128 

1 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

3163226292658864
58822148 

2 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

1655438882658667
90136263 

3 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

5101510908561006
4143776 

4 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

2640713686182285
9846730 

5 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

4277550061025457
054984 

6 3586c170e3e4262f0eb95a0cc24c5eb
b3de14504 

hfyGhJXholF3gSTb4g
== 

 

4.2.2. SEARCHING 

4.2.2.1. Input Sentence 
The data user inputs the sentence for searching. The stop words are removed from it. The 

keywords obtained from sentence are used to match sentence in document in PBSS. The input 

sentence step is same as explained in section 4.2.1.1. 

4.2.2.2. Generate Master Key and Split 
Master key is generated from the same secure password which was used in section 4.2.1.2. The 

master key is then split in to eight equal size keys to be used in trapdoor generation step. 

4.2.2.3. Generate Trapdoor 
Generate Trapdoor in searching is same as explained in section 4.2.1.3. 

4.2.2.4. Generate Codeword 
Generate Codeword in searching is same as explained in section 4.2.1.4. 
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4.2.2.5. Select Query 
The searched sentence keywords are checked in the document indexes. A single database query 

selects the document which contains these search sentence keywords. The database query and 

results of this step are shown in Table 4.9.  

Table 4.9:Select Query 

Select Query 

Input Codewords of searched sentence keywords 

Query SELECT * FROM codewords 
WHEREcodeword="5121651887716876777127128" or 
codeword="316322629265886458822148" or 
codeword="165543888265866790136263" or 
codeword="263445748736207330840281" order by did 

Output Document id’s, codewords, positions, enc_doc_name 

Results  

 

Codeword position Did enc_doc_name 

512165188771687677
7127128 

1 3586c170e3e4262f0eb95a0cc2
4c5ebb3de14504 

hfyGhJXholF3gS
Tb4g== 

316322629265886458
822148 

2 3586c170e3e4262f0eb95a0cc2
4c5ebb3de14504 

hfyGhJXholF3gS
Tb4g== 

165543888265866790
136263 

3 3586c170e3e4262f0eb95a0cc2
4c5ebb3de14504 

hfyGhJXholF3gS
Tb4g== 

316322629265886458
822148 

2 3586c170e3e4262f0eb95a0cc2
4c5ebb3de14504 

jf7yI5rholGc3cDZ
8w== 

165543888265866790
136263 

3 3586c170e3e4262f0eb95a0cc2
4c5ebb3de14504 

jf7yI5rholGc3cDZ
8w== 

 

4.2.2.6. Arrange Selection 
The selected data is arranged in such a ways that all codewords are grouped according to 

documents which contain then. The arranged selection is shown in Table 4.10. The algorithm 

used for arrangement discards those documents which contain less than two codewords due to 

the reason that a sentence search minimum needs two codewords to be a portion of the sentence 

search.  
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Table 4.10:Arrange Selection 

Arrange Selection 

Input Document id’s, codewords, positions, enc_doc_name 

Output Group codewords by document id 

Results Array 
( 
    [kf92barholHbfHOHoA==] => Array 
        ( 
            [1] => 5121651887716876777127128 
            [2] => 5121651887716876777127128 
            [3] => 316322629265886458822148 
            [4] => 165543888265866790136263 
        ) 
 
    [hfyGhJXholF3gSTb4g==] => Array 
        ( 
            [2] => 5121651887716876777127128 
            [3] => 316322629265886458822148 
            [4] => 165543888265866790136263 
            [5] => 51015109085610064143776 
            [20] => 5121651887716876777127128 
            [21] => 316322629265886458822148 
            [22] => 165543888265866790136263 
            [23] => 51015109085610064143776 
            [24] => 26407136861822859846730 
        ) 
 
    [jf7yI5rholGc3cDZ8w==] => Array 
        ( 
            [2] => 5121651887716876777127128 
            [5] => 316322629265886458822148 
            [7] => 165543888265866790136263 
            [20] => 51015109085610064143776 
            [23] => 26407136861822859846730 
        ) 
 
    [Iv1qqaXholGjZ5QS4g==] => Array 
        ( 
            [1] => 5121651887716876777127128 
            [2] => 5121651887716876777127128 
            [3] => 316322629265886458822148 
            [4] => 165543888265866790136263 
            [5] => 51015109085610064143776 
            [6] => 26407136861822859846730 
        ) 
 
    [t/4+f5/holF5sW47Ag==] => Array 
        ( 
            [2] => 5121651887716876777127128 
            [31] => 165543888265866790136263 
            [36] => 51015109085610064143776 
            [39] => 26407136861822859846730 
            [40] => 5121651887716876777127128 
            [44] => 316322629265886458822148 
            [47] => 165543888265866790136263 
            [52] => 51015109085610064143776 
            [55] => 26407136861822859846730 
        )) 
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4.2.2.7. Find Combination 
Different combinations of the searched sentence are checked in the arranged selected data. If 

there is a possibility of sentence match then the document is selected. All possible combinations 

of the sentence match are noted. The best combination is where all the keywords of the searched 

sentence are present in the document at consecutive positions. The possible combinations are 

shown in Table 4.11. 

Table 4.11: Find Combinations 

Find Combination 

Input Group codewords by document id 

Output Possible sentence combinations 

Results [kf92barholHbfHOHoA==] => Array 
        ( 
[1] => Array 
                ( 
                    [3] => 316322629265886458822148 
                    [4] => 165543888265866790136263 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
                ) 
              [1] => Array 
                ( 
                    [4] => 165543888265866790136263 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
                )  
             [2] => Array 
                ( 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
                ) 
        ) 
[hfyGhJXholF3gSTb4g==] => Array 
        ( 
[0] => Array 
                ( 
                    [2] => 5121651887716876777127128 
                    [3] => 316322629265886458822148 
                    [4] => 165543888265866790136263 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
                       ) 
             [1] => Array 
                ( 
                    [3] => 316322629265886458822148 
                    [4] => 165543888265866790136263 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
                )  
            [2] => Array 
                ( 
                    [3] => 316322629265886458822148 
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                    [4] => 165543888265866790136263 
                    [5] => 51015109085610064143776 
                    [6] => 26407136861822859846730 
) 
 
 

 

4.2.2.8. Calculate Mean SD and TF 
Calculate SD of all possible combinations resulted in section 4.2.2.7 and take mean.  Find TF of 

all searched sentence keywords in the document which can be calculated from section 4.2.2.6 as 

the total codewords matched in particular documents are listed under the document.The total 

number of array values of the document in section 4.2.2.6 is TF of the searched sentence 

keywords in the document. 

4.2.2.9. Rank and Return Document List 
Documents are arranged in ascending order of their ranks. The ranks are calculated by following 

formula. SD and TF are calculated in section 4.2.2.8. 

ܴܽ݊݇ ൌ 0.4 ൈ ܦܵ  െ 0.6 ൈ ܨܶ Equation 4-1 
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Chapter 5: Results and Analysis 
 

In order to achieve the final goal of study experimental work has been done. This chapter will 

depict these experimental results. 

5.1. SOFTWARE TESTING 
Software Testing involves verification and validation of the software build for the requirements 

specification. For the implementation of the PBSS a software testing examines the time 

constraints for indexing and searching process. The testing of PBSS proves the results as 

expected. The testing algorithms are explained in section 5.2. 

5.2. TESTING MEASURES 
The testing measures for PBSS are listed below and an experimental evaluation has been 

performed as follows: 

1. Indexing time ofPBSS 

2. Searching time of PBSS 

3. Indexing time of ranked keyword search 

4. Searching time of ranked keyword search 

Comparison of indexing and searching time for PBSS and ranked keyword search has been 

experimentally evaluated in this section. The graphs and experimental statistical evaluation 

proved the usefulness of the PBSS.  

The comparison of indexing time for both techniques shows that the indexing time of PBSS is 

slightly more than ranked keyword search. The reason of this time increase in the number of 

indexing queries to database has increased in PBSS. Whereas the searching time of PBSS is less 

than ranked keyword search as the algorithm of searching in PBSS is efficient, faster and 

accurate then ranked keyword search.  
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5.3. EXPERIMENTAL EVALUATION 

5.3.1. PBSS EVALUATION ON BENCHMARK DATA 

5.3.1.1. Benchmark Data1 

Table 5.1:Benchmark Data 1 

 

 

 

 

 

Benchmark Data 

Text 1:  “Lightweight multithreading is an integral part of our programming model.”

Text 2:  
 

 “Lightweight multithreading is an integral part of our programming model. 

   Lightweight multithreading is an integral part of our programming model. 

   Lightweight multithreading is an integral part of our programming model.” 

Text 3:  “Lightweight lorum multithreading ipsum is an loum integral ipsum part of lorum ipsum our programming lorum model.   

   Lightweight lorum multithreading ipsm is an lorm integral ipsum part of lorum ipsum our programming lorum model.” 

Text 4:  
 

“Lightweight loum multithreading ipsum is an lorum integral ipsum part of lorum ipsum our programming lorum model. 

  Lightweight loum multithreading ipsum is an lorum integral ipsum part of lorum ipsum our programming lorum model.   

  Lightweight loum multithreading ipsm is an lorum integral ipsum part of lorum ipsum our programming lorum model.” 

Text 5:  
 

“Lightweight multithreading lorum is an integral part of our programming model. 

  Lightweight lorum multithreading is an integral ipsum part of our programming lorum model.                  

  Lightweight multithreading is lorum an integral part of our programming lorum model.” 

Results 
Search Sentence “Lightweight multithreading is an integral part of our programming model.” 
Rank Document name Reason 

1 2.txt less SD and more TF 
2 5.txt more SD and more TF 
3 4.txt more SD and more TF 
4 3.txt more SD and less TF 
5 1.txt  less SD and less TF 
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5.3.1.2. Benchmark Data 2 

Table 5.2:Benchmark Data 2 

 

 

 

 

 

 

Benchmark Data 

Text 1:  “Chronic lorum hepatitis B develops ipsum more commonly lorum ipsum in people who are infected with the virus at an    

early age (often at birth).” 
Text 2:  
 

“Chronic lorum hepatitis B develops more ipsum commonly in people who are infected with the virus at an early age        

(often at birth).” 

Text 3:  “Chronic hepatitis B develops more commonly in people who are infected with the virus at an early age (often at birth). 
  Chronic hepatitis B develops more commonly in people who are infected with the virus at an early age (often at birth).  
  Chronic hepatitis B develops more commonly in people who are infected with the virus at an early age (often at birth).” 

Text 4:  
 

“Chronic lorum hepatitis B develops ipsum more commonly lorum ipsum in people who are infected with the virus at an    
early age (often at birth). 
  Chronic lorum hepatitis B develops ipsum more commonly lorum ipsum in people who are infected with the virus at an 
early age (often at birth). 
  Chronic lorum hepatitis B develops ipsum more commonly lorum ipsum in people who are infected with the virus at an 

early age (often at birth).” 

Text 5:  
 

“Chronic lorum ipsum hepatitis lorum ipsum B develops more lorum ipsum commonly lorum in people ipsum lorum   

ipsum who are infected with the virus lorum ipsum lorum ipsum lorum ipsum at an early age (often at birth).” 

Results 
Search Sentence “Chronic hepatitis B develops more commonly in people who are infected with the virus at an early age (often 

at birth).” 
Rank Document name Reason 

1 3.txt less SD and more TF 
2 4.txt more SD and more TF 
3 2.txt less SD and less TF 
4 1.txt more SD and less TF 
5 5.txt  more SD and less TF 
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5.3.1.3. Benchmark Data 3 

Table 5.3:Benchmark Data 3 

 

 

 

 

 

 

 

Benchmark Data 

Text 1:  “amount of searchable encryption schemes have been proposed 

  amount lorum of searchable ipsum encryption schemes have lorum been proposed 

  amount of searchable encryption schemes have been proposed 

  amount of searchable encryption schemes have been proposed” 
Text 2:  
 

 “amount important of cloud searchable value encryption schemes have been implemented proposed 

   amount lorum of ipsum searchable lorum encryption ipsum lorum schemes ipsum have been proposed” 

Text 3:  “amount important of cloud searchable value encryption schemes have been implemented proposed 

  amount lorum of ipsum searchable lorum encryption lorum lorum ipsum schemes lorum lorum have been proposed 

  amount ipsum of ipsum searchable ipsum lorum ipsm encryption ipsm lrum ipsm schemes ipsm have been       proposed 

  amount lorum of ipsm loum searchable ipsm lrum encryption ipsm lrum ipsm lorm schemes ipsm have been proposed” 

Text 4:  
 

“amount of searchable encryption schemes have been proposed” 

Text 5:  
 

“amount of searchable encryption schemes have been proposed 

  amount lorum of searcha1ble lorum encryption schemes have ipsum been proposed” 

Results 
Search Sentence “amount of searchable encryption schemes” 
Rank Document name Reason 

1 1.txt less SD and more TF 
2 3.txt more SD and more TF 
3 5.txt more SD and more TF 
4 2.txt more SD and less TF 
5 4.txt  less SD and less TF 
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5.3.2. INDEXING TIME OFPBSS 

The time required to index a document is called indexing time and it is calculated by indexing 

the document. A set of 150 documents are taken for experimental evaluation but 20 documents 

are listed in the table below to make the concise and understandable graph as 150 files index 

time if plotted on graph makes it hard to understand. The time requiredto index number of 

distinct wordsin each document has been shown in Table 5.4. 

Table 5.4: Indexing time ofPBSS 

Document name No. Of  index word Indexing Time 
(Sec) 

How to search eu gin goh.txt 180 10 

Cloud_computing_security_risk.txt 421 22 

Optimizing security of cloud computing within the 
dod.txt 

698 32 

Deploying public key infrastructure as a cloud 
service.txt 

1169 63 

Service-oriented modeling and architecture.txt 1877 96 

A wrapping approach and tool for migrating legacy 
components.txt 

2105 111 

Risk management in global software development 
process planning.txt 

2375 120 

Project management a case study.txt 2556 131 

Data protection-aware design for cloud services.txt 2873 148 

The implementation and deployment of an erp system 
an industrial case study.txt 

3536 181 

Database-agnostic transaction support for cloud 
infrastructures.txt 

3631 184 

Secure multidimensional range queries over outsourced 
data.txt 

4696 227 

What do software practitioners really think about project 
success a cross-cultural comparison.txt 

4427 215 

A method engineering based legacy to soa migration 
method.txt 

5240 256 

Authorized private keyword search over encrypted data 
cloud computingicdcs11.txt 

6570 340 
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5.3.2.2. Words indexed in one second 

The total number of keywords indexed per second can be calculated as follows: 

Total keywords= 42354 

Total time consumed = 2136 

Keywords indexed in one sec = Total keywords / Total time consumed = 42354/2136 = 19.82 

words 

These results can be used for time estimation of time for indexing of specific number of 

keywords. The increase in the number of index words increase the indexing time. The reason 

PBSS takes more time to index documents is that each individual words has to be indexed with 

its position in the document instead in ranked search only distinct words are indexed with their 

ranks. The similar words only increment the rank. 

5.3.3. SENTENCE SEARCH TIMEOFPBSS 

When a sentence is searched its keyword’s codewords are matched in the document indexes. 

After the matching of keyword’s codewords the collection of data is arranged and the 

combinations of the sentence are found. Mean standard deviation of these combination and TF 

ranks the document with the formula given in section 4.2.2.9. The time required to search a 

sentence has been shown in Table 5.5. Twenty sentences form different indexed documents have 

been taken as a sample data set for finding search time.  

Table 5.5: Search time of PBSS 

Searched Sentences Search Time (Sec) 

Cloud Computing sees a technical and cultural shift of computing service 2.792 

The problems and risks of poor architectural practices are well known 2.005 

Cloud computing is fraught with security risks, according to analyst firm 

Gartner. 

2.468 

The Terminal Emulator manages the communications 1.505 

Business Information Integration from XML and Relational Databases 2.059 
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Sources 

Deploying Public Key Infrastructure as a Cloud Service 2.023 

2010 Ninth International Symposium on Distributed Computing and 

Applications to Business, Engineering and Science 

2.617 

IDENTIFIED SECURITY ATTRIBUTES IN CLOUD COMPUTING 1.593 

Most large organizations are deeply mired in their information systems (IS) 

sins of the past. 

2.682 

Pregel: A System for Large-Scale Graph Processing 1.59 

Access Control Policies 1.472 

STATE- OF-THE-ART ON DW DESIGN APPROACHES 1.439 

Certain Query (QS ): that selects tuples that certainly qualify the conditions 1.706 

Microfocus has developed a DLL object. 1.481 

Visual studio .NET environment is extendable. 1.504 

the Z-schemas and the notations we have used the Z-word tool. 1.636 

Encrypted Processes for Oblivious Data Retrieval 1.615 

Server-Side Protection: Virtual servers and applications, 1.637 

OLAP (On Line Analytical Processing) data warehouse 1.887 

Exploit facets’ ability to reference an ontology 1.63 

 

Figure 5.2 depicts that the vertical axis show the time required for searching specific keywords 

and on horizontal axis searched keywords have been shown. It has been observed that the search 

time remains in the range of 1.5 seconds to 3.5 seconds. The statistical results obtained in Table 

5.5 have been graphically shown in Figure 5.2. 
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Figure 5.2:Graphical representation of search time of PBSS 

5.3.4. INDEXING TIME OF RANKED KEYWORD SEARCH 

Ranked keyword search technique proposed by in [50] is taken for comparison which is also a 

searching technique for encrypted unstructured data. The ranked keyword search technique 

discussed in [50] comprise of two steps: Index Generation and Search. The indexing time 

consumed in ranked keyword search technique for the same documents indexed with PBSS are 

shown in Table 5.6 

Table 5.6: Indexing time of ranked keyword search 

Document name No. Of  index word Indexing Time 
(Sec) 

How to search eu gin goh.txt 126 2 
Cloud_computing_security_risk.txt 371 8 
Optimizing security of cloud computing within the 
dod.txt 556 16 
Deploying public key infrastructure as a cloud 
service.txt 878 25 
Service-oriented modeling and architecture.txt 1085 29 
A wrapping approach and tool for migrating legacy 
components.txt 1205 33 
Risk management in global software development 
process planning.txt 1360 40 
Project management a case study.txt 1463 42 
Data protection-aware design for cloud services.txt 1763 49 
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The total keywords to index are less in ranked indexing instead of PBSS. For example a ‘Cloud 

Computing’ is present in document three times. In ranked indexing it will be inserted to indexing 

database once. While in PBSS it will be inserted to database three times with three different 

positions. The implementation scenario of indexing in PBSS can be improved to get better 

results. The graph representing the indexing time of ranked search indexing is shown in Figure 

5.3. 

5.3.5. SEARCH TIME OF RANKED KEYWORD SEARCH 

The search time of ranked keyword search technique is shown in Table 5.7 for the same searched 

sentences searched with PBSS. Same data set is being used to compare search time of ranked 

search and PBSS. The search time consumed with ranked keywords search of [50] is little bit 

more than PBSS. This proved that PBSS is more efficient with respect to search time then ranked 

keyword search. The statistical data obtained from experimentation is shown in Table 5.7.  

Table 5.7: Search time of ranked keyword search 

Searched Sentences Search Time (Sec) 

Cloud Computing sees a technical and cultural shift of computing service 4.634 

The problems and risks of poor architectural practices are well known 2.676 

Cloud computing is fraught with security risks, according to analyst firm 

Gartner. 

4.01 

The Terminal Emulator manages the communications 3.469 

Business Information Integration from XML and Relational Databases 

Sources 

4.101 

Deploying Public Key Infrastructure as a Cloud Service 2.116 

2010 Ninth International Symposium on Distributed Computing and 

Applications to Business, Engineering and Science 

2.104 

IDENTIFIED SECURITY ATTRIBUTES IN CLOUD COMPUTING 1.529 

Most large organizations are deeply mired in their information systems (IS) 

sins of the past. 

4.176 

Pregel: A System for Large-Scale Graph Processing 3.374 
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Access Control Policies 2.708 

STATE- OF-THE-ART ON DW DESIGN APPROACHES 1.76 

Certain Query (QS ): that selects tuples that certainly qualify the conditions 3.294 

Microfocus has developed a DLL object. 3.584 

Visual studio .NET environment is extendable. 3.221 

the Z-schemas and the notations we have used the Z-word tool. 3.992 

Encrypted Processes for Oblivious Data Retrieval 3.558 

Server-Side Protection: Virtual servers and applications, 3.414 

OLAP (On Line Analytical Processing) data warehouse 4.295 

Exploit facets’ ability to reference an ontology 3.26 

 

The statistical results obtained in Table 5.7 have been graphically shown in Figure 5.4.Figure 

5.4depicts that on horizontal axis searched sentences have been shown and on vertical axis the 

time required to search for a specific sentence has been shown. It has been observed that the 

search time remains almost constant around 1-5 seconds for 150 documents. 

 

Figure 5.4:Graphical representation of search time ofranked keyword search 
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5.3.6. INDEX TIME COMPARISON OF PBSS AND RANKED KEYWORDSEARCH 

The comparison of time taken to preprocess the document to generate the encrypted indexes in 

PBSS and ranked keyword search technique[50] is shown in Figure 5.5. It can be seen that 

indexing time of PBSS is more than ranked search due to more database queries for insertion of 

codewords to the database. The time of indexing in PBSS can be reduced with minimizing the 

database queries. 

 

Figure 5.5: Graphical representation of comparison of indexing time 

 

5.3.7. SEARCH TIME COMPARISON OF PBSS AND RANKED KEYWORD SEARCH 

Search time comparison of PBSS and ranked keyword search technique [50] is shown in Figure 

5.6. It can be seen that PBSS takes less time for sentence searching then ranked keywords search 

technique. The same data set is used to calculate the searching time of PBSS and ranked 

keyword search. The statistical analysis proved that search time of PBSS is less thanranked 

keyword search. 
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Figure 5.6: Graphical representation of comparison of search time 

5.4. SECURITY ACHIEVEMENT IN PBSS 

5.4.1. SECURITY OF DOCUMENT INDEX 

The basic problem to propose PBSS and implement is to provide secure and efficient searching 

for encrypted unstructured data. The encrypted unstructured data is difficult to search with 

traditional encryption techniques. Therefore secure indexing based technique PBSS is proposed 

and proved to be efficient and accurate for sentence searches in encrypted unstructured data. The 

index generated with PBSS includes two security measures to ensure security of the indexes. The 

first security measure is trapdoor and second is codewords. The algorithms and steps of both 

these steps have been briefly explained in section 3.4.1.3 and 3.4.1.4 respectively. These two 

security level achieve top security needed for cloud environments as the data passed through 

these security levels is difficult to hack and unpredictable. The use of eight distinct keys to 

generate a trapdoor can be individually generated with eight different passwords which provide 

customizability. The hash algorithms used in indexing are customizable as data owner can use 

other hash algorithms available or can make custom hash function according to needs.  
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5.4.2. SECURITYOFSEARCHING 
The searching of sentence also includes two security measures as discussed in indexing. The 

searched sentence keywords are first converted to trapdoors and then to codewords. These two 

levels of security fulfill the required need of security for cloud environments and data passed 

through these two security levels cannot be hacked or predicted by cloud. The searched sentence 

keywords are directed towards data owner where they are converted to codewords and sent to 

cloud server to fetch matching documents in ranked order the most relevant document on top. 

The network security layer can also be included as required like secure certificates to ensure only 

authorized user can send sentence of searching towards the data owner.  
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Chapter 6: Conclusion and Future Work 
 

This chapter concludes the research work and contributions of the research work. Future 

directions to extend this research work have been given. The summarized security achievements 

have been given at end of this chapter.  

6.1. CONCLUSION 
Security considerations in cloud environment are most critical. The main hindrance in adaption 

of cloud service is security threat to the confidential and private data of data owners and data 

user. Cloud computing provide cost effective and efficient resource at a risk of security. The 

enterprises which have confidential and private data are reluctant to adapt cloud services due to 

the security threat so the main focus of cloud service providers is towards security threats of the 

cloud. In recent surveys about the cloud services risks security risks are at top. 

Due to security threats in cloud services the data owner and data user have to store encrypted 

data on the cloud server. Different encryption techniques have been proposed by researcherfor 

the security of cloud data at different levels. With the use of encryption technique on the data 

searching becomes difficult. The data users have to face lot of difficulties in searching from 

encrypted data. Different searchable encryption techniques have been proposed by researcher for 

encrypted unstructured data but these techniques are not efficient and accurate. Keyword based 

searching technique for encrypted unstructured data have been proposed in literature but no 

implementation details are provided. No sentence searching technique has been proposed in 

literature so there is a need of sentence searching technique for encrypted unstructured data. 

PBSS is proposed as a sentence searching technique for encrypted unstructured data. PBSS 

preprocess the document and generates the encrypted document index which will be used for 

search operations. All searching operations will be performed on the encrypted index of the 

document. The encrypted index generation follows two security levels to ensure data security 

and privacy in the cloud environment. The index is encrypted so that cloud server or malicious 

users will not be able to deduce any information about searched data or content of the 

documents.  
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For achieving the research objectives following workflow have been adopted. In Chapter 1 brief 

introduction of cloud environment and cloud security threats are discussed. Basic terminologies 

of cloud environment have been discussed in detail. Research scope explains in detail the scope 

of the research. Motivation and problem definition are addressing why this research was needed 

and what were the problems which need to be solved.  Chapter 2 highlights different searchable 

encryption techniques proposed in literature and the advantages and disadvantages. Complete 

analyses of proposed techniques in literature have been provided for the better understanding of 

the motivation of this research and problems identified in literature. Framework of PBSS and its 

working is discussed in Chapter 3. Detailed explanation of steps involved in PBSS is provided in 

this chapter. The implementation stages have been elaborated in Chapter 4. Each step of PBSS 

implementation with result of actual implementation is shown in tables. The analysis of the 

results and PBSS has been demonstrated in Chapter 5.  

The research objectives have been obtained successfully. The documents of data owner are 

indexed before outsourcing to cloud server for searching. The index is made secure with two 

levels of security to ensure privacy and confidentiality. Secure sentence search is provided with 

the same security level as used during indexing. The search process is efficient and accurate.  

Decryption of documents before searching is not required as in existing techniques. The 

documents are decrypted on retrieval by data user. The cloud server or malicious users cannot 

deduce searched content or document content. The searched documents are most relevant 

according to the searched sentence. The ranking of document is based on SD and TF and all 

possibilities of sentence match are considered in PBSS. PBSS achieves high security, efficiency 

and accuracy.  

6.1. CONTRIBUTIONS 

The contributions of this research are as follows: 

1. Encrypted index of the document is created. 

2. Encrypted index is secure for cloud environment and provide secure search. 

3. Two level of security have been introduced in PBSS. 

4. Sentence search is provided with most relevance criteria. 
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5. The retrieved searched documents are in the ranked order based on term frequency and 

standard deviation of keywords positions. 

6. Overhead of decryption before searches is reduced. 

7. The search using PBSS has been proved secure and efficient. 

8. A new technique for sentence search is proposed in this research. 

PBSS provides efficient and accurate sentence search as compared to the keyword based search. 

6.1.1. SECURITY ACHIEVEMENTS 
The security achievements of PBSS are shown in Table 6.1.  

Table 6.1: Security achievements 

Salient Features Achievement 

Hash algorithms used are not fixed 
Customizability 

More than eight keys can be used to generate trapdoors  Security 

Two security levels implemented for indexing 
Security (Trapdoor & Codeword) 

Two security levels implemented for searching 
Security (Trapdoor & Codeword) 

Any encryption technique can be used instead of AES 256 bit  Customizability 

PBSS search mechanism is invisible to users 
Data privacy and Confidentiality 

Cloud server is unaware of encrypted index and encrypted searching
Data privacy and Confidentiality 

Cloud server is unaware of the documents contents 
Data privacy and Confidentiality 

6.1.2. AREAS OF APPLICATIONS 
PBSS is proposed for cloud environment where a large amount of unstructured data is stored in 

encrypted form. PBSS is not restricted to cloud environment only. This can be used on individual 

server with in an organization for data security. PBSS technique is an easily deployable working 

technique which can be customized according to the users need. PBSS can be implemented in 

banking systems, defense systems and other areas where security achievement is major concern 
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with efficient and accurate search on encrypted unstructured data. PBSS can be used by 

organization like IEEE and Springer for better search on the encrypted unstructured data. The 

organizations are dealing with huge amount of unstructured data in form of research papers 

stored in their database. The use of PBSS is not restricted to the areas mentioned above. It is 

open to all areas where encrypted unstructured data need to be searched efficiently and 

accurately. 

6.2. FUTURE WORK 
Current research is based on position based sentence search. The ranking mechanism parameters 

introduced in this research are SD and TF. The research can be extended in following areas: 

6.2.1. RANKING MECHANISM 
PBSS uses SD and RF for ranking the documents i.e. two parameter for ranking a document. 

Ranking formula can be improved and other parameter need to be considered like document 

length and number of index words.  

6.2.2. CASE INSENSITIVITY & SUBMATCH SEARCH 
PBSS does not support case insensitivity and sub matches. PBSS can be extended to enable case 

insensitivity and sub match searches. Case insensitivity can be achieved with minor change but 

sub match search need a careful attention. 

6.2.3. SECURE DATABASE 
The data base used for storing documents indexes can be made secure using encrypted database 

and encrypted queries. Database security can be achieved by technique discussed in literature i.e. 

Order Preserving encryption techniques. Database security can be achieved by techniques and 

standards proposed in [37], [38].  A hybrid approach may also be implemented which facilitates 

all above features. 
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