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Abstract

Supply chains today generally face many complex challenges when focusing
on traceability, provenance, trust and integrity. When applied to gem in-
dustry, users’ requirement for originality of produce and its worth, industry
players’ requirement for greater transparency, and lack of effective legislation
to achieve this has been of concern. This work aims to facilitate corporate
responsibility for due diligence and improvement in gem supply chain man-
agement. Evolution and application of blockchain technology here addresses
the inherent issues of transparency in supply chains. Blockchain provides an
immutable trail of all transactions taking place in a supply chain. However,
trust itself cannot be established for the associated data in totality. A trust
management framework is proposed as a mechanism to address the trust chal-
lenge in blockchain enabled gem supply chains. We propose a multi-layered
architecture over blockchain for managing trust in gem supply chain. Our
novel approach ensures credible end product at the retailers’ end in terms of
proofs of location, custody and assessment. The trust management in our
solution also involves the reputation management of traders. We have also
automated the reputation score calculation using smart contracts. Our pro-
posed solution can help stimulate a fair pricing mechanism as future work
that can be based on the trust level associated with the end product and the
reputation of the seller. Our architecture is developed using Hyperledger,
and is supported by shared network model which ensures scalability and
provenance with minimal overhead.



Chapter 1

Introduction

This chapter provides an account of general security issues in digitized supply
chains. Gem stone supply chain was selected as a use case to conduct our
research. Discussion later develops focusing on provenance, traceability, ac-
countability, reputation systems and trust management using the blockchain
implementation of a supply chain. A detailed problem statement further pro-
vides an account of the need and importance of this research. Moreover,
several motivation factors regarding applicability for our proposed architec-
ture in various business domains are briefly stated to signify the importance
of our research. A layout of this document is provided in the last section.

1.1 Overview

Business is mostly about competitiveness. Supply chains are critical to en-
suring that a business yields maximum profit in least possible investment of
resources. Blockchain technology offers an ideal combination of data stor-
age, security, integrated payment models, and cost reduction which makes it
worthy to be explored for application in business supply chains.

1.1.1 Definitions

Before we proceed, it is important that we define some keywords which will
be used through out this documents. An account of these definitions is as
follows:

1.1.1.1 Traceability

Traceability is a term that, in context of our research, usually refers to es-
tablishing chain of custody of produce within a supply chain. Schwagele
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describes forward and backward traceability of a product in supply chain
between origin and the retailer, referring it to as Tracking and Tracing re-
spectively [4].

1.1.1.2 Provenance

According to Price and Burton, provenance information generally establishes
the place of origin, or source, for an artifact or an object of value [5]. In case
of gem supply chains, we use the term provenance to refer to the place of
mining or discovery of a gem.

1.1.1.3 Trust

We are opting to benchmark Whitener’s definition of trust [6], which states:

”First, trust in another party reflects an expectation or belief that the other
party will act benevolently. Second, one cannot control or force the other party
to fulfill this expectation - that is, trust involves a willingness to be vulnerable
and risk that the other party may not fulfill that expectation. Third, trust
involves some level of dependency on the other party so that the outcomes of
one individual are influenced by the actions of another”.

1.1.2 Blockchain

Blockchain was first introduced as an underlying architecture facilitating the
crypto currency of Bitcoin [7]. Blockchain is an immutable ledger of blocks
where each block stores a set of information records known as transactions.
These blocks are hash chained such that once a block becomes a part of chain,
nothing in the past can be changed about that block. Thus, blockchain can
be termed as distributed database that holds records of digital data or events
in a way that makes them tamper-resistant. Every transaction is recorded
on a block and then these new blocks are broadcast as ledger. This ledger is
synchronised among all the nodes on peer to peer network which is why it is
highly transparent. The core architecture of blockchain system is that of a
distributed system.

1.1.3 Distributed System

It is essential to understand distributed systems to correctly understand
blockchain. Distributed systems platforms are modeled for users to view
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a single interface, behind which multiple nodes are interacting and coordi-
nating with each other to accomplish a single common task. Global supply
chains have a distributed architecture. Our research emphasizes on applica-
tion of blockchain, a traditionally decentralized immutable ledger, in supply
chain. Our work contributes developing reputation to facilitate trust man-
agement for the produce and the participants in gem supply chains by adding
credibility to data generation and introducing rewards.

1.1.4 Transparency and Blockchain

Transparency has long been a challenge in supply chain management. Ap-
plication of blockchain as a solution has transformed this area for the better.
Blockchain, keeping a very secure record, provides every single detail of all
the products and phases in the supply chain. From procurement of raw
goods to sale and customer support, blockchain keeps track of movement of
material within the supply chain. With that kind of ownership data, for
which integrity is not an issue, transparency can be provided in order to ei-
ther introduce rewards or penalties by managing trust. Moreover, since data
is available to every authorized participant in the network, it can help to
examine transactions, perform audit, discover anomalies, perform remedial
actions, and much more.

1.1.5 Research Areas

There are several dimensions to this research project generally spanning over
areas of distributed systems, blockchain, reputation systems, trust manage-
ment and supply chain digitization. In coming chapters, we shall briefly
introduce the mentioned areas and focus primarily on existing research re-
lated to application of blockchain in supply chain and evolution of reputation
systems.

1.1.6 Use Case: Gem Industry Supply Chain

As a use case, we have studied applicability of blockchain in gem stone supply
chain where the mined produce can be tracked right from when its extracted,
traded and reaches the retailer shelf.
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1.2 Problem Statement

Modern supply chains heavily rely on technology infrastructure. While there
has been a lot of research on human resource, operations, technology, sustain-
ability and risk factors related to supply chains, the areas of trust integra-
tion, layout and transparency have largely been of less focus. The evolution
of block chain technology is interesting and it has many promising security
features as discussed in sections 1.1.2 and 1.1.4. Blockchain facilitates in-
tegrity and privacy of data to a greater extent. However, a basic supply
chain blockchain cannot guarantee and improve quality of data stored on it.
In order to achieve comprehensive trust, there’s a need for improved trust
management for produce, traders and consumers.

Building reputation and managing trust for supply chain participants
is not easy as ensuring the credibility of data does not depend on a single
source. As stated in 1.1.6, we opted for a use case of gem stone supply chains.
The following factors limit the development of an effective trust management
system using blockchain:

1. How can trust be established along with provenance in gem stone sup-
ply chains?

2. Unlike Bitcoin blockchain, where the origin of digital currency can
be verified over blockchain itself, the data associated with physical
events is not verifiable over blockchain. Hence the supply chain data
on blockchain cannot be trusted.

3. Supply Chain is complex with multiple sources of data and each data
source must be assessed for its part in trust management.

4. Supply Chain demands a hybrid trust model which can support the
reputation of produce and the traders.

5. The trust management systems involve the penalties and incentives
which are difficult to monetize for blockchain based supply chain solu-
tions.

6. Integration of trust management systems with blockchain based solu-
tions.

1.3 Motivation

In today’s business, customer and end user is of critical importance. With
growing conscience and information available to gauge marketed claims by
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businesses, the end users tend to drive transparency in modern business oper-
ations such as supply chains. A reputation system based on inherently secure
blockchain network shall put forth non-tampered and accurate notion of ac-
countability. Such a system shall help improve the trust levels attached with
produce and traders, and provide participating nodes with rewards based
incentives in supply chain.

This research may be applicable to different areas such as financial sys-
tems, technology, production, processing, data security, etc. by applying area
specific customization. In Pakistan, opportunity exists of practical applica-
tions to record keeping operations, production and processing supply chains,
e.g. mining industry, land records department, agriculture and dairy supply
chains etc.

1.4 Our Approach

The block diagram in Figure 1.1 shows the phases in which our research work
has been carried out.

Figure 1.1: Proposed Research Methodology

The next chapter 2 provides an account of the technologies related to
our research. In consequent chapters we discuss above-mentioned research
phases in Figure 1.1 in detail.
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1.5 Thesis Organization

This document is divided into several chapters with each chapter addressing
a specific phase of the research conducted. An overview of the details of each
chapter is provided below:

• Chapter 1 (Current): This chapter provides an account of general
security issues in digitized supply chains. Gem stone supply chain was
selected as a use case to conduct our research. Discussion later develops
focusing on provenance, traceability, accountability, reputation systems
and trust management using the blockchain implementation of a supply
chain. A detailed problem statement further provides an account of the
need and importance of this research. Moreover, several motivation
factors regarding applicability for our proposed architecture in various
business domains are briefly stated to signify the importance of our
research. A layout of this document is provided in the last section.

• Chapter 2: This chapter provides an overview of supply chain, trust,
transparency and reputation systems. Various tagging technologies
that are used to track produce in supply chains are briefly explained.
It further details overview of the Blockchain technology architecture
and its application to modern supply chains. Furthermore, this chap-
ter sheds some light on Hyperledger, the implementation platform used
to implement our use case gem industry supply chain.

• Chapter 3: This chapter provides an account of existing work re-
lating to provenance and establishing trust in digitized supply chains
using blockchain. Blockchain technology has evolved greatly over re-
cent years and its application to modern supply chains is very useful.
An extensive literature survey has been done to mention various such
traceability solutions in gem stone industry. Moreover, an account of
state-of-the-art trust management solutions in supply chain manage-
ment using blockchain has been provided. Different reputation systems
that exist and their shortcomings are mentioned. We further discuss
how a blockchain implementation helps provide a better solution to the
shortcomings of existing work.

• Chapter 4: This chapter describes the methodology of our proposed
blockchain based trust management solution for gem supply chain. The
design is explained in terms of general architecture, proposed trust
mechanisms and consumer benefits. The proposed trust framework
can assign the trust score to an asset based on its provenance, custody
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and quality information stored on blockchain. The framework also
supports the reputation of supply chain participants in a permissioned
blockchain. Supply chain specific transactions are formulated which
help in finding instant and long term reputation scores for an asset and
traders in the network. Lastly, we summarize how these mechanisms
can benefit a end term consumer.

• Chapter 5: This chapter describes the implementation related details
of our proposed blockchain based framework. Implementation primar-
ily comprises of an experimental setup depicting an abstract gem sup-
ply chain. Our experimental setup is described in context of related
technologies that have been used in the blockchain implementation.
Discussion covers the transaction flow with respect to the proposed
model and Hyperledger framework. The blockchain architecture dis-
cussion includes the basic model, participants, access control, queries
and transactions on the ledger. The transaction flow lists the system-
atic flow of transactions from clients with respect to both query and
write transactions on the network. The third section in this chapter
discusses how and which technologies have been used in context of our
implementation, which include Hyperledger Fabric, Hyperledger Com-
poser, Hyperledger Caliper, and Apache bench-marking tool.

• Chapter 6: This chapter first provides a qualitative security analysis
of our proposed framework with respect to the known security attacks
in context of reputation systems. It also discusses the system assump-
tions with respect to security and blockchain in built security features.
The second section of this chapter outlines a brief discussion of the
benchmarks i.e. transaction commitment time, query time, through-
put, latency and resource consumption. The results are obtained using
the tools described in chapter 5 for both the blockchain hosting Trust
Management System (TMS) and without a TMS. Discussion related to
the results is outlined in the subsequent sections.

• Chapter 7: This chapter describes the synopsis of our thesis work,
research findings, conclusion, and future work directions.



Chapter 2

Background

This chapter provides an overview of supply chain, trust, transparency and
reputation systems. Various tagging technologies that are used to track pro-
duce in supply chains are briefly explained. It further details overview of
the Blockchain technology architecture and its application to modern supply
chains. Furthermore, this chapter sheds some light on Hyperledger, the im-
plementation platform used to implement our use case gem industry supply
chain.

2.1 Supply Chain

Supply chains have been described by Londe and Masters [8] as a business
process in which material is passed between entities. Production businesses
usually involve multiple operators that make it possible to get the product
ready for the end user. These intermediary players involved in raw material
production, assembly, wholesale, logistics and retail are all parts of the supply
chain. Lambert et al. describe a supply chain as a collection of firms that
make a product or service possible for the end user [9]. Christopher [10]
categorizes these participating firms in upstream and downstream categories
performing the role of suppliers and distributors respectively to make the
product possible for end user. The nature of relationships among supply
chains participants have evolved over time as the rules of engagement have
evolved over time.

2.1.1 Adversarial Interaction

Business has always been about efficiency and profit. Traditional interac-
tion among supply chain participants has been on aggressive and negotiation
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based on confrontation or intimidation in order to cost of doing business. As
described by Hacker et al., in the past business negotiations involved heavy
reliance on leverage which mostly resulted in a win-lose scenario [11]. In other
cases, as described by Welty and Becerra-Fernandez, aggressive competition
among suppliers used to be crafted in order to improve cost. However, in
this case the participants usually failed to exercise total potential [12].

2.1.2 Long-term Stable Interaction

With the rise of twenty first century emerged the concept of globalization.
Zineldin and Jonsson mention that growing international and regional inter-
action along with more efficient and effective availability of information called
for a more stable, trusting and long-term interaction between supply chain
participants [13]. This gradually evolved into a world with rapid outsourcing
where businesses preferred to focus on their core business. This provided
a platform for long-term relationships between supply chain participants,
according to Sahay [14].

2.1.3 Collaborative Interaction

Business relationships have evolved into mutually beneficial setups between
manufacturers, distributors, retailers and customers. The primary focus be-
ing on exchange of value and expertise helps lower costs and risks. Sahay
and Maini mention that such kind of an interaction requires established trust
and commitment [15]. Provenance, trust and value are complex in real world
operations and play an important role in managing these kinds of business
relationships in modern supply chains.

2.2 Supply Chain and Trust

Trust in definition has a large number of influencing factors and can be
explained in various ways. In addition to section 1.1.1.3, Mayer puts forth a
relatively general definition that trust may be established when a party A is
willfully vulnerable to party B where party A expects party B to undertake
important tasks and party A has no means to confront party B [16]. Using
this, Kannan and Tan emphasize the importance of trust as core part of the
supply chain operations [17].

Chandra and Kumar state that the evolution regarding the role of trust
in supply chain started when the cost theory of business transactions was
challenged putting emphasis on trust and collaboration [18]. The argument
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advocated availability of certain competitive advantage if trust is established
properly. Trust also was proven to decrease the level of uncertainty. Further-
more, having established a trusted relationship, focus rightly shifted towards
the need of the end user, which itself was a great benefit of trust.

2.3 Trusted Records

Reliability is measured by effectiveness of the controls and ability of the
author of that control, according to Duranti and Rogers [19]. Reliability
has primarily to do with trusting the source of information. Duranti and
Frank further describe that a trusted record of transaction primarily means
a record that is reliable and authentic [20]. An authentic record is that has
trust associated to its identity. Integrity of a record also contributes to its
authenticity mentions Lemieux [21]. Lemieux further states that authenticity
of a record also depends on its management over time [21].

2.4 Reputation Systems

Reputation Systems are extensively used in e-commerce websites as we con-
sider customer experience important. One of such well known reputation
systems is that of ebay.com. A reputation system aims to establish a trust-
worthiness of sellers and minimize the risk of fraud. Other application areas
include stockexchange, filesharing and peer to peer applications. In case of
peer to peer decentralized networks such as blockchain, a reputation sys-
tem can incentivize for more user participation and also avoid the potential
misbehavior on account of losing reputation on blockchain. We first briefly
discuss different approaches used for building a reputation system followed
by some specific literature on their application in blockchain.

Various trust and reputation systems have been proposed or implemented
in different open systems, e.g. P2P, multi-agent or e-commerce systems.
In attempt to systematically compare the various approaches, reputation
systems can be classified into three broad categories according to Wang and
Vassileva [22]:

2.4.1 Centralized vs. Decentralized

In a centralized system, a central node is responsible for managing the reputa-
tions of all the other nodes in the network. The presence of central reputation
manager is missing in peer to peer nodes. These decentralized systems need
to share and build a consensus over a reputation calculation which tend to
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rely on more complex and sophistication. Majority of the reputation man-
agement systems (RMS) designed for web services are centralized.

2.4.2 Agents vs. Resources

Trust and reputation systems can be classified as agent systems or resource
systems. In agent based systems, the reputation of people/nodes (agents)
is modelled where resource systems, the focus is modelling reputation of
resources, which could be assets or services. There is no fine line between
both as building the reputation of people/agents also serves for the purpose
of building representation of the reputation of resources.

2.4.3 Global vs. Personalized

In global reputation systems, the reputation of an entity (i.e. a agent/as-
set/service) is based on the feedback from the public and visible to all the
members. In personalized reputation systems on the other hand, for a partic-
ular agent, the reputation is built on the feedback from a group of members
either selected by agent itself.

2.5 Blockchain Technology

Blockchain technology was presented by Satochi Nakamoto in 2008 in a
whitepaper proposing Bitcoin, a digital currency platform [7]. Later research
has over the years investigated blockchain’s applicability to other areas of
business. Blockchain can be seen in different perspectives relating to busi-
ness or technology. Characteristics of blockchain are that it is a database
that is crypto secure, immutable, append-only distributed ledger that can be
updated only through a consensus mechanism among participants.

What this means from a business perspective is that blockchain provides a
platform where participants can interact and exchange data of value without
a centralized entity. This concept is an enabling revolution to facilitate trust
and transparency like never before in transactions of value. A basic block
in blockchain is made up of transaction data, a time stamp and a hash
value or previous block as shown by Figure 2.1. In general terms, it is a
logical organization of selected transactions put together. The structure can
be customized in relation to the use case of blockchain being designed. A
general structure of a blockchain hence is demonstrated in Figure 2.2.
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Figure 2.1: Basic view of a block [1]

Figure 2.2: General structure of Blockchain [1]

2.5.1 Elements in a Generic Blockchain Structure

Blockchain solutions run in form of a distributed peer to peer network over
traditional internet. This is conceptualized in Figure 2.3. We shall briefly
discuss generic blockchain elements to develop understanding.

Address
An address of any entity over the network is unique. In case of blockchain,
this every participant has an address that is usually based on participant’s
public key.

Transaction
In blockchain communication, participants exchange data of value among
each other. This exchange is referred to as a transaction. Transaction data
constitutes the core of a blockchain.

Block
A block is a collection of transactions selected to be placed on the blockchain,
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alongwith some additional information such as a reference to the previous
block, a time stamp, etc. This additional information depends on the use
case of blockchain.

Nodes
Nodes are participants in the blockchain. The roles of these nodes are clas-
sified in light of functions performed by them. Blockchain functions include
proposing and validating transactions and mining operations to help build
consensus amongst peers. More use case specific roles may exist depending
on the application of blockchain.

Figure 2.3: Abstract view of Blockchain over Internet [1]

State Machine
When a transaction is processed in blockchain, the whole blockchain transi-
tions between states. This takes place as nodes initiate, execute and validate
transactions.

Consensus
In order to establish a uniform state of the blockchain, an agreement must
take place between nodes. This process is known as to develop consensus. In
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distributed systems, it is difficult to achieve consensus on a single value or
state among participating nodes. There are various algorithms that are used
to achieve this task.

Smart Contracts
Smart contracts are programs to help automate logic of doing business be-
tween participants upon fulfillment of certain stated conditions. Smart con-
tracts are quite powerful and are flexible to provide strength to blockchain
operations. However, their use is relative to the blockchain application. Once
the contract has been mutually agreed, it cannot be altered. Upon reaching a
consensus, the miner node receives the outcome in result of a smart contract
execution. The conditions in the contracts are available publicly hence are
not private inherently. An application binary interface is used to access the
smart contracts.

Figure 2.4: Smart contract operation

2.5.2 Accumulation of Blocks in Blockchain

Here, we describe a general mechanism in which blocks are accumulated in a
blockchain. This is to develop an understanding as to how transactions are
composed to form the blocks as described by Bashir [1].

1. A transaction is initiated by a node when it signs any data of value
using its private key.

2. This transaction has to be validated by the participants in the blockchain,
for which it is broadcast to all participants. However, usually more than
a single node are part of the validation process.
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3. Upon validation of the transaction, a block is created and broadcast
over the network. The ledger is updated and the transaction stands
finalized.

4. The new block is now a part of the ledger and any new block will refer
to this block by holding the hash of this block. This acts as a second
confirmation for the transactions included in the block.

5. If further confirmations are required as per the design of blockchain, a
confirmation of such is made upon creation of every new block.

2.5.3 Private and Public Blockchain

Blockchains are either private or public. A predefined group of participants
make up a private blockchain, whereas in a public blockchain anyone can join
in at any point in time. Private blockchains suite businesses more as they
provide a sense of privacy. However, an issue of trust arises as participants
may collude and consensus achieved maybe on fabricated data. There are
several blockchain architectures which are hybrid in nature comprising the
qualities of both public and private blockchains.

2.5.4 Permissioned Blockchain

A permissioned blockchain consists of participants that are mutually trusted
and known already. Since, the trust is already there, the need to build a
distributed consensus is not essentially required. Hence, a light protocol for
mutual agreement can be used to establish shared state and version of records
on the blockchain. A permissioned ledger can be public or private, however
in case of public blockchain, managing operation revolves around a regulated
access control.

2.6 Hyperledger

Hyperledger is an open-source blockchain technology. This project began in
2015 when several independent companies decided to come together and con-
tribute towards developing a much needed industry standard for blockchain
technology. Under the umbrella of Linux foundation, the project has been
continuously evolving.

Blockchain is not a one-size that fits all kind of a technology as every
business has its own requirements and specific alternation is required in each
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case. For this purpose, hyperledger design philosophy is towards a mod-
ular, secure, interoperable, standalone and complete with APIs standard.
Amongst its other proposed use case scenarios, one is towards implemen-
tation of provenance solutions in supply chains which made it suitable for
implementing our research.

The hyperledger family comprises of a number of frameworks and tools,
listed below, which are suitable for solving different problems.

2.6.1 Hyperledger Frameworks

Hyperledger platform has the following frameworks to facilitate blockchain
implementations:

• Hyperledger Burrow

• Hyperledger Fabric

• Hyperledger Indy

• Hyperledger Iroha

• Hyperledger Sawtooth

Hyperledger Fabric For our implementation we opted to use Hyperledger
Fabric as it provides a flexible platform for developing blockchain solutions
with a modular approach. Fabric provides a high degree of confidentiality,
resiliency, flexibility and scalability. As we have discussed that our proposed
solution required a permissioned blockchain model, Fabric facilitates that.
Moreover, Fabric has been developed keeping in view performance issues
with blockchain, like resource exhaustion and slow resolution, which was a
preferred choice.

2.6.2 Hyperledger Tools

Hyperledger platform has the following tools to support blockchain imple-
mentations using forementioned hyperledger frameworks:

• Hyperledger Caliper is a performance assessment tool of the frame-
work that measures functionality against a defined set of use cases.

• Hyperledger Cello is an integration tool that include on demand
deployments of modules in a blockchain solution.
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• Hyperledger Composer is a toolset that enables easy development
of blockchain solutions and smart contracts. Hyperledger Fabric is well
supported by Hyperledger Composer.

• Hyperledger Explorer provides a viewing mechanism to inspect de-
tails, logs and authentication information of complete data or selected
blocks. It facilitates web-based viewing of blockchain implementations.

• Hyperledger Quilt revolves around an interoperatibility protocol,
Interledger Protocol (ILP) that facilitates inter-ledger transactions and
communication.

Our implementation to assess our proposed model is facilitated by Hpy-
erledger Fabric, Hyperledger Caliper, Hyperledger Composer and Hyper-
ledger Explorer.

2.6.3 Hyperledger Consensus Methods

Consensus mechanism is a means by which participating nodes agree to com-
plete a transaction and provide for validation of the transaction block. Con-
sensus primarily requires establishing correctness of all the transactions in a
block. This is achieved through smart contracts which verify the order and
results of execution on which there is an agreement at a global state.

Speed, scalability and latency are common problems when dealing with
blockchain networks. There are various consensus mechanisms that are used
to achieve consensus depending on different network requirements. Default
blockchain implementation in case of Bitcoin uses a Proof of Work algorithm
to achieve consensus. Other than that, two main categories are lottery-based
and voting-based algorithms.

Lottery-based algorithms are useful in scenarios where scalability support
is of importance. There can be a single or multiple winner nodes amongst
the miners and the winner sends the block to rest of the participants to seek
validation. However, as the number of winners increase and proposals made
by each node are to be resolved, finality of the transaction becomes an issue.

On the other hand, a lower latency is provided by the voting-based al-
gorithms. In this mechanism, the block validated by majority of the partic-
ipants is finalized. However, it is much slower in achieving consensus since
all the participants exchange messages with each of the other participants.
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Figure 2.5: Comparison of approaches to achieve consensus

Figure 2.6: General consensus protocol in Hyperledger

2.7 Tagging Technologies

Different tagging technologies are used to track items and material in supply
chains. This information over blockchain is used to establish provenance,
on the basis of which trust can be managed. A few of the common tagging
mechanisms are described here for better understanding of chain of custody
and location of an item in the supply chain.

2.7.1 Quick Response (QR) Codes

QR codes are binary codes that work on the same concept as that of barcodes.
These codes are presented in a two dimensional binary depiction, black and
white, of pixels. QR codes are processed faster than usual barcodes. The
common use cases are revolve around identification and product portfolio
management. Micro and nano QR codes are used in modern gem stone and
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mineral mining supply chains.

Figure 2.7: QR codes

2.7.2 Radio Frequency Identification (RFID)

RFID is implemented using specific hardware comprising a tag, a reader and
an antenna. The reader is connected to a computer and is used to scan the
RFID tag. A tag is scanned when within scanning range of an RFID antenna
embedded in the RFID reader. The scanning operation is successful when a
second antenna embedded in the tag reflects the reader antenna signal. A
rectifier converts the reader’s signal to power up the tag. The tag has a small
memory that stores the product information. RFID technology only requires
certain proximity and does not require the reader and tag to be in sight of
each other.

Figure 2.8: Basic RFID Scanning

2.7.3 Near Field Communication (NFC)

NFC has been advocated to be a secure short range communication technol-
ogy. For a device to be able to communicate through this, it has to be NFC
compatible. The two communicating devices should be in close proximity to
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each other with an in between range of 4cm. NFC facilitates quick sharing
of data simply by establishing physical device contact. It is considered very
secure due to the very short distance between the communicating devices.

Figure 2.9: NFC Technology Basics



Chapter 3

Related Work

This chapter provides an account of existing work relating to provenance
and establishing trust in digitized supply chains using blockchain. Blockchain
technology has evolved greatly over recent years and its application to modern
supply chains is very useful. An extensive literature survey has been done to
mention various such traceability solutions in gem stone industry. Moreover,
an account of state-of-the-art trust management solutions in supply chain
management using blockchain has been provided. Different reputation systems
that exist and their shortcomings are mentioned. We further discuss how a
blockchain implementation helps provide a better solution to the shortcomings
of existing work.

3.1 Track and Trace

As Schwagele had put it for supply chains, forward and backward traceability
of a product between origin and the retailer is referred to as Tracking and
Tracing respectively [4]. However, the definitions may change with different
industrial sectors.

Traceability does not necessarily mean that the product is completely
traceable such that each step in its life cycle is verifiable. In the gem indus-
try, the use of tagging technologies is a must and micro QR codes are very
common to refer to information regarding origin.

In coming sections we provide an account of existing research on traceabil-
ity in blockchain based supply chains. Then, we move onto detailing state-
of-the-art on traceability in gem industry supply chains using both conven-
tional models and blockchain in seperate sections. An effective traceability
and provenance solution supplements trust managed through a reputation
system in supply chain management.
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Figure 3.1: Micro QR inscribed on an emerald

3.2 Traceability using Blockchain in Supply

Chains

Blockchain has gotten the supply chain businesses interested and many solu-
tions have been proposed to enforce transparency and traceability. Many in-
dustry leaders like IBM and Walmart [23] have contributed to such solutions.
Some of the examples include Hyperledger Framework [24], Block-verify [25],
and Provenance [26]. The nature of these systems is proprietary with any
detailed architectural information not being available generally.

There has been a lot of contribution from academia and individuals be-
sides the aforementioned industry solutions. The published research in this
domain is described below in categories of supply chain use cases.

3.2.1 Agri and Food Supply Chains

A generalized design for agricultural and food supply chains is presented
by Feng [27] that is based on public blockchain and sensor data from the
supply chain. The work has been improved by Feng catering the issue of
scalability [28]. However, the proposed work has many unexplained aspects
like organization of blockchain, access and system audit.

Originality is of extreme importance in alcohol products in determining
their value. Biswas et al. in [29] provide a traceability solution for wine
production. The proposed system is a private blockchain implementation
using MultiChain and establishes traceability for individual bottles. It is
proposed that the origin and history information is stored in the blocks that
are verified by pre-selected nodes. However, the system has scalability issues.
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Furthermore, the design does not address provenance for actual ingredients
of the wine.

Like any other distribution network, fish supply chains start at the pro-
ducer and ends with the consumer. This supply chain has many intermediary
participants. A research into Tuna fish supply from Indonesia has shown that
there is substantial room for improving transparency and traceability [30].
The fish is processed locally and then distributed to local and international
client base. However, there is lack of information for fishing trips that hin-
ders establishing provenance. This is also because suppliers have aggregated
product from different producers. Another issue is human intervention in
records management.

3.2.2 Manufacturing Supply Chains

Toyoda, et al. [31] propose a system to trace produce by storing the product
and owner information on the blockchain for the period of possession. Such a
system is helpful to limit counterfeiting. The produce is tagged and for every
stage in trade transit, the tag information is updated. However, the solution
is limited to traceability between the manufacturer and the consumer. It
does not facilitate establishing provenance for the product before being in
manufacturer’s possession, for example, information about the origin of raw
material used. Abeyratne et al. [32] propose an alike system for the card
board manufacturing industry with similar design limitations.

Counterfeiting is a grave concern in medical and healthcare products.
Various such false products are captured due to false origin and fake identity.
A blockchain based solution proposed by Modum addresses a similar concern
in medical products [33]. The solution caters for monitoring temperature
data associated with such products through out the chain of custody in the
supply chain. A unique identifier associated with each product is stored in
the blockchain along with the related sensor data and metadata, as described
by World Health Organisation [34]. However, the solution essentially does
not factor in establishing provenance.

3.2.3 Art and Craft Supply Chains

Arts and crafts work is very precious for artists, production houses, heritage
centres, governments and for collectors. Every player is extremely concerned
about the origin of the work. The present mechanisms are incapable to ensure
authenticity of the artifacts and are not thoroughly reliable. The onus of re-
sponsibility usually lies with the intermediaries, for example, the auctioneers,
who fear a slippery slope. Therefore, provenance information is very much
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desirable for everyone. Codex protocol title registry is implemented using
blockchain by Codex, where ownership history of an artifact is represented
by a token [35]. The registry also stores hash values of related transaction
data. However, there are various associated challenges. The solution can-
not deal with existing artifacts. The other obvious challenge is establishing
fidelity between physical artifacts and associated records.

3.3 Traceability without Blockchain in Gem

Industry

3.3.1 Overview

Traceability and provenance are hot topics in the gem industry supply chains.
The implications are on business, customers, environment, human rights and
much more. Recent research studies and reports by Walker [36], Archuleta
[37], CIBJO [38] shed light on traceability in gem industry. Recent reports
by Human Rights Watch [39] thoroughly explain rights abuse in mining and
production of gems. Gem industry is of a very complex structure and due to
this deep fragmentation, information available as to the mining, production
and sale of these gems is very valuable.

The information related to provenance has become very sought after by
consumers, traders and collectors of these gems as claimed by Nash et al. [40]
and De Angelis et al. [41]. There is a global call by relevant organisations
and platforms for increased scrutiny and responsibility for the practices in
gem industry [42] [43]. This has motivated legislation at the government
level both in the United States and European Union - Dodd-Frank Reform
and Protection Act, Conflict Minerals Regulation respectively.

Table 3.1: Origin determination for gems by laboratories globally [3]

Earlier 21st century, the gem industry was struck with grave concerns
regarding blood diamonds and there was a lot of research published in order
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to determine provenance for the diamond industry specifically. However,
according to Dalpe et al. no certain mechanism can be said to ascertain
the origin of the diamonds based solely on traditional scientific apparatus
[44]. Mostly, the following geographic locations for determination of origin
are considered by global laboratories as shown in Table 3.1.

A major challenge in gem industry is cutting of a stone into smaller
pieces. There is no scientific method to ascertain the origin of a cut stone.
Therefore, the industry has adopted other methods like proof of origin and
proof of custody.

Similarly, research for distinguishing freshwater pearls from cultured ones
shifted from origin determination to using benchmarks derived through sam-
pling. However, Hanni and Cartier have emphasised that the focus has been
back on ascertaining the origin of these pearls [45].

Norton et al. describe that there are various traceability models which
are applicable in different scenarios and have a variable success rate [46]. The
most common models include: 1) Identity Preservation, 2) Bulk Commodity
or Segregation, 3) Mass Balance, and 4) Book and Claim. Table 3.2 presents
a brief insight into utility of each method.

Table 3.2: Sustainability of existing traceability models [3]
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3.3.2 Industry Initiatives

As discussed earlier, in the wake of blood diamonds issue, the industry shifted
focus to proof of custody methods to facilitate traceability. The tables 3.3
and 3.4 provide an over the years account of several industry initiatives in this
regard - conventional and blockchain based traceability models respectively.

Table 3.3: Industry initiatives for non-blockchain based traceability [3]

3.4 Traceability using Blockchain in Gem In-

dustry

One of the main reasons of considering blockchain an obvious mechanism
to provide provenance is Smart Contracts. Kim and Laskowski state that
smart contracts not only facilitate authentication of ownership but trades are
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Table 3.4: Industry initiatives for blockchain based traceability [3]

automatically validated as well [47]. Investigating blockchain for provenance
solutions has a lot to do with smart contracts, as similarly described by Shrier
et al. [48].

Petersen and Janson explain the potential of blockchain mechanism as
having the ability to resolve existing trust issues in large-scale complex in-
dustries [49]. There are various industry solutions proposed for problems in
gem industry. These include for diamond industry [32], gem trading [50],
jewellery [51], artifacts [52], gem stones [53], minerals [54], general luxury
ornaments [55]. The warranties inherently provided by the blockchain mech-
anism is investigated by the Kimberly Certification Scheme [56]. Everledger,
a company providing technology solutions, has recently developed a protocol
to track and trace complete journey of a single diamond. A consumer can
keep track of all the information through a smart phone [57].

Among several industry initiatives, the recently launched De Beers’ Gem-
Fair solution in collaboration with Diamond Development Initiative, ado-
cavtes the idea of storing critical information of value [58]. Forexample,
in case of a mining site, first hand evidence in form of timestamped photo
images can be maintained at the blockchain. The diamond development ini-
tiative solution for diamonds traceability is planned to link to the GemFair
solution [58].

As we have discussed earlier, our research problem revolves around the
fact that strength of the blockchain lies in the transaction data stored on it.
There is no built in mechanism for blockchain to verify the event in totality,
only the data presented to it can be verified. Therefore, the supply chain
would require third-party validation for the system along with independent
audits. Traditionally, blockchain solves the problem of reinforcing claims
since the ledger is immutable using cryptography mechanisms. Our research
is focused on how we can augment the trust level associated with the data,
to-be stored on the blockchain, using a reputation management system.
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Figure 3.2: A general block diagram for gem blockchain solution [2]

3.5 Trust and Reputation using Blockchain

While blockchain may constitute adequate suitable proof for certain financial
articulation statements, it may not give adequate audit or evidence depend-
ing upon the type of transactions and role of participants. For instance, in
spite of the fact that the exchange of goods is recorded on the blockchain, the
auditors may be unable to verify the claimed behavior of the node as a good
or bad actor on the blockchain. We describe the general role of reputation
systems and their importance in blockchain systems in the following sections.

Reputation systems work well for solving complex trust problems specially
in case of public blockchain architecture where the participation of nodes in
the network is permission-less (anyone in the network can join and generate
transactions). It is also important to state here that in case of permissioned
blockchain systems such as those suggested for supply chains (where known
supply chain participants interact), the reputation engine could be partially
centralized and decentralized. Though there are plenty of reputation systems
designed for e-commerce, the area of blockchain based reputation systems is
still evolving.

3.5.1 Fraud in Emission Trading

Khaqqi et al. has proposed a novel model for Emission Trading Scheme
(ETS) which incorporates blockchain technology to address fraud issues in



30 Related Work

ETS management [59]. A reputation system is built on top to improve the
systems efficacy. The system is based on priority values where sellers with a
higher reputation score have access to better offers. However, the reputation
score does not get updated frequently since it is based on the feedback from
auditors. This infrequent updating leaves room for exploiting the offers and
bidding. The reputation based trading system signifies the participants to-
wards their commitment to participate in emission reduction efforts which is
an effective approach for useful participation in emission trading scheme but
not applicable to supply chains.

3.5.2 Malicious node in Vehicular Networks

Another of blockchain application is the automobile industry with its increas-
ing development using Internet of Things (IoT). Yang et al. in their work,
propose a blockchain reputation system to ensure the data credibility rather
than just integrity of the data [60]. The proposed reputation engine highly
depends on a large number of messages associated to keep the reputation
for changing vehicular environments which causes a network overhead. A
temporary centre node is selected to act as a reputation engine. The centre
node is selected on the basis of election. It is argued that ratings should be
stored on blockchain after consensus among the participating vehicles. This
consensus serves as a means of verifying possible malicious entries. The dis-
tributed consensus and fair election of these minors adds to the throughput
of the network.

3.5.3 A Case of Anonymous Rating

A promising approach for trust less, privacy preserving reputation system is
presented by Schaub et al. [61]. It is emphasized that a blockchain based
reputation system specially designed for e-commerce applications which can
preserve the anonymity of the consumers contributing to the reputation of
the service provider. Every time a consumer wants to rate. Their approach
highlights the benefits of anonymous rating but lacks some research questions
as the number of valid tokens available which are used for rating the service
providers.

3.5.4 Reputation in Wireless Sensor Networks

A node authentication mechanism is provided by Moinet et al. in context of
autonomous wireless sensor networks [62]. The authors propose their work
based on the human like knowledge base which evolves over the time. The
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proposed approach is interesting as it is time evolving and we build our
architecture on top of such a time evolving reputation system for supply
chain.

3.5.5 IBM Crypto-Anchors

Crypto-anchors have been presented recently by researchers at IBM [63].
These anchors serve as digital fingerprint that are tamper-proof and are
pinned to products as proof of identity. This addresses counterfeiting in
production supply chains. However, its applicability in supply chains needs
to be investigated for cost and other factors.

3.6 Suitability for Supply Chains

Despite the extensive use of blockchain technology and profound research over
the decades for reputation systems alone, the two systems can complement
each other in supply chain if they are thoroughly thought through. We
observed that the existing systems mentioned in section 3.5 are unsuitable
for supply chains of gem industry where provenance is the most crucial aspect
due to following shortcomings:

1. Supply Chain are based on permissioned blockchain meaning that only
designated nodes can take part in the recording transactions on blockchain.
We may not only want to build a reputation from only a trading party
but also from audit bodies, validators, consumers and competitors.
Hence supply chain is a multi-role based distributed network with ev-
ery agent has different stakes.

2. The credibility of supply chain information is important. The IoT
sensors contributing to the additional fingerprint to the claimed data
cannot be ignored. Currently none of the blockchain based reputation
system relates the credibility of sensor information which is much used
in the IoT domain.

3. The proposed solutions in literature either rely on pre-calculated rep-
utation values for the data or these values are collected over a single
source, i.e. one time GPS coordinates. Other methods only consider
data capture using IoT as a trust enabling factor in blockchain solu-
tions.

4. The complexity of gem supply chain demands an atomic reputation
model, which must be generic enough to fit multiple supply chain
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scenarios. Existing models for trust formulation over blockchain con-
tribute lack trust and reputation formulation required for both the
assets and nodes in the network.

5. It is of less discussion so far how the trust mechanisms be automated
over blockchain layer or if there is a need for trust information requests
to be logged on the blockchain. Not all the proposed methods are tested
for their network efficiency or blockchain platform compatibility.

6. The existing approaches lack in providing end to end holistic model for
trusting a valuable asset, a consumer trust over data and its integration
over the blockchain layer.

In Chapter 4, 5 and 6, we discuss our proposed solution in detail. In light
of this discussion, Chapter 7 provides a conclusion addressing the limitations
discussed above.

3.7 Addressing the Research Gap

In this section, we mention the objectives of research and that how our
research can be beneficial to gem industry supply chain management.

3.7.1 Objectives of our Research

The objectives that were set for this research work are following:

1. Development of a reputation engine which is based on multiple reputa-
tion factors, credibility of sensor data, and multiple role based agents.

2. To incorporate the stake as disincentives and incentives with respect
to the agent reputation.

3. Development of a permissioned blockchain based trust management
system which is evolving, adaptive and reliable over the time.

4. Detection of fake transactions and reputation frauds over permissioned
blockchain networks.

3.7.2 Applicability of our Research

Our proposed solution shall help augment the following aspects of supply
chain management in the gem industry:
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3.7.2.1 Reputation and Trust Management

As described earlier, there are different roles of every supply chain entity
on permissioned blockchain. Based on these roles there are multiple events
or transactions on the blockchain. For every event, a reputation metric is
calculated. Since the events happen consequently, the reputation calculation
function is a time decreasing function which evolves as new reputations are
built over recent data. Through calculation of this reputation, trust manage-
ment is done and reflected in digital profiles of supply chain entities. These
profiles are visible as ratings and reputation factors when a supply chain
participant trades.

3.7.2.2 Determining Agent Incentives and Disincentives

On the blockchain system, the malicious participants stake their reputation
and may have a chance to lose some amount in escrow until the transaction
and reputation of the supply chain node is deemed trust worthy. On other
hand, if the supply chain node maintains a reputation over a certain time in
the network, it is eligible for rewards in terms of any crypto tokens. Deter-
mining how these crypto tokens can be consumable by supply chain primary
producers is a separate challenge that is intended for future work. If these
tokens are present in terms of fiat currency then it can cut a huge technology
dependency for primary producers in order to redeem these awards.

3.7.2.3 Sensor Data Fingerprinting in Blockchain

We here present a holistic model for sensor based information accumulation
which can give a statistical fingerprint based on the data in blockchain, sen-
sor information with respect to the types of sensors and their application,
and a module for building a link between analytical fingerprint of the data,
transactions on the blockchain and data payload stored off chain.

3.7.2.4 Regulation and Audit Control

The use of blockchain-based technology can be beneficial for audit and reg-
ulation purposes because it is secure for storing information, while allowing
reliable third-party verification. Our solution would help regulators relate
the blockchain based automated reputation, and view the exact same infor-
mation in the ledger, to that the supply chain participants claim. This means
the reputation can be endorsed by the external third parties and can result
in a control for supply chains.



Chapter 4

Proposed Design Methodology

This chapter describes the methodology of our proposed blockchain based trust
management solution for gem supply chain. The design is explained in terms
of general architecture, proposed trust mechanisms and consumer benefits.
The proposed trust framework can assign the trust score to an asset based
on its provenance, custody and quality information stored on blockchain.
The framework also supports the reputation of supply chain participants in
a permissioned blockchain. Supply chain specific transactions are formulated
which help in finding instant and long term reputation scores for an asset
and traders in the network. Lastly, we summarize how these mechanisms
can benefit a end term consumer.

Before we discuss our proposed methodology for trust management in gem
supply chains using blockchain, we present a top-level depiction of a gem sup-
ply chain given by Figure 4.1. This shall serve as a reference in our detailed
discussion.

Figure 4.1: A typical gem supply chain [2]
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Figure 4.2: Architecture of Proposed Framework

4.1 Trust Framework over Blockchain

Blockchain proves that logged data has not been changed. This is supported
by many blockchain based solutions as outlined in Chapter 3 which provide
the traceability and integrity of the supply chain events. The main problem to
address, common to all use cases, is proving the logged data is true. To rely on
data, we need to trust the data source. In Chapter 3, we outlined the major
challenges for digital supply chains with respect to trust management. In
order to facilitate trust for gem supply chains, there are multiple data inputs
constituting to the trust value of a gem stone at the shelf. The system’s
effectiveness also depends on the actors in blockchain and their stakes in
honestly participating in the blockchain system. A generalized blockchain-
based trust architecture is shown in Figure 4.2.

We introduce three key modules in a known architecture of blockchain
solutions. A typical blockchain solution consists of three layers namely, the
data, blockchain and the application layer. We describe functionality of each
layer of the architecture.

• Data Layer: The data layer deals with the data generating interfaces
in the gem supply chain, as shown in figure 4.2. The layer involves the
actors and assets in the system namely the traders, Internet-of-Things
(IoT) sensor devices, assets (gems) and third party assessors. All of
these participants contribute to the data logged onto the blockchain
layer. However, generally in gem supply chains, this data is observa-
tional rather than digital. To evaluate the data trust, we introduce
two base modules, in coming sections 4.3 and 4.4, on data layer which
quantify the trust of assets and traders with respect to an individual
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event respectively.

• Blockchain Layer: Once the corresponding trust level is calculated
for a particular event, it is logged on the blockchain in form of trans-
actions, shown as Ts in figure 4.2, along with the other data related to
that event. It is important to mention that the data can be stored in
the databases off the chain and only the hash of data, with it’s trust
value can constitute a transaction. The transactions are formulated in
accordance with the individual supply chain event and smart contracts
automate the trust calculation and update digital profiles of either as-
sets or the actors in supply chain system.

• Application Layer: Once we have immutable data on the blockchain
and digital profiles, this data is provided to end users using application
layer. Application layer interacts with the blockchain layer when it
receives queries, in the form of transactions, from the end users. The
cumulative trust level of assets and reputation of traders based on the
history of transactions pertaining to them are calculated. Thus, the
end user receives the information regarding the trust level of an asset
based on data constituents and the long term reliability of the seller.

Before the detailed description of our trust management system, we first
discuss our underlying network model in the next section.

4.1.1 Permissioned Blockchain Model

As stated in Chapter 1, permissioned blockchain model is best suited to
supply chains and thus adopted by us as a design choice in this proposed
work. Our architecture for blockchain network is based on work published
by Malik et al. where the supply chain actors and IoT devices are pre-
registered with the system since the participants are already known [64].
In permissioned blockchain model, the access policies for the network and
rules are defined by the top-level consortium. This consortium manages the
permissions of the blockchain network, the rewards and penalties for all the
participants. Discussing the consortium in detail is out of the scope of our
research. We assume that a consortium is in place that manages and reviews
the network policies. A generalized diagram for better understanding of a
consortium is provided in Figure 4.3.

As we can see, this consortium consists of two organisations ORG1 and
ORG2 in permissioned blockchain network N. The peers P1, P2, P3 and P4,
in both participating organisations, communicate through a channel C. The
communication policy (CP) for this channel is devised jointly by Member
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Figure 4.3: An example of a permissioned blockchain based consortium

Service Providers (MSPs) of both participating organisations. Each organi-
sation can choose its own Certificate Authority (CA) that issues certificates
to respective organisation. All the permissions and regulations in a per-
missioned blockchain are managed through a consensus on policy by all the
participating organisation MSPs.

The coming sections describe the core network model, transaction flow
and our methodology to quantify trust in the assets and traders of the gem
supply chain.

4.2 Network Model

For traceability via sensor nodes, we assume an application agnostic tiered
IoT network model presented by Wang et al. based on the location sensors
and the gateway nodes [65]. We have opted for this model as it depicts a
generic architecture for IoT devices assuming they have limited resources
and are generally constrained. Based on this model, we propose a tiered
network model consisting of IoT sensors, supply chain actors and blockchain
validators. In Figure 4.1, we depict a typical gem supply chain from a miner
to a retailer where mobility of these assets are supported by IoT devices.
For our research work, Global Positioning System (GPS) sensors providing
location data are used as IoT devices.
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Figure 4.4: Network Model

4.2.1 Two-Tiered Design

A network model in our system consists of base nodes in a network which can
contribute to the data on blockchain, as shown in Figure 4.4. These nodes
include the participants of gem supply chain as well as the state-of-the-art
IoT devices which supply chains today are equipped with. Our tiered model
is split into two tiers - base tier and upper tier.

Base Tier: The base tier consists of sensors collecting the GPS in-
formation of the gem lots all the way through supply chain from the mining
site up till retailers’ shelf.

Upper Tier: The upper tier consists of gateway nodes which constitute
to a node issuing sensor transactions to the blockchain layer.

The transaction issuing is limited to upper tier gateway nodes as generally
the base tier sensor nodes are resource constrained to generate blockchain
transactions. Also, the massive amount of information generated at the
sensor level would increase the transaction send rate for the application of
blockchain and raise scalability issues.

4.2.2 Network Flow

When the network is initialised, all the nodes, meant to generate transactions
on the blockchain, get registered on the network using their public and private
keys. The assets on the other hand are registered with a unique identifier.
Both for the assets and nodes, digital profiles are created on blockchain
platform which are used for storing the reputation scores discussed later in
this chapter.
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Figure 4.5: Network Flow

As the nodes get registered on the network, they can now issue transac-
tions signed by their private keys. The sensors are recording the information
through gateway nodes. The gateways verify sensor devices based on their
identity and proximity. Apart from the the gateways, the supply chain ac-
tors are generating transactions by recording the asset trade on blockchain.
These transactions then get validated from validators of the network accord-
ing to the proposed transaction structure and access policies. The blockhain
explorer nodes, interfacing with application layer, provide the information to
end-users based on the queries and the access-level of end users generating
the queries.

Having defined the trust architecture and the network model, the next
sections focus in depth on how the trust is formulated for assets and the
traders in this framework.

4.3 Trust Mechanisms for Assets

Recall from chapter 3 that where scientific methods of proving origin claims
fail, methods like Proof of Origin and Proof of Custody have a great signifi-
cance. We further include Proof of Assessment to establish another criteria.
The three terms are described as:

Proof of Origin (PoO): Proof of origin is to establish the originating
place and event of an individual gem in the supply chain. In our understand-
ing PoO should constitute of Proof of Existence (PoE) and Proof of Location
(PoL). PoE states that information regarding existence of a gem and related
event must be available. PoL states that the information relating to physical
trail of the gem from its origination to the retailers’ shelf should be available.



40 Proposed Design Methodology

Proof of Custody (PoC): Proof of Custody is to establish the chain
of possession for an individual gem in the supply chain. PoC refers to the in-
formation of any change in possession of a gem between supply chain traders.

Proof of Assessment (PoA): Proof of Assessment is an important
aspect to establish further trust in a gem in the supply chain. PoA refers
to the information comprising assessment of a gem by an industry specific
authority that is part of the blockchain network.

We are going to establish in our proposed trust model that PoP, PoC and
PoA can be used to augment the trust associated with the gem stone and
reputation of the participants trading in the gem industry. We build on the
proposed work by Malik et al. [66] and extend it to gem supply chains.

4.3.1 Trust Model

As evident from above factors, the trust level of a gem stone constitutes from
multiple observations. These observations are an instant referring to unique
supply chain events as a gem is passed from one trader to another. These
can be individual observations or they can be cumulative and contribute to
a final trust value of gem on retailer’s shelf. Cumulative trust value of a gem
is derived from the factual trust worthy information that exists related to
a gem stone. A gem stone which has a trust value supported by multiple
factors, such as origin, its custody by traders and quality assessors; is most
trust worthy for a consumer. Technically this information is constituted
by the provenance of gem, its mobility from mine to different traders, and
any physical quality assessments performed by a third party. A gem stone
which has history of all the mentioned information stored on blockchain is
considered to be the most trust worthy. Thus, trust in an asset can be
modeled as:

Truststone = f(PoO, PoC, PoA) (4.1)

where f is a function mapping trust in proof of asset’s origin PoO, proof of
asset’s custody PoC, and proof of asset’s assessment PoA. The function f
is considered to be application specific with a value out of maximum of 1.
However, for simplicity, lets assume a simple mapping of function f as the
weighted sum of trust components (i.e. PoA, PoC, PoO) as:

Truststone = (x1 × PoO) + (x2 × PoC) + (x3 × PoA) (4.2)

Where,
x1 + x2 + x3 <= 1 (4.3)
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And,
PoO, PoC, PoA <= 1 (4.4)

This mapping calculates the trust level of an asset where the weighting
factors, x1, x2 and x3 are decided by the consortium. For example, for a
hand crafted jewellery, assessment value is of substantial significance. The
PoA in this will be given the highest weight. Furthermore, in case of a fresh
water pearl, origin information is most valuable. Thus, making PoO have
the highest weight.

Control vs. Flexibility: There can be two approaches to evaluate
trust in the stone which depend on the weight factors x1, x2 and x3. Each
approach has its pros and cons. A more controlled approach is adapted as
shown in equation 4.3. In this approach, the factors x1, x2 and x3 must be
recommended or assigned by a single entity agreed upon by the consortium.
Here, the three weight factors are explicitly dependent (change in one factor
brings a must dependent change in the other two factors). A more flexible
approach could have been to assign implicitly independent values for the
three weight factors. Here, each factor could have a value of between 0 to
1 and each factor could be assigned by a different entity as agreed by the
consortium. We opted for more control as a foul rating could be generated
for a single proof our of PoO, PoC and PoA which could unnecessarily impact
the true rating of the gem.

The trust levels from PoA, PoC and PoO are already stored instanta-
neously on asset’s profile based on the supply chain events. The final trust
value can be calculated on the consumer request or it can be automated with
each trade. This can also be considered as a one time calculation and can
be automated when a gem stone reaches the consumer shelf. In the next
sections we explain in detail how the trust components PoO, PoC and PoA
are computed in our model.

4.3.2 Proof of Origin

Gem supply chain process starts with the existence of a mined stone as shown
in Figure 4.1. It is of critical importance as how to trust the claimed origin of
gem when it is mined. Many blockchain based provenance solutions discussed
in 3 depend on the transactions confirming the existence of raw material.
Our solution for provenance stems from the fact that for a valuable gem,
just the log of it’s existence is not enough. To authenticate the origin of
the gem, we rely on IoT sensors such as GPS locators to authenticate the
origin and location information right from the mining point. Consequently,
our proposed model depends on two things for provenance and establishing
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Proof of Origin: i) Proof of Existence (PoE) ii) Proof of Location (PoL).
We have Proof of Origin as:

PoO = PoE + PoL (4.5)

Where,

PoE, PoL = 0.5 (4.6)

Proof of Existence (PoE): A ledger for a gem stone is instantiated
with a transaction Tex, submitted by a miner confirming the existence of a
new asset on the blockchain. The structure of Tex is given by:

Tex = [GID|Hgdata|CID|Sigm|PUm] (4.7)

where GID corresponds to the unique identifier assigned to a gem stone.
Hgdata is the hash of data related to attributes of a gem stone (name, type,
size, weight, location), CID is the identifier of respective smart contract
(discussed in chapter 5). Sigm and PUm are miner’s signature and the public
key respectively.

Once a gem stone’s existence is confirmed on blockchain through Tex, we
can now use this digital information to further relate to supply chain events
confirming the trade of this gem as it makes it’s way to the shelf.

Proof of Location (PoL): To prove the origin, trusting the location
information of the gem in Tex is not enough. To ensure that the geographic
locations claimed in Tex are factual, we introduce PoL based on GPS sensors.
The data logged by the sensor devices is the location information of the gem
i.e. latitude, longitude and the GPS sensor confidence value. The confidence
value of the sensor device relates how much a sensor node is sure of its own
observation and can be stored together with the GPS coordinates.

In order to further illustrate this, consider the Figure 4.4. We assume
each mine has a set of GPS sensor nodes attached to the site and/or the
vehicle transporting the assets to it’s next location. These GPS sensors send
location coordinates periodically pertaining to a specific asset or a lot of
assets. This location information must be stored under the digital profile
of an asset on the blockchain. However, the sensors reporting the location
information are resource constrained and cannot directly host a blockchain
client architecture for generating transactions to be stored on asset’s profile.
Secondly, the sensor information is generated on a massive scale in IoT, thus
it is not in a best practice to log all the information on blockchain as it will
increase the latency of the network.

To ensure efficiency, the sensor based transactions on the blockchain are
logged by the gateway nodes instead. The intuition to use this data logging
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is based on the model proposed by Brambilla et al. [67]. From Figure
4.4, every time a GPS location information is generated with respect to
an asset, a request from a sensor device is generated to the gateway node.
The GPS sensor nodes can communicate with the gateway nodes using any
short range communication technology such as Zigbee or Bluetooth Smart.
The sensors periodically send the location coordinates to the neighboring
gateways in proximity. The location information is denoted by Reqsi, which
is a request from sensor i to gateway j to generate a transaction information
on blockchain. This request is given by:

Reqsi, j :


GID

latitude, longitude
confi
Sigi
PUi


where GID corresponds to the unique identifier assigned to the sensor.

The respective location coordinates are given by latitude, longitude. The
sensor’s confidence is provided by Confi. Sigi and PUi are sensor’s signature
and the public key respectively.

Every gateway has a list of registered sensor devices within its proxim-
ity. Upon receiving a request from a sensor device, a gateway node which
receives the request performs a validation before a transaction is logged on
the blockchain. The validation is based on the following:

1. The request is generated from one of the registered sensor devices
i0......in) in the underlay network.

2. It contains the valid signatures of the requesting device.

3. The request is generated for a valid asset, i.e. for this to be verified,
Tex must exist on the ledger for the corresponding GID.

4. An admissible geographic location with the gateway node is present,
i.e. this is based on calculating the distance between the gateway and
the sensor node, if in range the location information is considered to
be valid.

After the verification, a response from gateway is generated as a transac-
tion, Tloc, which is given by:

Tloc = [GID|H(Reqi,j)|latitude, longitude|Lv|Sigj|PUj] (4.8)

where GID is the gem stone’s unique identifier, H(Reqi,j) is the hash of
original request from the sensor, the respective location coordinates latitude, longitude,
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the signature and public key of respective gateway node j and the location
validity parameter Lv.

As we have discussed that confidence value attached to GPS sensor deter-
mines if the data generated by it is reliable. It is a fact that a GPS module
may erroneously report the location information. The governing principle in
calculation of Lv is based on the sensor’s confidence Confi and validity of
its location data. The gateway node validates the location information with
respect to the confidence level of the reported location. In our proposed so-
lution, sensor’s confidence Confi is considered to be 1, if it exceeds a certain
minimum acceptability threshold and 0 otherwise. The confidence thresholds
are again dependent on sensor modalities and hence application specific.

In our proposed model, for every change in gem’s location, location is valid
and Lv is true (equals to 1) only when the sensor has admissible reported
location with a high confidence level. The possible values of these are given
below:

Lv =


trusted, highConfi with location within proximity

not trusted, lowConfi with location within proximity

not trusted, highConfi with location out of proximity

not trusted, lowConfi with location out of proximity

It is important to mention that the sensor information is often gener-
ated at a higher rate. This massive data from sensor devices can effect the
blockchain’s scalability if all the data is logged on the blockchain. This in-
creases the transaction send rate and high latency. To keep the latency low,
one of the design choices is to only log the information when the sensor in-
formation deviates from expected value. We already have Lv as the decision
parameter for trusting sensor information. The gateway node sends Tloc ony
when the information deviates from the previous stored value of Lv or after a
specific period of time. In this way, we can increase the system scalability by
limiting location transactions being massively stored on blockchain. The Lv

parameter can also be used to determine if the sensors reporting the location
deviated from the proximity range.

A PoO for a gem exists if it has corresponding Tex and Tloc log. However,
for a valid Tloc to have existed, Lv vector for that gem must contain all values
as true, i.e. equal to 1.
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Figure 4.6: Transaction Data Flow

4.3.3 Proof of Custody

While PoO is sufficient to support provenance information, ownership history
is another parameter for buyers and auditors in gem industry to be interested
in. It is important as in conflict scenarios, an asset may be reported at the
given location but in different ownership. Sometimes, an asset is of a greater
value if it’s reported to have remained in custody of fewer owners. Thus,
this ownership history is referred to as Proof of Custody. This information
is updated whenever the gem is traded. A transaction Ttr, confirming trade
and change of ownership is given by:

Ttr = [GID|Hgdata|Sigs|PUs|Sigb|PUb] (4.9)

where GID and Hgdata are same as in Tex, and in place of miner who sup-
posedly logs the data regarding mined gem, we have seller and buyer with
their signatures and public keys as Sigs, PUs, Sigb, and PUb respectively.

A miner can also take a role of a trader and issue a Ttr confirming the
trade of original gem stone. A PoC exists to be true (equals to 1), if a gem’s
digital profile contains Ttr and a corresponding rating is added to the profile.

4.3.4 Proof of Assessment

In gem and jewellery markets, physical assessment of stones is a known prac-
tice using isotopic, spectroscopic and geochemical methods [3]. These physi-
cal assessments are often to assess origin. For this, country of origin reports
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are generated to support the claimed provenance. Other than geographic
origin determination, research is also done in distinguishing the type of stone
based on it’s quality using various sampling methods. For example, in case
of pearls, lab assessments are conducted to distinguish natural pearls from
cultured pearls. Similar is the case for pearls from freshwater or saltwater.
These reports however, hold a significance for the trader, consumer or even
an investor.

The physical assessments of gems by a third party thus cannot be depre-
cated and is incorporated in the proposed blockchain solution. We propose
that the assessment by the third-party is done for both, the gem in trade and
the seller of the gem by evaluating his claim. Seller’s assessment is discussed
in the coming section 4.4. A new transaction Ta is generated which refers to
the hash of data corresponding to assessment of the gem, i.e. a report signed
by the lab. This transaction can be issued by a registered third party, such
as laboratory. Ta is given by:

Ta = [GID|Hdata|Signauth|PUauth] (4.10)

where GID is the identifier for gem, Hdata is the hash for the laboratory
assessment which could be a certificate or a report. Signauth and Pkauth are
signatures and public key for the issuing authority.

A PoA exists to be true (equals to 1), if a gem’s digital profile contains
Ta and a corresponding rating is added to the gem’s profile.

4.4 Trust Mechanisms for Traders

4.4.1 Motivation

As stated previously in 1, besides asset’s own trust level, traders in the system
must also be evaluated to encourage honest trade practices. As incentives
for encouragement of fair trade, rewards and penalties are introduced by
increasing or decreasing the reputation of a trader.

The trust of trader in supply chain stems from number of factors such as
seller’s reputation, buyer’s willingness to continue business relationship, the
satisfaction level of a buyer, the assessment of trading asset by a third party
and much more. Reputation and trust are relative, and in our work we refer
to the trader’s reputation as a measure of trust. Generally, supply chain
vendors supposedly would want to make long term investments with a trader
of higher reputation to gain maximum profits. In gem industry specifically, it
becomes of sheer importance. However, one may argue that in reality most of
the factors contributing to trader’s reputation are subjective with respect to
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a buyer and thus hard to quantify in digital systems. We formulate trader’s
reputation to thwart this subjectivity from a buyer by introducing multiple
factors for reputation formulation described in next sections.

4.4.2 Trade Event based Reputation

When a trader registers himself on the permissioned blockchain network, it
is assigned an initial reputation score, R0. The governing principle to update
this score is based on the ratings given to a trader, at the point of sale trade
Ttr, by the assessor ra→s and the buyer rb→s. These ratings are instantiated
with respect to Ttr and stored in trader’s digital profile on the blockchain.
The overall rating of a trader based on his sales is given by:

Rs = R0 + δR (4.11)

where R0 is the base reputation score and δR is the reputation update
factor which is given by:

δR =
ra→s · λ+ rb→s · Cb

2
(4.12)

where ra→s is assessor’s rating for the seller, λ is the weighted factor
determining if seller’s claim is proven, rb→s is the buyer’s rating for the seller,
and Cb is referred as conflict measure. The reputation update factor δR is
normalised between a range of 0 to 1.

We propose that while trading, the buyer rates the seller as the seller is
the asset holder. The seller on the other hand raises a conflict if the trading
experience was dis-satisfactory. Cb is the ratio of number of good sales of a
buyer to the number of sales made by him. Good sales are where a conflict is
not raised by the seller. Thus, we propose weighted rating of rb→s, which is
directly proportional to buyers conflict measure, Cb i.e. if a buyer is known
for conflicted sales, his rating for other sellers must be of lower weight while
purchasing a new asset.

The second parameter in the seller’s rating is the assessor’s rating ra→s.
The intuition to add this parameter stems from the real world practise in
supply chain where a buyer often purchases an item based on it’s assessment
from a third party. The assessing third party approves or disapproves of seller
for its claims based on the assessment. Even though, if a seller is dishonest
of his claims (for which he must get a negative rating), the asset will be rated
on the basis of it’s quality. Thus, assessor generates ratings for (i) the asset,
based on the quality as described in Ta (see Section 4.3.4), (ii) the seller, if
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the assessment is supportive of the seller’s claim about the asset. For the
latter case, ra→s is weighted by λ. If the assessment by the assessor supports
the claim of the seller, λ is 1 and it is -1 otherwise.

4.4.3 Long Term Reputation

Rs is the seller’s reputation at the time of one trade and added to his profile.
However with the passage of time as the number of trades increase, an overall
reputation score R is generated which reflects the seller’s rating over his past
sales. For calculatingR, aggregation, median or other reputation mechanisms
mentioned in Chapter 3 can be used. We calculate the overall score R of a
seller at time tk as:

R(tk) =

tk∑
ti=t0

Rs(ti)× e
−(tk−ti)

tk (4.13)

where t0 to tk represent the initial and the recent time of trades in his-

tory. Rs is weighted by a time decay function such as e
−(tk−ti)

tk to give more
importance to the recent events in time.

Time Decay Function: Time decay function, also referred to as
exponential decay function, depicts the decrease in value of an entity at a
percentage rate consistent over time. The general representation of a decay
function is given by e−wx. It is a function which is opposite of exponential
growth. The behaviour of time decay function with different decay constants
is shown in Figure 4.7. It is evident that rate of decay increases when the
function is applied with large decay constants, shown by the blue line.

A general decay function is represented as:

e−wx (4.14)

We have customized it with w = 1 and x as follows:

x =
−(tk − ti)

tk
(4.15)

The overall rating R is calculated on demand or after a specific interval to
ensure that common trade transaction Ttr is less computationally expensive.
The on-demand R is to be issued in a separate transaction and calculated by
a dedicated smart contract on the blockchain.
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Figure 4.7: Time decay function with varying decay rates



Chapter 5

System Implementation

This chapter describes the implementation related details of our proposed
Blockchain based framework. Implementation primarily comprises of an ex-
perimental setup depicting an abstract gem supply chain. Our experimental
setup is described in context of related technologies that have been used in
the blockchain implementation. Discussion covers the transaction flow with
respect to the proposed model and Hyperledger framework. The blockchain
architecture discussion includes the basic model, participants, access control,
queries and transactions on the ledger. The transaction flow lists the sys-
tematic flow of transactions from clients with respect to both query and write
transactions on the network. The third section in this chapter discusses
how and which technologies have been used in context of our implementa-
tion, which include Hyperledger Fabric, Hyperledger Composer, Hyperledger
Caliper, and Apache bench-marking tool.

5.1 Architecture of Blockchain Design

The architecture of our model relies on Hyperledger framework. The framwe-
ork provides Composer - a tool set that models and builds blockchain business
network design, and integrate it to the network with other existing business
systems. A model definition in Hyperledger Composer is based on:

• Model File (.cto): contains the data structure for user defined types,
assets, transactions and participants of the system.

• Script File (.js): contains the functions of transactions which are later
combined and hosted as contracts.

• Access Control List (.acl): contains the role based acccess of partici-
pants to write or query transactions from the ledger.
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• Query File (.qry): contains the queries which the system will recognise.

5.1.1 Assets

The asset we have used in this implementation is of one type, i.e. gem. The
asset properties contain the data related to it, its location information which
is also in form of transactions, its trust score and the assessment and custody
details. The custody, assessment and location parameters are dynamic and
keep on updating in a Gem’s profile as a result of corresponding transactions.
A .cto model of gem is shown in Figure 5.1.

Figure 5.1: Gem in .cto file

5.1.2 Participants

The participants in our model include trader, assessor and gateway. These
participants are chosen as they are transaction contributors in our supply
chain network model (see Figure 4.4). Every participant role has a unique
identifier. The trader participant can take a role of miner, trader or both.
The gateway has list of device Ids to identify the registered GPS sensor
devices. A .cto model of a trader is shown in Figure 5.2.

Figure 5.2: Trader in .cto file
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5.1.3 Transactions

The transactions in our model include the three basic transactions namely,
exist, trade and location. These transactions cover the seventy percent func-
tionality of our model. The rest of the transactions are categorized under
query transactions. The query transactions are also important as they con-
trol the readability access of the system and must be specified for acces-
sibility specified in ACL. Figure 5.3 shows how Tlocs are embedded into a
gem’s profile upon commitment to the ledger. An example of transaction
log on Hyperledger Historian is shown in Figure 5.4 which represents the
transactions’ type along with the date,time and issuer(not shown here) of
the transactions.

Figure 5.3: Location Transactions for a Gem

5.1.4 Access Control List

• Participants can read all the data in their records, which include their
profile data and the transactions made.

• Participants are allowed to read their own history of transactions and
restricted from viewing others’ transactions on the network, see Figure
5.5.
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Figure 5.4: Transactions updating in Ledger (Hyperledger Composer)

• The assessors have a readability request to trader’s transactions.

• Participants can submit only the transactions which they are allowed
to: for example the Tex transaction can only be submitted by a trader
with a role of a miner.

• Participants are restricted from updating their own profile data.

• If a participant is revoked from participation, he is restricted from
resetting/ or joining the network again.

• Participants with the miner role can edit/update certain information
of the asset before it is traded.

Figure 5.5: ACL Example from .acl

5.2 Transaction Flow

This section explains at what stage the transactions are verified and logged
onto ledger and reputations/trust scores are updated. The supply chain
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participants such as miners and traders enroll with the business organiza-
tions certification authority, which is a body hosting the blockchain solution.
Note, as mentioned in Chapter 4, it is assumed that the participants are
registered from a physical CA before being issued a digital identity or partic-
ipation rights in permissioned blockchain network. Business model hosting
our proposed trust management framework with a set of transactions, smart
contracts and ACL are installed on endorsing peers. These endorsing peers
validate the transactions and maintain the current state of the ledger.

The transaction flow of our model is shown in Figure 5.6. A client ap-
plication is hosted on a device with a trader, mining site or vehicle. When
a client node submits a transaction to the validators (see figure 4.4), the
validators of the system endorse the transactions if:

• signatures of client are valid

• transaction is not submitted in past

• transaction follows the transaction architecture as described in the
model .cto

• transaction does not voilate the ACL rules.

Figure 5.6: Transaction Flow

The validation response, either true or false is communicated back to the
traders application (step 2 in figure 5.6. At this stage, the response is also
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verified by the application for the validity of validators’ signatures. These
responses are then compared to reach on a consensus of a valid response.
Note that the initial request could be either to write a supply chain event
log at the ledger or it could be an application querying the ledger for some
information. The response from the validators for the queries are considered
complete here as they do not require something to be written in the ledger.
For the write transactions; the (request, response) are then broadcast to the
ordering service which manages the consensus mechanisms. The consensus
here is drawn on ordering the verified transactions before they are committed
to the ledger. Once the order is agreed, the transactions get delivered to the
committing peer (another validator with this role) which records them on
the ledger. The reputation and trust scores are also updated at this stage.

5.3 Experimental Setup and Related Tech-

nologies

5.3.1 Blockchain Model - Hyperledger Fabric and Hy-
perledger Composer

Our blockchain model was built using Hyperledger Fabric - an open source
permissioned blockchain framework implementation. It was intended to de-
veloping applications over blockchain which could support a modular archi-
tecture. Also it allows users to choose the consensus mechanisms for permis-
sioned blockchain to be simply pluggable. Smart contracts, which contain
the logic of the blockchain application, are known as chaincode and deployed
using container technology.

Fabric can work standalone using a command line in Linux. However, it
is also supported by Hyperledger Composer as a pluggable run time which
is created using docker containers that can host: peers of the system, the
orderers and CAs.

The default state database we used for our system is goleveldb which is
used for storing the ledger. Network configuration, i.e. such as number of
peers and organisations, the type of consensus algorithm and etc was set to be
2 peer, 1 organization network. However, the consensus algorithm was varied
between Solo or Kafka and the network model can be extended according to
Figure 4.3.
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5.3.2 Blockchain Server Hosting - AWS

AWS Elastic Cloud (EC2) service provides convenient use of cloud. This
service has been used to host the blockchain provenance model on different
servers. The servers replicated different regions storing information in parallel
on blockchain to increase scalability.

5.3.3 Blockchain Application Testing - Apache Bench-
mark

The application level queries on Hyperledger fabric are usually run through
explorer, using POST and GET requests. To automate and stress test the
application level queries, we used Apache Benchmark Tool which is used for
benchmarking and stress testing HTTP, Hypertext Transfer Protocol. Since
the servers can receive the requests through REST APIs (GET and post
requests), this tool was used to automate the query requests sent to the
ledger.

5.3.4 Hyperledger Network Testing - Caliper

Hyperledger Caliper allows users to measure the performance of a specific
blockchain implementation with a set of predefined use cases. The perfor-
mance of our use case was tested using Hyperledger Caliper. It is a project
of Hyperledger, and used as a benchmark tool for stress testing the network.
When configured with the Hyperledger use case implementation, it can test
the performance features based on the application or user’s requirement. The
tests can be conducted with the following benchmarks:

• TPS (Transactions Per Second)

• Transaction Latency

• Transaction Throughput

• Resource utilisation

We used the above benchmarks to test the performance of reputation based
transactions. The performance was further compared with the baseline ap-
plication model, i.e. a model without trust management.



Chapter 6

Security Evaluation and
Results

This chapter first provides a qualitative security analysis of our proposed
framework with respect to the known security attacks in context of reputation
systems. It also discusses the system assumptions with respect to security
and blockchain in built security features. The second section of this chapter
outlines a brief discussion of the benchmarks i.e. transaction commitment
time, query time, throughput, latency and resource consumption. The results
are obtained using the tools described in chapter 5 for both the blockchain
hosting Trust Management System (TMS) and without a TMS. Discussion
related to the results is outlined in the subsequent sections.

6.1 Reputation based Attacks and Defence

Mechanisms

Reputation systems ensure that the reputation metrics are a true reflection
of system’s participants and they are far from manipulation. This purpose of
a reputation system is hard to achieve if the participants are able to improve
their own reputation or lower the reputation of other participants, thus dis-
honest participants can benefit unwarrantedly and honest participants are
disadvantaged. Malicious participants of the system mostly target the per-
sonal benefit or availability and accuracy of the system. In this section we
discuss several security related attacks with respect to reputation systems
and evaluate how resilient is our model to those attacks. With the reputa-
tion and trust management on blockchain, the choice of defence mechanisms
is dependent on the design decisions. Apart from this, permissioned or pub-
lic blockchain networks in built security measures can mitigate some of the
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traditional reputation based attacks. For the rest of the other attacks, ad-
ditional measures in design strategy are formulated to prevent those attacks
i.e. by devising defensive or access control mechanisms.

We limit our scope of malicious participants to supply chain actors only
and discuss the remaining section considering the following assumptions:

• The third party assessors and permissioned blockchain network (ad-
ministrator and peers) are considered to be honest.

• Every physical node in supply chain is validated by CA before it is
assigned a digital identity in permissioned blockchain.

• We assume the network is secured with state of art IDPS. The IoT
sensors are protected from manipulation and permissioned blockchain
nodes (administrator and peers) are considered to be honest, hence
insider attacks are only limited to the supply chain traders and outsider
attacks are excluded from the scope of discussion in this section.

6.1.1 Sybil Attack

A trader tries to increase his reputation by creating multiple identities, where
each identity would be used to trade and relate the reputation score back to
one trader.

Defence: Unlike public blockchains where participants can create multiple
anonymous identities, permissioned blockchain only allow registered identi-
ties to take part in the network. Also, unlike Bitcoin blockchain where all
communication is digital, the identities in our system are physically con-
nected to supply chain events and are verified by a certification authority.
Thus, it is impossible for a supply chain trader to keep creating aliases.

6.1.2 Whitewashing

The attacker tries to repair his reputation by exploiting some system vulner-
ability.

Application: if the reputation of a trader becomes low, he may reset the
reputation to Rmin by joining the network again.

Defence: As discussed for Sybil Attacks, a trader’s registration is con-
trolled via certification authority and blockchain network administrator. Thus,
it is beyond the control of a trader to join or re-join the network(after revo-
cation) without being approved by a third party.
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6.1.3 Bad-mouthing

This is a very well known attack in context of reputation systems which aims
to lower the reputation of another participant by giving a false rating.

Application: In our model, traders may individually or colluding with
others want to lower a trader’s reputation.

Defence: Reputation score of a trader is computed in a way that a trader
gets a rating from assessing authority and a buyer. In case buyer’s rating
is dishonest, the seller has honest rating from assessing authority. Secondly
buyer’s stake of getting a positive conflict score maximizes, which prevents
him from dishonestly rating the seller. Colluded bad-mouthing attacks how-
ever can be monitored on validators’ end.

6.1.4 Ballot Stuffing

In this attack, a maliciously behaving trader creates fake trade transactions
in order to increase the reputation of one’s self.

Application: For this to be successful, a trader must be permitted to have
done electronic trades with himself.

Defence: A trader is restricted to initiate a digital trade with himself,
thus any transactions where the buyer is same as seller will be rejected at
the validator’s end.

6.1.5 Orchestrated Attacks

The afore-mentioned attacks deploy one strategy, however in orchestrated
attacks, the attackers collude to launch a multifaced colluded attack. The
attackers may change attack vectors, change identities in coalition, or simply
keep varying their honest behavior over the time. These type of attacks
normally target the system’s formulation.

Application: One example of such attack could be where colluding at-
tackers divide them into teams which oscillate between their behaviors i.e.
honest and dishonest. This type of attack is known as oscillation attack as
categorized by Hoffman et al. [68]. The honest team would try to launch
attacks to increase his reputation by getting fake reputations from dishonest
teams. Dishonest teams may falsely repute their colluded partners or slander
the honest competitors.

Defence: For orchestrated attacks, the dishonest party continues to act
dishonestly because it has no monetary stake except for losing a reputation
score. First, it is important for CA or validation authority to issue identities
based on the valid supply chain activity. Secondly, a base payment as a
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stake can be stored against each registration which will be held by a smart
contract and only be confiscated when a reputation score becomes lower than
Rmin. In this way, the above mentioned example of oscillation attack can be
discouraged.

6.2 Results

6.2.1 Transaction Commitment Time

Transaction commitment time refers to the time taken by a transaction to
be logged onto the ledger after it is first received from the client. In this
section, we compare the transaction commitment time for the most common
transactions of our system, i.e. Tex, Tloc and Ttr with respect to the choice of
different ordering mechanisms available in Hyperledger Fabric i.e. Solo and
Kafka.

Figure 6.1: Transaction Commitment Time

6.2.1.1 Solo and Kafka Comparison

The ordering service impacts the transaction commitment time significantly.
With Hyperledger Fabric, we have a choice of Solo and Kafka ordering service.
Kafka is a fault tolerant orderer for a suggested usage in production, while
Solo is a single node orderer with no fault tolerance recommended to be used
for testing and development.

From figure 6.1, note that the transaction commitment time for all the
transactions is higher than expected which is more than two seconds. This
is due to the configuration .yaml file which has a default wait time of 2000
milli seconds before the transactions are actually committed. Overall, for
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the comparison of orderers there is no significant different between the two
except for Solo being more efficient in case of Ttr.

6.2.2 Query Time

Query time refers to the time taken for the blockchain to return the trans-
action IDs related to the query for a “trusted asset”. Since there are three
parameters constituting in the trust PoA, PoO and PoC; for the evalua-
tion of our proposed system, these query benchmarks are classified into three
types: (i) finding the chain of custody for these gems (ii) and finding the
origin information, i.e. Tex with respect to each recourse and (iii) finding if
Ta i.e. PoA exists for an asset. Since finding the origin information is most
expensive query, we monitor the query times for single and multi sourced
gems.

6.2.2.1 Single-Sourced Gems

By single source we mean the Gems which do not go through a process of
mixing or sorting thus there is a single Tex corresponding to each asset.

To evaluate this, we stress the network with queries ranging from 1 to 150
and compare the query times with respect to two orderers in Hyperledger,
Solo and Kafka. The results in Figure 6.2 show the comparative query times
in milliseconds for both Solo and Kafka across different transactions. It
is noted that on average, PoC takes longer than PoO and PoA. This is
primarily due to more number of transactions in the ownership information
whereas for PoO and PoA, we specifically have lesser or in some cases only
one transaction.

6.2.2.2 Multi-Sourced Gems

In Chapter 4, we discussed a case of multi sourced gems where a gem may be
mixed with other similar gems sourced not necessarily from the same origin.
Since, the transactions confirming the original batch, Tex, would be multiple
and there would be a single transaction corresponding to mixing/sorting fea-
ture. This will in turn cause multiple nested queries when origin information
is required and hence it is important how quick our system is able to gener-
ate PoO. Figure 6.3 shows the overall query time with respect to number of
sources. It is evident that, with seven multi-resourced gems, the time to find
the sources is only 1.5 secs, which is in acceptable ranges in real world.
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Figure 6.2: Query Times for Single-sourced Gems

Figure 6.3: PoO Query Times for Multi-sourced Gems

6.2.3 Throughput and Latency

From the results pertaining to the transaction commitment time, we ob-
serve the Ttr, takes longer to commit due to TMS calculations being coupled
with the trades in the system. Thus this transaction is further tested with
throughput and latency of the system.

Latency is equivalent to network latency, i.e. the time it takes for a
transaction to be written on ledger. The throughput on the other hand is
the performance of the system with the rate at which the transactions are
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received. These both parameters are interlinked; if the throughput of the
system becomes low, the latency is higher. We compare the performance of
Ttr with our Trust Management System(TMS) and compare it with baseline
system without TMS.

6.2.3.1 Transactions with TMS

Table 6.1: Latency and Throughput with TMS

Table 6.1 shows the latency and throughput of the system with a trust
management system. Note only trades are tested as here. It is noted that
system depicted a very low average latency at start but later as the transac-
tion send rate was increased from 10 tps to 500 tps, the latency was increased
rapidly as an order of approximately 25 seconds for 10-500 transactions. The
throughput on the other hand showed a stable behavior after the transaction
send rate of 30.

6.2.3.2 Transactions without TMS

From table 6.2, the results are drawn for a system which is not maintaining
reputation and trust scores for gems and participants. The trend for the
increase in latency is quite similar to that of the system with trust manage-
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ment. However, it can be noted that the increase in latency is after 50 tps
whereas for the system with TPS, the latency is higher right after 30 tps.

Table 6.2: Latency and Throughput without TMS

6.2.4 Resource Consumption

Resource consumption in the system refers to the memory, CPU usage and
the process memory consumption i.e. either a write or read operation on the
ledger. The resource consumption details which resources in the system can
get overloaded given the increase in transaction rate and the proposed model
which hosts a TMS. Similar to throughput and latency calculations, we draw
results based on a system model without TMS and with TMS.

Table 6.3 shows the resource consumption of the proposed model and
Table 6.4. As it was a single peer, and two organization network that was
tested for caliper, we can observe that the maximum resource consumption
is on the validators end , i.e. peers of organisation 1 and 2. The second
resource constrained device is Docker which is hosting the fabric container
itself. The expected comparison noted is the disk-write i.e. transactions
committed to the ledger taking the space of 19.5 MB in case of peers of TMS
and 18MB in case of a system without trust management. However it will
be interesting to note the distribution of resource consumption among peers
when the configuration hosts more than one peer.
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Table 6.3: Resource Consumption with TMS

Table 6.4: Resource Consumption without TMS

7



Chapter 7

Conclusion and Future Work

This chapter describes the synopsis of our thesis work, research findings, con-
clusion, and future work directions.

In this work, we have proposed a trust framework for providing end to
end trust in gem supply chains. Our solution can be adopted for other
various supply chain use cases such as food, manufacturing, pharma supply
chain. We formulate asset’s and traders’ credibility based on whether the
data contributed by them is trust worthy.

The trust of an asset stems from proof of location, proof of custody and
proof of assessment, a multi source data model. We also evaluate the credibil-
ity of sensor information while determining the proof of location. Moreover,
the assessments from a physical third party, a factor on which various supply
chain applications depend upon is also reflected in our system while calcu-
lating the reputation of traders and trust for a gem stone. The overall trust
model for gem stone is the weighted sum of the proofs where the weights
can adjusted according to the requirements of the end user. The reputation
model for traders on the other hand, is event based as well as long term;
where reputation is obtained via time evolving function.

The proposed model was implemented using Hyperledger Fabric, a per-
missioned blockchain framework. The performance analysis was benchmarked
against latency, throughput, resource consumption and query times. The sys-
tem was stress tested with various transaction rates to monitor the latency
and and throughput. The overhead caused for trust framework was quite
less when compared to the baseline system to an order of few transactions
per second. However, it will be interesting to note the effect of increasing
organisations and peers on these parameters with varying orderer services.

The query time was also monitored for finding origin for single and multi
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sourced gems. The results showed that the query time for finding multiple
sourced gems was in acceptable range(for 7 sources, 1.5 seconds).

7.1 Future Work

Our proposed framework could be further extended in three domains:

• The trusted assets i.e. having a high data credibility will should be of
higher price in worth. A questionable gem on the other hand should
be of lower price if does not provide a high trust element. Thus a fair
pricing model can be built along with TMS.

• Monetising the traders’ incentives and penalties can bring a great weight
to TMS. Also monetary stakes can prevent the traders from behaving
maliciously.

• The regulation and audit with TMS is yet to be explored, and holds a
potential for further insight. In this regard, traders can also be mon-
itored for their expected behavior using machine learning given their
transactions and trust score in past.
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