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Abstract

The proliferation of 10T technology has transformed various businesses but at the same
time, it has provided access to a huge number of physical devices deployed in the
network. The loT devices are susceptible to multiple security threats and challenges,
device authentication, and verification being one of the foremost. Research work in this
dimension has been carried out and multiple solutions have been provided however an
end-to-end security solution is required which encompasses the IoT devices, Fog layer,
and Cloud computing paradigms. This paper presents a secure and trusted framework
for anonymous authentication and data integrity while protecting the system against
unauthorized access, impersonation and repudiation attacks in the 10T environment. To
achieve our objectives, in this paper IoT devices are integrated with blockchain to create,
publish and manage their identities anonymously which will be verifiable without
consulting a centralized third party to authenticate the loT devices. The designed
protocol is verified using formal verification tool ‘Scyther’ and it satisfied various
security attributes mandatory for authentication and data integrity protocols.



Chapter1

Introduction

Internet of Things (loT) is the combination of smart devices like actuators, sensors that are
embedded in physical entities (e.g. smart mobiles, smart homes, and smart vehicles), which are
connected by both wireless and wired communication mediums. As the advancement in smart
technologies, the usage of 10T devices is increased on a daily basis in various aspects of our
life. The importance of I0T devices is comprehended by business and scientific communities
and they started to emerge for improving the usage of IoT devices [1]. The statistics of existing
literature shows that the annual usage and growth of IoT devices from 2015 to 2017, which is
4.94 billion. The expected ratio of growth of IoT devices is 75.44 billion by 2025 [2].

The 10T devices provide a major technology revolution in smart industries such as smart
homes, smart cities, smart healthcare systems, smart traffic management systems, smart grid
systems and smart airport management systems that updated the entire infrastructure of the
internet. As a concept of a connected world, these smart devices are connected to each other
through more advanced computing network and provide different services according to their
unique characteristics [3]. By the use of continuously updating and emerging technologies,
smart devices (IoT) collects some important data by using some new and already existing
communication mechanisms on the basis of automatically configured actions [4].

Those millions of connected 10T devices collect and stored a huge amount of data by using
secured mechanisms which provides some important security features such as authentication,
confidentiality of data, etc. for their communication with connected servers (e.g. cloud servers)
that are explained in figure 1. The security and privacy of generated data are very important
for 10T devices while data send and retrieve to/from cloud servers. The generated data must be
secure at the local site of the 10T devices as-well-as to another end of the internet site to avoid
any data altering and destruction from intruders [1], [5]. There are many attacks that may occur
while communication between IoT and cloud server if the communication is not secure, these
attacks are: IP spoofing, sniffing attack, man-in-the-middle attack, password-based attack and
DDOS/DOS attack, etc. that are used to intrude the data while communication. These type of
attacks may influence the efficient and effective usage of IoT devices and also may cause some
big problems in data critical 10T devices.
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Fig 1: 1oT communication with Cloud [68]

The Internet-of-Things (IoT) consists of different elements and contain various characteristics,
the main and basic elements of 10T devices are [5]:

a) loT devices connectivity:
The network of 10T devices, in which 10T devices are connected through a communication
medium and also depend on the source code like sensors and objects. IoT network is
connected in every dimension to present the effective connectivity of 10T devices.

b) 10T communication:
The most important use of IoT devices is the collection of data, so the communication of
loT devices with each other and with cloud servers may need some insights or actions.

c) loT action and intelligence:
By solving the smart usage of data and information challenges, using connected IoT devices
capacity of action and analysis of data through intelligent networking/communication
technologies.

d) loT automation:
The word automation plays a vital role in every field, in which loT devices that consist of
different software’s perform their actions without any human’s interaction.

loT devices provide a great potential of flexibility for computing technologies and provide the
assurance of a great future to the technological world. But 10T devices faces some security and
privacy related disasters too. Its rapid growth and wide adaption increases some security and
privacy concerns. The existing security and privacy mechanisms are unable to provide better
services in an advanced technological world, so there is a need to design and build proper
mechanisms for such security and privacy threats. 10T devices can be exploited by the intruders
if they are easily accessible to them [6]. In Today’s world, 10T devices have a direct impact on
the people lives’ that used those devices. The concerns of network security and privacy must
be on high priorities. Therefore, there is a need to establish well-defined network security and
privacy infrastructures to reduce the network security threats of 10T devices [7]. There are
various examples where the wulnerabilities in the 10T network have been exploited which leads



to serious consequences. A systemic and cognitive approach is required which must consider
People, Process, Intelligent Objects and Technological Environment [8].

loT devices generate huge amounts of data that needs to be processed, analyzed, stored, and
presented into a meaningful manner. There are two types of loT devices: resourceful loT
devices (e.g. smart mobiles, smart watches, smart grid systems, etc.) and resource constraints
IoT devices (e.g. sensors, actuators networks, etc.). Both 10T devices need to store their data
on different servers (e.g. local and cloud servers). So, network security and privacy in both
cases are very important. The cloud server also called cloud computing, provides a vital role
to the growth of 10T devices because cloud computing provides on-demand network access to
cloud-based 10T infrastructures in terms of network security and privacy [9].

Cloud computing consists of different models that have been used for an effective and efficie nt
way to process, analyze and store data because they provide on-demand storage and
computation capabilities. The cloud computing models are based on centralized computing and
most of their computations such as storage, processing, and analysis of data is handled in cloud
(e.g. centralized location). In which all the requests that are generated by loT devices need to
be transmitted to that cloud. In which all the data that are generated from IoT devices are
directly uploaded to cloud servers for processing and storage. For this purpose, massive
measurements are needed on the cloud side for analyzing received data (e.g. which data are
important or which are not) [10].

By using cloud on-demand model, data processing, analyzing and storing speed has not a big
deal to handle millions of 10T devices, but the network bandwidth that is used by loT devices
to send this data to cloud servers is not increased according. The result of continuously
transmitting data that is generated by various types of 10T devices to cloud computing servers
is becoming the bottleneck for this network that may cause long latency problem for connected
cloud-based 10T devices. Some 10T devices have latency-sensitive characteristics, which have
very short time response and mobility support such as healthcare 10T devices, smart traffic
management systems for transportation, emergency response systems, and smart grid systems,
etc. [11]. This type of delay in response may cause some serious problems in terms of user’s
lives and cost. So, all the challenges faced during the advancements and rapid growth of loT
devices such as latency in response, network bandwidth, location awareness, mobility in data
transfer, security and privacy of IoT devices data, can’t be addressed only by using cloud
computing [12].

To overcome these issues, fog computing has been introduced. Fog computing consists edge
of the network and provides efficient resources such as computation, data access, storage, and
networking. It provides a new breed to the Internet of Things (IoT) by providing a wide variety
of services and applications at the edge of the network. It acts as a bridge between cloud
computing and Internet of Things (loT). It is considered to be a new paradigm/extension of
cloud computing [13]. Fog computing paradigm and its architecture is shown in figure 2.
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Fig 2: Fog computing enabled 10T system architecture [69]

Fog computing provides unique as well as cloud-related services to the Internet of Things
(loT). It provides data processing, analyzing and storage services to IoT devices at the edge of
the network. By providing service at the edge of the network, fog computing faced some
security and privacy issues. The existing measurements of cloud computing related to privacy
and security cannot be applied to fog computing due to its unique characteristics. For getting
an efficient and effective performance from fog computing, there is amuch need to address all
of the above-mentioned security and privacy concerns. The fact about fog computing paradigm
needs to be cleared that it is just an extension of cloud computing and act as a bridge between
cloud computing and cloud-based 10T devices. Fog computing nodes just analyze, process, and
store some important data that is received from various connected IoT devices for some
specified time period. After that, this important data and information is transmitted to the cloud
computing servers for further processing, analyzing and storage [14].

1.1 Motivation

The integration of the technologies including loT network, fog and cloud computing have
posed new security risks and challenges [64] as witnessed through recent attacks such as target
corporation 10T breach that exposed more than 40 million credit cards and debit card numbers,
another breach is Mirai botnet in which the distributed denial of service attack was launched
[3]. Attacks on marketing and data aggregation firm Exactis have left about 340 million records
exposed on the publicly accessible server due to the database misconfiguration and



consequences of the implementation of simple authentication protocol to access stored data. In
order to gain the full confidence and trust of the users on loT devices and their data collection
and processing methods, various security problems need to be solved [65-66]. Most of the
existing solutions have used cloud and fog computing and some researchers have provided the
solution by integrating blockchain technology, however, an end-to-end security solution is
required which encompasses the IoT devices, Fog layer, and Cloud computing paradigms.

1.2 Problem statement

A well-defined security protocol is needed to ensure end-to-end security of data generated by
the 10T devices, the origin of data must be verified, and the data must be submitted by an
authenticated device.

1.3 Objectives and Research Goals

The goal of this thesis is to propose a novel network security 10T framework that ensures the
authentication, identification of lIoT devices that wants to communicate with fog computing
layer, the integrity of data that is transmitted during communication between both ends, and to
address the non-repudiation network security feature.

1.4 Thesis Organization

The presented thesis has been organized into different chapters in which each chapter gives
certain aspects of our research, depicted in figure 3. Following is the brief description of all the
thesis chapters.

Chapter 1

Introduction and

Chapter 2

Literature

Chapter 3

Thesis Roadmap g
— Chapter 4
— Chapter 5
Research ||
Contribution

Chapter 6

Fig 3: Thesis Organization



Chapter 1 entitled “Introduction” elaborates the main concepts, problem statement,
and motivation behind the thesis

Chapter 2 entitled “Background” gives detailed background .information of the 10T,
Fog Cloud, blockchain and smart contracts.

Chapter 3 entitled ‘Literature Review” gives details of the literature survey which has
been conducted throughout the research phase.

Chapter 4 entitled” Secure and trusted IoT framework” explains the proposed
framework, components of the framework, and end-to-end security protocols.
Chapter 5 entitled” Formal verification of protocol using Scyther ” explains the
analysis and results of the proposed protocol

Chapter 6 entitled “conclusion” concludes the thesis.



Chapter 2
Background

The background section of this document gives an opportunity to its readers in understanding,
which terminologies are used such as Internet of Things (loT), Cloud computing, Fog
computing, and Blockchain, etc.

2.1 Internet of Things (1oT)

Internet devices play an important role in our everyday life. They are made up of different
physical objects, digital and mechanical devices. These devices are equipped with storage,
communication, processing and computing capabilities, such as mobile phones, oven, sensors,
car, refrigerator, laptops, operator, etc. Each object has specific features built into its computer
system that interacts with the current Internet infrastructure. These Internet devices are
increasing every-day to meet all the needs of our daily lives. According to Cisco's statistical
report, the proportion of Internet devices in 2030 will be 125 billion out of 8 billion population
[15]. All devices are capable of connecting to the Internet for data exchange. Internet access
lets you control your Internet devices remotely from anywhere, anytime. This connection and
automation of Internet objects open up new research areas in this domain.

Internet of Things (IoT) combines multiple application areas from private and home
perspective fields [16]. In this context, there are many Internet applications that improve the
quality of our lives: while traveling, communicating, at home, in industries, etc. or professional
life. Many Internet devices collect local data on the everyday life of humans for operational
and processing purposes. These devices have become a major source of generating a large
amount of information flowing from a various number of interrelated nodes, which must be
processed, analyzed, stored, and delivered in an efficient and easy-to-interpret manner [17].



2.1.1 Internet of Things (1oT) Applications

In the advancement of the technology sector, Internet of things (loT) support various types of
applications and they allow developers to develop applications in multiple domains, a large
number of applications are available for 10T devices. There are many areas and environments
in which Internet applications work. These things improve the quality of our lives, in terms of
travel, communication, healthcare, data processing and storage, and so forth. This section
explains many internet of things (loT) domains [18], [19].

a)

b)

d)

Transportation and logistics (e.g. Advanced trains, cars, traffic lights, buses as well as
bicycles instrumented with sensors share some important information to connected servers
through real-time processing and analyzing technology using RFID and NFC, etc.)
Smart Environment (e.g. Smart environment contains the things that make easiness of
our routine life things such as comfortable offices, homes, museum, and gym, etc.)
Personal and Social (The applications of this domain are used to provide services to people
to interact with other people for maintaining and developing their social relationships).
Healthcare (In this domain, there are many applications that provide very important and
critical services to its users in the healthcare domain. These types of applications are used
to collect data from patients and staff or automatic collection of data through different
sensors from various healthcare instruments, etc.)

Futuristic (In this futuristic domain, there are some applications that are used for
communication, industrial processes and sensing some important information, etc.). These
applications are based on some realistic data type applications, which are already discussed
in the above sections.

Transportation Smart Personal and ..
e Heathcare . . Futuristic
and logistics environments social

. - Comfortable Social
— Logistics — Tracking 1 homes/offices m networking — Robot taxi

City
information
model

Assisted Identification, Industrial || Historical
driving authentication plants queries

1
|
|
]

P— - p - o ~

Mobile
ticketing

. Smart museum Enhanced
| Data collection — m Losses _—
and gym game room

Environment

- N ] Sensing — Thefts
monitoring

N

Augmented
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Fig 4: Applications domains and relevant major scenarios [70].



2.2 Cloud Computing

Cloud computing is considered to be data invocation paradigm that empowers the access of
shared and private resources. It is the widest representation of the internet. Cloud computing is
an advanced technology that is used for business purposes. It provides the facility to its users
to store and retrieve data over the internet. It contains high computational powers for providing
efficient services to processing and storing data. It increases the capabilities of dynamically
adding new resources [20]. Cloud computing acts as a model that offers on-demand service to
its users for different cloud-based applications. It’s a combination of distributed and parallel
systems. various range of Internet of Things (IoT) used cloud computing for processing,
analyzing and storing their data.

National Institute of Standard and Technology (NIST) define cloud computing: “A model for
enabling convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications and services) that can be rapidly
provisioned and released with minimal management effort or service provider interaction”
[21].

Cloud computing consists of two-tier architecture, in which the first tier represents cloud
computing infrastructure which contains servers, storage, and network devices that are shown
in figure 1. The second one represents different 10T devices such as smart homes, smart grid
systems, smart healthcare systems, etc [22]. Various type of benefits are provided by the cloud
computing to its users such as: pay-per-use (Compute the resources that are measured at
granular level, and allow its users to pay only for the workload and resources they used),
workload resilience (By ensuring resilience storage and maintaining users workload, service
providers implement redundant resources) and migration flexibility (Firms and organizations
can move their resources and workloads to/from the cloud) etc. By providing these service to
its consumer's cloud computing reveals a remarkable potential in a cost-effective way.

CLOUD ARCHITECTURE

BACK END

Internet
Connectivity

.. B -l o FRONT END

Fig 5: Cloud computing architecture [71].



2.2.1 Cloud Computing Models

Cloud computing is divided into three deployment models such as: public cloud model,
private cloud model, and hybrid cloud model. These models have different characteristics.

a) Public cloud computing model
In this model a third-party service provider’s makes computational and Storage resources

available to the general public over the internet. Due to the access of this model to the
general public, it provides less security of data.

L

Fig 6: Public cloud [72]

b) Private cloud computing model

The private cloud model provides accessibility of their systems and services inside an
organization. It is considered to be more secure as compared to the public cloud model, due
to its private nature. This cloud model is only accessible to limited and authenticated users.
The general public is unable to access its systems and services.

Fig 7: Private cloud [72]

c¢) Hybrid cloud computing model

The hybrid cloud computing model is a combination of private and public cloud computing
models. The performance of this cloud model is divided into critical and non-critical ways.
Critical performance of this model is handled using a private cloud computing model and
non-critical performance is handled using public cloud computing model.

10
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Fig 8: Hybrid cloud [72]

2.2.2 Cloud computing services

Cloud computing provides various type of services to its users, which are: Platform-as-a-
Service (PaaS), Infrastructure-as-a-Service (laaS) and Software-as-a-Service (SaaS).

a)

b)

Infrastructure-as-a-Service (laaS)

In this service, cloud service providers provide physical, virtual, additional storage and
networking devices to their users, in which cloud service users are responsible for installing
and maintaining operating systems on provided virtual devices and software applications.
laaS is an instant computing infrastructure that is used and managed over the internet. laaS
also used a pay-per-use model, in which users are allowed to increase and decrease
resources/infrastructure according to their requirements [23]. Users only pay for those
service components that they used. By using laaS users reduce their infrastructure cost in
terms of purchasing and managing hardware resources etc. It allows users to install their
own operating systems and software applications.

" eg AmaonEC2ES3;
Technical IT . Rackspace; EMC;

Infrastructure Community Sun(Project Caroline);
BlueCloud

Fig 9: Infrastructure-as-a-Service (laaS) [73]

Platform-as-a-Service (PaaS)

This cloud service utilizes the software’s or platforms provided by cloud service providers.
In this service, service providers provide a complete development environment, in which
users will be able to develop and deploy their software’s. For development and deployment
of software’s applications, this service provides all required resources to their users. For
this purpose users just need to purchase their required resources form service providers
using the on-demand model. PaaS supports the complete life cycle (e.g. development,
testing, deployment, managing, and updating) of the web-applications. By using this cloud
service, user’s will not need to purchase new software tools and their licenses [24]. In PaaS

11



you just need to manage your applications and services that you have developed, other
typical things are managed by the PaaS service providers.

e.g. Googleapp

PaaS: Platform Technical T Engine; Force.com;

Communi
i Azure

Fig 10: Platform-as-a-Service (PaaS) [73]

c) Software-as-a-Service (SaaS)

SaaS avoids the maintenance and support of software’s/applications. It allows its users to
use software’s and applications (e.g. emails, office tools, operating systems, etc.) over the
mternet. In SaaS service frastructure various software’s and applications have been
installed already, and the user is able to use this software and applications. It provides
various software’s and applications that users can purchase by using a pay-on-demand
model from SaaS service providers. SaaS service providers maintain hardware and software
resources, they also provides security of your data. Cloud user access this SaaS by using
their browsing applications (e.g. web browser) [23], [24].

e.g. Salesforce; NetSuite;

SaaS: App/ Business e =
. User/Consumer Zoho;Zimbra; Office Live;
Service Concur; Taleo

Fig 11: Software-as-a-Service (SaaS) [73]
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2.2.3 Security Issues In Cloud Computing

Cloud computing provides various benefits and advantageous characteristics to their users.
Even though cloud computing is more flexible, reliable and cost-effective due to lack of
privacy and security concerns, it contains remarkable security issues that are needed to be
solved. These security issues in cloud computing are given below:

e Data Integrity

e Data Location

e Data Segregation

e Network Security

e Data Privacy

e Data Security

e Data Availability

e Management of patch

e Security Compliance and policy
e Access to Servers & Applications

2.3 Fog Computing

Fog computing technology is used as a bridge between cloud computing and Internet of
Things (loT). It is considered to be a new paradigm/extension of cloud computing. Fog
computing consists edge of the network and provides efficient resources such as:
computation, data access, storage, and networking. It provides a new breed to the Internet
of Things (loT) by providing a wide verity of services and applications at the edge of the
network. Fog computing contains different characteristics as compared to cloud computing,
but it also supports multiple concerns such as: location awareness, mobility, large
scalability, heterogeneity, low latency and geo-distribution [25]. In other words, fog
computing is used to decrease the latency, reduce the data traffic to cloud servers, and also
improve the quality of service. Fog computing was introduced by CISCO as an extension
of cloud computing. Fog computing provides unique as well as cloud-related services to
the Internet of Things (IoT). It provides data processing, analyzing and storage services to
0T devices at the edge of the network. By providing service at the edge of the network,
fog computing faced some security and privacy issues [26]. The existing measurements of
cloud computing related to privacy and security cannot be applied to fog computing due to
its unique characteristics. Due to the limited resources of 10T devices, they are unable to
execute all crypto graphic operations for secure communication, there fog computing layer
act as a proxy to overcome these issues. For getting efficient and effective performance
from fog computing, it is therefore much needed to address all security and privacy
concerns [27].

13
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Fig 12: System model in fog-cloud computing environment [74]
2.3.1 Security Requirements in Fog Computing

Cloud computing act as a centralized framework that provides computational and storage of
data services to its users. The centralized behavior of cloud computing is considered to be
wvulnerable and hacked by external intruders. On the other side, fog computing provides a
decentralized framework and is considered to be an extension of cloud computing at the edge
of the network. In decentralized computing infrastructure, fog computing act as a bridge
between cloud computing and the internet of things (IoT). In this infrastructure, it is capable to
utilize various type of 10T devices. It helps to perform a significant amount of computation,
communication, storage, management and control on data that are generated by a various
number of connected 0T devices [28]. Fog computing with decentralized infrastructure can
efficiently and effectively address the challenges faced in cloud computing. It meets the
demands of real-time and time-sensitive applications and reduce the bottlenecks issues of the
network by being proximity to IoT devices. The integration of cloud-based 10T devices into
fog computing faced new security and privacy-related issues. Although, there are many
security measures that exist to provide effective and efficient services to cloud computing while
communicating with 10T devices [29]. These existing cloud computing security measures are
not suitable for fog computing due to its decentralized infrastructure and unique characteristics.
Some security features such as: Authentication of IoT devices, Confidentiality and integrity of
data, and non-repudiation of communication bodies are very important to be an effective and
efficient use of fog computing. Internet of things (loT) have become a major source of
generating a huge amount of data, this generated data are called streamed information that
needs to be processed, analyzed and stored [30]. There are some fog security requirements that
are given below:
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a) Authentication

Authentication is an essential security requirement of fog computing for cloud-based IoT
devices. It is the process to identify the 10T devices that are trying to communicate with fog
computing. In this process, multiple authentication schemes are used to identify 10T devices
such as: token and smart card based authentication, etc. It is very important for fog computing
to prevent the entries of unauthorized 10T devices while communicating with them.

b) Confidentiality

Confidentiality means to protect something from unauthorized bodies. In a fog computing
environment, confidentiality refers to protecting streamed information and data that are
generated by authorized connected 10T devices from unauthorized external intruders or loT
devices. It is considered to be an important part of fog computing while providing services to
the heterogeneous 10T devices. For making secure end-to-end communication between fog and
loT devices, confidentiality is very important. [31].

(c) Integrity

It is the process of ensuring the authenticity of data and streamed information that is generated
from various 10T devices. The main goal of integrity is to protect data from external intruders
from any modifications. It maintains the trustworthiness of streamed information, consistency,
and accuracy. In this process, it prevents external intruders from any type of modification in
the streamed information [32].

(d) Availability

Availability of data is very important for the effective and efficient use of fog computing layer
for heterogeneous 10T devices. It ensures that data is always available for authorized loT
devices and they don’t not faced any type of delays in retrieving and sending data/streamed
information. Availability of data is considered to be a very important factor for the success of
fog computing [14].

(e) Non-repudiation

It is the process to ensure the identity of source and recipient, which share some data with one
another. It refers to ensure that source and receiver cannot deny something, it means the source
IS unable to disown from the information that the receiver received. In this process, through
non-repudiation, source and receiver know one another while communicating. Non-repudiation
can be addressed by digital signatures. Digital signatures are the electronic signatures that are
used to describe someone identity [8]. By addressing non-repudiation in fog and loT devices
communication we can improve the usability of fog computing at local level and increase the
utilization of various types of 10T devices [33].
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Table 1: Fog computing security features and threats

No

Security
Requirement

Security Threats

Description

Authentication

Brute Force

Brute force attack is a type of
authentication security related attack in
which external/internal intruders hack
person’s password’s, secret keys that are
used for encryption and description of
immportant data, person’s usernames, and
might be credit card numbers by guessing
and using automated tools. In these
automated tools, attackers used millions
of combinations of words, numbers, and
symbols repeatedly until it matches with
original targeted data.

Insufficient
Authentication

It is another type of authentication
security attack, in which external/internal
intruders access the website and other
links which contain some sensitive
information of wusers, through this
information they may guess their
passwords, usernames, credit card
passwords, etc.

Week Password
Recovery System

Week Password Recovery System is
another type of authentication-related
attack, in which some websites don’t use
well-organized password  recovery
mechanisms, this type of loose password
recovery mechanisms generates some
vulnerabilities.  Attackers attack those
mechanisms to change the user’s
password and get the complete access of
user’s data.

Confidentiality

Packet
Capturing/Sniffing

Packet sniffing/capturing IS
confidentiality related network security
attack. In this attack, internal/external
intruders capture the packets/frames of
data from the transmission medium and
read sensitive information from those
captured  packets/frames  such as:
person’s username, passwords, credit
card numbers, etc. This type of attack
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occurred if network traffic is not
encrypted or encrypted with weak
encrypted mechanisms.

Password Based
Attack

Password related attack is a type of
confidentiality of data, in which
external/internal intruders gain access to
the target device. This type of attack is
used to get access to a user’s sensitive
information or to harm someone.
Password-based-attack consists of two
types, first one is dictionary-based-attack
(attackers used millions of commonly
used password to match with target
user’s password), and the second one is
brute-force  attack that is already
discussed in the authentication section.

Port Scanning and
Ping Sweeps

Port Scanning and Ping Sweeps is
another type of confidentiality of data
related network security attack. In this
attack, external/internal intruders scan
target users/system TCP/UDP ports to
discover the running services and
software of the target system.

Integrity

Tempering Attack

Tempering attack is a type of integrity
related network security attack. In which
invaders maliciously modify, delay or
drop the transmitting frames/packets of
target users data to disrupt and degrade
the performance and services of fog
computing. This type of network security
attack is considered to be difficult to
detect due to its tempering behavior. The
results of this attack, mobility, and
performance of used communication
medium may delay and failure in
transmission of data.

Forgery Attack

Forgery attack means to forge the
identities and profiles related information
of target users. Through this attack,
invaders also mislead other users by
using some wrong information. This type
of attack is used to make delays and
failures of fog computing services by
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using their resources such as: storage,
data analyzing and processing, through
faked data generated by malicious
invaders.

Denial of Service | In denial of service (DoS) attack,
Attack attackers usually block the accessibility
of services that are provide by fog
computing to the authenticated users.
This type of attack consumed a large
amount of fog computing resources, this
may cause to prohibit the fog computing
services from authenticated users.
Jamming Service | This type of attack is used to jam the
Attack service of fog computing by generating
large amount of bogus data for
consuming resources to prohibit the
authenticated users. For the result of this
attack, fog computing may unable to
provide services to authenticated users.
Collision  Based | Collision-based-attack is a type of non-
Attack repudiation related network security
attack. In  which  external/internal
invaders collude together to deceive of
mislead legitimate users.

4 Availability

5 Non-repudiation

2.4 Blockchain Technology

These days digital currency has turned into a trendy expression in both industry and academia.
As a standout amongst the best cryptographic money, Bitcoin has appreciated a gigantic
accomplishment with it's capital showcase achieving 10 billion dollars in 2016. With a unique ly
planned information stockpiling structure, exchanges in Bitcoin system could occur with no
outsider and the center innovation to assemble Bitcoin is blockchain, which was first proposed
in 2008 and actualized in 2009 [34]. Blockchain could be viewed as an open record and all
dedicated exchanges are put away in a rundown of blocks. This chain develops as new blocks
are affixed to it constantly. Awry cryptography and appropriated agreement calculations have
been actualized for client security and record consistency [35].

Blockchain is a distributed ledger which eliminates the need of trusted third party and can be
used for identity authentication and security protection of 10T devices. The blockchain is a
sequence of data represented by blocks, where each block is linked with the previous one. Each
block consists of two parts; block header and block body. The block header includes the block
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version, Merkle root, timestamp, and nonce, etc., whereas the block body includes
transactions(Zheng, Xie and Dai, 2018). Each transaction is initiated by the user and is signed
by his private key, whereas the public keys are used as an address (Narayanan et al., 2016).[36]
Each block contains the hash of the previous block The following three properties are provided
simultaneously by the blockchain: (i) trusted (i) permissionless (iii) censorship resistant(ld
and Tapas, 2018) [37]. There are special nodes in the network that are called miners, which
verify the transactions occurring in the network. Miners solve a mathematical puzzle called as
proof of work and generate a block and propagate those blocks in the network(Dorri et al.,
2017).[38]

The blockchain innovation for the most part has key attributes of decentralization, persistency,
secrecy, and audibility. With these qualities, blockchain can significantly spare the expense
and improve its effectiveness. Blockchain is a circulated record innovation developed from
Bitcoin and other digital forms of money. The blockchain is fundamentally a changeless,
decentralized furthermore, open accessible shared database. In the blockchain, all exchanges
are recorded and anybody in the framework is permitted to get to, send and check these
exchanges. Applying block-chain innovation to keen urban areas can bring numerous great
highlights, for example, without trust, straightforwardness, pseudonymity, computerization,
decentralization, and security [39]. Trust free implies that the blockchain framework can run
typically in a shared way without a dependable outsider. Blockchain innovation empowers
everybody to get to all exchange records, which makes it straightforward. The pseudonymity
can be figured it out by chronicle exchanges utilizing open pseudonymous locations, what's
more, keeping hubs' true personalities covered up. In the blockchain framework, choices are
made by all hubs in a peer-to-peer way, which makes it decentralized [40]. Smart contracts on
the block-chain can perform exchange age, basic leadership and information stockpiling
naturally. The decentralization of the blockchain framework makes it fundamental to guarantee
consistency by running accord calculations among decentralized hubs. Security in the
blockchain framework is identified with respectability, privacy and approval [41].
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previous block a block

Fig 13: Sequence and steps required to complete transactions in the blockchain network
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2.4.1 Smart Contracts

Smart contracts are digital contracts those are executable code and maintain private storage to
manage blockchain data. The code is written on the blockchain and it cannot be changed once
deployed to make them immutable. There is a unique 20 bytes address that has been assigned
to a smart contract (Alharby and Moorsel, 2017).[42] The main features of Ethereum
blockchain are Smart Contracts that are written in Solidity language, Serpent and Low-level
Lisp-like Language (LLL) but solidity language is mostly used by the developers. In order to
prevent the contract tempering, they are copied to each node (Cheng et al., 2018) [43].

Normal Scenario

Block-chain Scenario

Fig 14: Bloch-chain with Smart Contract [75]
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Chapter 3

Literature Review

This section highlights in detail state of the art research that has been carried out in the areas
of 10T security, Fog computing, and Blockchain, specifically focusing on the security aspects.

(Salman et al., 2016)[44] have proposed an identity-based authentication scheme for the
heterogeneous loT devices in a network. In the proposed scheme the authors have used
Software Defined Networks (SDN) for identification and authentication of 10T devices. There
are three main components in the scheme, 10T devices, Gateway, and Controller. In the first
phase, the Gateway will authenticate himself to Controller. In the second phase, IoT devices
will register themselves with the Controller. In the last phase, the authentication will begin in
which 10T devices will authenticate themselves. Testing was also done by using a tool called
SPAN/AVISPA. Attacks that have been considered in this scheme are masquerading attack,
man-in-the-middle attack, and replay attack. The scheme is well designed in terms of managing
security data and storage overhead has been decreased by transferring powerful work to
gateway and controller, however, 10T devices faces some challenges in terms of computation.

The authors in (Abdo, 2017)[45] have proposed an authentication mechanism on
transport/application layer. They have proposed acloud service known as Authentication proxy
as a service. When the user accesses the service they have to face a lot of delay due to many
reasons, even after authentication device has to perform some operations. In the proposed
authentication scheme the password will be saved on the remote cloud. When the user wants
to access the service or website the request is passed to cloud. All the key agreement and
session establishment is done by a remote cloud. The user device has to perform fewer
operations. The authentication of the user is done without manual interference. For measuring
the performance multithread C# simulator is developed. The results show that the proposed
APaaS is 2.6 times faster and it is more secure than other legacy systems.

(Mahmoud et al., 2015)[46] presents the survey and analysis on the current status and concerns
ofthe 10T security. 10T architecture has been explained which consist of three layers perception
layer, network layer, and application layer. 10T security issues are also explained like
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confidentiality, integrity, availability, and authentication of data. The author also explains the
security challenges faced in each layer and state-of-art security measures. Current mechanisms
of data protection are only limited to authentication, identity establishment, and access control.
Along with that future research, directions have also been proposed by the author.

Since loT devices are resource constrained and have limited processing capabilities, so they
utilize cloud computing for data storage and processing, however, the cloud paradigm has also
some bottlenecks such as latency issue, bandwidth, etc (Guan et al., 2018). [47] To overcome
these problems, fog computing paradigm has been introduced which adds an extra layer
between cloud and 10T devices to meet the challenges of lower latency, high performance,
mobility, reliability, and security (Atlam, Walters and Wills, 2018).[48] In this regard, many
researchers have provided the solution to enhance 10T security by using fog computing.

(Alharbi, Rodriguez and Maharaja, 2017) [49] have proposed a mechanism to secure the
internet of things with the help of challenge-response protocol. The proposed system is called
(FOCUS). The system consists of two main components VPN server and Challenge response.
With the help of decision tree classification, malicious traffic sources can be detected. If the
traffic comes from a trusted source then it will be allowed to access the VPN server, else
challenge is sent to the 10T device. The device responds to the challenge, and if the response
is correct then the source is considered as trusted otherwise not. The performance of the system
is also checked by generating DDOS attacks. The results show that the proposed system
effectively filtter out the DDOS attacks and also has low response latency.

Alrawais et al. (2017) [50] have proposed a survey on the security and privacy issues in Fog
computing. In this paper, the author discussed how fog computing can be used to distribute
the certificate revocation information. There are four main entities IoT, Fog, Cloud, and
Certification authority. The CA sends the updated list to the cloud that will further transfer it
to fog nodes. The fog nodes use the bloom filter. The filter reduces the revocation list size. The
integrity is preserved because of fog signatures. When the 10T device wants to communicate
with each other the 10T device will check the device certificate status in the bloom filter.
Analysis of the proposed scheme is also provided. The results have shown that the proposed
mechanism provides an efficient distribution of certificate revocation information. However,
maintaining and updating of certificate list file atthe fog is a limitation in this solution.

(Mukherjee etal., 2017)[51] have discussed about the security concerns and issues present in
Fog computing. Some of the issues that have been addressed are Trust which played two main
roles: Firstly, if the 10T devices request the service, then the fog should be able to validate that
the 10T devices are genuine and secondly that the fog nodes are secure. The author has also
pointed out the question that how trust in fog service can be measured and what attributes
define it,, Other issues included authentication, end-user privacy, and the establishment of
secure communication between 10T devices and fog nodes, and from fog nodes to various other
fog nodes. The author has also discussed the fog computing existing research and what are the
open challenges that need to be solved further. Summary of the current work. The authors have
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concluded that trust, privacy, and authentication are a few of the major open challenges in the
fog paradigm.

(Aazam, Zeadally and Harras, 2018) [52] have discussed the cloud-10T integration issues and
compared the fog and cloud performance using performance metrics. The performance is
measured in terms of processing delay, processing cost, processing Capability, and task length.
The performance was conducted by using toolkit called Cloudsim. In each simulation test, 200
runs were used. User can request the execution for each simulation run ranging from 10 BI to
30,000. The results show that fog computing reduces the processing delay but in terms of its
efficiency there is a limit and it depends on the task length. If the length is greater than the
processing difference between cloud and fog will be reduced. At the end the author also
discusses the future research directions.

(Lu, Member and Heung, 2017) [53] presents a lightweight privacy scheme for fog computing
enhanced 1oT. The main objective focuses on privacy, security, efficiency and fault tolerance.
The proposed Scheme uses hash functions, pillar holomorphic encryption, and Chinese
Remainder Theorem. In the proposed, scheme trusted authority (TA) is responsible for
bootstrapping the whole system. TA chooses the parameter and assigns to all entities. The 10T
device at every time slot Ts will report its sensing data. After receiving the data in timeslot T
the fog computing will check its validity. The control center after receiving data will perform
some calculations to check the validity. The analysis shows that the proposed scheme easily
detect the false data injection because of the hash function and there is less computation and
communication overhead, it also identifies false data injection due to the one-way hash
function.

The authors in (Ni et al. 2017) [54] have discussed the security issues of 10T with respect to
fog computing. The author has initially discussed the fog computing and its architecture. Many
real-time applications require billions of IoT devices to communicate with each other and share
a huge amount of data however some of the features are unsupported such as location
awareness, low latency which can cause serious concerns. Fog computing has played its role
to solve some of these issues and provide the resources to the edge of the network however that
are some security and privacy challenges. Several security threats have been identified and
some solutions are proposed to address those concerns.
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The authors (AINuaim and Ahmed, 2018) [55] have proposed an approach that provides
security to cloud computing. In the proposed approach the client based authentication
methodology was used at the fog layer. The 10T device will communicate with the cloud using
the fog layer. In the proposed mechanism 10T device will send the unique number to fog which
will send that number to the cloud. The cloud will generate the password against that number
and send to the client using SMS. If the 10T device wants to access the service at cloud next
time, it will send that password to fog which will further send that to the cloud. The cloud will
match them if both of them matches then 10T device will be authenticated. The attacks that
have been addressed in this paper is man-in-the-middle attack. The SMS based approach will
prevent this attack.

(Abbasi and Shah, 2017) [56] have presented fog architecture critical analysis with respect to
security. The authors have provided a critical analysis of work done since 2012. Authors have
discussed that most of the techniques discussed in the papers do not provide simulation results
and are limited to a few security features and none of the security systems provides the full
security features.

(Stolfo, Salem and Keromytis, 2012) [57] have discussed that since the data stored in the cloud
Is transparent so malicious insider attack could occur. Existing mechanism has failed to protect
against such attacks, hence author in this paper has proposed a new mechanism to mitigate
insider data theft attack in the cloud. The proposed mechanism is a combination of two
techniques. User behavior profiling technique and decoy technique. The data accessed in the
cloud is being monitored to detect abnormal patterns. When unauthorized access is suspected
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then it is verified using the challenge question. Upon verification, disinformation attack is
launched by using decoy technique. Experiments have also been conducted in local file
settings. The experiment results show that this technique achieves equal or better results than
search profiling approach alone. Simulation results are also provided. The overhead in the
scheme is to maintain the bogus information that will be caused in case of uncertain behavior.
The technique is also unable to detect that if the unexpected behavior is from the intended user
or not, and will send the bogus information in both the cases.

loT security can be increased by using blockchain technology. Blockchain is a decentralized
ledger in which all the transactions are signed by using the private key. All the blocks contain
the hash of the previous block making it tamper evident. As loT devices generate a huge
amount of data hence it is necessary that the data must be secured. Blockchain can provide the
solution as there is no centralized entity involved also due to the decentralized nature there is
no single point of failure Device identity validity can also be verified and as the transactions
are signed by the private key hence it ensures that only the sender has sent it. (Kshetri 2017)
[58]

(Qian etal., 2018) [59] have discussed the different layers of 10T devices such as application
layer, network layer, perception layer, and their corresponding security problems. As the IoT
devices are increasing day by day hence in order to achieve identity authentication the
traditional method requires trusted third party but with the incorporation of blockchain
technology trusted third party can be eliminated also there is need to secure the transmitted
data integrity. The blockchain technology when combined can help us to secure the IoT data
Fig 15. Shows how blockchain technology can strength the IoT devices. It shows the loT
devices threat traceability includingthe interaction between IoT devices and network and 10T

devices and cloud.
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(Li et al., 2018) [60] have proposed a blockchain mechanism for authentication of loT devices.
The author has explained that the existing authentication mechanisms depend upon the CA
which can suffer from asingle point of failure hence blockchain based decentralized method
has been proposed. In the proposed method 10T device will register its credentials on the
blockchain so that without the third party they can be authenticated. The authentication of the
loT device is done using the verification of registration information published in the
blockchain. In order to preserve the data integrity, the hash of the data is also uploaded into the
blockchain. The proposed system verification is also done by implementing a prototype based
on the Hyperledger Fabric. The blockchain has been deployed on the raspberry pi. Consensus
algorithm that has been used is PBFT. The proposed system can prevent malicious nodes from
intruding. If some of the nodes suffer from a DDOS attack, the system will still work due to
the decentralized ledger.

The authors (Lee and Kim, 2018) [61] have proposed an authentication mechanism through
zero-knowledge proof to authenticate the 10T devices because when device information is put
on to the blockchain personal information can be leaked through proof of work. The author has
first explained the device authentication and sequence diagram. In the proposed system if the
verifier knows the address, personal information can be leaked. To mitigate that author has
proposed zero-knowledge protocol in which public key is stored on the blockchain while the
original data is stored on the database also privacy is been protected because original data is
not published on the blockchain. Implementation has also been done which shows that if the
data has been tempered it will be detected.

(Huh, Cho and Kim, 2017) [62] have proposed a mechanism in which the loT devices are
managed by using the blockchain technology. In the proposed approach smartphone along with
three raspberry pi has been used to keep the track of electricity used, air conditioner and light
bulb. With the help of smart contract, the user has set up the policy, as data is stored on
distributed ledger so it can’t tamper easily. Three Smart contracts have been written. For the
validation of the account signature, the public key has also been added to smart contracts. All
the values coming from the devices are checked through the signature. Simulation and
experimental results have also been discussed. At the end of the paper, some weakness has also
been discussed during development for which there is a need to investigate further and to find
the solutions.

(Samaniego and Deters, 2017) [63] evaluates the use of cloud computing and fog computing
asa hosting platform for the blockchain. The main key challenge is where it should be deployed
since fog is an extension of cloud computing but has limited resources. On the other hand,
cloud has unlimited resources but there are some issues such as latency, real-time monitoring.
Soto evaluate the use of both, set of experiments were performed. The result of the experiment
shows that although cloud has unlimited resources fog outperforms the cloud due to the latency
factor hence it is more feasible to host blockchain on fog computing.
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Table 3: Comparative analysis of literature review papers

Authors Title of Paper Features Addressed | Proposed Scheme | Limitations
Alrawais et al. | Security and  Privacy | Non-repudiation Bloom filter Maintaining
(2017) Issues for the Internet of and updating of
Things in Fog Computing list at the fog
layer
(Luoetal., 2016) Fog computing with the | Integrity Authentication Increases
face identification and | Availability and session key | computation
resolution framework Confidentiality agreement and
communication
overhead
(Lu, Member and | A Lightweight  Privacy- | Integrity Homomorphic Traceability
Heung, 2017) Preserving Scheme for Fog | privacy Paillier has not been
Computing-Enhanced loT encryption considered
Hash function
(Stolfo, Salem and | Fog Computing: Mitigating | Control data access | User  behavior | Maintaining
Keromytis, 2012) | Insider Data Theft Attacks in profiling bogus
the Cloud Decoy Technique | information
(Science etal., An Out-of-band Authentication Out of band | Increases
2018) Authentication Scheme Authorization channel for | communication
for Internet secondary overhead.
of Things Using authentication
Blockchain Technology Supported by
blockchain
technology
(Basudan, Linand | Vehicular crowdsensing Integrity Certificateless Location

Sankaranarayanan,
2017)

using fog computing

Confidentiality
Authenticity

Aggregate
signcryption

privacy has not
been
considered.
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Chapter 4

Secure and Trusted Framework for 10T
4.1 Framework

This section presents a secure and trusted framework for the 10T network based on blockchain
technology. Blockchain is a distributed ledger which eliminates the need of trusted third party
and can be used for identity authentication and security protection of 10T devices. A typical
0T network comprises of sensors that sense the real-time data from the environment and
transfers that data to the fog layer that is an intermediary layer between loT device and cloud
layer. The data is analyzed and processed at the fog layer and consequently, the filtered data is
sent to the cloud layer through a secure communication channel. A secure framework and
secure communication protocol is proposed that ensures the following security requirements
(@) Authentication: The data must be submitted by an authentic loT device, (b) Integrity: The
data transmitted by the 10T device should not be altered, (c) Non-Repudiation: The 10T device
should not deny the fact that it has generated the data. The abstract level architecture of the
proposed secure and trusted IoT framework s illustrated in Fig.16
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Fig 16: Secure and trusted abstract level 10T framework
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The framework comprises of three layers including the loT layer, the fog layer, and the cloud
layer. The 0T layer consists of sensors that sense the real-time data from the environment but
as these sensors are resource constrained and have limited processing capabilities, therefore,
these sensors are connected to the sensor hub. A sensor hub is basically a point of connection
for multiple sensors. Some of the workload has been shared by the sensor hub. In order to
ensure the integrity and non-repudiation of data generated by the sensor, the sensor hub signs
the data with the private key corresponding to that sensor and transmits the data to the middle
layer known as fog layer. Fog layer provides services to the lIoT devices at the edge of the
network. Fog layer also includes registration authority and storage server. For creating the
trusted and decentralized environment blockchain technology is also deployed at the fog layer.
Verifiable identities are also managed by using the blockchain technology at the fog layer. The
loT devices are only allowed to access the service at the fog layer once they are authenticated
and verified. After receiving the data from the authentic 10T device, the fog layer performs
some analysis and filtering over the data. The web module at the fog layer is connected to the
decision panel that shows the analysis performed over the data. The useful data is then sent to
the cloud for permanent storage. In order to do that the fog layer authenticates itself to the cloud
layer. The authentication of the fog layer with the cloud layer is done in the same manner as
the 10T device authenticates itself to the fog layer. After successfully authenticating itself with
the cloud layer, the fog layer sends only the useful data along with the digital signature and
block id to the cloud layer. The integrity of data sent by the fog layer can be checked easily
since the block id contains the corresponding filtered data hash.

4.1.1 Components of the Framework

The framework comprises of three layers including the 10T layer, the fog layer, and the
cloud layer. Each layer consists of different components such as the 10T layer consist of
sensors that are connected to the loT hub, the fog layer consists of registration and
authentication authority, Storage, web/analytics module, blockchain, and the cloud layer
consist of storage component. The description of each of the component is given below.

a) loT Hub

This component is present atthe 10T layer that consists of sensors but as these sensors
are resource constrained and have limited processing capabilities, therefore, these
sensors are connected to the sensor hub. A sensor hub is basically a point of connection
for multiple sensors. Some of the workload has been shared by the sensor hub. In order
to ensure the integrity and non-repudiation of data generated by the sensor, the sensor
hub signs the data with the private key corresponding to that sensor and transmits the
data to the middle layer known as fog layer.
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b) Registration and Authentication Authority

This component is deployed at the fog layer that is an intermediate layer between the
loT device and cloud layer and provides services to the 10T device at the edge of the
network. This component is responsible for registering the 10T devices. The
registration information is stored in the local registration repository. After the
successful registration, the 10T hub performs basic authentication with this component
using basic credentials. Upon successful authentication, this component creates a
verifiable identity by digitally signing it and sends it to the 10T hub.

c) Storage

This component is responsible for storing the data and is present at the fog layer. When
the 10T hub sends the data to the fog layer, fog layer stores that data in the local database
server.

d) Web/Analytics Module

This component is present at the fog layer and is connected to the dashboard. When the
fog layer receives the data from the authentic 10T hub, it performs some analysis and
filtering over the data. The purpose of this component is to show the analysis performed
over the data.

e) Blockchain

Blockchain is a circulated record innovation developed from Bitcoin and other digital
forms of money. The blockchain is fundamentally a changeless, decentralized
furthermore, open accessible shared database. In the blockchain, all exchanges are
recorded and anybody in the framework is permitted to get to, send and check these
exchanges.

For creating the trusted and decentralized environment blockchain technology is
deployed at the fog layer. It is a decentralized ledger that eliminates the need for trusted

third party. The purpose of this component is to manage the verifiable identities
uploaded by the 10T hub.

4.1.2 Initial Setup
a) Registration

The owner of the 10T device registers himself to the registration authority which is
deployed at the fog layer in our architecture. For successful registration, the owner
provides basic credentials such as id, name, password, email, etc. After that, the loT
hub performs basic authentication with registration authority using basic credentials
provided by the owner of the I0T device in the form of configuration. Upon successful
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b)

authentication, the registration authority creates a verifiable identity which is digitally
signed by it and sends back to the 10T hub.

Key Generation

Each layer (IoT, Fog, and Cloud) will generate public/ private key pairs from their
corresponding security module. The public key is used for encryption process and it is
known to everyone, whereas the private key is used for decryption and it is kept secret.
The same key pair may be used for digital signature generation.

Credentials Management

The registration credentials e.g. id, password, email, resource name, etc. of IoT devices
are managed at the fog layer by the registration authority in the local registration
repository. These credentials are stored in encrypted form, similarly, when the fog
device registers itself with the cloud layer, the registration credentials of fog device is
stored in the cloud in an encrypted form. In addition to that, each layer stores the
private key locally whereas the public key is shared globally with other partners.
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Chapter 5

Security Protocols for loT

The protocol provides an end-to-end sure communication and transmission of data generate
from 10T devices to the Fog layer and the Cloud layer satisfying the following security
requirements (i) Authentication: The data should be uploaded by an authentic I0T device (ii)
Integrity: The data transmitted by the device should not be changed (iii) Non-Repudiation: The
device should not deny the fact that it has generated the data. The complete communication
process including the exchange of secure messages between various entities of the secure and
trusted framework including the 10T devices, Fog layer that includes Registration authority,
loT service, blockchain verification service, and Cloud layer has been illustrated in Fig. 17.

oT device . Registration , !
et loT Device Authory loT Service Blockchain Fog Cloud
D—registration(id. name, pwd,email, j——>) E
—Authentication(id pwd) :
 verfable identty ___ I 5
(signed by private key) !
(id, hash of verifiable identity——— | E
verifiable identity uploaded to Blockchain—————> :
i L 1
kverification of identity’

Digitally Signed Service access Request D>

€S R YRR AT Fe8pONges s e e e i s R

Digitally Signed data D

Authentication D
hash offitered data | | _ Digitall Signed fitered data
= and block id

Fig 17: Secure and trusted communication protocol for 10T network

32



The complete process of the communication and description of each of the entity involved in
the Communication process of the secure and trusted framework is given in the section below.

1. Protocol 1: Registration and Basic Authentication

In the first phase of the protocol, the IoT device owner registers itself to the registration
authority, deployed at the fog layer. In this phase, the owner provides basic credentials
for the registration such as id (this id is device id), name, password, email, etc. After
the successful registration, the registration authority sends the response to the IoT
device owner. The owner then configures the loT hub with id, password. After
successful configuration 10T hub sends the basic credentials for the authentication to
the registration authority. It also sends nonce to protect from replay attack and
timestamp for the synchronization. The registration authority verifies those credentials
e.g. id, password from local registration repository. If both of them matches it means
that 10T hub has successfully authenticated itself. The registration authority then sends
the response to the 10T hub. Steps required for registration and basic authentication is
shown in Fig.18

loT device loT Hub Reglstraltlon
owner Authority
| |
registration(id, name, pwd,email, ) D
fmammmmmamunamenenemen R REBPONSE ~==onenonarsnonemenanenonsmznansnen
—Configuration—>>
—Authentication(id,pwd,nonce timestamp)—>
- e e RESPONSE:-=~s=srnnanznnassasts

Fig 18: Protocol for registration and basic authentication

2. Protocol 2: Verifiable ldentity-based Authentication

After successful basic authentication, the registration authority creates a verifiable
identity by digitally signing it and sends it to the I0T hub. To protect from the replay
attack and for the synchronization it also sends nonce and timestamp to the 10T hub.
The 10T hub receives verifiable identity and then publishes it in the blockchain. It also
sends the hash of verifiable identity along with its anonymous id to the Rest based
service for onward authentication. In order to verify identity, the service will match the
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identity in the blockchain with the ones that is previously uploaded by the IoT hub.
Complete steps for verifiable identity-based authentication is shown in Fig 19.

At Fog Layer
| |
10T Hub B | Restbased Blockchain
Authority Service

— After Successfull authentication®]

verifiable identity

(signed by private key)
B

————(id, hash of verifiable identity ‘
verifiable identity published in BIockjchain—_—{>

H»verification of identity
Fig 19: Verifiable identity-based authentication

3. Protocol 3: 10T Device Signature Verification

The 10T hub sends a service request, digitally signed to the fog layer. This service
request includes demand for storage, filtering or analysis of data. The fog layer verifies
the signature of the 10T hub by taking the public key from that verifiable identity that
is present in the blockchain. After verifying the signature of the 10T hub fog layer sends
the response. Protocol for the signature verification is illustrated in Fig 20.

loT Hub Blockchain Fog
Digitally Signed Service access Request —P
taking the public key of loT device
——from verfiable identity in the blockchain———
to verfiy the signature
Response——— L

Fig 20: 10T device signature verification protocol
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4. Protocol 4: Data Uploading on Fog Layer

After successfully authenticating itself, the 10T hub is allowed to access the service at
the fog layer. The 10T hub sends the digitally signed data to the fog layer. The fog layer
analyzes that data and performs some filtering over the data. In order to protect the
privacy, original data is not stored on the blockchain it is stored on the local database
server. For data integrity, the corresponding filter data hash is uploaded to the
blockchain as illustrated in Fig 21.

Local

loT Hub Blockchain Fog Strage

Digtally Signed data >

——0rginial data—1 '
hash of fitered data

Vv

Fig 21: Data uploading on Fog layer protocol

5. Protocol 5: Data Uploading to Cloud Layer

For sending the filtered data to the cloud layer the fog layer first authenticates itself to
the cloud layer in the same manner as loT device does to fog. After successfully
authenticating itself with the cloud layer the fog layer is now allowed to send the
important data to the cloud. The fog layer sends the filtered digitally signed data and
block id to the cloud layer as illustrated in fig 22. The integrity of data send by fog can
be checked easily since the block id contains the corresponding hash of the useful data
in the blockchain as no one can change it because it is a temper proof ledger

Fog Cloud

Authentication >

_________________ Digitally Signed filtered data __ 5]

and block id

o

Fig 22: Data uploading on Cloud layer protocol
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Chapter 6

Formal Verification of Security Protocol

The proposed secure and trusted protocol for 10T devices is verified using an automated
security verification tool called Scyther. The tool is primarily based on a sample refinement
algorithm

that permits unbounded verification, falsification, and characterization. A lot of new features
are provided, that are not offered by the other tools. Security protocols can be verified in two
different ways. First Scyther scripts can be executed through the command-line interface in
which an output file is provided that contains the result of protocol verification. The second
option is to use a Graphical User Interface in which the panel is provided for both verification
results and attacks that are found if any.

6.1 Scyther Specification Language

Scyther uses its own specification language that resembles most of the popular languages such
as C, C++, or JAVA. Its main purpose is to describe the protocols that are defined by a set of
roles which in turn are defined by the sequence of events. The input language of the Scyther is
case sensitive.

6.1.1. Roles

In the proposed End-to-End Secure and Trusted Protocol for the 10T devices we have defined
six roles that are as follows:

1. 10T device
2. Registration authority
3. 10T Service
4. Blockchain

5. Fog
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6. Cloud

For each of the different roles in the protocol, behavior can be added as a sequence of send
and receive events, as well as variable declarations, constants, and claims.

6.2 Results

Scyther results : verify

Claim Status Comments

E2E | EZ2E,i1 Secreti Ok \Verified No attacks.
E2E,j2 Secretp Ok verified No attacks.
E2E,i3 Alive Ok Verified No attacks.

E2E, /4 Weakagree Ok \Verified Noattacks.

E2E,i5 Niagree Ok \Verified No attacks.
E2E,i6  Nisynch Ok Verified No attacks.
R E2Er2 Alive Ok Verified No attacks.

E2Er3 Weakagree Ok \Verified No attacks.

E2E,r4 Niagree Ok Verified No attacks.
E2Er5 Nisynch Ok \Verified No attacks,
S E2Es1  Alive Ok \Verified No attacks.

E2E,s2 Weakagree Ok Verified No attacks.

E2E,s3 Niaagree Ok Verified No attacks.
E2E,54 Nisynch Ok \Verified No attacks.
F E2Ef1 Alive Ok \Verified No attacks.

E2Ef2 Weakagree Ok Verified No attacks.
E2E,f3 Niagree Ok \Verified No attacks,

E2E,f4 Nisynch Ok \Verified No attacks.

Fig23: Protocol verification results
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6.3.  Analysis of Protocol

Scyther. Since the protocol is based on multi-party communication, therefore, we created
various roles in the protocol as shown in Appendix A. In this code:

-l represents loT Device

- R represents Registration Authority

- S represents REST based services which communicates with Blockchain network for
performing transactions to store IoT device’s credentials

- B represents Blockchain network

- Frepresents Fog Computing Layer

- Crepresents Cloud Computing Layer

In order to test the various objectives defined in this paper for authentication and non-
repudiation, various claims are made in this verification code which is tested by the Scyther:
The protocol is verified according to the following Scyther attributes: Secrecy, Aliveness,
Weak agreement, Non-injective Agreement, Non-injective Synchronization

Secrecy:

It is the most trivial security claim as it states that the property must be kept hidden from the
adversary. When the 10T device authenticates itself using the credentials e.g. id, password it is
important that those credentials are not revealed to an intruder because if the intruder stole
those credentials then he can launch an impersonation attack. Since in the proposed “secure
and trusted protocol for IoT devices”, the data is encrypted hence both id, and password is
confidential, and the results show that no attacks are found against this claim.

Aliveness:

Aliveness is considered to be the weakest form of authentication. This claim guarantees to the
initiator (talking agent) about the aliveness of responder (communicating party) which means
that if whenever the initiator completes the protocol with the responder then the responder has
previously executed the protocol. However, this doesn’t mean that the responder knew that he
was running the protocol with the initiator also the protocol may have not been run recently by
the responder. The proposed protocol fulfills the aliveness claim against different roles as
shown in fig 23. and the results show that no attack was found against this claim.

Weak agreement:

Since the authentication form introduced as aliveness is considered to be the weakest form
hence it is strengthened by the weak agreement which states that if the initiator completes the
protocol with the responder then the responder has previously executed the protocol and it also
guarantees that the responder knew that he was running the protocol with the initiator. Such a
claim would prevent an adversary from acting as a responder by running another run of the
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protocol in parallel with an initiator and conducting a man-in-the- middle-attack. The proposed
protocol also fulfills the weak agreement claim against different roles because the messages
are digitally signed and encrypted and no attack was found against this claim also.

Nisynch
It is used to ensure that the communication between sender and receiver is synched and sent

by the sender. As shown in figure 23, the designed protocol fulfills this property since the
protocol uses the timestamps.

Niagree
This claim ensures that the non-injective property is achieved to protect the protocol from

replay attack. The verification results show that the designed protocol is protected against the
replay attacks since the protocol uses nonce (random number used once).
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Chapter 7

Conclusion and Future Work

Today, 0T devices play a significant role in industries, automated solutions, businesses and
almost every aspect of a person’s life. These devices are the main source of generating a huge
amount of data, which needs to be processed, stored in a secure manner and presented in an
interpretable form. Since 10T devices are resource constrained and have limited processing
capabilities, so they utilize cloud computing for data storage and processing, however, the
cloud paradigm has also some bottlenecks such as latency issue, bandwidth, etc. To overcome
these problems, fog computing paradigm has been introduced which adds an extra layer
between cloud and 10T devices to meet the challenges of lower latency, high performance,
mobility, reliability, and security. However, the integration of the aforementioned technologies
including loT network, fog and cloud computing have posed new security risks and challenges.
Authentication and source verification being some of the foremost.

So in this regard, we have proposed a secure and trusted framework for the IoT network that
satisfies the multiple security requirements such as authentication, integrity, non-repudiation.
The components of the framework and communication between them have also been discussed
in detail. In order to create a trusted decentralized environment to strength the 10T security, the
blockchain technology is also deployed at the fog layer. After designing the protocol we have
verified it using the security verification tool Scyther. The results show that the protocol
provides security against multiple attacks. For building trust between the components and
verification it still needs public key infrastructure which is the limitation of this solution. In
future our objective is to extend this solution to introduce VeidBlock for the authorization
Services.
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Appendix A

Scyther Script for protocol verification

/*

* End to End Secure Communication

*/

Il The protocol description

usertype id,pass,verifiableidentity, Message,Data,Filteredata, Blockid; const Fresh: Function;
protocol E2E(I,R,S,B,F,C)

{

role | // 10T Device

fresh i: id;

fresh p:pass;

fresh ni:Nonce;

fresh ti:Timestamp;
var vi. verifiableidentity;
var nr:Nonce;

var tr-Timestamp;
hashfunction H;

fresh m: Message;
fresh d : Data;
/[Authentication phase
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send_1(L,R, (i,p,ni,ti, {H(i,p)}sk(1)));
recv_2(R,1,(vi,nrtr,{H(vi)}sk(R)));
/NoT Service
send_3(1,S, (i,ni, ti, {H(vi)}sk(1)));

/I Blockchain

send_4(1,B,(vi));

/IService message access request
send_5(1,F,(m{H(m)}sk(1)));
//Data send
send_6(1,F,(d.{H(d)}sk(1)));
//Security Properties claimed by lIoT Device
claim_i1(l,Secret,i);
claim_i2(1,Secret,p);
claim_i3(1,Alive);
claim_i4(1,Weakagree);
claim_i5(1,Niagree);

claim_i6(1,Nisynch);

role R // Registration authority

var I: id;

var p:pass;

var ni:Nonce;

var ti.;Timestamp;

fresh vi: verifiableidentity;
fresh nr:Nonce;

fresh tr-Timestamp;

hashfunction H;
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recv_1(L,R, (i,p,ni,ti,{H(i,p)}sk(1)));
send_2(R,1,(vi,nr,tr,{H(vi)}sk(R)));
claim_r2(R,Alive);
claim_r3(R,Weakagree);

claim r4(R,Niagree);
claim_r5(R,Nisynch);

role S // Rest Service

var iid;

var ni:Nonce;

var ti: Timestamp;

hashfunction H;

var viverifiableidentity;
recv_3(1,S, (i,ni, ti, {H(vi)}sk(1)));
claim_s1(S,Alive);
claim_s2(S,Weakagree);

claim s3(S,Niagree);

claim_s4(S,Nisynch);

role B // Blockchain

hashfunction H;
var fd: Filteredata;
var viverifiableidentity;

recv_4(1,B,(vi);
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recv_7(F,B,{H(fd)}sk(F));

role F // Fog

fresh fd: Filteredata;

fresh bid: Blockid;

fresh n: Nonce;

fresh t: Timestamp;
hashfunction H;

var m: Message;

var d : Data;
recv_5(1,F,(m,{H(m)}sk(1)));
recv_6(1,F,(d,{H(d)}sk(1)));
send_7(F,B,{H(fd)}sk(F));
send_8(F,C,{bid,n,t, fd}sk(F));
claim_f1(F,Alive);
claim_f2(F,Weakagree);
claim_f3(F,Niagree);
claim_f4(F,Nisynch);

role C // cloud

var fd:Filteredata;
var bid: Blockid;

var n: Nonce;
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var t: Timestamp;

recv_8(F,C,{bid,n,t,fd}sk(F));
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