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ABSTRACT 
The phrase ‘seeing is believing’ has been validated to the point where any proposition to the 

contrary sounds bizarre. The boom of the digital camera, photography, and social media has 

drastically changed how humans live their day-to-day, but this normalisation has been 

accompanied by malicious agents finding new ways to forge and tamper with images. Primarily, 

the motivation is unfair or unlawful monetary gain.  

Disinformation in the photographic media realm is an urgent threat. There are so many image 

editing tools available today that it is almost impossible to differentiate between a photo-realistic 

and an original image. The tools available for image forensics require a standard framework 

against which they can be evaluated. Such a standard framework can aid in evaluating the 

suitability of an image forensics tool for use in a criminal investigation, commercial operation, or 

for academic research. This research work proposes an evaluation framework for image forensics 

tools.  

The proposed framework is based on the conformance methodology of testing which employs 

test assertions and test cases. It is then tested by evaluating four image forensics tools namely 

FotoForensics, Ghiro, Imago Forensics, and Exif Reader. 

The framework provides a comparative insight into the tools based on test results. The evaluation 

of the image forensics tools revealed that FotoForensics provides a lot of optional features 

efficiently in addition to core features. The test results of Ghiro conformed to its usability 

features while Imago Forensics and Exif Reader lacked in providing a majority of optional 

features. This comparison can provide the information necessary for users to make intelligent 

choices about tools and it can help vendors shortlist areas of improvement in their tools.  

Keywords: 

Image Forensics, Tool Testing, Evaluation Framework
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1. INTRODUCTION 
This chapter contains the following: 

 Section 1.1 provides background of image forensics. 

 Section 1.2 highlights the motivation of this research. 

 Section 1.3 presents the problem statement. 

 Section 1.4 states the research objectives. 

 Section 1.5 defines the scope of this research. 

1.1 Background 

Image forensics is a relatively new sub-discipline of digital forensics. It has received little 

attention compared to the more popular sub-disciplines (like network forensics, mobile forensics, 

database forensics, and firewall forensics) that have been the focus of most research in this field. 

Research in image forensics started in the early 2000s, coherent with the normalisation of digital 

cameras and mobile phone cameras [1]. The explosive use of the camera was accurately 

predicted by a New York Times report which estimated that by late 2010s, 1.3 trillion pictures 

would be taken annually [2]. This Butterfly Effect has had a life changing impact on how people 

go on about their lives today, both positively and negatively.  

One of the most significant negative impacts has been due to the easy availability of free and 

open-source editing software and tools for images like Photoshop CC, Lightroom, GIMP, 

Snapseed, and Corel Paintshop Pro. There have been incidents where people have leveraged 

forged images for their malicious intentions. For example, a Malaysian politician Jeffrey Wong 

Su En claimed he was knighted by Queen Elizabeth to support his campaign and used a forged 

image to back his claim [1].  

Owing to the massive number of pictures taken and shared online each year, images have 

trickled into almost every industry. In some industries, however, like news industry, medical 

imaging, social media, and e-commerce, they play a defining role [3]. But most importantly, they 

are crucial in trials and criminal investigations.  

1.1.1 Digital Forensics 

According to the National Institute of Standards and Technology (NIST), digital forensics is “the 

field of forensic science that is concerned with retrieving, storing and analysing electronic data 

that can be used in criminal investigations” [4]. This includes data from various sources such as 

computers, storage devices (hard drives and soft drives), mobile phones, and cloud storage [4]. 

The data/information that can potentially serve as a piece of evidence in a criminal case is called 

digital evidence. 

There are many cases that involve image media or video that serve as digital evidence; they can 

make or break a case. That being said, the issue of admissibility of these media in court is also 
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questionable owing to the free editing tools available that allow people to tamper with images 

easily. This means that ‘seeing is no longer believing’ and there is a need for image forensics 

practices and tools to not only differentiate tampered images from real ones but also to validate 

the images for admissibility in court [5].  

1.1.2 Image Forensics 

Image forensics is a research field that aims at validating the authenticity of images by 

recovering information about their history [1]. This includes source camera identification and 

forgery detection [1]. 

The image forensics techniques are categorized into: 

 Active techniques which include watermarks and digital signatures computed by the 

camera [3]. These techniques are fundamentally preventive and require prior information 

about the image and the camera itself. In this approach, the watermarks or digital 

signatures are checked for modifications [3]. The camera is used to grant authenticity of 

the images and any change indicates a doctored image. This scenario is however 

impractical, because in common forensics scenarios involving images, the camera is not 

available for the investigators to analyze. 

 Passive techniques do not require any prior information about the camera for forensic 

analysis [3]. These techniques are responsive in their nature and determine the history of 

the image using the image data only.  

Among the active and passive techniques, the most common scenario in an on-going 

investigation is called the passive blind forgery detection. In this case, the investigator does not 

have any information about the image such as camera make/model or the post-processing 

operations performed. The investigator just has the image to work with. In other words, the 

investigator has to carry out a blind detection of image forgeries. Hence, the passive blind 

forgery detection is a major highlight in the research done in image forensics. Holistically, image 

forensics answers the following questions [5]: 

 What was the source camera of the image?  

 Was the image, by any means, forged or tampered with? 

 Is the image entirely photo-realistic?  

A photo-realistic image is graphic content that is created digitally. It  is visually as real as an 

actual photograph of a real scene [5]. This makes it hard for analysts to distinguish between real 

and photo-realistic images. 

1.2 Motivation 

During the film-photography era, images subject to admissibility checks in court were required 

to be presented with negatives of the images [6]. Tampering with a film-based image is harder 

and any modifications done during the development process of the photo from its negative was 
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detected relatively easily. A simple comparison with the negative would reveal forgeries. Digital 

images, on the other hand, are very easily doctored with no original reference for comparison, 

and thus questionable as digital evidence. 

Several cases have highlighted the importance of having suitable criteria for deciding on the 

admissibility of an image in a courtroom. The State vs. Swinton case from 2004 is one such 

example [7]. Swinton was charged for murdering a 28 year old woman. The photographs of 

abuse marks on the victim’s body were enhanced by the prosecution in order to make a match of 

the marks to the suspect’s mould of teeth. The defendant, however, launched an appeal on the 

ground that the image was enhanced using Photoshop which puts a question mark on its 

admissibility in court. As a result, the court had to rule in favour of the defendant and disallow 

the photos [7]. 

In the OJ Simpson murder trial, the Time magazine published a darkened image of him on the 

cover. The magazine immediately faced backlash for having a racist agenda, and had to change 

the cover to the original image. The editor of the photo defended himself by claiming that he did 

not have any racist intentions but merely wanted to express the dramatic nature of the case [1]. 

Nowadays, there are many tools that can be useful for the forensic analysis of images. To ensure 

reliability, these tools need to be evaluated using a standard. This research work is centred upon 

developing the criteria of this standard. Once an image has been evaluated using a tool that 

conforms to this standard, its result can be considered valid. It can be admissible in the court of 

law or used for other purposes. In this regard a few questions are important: 

 What core functionalities must a tool have to qualify as an image forensics tool?  

 What criteria (e.g. performance and functionalities) should be used for tool comparison?  

 How are tools tested? 

 What models are followed to design frameworks for tool testing? 

These questions originate from the requirement that results produced by tools need to be reliable, 

consistent, and are admissible as digital evidence.  

1.3 Problem Statement 

The Computer Forensics Tool Testing (CFTT) Project by NIST is working on tool testing by 

designing frameworks for each computer forensics discipline. These frameworks are based on 

conformance and quality testing methods that are internationally accepted [8]. CFTT has 

designed frameworks for a range of tools like Hard Drive Imaging Tools, Software Hard Drive 

Write Protect, Hardware Hard Drive Write Protect, Deleted File Recovery, Forensic Media 

Preparation, Forensic String Searching, and Mobile Forensics Data Extraction [8]. However, no 

such framework has been designed for image forensics by CFTT or any other project or 

organisation. 
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So the need of the hour is to achieve validation of tools for standardisation. A framework 

following standard methodology of design needs to be developed and evaluated for image 

forensics.  

This research work adopts the standard CFTT methodology for developing a framework for 

image forensics tools. The framework is capable of evaluating these tools with respect to features 

and functionalities. Consequently it produces findings about the expected and unexpected results 

for tools in a meaningful way [8]. The conformance methodology of testing adopted by CFTT 

evaluates tools using test requirements, test assertions, and test cases. The same methodology 

will be used in this research. The second part of this research tests four tools using the designed 

framework and presents the results obtained through tool testing. This helps consumers make 

better choices in tools. It also helps developers make needed improvements in their tools in 

addition to setting a benchmark for tool validation, admissibility, and standardisation.  

1.4 Research Objectives 

 Develop an evaluation framework for image forensics tools based on the CFTT project 

methodology of conformance testing. This step involves the development of test 

requirements, test assertions, and test cases for image forensics tools. The main objective 

of designing this framework is standardisation. This is done by creating a benchmark 

against which tools are evaluated in order to qualify as valid image forensics tools. 

 Test the evaluation framework using four image forensics tools. Distinguish between 

image forensics tools and other tools that do not qualify because they do not have the 

core functionalities required for an image forensics tool. 

1.5 Scope 

The criterion for choosing the tools for testing was easy availability. The shortlisted tools are 

FotoForensics [9], Ghiro [10], Imago Forensics [11], and Exif Reader [12]. Ghiro is an open-

source tool while the other three are free tools. The scope of this research includes:  

 Photographic image media of all formats (e.g. JPEG, PNG, and TIFF) and source 

cameras such as Nikon, Canon, Android, and iPhone.  

 This framework is limited to image forensics tools only. For the purpose of this research, 

the four mentioned tools i.e. FotoForensics, Ghiro, Imago Forensics, and Exif Reader will 

be evaluated.  

 The testing environments are Windows and Linux. Any other environment a tool might 

operate in can also be used with this framework.  

 The images used for the test cases were taken from the following databases: 

 The Dresden Image Database is a database that was created for image forensics and 

consists of approximately 14,000 images from 73 different digital cameras belonging 

to 25 different companies [13].  
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 The Columbia Uncompressed Image Splicing Detection Database is a database of 

363 authentic and spliced images, made to detect splicing in images [14]. 

 The GitHub repository of images with Exchangeable Image File Format (EXIF) data 

[15].  

 Images selected by the researcher from Google images. 

 A small collection of pictures taken by the researcher using Nikon D5300, Samsung 

S4, and Samsung A20s cameras. 
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2. LITERATURE REVIEW 
This chapter contains the following: 

 Section 2.1 explains image metadata types. 

 Section 2.2 explains the process of capturing images. 

 Section 2.3 discusses forgery detection techniques. 

 Section 2.4 discusses related works. 

2.1 Image Metadata 

Metadata is data about data. Image metadata includes technical and administrative information 

about the image file. This metadata can be used in image forensics to aid in reconstructing the 

history of an image to detect forgeries. It can be categorized into the following types: 

 Exif Metadata 

 International Press Telecommunications Council (IPTC)/eXtensible Metadata Platform 

(XMP) Metadata 

2.1.1 Exif Metadata 

Exif metadata includes technical information about an image. This type of metadata is generated 

by the source camera. It consists of camera settings. Exif metadata fields are listed below: 

 File type is file format of an image.  

 File size is size of an image in bytes/megabytes. 

 Make is the manufacturing company of a camera. 

 Model depicts the type of camera. 

 Camera ID is a unique serial ID of the camera. This serial ID can be used to distinguish 

between cameras of the same make and model. 

 Resolution is the number of pixels in an image.  

 Timestamp refers to the creation, modification, and last accessed date and time of an 

image. 

 ISO refers to sensitivity of a camera to light. It can be adjusted depending on the light 

setting in a scene. If the scene is dark, ISO can be adjusted to cater for the lack of light. 

 Aperture of a camera is used to control the amount of light entering the camera through 

its lens. The aperture is expressed in f-numbers. For example, f/1.4 indicates more light is 

entering through the lens as compared to aperture value of f/16. 

 Shutter speed indicates the time window during which the shutter of a camera is open 

while capturing the image. 

 Orientation of an image indicates its horizontal or vertical orientation. 

 Colour-space indicates whether the image is coded in RGB, YCbCr or any other 

available colour spaces. 
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 Bit-depth indicates how many bits were used to store information in each colour channel 

of the colour space. An image can be stored in 8, 12, 14 or 16 bit depth.  

 Focal Length indicates the level of magnification of a camera lens while capturing an 

image.  

 Subject distance is the approximate distance of a subject from the camera. 

 Flash setting contains information about the flash of a camera while capturing an image. 

 GPS information indicates the location where an image was captured. 

 

2.1.2 IPTC/XMP Metadata 

The IPTC/XMP metadata includes administrative information about an image. The ownership 

and copyright information can be added by the photographer. This type of metadata is useful in 

stock photography. XMP metadata is the latest version of IPTC metadata. Most often they are 

used interchangeably in applications. They contain the following fields: 

 Tag/Description/Keyword/Comment fields can be added to indicate ownership or convey 

a message. 

 Copyright protection field can be added to indicate that the image can be used under a 

particular licence obtained from the owner.  

2.2 Digital Image Life Cycle 

Source-camera identification and forgery detection are the fundamental questions of this domain. 

Answers to these questions lie at the heart of the Digital Image Life Cycle (DILC). The DILC is 

an amalgam of all the processes that an image goes through from the moment a camera lens 

captures a scene to its storage on the memory. It consists of the following three phases: 

 Image Acquisition 

 Image Coding 

 Image Editing 

These three phases are what make an image [16] [5]. Figure 2.1 shows the process flow of the 

DILC. 

 

 

 

 

 

 



8 

 

 

 

Fig 2.1 – Digital Image Life Cycle 

Each step from acquisition of the image to its storage in memory introduces artefacts, unique to 

every camera, lens, the type of each process adopted for that instance, coding format, and editing 

techniques. These artefacts are called fingerprints or signatures [16]. In other words the 

acquisition, coding and editing phases create fingerprints that can later be used for forensic 

analysis of the images [5]. These fingerprints if unchanged can reveal significant metadata about 

an image. On the other hand, if they are changed they reveal traces that an image has been 

tampered with. The following sections discuss these three phases in detail along with the 

possible fingerprints each phase can introduce into an image. 

2.2.1 Image Acquisition 

The image acquisition phase encompasses the processes that range from the capture of light from 

the real life scene to the in-camera functions performed on that captured scene [16] [5].  

 Lens:  

The camera lens is used to capture the scene in the form of light. This light is focused 

onto the sensor. A lens introduces aberration fingerprints in the final image, such as 

chromatic aberration. Every camera make and model has different types of lenses which 

make the resulting aberrations different in each case. This can serve as a fingerprint in the 

forensic analysis process. 

 Optical Fibre  

The light captured by the lens passes through an optical fibre. 

 

  

Image Aquisition: 

1. Lens 
2. Optical Fibre 
3. Colour Filter Array 
4. Sensor 
5. CFA Interpolation 
6. Image Processing 
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Compression/RAW 
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Storage 
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 Colour Filter Array  

The light then passes through a Colour Filter Array (CFA) which captures the colour 

information of the scene. There are different CFAs present and distinguishing them in 

different cameras can be potential key information. 

 Sensor  

The colour information from the CFA falls on the Charge Coupled Device (CCD) or 

Complementary Metal Oxide Semiconductor (CMOS) sensors which translate 

information into pixel data. Sensors are susceptible to damage, either during the 

manufacturing process or during use. Even minor flaws in the sensor are translated into 

an image in the form of noise called Photo Response Non-Uniformity (PRNU). Since 

every sensor has unique PRNU, this fingerprint is useful in the forensics process. 

 CFA Interpolation 

The process of demosaicing the image data obtained from the sensor in order to turn it 

into a digital image is called CFA interpolation [16] [5]. The demosaicing artefacts can 

be used to detect forged regions.  

 Image Processing 

The last stage in the acquisition phase comprises all the operations that a camera may 

perform on the obtained image before it is stored on the memory. This can include 

enhancements and sharpening processes. 

2.2.2 Image Coding 

The image coding stage, by means of compression, stores the image digitally [16] [5]. 

Compression can be lossy or lossless. Lossless compression retains all the image data and stores 

it as it is. On the other hand, if memory on the storage device is limited, lossy compression is 

employed which discards redundant image data to save storage space. This type of compression 

is essentially a trade-off between image quality and image size. 

An image can be binary, gray-scale, coloured or multispectral and depending on how the image 

coding is performed it is categorized into a range of image formats that we have today, some of 

which are listed below [17] [18]: 

 Joint Photographic Experts Group (JPEG) 

 BitMaP (BMP) 

 Tagged Image File Format (TIFF) 

 Portable Network Graphics (PNG) 

 PhotoShop Document (PSD) 

 Graphics Interchange Format (GIF) 

 RAW 

 Web Picture format (WebP) 

 PiXar file (PXR) 
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These image formats introduce different fingerprints because their coding methods vary from 

one format to the next. A JPEG image, for example, is formed using quantization tables and 

Discrete Cosine Transform (DCT). The fingerprints added by these processes can later be used to 

identify the JPEG image and any traces of tampering. 

2.2.3 Image Editing 

Image editing techniques are categorized into: 

 Copy-move forgery where a part of an image is copied and pasted to another part of the 

same image [19]. This introduces duplication in the forged image. Figure 2.2 shows an 

example of this type of forgery. 

 

      

Fig 2.2  – Copy-move Forgery 

 Image Splicing where a part of an image is cut and pasted onto another image. These 

images are called composite images because they are a product of more than one image. 

Image splicing has been widely exploited for creating misleading images for unlawful 

purposes. Figure 2.3 shows an example of this type of forgery. 

 

                            

Fig 2.3  – Image Splicing 
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 Re-touching is all the post-processing done on the image [20]. This may include a wide 

array of modifications such as listed below [20]: 

 Contrast adjustment 

 Colour enhancement 

 Colour modification 

 Rotation 

 Zoom 

 Scaling  

 Cropping 

 Filtering 

Figure 2.4 shows an example of image re-touching. 

        

Fig 2.4  – Re-touching 

 

2.3 Forgery Detection Techniques 

The Digital Image Forensics Tools (DIFT) use fingerprints (to reveal the manipulation history), 

examine metadata (if available), and other functionalities. Different fingerprints are used by 

different forgery detection techniques. These techniques vary depending on variables like forgery 

methods used to tamper with an image. They can be classified into the following categories [19]: 

 Pixel-based techniques 

 Format-based techniques 

 Camera-based techniques 

 Physics-based techniques 

 Geometric-based techniques 

2.3.1 Pixel-based Techniques 

Common forgeries performed in image forensics are pixel-level forgeries such as copy-move, 

splicing and re-touching. Pixel-based techniques are used to detect these forgeries [19]. These 

techniques use statistical fingerprints or other correlation artefacts introduced in an image due to 

forgery [19]. Both spatial and transform domains are used by these techniques for detection [19]. 

Given the fact that copy-move forgery, splicing and retouching are the most common methods of 

forgery, pixel-based techniques of detection are one of the most common detection techniques. 



12 

 

In theory there are several tools that explore the possibility of employing fingerprints for forensic 

analysis using pixel-based techniques. These tools however perform singular tasks like detecting 

duplicate images [21], and copy-move forgery detection [22]. 

[21] proposes and tests a tool Magec, an image searching tool that searches for duplicates of an 

image specified by the user. A duplicate of an image is a copy-pasted version of it. Magec 

returns the duplicates of an image even if the names and other attributes have been modified. It 

detects identical images using the original image modification attribute as a signature [21]. It 

also detects hidden images. According to the authors, it is more efficient at detecting image 

duplicity than other tools. A drawback in this research work is that it performs only one task. 

In copy-move forgery detection, correlation artefacts in the image are used. An image tampered 

using copy-move forgery contains portions of the same image at different locations. To detect 

such forgery, block-based or keypoint-based approaches are used [19]. In block-based 

approaches, an image is divided into blocks. These blocks are matched using a matching 

algorithm to detect similar blocks [19]. This technique is fairly computational. In keypoint-based 

approaches, the key points in an image are used to create feature vectors [19]. Different feature 

vectors are matched to detect similar ones.  

An example of use of these copy-move forgery detection techniques is proposed in [22]. This 

paper proposes NO-SHAM, a tool that detects any images that have been tampered with using 

copy-move forgery. Usually detection of copy-move forgery is done using either block-based 

approaches or keypoint-based approaches. The proposed tool uses a hybrid approach where it 

uses both the techniques based on relativity [22]. This saves computation time and achieves 

better accuracy. This tool performs one function; it cannot detect other types of forgeries e.g. 

splicing and retouching modifications in an image. Other functions may include metadata 

analysis or calculating hash digests of the image. 

[25] is another research paper that proposes a technique to detect copy-move forgery. They adopt 

a DCT based feature extraction technique to achieve detection with block sizes of up to 64×64 

[25]. The blocks are first DCT transformed, followed by feature extraction. The features are then 

subjected to a detection algorithm. 

[26] proposes a tamper detection technique. It uses a noise histogram to act as a feature to detect 

any tampering done with the image without any prior knowledge of the image [26]. The 

difference of noise in the original and tampered parts of the image is leveraged to detect 

manipulated areas. This technique gives a performance accuracy of 91.31% on average [26]. 

[28] proposes a classifier for detection of image splicing. This classifier works on the concept 

that each image has different colour information. This colour information is a combined result of 

the hardware of the camera and the software settings. When a part of one image is pasted onto a 

second image it will introduce a difference in the colour information which the authors attempt 

to detect by training a classifier. 



13 

 

Another example of pixel-based forgery detection is via histogram analysis. [25] proposes a 

forgery detection algorithm which detects contrast enhancement in images using histogram 

analysis. A visual example of this is shown in Figure 2.5. This figure shows an image with 

contrast enhancement re-touching. The image contrast is enhanced to 100%. The difference 

between the two images is still very minimal. The visual difference may not be obvious to the 

naked eye if the enhancement is done at a lower percentage.   

      

Fig 2.5 – Original Image vs. Contrast-enhanced Image 

However, if the histograms of both the images are analysed and compared against each other as 

shown in Figure 2.6, it gives a clear indication that the image was modified. 

      

Fig 2.6 – Histogram of Original Image vs. Modified Image 

 

2.3.2 Format-based Techniques 

Usually if an image is compressed after forgery using any format of image coding, it becomes 

more difficult to detect the forgery. This is due to the loss of information during image 

compression. However, some format-based forgery detection techniques employ these formats to 

aid the detection. 

There are several image formats that are used for image coding. However, format-based 

techniques use JPEG to perform forgery detection. This is mainly because this format is the most 

common.  

An example of forgery detection using image coding fingerprints is Error Level Analysis 

(ELA). ELA is a tamper detection technique that has evolved to be the most used technique for 

tamper detection in tools today owing to its simplicity and efficient execution. This technique 
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uses the differences in compression levels in a compressed image format to determine the 

presence of any abnormal inconsistencies. Usually the forged regions in the image have different 

compression levels as compared to the rest of the image.  

Figure 2.7 shows an example of ELA performed using a DIFT, on a picture that was slightly 

modified using image splicing (left side of the image). Here, ELA gives a visual representation 

of the forged area in this image. Usually, the manipulations are obvious around the edges of 

spliced objects in the image under analysis. ELA gives an image forensics analyst a means of 

observing the variations in an image and to detect exactly where tampering was done. This 

means that ELA mostly relies on the observation skills of the analyst.  

One limitation of ELA occurs when a JPEG has been resaved more than several times (which 

means that the JPEG% of the image is relatively low). It loses a large amount of image data 

because of compression, and that leaves little room for ELA to work.  

 

Fig 2.7  – Error Level Analysis using FotoForensics 

[27] proposes a JPEG file carving tool that automates the process of recovery of fragmented 

JPEG images. The results show better performance in recovery and speed as compared to other 

tools such as APF [27].  
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2.3.3 Camera-based Techniques 

The DILC describes the process of capturing an image and storing it in the memory using a 

camera. This involves the lens, sensor, and CFA along with other elements. The techniques that 

use source camera fingerprints to detect forgeries are called camera-based techniques. These 

techniques involve using fingerprints such as lens aberrations, sensor noise, and CFA 

interpolation [19]. 

[18] discusses a forgery detection technique which uses lateral chromatic aberration as a 

fingerprint. An image with forged regions has inconsistencies in lateral chromatic aberration 

across those regions. This can be used to indicate the regions that were tampered.  

[24] performs experiments to evaluate a source camera identification technique. This technique 

uses noise introduced in images by the sensor. The results indicate that in some cases the 

technique withstands image-processing, while in other cases it does not [24]. 

2.3.4 Physics-based Techniques 

Physics-based techniques in forgery detection involve light settings of images. If an image has 

been forged using multiple images, the parts from different images will have different light 

settings because the environment of each constituent image is different. The cameras may have 

different light settings while capturing these constituent images. However, physics-based 

techniques are not common as compared to pixel-based and format-based techniques. 

[30] proposes a physics-based technique that analyzes the light components of objects in an 

image and determines inconsistencies throughout the image. The technique is tested for different 

sample images. It is concluded that the algorithm works efficiently in scenes where there is one 

light source (like outdoor scenes) as compared to indoor scenes where there are multiple sources 

of light. 

2.3.5 Geometric-based Techniques 

When a camera captures an image it projects a principal point at the centre of the image [19]. 

When images are forged, these principal points are dislocated. This means that the actual 

perspective of the image is off. Geometric-based techniques in forgery detection use principles in 

projective geometry to analyse the perspectives of an image and detect forgery [19].  

[31] proposes a geometric-based technique and for image splicing detection. Firstly, the spliced 

boundary is manually guessed which is used to determine the geometry invariants. These 

geometry invariants are used to compute Camera Response Function (CRF) [31]. Cross-fitting 

techniques are then used to determine errors which are fed to a Support Vector Machine (SVM) 

classifier to determine if the image was spliced or authentic [31]. 

Table 2.1 presents a comparative analysis of the tools and algorithms discussed. 
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Tool/Algorithm Technique DILC Stage Advantage Limitation 

Magec [21] Pixel-based 

technique 

Image editing  Detects duplicate images 

using image modification 

signature as an attribute. 

 Takes less time as compared 

to others tools. 

The tool detects copy-

move forgery only. 

NO-SHAM [22] Pixel-based 

technique 

Image editing  Uses hybrid approach to 

detect copy-move forgery. 

 Applicable to smooth and 

non-smooth images. 

The tool detects copy-

move forgery only. 

[25] Pixel-based 

technique 

Image editing  Uses DCT and feature 

extraction to detect copy-

move forgery. 

 Robust against JPEG 

compression. 

 The tool performs 

single task. 

 Limited block 

size. 

 

[26] Pixel-based 

technique 

Image editing  Uses noise histogram to 

detect tampered regions. 

 Performance accuracy of 

91.31%. 

The tool performs 

single task. 

 

[28] Pixel-based 

technique 

Image editing  Classifier based on colour 

representation to detect 

image splicing. 

 Robust to JPEG compression. 

 Classifier trained 

with Macbeth 

colour chart only. 

 The tool performs 

single task. 

JPEG file carving 

tool [27] 

Format-based 

technique 

Image coding  Automates recovery of 

fragmented JPEG files. 

 More efficient than APF tool. 

      Limited to JPEG files. 

ELA Format-based 

technique 

Image coding  Detects tampered regions in 

an image. 

 Easy to implement. 

 Less computation.  

 Results depend on 

observation of 

analyst. 

 Less effective for 

images 

compressed 

multiple times. 

[18] Camera-based 

technique 

Image 

acquisition 
 Detects forgery using lateral 

chromatic aberration. 

 This technique is 

ineffective for 

smooth regions in 

an image. 

M-FAT [24] Camera-based 

technique 

Image 

acquisition 
 Uses sensor noise for source 

camera identification. 

 Not robust to post-

processing. 

[30] Physics-based 

technique 

Image editing  Detects inconsistencies in 

light components of an 

image. 

 Works efficiently 

only for images 

with few light 

sources. 

[31] Geometric-

based technique 

Image editing  Detects image-splicing 

forgery using geometry 

invariants and CRF. 

 87% accuracy on a dataset of 

363 images. 

 This technique is 

semi-automatic. 

 Detects image 

splicing only. 

Table 2.1 – Comparative Study of DIFT and Algorithms in Literature 
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2.4 Metadata Analysis in Image Forensics 

In addition to forgery detection techniques which are a significant part of DIFT, metadata 

analysis is also important. Metadata can be used to connect the dots in forensic analysis process 

because it reveals details about the source camera and the settings when an image is captured. 

An example of how metadata can be used to aid the image forensics process is explained. 

Usually the software and tools used to perform image editing leave traces of their use in the 

metadata of the image. For example, the image retouched in Figure 2.8 was edited using 

Photoshop CC. The use of Photoshop introduced metadata fields in the image that can easily be 

detected and analysed using image forensics tools. This metadata reveals the modification and 

creation timestamps of the image along with other details. 

 

 

  

Fig 2.8  – Forgery Detection via FotoForensics 
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[23] proposes a tool which provides:  

 Automated metadata analysis 

 Forensic analysis of the Windows 7 Recycle bin  

For metadata analysis, it uses Exiftool which is a Windows command line tool that performs 

metadata analysis and manipulation. The key functionality provided is to take the metadata 

obtained from the Exiftool and automatically compile all the results in one report. It also 

performs GPS localisation using Google Earth. In other words, if an image was captured with a 

camera that had GPS enabled, it will locate the place where the image was taken using Google 

Earth. The second part of this tool performs forensic analysis of deleted files using the Windows 

7 Recycle bin. It recovers artefacts left by these files that are not permanently deleted by the user 

but only sent to the Recycle Bin [23].   

This tool relies on Exiftool and Google Earth so any drawbacks or inaccuracies in these tools 

will reflect in the results produced for forensic analysis. Also, Exiftool is not, in the strict sense, 

an image forensics tool. It extracts and manipulates image metadata but there are other core 

requirements for an image forensics tool e.g. forgery detection that it does not have. Nonetheless, 

Exiftool is a valuable tool that has been used frequently for image metadata analysis, 

manipulation, and deletion. Many existing tools use it in the backend for EXIF metadata 

analysis. 

[29] aims at automating the extraction of thumbnails of deleted images. These thumbnails are 

produced by different image viewers as opposed to the OS and thumbnail recovery from the 

Recycle bin.  

2.5 Related Works 

This section reviews the methodologies used for tool evaluation and framework design in other 

digital forensics disciplines with reference to the CFTT project. Test specifications, test 

assertions and test cases are main components of these frameworks. This kind of benchmark 

provides stakeholders such as consumers with relevant information to make intelligent choices 

regarding their tools. It also provides developers with criteria to assess their tools and figure out 

possible improvements for maximum optimality.  

2.5.1 CFTT-based Evaluation Frameworks that use Conformance Methodology 

 

2.5.1.1 Testing Framework for Mobile Device Forensics Tools 

[32] is an extension to the evaluation framework developed by the CFTT for mobile device 

forensics tools. The authors have proposed, based on the conformance testing methodology, 

additional test assertions, and test cases that cover more profiles in the domain of mobile device 

forensics. They contribute 16 assertions in 5 profiles to the evaluation framework. This includes 

one interesting profile of anti-forensics techniques for smart-phones. They also test out tools 
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such as XRY, Cellebrite’s UFED and Paraben’s Device Seizure [32] [33]. The tests performed to 

evaluate these tools include the ones designed by CFTT and the ones added by the authors. The 

results showed XRY to be the most comprehensive tool. 

This research makes one significant contribution about the term support and how it can be 

evaluated and quantified. The first part is to define what it means when a vendor claims that a 

tool supports certain functionalities, features or mobiles [32]. This includes defining a criteria or 

standard to validate the support claimed by vendors. The authors introduce a grading equation 

that can be employed to quantify the results obtained from the evaluation framework. The 

grading equation weighs the optional assertions to be half of the core assertions. This grade-

based system for evaluation of tools is a first in the test assertion/test case methodology of 

evaluation. No such grading-based system has been employed by the CFTT project for 

conformance testing frameworks. 

2.5.1.2 A Brief Survey of Memory Analysis Tools 

This research work is also based on the CFTT project. It designs an evaluation framework for 

Windows memory forensics tools.  

There are two parts; the first part is a survey of several memory forensics tools. They are 

generally discussed in light of different profiles such as registry data, drivers, running processes, 

Dynamic Link Libraries (DLL), event logs, web activity, and malware analysis [34]. 

The second part develops a framework that uses the conformance methodology for testing to 

develop the test specifications/requirements, and consequently develop the test assertions and 

test cases [34] [35]. The main contribution is the framework design. Additionally, they provide 

traceability matrices that relate the test requirements to the test assertions. 

2.5.2 CFTT-based Evaluation Frameworks that use Quantitative Methodology 

 

2.5.2.1 Evaluating and Comparing Tools for Mobile Device Forensics using Quantitative 

Analysis 

This research work [36] [37] presents the evaluation of mobile device forensics tools. However, 

they use a quantitative analysis methodology to provide a mathematical basis for evaluation.  

This work uses the CFTT, NIST tool specifications and test cases for mobile forensics tools to 

evaluate the XRY 5.0 and UFED Physical Pro tools. They obtain results from the CFTT 

framework [36] [37] [38]. These results are quantified using a rating metric that uses Confidence 

Interval (CI) [36]. The mathematical evaluation includes determining error rates of the tools 

called the Margin of Error (MoE). The MoE results are subjected to hypothesis testing and the 

tools are rated.   

Table 2.2 presents a comparative analysis of the related works. 
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Testing Framework for 

Mobile Device Forensics 

Tools [32] [33] 

A Brief Survey of Memory 

Analysis Tools [34] [35] 

Evaluating and Comparing 

Tools for Mobile Device 

Forensics Using 

Quantitative Analysis [36] 

[37] [38] 

 

Forensics 

Discipline 
Mobile Forensics Windows Memory Forensics Mobile Forensics 

 Methodology 

 

Conformance Methodology Conformance Methodology Quantitative Methodology 

Tools Tested 

 UFED v1.1.0.5 

 XRY v6.3.1 

 PARABEN v4.0 

 

 Volatility Framework 

 Redline 

 Rekall Framework 

 FTK Imager 

 Memdump Extractor 

 Internet Evidence Finder 

 

 UFED v1.1.3.8 

 XRY v5.0 

Contributions 

 

 Development of 16 new 

assertions in 5 profiles 

on top of existing 

framework of CFTT for 

smart phones. 

 Evaluation of the given 

tools. 

 Defining the term 

“support” with respect to 

tools using a grading 

equation to quantify 

results. 

 

 

 Development of 

specifications for memory 

forensics tools. 

 Development of test 

assertions and test cases. 

 Use of traceability 

matrices 

 Testing each test case 

using the given tools.  

 Test results in the form of 

screenshots. 

 

 Evaluate tools using 

CFTT framework for 

smart phones. 

 Development of rating 

metric that uses CI. 

 Determination of error 

rates using MoE. 

 Hypothesis testing to rate 

tools. 

Table 2.2 – Comparative Study of Related Works 

With the rapid pace of research in other sub-disciplines there is a growing interest in image 

forensics techniques and tools. There are new techniques being explored like ELA and some 

other pixel-based, format-based, source camera-based, and geometric-based techniques [19]. 

However, the need for an image forensics evaluation framework is urgent. 
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3. METHODOLOGY 
The design of evaluation framework uses the conformance methodology of software testing. This 

methodology is based on design science [39]. Design science is a scientific problem solving 

method used specially in Information Systems (IS) [37]. Artefacts related to information systems 

are designed and scrutinised to solve practical problems [37]. In this research, the problem of 

tool evaluation is solved using conformance testing.  

The conformance testing method is adopted by the NIST project for tool testing called CFTT. 

The International Organization for Standardization (ISO)/International Electrotechnical 

Commission (IEC) Draft International Standard (DIS) 10641 defines conformance testing as 

“test to evaluate the adherence or non-adherence of a candidate implementation to a standard” 

[40]. The understanding here is that if an implementation (e.g. software tools) fulfils certain 

requirements or specifications then it conforms to certain assertions that grants the tool a 

conformance indicator to validate its compliance with the acceptable standard. The tool 

undergoes a number of test cases in order to prove its compliance with these requirements and 

test assertions.  

The methodology used to design the framework is based on conformance testing adopted by 

CFTT. Therefore, it will follow their steps and nomenclature of test requirements, test assertions, 

and test cases. The step-wise method used for conformance testing is: 

 Highlight all the requirements of the tools of a certain domain. 

 Frame out the assertions based on the requirements. 

 Develop all the test cases necessary for the conformance of each test assertion.  

Conformance testing consists of the following steps. 

 Test Requirement/Specification:  

Test specifications are a set of requirements that a tool should have in order to qualify as 

a standard tool in the said domain. These requirements are developed by: 

(a) Research in the domain. 

(b) Vendor insights and knowledge. 

(c) Feedback from the consumers of the tools. 

 Test Assertion: 

A test assertion is a verifiable statement about a single condition after an action is 

performed by the tool under test [41].  

 Test Case: 

A test case usually checks an assertion after the action of a single execution of the tool 

under test [41]. The test cases are divided into core and optional test cases. Core test 

cases are carried out for every tool that is tested for that domain. Optional test cases are 

selected for every tool based on their offered features.  
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 Conformance Indicator:  
The conformance statement is declared given the tool under evaluation complies with the 

test assertion that is being tested. 

The process of the research methodology is given in Figure 3.1. 

 

 
 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

Fig 3.1  – Process of Research Methodology 
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Table 3.1 explains the research methodology. 

Steps in detail 

Literature Review:  Research state-of-the-art in image forensics. 

 Research evaluation frameworks already developed 

for other disciplines in digital forensics. 

Tool Requirements/Specifications:  
 

Develop a list of requirements (which are the 

features/functionalities that must be provided by the 

subject software/tool). The development of these 

requirements is based on: 

 current standards used by vendors 

 state-of-the-art research  

 feedback from the users 

Test Assertions:  The general statements or conditions that are marked 

‘check’ after a test validates its presence and correct 

functionality in a software/tool.  

 The test assertions are derived from the requirements 

developed in the previous step. 

Test Cases:  
 

 

 The descriptive procedure of executing a test to 

confirm/validate a particular functionality (assertion) 

is known as a test case.  

 A test assertion can have one or more test cases in 

order for it to be ‘checked’ on the testing framework. 

Testing Framework:  A table that lists down test cases against assertions.  

 It is utilized to log the functionalities of every tool so 

that overall picture of its results can be inferred from 

the framework for the purpose of evaluating the tool.  

 The framework is also able to compare different tools 

against each other for every assertion. 

Tools Evaluation: Test the following tools using the developed framework: 

 FotoForensics  

 Ghiro 

 Imago Forensics 

 Exif Reader  
Table 3.1 – Details of Methodology for Proposed Framework 
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4. DEVELOPMENT OF PROPOSED FRAMEWORK 
This chapter contains the following: 

 Section 4.1 provides the profiles of image forensics tools. 

 Section 4.2 defines the test requirements/specifications of the proposed framework. 

 Section 4.3 defines the test assertions and test cases of the proposed framework. 

4.1 Profiles 

The requirements, test assertions, and test cases laid down in this chapter encompass the 

evaluation framework for image forensics tools. They are divided into different profiles. 

4.1.1 Included Profiles 

 Listed below are profiles included in the framework for the sake of organised distinction. 

 Multipurpose Internet Mail Extensions (MIME) Information 

Every data object, or to be more specific, every media type is identified by a reader of 

that data object using a magic number embedded inside the object. This defines the type 

of media in the file. It can be an image, a video, or a text file. The MIME information is 

necessary for a tool to be able to identify, read, and categorise image files. 

 Image File Type Support  

Every tool does not support all image formats, so a tool needs to specify to the user if it 

does not support an image format.  

 Upload Images to Tool  

This profile falls under the usability aspect of a tool. In some cases a forensic analyst 

needs to be able to upload multiple images simultaneously. In some cases the image is 

online and another useful feature is uploading the image onto the tool directly using its 

internet URL. 

 Metadata  

The metadata of the image refers to meaningful information about an image such as the 

size, file type, image resolution, and camera settings.  

 GPS Localisation  

Some advanced cameras have GPS localisation feature, where if the camera has GPS 

tagging enabled while taking the image, the location can be traced later using the tools. 

The longitudes and latitudes of the point where the image was taken can be obtained. 

Some advanced tools provide an option to show that location on a map for better 

visualisation. 

 Tamper Detection  

As discussed earlier, there are three main categories of tampering namely copy-move 

forgeries, splicing and re-touching. Most tools use ELA to do tamper detection. There are 

techniques in research that detect copy-move forgery and image splicing. However, most 
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practical tools have only been able to implement ELA for tamper detection in general. 

The detection of type of tampering done is yet to be incorporated in practical tools. 

 Hash Digest:  

The hash digests of images are useful for multiple purposes. If an analyst has the digest 

only, it can be used to search for the corresponding image. If the analyst has the original 

image and the forged copy, then the analyst can generate hash digests of each image and 

compare them to indicate which image has been tampered. 

 Thumbnail  

The thumbnail of an image is a small preview of the image. 

 Highlight Critical Data 

The information about an image (e.g. metadata, maker notes) can be a lot. It is useful for 

the analyst to have the critical information about the image highlighted. 

 JPEG %  

JPEG % represents the saved quality of the image after JPEG compression. While this is 

particular to only JPEG and its variants, it is very useful because it determines how easy 

it is for a tool to forensically analyse an image. A low quality image (say a 10% JPEG) 

will be harder to analyse compared to a high quality image (say a 90% JPEG) because the 

latter has lost significant amount of image data. 

 Hidden Pixels  

Images sometimes contain hidden pixels which are not displayed by applications and are 

dealt with differently by each tool. Thus they can be a potential source of artefacts for an 

analyst.  

 Reporting 

Good usability of a tool also suggests the automatic generation of a report on the images. 

 Multiple Image Analysis  

A tool that is able to analyse a set of images and display results simultaneously is 

convenient with respect to time, analysis and comparison of the results. 

 Annotations  

Being able to add notes and annotations to an image is an optional feature that can come 

in handy in investigation.  

 Colour Adjustments  

Some images require colour adjustments before their finer details can be made visible for 

analysis.  

 Similar Images  

The search for images similar to the one under observation or variants of it is useful 

because the potential source of the image can reveal helpful information.  

 By-case Distinction  

Another usability feature is the ability to incorporate the different ongoing cases into a 

tool. This helps to keep the images organised in their distinctive cases. 
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 Multiple Users and Multi-level Access System 

Usually in a case there are multiple people working under the head investigator. A 

usability feature is a multi-level access system that allows the head to relinquish limited 

access to different users. This also allows convenient collaboration. 

 

4.1.2 Eradicated Profiles 

The profiles mentioned below are discarded. The details and justifications are given below. 

 Usability  

Since the overall usability/ease of use, is an important part of the efficiency and 

practicality of a tool, this is a potential profile. However, it is not something that can be 

easily measured or quantified. 

 Size Inconsistencies  

One of the techniques of information hiding makes use of the End of Image (EOI) 

marker. It marks the end of an image and any data entered after EOI is ignored by the 

image applications. Adding data after EOI increases the size of the image file. A simple 

comparison would reveal the hidden information. Given the fact that this technique 

belongs to the information hiding discipline and has not been incorporated in any of the 

tools, it is eradicated for now. 

 Copyright Information 

Embedded copyright information also belongs to information hiding. None of the current 

tools provide the functionality for detection of copyright information. 

4.2 Requirements/Specifications for Digital Image Forensics Tools  

The following requirements have been narrowed down for the evaluation framework after the 

literature review. They are divided into the core and optional requirements. The standard CFTT 

nomenclature is followed. The following terminology is used: 

 DIFT – Digital Image Forensics Tool  

 CR – Core Requirement 

 OR – Optional Requirement 

 CA – Core Assertion 

 AO – Optional Assertion 

For example, DIFT-CR-01 refers to the first core requirement for the digital image forensics tool.  

4.2.1 Core Requirements/Specifications 

The core requirements are mandatory for a tool and are listed below under their respective 

profiles. 
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4.2.1.1 MIME Information 

DIFT-CR-01: The tool shall have the ability to determine the media type from the MIME 

information. 

4.2.1.2 Image File Type Support 

DIFT-CR-02: The tool shall have the ability to determine if the image file type is supported 

by the tool. 

DIFT-CR-03: The tool shall have the ability to determine and report if the image file type is 

not supported by the tool. 

4.2.1.3 Upload Images to Tool 

DIFT-CR-04: The tool shall have the ability to directly upload the image to the tool from the 

computer. 

4.2.1.4 Metadata 

DIFT-CR-05: The tool shall have the ability to determine the filename of the image. 

DIFT-CR-06: The tool shall have the ability to determine the size of the image. 

DIFT-CR-07: The tool shall have the ability to determine the dimensions of the image. 

DIFT-CR-08: The tool shall have the ability to determine the time the image was 

taken/created i.e. creation date and time. 

DIFT-CR-09: The tool shall have the ability to determine the last time the image was 

modified. 

DIFT-CR-10: The tool shall have the ability to determine the last time the image was 

accessed. 

DIFT-CR-11: The tool shall have the ability to determine the camera make (manufacturing 

company) of the source camera of the image. 

DIFT-CR-12: The tool shall have the ability to determine the camera model of the source 

camera of the image. 

DIFT-CR-13: The tool shall have the ability to determine and report if no metadata exists 

for an image i.e. it has been stripped off metadata intentionally. 
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4.2.1.5 GPS Localisation 

DIFT-CR-14: The tool shall have the ability to determine if the camera model supports GPS 

localisation of the images. 

DIFT-CR-15: The tool shall have the ability to determine the GPS coordinates of the image 

(i.e. longitude and latitude). 

4.2.1.6 Tamper Detection 

DIFT-CR-16: The tool shall have the ability to do Error Level Analysis (ELA) of the image. 

4.2.1.7 Hashes 

DIFT-CR-17: The tool shall have the ability to generate a hash digest of the image. 

DIFT-CR-18: The tool shall have the ability to search images through hash digests. 

4.2.2 Optional Requirements/Specifications 

The optional requirements are non-mandatory for the tool. They are listed below under their 

respective profiles. 

4.2.2.1 Upload Images to Tool  

DIFT-OR-01: The tool shall have the ability to access the image through the URL of the 

image online. 

DIFT-OR-02: The tool shall have the ability to upload multiple images onto the tool 

simultaneously. 

4.2.2.2 Metadata 

DIFT-OR-03: The tool shall have the ability to determine the unique ID (serial number) of 

the source camera of the image. 

DIFT-OR-04: The tool shall have the ability to determine the orientation of the image (i.e. 

landscape or portrait). 

DIFT-OR-05: The tool shall have the ability to determine any tags/description/comments 

associated with the image. 

DIFT-OR-06: The tool shall have the ability to determine the bit-depth of the image. 

DIFT-OR-07: The tool shall have the ability to determine the colour-space of the image. 

DIFT-OR-08: The tool shall have the ability to extract different types of metadata from the 

image (in case it exists). 



29 

 

DIFT-OR-09: The tool shall have the ability to determine the ISO of the image 

DIFT-OR-10: The tool shall have the ability to determine the focal length of the source 

camera of the image. 

DIFT-OR-11: The tool shall have the ability to determine the shutter speed of the image. 

DIFT-OR-12: The tool shall have the ability to determine the subject distance in the image. 

DIFT-OR-13: The tool shall have the ability to determine the flash setting in the image. 

DIFT-OR-14: The tool shall have the ability to determine the aperture value of the image. 

4.2.2.3 Thumbnail 

DIFT-OR-15: The tool shall have the ability to determine if the thumbnail of the image is 

available. 

DIFT-OR-16: The tool shall have the ability to determine any difference between the 

thumbnail and the actual image. 

4.2.2.4 Tamper Detection 

DIFT-OR-17: The tool shall have the ability to determine the type of tampering done with 

the image. 

4.2.2.5 Highlight Critical Data 

DIFT-OR-18: The tool shall have the ability to highlight critical metadata of the image. 

4.2.2.6 JPEG % 

DIFT-OR-19: The tool shall have the ability to determine the JPEG quality (i.e. JPEG %) of 

the image. 

 

4.2.2.7 Hidden Pixels 

DIFT-OR-20: The tool shall have the ability to determine any hidden pixels in the image. 

4.2.2.8 Reporting 

DIFT-OR-21: The tool shall have the ability to generate an automated report. 

DIFT-OR-22: The tool shall have the ability to share reports with other users online. 

4.2.2.9 Multiple Image Analysis 

DIFT-OR-23: The tool shall have the ability to deal with multiple images simultaneously. 
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4.2.2.10 Annotations 

DIFT-OR-24: The tool shall have the ability to add annotations to the image. 

4.2.2.11 Colour Adjustments 

DIFT-OR-25: The tool shall have the ability to make colour adjustments to the image. 

4.2.2.12 Similar Images 

DIFT-OR-26: The tool shall have the ability to find any image related to the image under 

analysis. This includes any identical image, variant image, or related image. 

4.2.2.13 By-case Distinction 

DIFT-OR-27: The tool shall have the ability to create multiple/separate cases in the tool 

interface (associated with multiple/separate ongoing investigations). 

4.2.2.14 Multiple Users 

DIFT-OR-28: The tool shall have the ability to allow multiple user accounts. 

4.2.2.15 Multi-level Access System  

DIFT-OR-29: The tool shall have the ability to allow a user to relinquish controlled access 

of a case to other users i.e. it should have a multi-level access system with respect to other 

users. 

4.2.2.16 GPS Localisation 

DIFT-OR-30: The tool shall have the ability to localise the image on a map. 

4.3 Digital Image Forensics Tool Assertions and Test plan Version 1.0 

The test assertions and respective test cases are laid down below. They map to the core and 

optional specifications provided in section 4.2.1 and 4.2.2 respectively. 

4.3.1 Core Assertions and Test Cases 

4.3.1.1 MIME Information 

DIFT-CA-01: If the digital image forensics tool is capable of reading the media type as 

image from the MIME information, then the tool shall read/load the image. 

Test Action DIFT-01: Attempt to read/load the image using the tool. 

Conformance Indicator: The digital image forensics tool successfully read/loaded the 

image. 
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4.3.1.2 Image File Type Support 

DIFT-CA-02: If the digital image forensics tool provides support for forensic analysis of 

the read image file type, it shall report that the file type is supported. 

Test Action DIFT-02: Attempt to read/load the particular file type in the tool. 

Conformance Indicator: The digital image forensics tool supports the file type of the 

image. 

DIFT-CA-03: If the digital image forensics tool does not provide support for forensic 

analysis of the read image file type, it shall report that the file type is not supported. 

Test Action DIFT-03: Attempt to read/load the particular file type in the tool. 

Conformance Indicator: The digital image forensics tool does not support the file type of 

the image. 

4.3.1.3 Upload Images to Tool 

DIFT-CA-04: If the digital image forensics tool is capable of reading a digital image, it 

shall upload the image from the computer onto the tool directly. 

Test Action DIFT-04: Attempt to load image from the computer. 

Conformance Indicator: The digital image forensics tool uploaded image from computer. 

 

4.3.1.4 Metadata 

DIFT-CA-05: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the filename of the image and report it in a 

user-friendly manner. 

Test Action DIFT-05: Attempt to read the filename of the image loaded into tool. 

Test Action DIFT-06: Compare the actual name of the image on the computer with the 

one read by the tool. 

Conformance Indicator: The digital image forensics tool read the filename of the image. 

 

DIFT-CA-06: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the size of the image and report it in a user-

friendly manner. 

Test Action DIFT-07: Attempt to determine size of the image loaded into tool. 

Test Action DIFT-08: Compare the actual size of image on the computer with the one 

read by the tool. 
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Conformance Indicator: The digital image forensics tool determined the size of the 

image. 

 

DIFT-CA-07: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the dimensions of the image and report it in a 

user-friendly manner. 

Test Action DIFT-09: Attempt to determine dimensions of the image loaded into tool. 

Test Action DIFT-10: Compare the actual dimensions of image on the computer with the 

one read by the tool. 

Conformance Indicator: The digital image forensics tool determined the dimensions of 

the image. 

 

DIFT-CA-08: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the timestamp of the image i.e. the creation 

date and time, and report it in a user-friendly manner. 

Test Action DIFT-11: Attempt to determine the creation date and time of image using the 

tool. 

Test Action DIFT-12: Compare the date and time determined using the tool with the 

actual timestamp of the image. 

Conformance Indicator: The digital image forensics tool determined the creation date and 

time of the image. 

 

DIFT-CA-09: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the date and time of modification and report 

it in a user-friendly manner. 

Test Action DIFT-13: Attempt to modify an image and note the date and time. 

Test Action DIFT-14: Attempt to determine the modified date and time using the tool. 

Test Action DIFT-15: Compare the determined modified timestamp with the actual 

modified time and date. 

Conformance Indicator: The digital image forensics tool determined the modified 

timestamp of the image. 

DIFT-CA-10: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the date and time of last access and report it 

in a user-friendly manner. 

Test Action DIFT-16: Attempt to determine the last accessed date and time using the 

tool. 
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Test Action DIFT-17: Compare the determined last accessed timestamp with the actual 

last accessed timestamp. 

Conformance Indicator: The digital image forensics tool determined the last accessed 

timestamp of the image. 

 

DIFT-CA-11: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the make (manufacturing company) of the 

source camera of the image and report it in a user-friendly manner. 

Test Action DIFT-18: Attempt to determine the make of the source camera of the image 

using the tool. 

Test Action DIFT-19: Compare the determined make using tool with the actual make of 

the source camera of the image. 

Conformance Indicator: The digital image forensics tool determined the make of the 

source camera of the image. 

 

DIFT-CA-12: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the model of the source camera of the image 

and report it in a user-friendly manner. 

Test Action DIFT-20: Attempt to determine the model of the source camera of the image 

using the tool. 

Test Action DIFT-21: Compare the model determined using the tool with the actual 

camera model of the source camera of the image. 

Conformance Indicator: The digital image forensics tool determined the model of the 

source camera of the image. 

 

DIFT- CA -13: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine if the image has no metadata (i.e. has been 

stripped off metadata intentionally) and report it in a user-friendly manner. 

Test Action DIFT-22: Attempt to strip off metadata of an image using a tool e.g. Exiftool. 

Test Action DIFT-23: Attempt to determine metadata of the image using the tool. 

Conformance Indicator: The digital image forensics tool determined that the image has 

no metadata. 
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4.3.1.5 GPS Localisation 

DIFT-CA-14: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall determine the support for GPS localisation in the model 

of the source camera. 

Test Action DIFT-24: Attempt to determine the support for GPS localisation using the 

tool. 

Conformance Indicator: The digital image forensics tool determined that the model of the 

source camera supports GPS localisation. 

 

DIFT-CA-15: If the digital image forensics tool determines whether model of the source 

camera supports GPS localisation, it shall determine the GPS coordinates of the location 

where the image was captured. 

Test Action DIFT-25: Attempt to determine the GPS coordinates of the location where 

the image was captured. 

Conformance Indicator: The digital image forensics tool determined the GPS coordinates 

of the location where the image was captured. 

 

4.3.1.6 Tamper Detection 

DIFT-CA-16: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall perform the ELA of the image and display the result in 

a user-friendly manner. 

Test Action DIFT-26: Attempt to tamper with the subject image. 

Test Action DIFT-27: Attempt to do ELA of the image using the tool. 

Conformance Indicator: The digital image forensics tool performed accurate ELA of the 

tampered image. 

4.3.1.7 Hashes 

DIFT- CA -17: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall calculate the hash digest of the image and report it in a 

user-friendly manner. 

Test Action DIFT-28: Attempt to generate hash digest of the image using tool. 

Conformance Indicator: The digital image forensics tool computed different types of hash 

digests of the image. 
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DIFT- CA -18: If the digital image forensics tool provides support for the image file type 

and reads it without error, it shall search for an image using the hash digest and report it 

in a user-friendly manner. 

Test Action DIFT-29: Attempt to search for image using hash digest as search criterion 

using the tool. 

Conformance Indicator: The digital image forensics tool searched for the image using the 

hash digest. 

4.3.2 Optional Assertions and Test Cases 

 

4.3.2.1 Upload Images to Tool  

DIFT-AO-01: If the digital image forensics tool is capable of reading a digital image, it 

shall download the image from the internet onto the tool using a URL. 

Test Action DIFT-30: Attempt to obtain the URL of the online image. 

Test Action DIFT-31: Attempt to upload image onto the tool using URL. 

Conformance Indicator: The digital image forensics tool uploaded the image onto the tool 

using URL. 

DIFT-AO-02:  If the digital image forensics tool is capable of reading an image, it shall 

upload multiple images onto the tool directly. 

Test Action DIFT-32: Attempt to upload multiple images from the computer. 

Conformance Indicator: The digital image forensics tool uploaded multiple images from 

the computer. 

 

4.3.2.2 Metadata 

DIFT- AO -03: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the unique ID (serial number) of the 

source camera and report it in a user-friendly manner. 

Test Action DIFT-33: Attempt to determine the unique ID (serial number) of the source 

camera. 

Conformance Indicator: The digital image forensics tool determined the unique ID (serial 

number) of the source camera. 

 

DIFT- AO -04: If the digital image forensics tool provides support for the image file 
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type and reads it without error, it shall determine the orientation of the image (landscape 

or portrait) and report it in a user-friendly manner. 

Test Action DIFT-34: Attempt to determine the orientation of the image. 

Conformance Indicator: The digital image forensics tool determined the orientation of the 

image. 

 

DIFT- AO -05: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine any tags/description/comments of the 

image (if present) and report it in a user-friendly manner. 

Test Action DIFT-35: Attempt to determine tags/description/comments of the image. 

Test Action DIFT-36: Compare the determined tags/description/comments with the 

actual tags/description of the image. 

Conformance Indicator: The digital image forensics tool determined the 

tags/description/comments of the image. 

 

DIFT- AO -06: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the bit-depth of the image and report it 

in a user-friendly manner. 

Test Action DIFT-37: Attempt to determine the bit-depth of the image. 

Test Action DIFT-38: Compare the determined bit-depth with the actual bit-depth of the 

image. 

Conformance Indicator: The digital image forensics tool determined the bit-depth of the 

image. 

 

DIFT- AO -07: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the colour-space of the image and report 

it in a user-friendly manner. 

Test Action DIFT-39: Attempt to determine the colour-space of the image. 

Conformance Indicator: The digital image forensics tool determined the colour-space of 

the image. 

 

DIFT- AO -08: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the other types of metadata that exist 

e.g. XMP metadata, IPTC metadata and report it in a user-friendly manner. 

Test Action DIFT-40: Attempt to determine the various types of metadata of the image. 
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Conformance Indicator: The digital image forensics tool determined the additional 

metadata types of the image. 

 

DIFT- AO -09: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the ISO of the image and report it in a 

user-friendly manner. 

Test Action DIFT-41: Attempt to determine the ISO of the image. 

Test Action DIFT-42: Compare the determined ISO with the actual ISO of the image. 

Conformance Indicator: The digital image forensics tool determined the ISO of the 

image. 

 

DIFT- AO -10: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the focal length of the source camera of 

the image and report it in a user-friendly manner. 

Test Action DIFT-43: Attempt to determine the focal length of the image. 

Test Action DIFT-44: Compare the determined focal length with the actual focal length 

of the image. 

Conformance Indicator: The digital image forensics tool determined the focal length of 

the image. 

 

DIFT- AO -11: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the shutter speed of the source camera 

of the image and report it in a user-friendly manner. 

Test Action DIFT-45: Attempt to determine the shutter speed of the image. 

Test Action DIFT-46: Compare the determined shutter speed with the actual shutter 

speed of the image. 

Conformance Indicator: The digital image forensics tool determined the shutter speed of 

the image. 

 

DIFT- AO -12: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the subject distance in the image and 

report it in a user-friendly manner. 

Test Action DIFT-47: Attempt to determine the subject distance of the image. 

Conformance Indicator: The digital image forensics tool determined the subject distance 

of the image. 
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DIFT- AO -13: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the flash setting of the source camera 

and report it in a user-friendly manner. 

Test Action DIFT-48: Attempt to determine the flash setting of the image. 

Test Action DIFT-49: Compare the determined flash setting with the actual flash setting 

of the image. 

Conformance Indicator: The digital image forensics tool determined the flash setting of 

the image. 

 

DIFT- AO -14: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the aperture value of the source camera 

and report it in a user-friendly manner. 

Test Action DIFT-50: Attempt to determine the aperture value of the source camera. 

Test Action DIFT-51: Compare the determined aperture value with the actual aperture 

value of the source camera. 

Conformance Indicator: The digital image forensics tool determined the aperture value of 

the source camera. 

 

4.3.2.3 Thumbnail 

DIFT- AO -15: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine if the thumbnail of the image exists. 

Test Action DIFT-52: Attempt to upload an image with a thumbnail onto the tool. 

Test Action DIFT-53: Attempt to determine, using the tool, if a thumbnail exists. 

Conformance Indicator: The digital image forensics tool determined thumbnail existence 

of the image. 

 

DIFT- AO -16: If the digital image forensics tool finds the thumbnail of the image, it 

shall determine if there is any difference between the thumbnail and the actual image and 

report it in a user-friendly manner. 

Test Action DIFT-54: Attempt to determine any difference between uploaded image and 

its thumbnail. 

Conformance Indicator: The digital image forensics tool determined difference (if any) 

between thumbnail and image. 
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4.3.2.4 Tamper Detection 

DIFT- AO -17: If the digital image forensics tool detects tampering in the image, it shall 

determine the type of tampering done with the image and report it in a user-friendly 

manner. 

Test Action DIFT-55: Attempt to determine the type of tampering in the image. 

Conformance Indicator: The digital image forensics tool determined type of tampering. 

 

4.3.2.5 Highlight Critical Data 

DIFT- AO -18: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall highlight the most critical metadata about the 

image. 

Test Action DIFT-56: Attempt to read/find any highlighted critical data. 

Conformance Indicator: The digital image forensics tool highlighted critical data. 

 

4.3.2.6 JPEG % 

DIFT- AO -19: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine the JPEG quality (JPEG%) of the image 

and report it in a user-friendly manner. 

Test Action DIFT-57: Attempt to determine the JPEG quality of the image. 

Test Action DIFT-58: Compare the determined JPEG quality with the actual JPEG 

quality of the image. 

Conformance Indicator: The digital image forensics tool determined the JPEG quality of 

the image. 

 

4.3.2.7 Hidden Pixels 

DIFT- AO -20: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall determine any hidden pixels in the image and 

report it in a user-friendly manner. 

Test Action DIFT-59: Attempt to determine hidden pixels in an image. 

Conformance Indicator: The digital image forensics tool determined the hidden pixels in 

the image. 
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4.3.2.8 Reporting 

DIFT- AO -21: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall compile all results in a user-friendly manner and 

generate an automated report. 

Test Action DIFT-60: Attempt to generate a forensic analysis report for an image. 

Conformance Indicator: The digital image forensics tool generated an automated report 

of results for an image. 

 

DIFT- AO -22: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall share reports with other online users. 

Test Action DIFT-61: Attempt to share report with other online users. 

Conformance Indicator: The digital image forensics tool shared reports with online users. 

 

4.3.2.9 Multiple Image Analysis 

DIFT- AO -23: If the digital image forensics tool provides support for several image file 

types and reads them without error, it shall perform forensic analysis of multiple images 

simultaneously and report results in a user-friendly manner. 

Test Action DIFT-62: Attempt to do forensic analysis of multiple images simultaneously. 

Conformance Indicator: The digital image forensics tool performed forensic analysis of 

multiple images simultaneously. 

 

4.3.2.10 Annotations 

DIFT- AO -24: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall be able to add annotations to the image. 

Test Action DIFT-63: Attempt to add annotations to the image. 

Conformance Indicator: The digital image forensics tool added annotations to the image. 

 

4.3.2.11 Colour Adjustments 

DIFT- AO -25: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall make colour adjustments to the image. 
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Test Action DIFT-64: Attempt to make colour adjustments to the image. 

Conformance Indicator: The digital image forensics tool made colour adjustments to the 

image. 

4.3.2.12 Similar Images 

DIFT- AO -26: If the digital image forensics tool provides support for the image file 

type and reads it without error, it shall find other online images that are variations of the 

image under analysis or related to it in any way, and report it in a user-friendly manner. 

Test Action DIFT-65: Attempt to find other online images that are variations of the image 

under analysis or related to it in any. 

Conformance Indicator: The digital image forensics tool found variants of the image 

online. 

 

4.3.2.13 By-case Distinction 

DIFT- AO -27: The digital image forensics tool shall create multiple/separate cases in 

the tool interface (associated with multiple/separate ongoing investigations). 

Test Action DIFT-66: Attempt to create multiple cases in the tool. 

Conformance Indicator: The digital image forensics tool created multiple cases. 

 

4.3.2.14 Multiple Users 

DIFT- AO -28: The digital image forensics tool shall allow multiple users to use the tool. 

Test Action DIFT-67: Attempt to create multiple user accounts. 

Conformance Indicator: The digital image forensics tool allowed multiple users. 

 

4.3.2.15 Multi-level Access System  

DIFT- AO -29: The digital image forensics tool shall allow a user to relinquish 

controlled access of a case to other users i.e. it should provide multi-level access with 

respect to other users. 

Test Action DIFT-68: Attempt to assign different levels of access authority (to case 

material) to different users. 
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Conformance Indicator: The digital image forensics tool assigned different levels of 

access authority (to case material) to different users. 

 

4.3.2.16 GPS Localisation 

DIFT-AO-30: If the digital image forensics tool determines support for GPS localisation 

by the model of the source camera, it shall show the location of the image on a map. 

Test Action DIFT-69: Attempt to view the image on a map. 

Conformance Indicator: The digital image forensics tool localised the image on a map.  

A summary of the entire evaluation framework is provided in Table 4.1 and 4.2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



43 

 

Profiles Core Requirements Core Assertions Test Cases 

MIME Information DIFT-CR-01 DIFT-CA-01 DIFT- 01 

Image File Type Support 
DIFT-CR-02 DIFT-CA-02 DIFT- 02 

DIFT-CR-03 DIFT-CA-03 DIFT- 03 

Upload Images to Tool DIFT-CR-04 DIFT-CA-04 DIFT- 04 

Metadata 

DIFT-CR-05 DIFT-CA-05 DIFT- 05 

  
DIFT- 06 

DIFT-CR-06 DIFT-CA-06 DIFT- 07 

  
DIFT- 08 

DIFT-CR-07 DIFT-CA-07 DIFT- 09 

  
DIFT- 10 

DIFT-CR-08 DIFT-CA-08 DIFT- 11 

  
DIFT- 12 

DIFT-CR-09 DIFT-CA-09 DIFT- 13 

  

DIFT- 14 

  

DIFT- 15 

DIFT-CR-10 DIFT-CA-10 DIFT- 16 

  
DIFT- 17 

DIFT-CR-11 DIFT-CA-11 DIFT- 18 

  
DIFT- 19 

DIFT-CR-12 DIFT-CA-12 DIFT- 20 

  
DIFT- 21 

DIFT-CR-13 DIFT-CA-13 DIFT- 22 

  
DIFT- 23 

GPS Localisation 
DIFT-CR-14 DIFT-CA-14 DIFT- 24 

DIFT-CR-15 DIFT-CA-15 DIFT- 25 

Tamper Detection 
DIFT-CR-16 DIFT-CA-16 DIFT- 26 

  
DIFT- 27 

Hashes DIFT-CR-17 DIFT-CA-17 DIFT- 28 

DIFT-CR-18 DIFT-CA-18 DIFT- 29 

Table 4.1 – The Digital Image Forensics Tools Evaluation Framework (Core) 
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Profiles Optional Requirements Optional Assertions Test Cases 

Upload Images to Tool 

DIFT-OR-01 DIFT-AO-01 DIFT- 30 

 
 

DIFT- 31 

DIFT-OR-02 DIFT-AO-02 DIFT- 32 

Metadata 

DIFT-OR-03 DIFT-AO-03 DIFT- 33 

DIFT-OR-04 DIFT-AO-04 DIFT- 34 

DIFT-OR-05 DIFT-AO-05 DIFT- 35 

 
 

DIFT- 36 

DIFT-OR-06 DIFT-AO-06 DIFT- 37 

 
 

DIFT- 38 

DIFT-OR-07 DIFT-AO-07 DIFT- 39 

DIFT-OR-08 DIFT-AO-08 DIFT- 40 

DIFT-OR-09 DIFT-AO-09 DIFT- 41 

 
 

DIFT- 42 

DIFT-OR-10 DIFT-AO-10 DIFT- 43 

 
 

DIFT- 44 

DIFT-OR-11 DIFT-AO-11 DIFT- 45 

 
 

DIFT- 46 

DIFT-OR-12 DIFT-AO-12 DIFT- 47 

DIFT-OR-13 DIFT-AO-13 DIFT- 48 

 
 

DIFT- 49 

DIFT-OR-14 DIFT-AO-14 DIFT- 50 

 
 

DIFT- 51 

Thumbnail 

DIFT-OR-15 DIFT-AO-15 DIFT- 52 

 
 

DIFT- 53 

DIFT-OR-16 DIFT-AO-16 DIFT- 54 

Tamper Detection DIFT-OR-17 DIFT-AO-17 DIFT- 55 

Highlight Critical Data DIFT-OR-18 DIFT-AO-18 DIFT- 56 

JPEG % 
DIFT-OR-19 DIFT-AO-19 DIFT- 57 

 
 

DIFT- 58 

Hidden Pixels DIFT-OR-20 DIFT-AO-20 DIFT- 59 

Reporting 
DIFT-OR-21 DIFT-AO-21 DIFT- 60 

DIFT-OR-22 DIFT-AO-22 DIFT- 61 

Multiple Image Analysis DIFT-OR-23 DIFT-AO-23 DIFT- 62 

Annotations DIFT-OR-24 DIFT-AO-24 DIFT- 63 

Colour Adjustments DIFT-OR-25 DIFT-AO-25 DIFT- 64 

Similar Images DIFT-OR-26 DIFT-AO-26 DIFT- 65 

By-case Distinction DIFT-OR-27 DIFT-AO-27 DIFT- 66 

Multiple Users DIFT-OR-28 DIFT-AO-28 DIFT- 67 

Multi-level Access System DIFT-OR-29 DIFT-AO-29 DIFT- 68 

GPS Localisation DIFT-OR-30 DIFT-AO-30 DIFT- 69 

Table 4.2 – The Digital Image Forensics Tools Evaluation Framework (Optional) 
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5. EVALUATION OF TOOLS USING PROPOSED 

FRAMEWORK 
This chapter contains the following:  

 Section 5.1 provides a feature list of the four tools.  

 Section 5.2 lists working environments under which the test cases were performed for 

each tool. This is followed by the test case selection for each tool. The test case selections 

indicate the optional test cases that were tested and the ones that were not tested because 

the feature was unavailable in the tool.  

 Section 5.3 tabulates the test results in a comparative manner. 

 Section 5.4 provides more details of the test results. 

5.1 Feature Lists 

To test the proposed framework, four image forensics tools were tested namely FotoForensics, 

Ghiro, Imago Forensics, and Exif Reader. 

Table 5.1 lists the features of each tool. 

Features FotoForensics Ghiro Imago Exif Reader 

Open-source Tool     

Free Tool     

MIME Information     

Metadata Extraction     

GPS Localisation     

Error Level Analysis     

Thumbnail Review     

Hash Generation     

Hash Matching     

Highlight Critical Data     

Similar Picture Search     

Hidden Pixel Extraction     

Colour Adjustments     

Annotations     

JPEG %     

Detection of Nudity (in Beta)     

Python based tool     

Web browser backed by VM     

Public Website     

Recursive Directory 

Navigation 

    

SQLite export     

CSV export     

Table 5.1 – Feature List of Tools 



46 

 

5.2 Working Environments and Test Case Selections  

5.2.1 Execution Environment 

Execution Environment:       Windows 7 Professional Service Pack 1 

Processor:                              Intel(R) Core(TM) i3-2310M CPU @ 2.10 GHz 

Installed Memory (RAM):    4.00 GB 

System Type:                        64-bit Operating System 

Test Computer:                     HP ProBook 4530s 

5.2.2 FotoForensics 

FotoForensics is a public Website that offers forensic analysis of images of different formats. It 

can be accessed using any OS e.g. Windows or Linux.  

5.2.2.1 Working Environment 

Tool Tested:                           FotoForensics (public Website)  

Software Version:                  1.1.3294 

Supplier:                                 Hacker Factor 

Website:                                 http://fotoforensics.com/ 

5.2.2.2 Test Case Selection 

 

Supported Optional Feature Test Case ID 

Upload Images to Tool 30, 31 

Metadata  33-51 

Thumbnail 52, 53 

JPEG% 57, 58 

Hidden Pixels 59 

Reporting 60, 61 

Annotations 63 

Colour Adjustments 64 

Similar Images 65 

GPS Localisation (map feature) 69 
Table 5.2 – Selected Test Cases for FotoForensics 

Unsupported Optional Feature Test Case ID 

Upload Images to Tool (Multiple images upload) 32 

Thumbnail 54 

Tamper Detection (type of tampering) 55 

Highlight Critical Data 56 

Multiple Image Analysis 62 

By-case Distinction 66 

Multiple Users 67 

Multi-level Access System 68 
Table 5.3  – Omitted Test Cases for FotoForensics 

http://fotoforensics.com/
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5.2.3 Ghiro 

The Ghiro appliance is run on Linux. The interface that Ghiro uses is Internet based. It provides 

a user-friendly environment for forensic analysis of images. 

5.2.3.1 Working Environment 

Tool Tested:                           Ghiro 

Software Version:                  0.2.1-1, Open Virtualisation Appliance (OVA) version 

Supplier:                                 Open-source project – developer: Alessandro Tanasi 

Website:                                 https://www.getghiro.org/ 

5.2.3.2 Test Case Selection 

 

Supported Optional Feature Test Case ID 

Upload Images to Tool 30-32 

Metadata 33-51 

Thumbnail 52-54 

Highlight Critical Data 56 

Reporting 60, 61 

Multiple Image Analysis 62 

By-case Distinction 66 

Multiple Users 67 

Multi-level Access System 68 

GPS Localisation (map feature) 69 
Table 5.4 – Selected Test Cases for Ghiro 

Unsupported Optional Feature Test Case ID 

Tamper Detection (type of tampering) 55 

JPEG% 57. 58 

Hidden Pixels 59 

Annotations 63 

Colour Adjustments 64 

Similar Images 65 
Table 5.5 – Omitted Test Cases for Ghiro 

 

5.2.4 Imago Forensics 

Imago forensics is a command line tool that runs on Linux OS. It performs forensic analysis of 

the images present in the specified target directory and produces a CSV file or a SQLite database 

of the results obtained from the analysis.  

 

 

https://www.getghiro.org/
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5.2.4.1 Working Environment 

Tool Tested:                           Imago Forensics 

Software Version:                  V.1.0.5 

Supplier:                                 Matteo Redaelli   

Website:                                 https://github.com/redaelli/imago-forensics 

5.2.4.2 Test Case Selection 

 

Supported Optional Feature Test Case ID 

Upload Images to Tool 32 

Metadata 33-51 

Reporting 60, 61 

Multiple Image Analysis 62 
Table 5.6 – Selected Test Cases for Imago Forensics 

Unsupported Optional Feature Test Case ID 

Upload Images to Tool 30,31 

Thumbnail 52-54 

Tamper Detection (type of tampering) 55 

Highlight Critical Data 56 

JPEG% 57, 58 

Hidden Pixels 59 

Annotations  63 

Colour Adjustments 64 

Similar Images 65 

By-case Distinction 66 

Multiple Users 67 

Multi-level Access System 68 

GPS Localisation (map feature) 69 
Table 5.7 – Omitted Test Cases for Imago Forensics 

 

5.2.5 Exif Reader 

Exif Reader is a simple tool that runs on the Windows OS. It reads the EXIF metadata of the 

images under analysis. 

5.2.5.1 Working Environment 

Tool Tested:                           Exif Reader 

Software Version:                  3.00 

Supplier:                                 Ryuuji Yoshimoto 

Website:                       http://www.takenet.or.jp/~ryuuji/minisoft/exifread/english/download.html 

https://github.com/redaelli/imago-forensics
http://www.takenet.or.jp/~ryuuji/minisoft/exifread/english/download.html
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5.2.5.2 Test Case Selection 

 

Supported Optional Feature Test Case ID 

Upload Images to Tool 32 

Metadata 33-51 

Thumbnail 52,53 

Reporting 60 

Multiple Image Analysis 62 
Table 5.8 – Selected Test Cases for Exif Reader 

Unsupported Optional Feature Test Case ID 

Upload Images to tool 30,31 

Reporting 61 

Thumbnail 54 

Tamper Detection (type of tampering) 55 

Highlight Critical Data 56 

JPEG% 57,58 

Hidden Pixels 59 

Annotations  63 

Colour Adjustments 64 

Similar Images 65 

By-case Distinction 66 

Multiple Users 67 

Multi-level Access System 68 

GPS Localisation (map feature) 69 
Table 5.9 – Omitted Test Cases for Exif Reader 
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5.3 Test Results 

Table 5.10 and 5.11 provide the core and optional test results of the four tools respectively. The 

test result is stated as either 0 or 1 where 0 represents the inability of the tool to perform the 

given test case successfully and 1 represents compliance with the test case. This table provides a 

comparative view of the results obtained from the framework and directly maps the tools onto 

the framework.   

Profile Test Case ID FotoForensics Ghiro Imago Exif Reader 

MIME Information DIFT-01 1 1 1 1 

Image File Type Support DIFT-02 1 1 1 1 

DIFT-03 1 1 1 1 

Upload Images to Tool DIFT-04 1 1 1 1 

Metadata DIFT-05 1 1 1 1 

DIFT-06 1 1 1 1 

DIFT-07 1 1 1 0 

DIFT-08 1 1 1 0 

DIFT-09 1 1 1 1 

DIFT-10 1 1 1 1 

DIFT-11 1 1 0 1 

DIFT-12 1 1 0 1 

DIFT-13 0 0 0 0 

DIFT-14 0 0 0 0 

DIFT-15 0 0 0 0 

DIFT-16 0  0 1 0 

DIFT-17 0 0 1 0 

DIFT-18 1 1 1 1 

DIFT-19 1 1 1 1 

DIFT-20 1 1 1 1 

DIFT-21 1 1 1 1 

DIFT-22 1 1 1 1 

DIFT-23 1 1 1 1 

GPS Localisation DIFT-24 1 1 1 1 

DIFT-25 1 1 1 1 

Tamper Detection DIFT-26 1 1 1 0 

DIFT-27 1 1 1 0 

Hashes DIFT-28 1 1 1 0 

DIFT-29 0 1 0 0 
Table 5.10 – Comparative Test Results of Evaluation of Tools (Core) 
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Profile Test Case ID FotoForensics Ghiro Imago Exif Reader 

Upload Images to Tool DIFT-30 1 0 N/A N/A 

DIFT-31 1 0 N/A N/A 

DIFT-32 N/A 1 1 1 

Metadata DIFT-33 1 1 0 0 

DIFT-34 1 0 1 0 

DIFT-35 1 1 1 0 

DIFT-36 1 1 1 0 

DIFT-37 1 0 0 1 

DIFT-38 1 0 0 1 

DIFT-39 1 1 1 1 

DIFT-40 1 1 0 0 

DIFT-41 1 1 1 1 

DIFT-42 1 1 1 1 

DIFT-43 1 1 1 1 

DIFT-44 1 1 1 1 

DIFT-45 1 1 1 1 

DIFT-46 1 1 1 1 

DIFT-47 0 0 0 0 

DIFT-48 1 0 1 1 

DIFT-49 1 0 1 1 

DIFT-50 1 0 0 1 

DIFT-51 1 0 0 1 

Thumbnail DIFT-52 1 1 N/A 1 

DIFT-53 1 1 N/A 1 

DIFT-54 N/A 0 N/A N/A 

Tamper Detection DIFT-55 N/A N/A N/A N/A 

Highlight Critical Data DIFT-56 N/A 1 N/A N/A 

JPEG% DIFT-57 1 N/A N/A N/A 

DIFT-58 1 N/A N/A N/A 

Hidden Pixels DIFT-59 1 N/A N/A N/A 

Reporting DIFT-60 1 1 1 1 

DIFT-61 1 0 0 N/A 

Multiple Image Analysis DIFT-62 N/A 1 1 1 

Annotations DIFT-63 1 N/A N/A N/A 

Colour Adjustments DIFT-64 1 N/A N/A N/A 

Similar Images DIFT-65 1 N/A N/A N/A 

By-case Distinction DIFT-66 N/A 1 N/A N/A 

Multiple Users DIFT-67 N/A 1 N/A N/A 

Multi-level Access System DIFT-68 N/A 1 N/A N/A 

GPS Localisation DIFT-69 1 1 N/A N/A 
Table 5.11 – Comparative Test Results of Evaluation of Tools (Optional) 

The test results of the tools indicate that majority of the tools conformed to all the core test cases 

except for the modification timestamp. Exif Reader was unable to conform to ELA which is an 

important core requirement for tamper detection. In the case of optional features, FotoForensics 

provided the most features except for features like multi-level access system, by-case distinction 

and multiple users. These usability features, on the other hand, were provided by Ghiro. But 
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Ghiro was unable to conform to some of the other optional features. Imago Forensics and Exif 

Reader did not provide majority of the optional features. 

5.4 Detailed Test Results 

This section provides details of the test results of each of the four tools. The results are presented 

with respect to test case IDs. Each test case is tested and the results are listed in the respective 

table. The possible result values in the table are explained below: 

1. As expected means the tool successfully conformed to the test case (this maps to 1 in 

Table 5.10 and Table 5.11) 

2. Not checked means the tool was unable to conform to the test case (this maps to 0 in 

Table 5.10 and Table 5.11) 

3. Option not available means the tool does not provided the feature (this maps to N/A in 

Table 5.10 and Table 5.11) 

 

5.4.1 FotoForensics Test Results Report 

Test Case DIFT-01 

Results As expected 

Analysis and Comments The tool determined the MIME type of the image successfully. 

Screenshots 

 
Table 5.12 – FotoForensics Test Result DIFT-01 

 

 

Test Case DIFT-02 

Results As expected 

Analysis and Comments The tool determined support for file type successfully i.e. JPEG. 

Screenshots 

 
Table 5.13 – FotoForensics Test Result DIFT-02 
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Test Case DIFT-03 

Results As expected 

Analysis and Comments  The tool detected an unsupported image i.e. a TIF image.  

 Any file type other than JPEG, PNG, and WebP is an unsupported 

file type.  

 The tool also analysed variants of the JPEG format such as .jps 

(JPEG Stereo). 

Screenshots 

 
Table 5.14 – FotoForensics Test Result DIFT-03 

 

 

Test Case DIFT-04 

Results As expected 

Analysis and Comments The tool uploaded the image directly from computer successfully. 

Screenshots 

 
Table 5.15 – FotoForensics Test Result DIFT-04 

 

 

Test Case DIFT-05, 06 

Results As expected 

Analysis and Comments The tool determined the correct file name of the image. 

Screenshots 

 
Table 5.16 – FotoForensics Test Result DIFT-05, 06 

 

 

Test Case DIFT-07, 08 

Results As expected 

Analysis and Comments The tool determined the correct file size of the image. 

Screenshots 

 
Table 5.17 – FotoForensics Test Result DIFT-07, 08 
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Test Case DIFT-09, 10 

Results As expected 

Analysis and Comments The tool determined the correct dimensions of the image. 

Screenshots 

 
Table 5.18 – FotoForensics Test Result DIFT-09, 10 

 

 

Test Case DIFT-11, 12 

Results As expected 

Analysis and Comments  The tool determined the correct creation date and time of the image. 

 It is common for cameras to have the wrong time settings (e.g. 

incorrect time zone or date). This reflects in the metadata. 

Therefore this field is not necessarily reliable. 

Screenshots 

 
Table 5.19 – FotoForensics Test Result DIFT-11, 12 

 

 

Test Case DIFT-13-15 

Results Not checked 

Analysis and Comments  The tool was unable to detect the correct last modified timestamp in 

this test, which was 9/2/2020 5:50 pm. 

 Modification using some software (like PhotoShop) was detected, 

while modification using other software (like Paint) was not 

detected. One reason is that PhotoShop adds many artefacts and 

metadata. 

Screenshots 

 
Table 5.20 – FotoForensics Test Result DIFT-13-15 

 

 

Test Case DIFT-16, 17 

Results Option not available 

Analysis and Comments The tool does not provide the last accessed timestamp. 

Screenshots - 
Table 5.21 – FotoForensics Test Result DIFT-16, 17 
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Test Case DIFT-18, 19 

Results As expected 

Analysis and Comments The tool determined the make of source camera correctly. 

Screenshots 

 
Table 5.22 – FotoForensics Test Result DIFT-18, 19 

 

 

Test Case DIFT-20, 21 

Results As expected 

Analysis and Comments The tool determined the model of source camera correctly. 

Screenshots 

 
Table 5.23 – FotoForensics Test Result DIFT-20, 21 

 

 

Test Case DIFT-22, 23 

Results As expected 

Analysis and Comments  The tool was tested with an image that was stripped off metadata 

using the Exiftool. 

 The tool gave basic file attributes of the image file. The Exif 

metadata that was deleted beforehand was not detected. 

Screenshots 

 
Table 5.24 – FotoForensics Test Result DIFT-22, 23 

 

 

Test Case DIFT-24 

Results As expected 

Analysis and Comments The tool detected GPS coordinates of the subject image that had GPS 

tagging enabled. 

Screenshots 

 
Table 5.25 – FotoForensics Test Result DIFT-24 
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Test Case DIFT-25 

Results As expected 

Analysis and Comments The tool determined the longitude and latitude of the location where the 

image was taken. 

Screenshots 

 
Table 5.26 – FotoForensics Test Result DIFT-25 

 

 

Test Case DIFT-26, 27 

Results As expected 

Analysis and Comments The tool performed ELA of the image. 

Screenshots 

 
Table 5.27 – FotoForensics Test Result DIFT-26, 27 

 

 

Test Case DIFT-28 

Results As expected 

Analysis and Comments The tool generated hash digests of the image. 

Screenshots 

 
Table 5.28 – FotoForensics Test Result DIFT-28 
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Test Case DIFT-29 

Results Option not available 

Analysis and Comments The tool does not provide the option of searching based on hash digests. 

Screenshots - 
Table 5.29 – FotoForensics Test Result DIFT-29 

 

 

Test Case DIFT-30, 31 

Results As expected 

Analysis and Comments  The tool uploaded the image using its URL.  

 In some cases, however, the tool performed forensic analysis of the 

thumbnail of the image rather than the actual image. 

Screenshots 

 
Table 5.30 – FotoForensics Test Result DIFT-30, 31 

 

 

Test Case DIFT-32 

Results Option not available 

Analysis and Comments The tool does not upload multiple images simultaneously. 

Screenshots - 
Table 5.31 – FotoForensics Test Result DIFT-32 

 

 

Test Case DIFT-33 

Results As expected 

Analysis and Comments  The tool determined the serial number of the source camera. 

 The serial number rarely exists in the metadata once an image has 

been edited. Any editing discards some metadata fields. So if an 

image has never been edited there is a possibility that the serial 

number exists in the metadata. In this case the tool is able to detect 

it. Otherwise, if it does not exist in the metadata, the tool cannot 

detect it. 

Screenshots 

 
Table 5.32 – FotoForensics Test Result DIFT-33 
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Test Case DIFT-34 

Results As expected 

Analysis and Comments The tool determined the orientation of the image. 

Screenshots 

 
Table 5.33 – FotoForensics Test Result DIFT-34 

 

 

Test Case DIFT-35, 36 

Results As expected 

Analysis and Comments The tool determined the tags and comments associated with the image. 

Screenshots 

 
Table 5.34 – FotoForensics Test Result DIFT-35, 36 

 

 

Test Case DIFT-37, 38 

Results As expected 

Analysis and Comments The tool determined the bit-depth of the image. 

Screenshots 

 
Table 5.35 – FotoForensics Test Result DIFT-37, 38 

 

 

Test Case DIFT-39 

Results As expected 

Analysis and Comments The tool determined the colour-space of the image. 

Screenshots 

  
Table 5.36 – FotoForensics Test Result DIFT-39 
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Test Case DIFT-40 

Results As expected 

Analysis and Comments The tool determined the various metadata of the image. 

Screenshots 

 
Table 5.37 – FotoForensics Test Result DIFT-40 

 

 

Test Case DIFT-41, 42 

Results As expected 

Analysis and Comments The tool determined the ISO of the image i.e. 200. 

Screenshots 

 
Table 5.38 – FotoForensics Test Result DIFT-41, 42 

 

 

Test Case DIFT-43, 44 

Results As expected 

Analysis and Comments The tool determined the focal length of the image i.e. 18mm. 

Screenshots 

 
Table 5.39 – FotoForensics Test Result DIFT-43, 44 
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Test Case DIFT-45, 46 

Results As expected 

Analysis and Comments The tool determined the shutter speed/exposure time of the image i.e. 

1/320s. 

Screenshots 

 
Table 5.40 – FotoForensics Test Result DIFT-45, 46 

 

 

Test Case DIFT-47 

Results Not checked 

Analysis and Comments The tool does not determine the subject of the image. 

Screenshots - 
Table 5.41 – FotoForensics Test Result DIFT-47 

 

 

Test Case DIFT-48, 49 

Results As expected 

Analysis and Comments The tool determined the flash setting of the image. 

Screenshots 

 
Table 5.42 – FotoForensics Test Result DIFT-48, 49 

 

 

Test Case DIFT-50, 51 

Results As expected 

Analysis and Comments The tool determined the aperture of the image i.e. f/8. 

Screenshots 

 
Table 5.43 – FotoForensics Test Result DIFT-50, 51 
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Test Case DIFT-52,53 

Results As expected 

Analysis and Comments The tool determined the thumbnail information of the image. 

Screenshots 

 
Table 5.44 – FotoForensics Test Result DIFT-52, 53 

 

 

Test Case DIFT-54 

Results Option not available 

Analysis and Comments The tool does not do thumbnail and image differentiation. 

Screenshots - 
Table 5.45 – FotoForensics Test Result DIFT-54 

 

 

Test Case DIFT-55 

Results Option not available 

Analysis and Comments The tool does not determine the type of tampering done. 

Screenshots - 
Table 5.46 – FotoForensics Test Result DIFT-55 

 

 

Test Case DIFT-56 

Results Option not available 

Analysis and Comments The tool does not highlight critical data about the image. 

Screenshots - 
Table 5.47 – FotoForensics Test Result DIFT-56 
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Test Case DIFT-57, 58 

Results As expected 

Analysis and Comments The tool determined the JPEG % of the image i.e. 93%. 

Screenshots 

 
Table 5.48 – FotoForensics Test Result DIFT-57, 58 

 

 

Test Case DIFT-59 

Results As expected 

Analysis and Comments The tool determined the hidden pixels of the image. 

Screenshots 

 
Table 5.49 – FotoForensics Test Result DIFT-59 
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Test Case DIFT-60 

Results As expected 

Analysis and Comments The tool created an automated report of the forensic analysis. 

Screenshots Refer to Appendix A – FotoForensics Report for complete report. 
Table 5.50 – FotoForensics Test Result DIFT-60 

 

 

Test Case DIFT-61 

Results As expected 

Analysis and Comments The tool shared the analysis report via Facebook, Twitter, Pinterest, and 

Reddit. 

Screenshots 

 
Table 5.51 – FotoForensics Test Result DIFT-61 

 

 

Test Case DIFT-62 

Results Option not available 

Analysis and Comments The tool does not perform forensic analysis of multiple images 

simultaneously. 

Screenshots - 
Table 5.52 – FotoForensics Test Result DIFT-62 

 

 

Test Case DIFT-63 

Results As expected 

Analysis and Comments The tool added annotations to the image. 

Screenshots 

 
Table 5.53 – FotoForensics Test Result DIFT-63 
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Test Case DIFT-64 

Results As expected 

Analysis and Comments The tool made colour adjustment to the image. 

Screenshots 

 
Table 5.54 – FotoForensics Test Result DIFT-64 

 

 

Test Case DIFT-65 

Results As expected 

Analysis and Comments The tool used different search engines to perform a search for any 

similar images that might be present on the Internet. TinEye, Google, 

Bing, RootAbout are some of the source tools/search engines. 

Screenshots 

 
Table 5.55 – FotoForensics Test Result DIFT-65 

 

 

Test Case DIFT-66 

Results Option not available 

Analysis and Comments The tool does not allow case-based distinction. 

Screenshots - 
Table 5.56 – FotoForensics Test Result DIFT-66 
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Test Case DIFT-67 

Results Option not available 

Analysis and Comments The tool does not allow multiple user accounts. 

Screenshots - 
Table 5.57 – FotoForensics Test Result DIFT-67 

 

 

Test Case DIFT-68 

Results Option not available 

Analysis and Comments The tool does not implement multi-level access system. 

Screenshots - 
Table 5.58 – FotoForensics Test Result DIFT-68 

 

 

Test Case DIFT-69 

Results As expected 

Analysis and Comments The tool was able to map out the determined longitude and latitude on a 

map. 

Screenshots 

 
Table 5.59 – FotoForensics Test Result DIFT-69 
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5.4.2 Ghiro Test Results Report 

 

Test Case DIFT-01 

Results As expected 

Analysis and Comments The tool determined the MIME type of the image successfully. 

Screenshots 

 
Table 5.60 – Ghiro Test Result DIFT-01 

 

 

Test Case DIFT-02 

Results As expected 

Analysis and Comments The tool determined support for file type successfully i.e. JPEG. 

Screenshots 

 
Table 5.61 – Ghiro Test Result DIFT-02 

 

 

Test Case DIFT-03 

Results As expected 

Analysis and Comments The tool determined the unsupported file type successfully. 

Screenshots 

 
Table 5.62 – Ghiro Test Result DIFT-03 
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Test Case DIFT-04 

Results As expected 

Analysis and Comments The tool uploaded the image directly from the computer successfully. 

Screenshots 

 
Table 5.63 – Ghiro Test Result DIFT-4 

 

 

Test Case DIFT-05, 06 

Results As expected 

Analysis and Comments The tool determined the correct file name of the image. 

Screenshots 

 
Table 5.64 – Ghiro Test Result DIFT-05, 06 

 

 

Test Case DIFT-07, 08 

Results As expected 

Analysis and Comments The tool determined the correct file size of the image. 

Screenshots 

 
Table 5.65 – Ghiro Test Result DIFT-07, 08 

 

 

Test Case DIFT-09, 10 

Results As expected 

Analysis and Comments The tool determined the correct dimensions of the image. 

Screenshots 

 
Table 5.66 – Ghiro Test Result DIFT-09, 10 

 



68 

 

Test Case DIFT-11, 12 

Results As expected 

Analysis and Comments The tool determined the correct creation timestamp of the image i.e. 

2009:01:07 10:03:00. 

Screenshots 

 
Table 5.67 – Ghiro Test Result DIFT-11, 12 

 

 

Test Case DIFT-13-15 

Results Not checked 

Analysis and Comments Modification using some software (like PhotoShop) was detected, while 

modification using other software (like Paint) was not detected. 

Screenshots 

 
Table 5.68 – Ghiro Test Result DIFT-13-15 

 

 

Test Case DIFT-16, 17 

Results Option not available 

Analysis and Comments The tool does not provide the last accessed timestamp. 

Screenshots - 
Table 5.69 – Ghiro Test Result DIFT-16, 17 

 

 

Test Case DIFT-18, 19 

Results As expected 

Analysis and Comments The tool determined the make of the source camera correctly. 

Screenshots 

 
Table 5.70 – Ghiro Test Result DIFT-18, 19 
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Test Case DIFT-20, 21 

Results As expected 

Analysis and Comments The tool determined the model of the source camera correctly. 

Screenshots 

 
Table 5.71 – Ghiro Test Result DIFT-20, 21 

 

 

Test Case DIFT-22, 23 

Results As expected 

Analysis and Comments  The tool was tested with an image that was stripped off metadata 

using the Exiftool. 

 The tool gave basic file attributes of the image file. The Exif 

metadata that was deleted beforehand was not detected.  

Screenshots 

 
Table 5.72 – Ghiro Test Result DIFT-22, 23 

 

 

Test Case DIFT-24 

Results As expected 

Analysis and Comments The tool detected GPS coordinates of the subject image that had GPS 

tagging enabled. 

Screenshots 

 
Table 5.73 – Ghiro Test Result DIFT-24 
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Test Case DIFT-25 

Results As expected 

Analysis and Comments The tool determined the longitude and latitude of the location where the 

image was taken. 

Screenshots 

 
Table 5.74 – Ghiro Test Result DIFT-25 

 

 

Test Case DIFT-26, 27 

Results As expected 

Analysis and Comments The tool performed Error Level Analysis of the image. 

Screenshots 

 

 
Table 5.75 – Ghiro Test Result DIFT-26, 27 
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Test Case DIFT-28 

Results As expected 

Analysis and Comments The tool calculated hash digests of the image. 

Screenshots 

 
Table 5.76 – Ghiro Test Result DIFT-28 

 

 

Test Case DIFT-29 

Results As expected 

Analysis and Comments The tool searched for the image via the hash digest. 

Screenshots 

 
Table 5.77 – Ghiro Test Result DIFT-29 

 

 

Test Case DIFT-30, 31 

Results Not checked 

Analysis and Comments The tool was unable to load valid URLs of images. 

Screenshots 

 
Table 5.78 – Ghiro Test Result DIFT-30, 31 
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Test Case DIFT-32 

Results As expected 

Analysis and Comments The tool loaded multiple images simultaneously. 

Screenshots 

 
Table 5.79 – Ghiro Test Result DIFT-32 

 

 

Test Case DIFT-33 

Results As expected 

Analysis and Comments  The tool determined the serial number of the source camera. 

 The serial number rarely exists in the metadata once an image has 

been edited. Any editing discards some metadata fields. So if an 

image has never been edited there is a possibility that the serial 

number exists in the metadata. In this case the tool is able to detect 

it. Otherwise, if it does not exist in the metadata, the tool cannot 

detect it. 

Screenshots 

 
Table 5.80 – Ghiro Test Result DIFT-33 

 

 

Test Case DIFT-34 

Results Not checked 

Analysis and Comments The tool did not determine the orientation of the image. 

Screenshots - 
Table 5.81 – Ghiro Test Result DIFT-34 
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Test Case DIFT-35, 36 

Results As expected 

Analysis and Comments The tool determined the tag present in the image. 

Screenshots 

 
Table 5.82 – Ghiro Test Result DIFT-35, 36 

 

 

Test Case DIFT-37, 38 

Results Not checked 

Analysis and Comments The tool did not determine the bit-depth of the image. 

Screenshots - 
Table 5.83 – Ghiro Test Result DIFT-37, 38 

 

 

Test Case DIFT-39 

Results As expected 

Analysis and Comments The tool determined the colour-space of the image. The calibrated and 

uncalibrated form is used to indicate sRGB and other colour spaces 

respectively. 

Screenshots 

 
Table 5.84 – Ghiro Test Result DIFT-39 
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Test Case DIFT-40 

Results As expected 

Analysis and Comments The tool determined the different types of metadata of the image. 

Screenshots 

 
Table 5.85 – Ghiro Test Result DIFT-40 

 

 

Test Case DIFT-41, 42 

Results As expected 

Analysis and Comments The tool determined the ISO of the image i.e. 200. 

Screenshots 

 
Table 5.86 – Ghiro Test Result DIFT-41, 42 

 

 

Test Case DIFT-43, 44 

Results As expected 

Analysis and Comments The tool determined the focal length of the image. i.e. 55mm. 

Screenshots 

 
Table 5.87 – Ghiro Test Result DIFT-43, 44 

 

 

Test Case DIFT-45, 46 

Results As expected 

Analysis and Comments The tool determined the exposure time/shutter speed of the image i.e. 

1/250s. 

Screenshots 

 
Table 5.88 – Ghiro Test Result DIFT-45, 46 
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Test Case DIFT-47 

Results Not checked 

Analysis and Comments The tool did not determine the subject distance of the image. 

Screenshots - 
Table 5.89 – Ghiro Test Result DIFT-47 

 

 

Test Case DIFT-48, 49 

Results Not checked 

Analysis and Comments The tool did not determine the correct flash setting of the image. 

Screenshots 

 
Table 5.90 – Ghiro Test Result DIFT-48, 49 

 

 

Test Case DIFT-50, 51 

Results Not checked 

Analysis and Comments The tool did not determine the correct aperture value of the image. 

Screenshots 

 
Table 5.91 – Ghiro Test Result DIFT-50, 51 

 

 

Test Case DIFT-52, 53 

Results As expected 

Analysis and Comments The tool determined the thumbnail of the image. 

Screenshots 

 
Table 5.92 – Ghiro Test Result DIFT-52, 53 
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Test Case DIFT-54 

Results Not checked 

Analysis and Comments The tool did not have a feature to check for thumbnail consistency. 

Screenshots - 
Table 5.93 – Ghiro Test Result DIFT-54 

 

 

Test Case DIFT-55 

Results Option not available 

Analysis and Comments The tool does not determine the type of tampering. 

Screenshots - 
Table 5.94 – Ghiro Test Result DIFT-55 

 

 

Test Case DIFT-56 

Results As expected 

Analysis and Comments The tool highlighted the critical metadata of the image. Here the 

detected GPS information has been highlighted by the tool as high 

priority. 

Screenshots 

 
Table 5.95 – Ghiro Test Result DIFT-56 

 

 

Test Case DIFT-57, 58 

Results Option not available 

Analysis and Comments The tool does not determine the JPEG % of the image. 

Screenshots - 
Table 5.96 – Ghiro Test Result DIFT-57, 58 
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Test Case DIFT-59 

Results Option not available 

Analysis and Comments The tool does not determine the hidden pixels of the image. 

Screenshots - 
Table 5.97 – Ghiro Test Result DIFT-59 

 

 

Test Case DIFT-60 

Results As expected 

Analysis and Comments The tool generated an automated forensic analysis report of the image. 

Screenshots 

 
Refer to Appendix B – Ghiro Report for complete report. 

Table 5.98 – Ghiro Test Result DIFT-60 

 

 

Test Case DIFT-61 

Results Not checked 

Analysis and Comments The tool did not allow sharing of the report via the tool 

specifically. Once a report has been downloaded from the tools, it 

can be shared using other mediums. 

Screenshots - 
Table 5.99 – Ghiro Test Result DIFT-61 
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Test Case DIFT-62 

Results As expected 

Analysis and Comments The tool performed forensic analysis of multiple images 

simultaneously. 

Screenshots 

 
Table 5.100 – Ghiro Test Result DIFT-62 

 

 

Test Case DIFT-63 

Results Option not available 

Analysis and Comments The tool does not add annotations to the image. 

Screenshots - 
Table 5.101 – Ghiro Test Result DIFT-63 

 

 

Test Case DIFT-64 

Results Option not available 

Analysis and Comments The tool does not make colour adjustments to the image. 

Screenshots - 
Table 5.102 – Ghiro Test Result DIFT-64 

 

 

Test Case DIFT-65 

Results Option not available 

Analysis and Comments The tool does not have the ability to search for similar pictures online. 

Screenshots - 
Table 5.103 – Ghiro Test Result DIFT-65 
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Test Case DIFT-66 

Results As expected 

Analysis and Comments The tool was able to create multiple cases. 

Screenshots 

 
Table 5.104 – Ghiro Test Result DIFT-66 

 

 

Test Case DIFT-67 

Results As expected 

Analysis and Comments The tool was able to create multiple user accounts. 

Screenshots 

 
Table 5.105 – Ghiro Test Result DIFT-67 
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Test Case DIFT-68 

Results As expected 

Analysis and Comments The tool assigned different access levels to different users. 

Screenshots 

 
Table 5.106 – Ghiro Test Result DIFT-68 

 

 

Test Case DIFT-69 

Results As expected 

Analysis and Comments The tool was able to indicate the determined longitude and latitude on a 

map. 

Screenshots 

 
Table 5.107 – Ghiro Test Result DIFT-69 

 

 

5.4.3 Imago Forensics Test Results Report 

 

Test Case DIFT-01 

Results As expected 

Analysis and Comments The tool determined the MIME type of the image correctly. 

Screenshots 

 
Table 5.108 – Imago Forensics Test Result DIFT-01 

 



81 

 

Test Case DIFT-02 

Results As expected 

Analysis and Comments The tool determined the supported file type successfully i.e. JPEG. 

Screenshots 
 

Table 5.109 – Imago Forensics Test Result DIFT-02 

 

 

Test Case DIFT-03 

Results As expected 

Analysis and Comments The tool ignored the unsupported file type and displayed the default 

message.  

Screenshots 

 
Table 5.110 – Imago Forensics Test Result DIFT-03 

 

 

Test Case DIFT-04 

Results As expected 

Analysis and Comments  Since Imago Forensics is a command line tool, it operates by 

accessing the image directly from its location on the computer 

(which is specified while typing in the command for forensic 

analysis). Therefore, for this tool, accessing the image from its 

location is assumed to be equivalent of uploading the image file 

into the tool. 

 The tool accessed image from the desktop successfully. 

Screenshots 

 
Table 5.111 – Imago Forensics Test Result DIFT-04 

 

 

Test Case DIFT-05,  06 

Results As expected 

Analysis and Comments The tool determined the file name of the image correctly. 

Screenshots 

 
Table 5.112 – Imago Forensics Test Result DIFT-05, 06 
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Test Case DIFT-07,  08 

Results As expected 

Analysis and Comments The tool determined the size of the file correctly. 

Screenshots 

 
Table 5.113 – Imago Forensics Test Result DIFT-07, 08 

 

 

Test Case DIFT-09, 10 

Results As expected 

Analysis and Comments The tool determined the dimensions of the image correctly. 

Screenshots 

 
Table 5.114 – Imago Forensics Test Result DIFT-09, 10 

 

 

Test Case DIFT-11, 12 

Results Not checked 

Analysis and Comments The tool was unable to determine the correct creation date and time of 

the image. 

Screenshots 

 
Table 5.115 – Imago Forensics Test Result DIFT-11, 12 

 

 

Test Case DIFT-13-15 

Results Not checked 

Analysis and Comments The tool was unable to determine the correct modification date and time 

of the image. 

Screenshots 

 
Table 5.116 – Imago Forensics Test Result DIFT-13-15 
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Test Case DIFT-16, 17 

Results As expected 

Analysis and Comments The tool determined the last accessed date and time correctly. 

Screenshots 

 
Table 5.117 – Imago Forensics Test Result DIFT-16, 17 

 

 

Test Case DIFT-18, 19 

Results As expected 

Analysis and Comments The tool determined the make of source camera correctly. 

Screenshots 

  
Table 5.118 – Imago Forensics Test Result DIFT-18, 19 

 

 

Test Case DIFT-20,  21 

Results As expected 

Analysis and Comments The tool determined the model of source camera correctly. 

Screenshots 

   
Table 5.119 – Imago Forensics Test Result DIFT-20, 21 

 

 

Test Case DIFT-22, 23 

Results As expected 

Analysis and Comments The tool was tested with an image that was stripped off metadata using 

the Exiftool. All metadata fields had the value 0. 

Screenshots    
Table 5.120 – Imago Forensics Test Result DIFT-22, 23 

 

 

Test Case DIFT-24 

Results As expected 

Analysis and Comments The tool detected GPS coordinates of the subject image that had GPS 

tagging enabled. 

Screenshots 

   
Table 5.121 – Imago Forensics Test Result DIFT-24 



84 

 

Test Case DIFT-25 

Results As expected 

Analysis and Comments The tool determined the longitude and latitude of the location where the 

image was taken. 

Screenshots 

   
Table 5.122 – Imago Forensics Test Result DIFT-25 

 

 

Test Case DIFT-26, 27 

Results As expected 

Analysis and Comments The tool performed Error Level Analysis of the image. 

 

Screenshots 

 

   
Table 5.123 – Imago Forensics Test Result DIFT-26, 27 
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Test Case DIFT-28 

Results As expected 

Analysis and Comments The tool calculated the hash digests of the image. 

Screenshots 

   
Table 5.124 – Imago Forensics Test Result DIFT-28 

 

 

Test Case DIFT-29 

Results Option not available 

Analysis and Comments The tool does not provide the option of search based on hash digests. 

Screenshots -   
Table 5.125 – Imago Forensics Test Result DIFT-29 

 

 

Test Case DIFT-30, 31 

Results Option not available 

Analysis and Comments The tool does not perform forensic analysis of images obtained via 

URL. 

Screenshots -   
Table 5.126 – Imago Forensics Test Result DIFT-30, 31 

 

 

Test Case DIFT-32 

Results As expected 

Analysis and Comments  Since Imago Forensics is a command line tool, it operates by 

accessing the image directly from its location on the computer 

(which is specified while typing in the command for forensic 

analysis). Therefore, for this tool, accessing the image from its 

location is assumed to be equivalent of uploading the image file 

into the tool. 

 The tool accessed multiple images on the desktop simultaneously. 

Screenshots  
Table 5.127 – Imago Forensics Test Result DIFT-32 
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Test Case DIFT-33 

Results Not checked 

Analysis and Comments The tool did not determine the serial number of the source camera. 

Screenshots -   
Table 5.128 – Imago Forensics Test Result DIFT-33 

 

 

Test Case DIFT-34 

Results As expected 

Analysis and Comments The tool determined the orientation of the image correctly. 

Screenshots 

 
Table 5.129 – Imago Forensics Test Result DIFT-34 

 

 

Test Case DIFT-35, 36 

Results As expected 

Analysis and Comments The tool determined the tag of the image but displayed it in the UCS2 

format. 

Screenshots 

 
Table 5.130 – Imago Forensics Test Result DIFT-35, 36 

 

 

Test Case DIFT-37, 38 

Results Not checked 

Analysis and Comments The tool did not determine the bit-depth of the image. 

Screenshots - 
Table 5.131 – Imago Forensics Test Result DIFT-37, 38 
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Test Case DIFT-39 

Results As expected 

Analysis and Comments The tool determined the colour-space of the image correctly. 

Screenshots 

  
Table 5.132 – Imago Forensics Test Result DIFT-39 

 

 

Test Case DIFT-40 

Results Not checked 

Analysis and Comments The tool does not determine the different types of metadata. 

Screenshots - 
Table 5.133 – Imago Forensics Test Result DIFT-40 

 

 

Test Case DIFT-41, 42 

Results As expected 

Analysis and Comments The tool determined the ISO of the image correctly i.e. 160. 

Screenshots 

 
Table 5.134 – Imago Forensics Test Result DIFT-41, 42 

 

 

Test Case DIFT-43, 44 

Results As expected 

Analysis and Comments The tool determined the focal length of the image correctly i.e. 18mm. 

Screenshots 

 
Table 5.135 – Imago Forensics Test Result DIFT-43, 44 
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Test Case DIFT-45, 46 

Results As expected 

Analysis and Comments The tool determined the shutter speed of the image correctly i.e. 

1/2500s. 

Screenshots 

 
Table 5.136 – Imago Forensics Test Result DIFT-45, 46 

 

 

Test Case DIFT-47 

Results Not checked 

Analysis and Comments The tool did not determine the subject distance of the image. 

Screenshots - 
Table 5.137 – Imago Forensics Test Result DIFT-47 

 

 

Test Case DIFT-48, 49 

Results As expected 

Analysis and Comments The tool determined the flash setting of the image correctly. 

Screenshots 

  
Table 5.138 – Imago Forensics Test Result DIFT-48, 49 

 

 

Test Case DIFT-50,  51 

Results Not checked 

Analysis and Comments The tool did not determine the aperture value of the image. 

Screenshots - 
Table 5.139 – Imago Forensics Test Result DIFT-50, 51 

 

 

Test Case DIFT-52,  53 

Results Option not available 

Analysis and Comments The tool does not determine the thumbnail of the image. 

Screenshots - 
Table 5.140 – Imago Forensics Test Result DIFT-52, 53 
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Test Case DIFT-54 

Results Option not available 

Analysis and Comments The tool does not determine thumbnail inconsistency. 

Screenshots - 
Table 5.141 – Imago Forensics Test Result DIFT-54 

 

 

Test Case DIFT-55 

Results Option not available 

Analysis and Comments The tool does not determine the type of tampering done with the image. 

Screenshots - 
Table 5.142 – Imago Forensics Test Result DIFT-55 

 

Test Case DIFT-56 

Results Option not available 

Analysis and Comments The tool does not highlight any critical data that might be present. 

Screenshots - 
Table 5.143 – Imago Forensics Test Result DIFT-56 

 

 

Test Case DIFT-57, 58 

Results Option not available 

Analysis and Comments The tool does not determine the JPEG % of the image. 

Screenshots - 
Table 5.144 – Imago Forensics Test Result DIFT-57, 58 

 

 

Test Case DIFT-59 

Results Option not available 

Analysis and Comments The tool does not determine any hidden pixels in the image. 

Screenshots - 
Table 5.145 – Imago Forensics Test Result DIFT-59 
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Test Case DIFT-60 

Results As expected 

Analysis and Comments The tool generated the forensic analysis report in the form of a CSV 

file. 

Screenshots Refer to Appendix C – Imago Forensics Report for complete report. 
Table 5.146 – Imago Forensics Test Result DIFT-60 

 

 

Test Case DIFT-61 

Results Not checked 

Analysis and Comments The tool did not provide an option for sharing report via the tool.  

However the CSV file can be shared via other means. 

Screenshots - 
Table 5.147 – Imago Forensics Test Result DIFT-61 

 

 

Test Case DIFT-62 

Results As expected 

Analysis and Comments The tool performed forensic analysis of all the images in the specified 

location on the computer. 

Screenshots 

 
Table 5.148 – Imago Forensics Test Result DIFT-62 

 

 

Test Case DIFT-63 

Results Option not available 

Analysis and Comments The tool does not add annotations to the image. 

Screenshots - 
Table 5.149 – Imago Forensics Test Result DIFT-63 
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Test Case DIFT-64 

Results Option not available 

Analysis and Comments The tool does not make colour adjustments to the image. 

Screenshots - 
Table 5.150 – Imago Forensics Test Result DIFT-64 

 

 

Test Case DIFT-65 

Results Option not available 

Analysis and Comments The tool does not do the similar image search. 

Screenshots - 
Table 5.151 – Imago Forensics Test Result DIFT-65 

 

 

Test Case DIFT-66 

Results Option not available 

Analysis and Comments The tool does not have the ability to make separate cases to distinguish 

images belonging to different cases. 

Screenshots - 
Table 5.152 – Imago Forensics Test Result DIFT-66 

 

 

Test Case DIFT-67 

Results Option not available 

Analysis and Comments The tool does not have the ability to create multiple user accounts. 

Screenshots - 
Table 5.153 – Imago Forensics Test Result DIFT-67 

 

 

Test Case DIFT-68 

Results Option not available 

Analysis and Comments The tool does not have a multi-level access system. 

Screenshots - 
Table 5.154 – Imago Forensics Test Result DIFT-68 
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Test Case DIFT-69 

Results Option not available 

Analysis and Comments The tool does not map the location of the image on a map. 

Screenshots - 
Table 5.155 – Imago Forensics Test Result DIFT-69 

 

5.4.4 Exif Reader Test Results Report 

 

Test Case DIFT-01 

Results As expected 

Analysis and Comments The tool determined the MIME type of the image correctly and loaded 

the image on the tool. 

Screenshots 

 
Table 5.156 – Exif Reader Test Result DIFT-01 

 

 

Test Case DIFT-02 

Results As expected 

Analysis and Comments The tool determined and loaded the supported file type on the tool. 

Screenshots 

  
Table 5.157 – Exif Reader Test Result DIFT-02 

 

 

Test Case DIFT-03 

Results As expected 

Analysis and Comments The tool generated an error for unsupported file types. 

Screenshots 

 
Table 5.158 – Exif Reader Test Result DIFT-03 
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Test Case DIFT-04 

Results As expected 

Analysis and Comments The tool loaded the image from the computer successfully. 

Screenshots 

 
Table 5.159 – Exif Reader Test Result DIFT-04 

 

 

Test Case DIFT-05, 06 

Results As expected 

Analysis and Comments The tool determined the file name of the image correctly. 

Screenshots 

 
Table 5.160 – Exif Reader Test Result DIFT-05, 06 

 

 

Test Case DIFT-07, 08 

Results Not checked 

Analysis and Comments The tool did not determine the file size of the image. 

Screenshots - 
Table 5.161 – Exif Reader Test Result DIFT-07, 08 
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Test Case DIFT-09, 10 

Results As expected 

Analysis and Comments The tool determined the dimensions of the image correctly. 

Screenshots 

  
Table 5.162 – Exif Reader Test Result DIFT-09, 10 

 

 

Test Case DIFT-11, 12 

Results As expected 

Analysis and Comments The tool determined the creation timestamp of the image correctly. 

Screenshots 

 
Table 5.163 – Exif Reader Test Result DIFT-11, 12 

 

 

Test Case DIFT-13-15 

Results Not checked 

Analysis and Comments Modification using some software (like PhotoShop) was detected, while 

modification using other software (like Paint) was not detected. 

Screenshots 

 
Table 5.164 – Exif Reader Test Result DIFT-13-15 

 

 

Test Case DIFT-16, 17 

Results Option not available 

Analysis and Comments The tool does not determine the last accessed timestamp. 

Screenshots - 
Table 5.165 – Exif Reader Test Result DIFT-16, 17 
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Test Case DIFT-18, 19 

Results As expected 

Analysis and Comments The tool determined the make of source camera correctly. 

Screenshots 

 
Table 5.166 – Exif Reader Test Result DIFT-18, 19 

 

 

Test Case DIFT-20, 21 

Results As expected 

Analysis and Comments The tool determined the model of source camera correctly. 

Screenshots 

 
Table 5.167 – Exif Reader Test Result DIFT-20, 21 

 

 

Test Case DIFT-22, 23 

Results As expected 

Analysis and Comments An image that was stripped off metadata using the Exiftool was 

uploaded onto the tool. The tool did not upload the image for analysis. 

Screenshots 

 
Table 5.168 – Exif Reader Test Result DIFT-22, 23 

 

 

Test Case DIFT-24 

Results As expected 

Analysis and Comments The tool detected GPS coordinates of the subject image that had GPS 

tagging enabled. 

Screenshots 

 
Table 5.169 – Exif Reader Test Result DIFT-24 
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Test Case DIFT-25 

Results As expected 

Analysis and Comments The tool determined the GPS coordinates of the image correctly. 

Screenshots 

 
Table 5.170 – Exif Reader Test Result DIFT-25 

 

 

Test Case DIFT-26, 27 

Results Option not available 

Analysis and Comments The tool does not perform Error Level Analysis of the images. 

Screenshots - 
Table 5.171 – Exif Reader Test Result DIFT-26, 27 

 

 

Test Case DIFT-28 

Results Option not available 

Analysis and Comments The tool does not calculate hash digests of the images. 

Screenshots - 
Table 5.172 – Exif Reader Test Result DIFT-28 

 

 

Test Case DIFT-29 

Results Option not available 

Analysis and Comments The tool does not have the ability to search images by hash digests. 

Screenshots - 
Table 5.173 – Exif Reader Test Result DIFT-29 

 

 

Test Case DIFT-30, 31 

Results Option not available 

Analysis and Comments The tool does not provide the option to upload by URL 

Screenshots - 
Table 5.174 – Exif Reader Test Result DIFT-30, 31 
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Test Case DIFT-32 

Results As expected 

Analysis and Comments If an image is uploaded from a specific directory on the computer, the 

tool also uploads other images in that directory. It then provides the 

option to view them using the left and right arrow keys. 

Screenshots 

 
Table 5.175 – Exif Reader Test Result DIFT-32 

 

 

Test Case DIFT-33 

Results Not checked 

Analysis and Comments The tool did not determine the serial number of the source camera. 

Screenshots - 
Table 5.176 – Exif Reader Test Result DIFT-33 

 

 

Test Case DIFT-34 

Results Not checked 

Analysis and Comments The tool did not determine the orientation of the image. 

Screenshots - 
Table 5.177 – Exif Reader Test Result DIFT-34 

 

 

Test Case DIFT-35, 36 

Results Not checked 

Analysis and Comments The tool did not determine the tags/comments of the image. 

Screenshots - 
Table 5.178 – Exif Reader Test Result DIFT-35, 36 

 

 

Test Case DIFT-37, 38 

Results As expected 

Analysis and Comments The tool determined the bit-depth of the image i.e. 8. 

Screenshots 

 
Table 5.179 – Exif Reader Test Result DIFT-37, 38 
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Test Case DIFT-39 

Results As expected 

Analysis and Comments The tool determined the colour-space of the image. 

Screenshots 

 
Table 5.180 – Exif Reader Test Result DIFT-39 

 

 

Test Case DIFT-40 

Results Option not available 

Analysis and Comments The tool is essentially an Exif metadata reader, so it does not read other 

types of metadata (such as XMP, and IPTC). 

Screenshots - 
Table 5.181 – Exif Reader Test Result DIFT-40 

 

 

Test Case DIFT-41, 42 

Results As expected 

Analysis and Comments The tool determined the ISO of the image correctly i.e. 200. 

Screenshots 

 
Table 5.182 – Exif Reader Test Result DIFT-41, 42 

 

 

Test Case DIFT-43, 44 

Results As expected 

Analysis and Comments The tool determined the focal length of the image correctly i.e. 18mm. 

Screenshots 

 
Table 5.183 – Exif Reader Test Result DIFT-43, 44 
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Test Case DIFT-45, 46 

Results As expected 

Analysis and Comments The tool determined the shutter speed of the image correctly i.e. 

1/2500s. 

Screenshots 

 
Table 5.184 – Exif Reader Test Result DIFT-45, 46 

 

 

Test Case DIFT-47 

Results Not checked 

Analysis and Comments The tool did not determine the subject distance of the image. 

Screenshots - 
Table 5.185 – Test Result DIFT-47 

 

 

Test Case DIFT-48, 49 

Results As expected 

Analysis and Comments The tool determined the flash setting of the image. 

Screenshots 

 
Table 5.186 – Exif Reader Test Result DIFT-48, 49 

 

 

Test Case DIFT-50, 51 

Results As expected 

Analysis and Comments The tool determined the aperture value of the image i.e. f/5. 

Screenshots 

 
Table 5.187 – Exif Reader Test Result DIFT-50, 51 
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Test Case DIFT-52, 53 

Results As expected 

Analysis and Comments The tool determined the thumbnail information of the image. 

Screenshots 

 
Table 5.188 – Exif Reader Test Result DIFT-52, 53 

 

 

Test Case DIFT-54 

Results Option not available 

Analysis and Comments The tool does not determine the thumbnail consistency of the image. 

Screenshots - 
Table 5.189 – Exif Reader Test Result DIFT-54 

 

 

Test Case DIFT-55 

Results Option not available 

Analysis and Comments The tool does not determine the type of tampering. 

Screenshots - 
Table 5.190 – Test Result DIFT-55 

 

 

Test Case DIFT-56 

Results Option not available 

Analysis and Comments The tool does not highlight critical metadata of the image. 

Screenshots - 
Table 5.191 – Exif Reader Test Result DIFT-56 

 

 

Test Case DIFT-57, 58 

Results Option not available 

Analysis and Comments The tool does not determine the JPEG % of the image. 

Screenshots - 
Table 5.192 – Exif Reader Test Result DIFT-57, 58 
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Test Case DIFT-59 

Results Option not available 

Analysis and Comments The tool does not determine the hidden pixels of the image. 

Screenshots - 
Table 5.193 – Exif Reader Test Result DIFT-59 

 

 

Test Case DIFT-60 

Results As expected 

Analysis and Comments The tool created a forensic analysis report of the image. 

Screenshots Refer to Appendix D – Imago Forensics Report for complete report. 
Table 5.194 – Exif Reader Test Result DIFT-60 

 

 

Test Case DIFT-61 

Results Option not available 

Analysis and Comments The tool does not have the ability to share reports. 

Screenshots - 
Table 5.195 – Exif Reader Test Result DIFT-61 

 

 

Test Case DIFT-62 

Results As expected 

Analysis and Comments The tool performed forensic analysis of multiple images in the same 

directory simultaneously. 

Screenshots 
 

Table 5.196 – Exif Reader Test Result DIFT-62 

 

 

Test Case DIFT-63 

Results Option not available 

Analysis and Comments The tool does not add annotations to the image. 

Screenshots - 
Table 5.197 – Exif Reader Test Result DIFT-63 
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Test Case DIFT-64 

Results Option not available 

Analysis and Comments The tool does not make colour adjustments to the image. 

Screenshots - 
Table 5.198 – Exif Reader Test Result DIFT-64 

 

 

Test Case DIFT-65 

Results Option not available 

Analysis and Comments The tool does not perform similar image search. 

Screenshots - 
Table 5.199 – Exif Reader Test Result DIFT-65 

 

 

Test Case DIFT-66 

Results Option not available 

Analysis and Comments The tool does not have the ability to make separate cases to distinguish 

images belonging to different cases. 

Screenshots - 
Table 5.200 – Exif Reader Test Result DIFT-66 

 

 

Test Case DIFT-67 

Results Option not available 

Analysis and Comments The tool does not have the ability to create multiple use accounts. 

Screenshots - 
Table 5.201 – Exif Reader Test Result DIFT-67 

 

 

Test Case DIFT-68 

Results Option not available 

Analysis and Comments The tool does not have a multi-level access system. 

Screenshots - 
Table 5.202 – Exif Reader Test Result DIFT-68 
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Test Case DIFT-69 

Results Option not available 

Analysis and Comments The tool does not map the location of the image on a map. 

Screenshots - 
Table 5.203 – Exif Reader Test Result DIFT-69 

 

5.5 Summary of Results 

FotoForensics was successful in conforming to all the core assertions efficiently apart from 

assertions related to timestamps. It also provided a lot of optional features and conformed to 

them efficiently. However, it did not provide the optional features of multiple user accounts, by-

case distinction and multi-level access system. It also does not provide the functionality of 

analysing multiple images simultaneously. Overall, FotoForensics was user-friendly and efficient 

in the functionalities that it provided.  

Ghiro was also successful in conforming to all the core assertions apart from assertions related to 

timestamps. It also provided the optional features of multiple user accounts, by-case distinction 

and multi-level access system and conformed to them efficiently. However, it was unable to 

conform to some of the other optional features. The user interface of Ghiro was practical and 

convenient. It was also able to perform forensic analysis of multiple images simultaneously 

which is an important functionality in cases involving multiple images. 

Imago Forensics was also successful in conforming to all the core assertions apart from some 

assertions related to timestamps. It provided a limited number of optional features. This tool 

extracted results in the form of a CSV file. Reading results and finding particular result fields 

proved to be inefficient. Hence, this tool was not user-friendly. 

Exif Reader was successful in most core assertions except some assertions related to timestamps. 

It does not provide tamper detection (ELA) which is an important requirement for image 

forensics tools. Also, this tool provided a limited number of optional features. Overall, the 

interface of Exif Reader was user-friendly but it was unable to provide important functionalities. 
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6. CONCLUSION AND FUTURE WORK 
This chapter contains the following: 

 Section 6.1 concludes this research. 

 Section 6.2 provides future work. 

6.1 Conclusion 

Image forensics is a new research discipline and the scope for discovery, design and 

improvements in the techniques and tools involved are vast. The important and progressive 

aspect of evaluation frameworks is the acceleration in advancement and practicality of the 

forensic practices. Vaguely, this can be termed as technical hit and trial; the feature identified as 

faulty or absent in a forensic tool can be updated or incorporated. 

Some may argue that the challenge involved in trying and testing each and every feature of a tool 

several times is time-consuming and that it should be an automated task. But any product 

(specifically a software tool) needs to be quality tested before being introduced to mainstream 

users. A convenient aspect of the evaluation frameworks is that they can be revisited and 

improved indefinitely, as the tools evolve and advance. More test assertions can be added with 

additional test cases. The continuous technical hit and trial is an attempt to set standards for the 

tools to achieve. These standards complement all areas of life in which the tool may be employed 

e.g. criminal investigation, commercial use, or academic research and study. 

This research work is the development of the first evaluation framework for image forensics 

tools. It is based on the conformance methodology adopted by the CFTT project (where they 

have fashioned similar testing frameworks for other digital forensics disciplines).  

The proposed framework in this research covers all the core features offered by image forensics 

tools today. It covers optional features as well. The testing framework was tested using four 

image forensics tools: FotoForensics, Ghiro, Imago Forensics, and Exif Reader.  

The comparative analysis of the results obtained showed that FotoForensics was able to perform 

efficiently in most test cases. It is consequently the most efficient tool out of all the four tools 

tested. It also offers a lot of optional features. The version of FotoForensics that was tested in 

this research work was the free online version. It also has a paid version i.e. the FotoForensics 

Lab which is more secure (because online tools are more vulnerable to attacks compared to the 

ones that can be downloaded and installed on a local machine).  

Ghiro, an open-source tool, is the second most useful tool according to the results. This is 

because Ghiro is easy to use and has some additional optional features (such as multiple user 

accounts, case-by-case distinction, multi-level access system, and highlighting critical forensic 

data). But Ghiro is also a web interface tool, which means that the security of the results may be 

more at risk when compared to results generated using a desktop tool.  
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Imago Forensics is a command line tool and requires effort from the user in order to obtain 

results. Also, navigating through the dump of metadata information in the CSV file to find a 

specific data field can be time-consuming and inefficient.  

Exif Reader is a simple Windows tool that reads the Exif metadata of an image. It does not 

provide support for many other features. 

It is evident that every tool has some shortcomings but the results obtained from the evaluation 

framework highlight all the areas that can be improved. The best features can also be combined 

to develop more comprehensive tools. For example, the efficiency of FotoForensics and the 

usability of Ghiro combined would make a very practical image forensics tool. 

6.2 Future Work 

 As more research is conducted in image forensics, the evaluation framework can be 

revisited and updated with more profiles (and associated requirements, test assertions and 

test cases).  

 More tools (apart from the four included in this thesis) can be tested using the proposed 

framework   

 The results of the tool testing (especially the identified shortcomings and missing features 

in the four tools tested) can be used as feedback by vendors to plan improvements to their 

products.  
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APPENDIX A – FOTOFORENSICS REPORT 
 

 

Fig A.1 – FotoForensics Error Level Analysis (ELA) 

 

Fig A.2 – FotoForensics Hash Digests 
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Fig A.3 – FotoForensics JPEG% 
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Fig A.4 – FotoForensics Metadata 
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APPENDIX B – GHIRO REPORT  

 

Fig B.1 – Ghiro Image under Analysis 

 

 

Fig B.2 – Ghiro Dashboard 
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Fig B.3 – Ghiro Static Data and Static Data – FileType  

 

Fig B.4 – Ghiro Static Data – Hashes 

 

 

Fig B.5 – Ghiro Static Data – Strings 
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Fig B.6 – Ghiro Exif Metadata Extraction 
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Fig B.7 – Ghiro IPTC Metadata Extraction 

 

Fig B.8 – Ghiro XMP Metadata Extraction 

 

Fig B.9 – Ghiro Localisation 
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Fig B.10 – Ghiro Error Level Analysis (ELA) 
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Fig B.11 – Ghiro Signatures – Part  I 
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Fig B.12 – Ghiro Signatures – Part  II 
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APPENDIX C – IMAGO FORENSICS REPORT 
Figure C.1 presents the CSV file created by Imago Forensics opened using Wordpad. 

 

Fig C.1 – Imago Forensics Report 
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APPENDIX D – EXIF READER REPORT 
 

 

Fig D.1 – Exif Reader Forensics Report 

 


