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ABSTRACT

The phrase ‘seeing is believing’ has been validated to the point where any proposition to the
contrary sounds bizarre. The boom of the digital camera, photography, and social media has
drastically changed how humans live their day-to-day, but this normalisation has been
accompanied by malicious agents finding new ways to forge and tamper with images. Primarily,
the motivation is unfair or unlawful monetary gain.

Disinformation in the photographic media realm is an urgent threat. There are so many image
editing tools available today that it is almost impossible to differentiate between a photo-realistic
and an original image. The tools available for image forensics require a standard framework
against which they can be evaluated. Such a standard framework can aid in evaluating the
suitability of an image forensics tool for use in a criminal investigation, commercial operation, or
for academic research. This research work proposes an evaluation framework for image forensics
tools.

The proposed framework is based on the conformance methodology of testing which employs
test assertions and test cases. It is then tested by evaluating four image forensics tools namely
FotoForensics, Ghiro, Imago Forensics, and Exif Reader.

The framework provides a comparative insight into the tools based on test results. The evaluation
of the image forensics tools revealed that FotoForensics provides a lot of optional features
efficiently in addition to core features. The test results of Ghiro conformed to its usability
features while Imago Forensics and Exif Reader lacked in providing a majority of optional
features. This comparison can provide the information necessary for users to make intelligent
choices about tools and it can help vendors shortlist areas of improvement in their tools.

Keywords:

Image Forensics, Tool Testing, Evaluation Framework
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1. INTRODUCTION

This chapter contains the following:

e Section 1.1 provides background of image forensics.
e Section 1.2 highlights the motivation of this research.
e Section 1.3 presents the problem statement.

e Section 1.4 states the research objectives.

e Section 1.5 defines the scope of this research.

1.1 Background

Image forensics is a relatively new sub-discipline of digital forensics. It has received little
attention compared to the more popular sub-disciplines (like network forensics, mobile forensics,
database forensics, and firewall forensics) that have been the focus of most research in this field.

Research in image forensics started in the early 2000s, coherent with the normalisation of digital
cameras and mobile phone cameras [1]. The explosive use of the camera was accurately
predicted by a New York Times report which estimated that by late 2010s, 1.3 trillion pictures
would be taken annually [2]. This Butterfly Effect has had a life changing impact on how people
go on about their lives today, both positively and negatively.

One of the most significant negative impacts has been due to the easy availability of free and
open-source editing software and tools for images like Photoshop CC, Lightroom, GIMP,
Snapseed, and Corel Paintshop Pro. There have been incidents where people have leveraged
forged images for their malicious intentions. For example, a Malaysian politician Jeffrey Wong
Su En claimed he was knighted by Queen Elizabeth to support his campaign and used a forged
image to back his claim [1].

Owing to the massive number of pictures taken and shared online each year, images have
trickled into almost every industry. In some industries, however, like news industry, medical
imaging, social media, and e-commerce, they play a defining role [3]. But most importantly, they
are crucial in trials and criminal investigations.

1.1.1 Digital Forensics

According to the National Institute of Standards and Technology (NIST), digital forensics is “the
field of forensic science that is concerned with retrieving, storing and analysing electronic data
that can be used in criminal investigations” [4]. This includes data from various sources such as
computers, storage devices (hard drives and soft drives), mobile phones, and cloud storage [4].
The data/information that can potentially serve as a piece of evidence in a criminal case is called
digital evidence.

There are many cases that involve image media or video that serve as digital evidence; they can
make or break a case. That being said, the issue of admissibility of these media in court is also
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questionable owing to the free editing tools available that allow people to tamper with images
easily. This means that ‘seeing is no longer believing” and there is a need for image forensics
practices and tools to not only differentiate tampered images from real ones but also to validate
the images for admissibility in court [5].

1.1.2 Image Forensics

Image forensics is a research field that aims at validating the authenticity of images by
recovering information about their history [1]. This includes source camera identification and
forgery detection [1].

The image forensics techniques are categorized into:

e Active techniques which include watermarks and digital signatures computed by the
camera [3]. These techniques are fundamentally preventive and require prior information
about the image and the camera itself. In this approach, the watermarks or digital
signatures are checked for modifications [3]. The camera is used to grant authenticity of
the images and any change indicates a doctored image. This scenario is however
impractical, because in common forensics scenarios involving images, the camera is not
available for the investigators to analyze.

e Passive techniques do not require any prior information about the camera for forensic
analysis [3]. These techniques are responsive in their nature and determine the history of
the image using the image data only.

Among the active and passive techniques, the most common scenario in an on-going
investigation is called the passive blind forgery detection. In this case, the investigator does not
have any information about the image such as camera make/model or the post-processing
operations performed. The investigator just has the image to work with. In other words, the
investigator has to carry out a blind detection of image forgeries. Hence, the passive blind
forgery detection is a major highlight in the research done in image forensics. Holistically, image
forensics answers the following questions [5]:

e What was the source camera of the image?
e Was the image, by any means, forged or tampered with?
e Is the image entirely photo-realistic?

A photo-realistic image is graphic content that is created digitally. It is visually as real as an
actual photograph of a real scene [5]. This makes it hard for analysts to distinguish between real
and photo-realistic images.

1.2 Motivation

During the film-photography era, images subject to admissibility checks in court were required
to be presented with negatives of the images [6]. Tampering with a film-based image is harder
and any modifications done during the development process of the photo from its negative was
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detected relatively easily. A simple comparison with the negative would reveal forgeries. Digital
images, on the other hand, are very easily doctored with no original reference for comparison,
and thus questionable as digital evidence.

Several cases have highlighted the importance of having suitable criteria for deciding on the
admissibility of an image in a courtroom. The State vs. Swinton case from 2004 is one such
example [7]. Swinton was charged for murdering a 28 year old woman. The photographs of
abuse marks on the victim’s body were enhanced by the prosecution in order to make a match of
the marks to the suspect’s mould of teeth. The defendant, however, launched an appeal on the
ground that the image was enhanced using Photoshop which puts a question mark on its
admissibility in court. As a result, the court had to rule in favour of the defendant and disallow
the photos [7].

In the OJ Simpson murder trial, the Time magazine published a darkened image of him on the
cover. The magazine immediately faced backlash for having a racist agenda, and had to change
the cover to the original image. The editor of the photo defended himself by claiming that he did
not have any racist intentions but merely wanted to express the dramatic nature of the case [1].

Nowadays, there are many tools that can be useful for the forensic analysis of images. To ensure
reliability, these tools need to be evaluated using a standard. This research work is centred upon
developing the criteria of this standard. Once an image has been evaluated using a tool that
conforms to this standard, its result can be considered valid. It can be admissible in the court of
law or used for other purposes. In this regard a few questions are important:

e What core functionalities must a tool have to qualify as an image forensics tool?

e What criteria (e.g. performance and functionalities) should be used for tool comparison?
e How are tools tested?

e What models are followed to design frameworks for tool testing?

These questions originate from the requirement that results produced by tools need to be reliable,
consistent, and are admissible as digital evidence.

1.3 Problem Statement

The Computer Forensics Tool Testing (CFTT) Project by NIST is working on tool testing by
designing frameworks for each computer forensics discipline. These frameworks are based on
conformance and quality testing methods that are internationally accepted [8]. CFTT has
designed frameworks for a range of tools like Hard Drive Imaging Tools, Software Hard Drive
Write Protect, Hardware Hard Drive Write Protect, Deleted File Recovery, Forensic Media
Preparation, Forensic String Searching, and Mobile Forensics Data Extraction [8]. However, no
such framework has been designed for image forensics by CFTT or any other project or
organisation.



So the need of the hour is to achieve validation of tools for standardisation. A framework
following standard methodology of design needs to be developed and evaluated for image
forensics.

This research work adopts the standard CFTT methodology for developing a framework for
image forensics tools. The framework is capable of evaluating these tools with respect to features
and functionalities. Consequently it produces findings about the expected and unexpected results
for tools in a meaningful way [8]. The conformance methodology of testing adopted by CFTT
evaluates tools using test requirements, test assertions, and test cases. The same methodology
will be used in this research. The second part of this research tests four tools using the designed
framework and presents the results obtained through tool testing. This helps consumers make
better choices in tools. It also helps developers make needed improvements in their tools in
addition to setting a benchmark for tool validation, admissibility, and standardisation.

1.4 Research Objectives

e Develop an evaluation framework for image forensics tools based on the CFTT project
methodology of conformance testing. This step involves the development of test
requirements, test assertions, and test cases for image forensics tools. The main objective
of designing this framework is standardisation. This is done by creating a benchmark
against which tools are evaluated in order to qualify as valid image forensics tools.

e Test the evaluation framework using four image forensics tools. Distinguish between
image forensics tools and other tools that do not qualify because they do not have the
core functionalities required for an image forensics tool.

1.5 Scope

The criterion for choosing the tools for testing was easy availability. The shortlisted tools are
FotoForensics [9], Ghiro [10], Imago Forensics [11], and Exif Reader [12]. Ghiro is an open-
source tool while the other three are free tools. The scope of this research includes:

e Photographic image media of all formats (e.g. JPEG, PNG, and TIFF) and source
cameras such as Nikon, Canon, Android, and iPhone.

e This framework is limited to image forensics tools only. For the purpose of this research,
the four mentioned tools i.e. FotoForensics, Ghiro, Imago Forensics, and Exif Reader will
be evaluated.

e The testing environments are Windows and Linux. Any other environment a tool might
operate in can also be used with this framework.

e The images used for the test cases were taken from the following databases:
= The Dresden Image Database is a database that was created for image forensics and

consists of approximately 14,000 images from 73 different digital cameras belonging
to 25 different companies [13].



The Columbia Uncompressed Image Splicing Detection Database is a database of
363 authentic and spliced images, made to detect splicing in images [14].

The GitHub repository of images with Exchangeable Image File Format (EXIF) data
[15].

Images selected by the researcher from Google images.

A small collection of pictures taken by the researcher using Nikon D5300, Samsung
S4, and Samsung A20s cameras.



2. LITERATURE REVIEW

This chapter contains the following:

e Section 2.1 explains image metadata types.

e Section 2.2 explains the process of capturing images.
e Section 2.3 discusses forgery detection techniques.

e Section 2.4 discusses related works.

2.1 Image Metadata

Metadata is data about data. Image metadata includes technical and administrative information
about the image file. This metadata can be used in image forensics to aid in reconstructing the
history of an image to detect forgeries. It can be categorized into the following types:

e Exif Metadata
e International Press Telecommunications Council (IPTC)/eXtensible Metadata Platform
(XMP) Metadata

2.1.1 Exif Metadata
Exif metadata includes technical information about an image. This type of metadata is generated
by the source camera. It consists of camera settings. Exif metadata fields are listed below:

o File type is file format of an image.

e Filesize is size of an image in bytes/megabytes.

e Make is the manufacturing company of a camera.

e Model depicts the type of camera.

e Camera ID is a unique serial ID of the camera. This serial ID can be used to distinguish
between cameras of the same make and model.

e Resolution is the number of pixels in an image.

e Timestamp refers to the creation, modification, and last accessed date and time of an
image.

e SO refers to sensitivity of a camera to light. It can be adjusted depending on the light
setting in a scene. If the scene is dark, ISO can be adjusted to cater for the lack of light.

e Aperture of a camera is used to control the amount of light entering the camera through
its lens. The aperture is expressed in f-numbers. For example, /1.4 indicates more light is
entering through the lens as compared to aperture value of f/16.

e Shutter speed indicates the time window during which the shutter of a camera is open
while capturing the image.

¢ Orientation of an image indicates its horizontal or vertical orientation.

e Colour-space indicates whether the image is coded in RGB, YCbCr or any other
available colour spaces.



e Bit-depth indicates how many bits were used to store information in each colour channel
of the colour space. An image can be stored in 8, 12, 14 or 16 bit depth.

e Focal Length indicates the level of magnification of a camera lens while capturing an
image.

e Subject distance is the approximate distance of a subject from the camera.

e Flash setting contains information about the flash of a camera while capturing an image.

e GPS information indicates the location where an image was captured.

2.1.2 IPTC/XMP Metadata

The IPTC/XMP metadata includes administrative information about an image. The ownership
and copyright information can be added by the photographer. This type of metadata is useful in
stock photography. XMP metadata is the latest version of IPTC metadata. Most often they are
used interchangeably in applications. They contain the following fields:

e Tag/Description/Keyword/Comment fields can be added to indicate ownership or convey
a message.

e Copyright protection field can be added to indicate that the image can be used under a
particular licence obtained from the owner.

2.2 Digital Image Life Cycle

Source-camera identification and forgery detection are the fundamental questions of this domain.
Answers to these questions lie at the heart of the Digital Image Life Cycle (DILC). The DILC is
an amalgam of all the processes that an image goes through from the moment a camera lens
captures a scene to its storage on the memory. It consists of the following three phases:

e Image Acquisition
e Image Coding
e Image Editing

These three phases are what make an image [16] [5]. Figure 2.1 shows the process flow of the
DILC.
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Fig 2.1 — Digital Image Life Cycle

Each step from acquisition of the image to its storage in memory introduces artefacts, unique to
every camera, lens, the type of each process adopted for that instance, coding format, and editing
techniques. These artefacts are called fingerprints or signatures [16]. In other words the
acquisition, coding and editing phases create fingerprints that can later be used for forensic
analysis of the images [5]. These fingerprints if unchanged can reveal significant metadata about
an image. On the other hand, if they are changed they reveal traces that an image has been
tampered with. The following sections discuss these three phases in detail along with the
possible fingerprints each phase can introduce into an image.

2.2.1 Image Acquisition
The image acquisition phase encompasses the processes that range from the capture of light from
the real life scene to the in-camera functions performed on that captured scene [16] [5].

e Lens:
The camera lens is used to capture the scene in the form of light. This light is focused
onto the sensor. A lens introduces aberration fingerprints in the final image, such as
chromatic aberration. Every camera make and model has different types of lenses which
make the resulting aberrations different in each case. This can serve as a fingerprint in the
forensic analysis process.

e Optical Fibre
The light captured by the lens passes through an optical fibre.



e Colour Filter Array
The light then passes through a Colour Filter Array (CFA) which captures the colour
information of the scene. There are different CFAs present and distinguishing them in
different cameras can be potential key information.

e Sensor
The colour information from the CFA falls on the Charge Coupled Device (CCD) or
Complementary Metal Oxide Semiconductor (CMOS) sensors which translate
information into pixel data. Sensors are susceptible to damage, either during the
manufacturing process or during use. Even minor flaws in the sensor are translated into
an image in the form of noise called Photo Response Non-Uniformity (PRNU). Since
every sensor has unique PRNU, this fingerprint is useful in the forensics process.

e CFA Interpolation
The process of demosaicing the image data obtained from the sensor in order to turn it
into a digital image is called CFA interpolation [16] [5]. The demosaicing artefacts can
be used to detect forged regions.

e Image Processing
The last stage in the acquisition phase comprises all the operations that a camera may
perform on the obtained image before it is stored on the memory. This can include
enhancements and sharpening processes.

2.2.2 Image Coding

The image coding stage, by means of compression, stores the image digitally [16] [5].
Compression can be lossy or lossless. Lossless compression retains all the image data and stores
it as it is. On the other hand, if memory on the storage device is limited, lossy compression is
employed which discards redundant image data to save storage space. This type of compression
is essentially a trade-off between image quality and image size.

An image can be binary, gray-scale, coloured or multispectral and depending on how the image
coding is performed it is categorized into a range of image formats that we have today, some of
which are listed below [17] [18]:

e Joint Photographic Experts Group (JPEG)
e BitMaP (BMP)

e Tagged Image File Format (TIFF)

e Portable Network Graphics (PNG)

e PhotoShop Document (PSD)

e Graphics Interchange Format (GIF)

e RAW

e Web Picture format (WebP)

e PiXar file (PXR)



These image formats introduce different fingerprints because their coding methods vary from
one format to the next. A JPEG image, for example, is formed using quantization tables and
Discrete Cosine Transform (DCT). The fingerprints added by these processes can later be used to
identify the JPEG image and any traces of tampering.

2.2.3 Image Editing
Image editing techniques are categorized into:

e Copy-move forgery where a part of an image is copied and pasted to another part of the
same image [19]. This introduces duplication in the forged image. Figure 2.2 shows an
example of this type of forgery.

Fig 2.2 — Copy-move Forgery

e Image Splicing where a part of an image is cut and pasted onto another image. These
images are called composite images because they are a product of more than one image.
Image splicing has been widely exploited for creating misleading images for unlawful
purposes. Figure 2.3 shows an example of this type of forgery.

Fig 2.3 — Image Splicing
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e Re-touching is all the post-processing done on the image [20]. This may include a wide
array of modifications such as listed below [20]:
= Contrast adjustment
= Colour enhancement
= Colour modification

= Rotation
= Zoom

= Scaling

= Cropping
= Filtering

Figure 2.4 shows an example of image re-touching.

Fig 2.4 — Re-touching

2.3 Forgery Detection Techniques

The Digital Image Forensics Tools (DIFT) use fingerprints (to reveal the manipulation history),
examine metadata (if available), and other functionalities. Different fingerprints are used by
different forgery detection techniques. These techniques vary depending on variables like forgery
methods used to tamper with an image. They can be classified into the following categories [19]:

e Pixel-based techniques

e Format-based techniques

e Camera-based techniques

e Physics-based techniques

e Geometric-based techniques

2.3.1 Pixel-based Techniques

Common forgeries performed in image forensics are pixel-level forgeries such as copy-move,
splicing and re-touching. Pixel-based techniques are used to detect these forgeries [19]. These
techniques use statistical fingerprints or other correlation artefacts introduced in an image due to
forgery [19]. Both spatial and transform domains are used by these techniques for detection [19].
Given the fact that copy-move forgery, splicing and retouching are the most common methods of
forgery, pixel-based techniques of detection are one of the most common detection techniques.
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In theory there are several tools that explore the possibility of employing fingerprints for forensic
analysis using pixel-based techniques. These tools however perform singular tasks like detecting
duplicate images [21], and copy-move forgery detection [22].

[21] proposes and tests a tool Magec, an image searching tool that searches for duplicates of an
image specified by the user. A duplicate of an image is a copy-pasted version of it. Magec
returns the duplicates of an image even if the names and other attributes have been modified. It
detects identical images using the original image modification attribute as a signature [21]. It
also detects hidden images. According to the authors, it is more efficient at detecting image
duplicity than other tools. A drawback in this research work is that it performs only one task.

In copy-move forgery detection, correlation artefacts in the image are used. An image tampered
using copy-move forgery contains portions of the same image at different locations. To detect
such forgery, block-based or keypoint-based approaches are used [19]. In block-based
approaches, an image is divided into blocks. These blocks are matched using a matching
algorithm to detect similar blocks [19]. This technique is fairly computational. In keypoint-based
approaches, the key points in an image are used to create feature vectors [19]. Different feature
vectors are matched to detect similar ones.

An example of use of these copy-move forgery detection techniques is proposed in [22]. This
paper proposes NO-SHAM, a tool that detects any images that have been tampered with using
copy-move forgery. Usually detection of copy-move forgery is done using either block-based
approaches or keypoint-based approaches. The proposed tool uses a hybrid approach where it
uses both the techniques based on relativity [22]. This saves computation time and achieves
better accuracy. This tool performs one function; it cannot detect other types of forgeries e.g.
splicing and retouching modifications in an image. Other functions may include metadata
analysis or calculating hash digests of the image.

[25] is another research paper that proposes a technique to detect copy-move forgery. They adopt
a DCT based feature extraction technique to achieve detection with block sizes of up to 64x64
[25]. The blocks are first DCT transformed, followed by feature extraction. The features are then
subjected to a detection algorithm.

[26] proposes a tamper detection technique. It uses a noise histogram to act as a feature to detect
any tampering done with the image without any prior knowledge of the image [26]. The
difference of noise in the original and tampered parts of the image is leveraged to detect
manipulated areas. This technique gives a performance accuracy of 91.31% on average [26].

[28] proposes a classifier for detection of image splicing. This classifier works on the concept
that each image has different colour information. This colour information is a combined result of
the hardware of the camera and the software settings. When a part of one image is pasted onto a
second image it will introduce a difference in the colour information which the authors attempt
to detect by training a classifier.
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Another example of pixel-based forgery detection is via histogram analysis. [25] proposes a
forgery detection algorithm which detects contrast enhancement in images using histogram
analysis. A visual example of this is shown in Figure 2.5. This figure shows an image with
contrast enhancement re-touching. The image contrast is enhanced to 100%. The difference
between the two images is still very minimal. The visual difference may not be obvious to the
naked eye if the enhancement is done at a lower percentage.

Fig 2.5 — Original Image vs. Contrast-enhanced Image

However, if the histograms of both the images are analysed and compared against each other as
shown in Figure 2.6, it gives a clear indication that the image was modified.

Histogram - Histogram

Channel:  Luminasity Channel:  Luminosity

Fig 2.6 — Histogram of Original Image vs. Modified Image

2.3.2 Format-based Techniques

Usually if an image is compressed after forgery using any format of image coding, it becomes
more difficult to detect the forgery. This is due to the loss of information during image
compression. However, some format-based forgery detection techniques employ these formats to
aid the detection.

There are several image formats that are used for image coding. However, format-based
techniques use JPEG to perform forgery detection. This is mainly because this format is the most
common.

An example of forgery detection using image coding fingerprints is Error Level Analysis
(ELA). ELA is a tamper detection technique that has evolved to be the most used technique for
tamper detection in tools today owing to its simplicity and efficient execution. This technique
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uses the differences in compression levels in a compressed image format to determine the
presence of any abnormal inconsistencies. Usually the forged regions in the image have different
compression levels as compared to the rest of the image.

Figure 2.7 shows an example of ELA performed using a DIFT, on a picture that was slightly
modified using image splicing (left side of the image). Here, ELA gives a visual representation
of the forged area in this image. Usually, the manipulations are obvious around the edges of
spliced objects in the image under analysis. ELA gives an image forensics analyst a means of
observing the variations in an image and to detect exactly where tampering was done. This
means that ELA mostly relies on the observation skills of the analyst.

One limitation of ELA occurs when a JPEG has been resaved more than several times (which
means that the JPEG% of the image is relatively low). It loses a large amount of image data
because of compression, and that leaves little room for ELA to work.

Fig 2.7 — Error Level Analysis using FotoForensics

[27] proposes a JPEG file carving tool that automates the process of recovery of fragmented
JPEG images. The results show better performance in recovery and speed as compared to other
tools such as APF [27].
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2.3.3 Camera-based Techniques

The DILC describes the process of capturing an image and storing it in the memory using a
camera. This involves the lens, sensor, and CFA along with other elements. The techniques that
use source camera fingerprints to detect forgeries are called camera-based techniques. These
techniques involve using fingerprints such as lens aberrations, sensor noise, and CFA
interpolation [19].

[18] discusses a forgery detection technique which uses lateral chromatic aberration as a
fingerprint. An image with forged regions has inconsistencies in lateral chromatic aberration
across those regions. This can be used to indicate the regions that were tampered.

[24] performs experiments to evaluate a source camera identification technique. This technique
uses noise introduced in images by the sensor. The results indicate that in some cases the
technique withstands image-processing, while in other cases it does not [24].

2.3.4 Physics-based Techniques

Physics-based techniques in forgery detection involve light settings of images. If an image has
been forged using multiple images, the parts from different images will have different light
settings because the environment of each constituent image is different. The cameras may have
different light settings while capturing these constituent images. However, physics-based
techniques are not common as compared to pixel-based and format-based techniques.

[30] proposes a physics-based technique that analyzes the light components of objects in an
image and determines inconsistencies throughout the image. The technique is tested for different
sample images. It is concluded that the algorithm works efficiently in scenes where there is one
light source (like outdoor scenes) as compared to indoor scenes where there are multiple sources
of light.

2.3.5 Geometric-based Techniques

When a camera captures an image it projects a principal point at the centre of the image [19].
When images are forged, these principal points are dislocated. This means that the actual
perspective of the image is off. Geometric-based techniques in forgery detection use principles in
projective geometry to analyse the perspectives of an image and detect forgery [19].

[31] proposes a geometric-based technique and for image splicing detection. Firstly, the spliced
boundary is manually guessed which is used to determine the geometry invariants. These
geometry invariants are used to compute Camera Response Function (CRF) [31]. Cross-fitting
techniques are then used to determine errors which are fed to a Support Vector Machine (SVM)
classifier to determine if the image was spliced or authentic [31].

Table 2.1 presents a comparative analysis of the tools and algorithms discussed.
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Tool/Algorithm Technique DILC Stage Advantage Limitation
Magec [21] Pixel-based Image editing | ¢  Detects duplicate images The tool detects copy-
technique using image modification move forgery only.
signature as an attribute.
e  Takes less time as compared
to others tools.
NO-SHAM [22] Pixel-based Image editing | ¢  Uses hybrid approach to The tool detects copy-
technique detect copy-move forgery. move forgery only.

e Applicable to smooth and

non-smooth images.
[25] Pixel-based Image editing | ¢  Uses DCT and feature e  The tool performs
technique extraction to detect copy- single task.
move forgery. e Limited block

e Robust against JPEG size.

compression.
[26] Pixel-based Image editing | ¢  Uses noise histogram to The tool performs
technique detect tampered regions. single task.

e  Performance accuracy of

91.31%.

[28] Pixel-based Image editing | ¢  Classifier based on colour e  Classifier trained

technique representation to detect with Macbeth
image splicing. colour chart only.
¢ Robust to JPEG compression. | e  The tool performs
single task.
JPEG file carving | Format-based Image coding | e  Automates recovery of Limited to JPEG files.
tool [27] technique fragmented JPEG files.

e More efficient than APF tool.

ELA Format-based | Image coding | ¢  Detects tampered regions in e Results depend on
technique an image. observation of

e Easy to implement. analyst.

e Less computation. e  Less effective for
images
compressed
multiple times.

[18] Camera-based Image o Detects forgery using lateral | e  This technique is
technique acquisition chromatic aberration. ineffective for
smooth regions in
an image.
M-FAT [24] Camera-based Image e Uses sensor noise for source | ¢  Not robust to post-
technique acquisition camera identification. processing.
[30] Physics-based | Image editing | e  Detects inconsistencies in e Works efficiently
technique light components of an only for images
image. with few light
Sources.
[31] Geometric- Image editing | ¢  Detects image-splicing e This technique is

based technique

forgery using geometry
invariants and CRF.

87% accuracy on a dataset of
363 images.

semi-automatic.
Detects image
splicing only.

Table 2.1 — Comparative Study of DIFT and Algorithms in Literature
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2.4 Metadata Analysis in Image Forensics

In addition to forgery detection techniques which are a significant part of DIFT, metadata
analysis is also important. Metadata can be used to connect the dots in forensic analysis process
because it reveals details about the source camera and the settings when an image is captured.

An example of how metadata can be used to aid the image forensics process is explained.
Usually the software and tools used to perform image editing leave traces of their use in the
metadata of the image. For example, the image retouched in Figure 2.8 was edited using
Photoshop CC. The use of Photoshop introduced metadata fields in the image that can easily be
detected and analysed using image forensics tools. This metadata reveals the modification and

creation timestamps of the image along with other details.

XMP
XMP Toolkit
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Creator Tool
Metadata Date
Lens Info

Lens

Imaoe Numhar
Date Created
LOION MOGY

ICC Profée Name
Document 1D
Instance ID

Orngmnal Document 1D
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Hectory Inctanca 1IN

History When

HESIOfy Soltware Agent
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wyn B SARGe f1e_h2ah 5242 aBad.c173bfad84
2019.07.26 18:25.58+05.00

AGODE Photoshop UL 2014 (Windows)

Fig 2.8 — Forgery Detection via FotoForensics
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[23] proposes a tool which provides:

e Automated metadata analysis
e Forensic analysis of the Windows 7 Recycle bin

For metadata analysis, it uses Exiftool which is a Windows command line tool that performs
metadata analysis and manipulation. The key functionality provided is to take the metadata
obtained from the Exiftool and automatically compile all the results in one report. It also
performs GPS localisation using Google Earth. In other words, if an image was captured with a
camera that had GPS enabled, it will locate the place where the image was taken using Google
Earth. The second part of this tool performs forensic analysis of deleted files using the Windows
7 Recycle bin. It recovers artefacts left by these files that are not permanently deleted by the user
but only sent to the Recycle Bin [23].

This tool relies on Exiftool and Google Earth so any drawbacks or inaccuracies in these tools
will reflect in the results produced for forensic analysis. Also, Exiftool is not, in the strict sense,
an image forensics tool. It extracts and manipulates image metadata but there are other core
requirements for an image forensics tool e.g. forgery detection that it does not have. Nonetheless,
Exiftool is a valuable tool that has been used frequently for image metadata analysis,
manipulation, and deletion. Many existing tools use it in the backend for EXIF metadata
analysis.

[29] aims at automating the extraction of thumbnails of deleted images. These thumbnails are
produced by different image viewers as opposed to the OS and thumbnail recovery from the
Recycle bin.

2.5 Related Works

This section reviews the methodologies used for tool evaluation and framework design in other
digital forensics disciplines with reference to the CFTT project. Test specifications, test
assertions and test cases are main components of these frameworks. This kind of benchmark
provides stakeholders such as consumers with relevant information to make intelligent choices
regarding their tools. It also provides developers with criteria to assess their tools and figure out
possible improvements for maximum optimality.

2.5.1 CFTT-based Evaluation Frameworks that use Conformance Methodology

2.5.1.1 Testing Framework for Mobile Device Forensics Tools

[32] is an extension to the evaluation framework developed by the CFTT for mobile device
forensics tools. The authors have proposed, based on the conformance testing methodology,
additional test assertions, and test cases that cover more profiles in the domain of mobile device
forensics. They contribute 16 assertions in 5 profiles to the evaluation framework. This includes
one interesting profile of anti-forensics techniques for smart-phones. They also test out tools
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such as XRY, Cellebrite’s UFED and Paraben’s Device Seizure [32] [33]. The tests performed to
evaluate these tools include the ones designed by CFTT and the ones added by the authors. The
results showed XRY to be the most comprehensive tool.

This research makes one significant contribution about the term support and how it can be
evaluated and quantified. The first part is to define what it means when a vendor claims that a
tool supports certain functionalities, features or mobiles [32]. This includes defining a criteria or
standard to validate the support claimed by vendors. The authors introduce a grading equation
that can be employed to quantify the results obtained from the evaluation framework. The
grading equation weighs the optional assertions to be half of the core assertions. This grade-
based system for evaluation of tools is a first in the test assertion/test case methodology of
evaluation. No such grading-based system has been employed by the CFTT project for
conformance testing frameworks.

2.5.1.2 A Brief Survey of Memory Analysis Tools

This research work is also based on the CFTT project. It designs an evaluation framework for
Windows memory forensics tools.

There are two parts; the first part is a survey of several memory forensics tools. They are
generally discussed in light of different profiles such as registry data, drivers, running processes,
Dynamic Link Libraries (DLL), event logs, web activity, and malware analysis [34].

The second part develops a framework that uses the conformance methodology for testing to
develop the test specifications/requirements, and consequently develop the test assertions and
test cases [34] [35]. The main contribution is the framework design. Additionally, they provide
traceability matrices that relate the test requirements to the test assertions.

2.5.2 CFTT-based Evaluation Frameworks that use Quantitative Methodology

2.5.2.1 Evaluating and Comparing Tools for Mobile Device Forensics using Quantitative
Analysis

This research work [36] [37] presents the evaluation of mobile device forensics tools. However,
they use a quantitative analysis methodology to provide a mathematical basis for evaluation.

This work uses the CFTT, NIST tool specifications and test cases for mobile forensics tools to
evaluate the XRY 5.0 and UFED Physical Pro tools. They obtain results from the CFTT
framework [36] [37] [38]. These results are quantified using a rating metric that uses Confidence
Interval (Cl) [36]. The mathematical evaluation includes determining error rates of the tools
called the Margin of Error (MoE). The MoE results are subjected to hypothesis testing and the
tools are rated.

Table 2.2 presents a comparative analysis of the related works.
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Testing Framework for
Mobile Device Forensics
Tools [32] [33]

A Brief Survey of Memory
Analysis Tools [34] [35]

Evaluating and Comparing
Tools for Mobile Device
Forensics Using
Quantitative Analysis [36]
[37] [38]

Forensics Mobile Forensics Windows Memory Forensics Mobile Forensics
Discipline
Methodology Conformance Methodology Conformance Methodology Quantitative Methodology

Tools Tested

e UFEDV1.1.05
e XRYv6.3.1
e PARABEN v4.0

Volatility Framework
Redline

Rekall Framework

FTK Imager

Memdump Extractor
Internet Evidence Finder

e UFEDV1.1.38
e XRY V50

Contributions

o Development of 16 new

assertions in 5 profiles
on top of existing
framework of CFTT for
smart phones.

e Evaluation of the given

tools.

e Defining the term

“support” with respect to
tools using a grading
equation to quantify
results.

o Development of
specifications for memory
forensics tools.

o Development of test
assertions and test cases.

e  Use of traceability
matrices

e  Testing each test case
using the given tools.

e  Test results in the form of
screenshots.

e Evaluate tools using
CFTT framework for
smart phones.

o Development of rating
metric that uses CI.

e  Determination of error
rates using MoE.

e Hypothesis testing to rate
tools.

Table 2.2 — Comparative Study of Related Works

With the rapid pace of research in other sub-disciplines there is a growing interest in image
forensics techniques and tools. There are new techniques being explored like ELA and some
other pixel-based, format-based, source camera-based, and geometric-based techniques [19].
However, the need for an image forensics evaluation framework is urgent.
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3. METHODOLOGY

The design of evaluation framework uses the conformance methodology of software testing. This
methodology is based on design science [39]. Design science is a scientific problem solving
method used specially in Information Systems (IS) [37]. Artefacts related to information systems
are designed and scrutinised to solve practical problems [37]. In this research, the problem of
tool evaluation is solved using conformance testing.

The conformance testing method is adopted by the NIST project for tool testing called CFTT.
The International Organization for Standardization (ISO)/International Electrotechnical
Commission (IEC) Draft International Standard (DIS) 10641 defines conformance testing as
“test to evaluate the adherence or non-adherence of a candidate implementation to a standard”
[40]. The understanding here is that if an implementation (e.g. software tools) fulfils certain
requirements or specifications then it conforms to certain assertions that grants the tool a
conformance indicator to validate its compliance with the acceptable standard. The tool
undergoes a number of test cases in order to prove its compliance with these requirements and
test assertions.

The methodology used to design the framework is based on conformance testing adopted by
CFTT. Therefore, it will follow their steps and nomenclature of test requirements, test assertions,
and test cases. The step-wise method used for conformance testing is:

e Highlight all the requirements of the tools of a certain domain.
e Frame out the assertions based on the requirements.
e Develop all the test cases necessary for the conformance of each test assertion.

Conformance testing consists of the following steps.

e Test Requirement/Specification:
Test specifications are a set of requirements that a tool should have in order to qualify as
a standard tool in the said domain. These requirements are developed by:
(a) Research in the domain.
(b) Vendor insights and knowledge.
(c) Feedback from the consumers of the tools.

e Test Assertion:
A test assertion is a verifiable statement about a single condition after an action is
performed by the tool under test [41].

e Test Case:
A test case usually checks an assertion after the action of a single execution of the tool
under test [41]. The test cases are divided into core and optional test cases. Core test
cases are carried out for every tool that is tested for that domain. Optional test cases are
selected for every tool based on their offered features.
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e Conformance Indicator:
The conformance statement is declared given the tool under evaluation complies with the
test assertion that is being tested.

The process of the research methodology is given in Figure 3.1.

[ Conduct Literature Review ]

\ 4

[ Define Tool Requirements }

[ Develop Test Assertions }

v

[ Develop Test Cases }

A 4

[ Develop Testing Framework }

Evaluate Image Forensics
Tools

Fig 3.1 — Process of Research Methodology
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Table 3.1 explains the research methodology.

Steps in detail

Literature Review:

e Research state-of-the-art in image forensics.
e Research evaluation frameworks already developed
for other disciplines in digital forensics.

Tool Requirements/Specifications:

Develop a list of requirements (which are the
features/functionalities that must be provided by the
subject software/tool). The development of these
requirements is based on:

e current standards used by vendors

e state-of-the-art research

o feedback from the users

Test Assertions:

o The general statements or conditions that are marked
‘check’ after a test validates its presence and correct
functionality in a software/tool.

e The test assertions are derived from the requirements
developed in the previous step.

Test Cases:

e The descriptive procedure of executing a test to
confirm/validate a particular functionality (assertion)
IS known as a test case.

e A test assertion can have one or more test cases in
order for it to be ‘checked’ on the testing framework.

Testing Framework:

e Atable that lists down test cases against assertions.

e Itisutilized to log the functionalities of every tool so
that overall picture of its results can be inferred from
the framework for the purpose of evaluating the tool.

e The framework is also able to compare different tools
against each other for every assertion.

Tools Evaluation:

Test the following tools using the developed framework:
e FotoForensics
e Ghiro
e Imago Forensics
e EXif Reader

Table 3.1 — Details of Methodology for Proposed Framework
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4. DEVELOPMENT OF PROPOSED FRAMEWORK

This chapter contains the following:

e Section 4.1 provides the profiles of image forensics tools.
e Section 4.2 defines the test requirements/specifications of the proposed framework.
e Section 4.3 defines the test assertions and test cases of the proposed framework.

4.1 Profiles
The requirements, test assertions, and test cases laid down in this chapter encompass the
evaluation framework for image forensics tools. They are divided into different profiles.

4.1.1 Included Profiles
Listed below are profiles included in the framework for the sake of organised distinction.

e Multipurpose Internet Mail Extensions (MIME) Information
Every data object, or to be more specific, every media type is identified by a reader of
that data object using a magic number embedded inside the object. This defines the type
of media in the file. It can be an image, a video, or a text file. The MIME information is
necessary for a tool to be able to identify, read, and categorise image files.

e Image File Type Support
Every tool does not support all image formats, so a tool needs to specify to the user if it
does not support an image format.

e Upload Images to Tool
This profile falls under the usability aspect of a tool. In some cases a forensic analyst
needs to be able to upload multiple images simultaneously. In some cases the image is
online and another useful feature is uploading the image onto the tool directly using its
internet URL.

e Metadata
The metadata of the image refers to meaningful information about an image such as the
size, file type, image resolution, and camera settings.

e GPS Localisation
Some advanced cameras have GPS localisation feature, where if the camera has GPS
tagging enabled while taking the image, the location can be traced later using the tools.
The longitudes and latitudes of the point where the image was taken can be obtained.
Some advanced tools provide an option to show that location on a map for better
visualisation.

e Tamper Detection
As discussed earlier, there are three main categories of tampering namely copy-move
forgeries, splicing and re-touching. Most tools use ELA to do tamper detection. There are
techniques in research that detect copy-move forgery and image splicing. However, most
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practical tools have only been able to implement ELA for tamper detection in general.
The detection of type of tampering done is yet to be incorporated in practical tools.

Hash Digest:

The hash digests of images are useful for multiple purposes. If an analyst has the digest
only, it can be used to search for the corresponding image. If the analyst has the original
image and the forged copy, then the analyst can generate hash digests of each image and
compare them to indicate which image has been tampered.

Thumbnail

The thumbnail of an image is a small preview of the image.

Highlight Critical Data

The information about an image (e.g. metadata, maker notes) can be a lot. It is useful for
the analyst to have the critical information about the image highlighted.

JPEG %

JPEG % represents the saved quality of the image after JPEG compression. While this is
particular to only JPEG and its variants, it is very useful because it determines how easy
it is for a tool to forensically analyse an image. A low quality image (say a 10% JPEG)
will be harder to analyse compared to a high quality image (say a 90% JPEG) because the
latter has lost significant amount of image data.

Hidden Pixels

Images sometimes contain hidden pixels which are not displayed by applications and are
dealt with differently by each tool. Thus they can be a potential source of artefacts for an
analyst.

Reporting

Good usability of a tool also suggests the automatic generation of a report on the images.
Multiple Image Analysis

A tool that is able to analyse a set of images and display results simultaneously is
convenient with respect to time, analysis and comparison of the results.

Annotations

Being able to add notes and annotations to an image is an optional feature that can come
in handy in investigation.

Colour Adjustments

Some images require colour adjustments before their finer details can be made visible for
analysis.

Similar Images

The search for images similar to the one under observation or variants of it is useful
because the potential source of the image can reveal helpful information.

By-case Distinction

Another usability feature is the ability to incorporate the different ongoing cases into a
tool. This helps to keep the images organised in their distinctive cases.
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Multiple Users and Multi-level Access System

Usually in a case there are multiple people working under the head investigator. A
usability feature is a multi-level access system that allows the head to relinquish limited
access to different users. This also allows convenient collaboration.

4.1.2 Eradicated Profiles

The profiles mentioned below are discarded. The details and justifications are given below.

Usability

Since the overall usability/ease of use, is an important part of the efficiency and
practicality of a tool, this is a potential profile. However, it is not something that can be
easily measured or quantified.

Size Inconsistencies

One of the techniques of information hiding makes use of the End of Image (EOI)
marker. It marks the end of an image and any data entered after EOI is ignored by the
image applications. Adding data after EOI increases the size of the image file. A simple
comparison would reveal the hidden information. Given the fact that this technique
belongs to the information hiding discipline and has not been incorporated in any of the
tools, it is eradicated for now.

Copyright Information

Embedded copyright information also belongs to information hiding. None of the current
tools provide the functionality for detection of copyright information.

4.2 Requirements/Specifications for Digital Image Forensics Tools

The following requirements have been narrowed down for the evaluation framework after the
literature review. They are divided into the core and optional requirements. The standard CFTT
nomenclature is followed. The following terminology is used:

DIFT — Digital Image Forensics Tool
CR — Core Requirement

OR — Optional Requirement

CA — Core Assertion

AO — Optional Assertion

For example, DIFT-CR-01 refers to the first core requirement for the digital image forensics tool.

4.2.1 Core Requirements/Specifications
The core requirements are mandatory for a tool and are listed below under their respective
profiles.
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4.2.1.1 MIME Information

DIFT-CR-01: The tool shall have the ability to determine the media type from the MIME
information.

4.2.1.2 Image File Type Support

DIFT-CR-02: The tool shall have the ability to determine if the image file type is supported
by the tool.

DIFT-CR-03: The tool shall have the ability to determine and report if the image file type is
not supported by the tool.

4.2.1.3 Upload Images to Tool

DIFT-CR-04: The tool shall have the ability to directly upload the image to the tool from the
compulter.

4.2.1.4 Metadata

DIFT-CR-05: The tool shall have the ability to determine the filename of the image.
DIFT-CR-06: The tool shall have the ability to determine the size of the image.
DIFT-CR-07: The tool shall have the ability to determine the dimensions of the image.

DIFT-CR-08: The tool shall have the ability to determine the time the image was
taken/created i.e. creation date and time.

DIFT-CR-09: The tool shall have the ability to determine the last time the image was
modified.

DIFT-CR-10: The tool shall have the ability to determine the last time the image was
accessed.

DIFT-CR-11: The tool shall have the ability to determine the camera make (manufacturing
company) of the source camera of the image.

DIFT-CR-12: The tool shall have the ability to determine the camera model of the source
camera of the image.

DIFT-CR-13: The tool shall have the ability to determine and report if no metadata exists
for an image i.e. it has been stripped off metadata intentionally.
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4.2.1.5 GPS Localisation

DIFT-CR-14: The tool shall have the ability to determine if the camera model supports GPS
localisation of the images.

DIFT-CR-15: The tool shall have the ability to determine the GPS coordinates of the image
(i.e. longitude and latitude).

4.2.1.6 Tamper Detection

DIFT-CR-16: The tool shall have the ability to do Error Level Analysis (ELA) of the image.
4.2.1.7 Hashes

DIFT-CR-17: The tool shall have the ability to generate a hash digest of the image.
DIFT-CR-18: The tool shall have the ability to search images through hash digests.

4.2.2 Optional Requirements/Specifications
The optional requirements are non-mandatory for the tool. They are listed below under their
respective profiles.

4.2.2.1 Upload Images to Tool

DIFT-OR-01: The tool shall have the ability to access the image through the URL of the
image online.

DIFT-OR-02: The tool shall have the ability to upload multiple images onto the tool
simultaneously.

4.2.2.2 Metadata

DIFT-OR-03: The tool shall have the ability to determine the unique ID (serial number) of
the source camera of the image.

DIFT-OR-04: The tool shall have the ability to determine the orientation of the image (i.e.
landscape or portrait).

DIFT-OR-05: The tool shall have the ability to determine any tags/description/comments
associated with the image.

DIFT-OR-06: The tool shall have the ability to determine the bit-depth of the image.
DIFT-OR-07: The tool shall have the ability to determine the colour-space of the image.
DIFT-OR-08: The tool shall have the ability to extract different types of metadata from the

image (in case it exists).
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DIFT-OR-09: The tool shall have the ability to determine the ISO of the image

DIFT-OR-10: The tool shall have the ability to determine the focal length of the source
camera of the image.

DIFT-OR-11: The tool shall have the ability to determine the shutter speed of the image.
DIFT-OR-12: The tool shall have the ability to determine the subject distance in the image.
DIFT-OR-13: The tool shall have the ability to determine the flash setting in the image.
DIFT-OR-14: The tool shall have the ability to determine the aperture value of the image.
4.2.2.3 Thumbnail

DIFT-OR-15: The tool shall have the ability to determine if the thumbnail of the image is
available.

DIFT-OR-16: The tool shall have the ability to determine any difference between the
thumbnail and the actual image.

4.2.2.4 Tamper Detection

DIFT-OR-17: The tool shall have the ability to determine the type of tampering done with
the image.

4.2.2.5 Highlight Critical Data
DIFT-OR-18: The tool shall have the ability to highlight critical metadata of the image.
4.2.2.6 JPEG %

DIFT-OR-19: The tool shall have the ability to determine the JPEG quality (i.e. JPEG %) of
the image.

4.2.2.7 Hidden Pixels

DIFT-OR-20: The tool shall have the ability to determine any hidden pixels in the image.
4.2.2.8 Reporting

DIFT-OR-21: The tool shall have the ability to generate an automated report.
DIFT-OR-22: The tool shall have the ability to share reports with other users online.
4.2.2.9 Multiple Image Analysis

DIFT-OR-23: The tool shall have the ability to deal with multiple images simultaneously.
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4.2.2.10 Annotations

DIFT-OR-24: The tool shall have the ability to add annotations to the image.

4.2.2.11 Colour Adjustments

DIFT-OR-25: The tool shall have the ability to make colour adjustments to the image.
4.2.2.12 Similar Images

DIFT-OR-26: The tool shall have the ability to find any image related to the image under
analysis. This includes any identical image, variant image, or related image.

4.2.2.13 By-case Distinction

DIFT-OR-27: The tool shall have the ability to create multiple/separate cases in the tool
interface (associated with multiple/separate ongoing investigations).

4.2.2.14 Multiple Users
DIFT-OR-28: The tool shall have the ability to allow multiple user accounts.
4.2.2.15 Multi-level Access System

DIFT-OR-29: The tool shall have the ability to allow a user to relinquish controlled access
of a case to other users i.e. it should have a multi-level access system with respect to other
users.

4.2.2.16 GPS Localisation

DIFT-OR-30: The tool shall have the ability to localise the image on a map.

4.3 Digital Image Forensics Tool Assertions and Test plan Version 1.0
The test assertions and respective test cases are laid down below. They map to the core and
optional specifications provided in section 4.2.1 and 4.2.2 respectively.

4.3.1 Core Assertions and Test Cases
4.3.1.1 MIME Information

DIFT-CA-01: If the digital image forensics tool is capable of reading the media type as
image from the MIME information, then the tool shall read/load the image.

Test Action DIFT-01: Attempt to read/load the image using the tool.

Conformance Indicator: The digital image forensics tool successfully read/loaded the
image.
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4.3.1.2 Image File Type Support

DIFT-CA-02: If the digital image forensics tool provides support for forensic analysis of
the read image file type, it shall report that the file type is supported.

Test Action DIFT-02: Attempt to read/load the particular file type in the tool.

Conformance Indicator: The digital image forensics tool supports the file type of the
image.

DIFT-CA-03: If the digital image forensics tool does not provide support for forensic
analysis of the read image file type, it shall report that the file type is not supported.

Test Action DIFT-03: Attempt to read/load the particular file type in the tool.

Conformance Indicator: The digital image forensics tool does not support the file type of
the image.

4.3.1.3 Upload Images to Tool

DIFT-CA-04: If the digital image forensics tool is capable of reading a digital image, it
shall upload the image from the computer onto the tool directly.

Test Action DIFT-04: Attempt to load image from the computer.

Conformance Indicator: The digital image forensics tool uploaded image from computer.

4.3.1.4 Metadata

DIFT-CA-05: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the filename of the image and report it in a
user-friendly manner.

Test Action DIFT-05: Attempt to read the filename of the image loaded into tool.

Test Action DIFT-06: Compare the actual name of the image on the computer with the
one read by the tool.

Conformance Indicator: The digital image forensics tool read the filename of the image.

DIFT-CA-06: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the size of the image and report it in a user-
friendly manner.

Test Action DIFT-07: Attempt to determine size of the image loaded into tool.

Test Action DIFT-08: Compare the actual size of image on the computer with the one
read by the tool.
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Conformance Indicator: The digital image forensics tool determined the size of the
image.

DIFT-CA-07: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the dimensions of the image and report it in a
user-friendly manner.

Test Action DIFT-09: Attempt to determine dimensions of the image loaded into tool.

Test Action DIFT-10: Compare the actual dimensions of image on the computer with the
one read by the tool.

Conformance Indicator: The digital image forensics tool determined the dimensions of
the image.

DIFT-CA-08: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the timestamp of the image i.e. the creation
date and time, and report it in a user-friendly manner.

Test Action DIFT-11: Attempt to determine the creation date and time of image using the
tool.

Test Action DIFT-12: Compare the date and time determined using the tool with the
actual timestamp of the image.

Conformance Indicator: The digital image forensics tool determined the creation date and
time of the image.

DIFT-CA-09: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the date and time of modification and report
it in a user-friendly manner.

Test Action DIFT-13: Attempt to modify an image and note the date and time.

Test Action DIFT-14: Attempt to determine the modified date and time using the tool.

Test Action DIFT-15: Compare the determined modified timestamp with the actual
modified time and date.

Conformance Indicator: The digital image forensics tool determined the modified
timestamp of the image.

DIFT-CA-10: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the date and time of last access and report it
in a user-friendly manner.

Test Action DIFT-16: Attempt to determine the last accessed date and time using the
tool.
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Test Action DIFT-17: Compare the determined last accessed timestamp with the actual
last accessed timestamp.

Conformance Indicator: The digital image forensics tool determined the last accessed
timestamp of the image.

DIFT-CA-11: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the make (manufacturing company) of the
source camera of the image and report it in a user-friendly manner.

Test Action DIFT-18: Attempt to determine the make of the source camera of the image
using the tool.

Test Action DIFT-19: Compare the determined make using tool with the actual make of
the source camera of the image.

Conformance Indicator: The digital image forensics tool determined the make of the
source camera of the image.

DIFT-CA-12: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the model of the source camera of the image
and report it in a user-friendly manner.

Test Action DIFT-20: Attempt to determine the model of the source camera of the image
using the tool.

Test Action DIFT-21: Compare the model determined using the tool with the actual
camera model of the source camera of the image.

Conformance Indicator: The digital image forensics tool determined the model of the
source camera of the image.

DIFT- CA -13: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine if the image has no metadata (i.e. has been
stripped off metadata intentionally) and report it in a user-friendly manner.

Test Action DIFT-22: Attempt to strip off metadata of an image using a tool e.g. Exiftool.

Test Action DIFT-23: Attempt to determine metadata of the image using the tool.

Conformance Indicator: The digital image forensics tool determined that the image has
no metadata.
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4.3.1.5 GPS Localisation

DIFT-CA-14: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall determine the support for GPS localisation in the model
of the source camera.

Test Action DIFT-24: Attempt to determine the support for GPS localisation using the
tool.

Conformance Indicator: The digital image forensics tool determined that the model of the
source camera supports GPS localisation.

DIFT-CA-15: If the digital image forensics tool determines whether model of the source
camera supports GPS localisation, it shall determine the GPS coordinates of the location
where the image was captured.

Test Action DIFT-25: Attempt to determine the GPS coordinates of the location where
the image was captured.

Conformance Indicator: The digital image forensics tool determined the GPS coordinates
of the location where the image was captured.

4.3.1.6 Tamper Detection

DIFT-CA-16: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall perform the ELA of the image and display the result in
a user-friendly manner.

Test Action DIFT-26: Attempt to tamper with the subject image.

Test Action DIFT-27: Attempt to do ELA of the image using the tool.

Conformance Indicator: The digital image forensics tool performed accurate ELA of the
tampered image.

4.3.1.7 Hashes

DIFT- CA -17: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall calculate the hash digest of the image and report it in a
user-friendly manner.

Test Action DIFT-28: Attempt to generate hash digest of the image using tool.

Conformance Indicator: The digital image forensics tool computed different types of hash
digests of the image.
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DIFT- CA -18: If the digital image forensics tool provides support for the image file type
and reads it without error, it shall search for an image using the hash digest and report it
in a user-friendly manner.

Test Action DIFT-29: Attempt to search for image using hash digest as search criterion
using the tool.

Conformance Indicator: The digital image forensics tool searched for the image using the
hash digest.

4.3.2 Optional Assertions and Test Cases

4.3.2.1 Upload Images to Tool

DIFT-AO-01: If the digital image forensics tool is capable of reading a digital image, it
shall download the image from the internet onto the tool using a URL.

Test Action DIFT-30: Attempt to obtain the URL of the online image.

Test Action DIFT-31: Attempt to upload image onto the tool using URL.

Conformance Indicator: The digital image forensics tool uploaded the image onto the tool
using URL.

DIFT-AO-02: If the digital image forensics tool is capable of reading an image, it shall
upload multiple images onto the tool directly.

Test Action DIFT-32: Attempt to upload multiple images from the computer.

Conformance Indicator: The digital image forensics tool uploaded multiple images from
the computer.

4.3.2.2 Metadata

DIFT- AO -03: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the unique 1D (serial number) of the
source camera and report it in a user-friendly manner.

Test Action DIFT-33: Attempt to determine the unique ID (serial number) of the source
camera.

Conformance Indicator: The digital image forensics tool determined the unique ID (serial
number) of the source camera.

DIFT- AO -04: If the digital image forensics tool provides support for the image file
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type and reads it without error, it shall determine the orientation of the image (landscape
or portrait) and report it in a user-friendly manner.

Test Action DIFT-34: Attempt to determine the orientation of the image.

Conformance Indicator: The digital image forensics tool determined the orientation of the
image.

DIFT- AO -05: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine any tags/description/comments of the
image (if present) and report it in a user-friendly manner.

Test Action DIFT-35: Attempt to determine tags/description/comments of the image.

Test Action DIFT-36: Compare the determined tags/description/comments with the
actual tags/description of the image.

Conformance Indicator: The digital image forensics tool determined the
tags/description/comments of the image.

DIFT- AO -06: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the bit-depth of the image and report it
in a user-friendly manner.

Test Action DIFT-37: Attempt to determine the bit-depth of the image.

Test Action DIFT-38: Compare the determined bit-depth with the actual bit-depth of the
image.

Conformance Indicator: The digital image forensics tool determined the bit-depth of the
image.

DIFT- AO -07: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the colour-space of the image and report
it in a user-friendly manner.

Test Action DIFT-39: Attempt to determine the colour-space of the image.

Conformance Indicator: The digital image forensics tool determined the colour-space of
the image.

DIFT- AO -08: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the other types of metadata that exist
e.g. XMP metadata, IPTC metadata and report it in a user-friendly manner.

Test Action DIFT-40: Attempt to determine the various types of metadata of the image.
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Conformance Indicator: The digital image forensics tool determined the additional
metadata types of the image.

DIFT- AO -09: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the ISO of the image and report it in a
user-friendly manner.

Test Action DIFT-41: Attempt to determine the ISO of the image.

Test Action DIFT-42: Compare the determined ISO with the actual 1SO of the image.

Conformance Indicator: The digital image forensics tool determined the ISO of the
image.

DIFT- AO -10: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the focal length of the source camera of
the image and report it in a user-friendly manner.

Test Action DIFT-43: Attempt to determine the focal length of the image.

Test Action DIFT-44: Compare the determined focal length with the actual focal length
of the image.

Conformance Indicator: The digital image forensics tool determined the focal length of
the image.

DIFT- AO -11: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the shutter speed of the source camera
of the image and report it in a user-friendly manner.

Test Action DIFT-45: Attempt to determine the shutter speed of the image.

Test Action DIFT-46: Compare the determined shutter speed with the actual shutter
speed of the image.

Conformance Indicator: The digital image forensics tool determined the shutter speed of
the image.

DIFT- AO -12: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the subject distance in the image and
report it in a user-friendly manner.

Test Action DIFT-47: Attempt to determine the subject distance of the image.

Conformance Indicator: The digital image forensics tool determined the subject distance
of the image.
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DIFT- AO -13: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the flash setting of the source camera
and report it in a user-friendly manner.

Test Action DIFT-48: Attempt to determine the flash setting of the image.

Test Action DIFT-49: Compare the determined flash setting with the actual flash setting
of the image.

Conformance Indicator: The digital image forensics tool determined the flash setting of
the image.

DIFT- AO -14: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the aperture value of the source camera
and report it in a user-friendly manner.

Test Action DIFT-50: Attempt to determine the aperture value of the source camera.

Test Action DIFT-51: Compare the determined aperture value with the actual aperture
value of the source camera.

Conformance Indicator: The digital image forensics tool determined the aperture value of
the source camera.

4.3.2.3 Thumbnail

DIFT- AO -15: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine if the thumbnail of the image exists.

Test Action DIFT-52: Attempt to upload an image with a thumbnail onto the tool.

Test Action DIFT-53: Attempt to determine, using the tool, if a thumbnail exists.

Conformance Indicator: The digital image forensics tool determined thumbnail existence
of the image.

DIFT- AO -16: If the digital image forensics tool finds the thumbnail of the image, it
shall determine if there is any difference between the thumbnail and the actual image and
report it in a user-friendly manner.

Test Action DIFT-54: Attempt to determine any difference between uploaded image and
its thumbnail.

Conformance Indicator: The digital image forensics tool determined difference (if any)
between thumbnail and image.
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4.3.2.4 Tamper Detection

DIFT- AO -17: If the digital image forensics tool detects tampering in the image, it shall
determine the type of tampering done with the image and report it in a user-friendly
manner.

Test Action DIFT-55: Attempt to determine the type of tampering in the image.

Conformance Indicator: The digital image forensics tool determined type of tampering.

4.3.2.5 Highlight Critical Data

DIFT- AO -18: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall highlight the most critical metadata about the
image.

Test Action DIFT-56: Attempt to read/find any highlighted critical data.

Conformance Indicator: The digital image forensics tool highlighted critical data.

4.3.2.6 JPEG %

DIFT- AO -19: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine the JPEG quality (JPEG%) of the image
and report it in a user-friendly manner.

Test Action DIFT-57: Attempt to determine the JPEG quality of the image.

Test Action DIFT-58: Compare the determined JPEG quality with the actual JPEG
quality of the image.

Conformance Indicator: The digital image forensics tool determined the JPEG quality of
the image.

4.3.2.7 Hidden Pixels

DIFT- AO -20: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall determine any hidden pixels in the image and
report it in a user-friendly manner.

Test Action DIFT-59: Attempt to determine hidden pixels in an image.

Conformance Indicator: The digital image forensics tool determined the hidden pixels in
the image.
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4.3.2.8 Reporting

DIFT- AO -21: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall compile all results in a user-friendly manner and
generate an automated report.

Test Action DIFT-60: Attempt to generate a forensic analysis report for an image.

Conformance Indicator: The digital image forensics tool generated an automated report
of results for an image.

DIFT- AO -22: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall share reports with other online users.

Test Action DIFT-61: Attempt to share report with other online users.

Conformance Indicator: The digital image forensics tool shared reports with online users.

4.3.2.9 Multiple Image Analysis

DIFT- AO -23: If the digital image forensics tool provides support for several image file
types and reads them without error, it shall perform forensic analysis of multiple images
simultaneously and report results in a user-friendly manner.

Test Action DIFT-62: Attempt to do forensic analysis of multiple images simultaneously.

Conformance Indicator: The digital image forensics tool performed forensic analysis of
multiple images simultaneously.

4.3.2.10 Annotations

DIFT- AO -24: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall be able to add annotations to the image.

Test Action DIFT-63: Attempt to add annotations to the image.

Conformance Indicator: The digital image forensics tool added annotations to the image.

4.3.2.11 Colour Adjustments

DIFT- AO -25: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall make colour adjustments to the image.
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Test Action DIFT-64: Attempt to make colour adjustments to the image.

Conformance Indicator: The digital image forensics tool made colour adjustments to the
image.

4.3.2.12 Similar Images

DIFT- AO -26: If the digital image forensics tool provides support for the image file
type and reads it without error, it shall find other online images that are variations of the
image under analysis or related to it in any way, and report it in a user-friendly manner.

Test Action DIFT-65: Attempt to find other online images that are variations of the image
under analysis or related to it in any.

Conformance Indicator: The digital image forensics tool found variants of the image
online.

4.3.2.13 By-case Distinction

DIFT- AO -27: The digital image forensics tool shall create multiple/separate cases in
the tool interface (associated with multiple/separate ongoing investigations).

Test Action DIFT-66: Attempt to create multiple cases in the tool.

Conformance Indicator: The digital image forensics tool created multiple cases.

4.3.2.14 Multiple Users

DIFT- AO -28: The digital image forensics tool shall allow multiple users to use the tool.

Test Action DIFT-67: Attempt to create multiple user accounts.

Conformance Indicator: The digital image forensics tool allowed multiple users.

4.3.2.15 Multi-level Access System

DIFT- AO -29: The digital image forensics tool shall allow a user to relinquish
controlled access of a case to other users i.e. it should provide multi-level access with
respect to other users.

Test Action DIFT-68: Attempt to assign different levels of access authority (to case
material) to different users.
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Conformance Indicator: The digital image forensics tool assigned different levels of
access authority (to case material) to different users.

4.3.2.16 GPS Localisation

DIFT-AO-30: If the digital image forensics tool determines support for GPS localisation
by the model of the source camera, it shall show the location of the image on a map.

Test Action DIFT-69: Attempt to view the image on a map.

Conformance Indicator: The digital image forensics tool localised the image on a map.

A summary of the entire evaluation framework is provided in Table 4.1 and 4.2.
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Profiles Core Requirements Core Assertions Test Cases
MIME Information DIFT-CR-01 DIFT-CA-01 DIFT- 01
_ DIFT-CR-02 DIFT-CA-02 DIFT- 02
Image File Type Support
DIFT-CR-03 DIFT-CA-03 DIFT- 03
Upload Images to Tool DIFT-CR-04 DIFT-CA-04 DIFT- 04
DIFT-CR-05 DIFT-CA-05 DIFT- 05
| |  DIFT- 06
DIFT-CR-06 | DIFT-CA-06 |  DIFT- 07
| |  DIFT- 08
DIFT-CR-07 | DIFT-CA-07 |  DIFT- 09
| |  DIFT- 10
DIFT-CR-08 | DIFT-CA-08 |  DIFT- 11
| |  DIFT- 12
DIFT-CR-09 | DIFT-CA-09 |  DIFT- 13
Metadata | |  DIFT- 14
| |  DIFT- 15
DIFT-CR-10 | DIFT-CA-10 |  DIFT- 16
| |  DIFT- 17
DIFT-CR-11 | DIFT-CA-11 |  DIFT- 18
| |  DIFT- 19
DIFT-CR-12 | DIFT-CA-12 |  DIFT- 20
| |  DIFT- 21
DIFT-CR-13 | DIFT-CA-13 |  DIFT- 22
DIFT- 23
o DIFT-CR-14 DIFT-CA-14 DIFT- 24
GPS Localisation
DIFT-CR-15 DIFT-CA-15 DIFT- 25
_ DIFT-CR-16 DIFT-CA-16 DIFT- 26
Tamper Detection DIFT- |27
Hashes DIFT-CR-17 DIFT-CA-17 DIFT- 28
DIFT-CR-18 | DIFT-CA-18 | DIFT- 29

Table 4.1 — The Digital Image Forensics Tools Evaluation Framework (Core)
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Profiles Optional Requirements Optional Assertions Test Cases

DIFT-OR-01 DIFT-A0-01 DIFT- 30

Upload Images to Tool | | DIFT- 31

DIFT-OR-02 DIFT-AO-02 DIFT- 32

DIFT-OR-03 DIFT-A0-03 DIFT- 33

DIFT-OR-04 | DIFT-AO-04 | DIFT- 34

DIFT-OR-05 | DIFT-AO-05 | DIFT- 35

| | DIFT- 36

DIFT-OR-06 | DIFT-AO-06 | DIFT- 37

| | DIFT- 38

DIFT-OR-07 | DIFT-AO-07 | DIFT- 39

DIFT-OR-08 | DIFT-AO-08 | DIFT- 40

DIFT-OR-09 | DIFT-AO-09 | DIFT- 41

Metadata | |  DIFT- 42

DIFT-OR-10 | DIFT-AO-10 | DIFT- 43

| | DIFT- 44

DIFT-OR-11 | DIFT-AO-11 | DIFT- 45

| | DIFT- 46

DIFT-OR-12 | DIFT-AO-12 | DIFT- 47

DIFT-OR-13 | DIFT-AO-13 | DIFT- 48

| | DIFT- 49

DIFT-OR-14 | DIFT-AO-14 |  DIFT- 50

DIFT- 51

DIFT-OR-15 DIFT-AO-15 DIFT- 52

Thumbnail | | DIFT- 53

DIFT-OR-16 DIFT-AO-16 DIFT- 54

Tamper Detection DIFT-OR-17 DIFT-AO-17 DIFT- 55

Highlight Critical Data DIFT-OR-18 DIFT-AO-18 DIFT- 56

DIFT-OR-19 DIFT-AO-19 DIFT- 57

PG DIFT- 58

Hidden Pixels DIFT-OR-20 DIFT-A0-20 DIFT- 59

Renorti DIFT-OR-21 DIFT-AO-21 DIFT- 60
eportin

Poring DIFT-OR-22 DIFT-A0-22 DIFT- 61

Multiple Image Analysis DIFT-OR-23 DIFT-AO-23 DIFT- 62

Annotations DIFT-OR-24 DIFT-AO-24 DIFT- 63

Colour Adjustments DIFT-OR-25 DIFT-AO-25 DIFT- 64

Similar Images DIFT-OR-26 DIFT-AO-26 DIFT- 65

By-case Distinction DIFT-OR-27 DIFT-AO-27 DIFT- 66

Multiple Users DIFT-OR-28 DIFT-AO-28 DIFT- 67

Multi-level Access System DIFT-OR-29 DIFT-AO-29 DIFT- 68

GPS Localisation DIFT-OR-30 DIFT-AO-30 DIFT- 69

Table 4.2 — The Digital Image Forensics Tools Evaluation Framework (Optional)
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5. EVALUATION OF TOOLS USING PROPOSED
FRAMEWORK

This chapter contains the following:

e Section 5.1 provides a feature list of the four tools.

e Section 5.2 lists working environments under which the test cases were performed for
each tool. This is followed by the test case selection for each tool. The test case selections
indicate the optional test cases that were tested and the ones that were not tested because
the feature was unavailable in the tool.

e Section 5.3 tabulates the test results in a comparative manner.

e Section 5.4 provides more details of the test results.

5.1 Feature Lists
To test the proposed framework, four image forensics tools were tested namely FotoForensics,
Ghiro, Imago Forensics, and Exif Reader.

Table 5.1 lists the features of each tool.

Features FotoForensics Ghiro Imago Exif Reader

<

Open-source Tool

Free Tool

MIME Information

Metadata Extraction

ANENANEN

GPS Localisation

ANENENENEN

Error Level Analysis

Thumbnail Review

ANENENENENENEN
<
<<

Hash Generation

Hash Matching

ANIAERNENENENANEN

Highlight Critical Data

Similar Picture Search

Hidden Pixel Extraction

Colour Adjustments

Annotations

ANIANERNENEN

JPEG %

Detection of Nudity (in Beta)

<<

Python based tool

Web browser backed by VM 4

Public Website v

Recursive Directory 4
Navigation

SQL.ite export

<<

CSV export

Table 5.1 — Feature List of Tools
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5.2 Working Environments and Test Case Selections

5.2.1 Execution Environment
Execution Environment: Windows 7 Professional Service Pack 1

Processor: Intel(R) Core(TM) i3-2310M CPU @ 2.10 GHz
Installed Memory (RAM): 4.00 GB

System Type: 64-bit Operating System

Test Computer: HP ProBook 4530s

5.2.2 FotoForensics
FotoForensics is a public Website that offers forensic analysis of images of different formats. It
can be accessed using any OS e.g. Windows or Linux.

5.2.2.1 Working Environment

Tool Tested: FotoForensics (public Website)
Software Version: 1.1.3294

Supplier: Hacker Factor

Website: http://fotoforensics.com/

5.2.2.2 Test Case Selection

Supported Optional Feature Test Case ID
Upload Images to Tool 30, 31
Metadata 33-51
Thumbnail 52,53
JPEG% 57,58
Hidden Pixels 59
Reporting 60, 61
Annotations 63
Colour Adjustments 64
Similar Images 65
GPS Localisation (map feature) 69
Table 5.2 — Selected Test Cases for FotoForensics
Unsupported Optional Feature Test Case ID
Upload Images to Tool (Multiple images upload) 32
Thumbnail 54
Tamper Detection (type of tampering) 55
Highlight Critical Data 56
Multiple Image Analysis 62
By-case Distinction 66
Multiple Users 67
Multi-level Access System 68

Table 5.3 — Omitted Test Cases for FotoForensics
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5.2.3 Ghiro

The Ghiro appliance is run on Linux. The interface that Ghiro uses is Internet based. It provides

a user-friendly environment for forensic analysis of images.

5.2.3.1 Working Environment

Tool Tested: Ghiro

Software Version: 0.2.1-1, Open Virtualisation Appliance (OVA) version
Supplier: Open-source project — developer: Alessandro Tanasi
Website: https://www.getghiro.org/

5.2.3.2 Test Case Selection

Supported Optional Feature Test Case ID
Upload Images to Tool 30-32
Metadata 33-51
Thumbnail 52-54
Highlight Critical Data 56
Reporting 60, 61
Multiple Image Analysis 62
By-case Distinction 66
Multiple Users 67
Multi-level Access System 68
GPS Localisation (map feature) 69
Table 5.4 — Selected Test Cases for Ghiro
Unsupported Optional Feature Test Case ID

Tamper Detection (type of tampering) 55
JPEG% 57.58
Hidden Pixels 59
Annotations 63
Colour Adjustments 64
Similar Images 65

Table 5.5 — Omitted Test Cases for Ghiro

5.2.4 Imago Forensics

Imago forensics is a command line tool that runs on Linux OS. It performs forensic analysis of
the images present in the specified target directory and produces a CSV file or a SQL.ite database

of the results obtained from the analysis.
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5.2.4.1 Working Environment

Tool Tested: Imago Forensics

Software Version: V.1.05

Supplier: Matteo Redaelli

Website: https://qithub.com/redaelli/imago-forensics

5.2.4.2 Test Case Selection

Supported Optional Feature Test Case ID
Upload Images to Tool 32
Metadata 33-51
Reporting 60, 61
Multiple Image Analysis 62
Table 5.6 — Selected Test Cases for Imago Forensics
Unsupported Optional Feature Test Case ID
Upload Images to Tool 30,31
Thumbnail 52-54
Tamper Detection (type of tampering) 55
Highlight Critical Data 56
JPEG% 57, 58
Hidden Pixels 59
Annotations 63
Colour Adjustments 64
Similar Images 65
By-case Distinction 66
Multiple Users 67
Multi-level Access System 68
GPS Localisation (map feature) 69

Table 5.7 — Omitted Test Cases for Imago Forensics

5.2.5 Exif Reader
Exif Reader is a simple tool that runs on the Windows OS. It reads the EXIF metadata of the
images under analysis.

5.2.5.1 Working Environment

Tool Tested: Exif Reader

Software Version: 3.00

Supplier: Ryuuji Yoshimoto

Website: http://www.takenet.or.jp/~ryuuji/minisoft/exifread/english/download.html
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5.2.5.2 Test Case Selection

Supported Optional Feature

Test Case ID

Upload Images to Tool 32
Metadata 33-51
Thumbnail 52,53
Reporting 60
Multiple Image Analysis 62

Table 5.8 — Selected Test Cases for Exif Reader

Unsupported Optional Feature

Test Case ID

Upload Images to tool 30,31
Reporting 61
Thumbnail 54
Tamper Detection (type of tampering) 55
Highlight Critical Data 56
JPEG% 57,58
Hidden Pixels 59
Annotations 63
Colour Adjustments 64
Similar Images 65
By-case Distinction 66
Multiple Users 67
Multi-level Access System 68
GPS Localisation (map feature) 69

Table 5.9 — Omitted Test Cases for Exif Reader
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5.3 Test Results

Table 5.10 and 5.11 provide the core and optional test results of the four tools respectively. The
test result is stated as either O or 1 where O represents the inability of the tool to perform the
given test case successfully and 1 represents compliance with the test case. This table provides a
comparative view of the results obtained from the framework and directly maps the tools onto
the framework.

Profile Test Case ID | FotoForensics Ghiro Imago Exif Reader

MIME Information DIFT-01 1 1 1 1

Image File Type Support DIFT-02
DIFT-03

Upload Images to Tool DIFT-04

Metadata DIFT-05
DIFT-06
DIFT-07
DIFT-08
DIFT-09
DIFT-10
DIFT-11
DIFT-12
DIFT-13
DIFT-14
DIFT-15
DIFT-16
DIFT-17
DIFT-18
DIFT-19
DIFT-20
DIFT-21
DIFT-22
DIFT-23

GPS Localisation DIFT-24
DIFT-25

Tamper Detection DIFT-26
DIFT-27

A R R == == T=] TN I PN N T TN N T P T
A E = === R R R R R
A R E === R R R

Hashes DIFT-28
DIFT-29 0 1 0

[=ll=l=1I=1IN S P P I S el el el l=l I« IS PSS TN o I fa ) PR TSN P T T

Table 5.10 — Comparative Test Results of Evaluation of Tools (Core)
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Profile Test Case ID | FotoForensics Ghiro Imago Exif Reader

Upload Images to Tool DIFT-30 1 0 N/A N/A
DIFT-31 1 0 N/A N/A

DIFT-32 N/A 1 1 1

Metadata DIFT-33 1 1 0 0

DIFT-34 1 0 1 0

DIFT-35 1 1 1 0

DIFT-36 1 1 1 0

DIFT-37 1 0 0 1

DIFT-38 1 0 0 1

DIFT-39 1 1 1 1

DIFT-40 1 1 0 0

DIFT-41 1 1 1 1

DIFT-42 1 1 1 1

DIFT-43 1 1 1 1

DIFT-44 1 1 1 1

DIFT-45 1 1 1 1

DIFT-46 1 1 1 1

DIFT-47 0 0 0 0

DIFT-48 1 0 1 1

DIFT-49 1 0 1 1

DIFT-50 1 0 0 1

DIFT-51 1 0 0 1

Thumbnail DIFT-52 1 1 N/A 1

DIFT-53 1 1 N/A 1
DIFT-54 N/A 0 N/A N/A
Tamper Detection DIFT-55 N/A N/A N/A N/A
Highlight Critical Data DIFT-56 N/A 1 N/A N/A
JPEG% DIFT-57 1 N/A N/A N/A
DIFT-58 1 N/A N/A N/A
Hidden Pixels DIFT-59 1 N/A N/A N/A

Reporting DIFT-60 1 1 1 1
DIFT-61 1 0 0 N/A

Multiple Image Analysis DIFT-62 N/A 1 1 1
Annotations DIFT-63 1 N/A N/A N/A
Colour Adjustments DIFT-64 1 N/A N/A N/A
Similar Images DIFT-65 1 N/A N/A N/A
By-case Distinction DIFT-66 N/A 1 N/A N/A
Multiple Users DIFT-67 N/A 1 N/A N/A
Multi-level Access System DIFT-68 N/A 1 N/A N/A
GPS Localisation DIFT-69 1 1 N/A N/A

Table 5.11 — Comparative Test Results of Evaluation of Tools (Optional)

The test results of the tools indicate that majority of the tools conformed to all the core test cases
except for the modification timestamp. Exif Reader was unable to conform to ELA which is an
important core requirement for tamper detection. In the case of optional features, FotoForensics
provided the most features except for features like multi-level access system, by-case distinction
and multiple users. These usability features, on the other hand, were provided by Ghiro. But
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Ghiro was unable to conform to some of the other optional features. Imago Forensics and Exif
Reader did not provide majority of the optional features.

5.4 Detailed Test Results

This section provides details of the test results of each of the four tools. The results are presented
with respect to test case IDs. Each test case is tested and the results are listed in the respective
table. The possible result values in the table are explained below:

1. As expected means the tool successfully conformed to the test case (this maps to 1 in
Table 5.10 and Table 5.11)

2. Not checked means the tool was unable to conform to the test case (this maps to O in
Table 5.10 and Table 5.11)

3. Option not available means the tool does not provided the feature (this maps to N/A in
Table 5.10 and Table 5.11)

5.4.1 FotoForensics Test Results Report
Test Case DIFT-01

Results As expected
Analysis and Comments The tool determined the MIME type of the image successfully.
Screenshots |File Type Extension ipg

|MIME Type imageljpeg
Exit Byte Urder Big-endian {(Motorola, MM)
Image Width 3264

Table 5.12 — FotoForensics Test Result DIFT-O‘1.

Test Case DIFT-02

Results As expected
Analysis and Comments The tool determined support for file type successfully i.e. JPEG.
Screenshots [ File

File Type

File Type Extension
MIME IvDe
Table 5.13 — FotoForensics Test Result DIFT-02
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Test Case DIFT-03

Results

As expected

Analysis and Comments

e The tool detected an unsupported image i.e. a TIF image.

e Any file type other than JPEG, PNG, and WebP is an unsupported
file type.

e The tool also analysed variants of the JPEG format such as .jps
(JPEG Stereo).

Screenshots

The submitted file (Untitled tif) could not be analyzed: Not a JPEG, PNG, or WebP.

Table 5.14 — FotoForensics Test Result DIFT-03

Test Case DIFT-04

Results

As expected

Analysis and Comments

The tool uploaded the image directly from computer successfully.

Screenshots

Table 5.15 — FotoForensics Test Result DIFT-04

Test Case DIFT-05, 06

Results

As expected

Analysis and Comments

The tool determined the correct file name of the image.

Screenshots

Filename: Canon_Ixus70_2_4131.JPG
ZUZ0-U7-Z9 1T 46° T3 GMI

: imaae/inea

Table 5.16 — FotoForensics Test Result DIFT-05, 06

Test Case DIFT-07, 08

Results

As expected

Analysis and Comments

The tool determined the correct file size of the image.

Screenshots

Unique Colors: 65253
2,803,110 bytes
7b29d9ea5696T88895926676d6d5h7e9

File Size:

Table 5.17 — FotoForensics Test Result DIFT-07, 08
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Test Case DIFT-09, 10

Results

As expected

Analysis and Comments

The tool determined the correct dimensions of the image.

Screenshots

T
i

Test Case DIFT-11, 12

Results

As expected

Analysis and Comments

The tool determined the correct creation date and time of the image.
e It is common for cameras to have the wrong time settings (e.g.
incorrect time zone or date). This reflects in the metadata.
Therefore this field is not necessarily reliable.

Screenshots

T e g

20N0-N1-0A 15-32-27
2009:01:06 15:32:37
Y, LD, CT, -

| Nate/Mimea Cirininal

|Create Date
Lomponents L.onnguraton

Table 5.19 — FotoForensics Test Result DIFT-11, 12

Test Case DIFT-13-15

Results

Not checked

Analysis and Comments

e The tool was unable to detect the correct last modified timestamp in
this test, which was 9/2/2020 5:50 pm.

¢ Modification using some software (like PhotoShop) was detected,
while modification using other software (like Paint) was not
detected. One reason is that PhotoShop adds many artefacts and
metadata.

Screenshots

| Software
| Modify Date
| Y CD Cr Fosimoning

Microsoft Windows Pho
2019:10:03 22:51:10
Centered

Table 5.20 — FotoForensics Test Result DIFT-13-15

Test Case DIFT-16, 17

Results

Option not available

Analysis and Comments

The tool does not provide the last accessed timestamp.

Screenshots

Table 5.21 — FotoForensics Test Result DIFT-16, 17
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Test Case DIFT-18, 19

Results

As expected

Analysis and Comments

Screenshots

EXIF
|Make

Table 5.22 — FotoForensics Test Res

Camera Model Name

The tool determined the make of source camera correctly.

NIKON CORPORATION
NIKON D5300

ult DIFT-18, 19

Test Case DIFT-20, 21

Results

As expected

Analysis and Comments

Screenshots

| WidRe
Camera Model Name
| Orientation

The tool determined the model of source camera correctly.

Ion
Canon DIGITAL IXUS 70

Horizontal (normal}

Table 5.23 — FotoForensics Test Result DIFT-20, 21

Test Case DIFT-22, 23

Results

As expected

Analysis and Comments

e The tool was tested with an image that was stripped off metadata
using the Exiftool.

e The tool gave basic file attributes of the image file. The Exif
metadata that was deleted beforehand was not detected.

Screenshots

File

File Type

File Type Extension
MIME Type

Image Width

Image Height
Encoding Process

JPEG

Jpg

image/jpeg

3264

2448

Baseline DCT, Huffman coding
Bits Per Sample 8

Color Components 5

Y Cb Cr Sub Sampling YCbCr4:2:2 (2 1)

Composite

Image Size
Megapixels

3264x2448
8.0

Table 5.24 — FotoForensics Test Result DIFT-22, 23

Test Case DIFT-24

Results

As expected

Analysis and Comments

The tool detected GPS coordinates of the subject image that had GPS
tagging enabled.

Screenshots

GPS Altitude
GPS Latitude

304 m Above Sea Level

33 deg 52' 31.66" N

116 deg 18'5.83"W

33 deg 52' 31.66" N, 116 deg 18' 5.83"W

GPS Longitude
GPS Position

Table 5.25 — FotoForensics Test Result DIFT-24
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Test Case DIFT-25

Results

As expected

Analysis and Comments

The tool determined the longitude and latitude of the location where the
image was taken.

Screenshots

|cp
GPS Latitude
GPS Longitude
GPS Position

Table 5.26 — Fo'o‘Fo.rensics Test Result DIFT—25‘ ‘

Test Case DIFT-26, 27

Results

As expected

Analysis and Comments

The tool performed ELA of the image.

Screenshots

| 7.4

Table 5.27 — FotoForensics Test Result DIFT-26, 27

Test Case DIFT-28

Results

As expected

Analysis and Comments

The tool generated hash digests of the image.

Screenshots

LH 5ldcSee375f2ef6ac703alte3215845¢

SHA1: dcBbB86a84eBd2e155b186c55a64da8baade408 d
SHA256: 517bddb211253a%ca93bae18356b287c6a2bBc54a6

Table 5.28 — FotoForensics Test Result DIFT-28
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Test Case DIFT-29

Results

Option not available

Analysis and Comments

The tool does not provide the option of searching based on hash digests.

Screenshots

Table 5.29 — FotoForensics Test Result DIFT-29

Test Case DIFT-30, 31

Results

As expected

Analysis and Comments

e The tool uploaded the image using its URL.
e In some cases, however, the tool performed forensic analysis of the

Screenshots

thumbnail of the image rather than the actual image.

Table 5.30 — FotoForensics Test Result DIFT-30, 31

Test Case DIFT-32

Results

Option not available

Analysis and Comments

The tool does not upload multiple images simultaneously.

Screenshots

Table 5.31 — FotoForensics Test Result DIFT-32

Test Case DIFT-33

Results

As expected

Analysis and Comments

e The tool determined the serial number of the source camera.

e The serial number rarely exists in the metadata once an image has
been edited. Any editing discards some metadata fields. So if an
image has never been edited there is a possibility that the serial
number exists in the metadata. In this case the tool is able to detect
it. Otherwise, if it does not exist in the metadata, the tool cannot
detect it.

Screenshots

| Fxnosure Tunina 0
| Serial Number 9744305
|VH Into version UL

Table 5.32 — FotoForensics Test Result DIFT-33
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Test Case DIFT-34

Results

As expected

Analysis and Comments

The tool determined the orientation of the image.

Screenshots

[ LI e Lo v ey vy (R RSk MW wviv)

Onentation Horizontal (normal)

Table 5.33 — Fot‘oléorensics Test Result DIFT-34

Test Case DIFT-35, 36

Results

As expected

Analysis and Comments

The tool determined the tags and comments associated with the image.

Screenshots

| GPS Version ID 2300
XP Comment this is a comment

XP Keywords this is a tag
| Paddinn [Hinans data 1U/°) hviac)

Table 5.34 — FotoForensics Test Result DIFT-35, 36

Test Case DIFT-37, 38

Results

As expected

Analysis and Comments

The tool determined the bit-depth of the image.

Screenshots

| Encoding Process Baseline DCT,
| Bits Per Sample 8

Color Components 3

Table 5.35 — FotoForensics Test Result DIFT-37, 38

Test Case DIFT-39

Results

As expected

Analysis and Comments

The tool determined the colour-space of the image.

Screenshots

| Flashpix Version 0100
|CD|0r Space sRGB
CXII lITage vviau Suuuy

Table 5.36 — FotoForensics Test Result DIFT-39
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Test Case DIFT-40

Results

As expected

Analysis and Comments

The tool determined the various metadata of the image.

Screenshots

Photoshop
IPTC Digest d3db1185b6alal2ae2e2e626f155522)
Displayed Units X inches

Displayed Units Y inches

Print Style Centered

Print Position 00

Adobe XMP Core 5.5¢021 79.155772
1]
Ver.1.02

Metadata Date 2019:07:26 18:25:58+05:00

Lens Info 18-55mm #3.5-5.6

Lens 18.0-55.0 mm §/3.5-5.6

Image Number 5338

Photometric Interpretation RGB

Make NIKON CORPORATION
Camera Model Name NIKON D5300
Orientation Horizontal (normal)
Samples Per Pixel 3
X Resolution 300
Y Resolution 300

Table 5.37 — FotoForensics Test Result DIFT-40

Test Case DIFT-41, 42

Results

As expected

Analysis and Comments

The tool determined the ISO of the image i.e. 200.

Screenshots

| Exposure Proaram
| ISO

gcua;;;vi‘q _I—’PG

Table 5.38 — FotoForensics Test Result DIFT-41, 42

Test Case DIFT-43, 44

Results

As expected

Analysis and Comments

The tool determined the focal length of the image i.e. 18mm.

Screenshots

|Flash
| Focal Length

Off, Did not fire

SuUU L Tnne
mun iiain

Table 5.39 — FotoForensiés fest Result DIFT-43, 44
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Test Case DIFT-45, 46

Results

As expected

Analysis and Comments

The tool determined the shutter speed/exposure time of the image i.e.
1/320s.

Screenshots

Centered
1/320
yu

|'¥ Cb Cr Positioning

| Exposure Time
| F Number
—

Table 5.40 — FotoForensics Test esuItDIFT-45, 46

Test Case DIFT-47

Results

Not checked

Analysis and Comments

The tool does not determine the subject of the image.

Screenshots

Table 5.41 — FotoForensics Test Result DIFT-47

Test Case DIFT-48, 49

Results

As expected

Analysis and Comments

The tool determined the flash setting of the image.

Screenshots

| Metering Mode Center-weighted ave
Flash Auto, Did not fire
| Focal Length Z21.3 mm

Table 5.42 — FotoForensics est sult DIFT-48, 49

Test Case DIFT-50, 51

Results

As expected

Analysis and Comments

The tool determined the aperture of the image i.e. f/8.

Screenshots

| Composite

|Aperture 80

[FFaiv]

2014:05:09 141

SHIUUGT JPGTU

Create Date

Table 5.43 — FotoForensics Test Result DIFT-50, 51
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Test Case DIFT-52,53

Results

As expected

Analysis and Comments

The tool determined the thumbnail information of the image.

Screenshots

L A

Thumbnail Offset
Thumbnail Length

Thumbnail Image

(Binary data 5341 bytes)

Table 5.44 — FotoForensics Test Result DIFT-52, 53

Test Case DIFT-54

Results

Option not available

Analysis and Comments

The tool does not do thumbnail and image differentiation.

Screenshots

Table 5.45 — FotoForensics Test Result DIFT-54

Test Case DIFT-55

Results

Option not available

Analysis and Comments

The tool does not determine the type of tampering done.

Screenshots

Table 5.46 — FotoForensics Test Result DIFT-55

Test Case DIFT-56

Results

Option not available

Analysis and Comments

The tool does not highlight critical data about the image.

Screenshots

Table 5.47 — FotoForensics Test Result DIFT-56
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Test Case DIFT-57, 58

Results

As expected

Analysis and Comments

Screenshots

The tool determined the JPEG % of the image i.e. 93%.

S

Summary
JPEG last saved at 93% quality (estimated)
Quantization Tables
hlity determined from the quantization tables that encoded the JPEG:

JPEG QO: Luminance JPEG Q1: Chrominance

DD W] ]|
N O[N] W[N]

Table 5.48 — FotoForensics Test Result DIFT-57, 58

Test Case DIFT-59

Results

As expected

Analysis and Comments

Screenshots

The tool determined the hidden pixels of the image.

JPEG %
Metadata
Source

Hidden padding: 5x6

Table 5.49 — FotoForensics Test Result DIFT-59
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Test Case DIFT-60

Results

As expected

Analysis and Comments

The tool created an automated report of the forensic analysis.

Screenshots

Refer to Appendix A — FotoForensics Report for complete report.

Table 5.50 — FotoForensics Test Result DIFT-60

Test Case DIFT-61

Results

As expected

Analysis and Comments

The tool shared the analysis report via Facebook, Twitter, Pinterest, and
Reddit.

Screenshots

URL to this page: [Direct Link] [Annotated]
View: [Uploaded Source Image]

BE ¥

Share:

Table 5.51 — FotoForensics Test Result DIFT-61

Test Case DIFT-62

Results

Option not available

Analysis and Comments

The tool does not perform forensic analysis of multiple images
simultaneously.

Screenshots

Table 5.52 — FotoForensics Test Result DIFT-62

Test Case DIFT-63

Results

As expected

Analysis and Comments

Screenshots

The tool added annotations to the image.
—

- —
| | nosteinace

Table 5.53 — FotoForensics Test Result DIFT-63
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Test Case DIFT-64

Results

As expected

Analysis and Comments

The tool made colou

Screenshots

r adjustment to the image.

Rotate hue: « me———— 0  [EEREEDER
Saturation: = 169%
Brightness: —  100%

Table 5.5.4 - FotoEorensics Test Result DIFT-64

Test Case DIFT-65

Results

As expected

Analysis and Comments

The tool used different search engines to perform a search for any
similar images that might be present on the Internet. TinEye, Google,
Bing, RootAbout are some of the source tools/search engines.

Screenshots

@TinEye > Technology Products:  About

\

- 4,498 results
e

www.shul
ple-4767792

Table 5.55 — FotoForensics Test Result DIFT-65

Test Case DIFT-66

Results

Option not available

Analysis and Comments

The tool does not allow case-based distinction.

Screenshots

Table 5.56 — FotoForensics Test Result DIFT-66
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Test Case DIFT-67

Results Option not available
Analysis and Comments The tool does not allow multiple user accounts.
Screenshots -

Table 5.57 — FotoForensics Test Result DIFT-67

Test Case DIFT-68

Results Option not available
Analysis and Comments The tool does not implement multi-level access system.
Screenshots -

Table 5.58 — FotoForensics Test Result DIFT-68

Test Case DIFT-69

Results As expected

Analysis and Comments The tool was able to map out the determined longitude and latitude on a
map.

SC ree nShOtS (Approximate GPS Location

This information is interpreted from the GPS metadata. Locations are approximate. Although the coordinates a|
typically have low accuracy.

Approximate Coordinates 43.467447,11.885128
Approximate Location Arezzo, IT
Approximate Range Unspecified; assume +/- 3218 meters (2 miles)

‘ 43°28'02.8°N 11°53'06.5°E
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5.4.2 Ghiro Test Results Report

Test Case DIFT-01

Results

As expected

Analysis and Comments

Screenshots

Mime type: image/jpeg
JPY

[P YT PP |

Table 5.60 — Ghiro Test Result DIFT-01

Test Case DIFT-02

Results

As expected

Analysis and Comments

The tool determined support for file type successfully i.e. JPEG.

Screenshots

Size: 5060 bytes
Mime type: image/jpeg

Table 5.61 — Ghiro Test Result DIFT-02

Test Case DIFT-03

Results

As expected

Analysis and Comments

The tool determined the unsupported file type successfully.

Screenshots

Add files Back
Uploaded 0/1 files

A\ Errors:
File: Untitled.raw, Reason: Image type not supported.

Table 5.62 — Ghiro Test Result DIFT-03
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Test Case DIFT-04

Results

As expected

Analysis and Comments

The tool uploaded the image directly from the computer successfully.

Screenshots

Image ani

.

o

Table 5.63 — Ghiro Test Result DIFT-4

Test Case DIET-05, 06

Results

As expected

Analysis and Comments

The tool determined the correct file name of the image.

Screenshots

Type Value

Filename IMG_4692 jpg

PP

Table 5.64 — Ghiro Test Result DIFT-05, 06

Test Case DIFT-07, 08

Results

As expected

Analysis and Comments

The tool determined the correct file size of the image.

Screenshots FIETamTE TV 592 ]pg
Size 610.1 KB
Dimensions [1136, 852]

Table 5.65 — Ghiro Test Result DIFT-07, 08

Test Case DIFT-09, 10

Results

As expected

Analysis and Comments

The tool determined the correct dimensions of the image.

Screenshots

Dimensions [1136, 852]

Analyzed at July 31,2020, 219 pm.

Table 5.66 — Ghiro Test Result DIFT-09, 10
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Test Case DIFT-11, 12

Results

As expected

Analysis and Comments

The tool determined the correct creation timestamp of the image i.e.
2009:01:07 10:03:00.

Screenshots

Make: CASIO COMPUTER CO. LTD.
DateTime: 2009:01:07 10:03:00

xit lag:

Table 5.67 — Ghiro Test Result DIFT-11, 12

Test Case DIFT-13-15

Results

Not checked

Analysis and Comments

Modification using some software (like PhotoShop) was detected, while
modification using other software (like Paint) was not detected.

Screenshots

ResolutionUnit: 2
DateTime: 2013:07:28 16:09:07
[1)

Table 5.68 — Ghiro Test Result DIFT-13-15

Test Case DIFT-16, 17

Results

Option not available

Analysis and Comments

The tool does not provide the last accessed timestamp.

Screenshots

Table 5.69 — Ghiro Test Result DIFT-16, 17

Test Case DIFT-18, 19

Results

As expected

Analysis and Comments

The tool determined the make of the source camera correctly.

Screenshots

O I Tay. T

Orientation: 1

IMake: NIKON CORPORATION I

ResolutionUnit: 2

Table 5.70 — Ghiro Test Result DIFT-18, 19
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Test Case DIFT-20, 21

Results

As expected

Analysis and Comments

The tool determined the model of the source camera correctly.

Screenshots

YCbCrPositioning: 1
XResolution: 180/1

| Model: Canon PowerShot 340 |
Exitlag: 154

Table 5.71 — Ghiro Test Result DIFT-20, 21

Test Case DIFT-22, 23

Results

As expected

Analysis and Comments

e The tool was tested with an image that was stripped off metadata
using the Exiftool.

e The tool gave basic file attributes of the image file. The Exif
metadata that was deleted beforehand was not detected.

Screenshots

Image analysis: 179abb9ca55824927623fad6a24c93a5

+* B

e

e

Table 5.72 — Ghiro Test Result DIFT-22, 23

Test Case DIFT-24

Results

As expected

Analysis and Comments

The tool detected GPS coordinates of the subject image that had GPS
tagging enabled.

Screenshots

Preview extraction from metadata

Localization GPS position

Error Level Analysis (ELA)

Table 5.73 — Ghiro Test Result DIFT-24
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Test Case DIFT-25

Results

As expected

Analysis and Comments

The tool determined the longitude and latitude of the location where the
image was taken.

Screenshots

GPSLONGITUDE 116/1 18/1 23882/4096
GPSLATITUDEREF N
GPSALTITUDE 30411
GPSLATITUDE 3311 5211 129675/4096
GPSMAPDATUM WGES-84
GPSVERSIONID 2000
GPSLONGITUDEREF w
GPSALTITUDEREF 0

Table 5.74 — Ghiro Test Result DIFT-25

Test Case DIFT-26, 27

Results

As expected

Analysis and Comments

Screenshots

The tool performed Error Level Analysis of the image.
S X ‘ - - C

Table 5.75 — Ghiro Test Result DIFT-26, 27
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Test Case DIFT-28

Results

As expected

Analysis and Comments

The tool calculated hash digests of the image.

Screenshots

Type Value

SHA1 ¢ 13062 e I DiEE5aaEaT
SHAZZ?4 dia1 e T ac S5doDdId 350ad2
SHAZE 1bES6T 3800288 0ad2 Tk T
CRCIZ S T4bd5e

Table 5.76 — Ghiro Test Result DIFT-28

Test Case DIFT-29

Results

As expected

Analysis and Comments

Screenshots

The tool searched for the image via the hash digest.

L: )
o
SHA o
Metanats o
o
All cases -0
on @ AND
oR
I
2]

Table 5.77 — Ghiro Test Result DIFT-29

Test Case DIFT-30, 31

Results

Not checked

Analysis and Comments

The tool was unable to load valid URLs of images.

Screenshots

Add image URL: this will fetch URL data and process it as image

TTSRFAQI4jBIWVFFEPFOF/2Q= ﬂ Back Flease enter a valld URL

Table 5.78 — Ghiro Test Result DIFT-30, 31
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Test Case DIFT-32

Results

As expected

Analysis and Comments

The tool loaded multiple images simultaneously.

Screenshots

4 Select files
Add files to the upload gueue and click the start bution.

Filename Size Status

DSC_0386.JPG 6 MB

Uploaded 1/2 files 13 MB 100%

Table 5.79 — Ghiro Test Result DIFT-32

Test Case DIFT-33

Results

As expected

Analysis and Comments

e The tool determined the serial number of the source camera.
The serial number rarely exists in the metadata once an image has
been edited. Any editing discards some metadata fields. So if an
image has never been edited there is a possibility that the serial
number exists in the metadata. In this case the tool is able to detect
it. Otherwise, if it does not exist in the metadata, the tool cannot
detect it.

Screenshots

ExposureDiff: 252 1 7210

SerialNumber: 9744305

UxU03c: 1

PPt Crnre, A pare A Ee e

Table 5.80 — Ghiro Test Result DIFT-33

Test Case DIFT-34

Results

Not checked

Analysis and Comments

The tool did not determine the orientation of the image.

Screenshots

Table 5.81 — Ghiro Test Result DIFT-34
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Test Case DIFT-35, 36

Results

As expected

Analysis and Comments

The tool determined the tag present in the image.

Screenshots

CreatorTool: Microsoft Windows Photo Viewer 6.1 7600 16385

I
subject: this is atag I

LastKeywordXMP: this is a tag I

Table 5.82 — Ghiro Test Result DIFT-35, 36

Test Case DIFT-37, 38

Results

Not checked

Analysis and Comments

The tool did not determine the bit-depth of the image.

Screenshots

Table 5.83 — Ghiro Test Result DIFT-37, 38

Test Case DIFT-39

Results

As expected

Analysis and Comments

The tool determined the colour-space of the image. The calibrated and
uncalibrated form is used to indicate SRGB and other colour spaces

Screenshots

respectively.
The color space information tag is always .
recorded as the color space specifier.

Normally sRGE is used to define the color
space based on the PC monitor conditions
and environment. If a color space other than
sRGE is used, Uncalibrated is set. Image
data recorded as Uncalibrated can be
treated as sRGB when it is converted to
FlashPix.

ColorSpace: 1

Sensitivity Type: 2

Table 5.84 — Ghiro Test Result DIFT-39
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Test Case DIFT-40

Results

As expected

Analysis and Comments

The tool determined the different types of metadata of the image.

Screenshots

Analysis results

Table 5.85 — Ghiro Test Result DIFT-40

Test Case DIFT-41, 42

Results

As expected

Analysis and Comments

The tool determined the ISO of the image i.e. 200.

Screenshots

|50 SpeedRatings: 200

n123

CilaSruirra- 3

Table 5.86 — Ghiro Test Result DIFT-41, 42

Test Case DIFT-43, 44

Results

As expected

Analysis and Comments

The tool determined the focal length of the image. i.e. 55mm.

Screenshots

ShutterSpeedValue: T965754/1000000
PixelXDimension: 5000

FocalLength: 550/10

xposurebiasValue: U6

Table 5.87 — Ghiro Test Result DIFT-43, 44

Test Case DIFT-45, 46

Results

As expected

Analysis and Comments

The tool determined the exposure time/shutter speed of the image i.e.
1/250s.

Screenshots

T

ISOSpeedRatings: 200

ExposureTime: 10/2500

ileSource: 3
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Test Case DIFT-47

Results

Not checked

Analysis and Comments

The tool did not determine the subject distance of the image.

Screenshots

Table 5.89 — Ghiro Test Result DIFT-47

Test Case DIFT-48, 49

Results

Not checked

Analysis and Comments

The tool did not determine the correct flash setting of the image.

Screenshots

I_APUB'LII TCToae . O

Flash: 16
FlashpixVersion: 45 49 45 43
SceneCaptureType: 0

Table 5.90 — Ghiro Test Result DIFT-48, 49

Test Case DIFT-50, 51

Results Not checked

Analysis and Comments The tool did not determine the correct aperture value of the image.
omBenderad

Screenshots

PixelYDimension: 4000

ComnonenteConfinuration- 1

Table 5.91 — Ghiro Test Result DIFT-50, 51

Test Case DIFT-52, 53

Results

As expected

Analysis and Comments

The tool determined the thumbnail of the image.

Screenshots

Tasks Owned Not owned Thumbnails Map Favorites Search

& s
Table 5.92 — Ghiro Test Result DIFT-52, 53
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Test Case DIFT-54

Results

Not checked

Analysis and Comments

The tool did not have a feature to check for thumbnail consistency.

Screenshots

Table 5.93 — Ghiro Test Result DIFT-54

Test Case DIFT-55

Results

Option not available

Analysis and Comments

The tool does not determine the type of tampering.

Screenshots

Table 5.94 — Ghiro Test Result DIFT-55

Test Case DIFT-56

Results

As expected

Analysis and Comments

The tool highlighted the critical metadata of the image. Here the
detected GPS information has been highlighted by the tool as high

Screenshots

priority.

@D ©if Image Software detected
D) X\IP CreatorTool Software detected
D) ©xif Image Model available

1 Exif Photo DateTimeDigitized available

TP Exif Image DateTime available

QD) £xif Image Make available
@D 5if preview available

@D i GPSinfo GPSLatitude and GPSLongitude available

D) 1P C Application? City available

D 'PC Application2 ProvinceState available

"W IPTC Application2 CountryName available

1l XMP Photoshop Country available

. XMP Photoshop State available

Table 5.95 — Ghiro Test Result DIFT-56

Test Case DIFT-57, 58

Results

Option not available

Analysis and Comments

The tool does not determine the JPEG % of the image.

Screenshots

Table 5.96 — Ghiro Test Result DIFT-57, 58
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Test Case DIFT-59

Results

Option not available

Analysis and Comments

The tool does not determine the hidden pixels of the image.

Screenshots

Table 5.97 — Ghiro Test Result DIFT-59

Test Case DIFT-60

Results

As expected

Analysis and Comments

The tool generated an automated forensic analysis report of the image.

Screenshots

@ Download ~ & Export =
& PDF report
B HTML report

Refer to Appendix B — Ghiro Report for complete report.

Table 5.98 — Ghiro Test Result DIFT-60

Test Case DIFT-61

Results

Not checked

Analysis and Comments

The tool did not allow sharing of the report via the tool
specifically. Once a report has been downloaded from the tools, it
can be shared using other mediums.

Screenshots

Table 5.99 — Ghiro Test Result DIFT-61

7




Test Case DIFT-62

Results

As expected

Analysis and Comments

The tool performed
simultaneously.

forensic analysis of multiple

images

Screenshots

Thumbnails Map Favorites Search

OQwned Not owned

File name Status @
Completed

canong3_kodakdes330_sub_17 jpg

Completed

Completed

Completed

a(208).JPG

Canon_PowerShot_S40.jpg Completed

canong3_kodakdes330_sub_17 jpg Complated

anonxt_sub_05 if Completed

a(178).JPG Completed

Table 5.100 — Ghiro Test Result DIFT-62

Test Case DIFT-63

Results

Option not available

Analysis and Comments

The tool does not add annotations to the image.

Screenshots

Table 5.101 — Ghiro Test Result DIFT-63

Test Case DIFT-64

Results

Option not available

Analysis and Comments

The tool does not make colour adjustments to the image.

Screenshots

Table 5.102 — Ghiro Test Result DIFT-64

Test Case DIFT-65

Results

Option not available

Analysis and Comments

The tool does not have the ability to search for similar pictures online.

Screenshots

Table 5.103 — Ghiro Test Result DIFT-65
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Test Case DIFT-66

Results As expected
Analysis and Comments The tool was able to create multiple cases.
Screenshots o cases

# Dashboard

m Crwmed Mot owned

Name Status
Case 2 Open
h Open
10 ~ | records per page

Table 5.104 — Ghiro Test Result DIFT-66

Test Case DIFT-67

Results As expected
Analysis and Comments The tool was able to create multiple user accounts.
Screenshots .
[
o 2
Users
ghiro
usertA

Table 5.105 — Ghiro Test Result DIFT-67

79




Test Case DIFT-68

Results As expected
Analysis and Comments The tool assigned different access levels to different users.
Screenshots

Username: 4 Actived Superuser Actions

ghiro v v ® = @ ﬁ
ueerA v x e = @
Table 5.106 — Ghiro Test Result DIFT-68
Test Case DIFT-69
Results As expected
Analysis and Comments The tool was able to indicate the determined longitude and latitude on a
map.

Screenshots

For development purposes only For development purposes only

%

For development purposes only For development purposes only|

Table 5.107 — Ghiro Test Result DIFT-69

5.4.3 Imago Forensics Test Results Report

Test Case DIFT-01

Results As expected

Analysis and Comments The tool determined the MIME type of the image correctly.

Screenshots eneCaptureType;Sens
teTimelioitized: Foc

[1; ;2300,0;YC

Table 5.108 — Imago Forensics Test Result DIFT-01
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Test Case DIFT-02

Results

As expected

Analysis and Comments

The tool determined the supported file type successfully i.e. JPEG.

Screenshots

;image/jpeg;’

e Bl oo o

Table 5.109 — Imago Forensics Test Result DIFT-02

Test Case DIFT-03

Results

As expected

Analysis and Comments

The tool ignored the unsupported file type and displayed the default
message.

Screenshots

:~# imago -i /root/Desktop/ -o /root/Desktop/ -x -g -e -d{md5,sha256,s
a512,all}
HAHRBHABHRBHRBHRBHRBHHBH AR AR HRBHRBH BB HRHHBHARHRRHA

# imago.py

# Digital evidences from images!

# Made with <3 by Matteo Redaelli

# Twitter: @solventred
HHRRBHHHHRRBRHHHR BB HHR BB R H AR R BB HH AR AR R HHH

o
Table 5.110 — Imago Forensics Test Result DIFT-03

Test Case DIFT-04

Results

As expected

Analysis and Comments

e Since Imago Forensics is a command line tool, it operates by
accessing the image directly from its location on the computer
(which is specified while typing in the command for forensic
analysis). Therefore, for this tool, accessing the image from its
location is assumed to be equivalent of uploading the image file
into the tool.

e The tool accessed image from the desktop successfully.

Screenshots

:-# 1mago -1 -x -e -h -o

1Ee5. PG completed!

Table 5.111 — Imago Forensics Test Result DIFT-04

Test Case DIFT-05, 06

Results

As expected

Analysis and Comments

The tool determined the file name of the image correctly.

Screenshots

OxCl72;:DateTimeDigit]

DSC_0005.JPG;jimage/jf

LAy <5 NONE; None;

Table 5.112 — Imago Forensics Test Result DIFT-05, 06
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Test Case DIFT-07, 08

Results

As expected

Analysis and Comments

The tool determined the size of the file correctly.

Screenshots

B0; FOCaALLEN
71100842

Table 5.113 — Imago Forensics Test Result DIFT-07, 08

Test Case DIFT-09, 10

Results

As expected

Analysis and Comments

The tool determined the dimensions of the image correctly.

Screenshots

[1;Normal;2306;:0:YCbCr:Ur
0230;[];:Ver.1.02];:6000;Q1]
ormal);2014:05%™ 4

:n
4000;Pirectly Photographe
ity;6318;Flash did r
|

Table 5.114 — Imago Forensics Test Result DIFT-09, 10

Test Case DIFT-11, 12

Results

Not checked

Analysis and Comments

The tool was unable to determine the correct creation date and time of
the image.

Screenshots

;Creation Time UT
€5 2020-09-03

Fle |14:57:39; ;0
secTime;

Table 5.115 — Imago Forensics Test Result DIFT-11, 12

Test Case DIFT-13-15

Results

Not checked

Analysis and Comments

The tool was unable to determine the correct modification date and time
of the image.

Screenshots

‘Last Modification Time UTC;
3d_GP5.;2E'2E2'—G'8—E'6 B9:37:19;

Table 5.116 — Imago Forensics Test Result DIFT-13-15
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Test Case DIFT-16, 17

Results

As expected

Analysis and Comments

The tool determined the last accessed date and time correctly.

Screenshots

;Last Access Time UTC-
EEIEEI 09-63 ]_4 58 E!'E'

Table 5.117 — Imago Forensics Test Result DIFT-16, 17

Test Case DIFT-18, 19

Results

As expected

Analysis and Comments

The tool determined the make of source camera correctly.

Screenshots

[ =2 LdliudT Uy RELUNMMETTUET CXAL

]'E' ;NIKON CORPORATION;Auto;

A 105 ] 115 4] =27

Table 5.118 — Imago Forensws Test Result DIFT-18, 19

Test Case DIFT-20, 21

Results

As expected

Analysis and Comments

The tool determined the model of source camera correctly.

Screenshots

17:54:57,;4100;sRGB;

;24; NIKON D5386 JHori

o rmgttal

Table 5.119 — Imago Forensics Test Result DIFT-20, 21

Test Case DIFT-22, 23

Results

As expected

Analysis and Comments

The tool was tested with an image that was stripped off metadata using
the Exiftool. All metadata fields had the value 0.

Screenshots

Canon_Ix auto mod 0 0 0 0 0 0 0 0 0 0 0 0 0

0

Table 5.120 — Imago Forensics Test Result DIFT-22, 23

Test Case DIFT-24

Results

As expected

Analysis and Comments

The tool detected GPS coordinates of the subject image that had GPS
tagging enabled.

Screenshots

MG_469Z. 7pq; Image; Jpeq; 624/34; 2020-U8-05 17:02:36;2020-09-03 15:36:57;2020-09-03

15:36:28;33.8754608154; -116.301619602; Indio; 77719; TR I e T I e ok CIe S T

County;California; 92241;us;Dillon ;871666&&9%90&51c69af02f77f02laa

Table 5.121 — ImaQo Forensics Test Result DIFT-24
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Test Case DIFT-25

Results

As expected

Analysis and Comments

The tool determined the longitude and latitude of the location where the
image was taken.

Screenshots

96];:2006:03:02 11:07:04;287/.
EfH[ 116, 18, 11941/2048]H:06]
Camera;852;Pixels/Inch;[2, |

Table 5.122 - Imago.Forénsics Test Result DIFT-25

Test Case DIFT-26, 27

Results

As expected

Analysis and Comments

The tool performed Error Level Analysis of the image.

Screenshots

IMG_4692.jpg.ela.jpg @ 0

Properties

Table 5.123 — Imago Forensics Test Result DIFT-26, 27
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Test Case DIFT-28

Results

As expected

Analysis and Comments

The tool calculated the hash digests of the image.

Screenshots

Test Case DIFT-29

Results

Option not available

Analysis and Comments

The tool does not provide the option of search based on hash digests.

Screenshots

Table 5.125 — Imago Forensics Test Result DIFT-29

Test Case DIFT-30, 31

Results

Option not available

Analysis and Comments

The tool does not perform forensic analysis of images obtained via
URL.

Screenshots

Table 5.126 — Imago Forensics Test Result DIFT-30, 31

Test Case DIFT-32

Results

As expected

Analysis and Comments

e Since Imago Forensics is a command line tool, it operates by
accessing the image directly from its location on the computer
(which is specified while typing in the command for forensic
analysis). Therefore, for this tool, accessing the image from its
location is assumed to be equivalent of uploading the image file
into the tool.

e The tool accessed multiple images on the desktop simultaneously.

Screenshots

Casio EX-Z150_0_5002.JPG; IMG 4652.jpg;Canon Ixus70_1_ 3725.JPG;

Table 5.127 — Imago Forensics Test Result DIFT-32
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Test Case DIFT-33

Results

Not checked

Analysis and Comments

The tool did not determine the serial number of the source camera.

Screenshots

Table 5.128 — Imago Forensics Test Result DIFT-33

Test Case DIFT-34

Results

As expected

Analysis and Comments

The tool determined the orientation of the image correctly.

Screenshots

14:;287/32;Uncalibrated

148 (norma
th; [2, ©, ©, 0];5;1/50

s AN  CEOnn . i

Pl

Table 5.129 — Imago Forensics Test Result DIFT-34

Test Case DIFT-35, 36

Results

As expected

Analysis and Comments

formqt. ,,,,,

Screenshots

7 T -
[1;Standard;Recommended Exposure Index;None;1;80;[];2014:85:07 17:54:57;18;1/2500;NIKON
CORPORATION;Auto;[2, 0, 2, ©, 0, 1, 1, 2];[];|[SSlIcim - o < - o J b & - IR P P L o 8
L T - - P & T P P - P PR P°D | ; 18/5;1/3;0ne-chip color area;380

Table 5.130 — Imago Forensics Test Result DIFT-35, 36

Test Case DIFT-37, 38

Results

Not checked

Analysis and Comments

The tool did not determine the bit-depth of the image.

Screenshots

Table 5.131 — Imago Forensics Test Result DIFT-37, 38
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Test Case DIFT-39

Results

As expected

Analysis and Comments

The tool determined the colour -space of thei |mage correctly.

Screenshots

it2 b77i

R1);

];H
5 Camera 4@@@ Dlrectly

Table 5.132 — Imago Forensics Test Result DIFT-39

Test Case DIFT-40

Results

Not checked

Analysis and Comments

The tool does not determine the different types of metadata.

Screenshots

Table 5.133 — Imago Forensics Test Result DIFT-40

Test Case DIFT-41, 42

Results

As expected

Analysis and Comments

The tool determined the ISO of the image correctly i.e. 160.

Screenshots

:0:YCbCr;Unknown;Not

000; []1; IR z00;80; [«
54:57:Centered; 1934£

iwale fIThrh.T7 2 &

Table 5.134 — Imago Forensics Test Result DIFT-41, 42

Test Case DIFT-43, 44

Results

As expected

Analysis and Comments

The tool determined the focal length of the image correctly i.e. 18mm.

Screenshots

e Priority;6318;Fla

p[1:
7:54:57;f; 1/2500;N
5, 8, 115, @, 32, ©

Pl N s T S N PN

Table 5.135 — Imago Forensics Test Result DIFT-43, 44
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Test Case DIFT-45, 46

Results

As expected

Analysis and Comments

1/2500s.

Screenshots

ority;6318;Flash did
A
57;18; INFESLREANTI KON
115, @, 32, 0, 105,
e-chin color area:80

Table 5.136 — Imago Forensics Test Result DIFT-45, 46

Test Case DIFT-47

Results

Not checked

Analysis and Comments

The tool did not determine the subject distance of the image.

Screenshots

Table 5.137 — Imago Forensics Test Result DIFT-47

Test Case DIFT-48, 49

Results

As expected

Analysis and Comments

Screenshots

The tool determined the flash setting of the image correctly.
amera;4000;Directly

Prio; @EE R A Ely=; 1PE!
¥

Table 5.138 — Imago Forensics Test Result DIFT-48, 49

Test Case DIFT-50, 51

Results

Not checked

Analysis and Comments

The tool did not determine the aperture value of the image.

Screenshots

Table 5.139 — Imago Forensics Test Result DIFT-50, 51

Test Case DIFT-52, 53

Results

Option not available

Analysis and Comments

The tool does not determine the thumbnail of the image.

Screenshots

Table 5.140 — Imago Forensics Test Result DIFT-52, 53
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The tool determined the shutter speed of the image correctly i.e.




Test Case DIFT-54

Results

Option not available

Analysis and Comments

The tool does not determine thumbnail inconsistency.

Screenshots

Table 5.141 — Imago Forensics Test Result DIFT-54

Test Case DIFT-55

Results

Option not available

Analysis and Comments

The tool does not determine the type of tampering done with the image.

Screenshots

Table 5.142 — Imago Forensics Test Result DIFT-55

Test Case DIFT-56

Results

Option not available

Analysis and Comments

The tool does not highlight any critical data that might be present.

Screenshots

Table 5.143 — Imago Forensics Test Result DIFT-56

Test Case DIFT-57, 58

Results

Option not available

Analysis and Comments

The tool does not determine the JPEG % of the image.

Screenshots

Table 5.144 — Imago Forensics Test Result DIFT-57, 58

Test Case DIFT-59

Results

Option not available

Analysis and Comments

The tool does not determine any hidden pixels in the image.

Screenshots

Table 5.145 — Imago Forensics Test Result DIFT-59
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Test Case DIFT-60

Results

As expected

Analysis and Comments

The tool generated the forensic analysis report in the form of a CSV
file.

Screenshots

Refer to Appendix C — Imago Forensics Report for complete report.

Table 5.146 — Imago Forensics Test Result DIFT-60

Test Case DIFT-61

Results

Not checked

Analysis and Comments

The tool did not provide an option for sharing report via the tool.
However the CSV file can be shared via other means.

Screenshots

Table 5.147 — Imago Forensics Test Result DIFT-61

Test Case DIFT-62

Results

As expected

Analysis and Comments

The tool performed forensic analysis of all the images in the specified
location on the computer.

Screenshots

filename;MIMJ;Size_Bytes;l
Casio_EX-Z15080_5002.JPG;i
IMG_4692 52 129675
Casio_EX- aut§ mod LTD.;AL
a (2).JPG;i 3

e /png; 2395
age/jpeg:8
mod

Zaini's.png;im
download.jpg

Canon_lx. aut

Table 5.148 — Imago Forensics Test Result DIFT-62

Test Case DIFT-63

Results

Option not available

Analysis and Comments

The tool does not add annotations to the image.

Screenshots

Table 5.149 — Imago Forensics Test Result DIFT-63
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Test Case DIFT-64

Results

Option not available

Analysis and Comments

The tool does not make colour adjustments to the image.

Screenshots

Table 5.150 — Imago Forensics Test Result DIFT-64

Test Case DIFT-65

Results

Option not available

Analysis and Comments

The tool does not do the similar image search.

Screenshots

Table 5.151 — Imago Forensics Test Result DIFT-65

Test Case DIFT-66

Results

Option not available

Analysis and Comments

The tool does not have the ability to make separate cases to distinguish
images belonging to different cases.

Screenshots

Table 5.152 — Imago Forensics Test Result DIFT-66

Test Case DIFT-67

Results

Option not available

Analysis and Comments

The tool does not have the ability to create multiple user accounts.

Screenshots

Table 5.153 — Imago Forensics Test Result DIFT-67

Test Case DIFT-68

Results

Option not available

Analysis and Comments

The tool does not have a multi-level access system.

Screenshots

Table 5.154 — Imago Forensics Test Result DIFT-68
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Test Case DIFT-69

Results

Option not available

Analysis and Comments

The tool does not map the location of the image on a map.

Screenshots

Table 5.155 — Imago Forensics Test Result DIFT-69

5.4.4 Exif Reader Test Results Report

Test Case DIFT-01

Results

As expected

Analysis and Comments

the image on the tool.

Screenshots

&1 Open C:hUzers\HPD esktopha [175].JPG

Table 5.156 — Exif Reader Test Result DIFT-01

Test Case DIFT-02

Results As expected
Analysis and Comments The tool determined and loaded the supported file type on the tool.
Screenshots Fiename: |3 (175).JPG

Files of type: |Ex|f Files (" jpg.” tf,” nef, ™ arf ;" mrw;” psd,” raf)
e 21 Files (*jpg,” tif, " nef,” orf ;" mrw;” psd,” ra
[ Cif JPEG (*jpo.”jpea)

Exif TIFF (" tif, " tiff)

CCDRAW {*.nef *.orf” mrw,* crw,” ref)
Photoshoplmage(” psd)
Guicktime Moviel” mov)

Table 5.157 — Exif Reader Test Result DIFT-02

Test Case DIFT-03

Results

As expected

Analysis and Comments

The tool generated an error for unsupported file types.

Screenshots

[temtd ame | Information

Couldn't open EXIF file...

Table 5.158 — Exif Reader Test Result DIFT-03
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Test Case DIFT-04

Results

As expected

Analysis and Comments

The tool loaded the image from the computer successfully.

Screenshots

Table 5.159 — Exif Reader Test Result DIFT-04

Test Case DIFT-05, 06

Results

As expected

Analysis and Comments

The tool determined the file name of the image correctly.

Screenshots

JFIF_&PP1 Exif
JFIF_4PF14 Photosh
JFIF_4PP1 http
JFIF APP15 Adohe

Table 5.160 — Exif Reader Test Result DIFT-05, 06

Test Case DIFT-07, 08

Results

Not checked

Analysis and Comments

The tool did not determine the file size of the image.

Screenshots

Table 5.161 — Exif Reader Test Result DIFT-07, 08
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Test Case DIFT-09, 10

Results

As expected

Analysis and Comments

The tool determined the dimensions of the image correctly.

Screenshots

TTaETIT TR W ISTETOTT T

siffmageta/idt

E siflmageHeight

FileSource

Table 5.162 — Exif Reader Test Result DIFT-09, 10

Test Case DIFT-11, 12

Results

As expected

Analysis and Comments

The tool determined the creation timestamp of the image correctly.

Screenshots

AT AT |
2009:01:07 10:03:00
2005:01:07 10:03:00

ANNFAREA SFEQXET R (hit A

annrn@@nﬂn ihpprpivn|

Table 5.163 — Exif Reader Test Result DIFT-11, 12

Test Case DIFT-13-15

Results

Not checked

Analysis and Comments

Modification using some software (like PhotoShop) was detected, while
modification using other software (like Paint) was not detected.

Screenshots

Software Adobe Phaotoghop CC 2014 [windc
DateTime 2020:09:02 152844
FbL Metadats Offzet: 330 [145280ute]

Table 5.164 — Exif Reader Test Result DIFT-13-15

Test Case DIFT-16, 17

Results

Option not available

Analysis and Comments

The tool does not determine the last accessed timestamp.

Screenshots

Table 5.165 — Exif Reader Test Result DIFT-16, 17
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Test Case DIFT-18, 19

Results

As expected

Analysis and Comments

The tool determined the make of source camera correctly.

Screenshots

b Aiky Lnfarrnakioe

: owershot 540
Orientation left-hand zide
R esalting 1804

Table 5.166 — Exif Reader Test Result DIFT-18, 19

Test Case DIFT-20, 21

Results

As expected

Analysis and Comments

The tool determined the model of source camera correctly.

Screenshots

R eznlubinn

Table 5.167 — Exif Reader Test Result DIFT-20, 21

Test Case DIFT-22, 23

Results

As expected

Analysis and Comments

An image that was stripped off metadata using the Exiftool was
uploaded onto the tool. The tool did not upload the image for analysis.

Screenshots

sktophCasio_Ex-2150_0_5002.JPG

[ternt arne | Infarmation

Couldn't open EXIF file...

Table 5.168 — Exif Reader Test Result DIFT-22, 23

Test Case DIFT-24

Results

As expected

Analysis and Comments

The tool detected GPS coordinates of the subject image that had GPS
tagging enabled.

Screenshots

nknoven [EATD]3.1

GFS Infarmtion
GPSYerzionlD

2.3.0.0

Table 5.169 — Exif Reader Test Result DIFT-24
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Test Case DIFT-25

Results

As expected

Analysis and Comments

Screenshots

GPS [nfarmtion
GEPSYerzion|D
GPSLatitudeR ef
GPSLatitude

PS5 Longitude
GPSAltudeR ef
GPSAltude
GPSMapDatum

PS5 LongitudeR ef

The tool determined the GPS coordinates of the image correctly.

2000

M

33 5231 BR3935546875 [DMS]
i

116 1805.83056640625 [DM5]
Sea level

30447 meters

WlG5-84

Table 5.170 — Exif Reader Test Result DIFT-25

Test Case DIFT-26, 27

Results

Option not available

Analysis and Comments

The tool does not perform Error Level Analysis of the images.

Screenshots

Table 5.171 — Exif Reader Test Result DIFT-26, 27

Test Case DIFT-28

Results

Option not available

Analysis and Comments

The tool does not calculate hash digests of the images.

Screenshots

Table 5.172 — Exif Reader Test Result DIFT-28

Test Case DIFT-29

Results

Option not available

Analysis and Comments

The tool does not have the ability to search images by hash digests.

Screenshots

Table 5.173 — Exif Reader Test Result DIFT-29

Test Case DIFT-30, 31

Results

Option not available

Analysis and Comments

The tool does not provide the option to upload by URL

Screenshots

Table 5.174 — Exif Reader Test Result DIFT-30, 31
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Test Case DIFT-32

Results

As expected

Analysis and Comments

If an image is uploaded from a specific directory on the computer, the
tool also uploads other images in that directory. It then provides the
option to view them using the left and right arrow keys.

Screenshots

51 Open C:Alzers\HPADesktophlMG_4692 jpg < I 10471 I>

Table 5.175 — Exif Reader Test ResuItIDIFT-SZ

Test Case DIFT-33

Results

Not checked

Analysis and Comments

The tool did not determine the serial number of the source camera.

Screenshots

Table 5.176 — Exif Reader Test Result DIFT-33

Test Case DIFT-34

Results

Not checked

Analysis and Comments

The tool did not determine the orientation of the image.

Screenshots

Table 5.177 — Exif Reader Test Result DIFT-34

Test Case DIFT-35, 36

Results

Not checked

Analysis and Comments

The tool did not determine the tags/comments of the image.

Screenshots

Table 5.178 — Exif Reader Test Result DIFT-35, 36

Test Case DIFT-37, 38

Results

As expected

Analysis and Comments

The tool determined the bit-depth of the image i.e. 8.

Screenshots

ImageHeight B30
BitzPerSample a.8.8
Compreszion hcomp

Table 5.179 — Exif Reader Test Result DIFT-37, 38
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Test Case DIFT-39

Results

As expected

Analysis and Comments

The tool determined the colour-space of the image.

Screenshots

FlazhPist erzion

Colars pace

E siflmageiafidth

oo

4000

Table 5.180 — Exif Reader Test Result DIFT-39

Test Case DIFT-40

Results

Option not available

Analysis and Comments

The tool is essentially an Exif metadata reader, so it does not read other

Screenshots

types of metadata (such as XMP, and IPTC).

Table 5.181 — Exif Reader Test Result DIFT-40

Test Case DIFT-41,42

Results

As expected

Analysis and Comments

The tool determined the ISO of the image correctly i.e. 200.

Screenshots

E«pozureFrogram

1505 peedR atings
Unkronan (2330031

': vil"".."-:-r@inn

Tnkroven [0

0230

Table 5.182 — Exif Reader Test Result DIFT-41, 42

Test Case DIFT-43, 44

Results

As expected

Analysis and Comments

The tool determined the focal length of the image correctly i.e. 18mm.

Screenshots

Flazh

FocalLength
b akertate

Mot fired[Compu
18.00[mm]
Mikon COOLP=

Table 5.183 — Exif Reader Test Result DIFT-43, 44
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Test Case DIFT-45, 46

Results

As expected

Analysis and Comments

The tool determined the shutter speed of the image correctly i.e.

1/2500s.

Screenshots Unknown [EATC)7, 2060 2060 Bytes
Sub Information
ExpozureTime 1/25005ec
FMurnber F5.0
ExpozureProgram Aperture Priority
1SS needR atinng 160

Table 5.184 — Exif Reader Test Result DIFT-45, 46

Test Case DIFT-47

Results

Not checked

Analysis and Comments

The tool did not determine the subject distance of the image.

Screenshots

Table 5.185 — Test Result DIFT-47

Test Case DIFT-48, 49

Results

As expected

Analysis and Comments

The tool determined the flash setting of the image.

Screenshots

Mat fired[Auta)
21. 30 rmm]

FocalLength

Table 5.186 — Exif Reader Test Result DIFT-48, 49

Test Case DIFT-50, 51

Results

As expected

Analysis and Comments

The tool determined the aperture value of the image i.e. f/5.

Screenshots

Shutters peed alue 1/5015ec

Aperturetfalue

E=pozureBiasyalue EW0.0
M amdperturetfalue Fz.8
Metenngh ode Centersfe

Table 5.187 — Exif Reader Test Result DIFT-50, 51
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Test Case DIFT-52, 53

Results

As expected

Analysis and Comments

The tool determined the thumbnail information of the image.

Screenshots

Thumbnail Information

Compreszzion OLCJPEG
#Rezolution 1804
'Reszalution 18041

R ezalutionU nit [rich
JPEGInterchangeF ormat 1566
JPEGInterchangeFormatLen...  BEE3

Table 5.188 — Exif Readér Test Result DIFT-52, 53

Test Case DIFT-54

Results

Option not available

Analysis and Comments

The tool does not determine the thumbnail consistency of the image.

Screenshots

Table 5.189 — Exif Reader Test Result DIFT-54

Test Case DIFT-55

Results

Option not available

Analysis and Comments

The tool does not determine the type of tampering.

Screenshots

Table 5.190 — Test Result DIFT-55

Test Case DIFT-56

Results

Option not available

Analysis and Comments

The tool does not highlight critical metadata of the image.

Screenshots

Table 5.191 — Exif Reader Test Result DIFT-56

Test Case DIFT-57, 58

Results

Option not available

Analysis and Comments

The tool does not determine the JPEG % of the image.

Screenshots

Table 5.192 — Exif Reader Test Result DIFT-57, 58
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Test Case DIFT-59

Results

Option not available

Analysis and Comments

The tool does not determine the hidden pixels of the image.

Screenshots

Table 5.193 — Exif Reader Test Result DIFT-59

Test Case DIFT-60

Results

As expected

Analysis and Comments

The tool created a forensic analysis report of the image.

Screenshots

Refer to Appendix D — Imago Forensics Report for complete report.

Table 5.194 — Exif Reader Test Result DIFT-60

Test Case DIFT-61

Results

Option not available

Analysis and Comments

The tool does not have the ability to share reports.

Screenshots

Table 5.195 — Exif Reader Test Result DIFT-61

Test Case DIFT-62

Results

As expected

Analysis and Comments

The tool performed forensic analysis of multiple images in the same
directory simultaneously.

Screenshots

&1 Open C:hUsers\HP D esktoptMG_4692 jpg <I 10411 I>

Table 5.196 — Exif Reader Test ResuItIDIFT-62

Test Case DIFT-63

Results

Option not available

Analysis and Comments

The tool does not add annotations to the image.

Screenshots

Table 5.197 — Exif Reader Test Result DIFT-63
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Test Case DIFT-64

Results

Option not available

Analysis and Comments

The tool does not make colour adjustments to the image.

Screenshots

Table 5.198 — Exif Reader Test Result DIFT-64

Test Case DIFT-65

Results

Option not available

Analysis and Comments

The tool does not perform similar image search.

Screenshots

Table 5.199 — Exif Reader Test Result DIFT-65

Test Case DIFT-66

Results

Option not available

Analysis and Comments

The tool does not have the ability to make separate cases to distinguish
images belonging to different cases.

Screenshots

Table 5.200 — Exif Reader Test Result DIFT-66

Test Case DIFT-67

Results

Option not available

Analysis and Comments

The tool does not have the ability to create multiple use accounts.

Screenshots

Table 5.201 — Exif Reader Test Result DIFT-67

Test Case DIFT-68

Results

Option not available

Analysis and Comments

The tool does not have a multi-level access system.

Screenshots

Table 5.202 — Exif Reader Test Result DIFT-68
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Test Case DIFT-69

Results Option not available

Analysis and Comments The tool does not map the location of the image on a map.
Screenshots -

Table 5.203 — Exif Reader Test Result DIFT-69

5.5 Summary of Results

FotoForensics was successful in conforming to all the core assertions efficiently apart from
assertions related to timestamps. It also provided a lot of optional features and conformed to
them efficiently. However, it did not provide the optional features of multiple user accounts, by-
case distinction and multi-level access system. It also does not provide the functionality of
analysing multiple images simultaneously. Overall, FotoForensics was user-friendly and efficient
in the functionalities that it provided.

Ghiro was also successful in conforming to all the core assertions apart from assertions related to
timestamps. It also provided the optional features of multiple user accounts, by-case distinction
and multi-level access system and conformed to them efficiently. However, it was unable to
conform to some of the other optional features. The user interface of Ghiro was practical and
convenient. It was also able to perform forensic analysis of multiple images simultaneously
which is an important functionality in cases involving multiple images.

Imago Forensics was also successful in conforming to all the core assertions apart from some
assertions related to timestamps. It provided a limited number of optional features. This tool
extracted results in the form of a CSV file. Reading results and finding particular result fields
proved to be inefficient. Hence, this tool was not user-friendly.

Exif Reader was successful in most core assertions except some assertions related to timestamps.
It does not provide tamper detection (ELA) which is an important requirement for image
forensics tools. Also, this tool provided a limited number of optional features. Overall, the
interface of Exif Reader was user-friendly but it was unable to provide important functionalities.
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6. CONCLUSION AND FUTURE WORK

This chapter contains the following:

e Section 6.1 concludes this research.
e Section 6.2 provides future work.

6.1 Conclusion

Image forensics is a new research discipline and the scope for discovery, design and
improvements in the techniques and tools involved are vast. The important and progressive
aspect of evaluation frameworks is the acceleration in advancement and practicality of the
forensic practices. Vaguely, this can be termed as technical hit and trial; the feature identified as
faulty or absent in a forensic tool can be updated or incorporated.

Some may argue that the challenge involved in trying and testing each and every feature of a tool
several times is time-consuming and that it should be an automated task. But any product
(specifically a software tool) needs to be quality tested before being introduced to mainstream
users. A convenient aspect of the evaluation frameworks is that they can be revisited and
improved indefinitely, as the tools evolve and advance. More test assertions can be added with
additional test cases. The continuous technical hit and trial is an attempt to set standards for the
tools to achieve. These standards complement all areas of life in which the tool may be employed
e.g. criminal investigation, commercial use, or academic research and study.

This research work is the development of the first evaluation framework for image forensics
tools. It is based on the conformance methodology adopted by the CFTT project (where they
have fashioned similar testing frameworks for other digital forensics disciplines).

The proposed framework in this research covers all the core features offered by image forensics
tools today. It covers optional features as well. The testing framework was tested using four
image forensics tools: FotoForensics, Ghiro, Imago Forensics, and Exif Reader.

The comparative analysis of the results obtained showed that FotoForensics was able to perform
efficiently in most test cases. It is consequently the most efficient tool out of all the four tools
tested. It also offers a lot of optional features. The version of FotoForensics that was tested in
this research work was the free online version. It also has a paid version i.e. the FotoForensics
Lab which is more secure (because online tools are more vulnerable to attacks compared to the
ones that can be downloaded and installed on a local machine).

Ghiro, an open-source tool, is the second most useful tool according to the results. This is
because Ghiro is easy to use and has some additional optional features (such as multiple user
accounts, case-by-case distinction, multi-level access system, and highlighting critical forensic
data). But Ghiro is also a web interface tool, which means that the security of the results may be
more at risk when compared to results generated using a desktop tool.

104



Imago Forensics is a command line tool and requires effort from the user in order to obtain
results. Also, navigating through the dump of metadata information in the CSV file to find a
specific data field can be time-consuming and inefficient.

Exif Reader is a simple Windows tool that reads the Exif metadata of an image. It does not
provide support for many other features.

It is evident that every tool has some shortcomings but the results obtained from the evaluation
framework highlight all the areas that can be improved. The best features can also be combined
to develop more comprehensive tools. For example, the efficiency of FotoForensics and the
usability of Ghiro combined would make a very practical image forensics tool.

6.2 Future Work

e As more research is conducted in image forensics, the evaluation framework can be
revisited and updated with more profiles (and associated requirements, test assertions and
test cases).

e More tools (apart from the four included in this thesis) can be tested using the proposed
framework

e The results of the tool testing (especially the identified shortcomings and missing features
in the four tools tested) can be used as feedback by vendors to plan improvements to their
products.
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APPENDIX A - FOTOFORENSICS REPORT

Analysis:

Digest
ELA

Gsmes
Hidden Pixels
JPEG %
Metadsts
Source

Fig A.1 — FotoForensics Error Level Analysis (ELA)

Analysis:
Digest
ELA
Gamas

Hidden Pixels
PEG %

Filename: DSC_0005.JPG

Filetime: 2020-07-31 21:31:27 GMT

File Type: image/jpeg

Di 6000x4000

Color Channels: 3

Unique Colors: 175819
7,110,084 bytes
5c2fb4a85d51a63ad7dd28a87F9b8ce9
fb683b4927105dcff7c2e467552239dad fab3edf
20ace35b38fbf5db6f56ddac8d31d625010dcc217@fc1blb778F3db4439a670

URL to this page: [Direct Link] [Annotated]
View: [Uploaded Source Image]

Fig A.2 — FotoForensics Hash Digests
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Analysis:

Hidden Pixels

Metadsta

Summary
JPEG last saved at 97% quality (JPEG Standard, non-standard scale)
Quantization Tables )
Quality determined from the quantization tables that encoded the JPEG:

JPEG QO: Luminance JPEG Q1: Chrominance

Fig A.3 — FotoForensics JPEG%
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(File

File Type

File Type Extension
MIME Type

Exif Byte Order
Image Width
Image Height
Encoding Process
Bits Per Sample
Color Compenents
Y Cb Cr Sub Sampling

image/ipeg
Big-endian (Motorola, MM)
6000

4000
Baseline DCT, Huffman coding
8

3
YCbCrd:2:2 (21)

EXIF

Make

(Camera Model Name
Orientation

X Resolution

¥ Resolution

Resolution Unit
Software

Modify Date

¥ Cb Cr Positioning
Exposure Time

F Number

Exposure Program

12Q

Sensitivity Type

B Version

DateTime Original
Create Date
Components Configuration
Compressed Bits Per Pixel
Exposure Compensation
Max Aperture Value
Metering Made

Light Source

Sub Sec Time Original
Sub Sec Time Digitized
Flashpix Version

Color Space

Exif Image Width

Exif Image Height
Interoperability Version
Sensing Method

File Source

Scene Type

CFA Pattem

Custom Rendered
Exposure Mode

Digital Zoom Ratio
Focal Length In 35mm Format
Scene Capture Type
Gain Control

Contrast

Saturation

Sharpness

Subject Distance Range
Offset Schema

GPS Version ID

XP Keywords

Padding

Compression
Thumbnail Offset
Thumbnail Length
Thumbnail Image

NIKON CORPORATION
NIKON DS300
Horizontl (normal)
300

300

inches

Ver.1.02
20NM4:05:07 17-54:57
Centered

112500

50
Aperture-priority AE
1w

Recommended Exposure Index
0230

2014:05:07 17:54:57
2014:05:07 17:54:57

Y, Ch, Cr, -

2

13

35

Mult segment
Unknown

Mo Flash

18.0 mm

80
80
80

6000

4000

0100

One-chip color area
Digital Camera

Directly photographed
[Red,Greer][Green,Blue]
Mormal

Auto

1

27 mm

Standard

Hone

Mormal

Mormal

Normal

Unknown

4100

2300

thisis atag

(Binary data 2060 bytes)
JPEG (old-style)

19552

6318

(Binary data 6318 bytes)

(xmp

Rating

Subject

Last Keyword XMP

o
thisis atag
thisis atag

(MPF

MPF Version

Number Of Images

MP Image Flags

MP Image Format

MP Image Type:

MP Image Length

MP Image Start

Dependent Image 1 Entry Number
Dependent Image: 2 Entry Number
Preview Image:

MP Image 3

Composite

Blue Balance
Red Balance

DateTime Original
Modity Date

Aufo Focus

LensID

Lens Spec

Image Size

Light Value

Megapixeis

Scale Factor To 35 mm Equivalent

0100
3

Dependent child image
JPEG

Large Thumbnail (full HD equivalent)
481582

7146197

o

o

(Binary data 35651 bytes)

(Binary data 481582 bytes)

50

1.394531

2089844

172500

2014:05.07 17.54.57.80
2014:05:07 17:54:57 .80
2014:05:07 17:54:57 .80

On

AF-P DX Mikkor 18-55mm f3.5-56G
18-55mm £/3.5-56 G VR AF-P
6000x4000

153

240

15

Fig A.4 — FotoForensics Metadata

1
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APPENDIX B - GHIRO REPORT

Image analysis: 871666ee99b90e51c69af02f77f021aa

Fig B.1 — Ghiro Image under Analysis

Dashboard
Type Result
Static analysis Static data
EXIF metadata extraction EXIF Metadata
IFTC metadata extraction IFTC Metadata
AMP metadata extraction XMP Metadata

Preview extraction from metadata || No Preview

Loc alization GP5 position
Error Level Analysis {ELA) Applicabla
Signature check Signature matches

Fig B.2 — Ghiro Dashboard
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Static Data

Type Value
Filename IMG_4692 .jpg
Size 610.1 KB

Dimensions || [1136, 852]

Analyzed at || July 31, 2020, 2:19 p.m.

Static Data - FileType

Type

JPEG image data, JFIF standard 1.02

Fig B.3 — Ghiro Static Data and Static Data — FileType

Static Data - Hashes

(e

SHAL1 2b125736f64f94ced23358edc5771d055cdfdTh

SHAZZG || ead3Z{Tabfdfled77e52d 14dTcE0Zclcad5TeedEd09cd3354a5d9D46

SHA3B4 || dBleec56014ddafi0bdd4c0625612f34B6f9dBfledfeb56527b6a2 T2635bfcdb5B1f7552fc3f6167725338%9c244a65

CRC32 ce?b5598

SHA256 || 05755324b6476d2b31f2d858f1210782c3fdcedB0edbbbfalaSedb23dBbeSbedb

SHA512 || d3beBdcdece5b6d0fib0d58d9eaddccTabeae2aBd 7elee5f5T0d6d98ealflf534506649bal24dec16cc2 9aTd9acfad9efeB T39994f0b3becB5f1330b586aC 7283

MD5 871666ec39b90e51c69af02f77021aa

Fig B.4 — Ghiro Static Data — Hashes

Static Data - Strings

Relevant strings

http:fifwww. apple.com/DTDs/PropertyList-1.0.dtd
httpz/ins.adobe.com/xap/1.0/
httpcffewww. w3 org/1999/02/2 2-rdf-syntax-ns
http:fins.adobe.com/iX/1.0/'>
http:fins.adobe.com/pdffl. 3/ >
http:f{fns.adobe.com/photoshop/1.0/ =
http:ffns.adobe.com/fxap/1.0/">=
http:fins.adobe.comapfl.0/mm =

Fig B.5 — Ghiro Static Data — Strings
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EXIF metadata extraction

| Segment || Key: Value

PHOTO

ColorSpace: 65535

ExposureMode: 0

Flash: 24

FlashpixVersion: 48 49 48 48
SceneCaptureType: 0
MeteringMode: 5

ExifVersion: 48 50 50 48
ExposureBiasValue: 0/3
ShutterSpeedValue: 287/32
PixelXDimension: 1136
FocallLength: 749/32
DateTimeDigitized: 2006:02:11 11:06:37
ApertureValue: 170/32
FocalPlaneYResolution: 1704000/210
WhiteBalance: 0
CompressedBitsPerPixel: 5/1
SensingMethod: 2

FNumber: 63/10

CustomRendered: 0
DateTimeOriginal: 2006:02:11 11:06:37
PixelYDimension: 852
ComponentsConfiguration: 1 2 3 0
FocalPlaneXResolution: 2272000/280
FileSource: 3

ExposureTime: 1/500
FocalPlaneResolutionUnit: 2
MaxfipertureValue: 14732
DigitalZoomRatio: 2272/2272

IMAGE

YResolution: LBOSL

GPS5Tag: 988

Orientation: 1

Make: Canon

ResolutionUnit: 2

DateTime: 2006:03:02 11:07:04
ExifTag: 240

¥ CbCrPositioning: 1
¥Resolution: 1801

Model: Canon PowerShot AS0
Software: Adobe Photoshop Elements 2.0

IMAGE

YResolution: 18071

GPS5Tag: 988

Orientation: 1

Make: Canon

ResolutionUnit: 2

DateTime: 2006:03:02 11:07:04
ExifTag: 240
¥ChCrPositioning: 1
¥Resolution: 1801

Model: Canon PowerShot AS0
Software: Adobe Photoshop Elements 2.0

THUMBMAIL

YResolution: 72/1

ResolutionUnit: 2

Compression: &

¥Resolution: 72/1
JPEGInterchangeFormatLength: 0
JPEGInterchangeFormat: 1250

GPSINFO

GPSLongitude: 116/1 18/1 23882/4096
GPSLatitudeRef: N

GPSAltitude: 304/1

GPSLatitude: 33/1 52/1 129675/40986
GPSMapDatum: WG5-84
GPSVersionID: 2000
GPSLongitudeRef: W

GPSAltitudeRef: 0

Fig B.6 — Ghiro Exif Metadata Extraction
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IPTC metadata extraction

Segment Key: Value

CountryName: United States
City: 18 km MNE of Cathedral City
ProvinceState: California
RecordVersion: 2

APPLICATIONZ

Fig B.7 — Ghiro IPTC Metadata Extraction

XMP metadata extraction

Segment Key: Value

InstancelD: uuid:4dd5c600-abbe-11da-9542-bfbdddcIbdbe

XMPMM DocumentlD: adobe:docid:photoshop:4dd5c5ff-abe-11da-9542-bfbdddc3ibdbe

City: 18 km NE of Cathedral City
PHOTOSHOP | State: California
Country: United States

XMP CreatorTool: Adobe Photoshop Elements for Macintosh, version 2.0

Fig B.8 — Ghiro XMP Metadata Extraction

Localization

| GPSLONGITUDE ” 116/1 18/1 238824096 | ‘ Latitude H 33.8754608154
GPSLATITUDEREF N Longitude || -116.301619602
GPSALTITUDE 304/1 Altitude 304.0
GPSLATITUDE 3301 52/1 129675/4096
GPSMAPDATUM WGES-84
GPSVERSIONID 2000
GPSLONGITUDEREF W
GPSALTITUDEREF li]

Fig B.9 — Ghiro Localisation
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Error Level Analysis (ELA)

Fig B.10 — Ghiro Error Level Analysis (ELA)
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Signature check

Exif Image Software detected

Category:

Editing information

Description:

This tag records the name and version of the software or firmware of the camera or image input device used to generate the image. The detailed format is not
specified, but it is recommended that the example shown below be followed. When the field is left blank, it is treated as unknown.

Additional data:

EXIF Image Software: Adobe Photoshop Elements 2.0

XMP CreatorTool Software detected

Category:

Editing information

Description:

Photo editing software name is available in metadata

Additional data:

XMP CreatorTool: Adobe Photoshop Eflements for Macintosh, version 2.0

Exif Image Model available

Category:

Hardware information

Description:

The model name or model number of the equipment. This is the model name or number of the DSC, scanner, video digitizer or other equipment that generated the
image. When the field is left blank, it is treated as unknown.

Additional data:

EXIF Image Model: Canon PowerShot AS0

Exif Photo DateTimeDigitized available

Category:

Time information

Description:

The date and time when the image was stored as digital data.

Additional data:

EXIF Photo DateTimeDigitized: 2006:02:11 11:06:37

Exif Image DateTime available

Category:

Time information

Description:

Photo date and time is available in metadata

Additional data:

EXIF Image DateTime: 2006:03.02 11:07:04

Exif Image Make available

Category:

Hardware information

Description:

The manufacturer of the recerding equipment. This is the manufacturer of the DSC, scanner, video digitizer or other equipment that generated the image. When the
field is left blank, it is treated as unknown.

Additional data:

EXIF Image Make: Canon

Exif preview available

Category:

Editing information

Description:

A thumbnail in exif metadata is available

Fig B.11 — Ghiro Signatures — Part |
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Exif GPSInfo GPSLatitude and GPSL I il

Category: Position information

Description: EXIF GPS localization data are available

IPTC Application2 City available

Category: Position information

Description: Identifies city of object data origin according to guidelines established by the provider.

Additional data: | IPTC Application2 City: 18 km NE of Cathedral City

IPTC Haapi s . .
Category: Position information
Description: Identifies Province/State of origin according to guidelines established by the provider.

Additional data: | IPTC Application2 ProvinceState: California

IPTC Application2 CountryName available

Catenory: Pasiti
Laiegony s

formation

Description: Country name localization data is available

Additional data: | IPTC Application2 CountryName: United States

XMP Ph hop Country

P

Category: Position information

Description: Country name localization data is available

Additional data: | XMP Photoshop Country: United States

XMP Photoshop State available

Category: Position information

Description: State name localization data is available

Additional data: | XMP Photoshop State: California

XMP Photoshop City available

Category: Position information

Description: City name localization data is available

Additional data: XMP Photoshop City: 18 km NE of Cathedral City

Exif GPSInfo available

Category: Position information

Description: EXIF GPSInfo data are available.

Fig B.12 — Ghiro Signatures — Part 11
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APPENDIX C - IMAGO FORENSICS REPORT
Figure C.1 presents the CSV file created by Imago Forensics opened using Wordpad.

-1---|---é---l---l---l---2---|---3---|---4---|---5---| A
Eilename;MIME;Size_Bytes;Last_ModiEication_Time_UTC;Last_Access_T
ime UTC;Creation_Time UTC;Parsed GPS_Latitude;Parsed GPS_Langitud
e;ContinuousDriveMode; FocalPlaneYResolution; ExifOffset; Components
Configuration; CustomRendered;ExposureMode;Tag 0x0027;Tag
O0x0024;Tag 0x0025;Tag 0x0022;Tag

0x0023;MeteringMode; EasyShootingMode; InteroperabilityVersion; Foca
lUnitsPerMM; DateTimeCriginal ; SequenceNumber; AFAreaMode; Thumbnaill
mageValidirea; ExposureBiasValue; FocusMode; DateStampMode; FirmwareV
ersion;ExifImageWidth;Unknown; Focallength;XResolution;Sharpness;Y
Resolution;FirmwareRevision;FocalPlaneResolutionUnit; Interoperabi
lityIndex;ShutterSpeedValue;LensType;Quality;ResolutionUnit;White
Balance;ExposureTime; ImageType; YChCrPositioning; ISO; NumAFPoints; S
aturation; JPEGInterchangeFormatLength;ModelID; RecordMaode;Digitala
oomRatio;ColorSpace;ManualFlashCutput;RelatedImageLength; FlashMod
e;FlashInfo; FlashPixVersion;Flash;AESetting; ImageUniqueID; JPEGInt
erchangeFormat;Contrast;FileSource;ExifImageLength; FocalType;Macr
omode ; CompressedBitsPerPixel ; OwnerName; FocusType; SubjectDistance;
SpotMeteringMode;Compression;SelfTimer; FlashDetails; SceneCaptureT
ype;CanonImageWidth;Make; ISOSpeedRatings;MaxhpertureValue; Sensing
Method; FocalPlaneXResolution; Tag
0x0000;AFPointUsed; DateTime; ImageStabilization; ExifVersion;Validh
FPoints;Model;DigitalZoom;BApertureValue; InteroperabilityOffset;Re
latedImageWidth; FNumber; Tag 0Ox001F;Tag 0x001D;Tag 0x0015;Tag
0x0018; ImageNumber; ImageSize; FlashBias;AFPointSelected; UserCommen
t;SlowShutter;DateTimeDigitized; LongFocallengthOfLensInFocalUnits
;Orientation;Flashfctivity;ShortFocallengthCOfLensInFocalUnits
Canon_ Ixus70_ 1 3725.JPG;image/jpeqg;2251039;2020-08-05
11:03:21;2020-08-05 11:05:41;2020-08-05 11:04:05;None;None;Single

Or Timer;2304000/169;1596;¥ChbCr;Normal;RAuto Exposure; [&, 0, 0O,

730, 23824, 56345];[156, 35, 0, O, O, 1, 1, 16, O, O, O, O, O, O,
g, 4, o, 0, 0, O, l»[14, =55, 0, 0O, 0O, O, O, @, O, 0O, 0., O, O,
o0]r[416, 0, O, 16, &, 1, 1, &40, 480, O, O, O, O, O, &, 384, O,
o, 0, 0, . ]:[8, 0]rEvaluativer;Full Ruto; [48, 43, 48,
48]1:1000:2009201:07 11:07:01;0:5pot AF: [0, O, O,

0]7075ingle; Firmware Wersion
1.0123072:4229/5: 180 Hormaly 180168432642 RO8;189/32 685535 Super
fine;Pixels/Inch;Euto;1/60; IMG:DIGITAL IXUS 70
JEEG;Centered; Auto; 9;Normal; 3570; PowerShot 5D1000 J Digital IXUS
T0 / IXY Digical 10:JPEGrlrsRGErn/ar2304rRutc + Red-Eve

Fig C.1 — Imago Forensics Report
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Feduction; [0, O, O, 0];0100;Flash did not fire, auto mode;Mormal
RE;[218, 2, 14, 93, 25, 220, 135, 74, 164, &5, 212, 154, 144, 91,
T, 1711:5108;:Hormal ;Digital
Cameraz;2304;4;Hormal;S;;Auto; 68553 :Cencer; JEEG (old-

ztyle) r0:rManual rScandard r 2304 rCanonr 802 95,/32:0ne—chip color
arear40960/3; [0, O, O, O, O, O, O, O, O, O, O, @, ©Q, O, O, O, O,
0, 0, 0]-0:2008:01:07 11:07:01:4:0220;3072:;Canon DIGITAL IXUS
70:None; 85/32; 3334; 30721445 [138, 1, 0, 4, 8, 0, 0, 4, 0, 0, 0O,
Qp Qp Qp O Qp @ 2, Q¢ 9y ww. 17[32, 1, O, 24 2, 2, 2, O, O, Oy
o, 0, 0, o, o, 0J#1:[0, O, O, O, O, O, O, O, O, O, O, O, O, O, O,
0, O, O, Oy Oy wa.. ]:;1000031;Large;0 EV;4; [0, 0, O, O, 0O, O, O,
g, 0, 0, 0, 0, », », 9, 0o, o0, 0, 0, 0, 0, @, o, o, O, 4, 0, O, 0,
o, 0, 0, 0, o, ™, @, 9, o, o, 0, 0, 0, 0, @, o, 0, O, 4, 0, O, @,
0, O O, 0, O, @, @, 9, 9, 0, 0, O, Q, O, @, @, @, Q, O, Q, 0O, OQ,
g, 0, 0, 0, 0, », », o, 0o, o, 0, 0, 0, 0, @, o, o, O, 4, 0, O, O,
Jd, 9, 9, o0, 0, @&, ®, 9, 9, 0, 0, 0, O, O, @, O, W, O, 0O, O, O, O,
g, 0, 0, 0, 0, », », o, 0o, o0, 0, 0, 0, 0, @, o, o, 0O, 4, 0, O, 0,
o, 0, 0, 0, 0, o, @, @, o, o, 0, 0, 0, 0, o, o, 0, O, 4, 0, O, @,
o, 0, 0, 0, 0, 0, o, 9, 9, o, 0, 90, 0, 0, O, @, O, 0O, O, O, O, O,
g, 0, 0, 0, 0, », », o, 0o, o, 0, 0, 0, 0, @, o, o, O, 4, 0, O, O,
Jd, 9, 9, o0, 0, ©, ®, 9, 9, 0o, 0, 0, O, O, @, O, W, O, 0O, O, O, O,
Op Op Op Oy Qp Oy @, 9, 0, 0, 0p Ty 0, Op 2@, O, 0, 9, 0, 0, Oy 04
g, 0, 9, 0, 0O, O, O]»O0f£>2009201:07 1120720117400 rHorizontal
{(normal) ;4 ;5800



APPENDIX D — EXIF READER REPORT

it ExifReader - Canon_PowerShot_540.jpg

= |

File Information
&1 Open

Thumbnail Image

Help

CA\Jzers\HPAD esktop\Canon_PowerShat_S40.jpg

>

UszerComment

[temtd ame | | mformation
JFIF_APP1 E i

tairn Information

Make Canon

todel Canon PowerShat 540
Orientation left-hand zide
#HRezolution 18041

“Resolution 1804

Fezolutionlrit Inch

DateTime 20031214 12:00:44
b ozitioning centered

E wiflmfolffzet 184

Sub Information

ExpozureTime 1/8005ec

FHumber F4.3

E «ifv¥ersion 0220

20031214 12:01:44
20031214 12:01:44

DrateTimelriginal
DateTimeDigitized

CaomponentConfiguration WChCr
CompressedBitsPerPixel 5,/ [hitApisel]
ShutterS peedy alue 1/8015ec
Aperturet’alue FB.0

E xpozureBiasi/alue V0.0

 awd perturety alue F2.8
Meterngtode Centerweightediyverage
Flazh Mot firedAuka]
Focallength 21. 3 [mm)

i akert ote Canon Format : 450Bytes [Offzet B8]
UsgerComment

FlashPi<ersion oo
ColorSpace sAGE

E «ifimagewidth 2272

E siflmageHeight 1704
Esiflnteroperability0ffzet 1392
FocalFlane=Reszolution 22720007280
FoczalPlanevFesolution 1704000/210
FocalFlaneR ezolutionlnit eter
Sensinghd ethod OreChipColordies senszor
FileSource DSsC
CustomBendered Mormal process
Espozuretdode Auto
iithiteBalance Auto
DigitalZoomF atio 2AT2IET2
SceneCapturaT ype Standard
Unkrnown [EATD]91

ExifF98

ExifR Ra8

Yerzion oo
Unkrown (4097 2272
Unkrnovn [4038] 1704
Thumbnail Information

Compressian OLOMPEG
HRezolution 18041
rResalution 18041
FiezolutionUnit Inch
JPEGInterchangeFarmat 1566

JPEGInterchangeFormatLen. .. BER3

m

Fig D.1 — Exif Reader Forensics Report
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