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ABSTRACT

The exponential increase of mobile devices and the wide availability of bandwidth-hungry
applications have created an eruption in mobile data traffic. Such extraordinary evolution
in wireless data usage cause a severe capacity shortage in wireless mobile networks and
presents substantial challenges to cellular operators and telecommunication regulatory au-
thorities. Operators consider various technologies to improve their infrastructure, such as
upgrading their entire network to LTE, taking advantage of existing available spectrum, or
leveraging new spectrum opportunities such as the newly vacated TV band. However, such
network designs do not facilitate robustness in spectrum usage. Cognitive Radio Network of-
fers a capable solution for assuaging this problem. In mobile networks, the wireless spectrum
bands are also used by the secondary users in the absence of the licensed users. Spectrum
decision is to be performed by secondary users while catering for the inconsistent behavior
of fluctuating nature of spectrum slots and diverse service requirements of various wireless
applications, secondary users have to adopt, aiming at optimizing the transmission perfor-
mance of SUs. A SU has to sense multiple target spectrum slots in the shortest possible
time before deciding to select and occupy the most suitable to its QoS requirements idle
slot for its transmission. Spectrum decision process selects the most suited slot from these
available slots for opportunistic use by secondary users. A support framework for CRNs has
been proposed, which is called Spectrum decision Support Framework (SDSF). SDSF of-
fers an intelligent spectrum decision scheme that first senses the idle slots and then enables
SUs to swiftly occupy them effectively. SDSF integrates various spectrum decision tech-
niques and takes into account various spectrum slot characterization parameters. A scientific

support framework has been developed for SUs in the CRN which includes spectrum slot
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viz-a-viz SUs’ QoS requirements, simulation evaluation duly validated by practical imple-
mentation. In this thesis, the proposed SDSF not only enables SUs to occupy the discretely
time and frequency slotted channels in the entire wireless spectrum encompassing the spec-
trum bands of IEEE802.22, GSM, CDMA, LTE, IEEE802.11, Bluetooth, UWB and 5G, but
also guarantees QoS requirements of SUs as per wireless service applications and ensures
no interference with PUs. Initially the SDSF comprise of three wireless spectrum slot pa-
rameters; spectrum slot idle time, measured with the history of PUs’ access, spectrum slot
possession by the PUs and the spectrum slot QoS. This scheme was validated by the achieved
throughput of SUs at the end of its transmission. The achieved throughput leads to the log-
ical architectural design of 5G services providing flexibility required to support efficiently
a heterogeneous set of wireless services including Internet of Things traffic. The proposed
SDFS guaranteed QoS requirements for these applications in terms of end-to-end latency,
SUs’ mobility and no interference with PUs as well as with other SUs of CRN. An empirical
SDSF for CRNs consisting of a signal generator, USRP2 and a network analyzer based on
the sensing data achieved by a central SU from other (slave) SUs in the CRN has also been
proposed. The results obtained validates that the proposed SDSF satisfies complementary
receiver operating characteristics at various signal to noise ratio, end-to-end latency and the
network congestion. The simulation results indicate the validity of the proposed schemes for

spectrum decision for cognitive radio networks.
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Chapter 1

INTRODUCTION

During the last two decades, wireless communication systems and technologies have been a
subject of extensive research and development, due to their enhanced and essential integra-
tion in day to day workings in real world. As a result, the mobile communication has evolved
significantly from early simple voice systems and heavy devices to present highly sophisti-
cated integrated communication platforms that provide numerous services, which are used
by billions of people around the world. These services, coupled with a rapidly increasing
cache of bandwidth(BW) hungry wireless applications, have triggered demands for higher
data rates and low latency with sure connectivity. Only in 2016, more than 400 millions
mobile handsets and routers and connections have been added [4]. It is obvious to anticipate
that the global mobile networks will increase many folds by 2021. Consequently, the mobile
data traffic is expected to grow more than 500fold in this decade ending in 2020. On the other
hand, as wireless systems evolve, the wireless RF spectrum band has become overcrowded
and as the regulatory authorities like Frequency Allocation Board (FAB) in Pakistan, Fed-
eral Communication Commission (FCC) in the USA and UK Office of Communications
(OFCOM) in UK allocate the RF spectrum band at Fixed Spectrum Assignment policy. As a
result, the ever increasing expansion of wireless technologies is hampered with RF spectrum
scarcity. On the contrary, due to typical usage of cellular devices by the licensed users (of
the RF Spectrum) known as Primary Users (PUs), the major junk of the licensed spectrum
is well underutilized [5]. Cognitive Radio (CR) has emerged as an enabling technology to

address the spectrum scarcity issue in wireless technology, which provides the capability to



share the wireless spectrum with PUs in an opportunistic manner [6]. Today’s frequency
spectrum for wireless applications is increasingly scarce. Federal Communications Com-
mission (FCC) partitions the RF spectrum into ranges based on the wireless applications
requirements depending upon the capabilities of the device. The FCC carried out this sec-
tioning of the RF spectrum across the range as an output of public hearings [7]. Over time,
spectrum allocation is now also possible thorough systems such as lotteries and spectrum
auctions [[8]. Presently, the all-presence of any equipment that uses the RF spectrum bands
to include radio, GSM, television and base stations, mobile devices, internet while on mo-
bile through GSM data and router services, UWB devices etc, demands more flexibility of
the spectrum allocation process [9]. In the future, the ever expanding wireless footprint
implies that devices will need to adapt their transmission and reception capabilities to the
RF spectrum in which they carryout their transmission. This process is termed as Dynamic
Spectrum Access (DSA) [10]. Optimizing wireless communications to achieve low end-to-
end latency, high data rates(throughput), lower probabilities of false alarm and misdetection
and robustness requires a complete exemplar shift in the design of wireless technologies and
systems. This paradigm change in the mobile telecommunication systems has to be reflected
in mobile communication technology fields like air interface structure, signal processing for
mobile handsets and routers, BTSs and MSCs and their infrastructure, the infrastructure and
mobile architectural considerations, control designing at user end, communication session
management and cross layer designing in the networking.

Moreover, some spectrum assignments are applied to all times during a day, yet many are
only used consistently for short durations of time. Frequency spectrum slots which may be
used at any given time by a specific user, but which are used only periodically, significantly
contribute to wasted spectrum assignment. This issue is extensible to the combat’s require-

ment for radios which are required to operate regardless of their geographic location, the



time of day, and the local spectrum policy. With radios able to operate in unused spectrum
during times of limited actual usage, the spectrum could be used much more efficiently [11].
This research presents a framework which enables radio devices to successfully access the

unused spectrum while operating within the legal bounds.

1.1 Cognitive Radio

Cognitive radio (CR), is envisioned to solve the problem of spectrum scarcity for emerging
wireless applications as the existing spectrum is underutilized [[12]]. A CR is a radio that can
be programmed and re-configured dynamically to use the most suited RF wireless spectrum
slot in its vicinity to avoid user interference and congestion. Such a radio automatically de-
tects available RF spectrum slots in wireless spectrum, configures its communication param-
eters to enable itself for simultaneous and synchronized radio transmissions and receptions in
a given spectrum slot at one location. This process is dynamic spectrum management. That
is, CR implements Observe-Orient-Decide-Act (OODA) loop as a source to enable Software
Defined Radio (SDR) operations by making informed, adaptive decisions on communication
in the entire RF spectrum range. The use of the OODA loop for CR has been proposed by
Mitola et.al [13]] and it offered the signature of initial solution to the problem of RF spectrum
scarcity [14]. First, the CR carries out SS the RF spectrum, i.e., the observation. Next, the
SDR component of CR creates a radio environment map (REM) from which to use available
spectrum slots, i.e., the orientation. Later, the SUs in the CRN makes a decision to occupy
the vacant spectrum slots and make the radio transmitting and receiving on the RF spec-
trum slot(s) sensed vacant by the PUs. Finally, the radio reconfigures its radio conditions
for enabling its users to communicate ensuring their QoS requirements, i.e., the action [15].

OODA Loop maps directly to DSA techniques as is shown in Figure. [1.1
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Figure 1.1: OODA Cycle in Cognitive Radio.

CR is an effective technology which is used to implement DSA as a solution to frequency
spectrum congestion coupled with fixed spectrum assignment policy. In short, the CR is a
DSA enabling smart technology. In CR networks (CRNs), the spectrum slots formally as-
signed to the licensed/primary users (PUs), are allowed to be opportunistically utilized by
unlicensed/secondary users (SUs) whenever not in use by PUs [16]. SUs find out vacant
spectrum slots through various signal processing, game theory and artificial intelligence
(AI) techniques prior to any transmission attempts. This process is called spectrum sens-
ing (SS) and can be performed using software defined radio (SDR) [18]]. It is desireable
that the time of spectrum sensing (SS) is reduced as much as possible while satisfying re-
quired performance criteria [19]]. It is also important in CRN to coordinate multiple SUs to
share the spectrum slot, known as spectrum sharing. A fundamental challenge of spectrum
sharing is to ensure the quality-of-service (QoS) of PUs while maximizing the achievable
throughput of SUs [20]. For CRN, multiple spectrum slots are sensed which are available at
a given time slot, due to PU’s priority rights on licensed spectrum slot and satisfying SU’s

QoS requirements. SU is required to decide which spectrum slot be selected to start its com-



munication in the particular time slot. Moreover, it is required that SU does not interfere
with PU and maintains its own transmissions’ QoS requirements. This selection mechanism
(is known as spectrum decision in CRN [21]]) has not been explored much (an open research
area) [18], [22], [23]] and [24]. Related work carried out so far needs deliberation and is the

focus of research presented here.

Transmitted Signal RADIO ENVIRONMENT
i RF Stimuli
Spectrum PU Detection St
pectrum
ility [*
Spectrum MRy Sensing
Sharing
Decision Request
Channel Capacity Spectrum Spectrum Characterization

Decision

Figure 1.2: Spectrum Management Framework in Cognitive Radio.

Preserving the desired QoS of the PUs along with the user mobility requires the spectrum
mobility for the SUs in the network [25]. Due to its mobility, an SU may change its place
(cell) in a cellular network during its transmission, therefore may enter a new region in
which its spectrum slot is already being used by a PU [26]. The primary traffic in any given
region is time-varying and stochastic in nature [27]. In either case, to eliminate any collision
of SU with the primary transmission during its channel access and to avoid the termination
of SU’s communication session, the SU must be able to vacate its transmission channel
upon the appearance of a PU and to re-establish another communication link [28]. Since the

interruptions by the PU increase the transmission delay of the SU’s connection and degrade



its QoS, therefore, the interrupted communications are promptly and swiftly switched to
another suitable RF spectrum slot and resumed their transmission afterwards [29]. This
process makes CRN a network which is connected all the time and the network remain
active for transmission for its users. In order to address these challenges and attain the aim
of connectivity, each SU in the CRN has to make a decision of occupying or switching to
the best available spectrum slot without disrupting its own communication and impairing
PU’s activity. These capabilities can be comprehended by the process of realizing efficient
spectrum utilization through spectrum management function that addresses SS, decision,

sharing and mobility [30].

The perfect SS mechanisms are the prior information for which SUs shall work. Spec-
trum decision is a crucial and important process in CRNs, which enables the SU to select
the best channel to transmit data from the targeted spectrum slot(s). In order to distribute the
traffic loads of the SUs in CRN evenly to these spectrum slots, an effective spectrum deci-
sion scheme should take into account the traffic statistics of the PUs which has been done
through Poisson Distribution in this research work. The spectrum decision capability relies
on effective SS and reliable data on PU characteristics [22]. Thus, it is significant that the
non active time of the spectrum slot be known and the status of the spectrum slot be unoc-
cupied (termed here as spectrum slot activity time and possession respectively). Spectrum
parameters (including spectrum slot interference level, error rates, path loss, communication
overhead, end to end latency and ergodic capacity) estimate the transmission response of the
spectrum slot for SUs are referred here as spectrum slot QoS requirements, which is consid-
ered here as third key parameter (along with spectrum slot activity time and possession) in
the proposed framework.

In the following sections, related work on spectrum decision techniques and the cognition



methods to decision making framework are reported. Based on the conclusions drawn on the
related work, the motivation and contributions of the proposed spectrum decision framework

has been reported. After that, the outline of the thesis is appended.

1.2 Related Work

To date, significant research work on spectrum decision techniques has been carried out.
In [17], a measuring parameter to determine the expected normalized capacity of CRN is
proposed while taking the spectrum switching delay into account. However, the scheme is
not effective for non-uniform switching delay. In [31], a coordinated access to the spectrum
opportunities by multiple SUs does not consider the channel access contention (by mul-
tiple SUs). A traffic load balancing decision mechanism based on an analytical structure
to design system parameters by maximizing the network throughput appears in the works
of [26] and [32]. The scheme has analogous goals to spectrum management in the way
that it carries out resource allocation on user’s service requirements. In [33]], a global op-
timization scheme based on graph theory for spectrum assignment to a user does not hold
validity when the CRN topology varies (as per the node mobility). In [34], the degradation
reduction in communication caused by latancy as the computation process is complex since
CRN is required to modify the spectrum assignment. In [35], an analytic hierarchy process
to choose a channel from available channels is used to work the decision making process
as a major component of spectrum decision function of SUs. In [36], a fuzzy logic-based
spectrum handoff scheme makes handoff decision in a decentralized fashion. The process
includes mobile speed and the strength of signal at the receiver of SU to signify the channel

occupancy by PU.

Most of the existing research works aim at SS and spectrum sharing in CRNs, with em-

phasis on resource allocation of spectrum and power among SUs depending upon interfer-



ence controls. In [37], a rule-based spectrum management is proposed, where SUs access
the spectrum independently according to both local observations and pre-determined rules.
However, the time varying nature of channel characteristics have not been considered. The
power allocation for SUs targeting the same spectrum slot is another important issue in
spectrum sharing. In [38], a power allocation scheme has been suggested to accomplish
sufficiently large sample and the outage capacity of the fading channel under varying envi-
ronment of power constraints. In [39], a wide ranging behaviour of the game theory covers
the licensed spectrum sharing of SUs by providing a stochastic decision making algorithm.
In [26]], a channel selection scheme by analyzing the secondary performance in terms of
average sojourn time (for the stay and spectrum handoff). However, the proposed technique
lacks simplicity and is complex. In [40], a technique that characterize the probability of
utilization of spectrum opportunity under various network topology is not effective for the
packet size over 500. In [41]], a study on genetic algorithm based on crossover and mutation
operators for channel allocation in CR is oriented towards theoretical qualitative analysis

and lacks its validity in experimental setup.

1.3 Motivation

CR is a promising technology for realizing the fifth generation (5G) networks as it offers
a cutting edge technique to deal with random and varying wireless communication traffic
demands in cellular technologies. CR systems overcome the scarcity of frequency spec-
trum and allows entrant service providers (SPs) to co-exist with licensed mobile SPs. To
achieve this, CR users (CRUs) or SUs need to smartly occupy the vacant spectrum slots.
Therefore, the decision to occupy a spectrum slot is of foremost importance. The existing
spectrum decision schemes are mostly inaccurate, time consuming and are not robust against

non uniform switching delays, time varying channel characteristics and unexpected PU’s ar-



rival in the spectrum slot. The mobility aspect of SUs in CRN, of these schemes is not
well explained. These schemes are mostly computationally complex. Moreover, the exist-
ing work is devoid of heterogeneity and the interoperability requirements existent in CRNs.
The existing research considered the effects of PU activity and SS results, signal processing
characteristics in the wireless scenario and the network parameters like throughput, higher
data rates, low latency and receiver operating characteristics (ROC). These considerations
do not work for systems other than narrowband (NB) communication technologies. As most
current and future wireless communication systems are converging to wide band systems
for achieving higher throughput, data rates and low values of probabilities of false alarm
and miss detection, i.e, the receiver operating characteristics (ROC). For realization of CR
and HG technologies, the standardization of Channel model is an important key in deciding
the access of spectrum slots by the SUs in CRN. Stochastically exploiting the statistics of
wireless communication channels allow the SUs to access the suitable channel as per char-
acterization of PU activities and SS results. The channel statistics include, variations of the
channel gain, delay dispersion and other effects. The choice of channel model is very critical
for guaranteeing QoS requirements of SUs in CRN. This all lay the ground to develop spec-
trum decision framework for SUs in a CRN. A massive increase in the worldwide wireless
services subscription, such as broadband wider fidelity (WiFi) services, mobile communica-

tions, IEEE802.22 and navigation systems, is under way.

1.4 Contributions

The main contributions of the dissertation are as follows:

e Spectrum Decision Support Framework (SDSF) for CRN is proposed. To address
the heterogeneity issue, the SDSF is characterized by PU activity modeling and the

spectrum sensing (SS) results. The performance of CRN largely depends upon PU



activity and SS results. Therefore, in the proposed SDSF, most suited PU activity
model for the entire spectrum band of wireless systems has been adopted alongwith

the SS results.

An AND rule based spectrum decision framework based on three important channel
parameters has been proposed. This gives a robust and interference free spectrum

decision for SU to carryout their transmission while maintaining its QoS requirements.

A fuzzy logic based spectrum decision framework is developed which maintains QoS
requirements for spectrum slots selection for SUs. The underlying decision framework
incorporates both the statistics of PUs spectrum slot occupancy and the QoS require-
ments of wireless application of SUs. By using this framework, the SU competitors
can achieve an efficient sharing of the available spectrum slots. The output, as a result
of defuzzification of the fuzzy inference process is the final spectrum decision which
enables the SU to carryout its transmission without interfering with PU while main-
taining its QoS requirements. Fuzzy logic has the ability to deal with not exact and
accurate to precision data and to validate (parametric) the set benchmark concurrently
to offer a robust spectrum decision [31]. As a result, the CRN works in a system-
atic manner in which SUs configure as per spectrum characteristics to comply their
QoS requirements. Although fuzzy rule based scheme for choice of SS techniques
has been proposed in [32] and in other decision making algorithms, but (to the best
of author’s knowledge) no learning technique has been applied in spectrum decision
making strategies for CRN [33]]. Matlab simulation results are recorded to show the

performance and validity of the proposed framework.

An empirical centralized spectrum decision mechanism has been proposed where PU

has been emulated through USRP2. The real traces of PU activity model have been
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used and the SS results based on PU statistics in using its licensed spectrum slots have

been used to determine the CRN performance based on proposed SDSF.

e Latest research on wireless technology and its trends are converging to IoT and CRNss.
The things-oriented, Internet-oriented, and semantic-oriented versions of IoT are not
likely to be significant and existent if [oT objects are not equipped with cognitive ra-
dio capability [42]. This research also focuses on achieving robust spectrum usage
in an environment with ever-increasing number of transmitters. As operators seek
to leverage new spectrum opportunities in the TV band, the Federal Communication
Commission strives to coordinate spectrum usage by deploying spectrum databases.
However, misuse of TV spectrum can disrupt existing users and violate basic assump-
tions and guarantees fundamental to the operation of such systems. Actively main-
taining spectrum databases is challenging because transmitters can be dynamic and
widely distributed. To address this challenge, we propose and implement a real-time
commoditized spectrum monitoring system using smart phones and low-cost sensors.
We show the feasibility of low-cost spectrum monitoring as well as implement and
evaluate techniques to identify and localize transmitters. The emperical platform used
with rigorous experiments and identification from multiple sources of error in the data
in this research, like equipment noise, progressive framework, user mobility conver-
gence to seamless communication, and interferences in radio. To address these issues,
the proposed SDSF caters for equipment noise mitigation, fidelity prediction, and I/Q
interference removal and achieve a robust spectrum scarcity solution through the pro-

posed SDSF.
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1.5 Thesis Outline

The remaining part of the thesis follows the sequence as given here. Chapter 2 describes
the characterization of SDSF through PU activity modeling and spectrum sensing. Chapter
3 presents a novel fusion based spectrum decision framework for cognitive radio users. It
presents a logical solution to the spectrum access problem for SUs to carryout their transmis-
sion and validates the proposed framework through radio operating characteristics. Chapter
4 describes an empirical spectrum decision framework to access the wireless spectrum by
SUs in the CRN while maintaining QoS requirements of SUs and ensuring no harmful inter-
ference with PUs. Chapter 5 proposes a fuzy logic supported spectrum decision framework.
CRN based Internet of Things (IoT) in 5G/B5G Networks has been described in Chapter
6. Chapter 7 concludes the thesis and gives possible future work in Spectrum Decision in

CRN.
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Chapter 2

Characterization of Primary User Activity and Spectrum Sensing

Results

RF Spectrum decision in CRN is characterized by PU activity modeling and spectrum sens-
ing (identifying temporarily vacant RF spectrum slots) results. All wireless applications have
dedicated RF spectrum bands i.e., fixed RF spectrum assignment policy. Due to the fixed RF
spectrum assignment poloicy, PUs are also known as licensed users. In CRN systems, the
aim is, SUs have to carryout their transmission while ensuring that PUs are not affected and
harmfully interfered. To achieve this aim, PU activities in the licensed bands are modeled
to formulate SS techniques. This chapter gives an account of characteristics of PU activity

modeling and SS results for the proposed SDSF.

2.1 Importance of PU Activity on CRN performance

Since there is no guarantee that a spectrum slot will be available for SUs to complete its
transmission, it becomes imperative to consider the PU appearance and its effects in the pro-
posed SDSF, so that SU senses the spectrum slot either vacant or otherwise accurately and
this factor could lead to the correct spectrum decision for SUs in CRN. The pattern of the
PU activity can be determined by modeling it with its historical usage of the targeted spec-
trum slots to enable SUs in CRN to know the future occupancy of the particular spectrum
slot. This expected behaviour pattern of spectrum slots in the RF spectrum band is achieved
through PU activity modeling. A brief analytical description of PU activity models is given
in Table. 2.1][43]

Effects of PU activity modeling on CRN performance for DSA in both, under-laying
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and overlaying modes is generally viewed under following three possible cases in CRN

operation:-

e Case I: Improved BW Ultilization: In this case, the CRN can improve the BW utiliza-
tion. The overall spectrum slot occupancy is derived as repeated ON/OFF systems
derived by the logical functions of the single ON/OFF system of each PU in the net-
work. Hence, by combining the PU activities in all spectrum slots, SUs can optimally

utilize the entire BW.

e Case II: SS Errors and interference avoidance: In this case, if PU occupies a spectrum
slot for longer than statistically calculated time periods, the spectrum slot is accessed
by the SU(s) for significantly shorter time duration. Therefore, if SU continues SS
process on that specific spectrum slot, either the transmission of SU will cause harmful
interference to PU or will suffer from SS errors. By using real spectrum occupancy
measurement method, SUs can have improved SS and both SS and switching times
and energy can be saved. Similarly, the interference to PUs can be avoided by keeping

very less energy in the sidelobes of the SUs’ transmitted signal.

e Case III: Measurement of Spectrum Slot Idle Time: In this case, CRNs offer a solution
to the problem of scarcity of spectrum thereby improving RF spectrum utilization by
opportunistic access. SUs in a CRN utilize the spectrum slot which is, otherwise allo-
cated to PUs and at that particular (SUs’ transmission duration) PUs are not operating
,i.e., when the spectrum slot is idle. It is,therefore, the operation of the CRN is affected

by the idle time of a licensed spectrum slot.

2.1.1 Review of PU activity Models Used in CRN Research

By keeping above into consideration, various PU activity models based on stochastic charac-

teristics of real time and best effort wireless applications have been proposed in the literature
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and PU activity modeling holds the key importance in spectrum decision in CRN. This sec-
tion provides an insight of most of the PU activity models for CRN, which have relevance
to the spectrum decision process and analyze them for selection of suitable models for the
proposed SDSF. PUs operate in all spectrum bands depending upon the underlying technol-
ogy and this spectrum ranges from KHz to GHz, e.g., GSM networks operate in MHz, while
TV bands operate on 40-80 MHz. Table[2.2] gives an account of all the wireless applications
and the wide ranging operating frequency spectrum bands for which the proposed SDSF will
hold good for CRN. A single PU activity model can not capture the PUs’ activities of entire
range of wireless frequency spectrum band, as these activities vary from one wireless ser-
vice to other wireless service. In the modern wireless technology age, almost all the wireless
standards have been designed which include IEEE 802.11 systems, short ranged narrowband
networks such as Bluetooth and Zigbee, 5G// B5G, LTE-A, 10T etc. For each wireless sys-
tem, there are statistical variations in PU activities and the model of one service can not be
used as a model for the other application. Therefore, there is a need to have an access to the
real traces of applications. To proceed in this direction, the proposed framework has con-
sidered PU activity by recognizing it and it was observed that the PU activity of all wireless
applications more and less converge to poison distribution. Therefore, the proposed SDSF
has used PU activities as Poisson distribution within the particular spectrum slot denoted as
K(t) with A, as the intensity of the process or in other words, the arrival rate. Let T}, be the
arrival time of PU at k** arrival, for k = 1,2,3,.... The inter arrival time Y}, is given as
follows:

Yy = Tiyr — Ti (2.1

where Y} is independent and identically exponentially distributed and 7} follows Erlang

distribution. When PU is absent, the activity time of the targeted spectrum slot is idle.
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Table 2.1: Analytical description of Significant Activity Models

PU activity model types and their significance

PU Activity

Advantage

Disadvantage

Models based on
measured data

The data measured
in real time is used

High computa-
tional complexity

Models based on
statistical analysis

Future PU activity
is determined

May cause inter-
ference to PU

poisson  distribu-
tion process

Simple and less
complicated to
model and s
mostly used

limitations in very
small variations of
PU traces

Similarly, when PU is present or has arrived unexpectedly, the activity time of spectrum slot
signifies for SU, not to occupy. Most of the research in CRNs is dependent upon statistical
modeling for PU activities as the real traces of PU (mobile operators’ users) activity were
proprietary and not available as an open data set. A new privacy preserving framework
for PUs obfuscation strategy design has been included in the proposed framework, which
jointly considers PUs operational privacy in the temporal domain, the obfuscation cost of
PUs, the uncertainty of SUs demands, and SUs traffic demand satisfaction. Under such
a framework, when PUs add dummy signals to obfuscate the adversary, they also need to
consider the trade-off between preserving PUs temporal privacy and satisfying SUs traffic
requirements, and thus cannot arbitrarily generate dummy signals for privacy preserving
purposes.The accuracy of PU activity modeling can be increased by using real traces of PU in
the modeling. In the proposed framework, the real traces have been used in the experimental
test bed and a way forward for CRNs towards real environment has been proposed in chapter
4. This is in addition to considering various stochastic based models used in other two

techniques for SDSF.

After modeling the PU activity in the proposed SDSF, in addition to the system models

defined in each technique mentioned in the respective chapters, following standards have
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also been used in the proposed SDSF for CRN for SUs’ transmission:-

A WiFi through a router device which supports to freely access internet network con-

nection.

e Increase in the BW, per unit area.

e 100 times more connected devices to project the situation as is mentioned in [4].

e Up to 10 Gbps connection rates to mobile devices in the coverage area of primary

servers/BTSs and secondary servers/BTSs.

e A maximum perceived internet, GSM and other mobile services network availability.

e A perceived 100 % network coverage of both voice and data.

e Maximum of 1ms end-to-end round trip delay (latency). This parameter is described

through an experimented setup in chapter 4.

The wireless applications, their frequency spectrum bands and BWs being used in the

proposed SDSF is given in Table. 2.2]

2.2 Spectrum Sensing

To find available spectrum holes and avoid unacceptable interference to PUs, spectrum sens-
ing (SS) is a pre requisite knowledge for making a spectrum decision by SUs in CRN. The
preliminary stage for enabling CR to make a decision for occupying the RF spectrum slot, is
to sense the radio environment and find out which slots of the spectrum are available. This
is achieved through SS. However, spectrum sensing poses the most fundamental challenge
in CRs [44] and requires a carefully designed SS technique to be used which offers near to
accurate SS results. Furthermore, there should be a method developed to mitigate SS errors,

in case SU occupies a spectrum slot where PU is still present.
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Table 2.2: Wireless Systems Used in proposed SDSF

Wireless Applications Frequency Spectrum Bands Bandwidth
IEEE802.11¢g to n/WiFi | 2.4GHz 10 KHz
IEEE802.16/LAN/2 5GHz 100 KHz
IEEE802.22 54MHz-862 Mhz 5 to 20 MHz
890 MHz-915 MHz (uplink)
GSM 935 MHz-960 MHz (downlink) 200 KHz
CDMA 800 MHz & 1.9 GHz 125 Mhz
1710 MHz-1770 MHz (uplink)
LIE 2110 MHz-2170 MHz (downlink) | 20 MHZ
UWB 3.1 GHz- 10.6 GHz 500 MHz
5G 0.5 GHz to 39 GHz 20 MHz for 6 GHz and
100 MHz for 30 GHz
and above center {fre-
quency*
868 Mhz as used in Europe
ZigBee 915 Mhz as is in use in USA
2.4 Ghz as is in most Worldwide

*upto 10% of the center frequency but not wider than 2 GHz.

This section describes the need for SS by SUs in CRN. SUs are required to simultaneously
detect PU and spectrum slot QoS requirements over fading channels. The SS mechanism is
formulated for Rician and Rayleigh fading and 3GPP channels models suitable for all types
of wireless applications. The same wireless channel models have been further used in the

proposed SDSF.

2.2.1 SS Results

In CRN, PUs have anticipatory priority to access the licensed spectrum band. To avoid
harmful interference from SUs to active PU receivers, SS is carried out here to find out the
spectrum occupancy status of the channel being accessed by SUs and IoT devices in CRN.
The task of SS is to sense and be aware of the statistical and communication parameters
related to the wireless radio spectrum band characterization and also real time determination
of signal occupying the wireless frequency spectrum slot. These parameters include, types
of modulation techniques used, signal waveform and the quality of the spectrum slot. SS

results have been ensured to be accurate. For this, the selection of techniques used in the
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proposed SDSF has been made on the basis of three key parameters used in SDSF and the
results obtained in SS before the transmission of SUs have been compared with the results
obtained after transmission in chapters 3 to 6. It was found that the QoS requirements of
SUs’ transmission was maintained, thereby verifying the SS results being accurate and SDSF
as robust. Let all devices transmit their packets based on the sensing results. The detailed

account of SS techniques used for the proposed SDSF is given in the subsequent subsections.

2.2.2 Energy Detection

Energy Detection(ED) is the most common SS technique used. ED white Guassian noise
PSD is measured very accurately. This fact yielded a higher probability of PU’s detection
anytime during the sensing duration. The explicit consideration of uncertain knowledge of
the signal, it has been demonstrated that detection of these signals by an radiometer which
measures upto UWB was possible. The worst possible results bound are provided as a func-
tion of input signal to noise ratio (SNR). SNR is a blind technique where no prior knowl-
edge of signals of PU is required. The output of ED is compared with the experimentally
set threshold values. ED is the most used SS technique as it offers low computational com-
plexity with optimum SS results. Noise variance, o has been measured from experimental
measurements on the switched off PU (emulated by USRP2, the detailed description is given
in chapter 4). The limitation of ED SS technique of it being not suitable for spread spec-
trum signals, has been over come by using OFDM modulation technique and Rician channel

model for the system and network models used in SDSF.

2.2.3 Cyclostationary based detection (CSD)

The cyclostationary approach offers a time varying analysis for a signal to be present or
absent in a particular spectrum slot. It is non-coherent, because there is no requirement

of frequency synchronization. Hence, for PU’s emitting signals whose frequency related
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information is not known, CSD offers a suitable SS technique. As most of the signals (not
the noises) in communication, periodicities are involved because of coupling of stationary
message signals with periodic sinusoidal carriers or with periodic keying such as in OFDM
and other modulation techniques due to sampling, multiplexing and / or repeating codes,
therefore, redundant PU’s signals are generally modeled as cyclostationary signals. More-
over expected to be To put things into perspective, for a wireless service requiring 1 ms delay
as latency, the inter connectivity must occur within 1km of the SU in the cell; to achieve
this latency, other non-network techniques, ROC in particular have also be used. To attain
this latency and with PU activity modeled and predictable, the SU is required to determine
frequency slots where PUs are not active. To attain this, SU in CRN has to identify the un
used spectrum slots. Thus the next step is SS. In this section, the techniques used in SS have
been discussed and how their errors have been mitigated is also discussed. The results of SS

characterize the spectrum decision in CRN.

2.2.4 Cooperative SS

Cooperative spectrum sensing (CSS) is an effective way to counter the hidden terminal prob-
lem due to deep fading and shadowing in spatial diversity of SUs. Although CSS detectors
can overcome the hidden terminal problem, they require some a priori knowledge, such as
the statistical characteristics of RF spectrum slots from PU to SUs, SNPR at SUs and noise
power [45]. However, the a priori knowledge is often unavailable at SUs in practice. To re-
solve this issue, a CSS detector requiring no a priori knowledge has been proposed [46]]. In
addition, most CSS detectors assume that SUs have an identical background (noise) power,
making them vulnerable to malicious interferences (which give rise to non-identical back-

ground power).
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2.2.5 Need for SS

The SS is one of the most challenging tasks in the future cognitive LTE system as it requires
high accuracy and low complexity for DSA. While using the fading channel, it has been
observed that the coding techniques suffer from higher latency as the structure is a matrix:
bits are read in line-by-line, and read out column-by-column. The communication link is not
established until the matrix has been filled up before it can read out the bits. Latency, is thus

considerably larger than the separation of bits that can be achieved.

2.2.6 SS Performance measurements

The SS performance metric is usually measured as a trade-off between selectivity and sen-
sitivity, and can be quantified by the levels of detection and false alarm probability. The
higher the detection (or lower the miss detection) probability, the minimum would be the in-
terference to PUs by SUs in the CRN. Almost all aforementioned related works demonstrate
the capability of radio SS through real world experiments. Since the data set for SS of real
traces is limited and generally obtained only through experimental testbed, therefore, there
may be a convergence to some bias. Up till now, there is no theory basis for radio based
activity recognition, which can mathematically model and analyze the relationship between
human activities and corresponding radio transmission features or system parameters. In-
formation theoretic analysis may gain fundamental insights to guide the optimal design of
radio based recognition system. The performance of CRN in sensing duration 7, is deter-
mined by a reward known as throughput (denoted by R;,) of the CRN. Figure. 2.1 explains
the implementation of OODA model in a CRN described in section 1.2. This shows that
the interference effects the degradation in QoS requirements of SUs in CRN and the SU’s
adapting to the current radio environment. At sensing dration A, the CRN system observes

the environment. During the sensing period B, a notional expected performance while the
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RF spectrum slot was changing has been shown, the CRN has reoriented itself. During the
sensing duration marked as C', the SUs in CRN have to decide as per radio conditions which
spectrum slot is to be occupied for their transmission. SUs in CRN are now transmitting in
the new spectrum slot using its spectrum decision and regains their QoS requirements with

three different possible throughput values.

QoS degradation SU's transmission in
on Interference CRN

Rk

Levels at which the
cognitive radio may
continue to function
after adapting to the

RF spectrum

Ns

Figure 2.1: Expected CRN based system operation.

In half-duplex (HD) CRNs, the secondary users (SUs) can either only sense the spectrum
or transmit at a given time. This HD operation limits the SU throughput because the SUs can-
not transmit during the spectrum sensing. However, with the advances in self-interference
suppression (SIS), full-duplex (FD) CRNs allow for simultaneous spectrum sensing and
transmission on a given channel. This FD operation increases the throughput and reduces

collisions as compared to HD-CRNs. To have real time PU activity, a CRN sensor node is
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used as a receiver as a plateform consisting of a smartphone (as data processor) connected to
a USRP2 connected with ubunto installed PC (spectrum sensor). The hardware PC collects
raw [ /() samples which are translated into data E1s. Real time spectrum sensor to sense the
spectrum usage. This experimental setup emulating real PU traces in the RF spectrum has
been further extended to frame a spectrum decision supported framework in chapter 4 of this
thesis. To eliminate the interference to the PUs introduced by the SUs in case PUs arrive
unexpectedly in their licensed bands, the interference received by the PUs can not exceed a
given threshold, measured through statistical behaviour of CRN which is based on channel
conditions, physical distance of SU-PU and the CRN configurations. The threshold varies

based on the scale of the SUs group in CRN.

Federal Communications Commission (FCC) in part 15 of Code of Federal Regulations
(CFR) 47 [47]. The SDSF helps CRUs to use ISM bands to transfer data downloads upto
3.6 Mbits/s for M2M applications and HD video surveillance, thus offering an enabling
technology for realization of Internet of Things (IoT) in the fifth generation network (5G).

This contribution is described in detail in chapter 6 of this dissertation.

2.2.7 Summary

If the CRN can not satisfy SU’s QoS requirements, no incoming SU be decided to access the
specific spectrum slot in the proposed system model. Since the available BW in the proposed
system model varies over time, the CRN would not be able to guarantee QoS requirements
as per the wireless applications SUs adopt. The decision framework is characterized by
jointly considering PU activity and spectrum sensing results of the spectrum slot. Over the
last two decades, with the increased demand, the radio-frequency spectrum - a resource that
once seemed unlimited-has become crowded and, now, no longer is able to accommodate all

users’ needs. As a result, there has been a growing research on using spectrum efficiently.
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This chapter provided a basic premise for the proposed SDSF in the form of description of

PU activity modeling and SS.
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Chapter 3

Fusion Based Spectrum Decision Framework For Cognitive Radio

Users

In accessing a frequency spectrum slot by SUs in a CRN, they need to decide basing on
statistical information of PUs’ arrival and departure to and from that particular slot. With SS
data available and PU activity patterns modeled, SUs to occupy the best suited spectrum slot
out of available slots for its transmission through a decision process known as spectrum de-
cision. In this chapter, a SDSF based on a fusion rule applied on three parameters of channel
including the channel capacity of the licensed channels. The proposed decision technique
enables the SUs to decide the best spectrum band to occupy for smooth communication with-
out having an impairment in its communication and without disrupting the PU. The results
of this work have been published in proceedings of 16th IEEE International Symposium on

a World of Wireless, Mobile and Multimedia Networks (WoWMoM 2015) [1]].

3.1 Introduction

Spectrum decision is a step taken by the SUs in CRN after SS. The SS data gives SUs
information about the vacant spectrum bands and SUs access the spectrum bands as per
their applications guaranteeing the QoS requirements. To ensure no interference to PU, the
spectrum decision process must be robust and error free from the possibility of interfering
with the transmission of PU as well as continuing transmission when PU arrives. Therefore,
the proposed SDSF offers a robust and definite decision to occupy the vacant channel with
the assurance that SU would not interfere with PU, would complete its transmission and will

be able to swiftly switch to another vacant channel on PU’s unexpected arrival.
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3.2 Contribution

Our spectrum decision scheme is based on fusing each separate decision of three key pa-
rameters with AND rule, thereby, giving a hybrid spectrum decision scheme. The decision
technique developed will first find the channel idle time determined with stochastic analy-
sis, channel occupancy status at that particular time and channel performance based on its

capacity.

3.3 Chapter Layout

Section 4 gives an account of the proposed methodology for SDSF. Results and discussion

is given in section 5 and the chapter is concluded in section 6.

3.4 Spectrum Decision Framework

The detailed explanation of the proposed spectrum decision scheme is described in subse-
quent sections. In the proposed framework, three channel parameters, channel idle time,
channel performance and channel occupancy status have been incorporated and an AND
rule has been applied to these parameters to give the slot availability. This decision module
is shown in Fig. If the slot has been identified as available, then the SU will occupy the
channel and start its communication. Simultaneously, SU will keep sensing the channel and
if PU arrives, then SU will vacate the channel and the process of decision framework will

restart for that particular SU. The complete algorithm is shown via flow chart in Fig. [3.2]

The CRN is considered to function in five licensed spectrum bands, the carrier frequency
of these bands ranges between 1 MHz to 5 MHz. The Poisson distribution is used to model
the PU activities, i.e., its arrival and departure, and the secondary connections [40]. PU’s
activity is shown in Fig. [3.3] Three parameters are defined below.

Arrival and departure times are probabilistically calculated via Poisson distribution given as
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Figure 3.1: Decision module; giving fusion of three key parameters via AND rule.

follows;
A=A
Ul 2) = P(T = k) = =, 3.1
where T is a discrete random variable and £ = 0,1, 2,3, .....,n. Let the channel idle time

be represented by 7 which is a vector representing idle time for all the channels. Let the
channel number be represented as i, where : = 1,2,3,.....,n. Here, we define a selection
map &, which is assigned a value "1’ for those channels whose idle time is greater than a set

threshold . Mathematically, we define it as follows:

(i) = (3.2)

0; otherwise
Channel performance is monitored based on the respective channel capacity. Let the channel
capacity be represented by « given in Eq. [6.20|where H denotes a fading channel gain which

is a complex Gaussian random variable and J denotes signal-to-noise ratio. Here, we define
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Figure 3.2: Flow chart of the proposed spectrum decision scheme.

a selection map (, which is assigned a value 1’ for those channels whose performance is

greater than a set threshold e. Mathematically, we define it as follows:
k= logs (146 [H|?) (3.3)

1; k(i) > €
¢i) = (3.4)

0; otherwise

The targeted channels are continuously sensed to get channel occupancy status. SU is con-
tinuously sensing the channel(s) and estimating the power spectral density (PSD) using the

periodogram for any particular signal y[k| carrying energy transmitted by PUs as follows;

K—

—_

2
1 —jkw
= > ylkle (3.5)

k=0

PK(ij) =
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Figure 3.3: PU’s activity in a particular spectrum band B showing vacant(white space) and
occupied (grey) spaces. Arrival and departure times of the PU are represented as a; and d;
respectively. Channel idle time is found using a; — d;_4

Py (e?) = ylkle 7N " y[s]ed™, (3.6)

K
where the power is found to be less than a set threshold, the SU considers it vacant. Let p
denotes the channel occupancy status, which is assigned a value '1’ for vacant channels and
'0" for the occupied ones. The above three results are fused using AND rule to decide for

spectrum to be occupied by SU of a CRN. Mathematical model of the proposed technique is

given as under;
@G t) 2 a(&®Gop) )= alt), 3.7

where &, ¢ and p denote the channel idle time, channel performance and channel occupancy

status respectively. Similarly, ¢;(¢) denotes the selected channel for SU to occupy, based on
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AND rule of the three parameters mentioned above. Therefore, the rule that connects ¢;(t)
with the parameters (&;, (;, p;) is given by the decision making algorithms. Let x represents
the rule known as spectrum decision rule. This rule allows SU to decide to occupy a specific
spectrum hole which has been declared the best available channel by our decision module.
Moreover, x(&;, (;, p;) indicates a decision making outcome, which leads to the decided
channel ¢;(t) for communication by SU. The possible outcome of the decision block will
be either to occupy a particular channel whose channel idle time, channel performance and
channel occupancy status are found greater than the set respective threshold. If the PU has
arrived unexpectedly in this particular channel, when our decision scheme has declared the
channel vacant, the SU will vacate the channel and decision module will restart its function-
ality. Spectrum sensing component through channel occupancy status would have identified
other vacant channel for SU, at that time. Accordingly, the SU will occupy any suitable
channel and there will be no interference with PU as well as QoS of SU’s communication

will not be degraded.

3.5 Results and Discussions

The network model used comprised of five PUs, five corresponding channels and one CRU.
The PSD of all five PUs calculated using Eq. [3.5 and Eq. [3.6] and is shown in Fig. [6.4]
The SU will make decision of channel status; either to be vacant or occupied by spectrum
sensing. SU continuously senses the channel status and keeps the record of latest sensing
results. It can be seen in Fig. [6.5]that the PSD of user 4 is very low which signifies that
the PU has vacated the channel. For above mentioned five targeted channels, we have run
the simulation for our decision module for 24 iterations to evaluate the proposed decision

framework.
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Figure 3.4: Power spectral density of the data transmitted by all five PUs.
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Figure 3.5: Power spectral density after the departure of fourth PU.
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The parameters, detection probability P, False alarm probability Py, and missed detec-
tion probability P,,; as key measurement metrics that have been used in our previously pub-
lished work [48] to analyze the performance of spectrum sensing technique, are also used
here to verify the correctness of decision purposed in this paper. With the increase in Py,
P,.q should decrease. It signifies that SU in CRN in the channel, sensed idle, occupied as
an outcome of our decision module, is not causing interference to PU and also maintaining
QoS in its own transmission. Fig. [3.6] Fig[3.7 and Fig[3.§| show that the purposed decision
framework scheme has yielded almost the same results for higher as well as lower values of

SNR, as were found when the channel was sensed idle.
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Figure 3.6: ROC Curve when SNR=20 dB obtained using our proposed decision framework
and conventional spectrum sensing technique
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Figure 3.7: ROC Curve when SNR=10 dB obtained using our proposed decision framework
and conventional spectrum sensing technique

3.6 Summary

In this chapter, a fusion rule based SDSF has been proposed which enables SUs in CRN
to complete their transmission without causing any harmful interference to PUs and also
maintaining their QoS requirements as per their wireless application adopted. The proposed
framework applies AND rule to the most important parameters namely, channel ideal time,
channel occupation status and the channel capacity. These three parameters integrated to-
gether give a lead for SU to occupy the targeted spectrum slot. Thus, the most suitable
available channel is determined by the AND value of channel ideal time, channel occupancy
status and channel capacity. Further investigations can be made on optimizing these three

parameters with lower values than 1 as in AND rule, i.e., using fuzzy logic.
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34



Chapter 4

Empirical Centralized Spectrum Decision Strategy For Cognitive Radio

Networks

This chapter deals with quantifying and evaluating the effects of primary user activities in
multiple lisenced spectrum slots available to SUs in the CRN under cooperative SS leading
to SUs taking the decision to occupy the slots. The spectrum decision framework presented
in previous chapter was based on logical AND combination of three key parameters, here,
closed-form expressions are formulated for ROC where interference models of SU’s trans-
mitters and receivers are considered. Along with sensing the spectrum for the availability
of idle channels, SUs in the CRN have to take quick decision which channel is to be oppor-
tunistically occupied on appearance of PU in the existing channel. The channel should be
free and must conform to SU’s QoS requirements. A novel centralized spectrum decision

strategy for SDSF has been proposed in this chapter.

4.1 Introduction

The rapid growth in wireless services and the existing fixed RF spectrum policy have con-
verged to the spectrum scarcity problem. Moreover, due to typical usage of wireless tech-
nology, the allocated RF spectrum bands are underutilized. As per FCC ,the temporal
and geographical variations in the utilization of the assigned spectrum range from 15% to
85% [12]. Moreover, there have been measurement campaigns conducted in various re-
gions [49] showed that operators and their users have very limited RF spectrum usage across
wide frequency ranges. Amongst many explored challenges in the realization of CR systems,

the Spectrum decision by SUs in CRN in exploitation of known patterns and exploration of

35



new and changing RF spectrum dynamics needs to be worked out. For this, a systematic
testbed is required which can sense MHz and GHz of spectrum in its location [50]. More-
over, it should sense narrow, wide and ultra bandwidths, yet providing a finer details (effi-
ciency in propagation, immunity to noise and impairments and the size of antenna required)
at each frequency of wireless spectrum. Presently, CR has been adopted in various wireless
communication standards [51]]. Spectrum sensing and decision are two essential functions in
the operations of CRs, where they operate in HD and/or FD modes. As mentioned in previ-
ous chapters, a significant research has been carried out in SS and spectrum decision. Most
of the work assumed ideal hardware structures and PU activity modeling based on stochastic
analysis. However, practical CR devices are expected to suffer from hardware imperfections

and the real traces of PU activity can not be obtained due to copy right issues.

4.2 Motivation

While the SU is already carrying out its transmission in CRN, if a PU starts its communi-
cation, the SU detects the potentially vacant bands through SS, decides onto which channel
to switch and then finally adapts its transceiver so that the active communication is contin-
ued over the new channel. SUs cooperate among themselves in CRN thereby improving the
SS performance by combining local decisions measured over independent sensing channels.
This cooperation decreases the probability of wrongly detecting the channel free or occupied
by PU. Not only is the spectrum decision of SU in CRNs an unexplored area of research, the
techniques available in the literature also suffer from incompleteness and lack of simplicity
in computational complexity. Most of the spectrum decision methods take the decision as a
sequence in time and the results are given for the communication session of SU that follows
the session in which decision is made. In such scenarios, the latency causes degradation

in communication. Given a realistic CRN, problems of SS errors, simultaneous access of
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channels by multiple SUs and SUs causing interference with PU(s) and amongst each other,
can not be avoided. In underlying scenarios, a fundamental challenge of spectrum sharing is
to ensure the QoS of PUs while maximizing the achievable throughput of SUs. In this chap-
ter a novel spectrum decision strategy has been proposed. The strategy suggests centralized
spectrum decision scheme basing on cooperative sensing data provided by individual SUs.
The total error rate is minimized as the central SU senses the idleness of the channel through
energy detection applied on the received signals samples from individual SUs. Thus the
decision taken to occupy the channel by an SU is accurate and robust. The experimental
testbed using USRP2 and signal generator was used to check the scheme in real time. At the

end, the computational complexity of the proposed technique is also analyzed.

4.3 Chapter Structure

The chapter is organized as follows: Section 1 gives a brief introduction of the topic and re-
lated work. Section 2 provides an overview of the spectrum decision strategy. The proposed
decision scheme is presented in section 3. Experimental testbed is presented in section 4.

Results and discussion are delved in section 5 and the paper is concluded in section 6.

4.4 Centralized Spectrum Decision Strategy: Overview

A multi PUs and SUs OFDM-based CRN with X SUs where X = 1,2, ....., N, attempt-
ing to access the spectrum slots of x PUs. The entire frequency spectrum band is into @
OFDM slots in the CRN which is deployed to efficiently utilize the spectrum band. The SUs
are devices that configure their transmission parameters after intelligently learning from the
wireless radio environment to perform in CRN. The proposed work presented in this based
is based on a spectrum decision framework. A detailed overview of which is described in

this section.

A centralized spectrum decision framework for CRN has been proposed here, where the
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CRN consists of PUs and SUs. There is one central SU which is in fact a ”’serve to provide”
element i.e. the base station (BS) that coordinates the spectrum decision mechanism. The
cognitive users are identified as slave SUs. Each slave SU senses a particular spectrum band,
being used by PU and forwards this sensing data to the central SU as shown in Fig. 4.1 The
central SU manages the spectrum decision through energy detection technique and propa-
gates back the result to the slave SUs. Centralized spectrum decision strategy is proposed
here, as only the central SU will be equipped with cognitive capabilities that demands hard-
ware complexity. The slave SUs will rather have a simple conventional hardware design.
Moreover, with individual spectrum sensing based decisions, the probability of collision
among SUs increases as all of them would compete for the same spectrum band at the same
time. Thus, the proposed centralized spectrum decision mechanism avoids these collisions

which further reduces latency in communication.

.

_____________
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Centralized SU coordinating spectrum management for slave SUs in CRNs

Figure 4.1: Cooperative spectrum decision scheme for cognitive radio networks.

4.4.1 System Model

A multi channel CRN with N SUs and one PU (at a time of SUs’ attempts to access the
particular slot) in an overlay manner is considered. Let a(t) be the PU signal generated at
frequency f; with OFDM modulation technique. Similarly, let (¢) be the AWGN noise. Let

y(t) be the received signal by SUs which is defined as follows:
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y(t) = {y1<t)7y1(t - 1)) """" 7yl(t -T+ 1>}7 4.1)

where 7' is the total number of samples received by SU. Basing on these received signals,
the slave SU will sense the spectrum for presence of PU and/or any other SU of the CRN.
In the proposed scheme of our CRN system the centralized SU which gathers the sensing
data from N independent SUs, assigns the channel as per their requirements to perform their
transmission. The spectrum sensing mechanism considers the hardware capabilities of the
radio environment. To assist the spectrum sensing technique, Common Channel Control
(CCC) in our CRN performs the operations of transmitter-receiver compatibility, channel
access approaches for SUs and cooperation amongst SUs in the network. For the /N number
of SUs in CRN in the cooperative configuration, the spectrum sensing approach will finally
lead to the sensing of the complete network, thus applying centralized spectrum decision

technique. The spectrum sensing approach is given by;

r(t) when Hj
y(t) = (4.2)
a(t) +r(t) when H

where H is the null hypothesis describing the absence of PU and H; is the alternative hy-
pothesis indicating the presence of PU. The slave SUs carry out sensing and inform central
SU regarding the updated data of channels. The central SU applies energy detection tech-
nique over sensing data received from each slave SU to check the channel occupancy status.
The individual decisions are then fused using majority vote rule to get a single spectrum

decision.
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4.4.2 Energy Detection

Energy detection, which is the mostly used spectrum sensing technique because of its sim-
plicity, easy implementation, low complexity and accuracy in sensing the vacant slot, is used
here as the spectrum sensing scheme. The basic approach behind energy detection is the
estimation of the power of the received signal y(¢). To evaluate the power of the received
signal, the output of a band-pass filter with bandwidth 200 kHz is squared and integrated
over an interval of time. At the end, the integrated value is measured up to an experimentally
set threshold to find out whether the PU is occupying the channel or not. The test statistic

X (y) received signal is given as follows:

X(9) = 2 3 ly(o)? @3

In a CRN, the PU always has the higher priority for accessing the spectrum. Therefore, the
probability of miss detection of a PU must be reduced to minimum value. The probability
of false alarms and detection of the j** SU for the case of CRN noise can be approximated

from the probability density function of the test statistic X (y) as given below:

Prj(1s) = Q ( (% — 1) Vv Tsfs) 4.4)

s

A SJ S
Paj(r) = Q ( (;p - 1) % 2 1) , (4.5)

where ()(.) is the complementary cumulative distribution function of the Gaussian vari-

able and f; is the sampling frequency mentioned in Hertz.

4.4.3 PU Activity Model

A real time PU activity in the GSM band at frequency 900 MHz and bandwidth 200 kHz

has been considered. The PU activity in a channel is undeterministic and can be represented
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as average duration of its occupying the channel i.e., ON and not occupying the channel,
1.e., OFF on the assumption that the PU activity is modeled as exponentially distributed

inter-arrivals with ¢on and popr. The PU activity p is given as:

p= __¥oNn (4.6)
PON + POFF

4.4.4 Spectrum Decision Parameters

There are number of challenges to be addressed to make best use of the concept of CR de-
ployed in a network which is characterized as an efficient spectrum utilization. Therefore,
there emerges a requirement to suggest a novel spectrum access technique which addresses
both the spectrum sensing errors and computational complexity. To address this issue, fol-

lowing parameters are defined here which affect the proposed decision strategy.

4.44.1 Interference Analysis

The interference among mobile, heterogeneous and independently operated SUs over shared
spectrum is required to be analyzed. A model for SU’s coexistence is used here to ensure
no interference in the wireless applications. The possible assignment of spectrum can either
be on an exclusive basis, or on a shared basis. This assignment determines the multiple
access schemes and the interference resistance that the network has to provide. In appli-
cation where spectrum can be used for a certain service like cordless telephones in Europe
and Japan, but is not assigned to a specific (licensed) user/operator. Users can set up qual-
ified equipment without a license, i.e., a CRN. In such usage of RF spectrum bands, the
networks are designed in such a way that it avoids interfering with other users in the same
region. Since in the proposed methodology, the only interference can come from equipment
source of (either) SU and (or) of PU, coordination between different devices is simple. The

transmit power (identical for both SUs and PUs in CRN) is the key component here. Since,
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the co-existence of SUs with PUs in CRN makes a non-linear system and its components
cause spurious signals, which is a source of interference amongst spectrum slots. When a
non-linear device is used simultaneously by number of carriers, intermodulation products
are generated, which result in distortion in the signals. Analytically, the coexistence is a non

linear function of following four factors:

e The number of SUs in the cell of cellular area. We have assumed /N number of SUs
in the CRN. These SUs move according to general mobility model whose steady-state

frequency distribution has a PDF.

e The traffic pattern of each SU. In other words, a new phenomenon SU activity is
introduced here. SU activity is just like the PU activity and its response is to coordinate

its access to the vacant spectrum slots.

e The mobility pattern of each SU. The proposed architecture enables SUs to carryout

their transmission while maintaining their QoS requirements.

e The coexistence interference range of each SU, which depends on any arbitrary ge-
ographical location of a SU in the network at a specific time. Then we can model
a reference distance as a coexistence interference range. The value of this distance
would primarily depend on the SU’s transmission power, its sensitivity and the chan-

nel model which SU will adopt for its wireless transmission.

4.4.4.2 Complementary Radio Operating Characteristics

The process resulting in either a collision with PU or under utilization of the bandwidth,
requires an inquiry to find out whether it was because of false alarm or the missed detection.

False alarm is due to wrong detection of PU at a given time by the channel allocation algo-
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rithm. As a result, no SU utilized the channel hence, the concept of CR is compromised. On
the contrary, the missed detection is the failure of PU activity detection and causing harmful
collision between PU and SU. To address these two eventualities, some intelligent scheme
is to be deployed to find the factors affected in wrong decision. The proposed spectrum

decision strategy makes the CRN free from false alarm and miss detection errors.

4.4.4.3 Latency

The link delay between sender and receiver known as latency is a network measure in digital
radio technology. In CRN, the SU has to transfer data fastly and accurately while main-
taining its its QoS requirements. The proposed spectrum decision scheme offers reduced
latency in the CRN with the help of device controller (DCON) which is responsible for
physical layer connectivity to the network. DCON includes the user equipment (UE) radio

access (RA) application.

4.4.4.4 Robustness

The network’s capability to perform its transmission functions in an efficient and uninter-
rupted manner is composed of two aspects, reliability and resilience. CRNs are expected to
be more resilient in the relevant wireless applications, as they are deployed in harsh radio en-
vironments and have to quickly reconfigure their operational parameters compatible to new

spectrum band while maintaining their QoS requirements.

4.4.4.5 Congestion

The densities of SUs in a cell of cellular network is usually higher than the number of nodes
in the standard network, therefore there will be congestion in CRN. For an efficient spectrum
decision strategy, the congestion of SUs must be addressed.

These four factors ensure that the interference to the PU(s) remains below an interference

temperature limit which does not effect the PU’s communication.

43



4.5 Proposed Centralized Spectrum Decision Scheme

Each SU senses the spectrum for detection of PU’s signal as per spectrum sensing approach
given in Eq[4.2] This data is sent to the centralized SU which has requisite hardware to
keep the sensing data updated. An ideal RF front end has been emulated in the experimental
testbed described in section 4.2. This SS provides better sensing accuracy. The SS accuracy
here countermeasures the joint effect of IQ imbalance and self interference. The central SU
basing on their data carries out spectrum decision process through energy detection tech-
nique. Centralized SU also has the information of the wireless application requirements of
each slave SU in the CRN. Accordingly, the centralized SU will allocate suitable channel to
the desirous SU ensuring no collision/interference with PU or other SU already occupying
the channel. The accuracy of energy detection output for the spectrum sensing data depends
on noise level variations with respect to the signal levels. The centralized SU will apply
majority vote rule (MVR) on the individual spectrum decision results to obtain a single de-
cision which is accurate and reduces the probability of interference. This complete process
is explained graphically in Fig. The centralized SU could also identify the spectrum oc-
cupant as PU or SU depending on the received signal. PU will transmit signals with OFDM
and SU’s signals are propagated by QPSK modulation scheme. In case the received signal
is identified as SU’s, centralized SU will look for co-existence basing on the parameters of
transmission. If the channel occupant is a PU, the centralized SU will not allow any trans-

mission in that particular channel by the SU.

For the MAJORITY rule, the false alarm and detection probabilities are respectively ex-

pressed as 4.4 and

44



< = . = . — Cooperative Spectrum Decision — .= .= Energy Detection Module

Figure 4.2: Centralized spectrum decision mechanism showing output through majority vote
rule.

4.6 Experimental Testbed

The algorithm was tested by setting an experimental testbed consisting of USRP2 and signal
generator. USRP2 manufactured by National Instruments (NI), are generally used as hard-
ware platforms in the field of CRNs and SDR . When USRP2 is connected to a host-PC
via Gigabit ethernet cable, it acts as a SDR with host-based digital signal processing capa-
bilities. Each USRP2 device provides an independent transmit and receive channel capable
of full duplex in hardware configurations. For our experimental setup, SUs were emulated
by USRP2 as shown in Fig. and PU was emulated using signal generator of Agilent
Technologies (see Fig. {.4) ranging 9 kHz to 2000 MHz, connected with the host computer
system (Core 17, 2.20 GHz processor with 8 GB RAM). The signal of 900 MHz with band-
width of 200 kHz at SNR ranges from 5 dBm to 20 dBm was generated and the signal was
observed over a network analyzer. The transmitted signal was received at USRP2 emulat-
ing slave SUs. The host-PC has ubunto installed for observing the transmitted and received
signal waveforms and other characteristics. The centralized SU receives the sensing data

forwarded by individual SUs and applies proposed spectrum decision strategy.

4.7 Results and Discussion

This section describes the performance of the proposed spectrum decision strategy with ref-

erence to probabilities of detection (F;) and miss detection (F,,4) versus probabilities of false
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Figure 4.3: Experimental setup showing a NI USRP2 emulating a slave SU connected to a
host-PC. The SU receives the signal to apply spectrum sensing test statistic.

Signal Generator
N0 N

Figure 4.4: Experimental setup showing the signal generator connected to a network ana-
lyzer emulated as a PU.

alarm (Py,) for presence or absence of PU signal in the spectrum band. A centralized SU
acts as a centralized node which receives information about the locally sensed spectrum by
each SU. The NV SUs in the network carefully receive the signal transmitted by PU as shown
in Fig. [4.6] If the received signal has OFDM modulation technique, it is identified as PU. In
this case there can be two possibilities; one, that the SU finds PU present or wrongly senses
it vacant. Centralized SU then evaluates the presence of PU and analyzes for interference as
described in section 2.4.1. Secondly, the central SU has wrongly detected the presence of
SU. In this case it is expected that no SU would be allowed to occupy the channel. Since, the
proposed scheme works in both, overlay and underlay Cognitive Radio scenario, therefore,

there will be SU transmission coexisting with PU, ensuring no interference and the frame-
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Figure 4.5: Probability of miss detection (F,,4) vs Probability of false alarm (P;)

work guarantees QoS of applications of SUs’ as well as of PUs’. Similarly, multiple SUs
can be allocated the same channel with different QoS and wireless application requirements.
The proposed technique has effectively analyzed the occupancy of the spectrum band ensur-
ing low latency, no interference and the robustness. These merits are achieved by centralized
SU’s capability of assigning alternate channels if a PU has unexpectedly arrived. Since, PU
is found absent and centralized SU has allocated the band suiting to QoS and wireless appli-
cation requirements, therefore, the SU is expected to be enabled to carryout its transmission
without any delay. Similarly, the network will not be congested as the proposed strategy al-
locates the channel(s) to SUs judiciously through centralized SU’s capability of intelligently
assigning the channel to the SUs. The results are compared with the single CR SS and the

selection combining method, known as SC which selects the user with maximum SNR as

shown in Fig. [49].

We also analyzed the computational complexity of our proposed spectrum decision mech-
anism which comprises of two major steps; one, is the energy detection method applied on
the sensing data received from each slave SU. Second is the application of MVR. The com-
plexity of first step is O(NM?), where M is the number of received samples. Similarly, for
application of MVR the complexity is O(M). Therefore, the total complexity of the proposed

strategy is O(NM?)+O(M).

47



S1: Tranemission Lon Mag 10.0 @B/ Raf -80.00 @8 C? [ hEAs |
R e

a8 i Measli:Merl 900.013 Mz > 900. 01
i S8.9828 g5 gmnm
i 1= 2: 910.00

- 56. 46508

f - off

Hore
Markers

A1l 0FF

Figure 4.6: PU signal transmitted at 900 MHz frequency with 200 kHz of bandwidth using
a signal generator as seen over a network analyzer.

4.8 Summary

This chapter presented a spectrum decision scheme for SUs in the CRN. The proposed SDSF
works in the presence of SS errors, simultaneous access by multiple SUs and SUs possible
interfernces. SDSF works in a centralized mechanism where a central SU (BS) was config-
ured with more cognitive capabilities and the SUs behaved as slaves within the network. The
slave SUs keep on sensing the frequency spectrum and forward their gathered data to central
SU. The central SU applies energy detection technique on each stream of data received from
slave SUs and then applies majority vote rule to get a single spectrum decision to verify
whether the particular frequency band is available or not. Moreover, the central SU has a
special receiver design where it could also check whether the occupant is a PU or SU. If an
SU is found as occupant, then it enables the coexistence of multiple SUs by deciding the
communication parameters to be kept during transmission. Numerical simulations show that
decision taken by the centralized SU offers better probability of detection as compared to
spectrum sensing techniques available in literature. Since, the centralized SU takes decision
while considering the QoS requirements of SU and its wireless applications requirements,
the scheme offers an accurate and robust decision for the SUs under real time CRN where
an experimental testbed has been used. Further techniques for proposing a SDSF is pre-

sented in the next chapter. This centralized spectrum decision framework would be useful
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in making a continuous backend spectrum sensing process (CBSP) as well, which can be
applied in Internet of Thing implementation, the account of which is given in Chapter 6 of

this dissertation,
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Chapter 5

Fuzzification Supported Spectrum Decision Framework For Cognitive

Radio Networks

5.1 Introduction

In this chapter, a fuzzy rule based decision framework is proposed. This framework is an
extension of the SDSF presented in Chapter 3. The term fuzzy logic has been used in two
varying concepts. In a convergence concept, fuzzy logic refers to a logical mechanism that
generalizes classical two-valued logic for reasoning uncertainty and in a broader definition,
fuzzy logic refers to all of the theories and technologies that employ fuzzy sets, which are
classes with unsharp boundaries. This chapter deals with fuzzy rule based SDSF on the ac-
tivity time, possession and QoS of the spectrum slot. Values greater than experimentally set
threshold values of these parameters are fed as input to the fuzzy inference engine which has
a set of predefined rules. The output, as a result of defuzzification of the fuzzy inference pro-
cess is the final spectrum decision which enables the SU to carryout its transmission without
interfering with PU while maintaining its QoS requirements. Fuzzy logic has the ability to
deal with imprecise data and to evaluate (parametric) criteria simultaneously to provide a
robust spectrum decision . As a result, the CRN works in a systematic manner in which
SUs configure as per spectrum characteristics to comply their QoS requirements. Although
fuzzy rule based system for the selection of SS techniques has been proposed in and in other
decision making algorithms, but (to the best of author’s knowledge) no learning technique
has been applied in spectrum decision making strategies for CRN .

This work has been published in Transactions of Emerging Telecommunications Technolo-
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Table 5.1: List of symbols

Symbols Descriptions

The targeted spectrum slot
Number of SUs
Total number of licensed slots
Total number of available spectrum slots
Successful use of spectrum slots by the SU
PU arrival rate
random variable following exponential distribution, defining the idle times of PUs
random variable following exponential distribution, defining the busy times of PUs
mean of T,
B meanof T,
&, MEF of spectrum slot occupied by PU and not available for SU
&pa MF of spectrum slot when arrival of PU is expected
&, MEF of spectrum slot when it is sensed vacant
(v MF of spectrum slot when it is vacant and available for use
Cpua  MF of spectrum slot when it was sensed vacant but PU arrived unexpectedly
(, MF of spectrum slot when it is sensed vacant
pa  MF of acceptable spectrum slot QoS
pr  MF of rejected spectrum slot QoS
Tna Spectrum (decision) is not available for SU
T, Spectrum (decision) is vacant for SU to occupy
¢ represents the real world crisp input values for MFs £(i), (), p(i) and fuzified output of three inputs mentioned in sub section 5.1
Rix Recompense function for k** spectrum slot
Xo Spectrum slot response
1s  Sensing duration
I's  Spectrum slot time duration

I anZa

@ R

gies [2]].
5.2 Motivation

A fuzzy set is a set with continued and indistinct boundary which establishes the approach of
membership from 0 and 1 binary distribution in canonical set theory into a distribution that
allows partial membership. The representation of membership in fuzzy sets thus becomes a
metter of degree, which has a value between 0 and 1 unlike logic science where the output is
either 0 or 1 only. In mathematical terms, a fuzzy set is characterized by a mapping from its
universe of oration into the interval, [0,1]. This mapping is the membership function of the

set [52].
5.3 Spectrum Decision Support Framework Overview

The SU configures its transmission parameters after learning from the radio environment to
perform in CRN [53]]. For efficient use of the spectrum, the spectrum decision framework is
essential. Symbols used in this chapter have been described in the list of symbols given in

the beginning of this thesis are listed here as well in Table. for easy referring:
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5.3.1 System Model

Consider a time slotted CRN with a single SU which intends to exploit vacant spectrum
slot of given band (IEEE802.22, GSM, CDMA, LTE, Wi-Fi, Bluetooth, UWB [54], and 5G
[55]]) which can be configured using software. The spectrum bandwidth and channel models
for above mentioned wireless standards in the given spectrum band are given in [22], [54],
[55]. It is assumed that the channel state remains stationary during PU’s transmission for a

particular time slot. The channel models are characterized by Rician fading channel [53] as:

T _T2+A272Acos¢

Prord) = g—e = (5.1)

where A?/2 is the dominant component of the signal, 7 is the probability density of the sig-
nal, ¢ is the phase variable and o2 is the local mean scattered power at the envelope detector
for the received signal. Let the SU carry out SS using any of SS techniques (including en-
abling algorithms and cooperative sensing [56]]). Each licensed slot is considered to evolve
independently with a varying usage pattern of PU over time, but is identical in terms of
bandwidth, channel fading characteristics and other spectrum slot parameters [57]]. Let the
PU arrival rate for each spectrum slot be denoted as A\, € [0,1], where s is the number of
available targeted spectrum slot. Let L be the number of licensed spectrum slots. Large L
increases chances of sensing large k, where k (< L) is the total number of available spectrum
slots.

Since the SS duration for SUs is quite small [58] the decision taken by SU through the
proposed framework to occupy a particular slot has to be swift and accurate. Also, the PU
activity time of spectrum slots at adjacent locations in the cell area has to be accurately
known to ensure seamless transmission in SU’s mobility. SU should vacate the slot in less
than 2 seconds when the PU appears in this slot. The initial velocity of each SU and the

acceleration of all 10 SUs in the proposed model have been considered as 25 m /s and + 2
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m/s? respectively. The velocity of SU in CRN changes every 10 seconds and its direction
changes randomly every time. Thus a SU in the CRN requires QoS of its communication

maintained while it is mobile.

5.3.2 Spectrum Selection Process

A scheme for spectrum decision by a SU in CRN is developed based on the system model
described above. Any SU in CRN occupying the spectrum slot in the absence of PU is
considered a PU for waiting SUs in CRN. As a result, the task of coordination for sharing

spectrum slot by multiple SUs in CRN is not required in the proposed decision framework.

Figure shows the layout scenario of SU to take decision to occupy the targeted spec-
trum slot and the time slot when the spectrum slot is sensed vacant. Assume that this layout
of CRN is an area of 500m x 500m of a cell. The unexpected arrival of PU to the spec-
trum slot is also shown in Figure The SU decides to occupy the spectrum slot in the
occurrence of a sequence of events performed iteratively as; (1) SU appears in the network,
(2) SU searches for the vacant spectrum slot through SS, (3) SU decides to occupy the va-
cant spectrum slot, (4) SU occupies the vacant spectrum slot ensuring the maintenance of its
QoS requirements, (5) on appearance of PU in the occupied spectrum slot, SU terminates
its transmission and vacates the spectrum slot immediately, (6) steps (3) to (5) are repeated

until a suitable spectrum slot is found vacant.

By managing these events effectively, a scheme leading to spectrum decision framework
by the SU in CRN is evolved by considering the targeted spectrum slot conditions. The
framework manager determines whether the SU should transmit or not under these spectrum
slot conditions. The spectrum decision allows SU to occupy a specific spectrum slot in the

network. The decision is taken after two sequential tasks; SS and QoS monitoring of the
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spectrum slot. This implies, that before occupying the spectrum slot by SU in the specific
time slot, it has to be vacant at the time SU intends to communicate, it has to be sensed idle
by CRN SS mechanism. SS would reflect activity time, which is the temporal activity of
the spectrum slot, to characterize its access by the SUs in CRN. The primary value of the

activity time is the probabilities of 7', and 7, [S9], given as under:

Q

Pn:a+5, (5.2)
_ B
P“_a+ﬁ’ (5.3)

To maintain the QoS of SU’s transmission and maximum capacity of CRN, the SU selects

the spectrum slot for which the spectrum slot QoS is optimized as follows:
. Pa
M : E —Ts, 54
arimize S X T 5.4)

subject to : ZTS =N, (5.5

where T, is the spectrum decision parameter within the range [0,1], obtained after fuzzifying

the proposed decision parameters.

5.3.3 PU Activity Model

The PU activity is modeled within the particular spectrum slot as a Poisson process denoted
as K(t) with A, as the intensity of the process or in other words, arrival rate. Let 7T}, be the
arrival time of PU at k*" arrival, for k = 1,2,3,.... The inter arrival time Y}, is given as
follows:

Y = Ter — T (5.6)

where Y} is independent and identically exponentially distributed and 7} follows Erlang

distribution. When PU is absent, the activity time of the targeted spectrum slot is idle.
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Figure 5.1: PU activity model and SU occupancy in the given spectrum

Similarly, when PU is present or has arrived unexpectedly, the activity time of spectrum
slot signifies for SU, not to occupy. The primary value for PU’s occupancy in the wireless

spectrum is 16.83% to 43.28% [60].

5.4 Proposed Spectrum Decision Framework

CR technology is characterized by PU and SUs, coordination amongst SUs to use the li-
censed bands when PUs are not using spectrum slots in given spectrum band. A fuzzy
inference-based decision making strategy is used for spectrum decision framework. The
fuzzy decision-making scheme appears in [61] for SS technique (not for spectrum decision
framework). The use of fuzzy logic for the availability of spectrum is suitable as it offers con-
ciliation focusing output as decision with varying requirements. It offers quick processing at
the output, a decision for SU whether to occupy or reject the spectrum slot. The membership

functions (MFs) for the parameters used as input to fuzzy inference engine (FIE) are defined.
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The three input parameters are used for the spectrum decision. These parameters are stated

as follows:

e [nput 1: The time duration (activity time) in which PU is likely present in the targeted

spectrum slot. This will also give the detection of PU in the targeted spectrum slot.

e [nput 2: The possession.

e [nput 3: The spectrum slot QoS of the spectrum slot.

These parameters are fuzzified from measureable values (greater than the set threshold
for each paramter) to fuzzy linguistic variables by using input MFs. These MFs values are
then processed into a rulebase by FIE using a set of 18 predefined IF-THEN rules. The
output after defuzzification process is interpreted as the decision for SU whether to occupy
the spectrum slot or not. To represent the various preference structures of a decision frame-
work, various MFs like pure linear, piecewise linear, tangent, triangular, convex, concave,
quasi-concave, trapezoidal, exponential, dynamics, V-shaped, U-shaped, S-shaped, and re-
verse S-shaped, etc. have been employed in existing works [62]. In the proposed framework,
triangular and S- shaped MFs have been used due to the reason that triangular MFs give val-
ues from 0 to 1 along a slope with linear increase/decrease and there is no noise in triangular
MFs. Moreover, triangular functions are good at the initial values [63]. Similarly, the S-
shaped is a type of polynomial MFs which provides many values of MF against one input
as well as one value of MF at many values of input [62]]. Further, the shapes of the MFs are

tuned as such to optimize the proposed fuzzy logic based spectrum decision framework.
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Figure 5.2: Three MFs for activity time of spectrum slot.

54.1 FIE

Let the MFs for the activity time of the spectrum slot occupied by PU, partially available

and vacant be defined as §,, {,, and &, respectively and are given as:

§o(i) = —2.5i] + 1 (5.7)
(
0: 0<i<1
&pa(l) =9 2,504 —]i—05|]; 1<i<0.9 (5.8)
0; 09<i<1
\
0; 0<i<0.6
&o(i) = (5.9)

2.5)i| — 1.5, 0.6<i<1
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The activity time and MFs inputs are given in Table. [5.2]and shown in Figure 5.2

Let the MFs for the possession of spectrum slot by PU i.e, either vacant or PU arrives

unexpectedly or occupied be defined as ¢, (%), puq(2) and ,(¢) respectively and are given as:

Co(i) = —3.33i] + 1

(i—0.1)%
0.04

Cpua(i, [0.1, 0.3]) =
(i—0.1)2
=2 0.04

(i) = 2.5)i| — 1.5
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Figure 5.4: Two MFs for spectrum slot QoS.

The MFs of possession and the corresponding fuzzified inputs are given in Table. [5.2]and
shown in Figure[5.3]
Let the MFs for the spectrum slot spectrum slot QoS for accepting and rejecting the spec-

trum slot by SU are defined as accept, p, and reject, p, respectively and are given as:
pa(i) = 2Ji] — 1 (5.13)
pr(i) = =2li| + 1 (5.14)

The input values of this parameter and the corresponding fuzzified inputs are given in
Table. [5.2]and the MFs are shown in Figure [5.4]
Let the defuzzified output of the MFs be represented by 7 and the output MFs as decisions

‘not available’ for the SU and SU to "occupy’ are defined as 7,,, and 7, respectively and are
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Table 5.2: Parameters of spectrum slot

Parameter Range of ¢ MF Inputs MF Values
0<:<04 Slot is occupied 0<¢ <1
Activity time 0.1 <7<0.9 PU arrives in the slot 0<&a <1
06<:<1 Slot is vacant 0<¢, <1
0<¢<0.3 Slot is vacant 0<¢ <1
Possession 0.1 <i¢<0.3 Arrivalof PUin the slot 0 < (0 <1
03<1<1 Slot is occupied 0<¢ <1
0<:<0.5 Not available 0<p, <1
Spectrum slot QoS 05<i<1 Oceupy 0<p <1

Table 5.3: Spectrum decision

Output Range of ©: MF Outputs MF values

0 <:<0.5 Spectrum slot is not available 0<m.,<1

Spectrum decision 0.5 <7 <1 Spectrum slot is vacant and SU to occupy 0 <7, <1

given as:

Tna(i) = —2]i] — 1 (5.15)
(1) = 2i| = 1 (5.16)

The output values of this parameter and the corresponding fuzzified outputs are given in

Table. [5.3]and the MFs are shown in Figure [5.5]

The defuzzified output, decision represented as 7,(7) for SU about s is given as

Ts(i) = min [fc(z)v Cd(i)v pe(i” (5.17)

{c,d,e}
where, 50(2) € {fo(i)’ fpa(i)» gv(l)}a Cd(l) € {CU(Z)’ gpua(i)’ C’U(Z>} and pe(l) S {pa(i)’
pr(i)}-

Accordingly, the rules mentioned in Table. [5.4]lead to the decision for SU to occupy the

best spectrum slot.
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Table 5.4: Rulebase for spectrum decision framework

Rule

Inputs

Output

—_

~

oo

10

11

14

15

16

18

IF (activity time is occupied) & (possession is vacant) & (spectrum slot QoS is reject)
IF (activity time is occupied) & (possession is vacant) & (spectrum slot QoS is accept)
IF (activity time is occupied) & (possession is PU arrives) & (spectrum slot QoS is reject)
IF (activity time is occupied) & (possession is PU arrives) & (spectrum slot QoS is accept)
IF (activity time is occupied) & (possession is occupied) & (spectrum slot QoS is reject)
IF (activity time is occupied) & (possession is occupied)& (spectrum slot QoS is accept)

IF (activity time is partially available) & (possession is vacant) & (spectrum slot QoS is reject)
IF (activity time is partially available) & (possession is vacant) & (spectrum slot QoS is accept)
IF (activity time is partially available) & (possession is PU arrives) & (spectrum slot QoS is reject)
IF (activity time is partially available) & (possession is PU arrives) & (spectrum slot QoS is accept)
IF (activity time is partially available) & (possession is occupied) & (spectrum slot QoS is reject)
IF (activity time is partially available) & (possession is occupied) & (spectrum slot QoS is accept)
IF (activity time is vacant) & (possession is vacant) & (spectrum slot QoS is reject)

IF (activity time is vacant) & (possession is vacant) & (spectrum slot QoS is accept)

IF (activity time is vacant) & (possession is PU arrives) & (spectrum slot QoS is reject)

IF (activity time is vacant) & (possession is PU arrives) & (spectrum slot QoS is accept)

IF (activity time is vacant) & (possession is occupied) & (spectrum slot QoS is reject)

IF (activity time is vacant) & (possession is occupied) & (spectrum slot QoS is accept)

THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN SU to occupy the spectrum slot
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN SU to occupy the spectrum slot
THEN spectrum slot is not available
THEN spectrum slot is not available
THEN spectrum slot is not available

THEN spectrum slot is not available
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Figure 5.5: Two MFs for decision output of spectrum slot.

5.4.2 Performance Evaluation

The proposed technique for SDSF has been evaluated for its performance through two pa-
rameters. First, through the throughput achieved here and its comparison with the existing
techniques given in the literature, and secondly, with receiver operating characteristics. Both

the parameters are given in the following subsections.

5.4.2.1 Recompense Function for Validation

Whenever SU carries out its transmission while using a spectrum slot after sensing it idle,
a certain amount of SU throughput as a recompense of efforts of spectrum management
is obtained. Obviously, if the slot is sensed occupied by the PU then SU will not get any
recompense. The SU throughput over a given slot depends on number of factors, like, the

transmission duration, the spectrum slot QoS etc. For simplicity, here it is assumed that
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the spectrum slot QoS of all the idle spectrum slots is same and is denoted by Y, when the
spectrum slot can be used during the complete time slot. Therefore, the recompense function

on a given spectrum slot k is given as follows:

—FSF_S%-XO-TS(Z') 1f decision = occupy

Ry = (5.18)
0 1f decision = not available,

where [’ is spectrum slot time duration and 7 is the sensing duration. We configured the
CR network with 10 licensed channels and the traffic over these channels was generated
randomly with Gaussian distribution. The spectrum slot time duration was set to 1 second
and sensing time was set as 0.1 second. We configured the response of the spectrum slot

Xo = 1 Mbps.

5.4.2.2 Analysis for False Alarm and Miss Detection.

In finding the spectrum slot idle through activity time of PU, there can occur two types of
errors; false alarm and miss detection. False alarm is due to sensing an idle spectrum slot as
occupied and miss detection is due to assuming an occupied slot as idle. The performance
of proposed decision framework is also assessed by means of Receiver Operating Charac-
teristics (ROC), which is represented as a curve between probability of miss detection and
probability of false alarm. These two are the inter-related parameters in the proposed de-
cision process. To have accurate data of PU(s) activity time and occupancy status, there
should be low values of both the probabilities, which cannot be achieved as both are inter
related to each other. Therefore, an optimal set of range must be obtained. Transmission
at different values of SNR give different ROC curves for the PU’s activity time and its oc-
cupancy in the spectrum slot. The lower the probability of miss detection (or higher the

probability of detection) for a given probability of false alarm, the more reliable and ac-
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curate the detection would be, which is desirable for taking the decision by the SU(s) to
occupy that particular spectrum slot in CRN. Energy Detection (ED) in SS offers a fast and
reliable detection method for SUs in CRN. The detection performance of ED depends on
effects of multipath fading [64]. Accordingly, the proposed decision framework has been
validated by ROC curves compared with those of SS through ED method at various SNR
values. There are closed form expressions for the ROC of ED in Additive White Gaussian
Noise (AWGN) and Rayleigh fading channels, where PU’s signal was detected through its

transmission power [65]].

5.5 Results and Discussion

The fuzzified supported spectrum decision framework with activity time, possession and
spectrum slot QoS of spectrum slot as the MFs is used in the simulation. Out of given spec-
trum band (IEEE802.22, GSM, CDMA, LTE, Wi-Fi, Bluetooth, UWB and 5G), 10 spectrum
slots with Guassian distribution of GSM band are considered for simulation purpose only.
Some parameter values include 7,=1 second, ['=0.1 second and xo, = 1 Mbps. 100 iter-
ations have been performed to evaluate the proposed spectrum decision framework. The
rician fading channel in 3 GPP channel model as given by Equation is used. Core 17
processor with 2.2 GHz speed and 8 GB RAM is used for the simulation.

The proposed spectrum decision technique is compared with three channel access frame-
works presented in [31]. These frameworks include Markov Chain Based Random Assign-
ment (MCRA) 2nd-choice channels, Markov Chain Based Greedy Assignment (MCGA)
2nd-choice channels and Random Channel Assignment with Single Channel (RASC) sens-
ing.

SU can sense two channels with varying degree of priority using MCRA and MCGA

techniques. Single SU makes use of the 1st-choice channels and multiple SUs share the 2nd-
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choice channels. Furthermore, the expected total SU throughput is maximized by assigning
2nd-choice channels by using MCGA algorithm in a two step process. The first step is the
assignment of unique Ist-choice channels to the SUs and subsequent arrangement of the SU
in ascending order of probability of assessing the 2nd-choice channels. In case the number
of SUs is more than the number of available channels, each SU in the CRN is allocated to the
2nd-choice channels. The impact of spectrum slot conditions is not taken into consideration
in this two step technique.

RASC randomly allocates a single channel to be sensed by SU. When average PU occu-
pancy increases, the expected total throughput decreases largely as the higher PU channel
occupancy indicates fewer spectrum opportunities exploited by SUs. Moreover, when the
PU channel occupancy is very low, this technique can only obtain a small improvement in
spectrum opportunities. This is due to the lower probability of SUs accessing the 2nd-choice
channels. When the PU channel occupancy is very high, not much improvement in spec-
trum opportunities can be obtained since the 2nd-choice channels are expected to be busy,
although SUs have a higher chance of sensing the 2nd choice channels. In the other range
of PU channel occupancy, RASC algorithm can achieve a very stable performance improve-
ment.

The MCGA scheme has shown lowered values of throughput under SS errors scenario.
MCRA and MCGA achieve better performance as compared to RASC because a SU explores
more slots per time slot. However, the work has not catered for the impact of channel
conditions. The varying conditions of a spectrum slot effect the user’s transmission. Hence,
the factor of spectrum slot QoS as an input in the proposed framework mitigates these effects
of spectrum slot as well.

Figure [5.6] shows the achieved SU throughput with the proposed decision scheme com-

pared with the existing spectrum access techniques [34]. The maximum throughput for
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SU is attained with respect to the lowest probability of PU’s presence in the spectrum slot.
With the increase in probability of PU’s arrival, the throughput is decreased. The proposed
scheme offers improved throughput against the compared methods. The improvement in
SU’s throughput is achieved due to the reason that SU can carry out its transmission for
longer duration whenever it occupies the spectrum slot under the conditions given in the
proposed framework in the single time slot. The higher values of throughput achieved sig-
nify that the SU has explored more spectrum slots in a sensing time slot than the existing
works while being mobile in the network.Similarly, the achieved throughput allows all SUs
in the CRN to pass typical signal handoff data while the SU is in move to carryout seamless
inter-cell handoffs in GSM applications. The SU always has the spectrum opportunities to
swiftly switch over to another suitable spectrum slot if a PU arrives in the currently occu-
pied spectrum slot. The processing time of the proposed scheme was 0.18 seconds, whereas
the allowable switching time in the existing CR based standard (IEEE802.22) is around 2

seconds [24].

The achieved throughput allow all SUs in the CRN to pass typical signal handoff data
while the SU is in move thereby validating the proposed spectrum framework for SU’s mo-
bility as well.

SS is carried out to find whether the PU is present or otherwise in the targeted spectrum
slot. On sensing the slot idle, SU(s)occupy the targeted slot. This decision to occupy the
slot, enables SU to carry out its transmission with good values of SNR and to achieve higher
throughput. Moreover, the reduced probabilities of miss detection and false alarm for vari-
ous values of SNR shown in Figure [5.7|affirm that it has accurately detected the activity time
and spectrum slot occupancy of PU. These ROC curves show that the proposed framework
outperforms ED SS method.

The parameter used here to evaluate the GSM spectrum usage is termed as Decision Struc-
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Figure 5.6: SU’s throughput.

tural Function (DSF),

DSF = % (5.19)

where m is the number of optimally used spectrum slots by the SU. The value of DSF
ranges between [0,1], where "1’ reflects that SU has successfully used the spectrum slot.
The graph for DSF over 15 iterations is shown in Figure [5.8] It can be observed that
the proposed spectrum decision framework allows SUs to successfully occupy the available
spectrum slots without causing any disruption.
Since the proposed decision framework functions on combined effect of three suggested

parameters and not on any one of them alone, hence, the spectrum slot occupied by the SU
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is not solely based on SS results. Therefore, the sensing errors do not cause any degradation
in SU’s QoS requirements. In addition to SS, the factor of QoS of spectrum slot sensed idle,
makes the decision framework affirm. It is fair to suggest that decision of assessing and using
the spectrum slot reached through proposed spectrum framework is robust and without any

possibility that SU’s transmission is suspended due to degradation in its QoS requirements.

5.6 Summary

Fuzzy logic has been used as an application to CRN which is otherwise difficult to model.
The developed SDSF first finds the spectrum slot activity time basing on PU’s activity in
the slot. On finding the spectrum idle and when the spectrum slot is sensed idle, the SU
considers to occupy the targeted slot. Further, it is investigated that the spectrum slot QoS

ensures that SU carries out its transmission as per its application. The SU only occupies and
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15

starts its transmission on validation of spectrum slot vacant and capable for transmission.

This enables SU to transmit for longer duration. The proposed SDSF also works as multi-

user spectrum access model as the SUs already occupying the licensed slots referred to as

virtual PUs for the SU taking decision to access the spectrum slot. The study of impact of

spectrum slot QoS on SU’s communication adds to the novelty of work.

69



Chapter 6

Spectrum Decision Framework For Cognitive Radio Networks

Enabling Internet of Things In SG and Beyond

Internet of things (IoT) is the term used for universally intelligent things which are elec-
tronically connected with each through wireless connections and technologies in order to
interact with each other through unique IP addressing schemes based on standard communi-
cation protocols [66]. IoT connectivity needs high throughput values. The SDSF proposed
in chapter 5 offers higher system throughput. The Fuzzy logic scheme proposed in previous
chapter has been applied for IoT in 5G network in this chapter. This work described here has
been accepted as a chapter in the bookCognitive Radio in 4G/5G Wireless Communication

Systems [3] (in production).
6.1 Introduction

Numerous aiding wireless communication technologies including ultra-densification, mil-
limetre wave communications, massive MIMO, FD technology, and DSA are being investi-
gated in industrial and academic sectors in order to stimulate the implementation of the fifth
generation (5G) of wireless communications [67]]. In this regard, time has come to consider
how CR principles, which have been the focus of research in wireless communications for
last two decades, can be incorporated in 5G wireless communications [[68]]. As the exist-
ing LTE and LTE-A (beyond 4G) systems use throughput as the main reward parameter
and target it as a performance indicator, the proposed research offers an application for
5G in general and IoT in 5G/B5G in particular. Emerging cognitive radio communications

and networking technologies potentially provide a promising solution to the spectrum un-
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der utilization problem in wireless access, improving the interoperability and coexistence
among different wireless/mobile communications systems and making the future generation
radio devices/systems autonomous and self reconfigurable. With swift shift to smart com-
munication technologies and infrastructure, the Internet of Things (IoT) has emerged as a
modern challenge in international Telecommunication industry and wireless applications.
SUs access RF spectrum bands in hetrogeneous manners in CRN and IoT supported smart
area consists of heterogeneous devices, which are mobile as well as static in nature [[69].
The conventional communication networks with various connected devices e.g., routers,
BTSs, MSCs, intermediate and end devices like smart phones are designed with wireless
application-specific hardware for specific applications. The reconfiguration of radio con-
ditions capability of SUs in CRN provides flexibility to the existing networks to shift to
IoT paradigm in the 5th Generation and beyond (5G/B5G). As a case study, The internet
application of CR based on the IEEE 802.22 standard in the Smart Grid (SG) wide area
networks has been investigated in [70] in which the opportunistic access of TV spectrum
bands for the power grid makes a case of 10T. In this chapter, a CR based IoT technology for
realization of 5G / B5G has been proposed. A novel spectrum decision framework has been
proposed which enables SUs (IoT devices, here) to smartly execute DSA for all wireless
applications. The proposed decision framework is based on the combined effects of radio
configuration (spectrum slot and channel transmission formats like data rates, throughput,
IP settings and modulation characteristics) and protection from interference in which IoT-Us
maintained different QoS requirements including data rate, latency, reliability and robust-
ness by effectively accessing the vacant spectrum slots. The proposed frameowrk has been
evaluated using PSD and probabilty of false alarm curves at various values of SNR which
signify that the proposed framework can offer a solution in CR based IoT communication in

5G/B5G networks in future wireless systems.Long Term Evolution Unlicensed (LTE-U),
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also known as Licensed Assisted Access (LAA), is a promising enhancement that enables
LTE to operate in unlicensed bands, with a clear focus on the 5 GHz band [71]]. Existing
mobile communications networks have efficaciously connected a gigantic bulk of world-
wide populace [72]. Now the focus of cellular technologies and mobile communications is
drifting towards ubiquitous connectivity for smart phones and laptops and other telecom-
munication devices, thereby creating the IoT [73]. Services in 5G/B5G require spectrum
tractability to support devices in operating across the wide range of WRFS. Spectrum de-
cision is an important module in CR which enables mobile data traffic users to optimally
utilize Radio Frequency(RF) spectrum for wireless applications, which is otherwise under
utilized. CR, as was perceived by Motila just under two decades ago, is a wide ranging
paradigm in wireless technology which has emerged as a smart solution to RF spectrum
scarcity. CR suggests telecommunication devices that are fully conversant with radio envi-
ronment around, incitement from other users and various internal and external parameters
like waveform, bandwidth, frequency and adoption to channel modeling etc [74]. The ability
of CR to orient, plan and decicide to use RF spectrum band covering all wireless applica-
tions merits its use for Internet of Things (IoT) which aims at establishing communication
among physical objects by empowering them with the ability to sense, transmit with respec-
tive receivers and process. [oT enables real time world objects to exchange information,
connect everything for everyone all the time. The devout method to spectrum management
in wireless technologies is very inflexible in the sense that each wireless operator is assigned
an exclusive license to operate in a certain frequency band, i.e, fixed spectrum assignment
policy. The licensed users use their spectrum for transmission as per their requirement but
the usage remains for a very short period of time. The decision of accessing the vacant
spectrum slots would enable the SU to be connected Anytime, Anyplace, with Anything and

Anyone using Any network and Any service (A6 connections), making an IoT environment.
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It is, therefore, the SU is renamed in this work as IoT-User (IoT-U). The premier work in de-
scribing the way forward for 5G, by Beccardi et al. [[75]]. The work mentions that the design
of the 5G mobile networks will be dictated by five innovative technological directions: (1)
millimeter and micro waves (2) end-device centric; (3) massive MIMO; (4) smarter devices;
and the last but not the least (5) IoT paradigm.

Spectrum Decision in CR technology is the foremost important feature in its realization
for IoT in future wireless communications i.e., 5th Generation and beyond 5th Generation
Networks (5G/B5G). Related work carried out in spectrum decision for CR has evolved
significantly in the recent 5 years. Now this feature of CR is required to be converged to [oT

for implementation of SG/B5G and is the focus of research presented in this chapter.

A CR user(CRU), alternatively an IoT-U in the CRN should be able to decide to occupy or
switch to the best available channel without affecting degradation to its own communication
as well as without impairing the PU’s activity. This whole procedure is termed as spectrum
decision framework for IoT-U. The main characteristics of IoT-Us is their capability of con-
tinuously carrying out SS at the back end and maintaining a data of suitable spectrum slots
for IoT-Us to occupy whenever PU arrives in the spectrum slot they were transmitting. This
process is termed here as contonuous back end spectrum sensing process (CBSP) which

would enable CRN to ensure A6 connectivity.

6.2 Related Work

Recently, researchers have proposed CRN for implementation of IoT in 5G networks [76].
However, premier work in spectrum decision in CRN, by Akyildiz et al. took into account

the spectrum switching delay. A new metric was proposed for finding the capacity of a SU,
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called the expected normalized capacity of a SU in a particular channel. Since the approach
assumed a uniform switching delay, therefore may not work for non-uniform switching de-
lays in CRN. Moreover this framework was restricted to best effort and real time applications
only and may not be suitable for IoT applications. 5G mobile networks are expected to com-
ply some basic requirements for [oT systems, to include, (1) maximum data rate; (2) low
end-to-end latency and (3) support of huge IoT nodes network. According to LTE-U, the
unlicensed spectrum can be used by mobile devices, which should significantly increase the
capability of 5G to accommodate a large IoT nodes based infrastructure in CRN. A resource

management technique based on CRN is proposed for heterogeneous networks in [[7].

It is anticipated that by 2021, there will be monthly global mobile data traffic will be 49
exabytes, annual traffic will exceed half a zettabyte, mobile will represent 20 % of total
IP traffic, the number of mobile-connected devices per capita will reach 1.5, the average
global mobile connection speed will surpass 20 Mbps, the total number of smartphones and
phablets will be over 50 percent of global devices and connections, smartphones will surpass
four-fifths of mobile data traffic (86 %), 4G connections will have the highest share (53 %)
of total mobile connections, 4G traffic will be more than three-quarters of the total mobile
traffic, more traffic was offloaded from cellular networks (on to Wi-Fi) than remained on
cellular networks in 2016, over three-fourths (78 %) of the worlds mobile data traffic will be

video [4]. The evolution to 5G networks in chronological order is given in Table. [6.1]

6.3 An overview of CR-based IoT Systems

The Internet of Things (IoT) envisions thousands of constrained devices with sensing, ac-
tuating, processing, and communication capabilities able to observe the world with an un-
precedented resolution. According to Cisco, more than 50 billion devices are expected to be

connected to the internet by 2020 and 20 % of which are from the industry sector. These
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Table 6.1: Chronological evolution to 5G

Wireless - .
o Data Mobility Time
Technology/ Applications Standards
Genoration 1 :;p f Rates Offered Span
st Generation o
1G the mobile TACS BTACS 1995
(Analog) telecommunication d 14.4 kbps Low speed 1997
nalog technology standardized JTACS
by the voice service
2nd Generation of
wireless telephone TD%‘?\;I(EM’
2G technology introducing 2 4 GH> 144 kbps Low & 1997-
(Digital) a data service; narrowband p medium speed 2000
SMS (short message WLAN
service)
3rd Cl}eneratlon'of mobile TDé\{I/ADZé)OO,
3G te ecommunlcatlons - s Medium & 2000-
(International Mobile W-CDMA, 384 kbps :
(IMT 2000) Telecommunications- 802.11 PAN, P high speed 2005
2000) Bluetooth
. W1Br080216e, . 2005-
B3G Beyond 3rd Generation WiMax, <50 Mbps High speed 2010
3GPP, LTE
DAB/DVB,
4th G ion of “IME2000,
th Generation o -
¢ ’ Very 2010
4G mobile WLAN,IR, <100 Mbps .
telecommunications UWB,DSL, P high speed onwards
LTE-A,
IEEE 802.16e
5th Generation and Enhanced igh speed, 2019
SG/B5G beyond AG+WISDOM | §a¢a rates scalabil?ty and | onwards
connectivity

connected things will generate huge volume of data that need to be analyzed to gain in-
sight behind this big IoT data. Moreover, in the industrial environments (industry 4.0) as
well in in smart spaces (building, houses, etc.) and connected cars communications of-
ten require high reliability, low latency and scalability. Several technologies such as BLE,
Zigbee, WirelessHART, 6TiSCH, LPWAN (Lora, Sigfox, etc.) have been proposed to fit
these requirements. The forthcoming 5G networks is promising not only by increased data
rates but also low-latency data communication for latency-critical IoT applications. 5G will
enable massive I0T devices connected via a myriad of networks and critical machine type
communications. While the massive IoT is more concerned about scalability deep coverage
and energy efficiency, the latter requires ultra-low latency and extreme reliability (URLLC).

Recently, the fog-to-thing continuum is proposed to mitigate the heavy burden on the net-
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work due to the centralized processing and storing of the massive IoT data. Fog-enabled
IoT architectures ensure closer processing in proximity to the things, which results in small,
deterministic latency that enables real time applications and enforced security. The loT
is a novel paradigm which is shaping the evolution of the future Internet. According to
the vision underlying the IoT, the next step in increasing the ubiquity of the Internet, after
connecting people anytime and everywhere, is to connect inanimate objects. By providing
objects with embedded communication capabilities and a common addressing scheme, a
highly distributed and ubiquitous network of seamlessly connected heterogeneous devices is
formed, which can be fully integrated into the current Internet and mobile networks. For-
mally, [oT can be defined as, ” A world wide network on electronically interconnected de-
vices uniquely addressable, based on standard communication protocols and allows users to
be A6 connected” [77]. Thus allowing for the development of new intelligent services avail-
able anytime, anywhere, by anyone and anything. Latest research work and technological

systems are converging towards IoT and CRNs. A typical CR-Based 10T system model is
shown in Figl6.1]

The SU activity is characterized by suspending its transmission when a PU reappears and
resuming operation via contingency planning, i.e., through SS results. The proposed spec-
trum decision scheme is based on the transmission process for PUs and 1oT-U by mitigating
the interference and using SS results, adopting the channel configurations ensuring user’s

QoS requirements are fulfilled thereby making the region a smart city.

6.4 Spectrum Decision Framework

Key communication parameters are extracted from each available spectrum slot and tagged
for A6 connection according to their level in order to build a matrix of available spectrum

slots [[78]. In the proposed framework, transmission process of both, the PUs and IoT-U is
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Figure 6.1: CR Based 10T System for A6 connections.
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designed where interference avoidance is ensured as shown in Fig. [6.3]

Ap (Pic1g) @ i+ 15) + (G + 1) ps P65 + Do (2.5 +1)

Prg=P(i,j) = . . (6.1)
(5.7) iy + s + Ap + As
| 5 :i
] S S —— T
;{PI lpz ;{‘PS A‘Pn—i 11,7:
“i‘% sz sz liu-i JT”
Queue for SUs

‘N’ SUs attempting channels for transmission in a queue

Figure 6.3: Interference avoidance.

where PUs and IoT-Us arrive and depart from each spectrum slot in s at the rate \, and
As respectively. Similarly, the 11, and 1 are the mean values of the respective transmission
durations of PU and IoT-U in the network. The number of spectrum slots in s by PU and SU
at some specific time are represented by 7 and j respectively, such that i+j<N. P(i,j) is the
stationary probability of two dimensional Markov state which is Prp. The state space w for

PUs and IoT-Us occupying spectrum slots in S is given as under;

w={(i,j) | 0<i< N;0<j<N} (6.2)
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and

L () ew
p(i,)) = (6.3)
0, otherwise

6.4.1 System Model

A region comprising of 2 BTSs, unlimited number of mobile devices, all buildings in the
neighborhood are under the coverage of all the wireless services as shown in Fig. A
wide range wireless based applications, i.e, GSM, bluetooth, UWB, NB, video conferencing,
IP based communication, office automation systems, building security management systems,
5G and RFID, connected through IP based communication radios. Third Generation Part-
nership Project (3G P P) channel model has been used owing to its typical characteristics for
wireless systems, 1.e, it has properties that impact on system performance by reflecting the
important properties of propagation channels. Moreover, wireless networks are optimized in
the region of system model. Wireless services employ a combined FDMA/TDMA approach
for Air Interface. The empirical results given in Chapter 4 has shown that, although hotspots
at 2.4 GHz traffic contains many white spaces to be opportunistically accessed, the exist-
ing coexistence mechanisms such as Carrier Based Spectrum Multiple Access (CSMA) are

inadequate for exploiting these white spaces.

6.4.2 Traffic Model

As mentioned earlier, there are two types of radio frequency spectrum users, PUs and SUs,
in the proposed SDSF. PUs are the wireless communication users which use the licensed
RF spectrum slots and can not be controlled in the CRN. SUs are CR nodes and have been
named here 10T-Us as they are required to have A6 connections. IoT-Us are connected with
the energy scheduling which is used to communicate with the BTS. The correct RF spectrum
decision in CRN is dependent on PU activity modeling. In IoT supported environment, all

users are required to be connected all the time exchanging information with each other as
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well as with intermediate devices and BTSs. On arrival of PU(s) in their licensed bands,
the transmitting IoT-Us have to vacate the spectrum slot and switch to other sensed vacant
slot. This means that the process of SS is carried out simultaneously. Therefore, the [oT-U
signal is modeled in such a way that it is flexible for switching delays and maintaining low
end-to-end latency. The real signal model for IoT-Us, where the receicer is considered to
suffer from RF imperfections, such as nonlinear behavior of low noise amplifier (LNA) and
the phase noise etc. In this traffic model, K RF spectrum slots are down converted to the
baseband using both, the narrow and wide bands direct conversion principle, termed here as

multi-channel down-conversion.

6.4.2.1 Practical IoT-Us Signal Model

The two hypothesis, namely absence and/or presence of PU signal is denoted with a param-
eter, 0 € {0, 1}. The PU signal has r samples and let the n-th sample is y(n), is transmitted
over a Racian fading channel as is described in section 5.3.1, with channel gain, h(n) and
additive white noise, w(n). The received wide band RF signal is passed through various RF
front-end satges, i.e., filtering, amplification, analog I/Q demodulation i.e., down-conversion
to base band and sampling. The wide band channel after sampling has a bandwidth W and

contain L spectrum slots. Thus the bandwidth of each spectrum slot is given as under:

Bspectrumslot = Bsb + ng (64)

where By, and B, are the signal band and total guard band bandwidth with the spectrum
slot, respectively. Here, the sampling is performed with rate B and the rate of the signal is

reduced by a factor of,

> K (6.5)



Where M € Z.
After the selection filter, the nth sample of the base band equivalent received signal vector

for the kth spectrum slot is given as

re(n) = R{rr(n)} + iS{rr(n)} = Ohi(n)sg(n) + br(n) (6.6)

where hy, u; and wy are zero-mean Circularly Symmetric Complex White Guassian

(CSCWG) processes with variances o7, o2 and o7, respectively.

6.4.2.2 PU Activity Model

As 5G will be ultra-dense networks (UDNSs) and heavily sliced to meet the tremendous in-
crease in data downloading and subscribers connectivity by end-users [[79], the PU activity
is to be modeled all the time in CRNs. Real traces of PU activity in wireless communication
systems are not available due to copy right issues. At present, the real traces of IEEE 802.11
have been reported in [80]. Therefore, PU activity is modeled here through Poisson distribu-
tion, given as follows and stochastically gives the most accurate pattern of PU’s arrivals and

departures in the RF spectrum slots;

J(ksA) = P(T = k) = =—, (6.7)
where T is a discrete random variable and £ = 0,1,2,3,...... n.

The SU activity is characterized by suspending its transmission when a PU reappears and
resuming operation via contingency planning, i.e., through SS results. The proposed spec-
trum decision scheme is based on the transmission process for PUs and 1oT-U by mitigating
the interference and using SS results, adopting the channel configurations ensuring user’s

QoS requirements are fulfilled thereby making the region a smart city.
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6.4.3 Methodology of the proposed framework

For this work, the CRN is considered to function in five licensed spectrum slots, the carrier
frequency of these bands ranges between 1 MHz to 39 GHz to support all wireless appli-
cations described in the proposed system model in 5G network. The Poisson distribution
is used to model the PU activity, i.e., its arrival and departure, and for the secondary con-
nections as well [40]. The PUs holds the priority access rights to use the RF spectrum slots
and can access any spectrum slot being used by any IoT-Us. The call holding time duration

follows the Poisson distribution, as has been mentioned in the system model in section 3.1.
The parameters used to formulate the RF spectrum decision framework are defined below.
Let the IoT-U appearance be represented by 7 which is a vector representing the spec-
trum slot usage by all users. Let the spectrum slot number be represented as i, where
i=1,2,3,..,k,...,n. Here, a selection map ¢ is defined, which is assigned a value "1’ for those
spectrum slots whose SS result is idle, is greater than a set threshold . Statistically, it is

defined as follows:

L 7(i) >
(i) = (6.8)

0; otherwise
In the classical ED, the energy of the received signals is used to determine whether the
particular spectrum slot is idle or occupied by a PU. Basing on the IoT-U signal model
and PU activity models presented in section 6.4, the ED calculates the test statistics for the
targeted spectrum slot, i.e., the kth slot in the RF spectrum range in the proposed system
model,

Ns—1

1 S
Ti= mZ:O Rri(n)® + Sri(n)? (6.9)
where N; is the number of complex samples used for finding whether the kth spectrum slot is
occupied by PU or otherwise. This test statistic is compared against the threshold () given

in equation 6.9, to yield the result for this parameter in the proposed SDSF, whether the slot
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is idle or occupied by the PU. Basing on the [oT-Us’ signal and PUs’ activity model given

above and taking into consideration that
o2
= ER{ri}] = E[S{ri}] = &[R{hi} + S{h; }] 7“’ (6.10)

and

E[R{ri}S{rc}] = 0,(6.11)

for a given spectrum slot gain hj and spectrum slot occupation &, the received energy fol-

lows chi-square distribution with 2N, (nyquist criteria) and the CDF is given by,

V(N 2s2)

FTk(xHhkv€k> = F(Ns)

(6.12)

The test statistics used here is a closed form expression for its CDF given that the spectrum
slot is occupied by the PU. The closed form expression for CDF of test statistics for taking
the both, either the RF spectrum is occupied by PU and is busy or it is idle, is derived from

Theorem, given below:-

Theorem The CDF of the test statistics for the energy of the signal for a RF front end and

the spectrum slot being occupied by the PU is evaluated by

2 Ng—1
S~ L Ny os Ny
Pr(zlg=1)=1—e Y kv[aha2] [~k +1, Yy 0202,1] (6.13)
k=0 s s

e Proof As hy, ~ CN(0,07), and follows that the variance follows exponential distribu-

tion with PDF,
o2
26 Cfg o']% —2x
e (6.14)
oio}

faQ(xEk = 1) =

2
with € [%, oo]. Therefore, the unconditional CDF is given as

1 26030% o0 NSJT 32y2
FTk[x|§k = ]‘] = F[N] 0-20-2 /onL V(Nsa 2y ) Thos dy (615)
sl Ys¥h J—*
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1.e.,

2 2

_Th _Th
1 2e%%7n [ Nz, 3% 1 2e%%7k [ 24
F — 1 - - N [ 9,95 - N 0y 05
778k = 1] L[N, o203 /"25 V(N 2y et dy+F[Ns] oo} /"25 V(N et dy
) (6.16)
%h
1 2e°fn [ Nox | =%
F =1]=1- ———+ I'(N,, —)en d 6.17
Tk I:x‘gk ] F[Ns] 0_30_2 /0_521) ( 2y )e h y ( )
Ne—1
N,x “~ (Ns— 1)! Nyz, —New
(N, —) = 2y 6.18
S
275 o * 1 N —N,x 2y
F. =1]=1- — (= i el =22 d 6.19
nlilee =1 =1- T2 3 [ G xS - Sy ©19)

where I’ is spectrum slot time duration (used in Eq. [5.18]in chapter 5), which follows
gamma random variable distribution. The gamma random variable is a useful random
variable to model the transmission in spectrum slot in queuing systems (section 4.4.4
Of [81]). Algebraic manipulations in equation 6.19 gives an expression of equation

6.13 to conclude the proof of the theorem.

Spectrum slot QoS requirements is maintained by monitoring the respective spectrum
band capacity. Let the spectrum band capacity be represented by « given in Eq.
where H denotes a fading channel gain which is a complex Gaussian random variable
and ¢ denotes signal-to-noise ratio. Here, we define a selection map (, which is as-
signed a value "1’ for those RF spectrum slots whose performance is greater than a set

threshold e. Statistically, it is defined as follows:

K = log, (1 + 0 [H|) (6.20)

1; k(i) > €
¢(i) = 6.21)
0; otherwise

The entire RF spectrum range is continuously sensed to get the real time spectrum

slot occupancy status. IoT-U is continuously sensing the spectrum and estimating
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the power spectral density (PSD) using the periodogram for any particular signal y|k]

carrying energy transmitted by PUs in the spectrum slot as follows;

2

=
Pie(e™) = 2| ) _ ylkle ™ (6.22)
k=0
= K—1
Jwy — —jkw jsw
Py (e7) e % ylkle 2 y[s]e’*, (6.23)

where the power is found to be less than a set threshold, the IoT-U considers the
spectrum slot vacant for access. Let p denotes the spectrum slot occupancy status,

which is assigned a value ‘1" for the vacant slots and ‘0’ for the occupied by the PUs.

As described in section 3.4, these three parameters enable IoT-U to decide to oc-
cupy a specific spectrum slot which has been declared the best available spectrum
slot by the proposed spectrum decision framework. Moreover, &;, (;, p; indicate the
spectrum decision outcome, which leads to the decided channel ¢;(t) for the trans-
mission session by IoT-U. The possible outcome of the decision block will be either
to occupy a particular spectrum slot whose idle time, QoS requirements parameters
and its occupancy status are found greater than the set respective threshold. If the
PU has arrived unexpectedly in any particular spectrum slot, when the proposed de-
cision framework has declared the spectrum slot vacant, the IoT-U will vacate the
spectrum slot and decision framework will restart its functionality as the IoT-U can
not detect the appearance during its transmission but can detect the appearance of PU
during sensing duration. It is, therefore, [oT-U carries out SS and its transmission
simultaneously. The SS component through spectrum slot occupancy status would
have identified other vacant spectrum slots for [oT-U as a contingency plan for the

user’s transmission. Accordingly, the IoT-U will occupy any suitable spectrum slot
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and there will be no interference with PU as well as QoS of 1oT-U’s requirements will
not be degraded. Thus, CR’s role in enhancing the performance of IoT technology by

accessing spectrum opportunistically is of high significance.

6.5 Results and Discussions

An infrastructure-based CRN consisting of two BS and multiple IoT-Us. Each IoT-
U is uniformly distributed over the CRN coverage in the geographical region. The
CRN is assumed to function in 5 licensed RF spectrum slots consisting of one each of
GSM, Narrow Band bluetooth and ZigBee, wideband CDMA and WCDMA and UWB
frequency spectrum slots. The PU activity of each wireless application is modeled by
randomly selecting over [0,1]. The IoT-U activity is determined by its access to the
spectrum and is characterized by transmit power keeping to 1 over all spectrum slots
and interference avoidance to the PU. The PSD of all five PUs calculated using Eq.
and Eq. and is shown in Figl6.4] The IoT-U will find out about the slot to be
vacant through SS and continuously senses the channel status and keeps the record of
latest sensing results. It can be seen in Fig. [6.5]that the PSD of user 4 is very low which
signifies that the PU has vacated the slot. The spectral efficiency of 5 spectrum slots
in the RF spectrum range occupied by 5 PUs taken into account is shown in Fig6.6]

for SNR=10db.

An optimization problem has been formulated to find minimum number of spectrum
slots to be sensed by each IoT-U while satisfying the requirements for the probability
of miss detection and false alarms. CROC, i.e, curves between detection probability
P, False alarm probability P, and missed detection probability F,,,; as key measure-

ment metrics that have been used in our previously published works [48] and [82] to
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Figure 6.4: Power spectral density of the data transmitted by all five PUs.

analyze the performance of spectrum decision framework under a scenario for fre-
quency ranges (800 MHz to 900 MHz), are also used here to verify the correctness
of decision purposed in this paper. With the increase in Py, P4 should decrease.
It signifies that IoT-U in CRN in the spectrum slot, sensed idle, occupied as an out-
come of the proposed decision framework, is not causing interference to PU and also
the QoS requirements of its own transmission are maintained. The purposed decision
framework has yielded the same results for higher as well as lower values of SNR, as

were found when the spectrum slot was sensed idle.

For the communication overhead as an outcome of information exchange required
by the statistical approach, has been significantly reduced by using existing common

control channels(CCC) by IoT-Us. This complexity cost is fully justified given the
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Figure 6.5: Power spectral density after the departure of fourth PU.

significant performance improvement that the proposed framework offers in terms of
latency, throughput, energy efficiency, delay, and the reliability for realization of IoT

in terms of A6 connections.

6.6 Summary

CR is a promising technology in future wireless systems and Spectrum decision is
one of the most important module in CR. The 10T is a vision, which is currently
under progress. SG/B5G is everything, everywhere and always connected and the test
solutions provided in this chapter can enable deeper insights as development of the
standard evolves. CR offers the enabling platform for IoT under 5G/B5G standards.

Spectrum decision in CRN is a vital mechanism in spectrum management that ensures
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Figure 6.6: Spectral Efficiency of 5 PUs

the efficient operation of both SU (IoT-U) and PU networks. In this paper a spectrum

decision framework has been proposed which weighs the spectrum band on its idle

time, occupancy status and performance and ensures A6 Connections.
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Chapter 7

Conclusion and Future Work

CR system has been studied to enhance the spectrum utilization efficiency. Where
there is a serious dreath of wireless spectrum, there exists under utilization of the
spectrum by wireless applications. This chapter sums up the conclusions drawn from
each contribution of this research for enhancing the spectrum utilization through the

proposed SDSF. While it also presents some future extensions in this field.

7.1 Conclusions

The first chapter of this thesis studied the concept of CR, its realization and implemen-
tation, related work in spectrum decision in CR and when CR meets with [0T in 5G
wireless networks and how spectrum decision framework affects IoT. An overview of
Spectrum Decision Support Framework for cognitive radio networks was presented.
Several important research contributions are as follows:

The spectrum decision support framework proposed in this research is a novel scheme
by which the realization of CR becomes implementable. This framework allows SUs
to coexist with other RF spectrum users. SUs’ transmission on vaccant channels while
maintaining its QoS requirements. Chapter two suggested a fusion based spectrum
decision framework which offered a combined effect of three important parameters;
channel vacant time, channel occupancy status and channel capacity. The results ob-
tained validated the work.

PU activity modeling plays an important role in CRN operations. Due to copy right is-
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sues, the real traces of PU activity can not be modeled. It is therefore, PU was emulated
as USRP2 and the proposed framework was proposed through a testbed consisting of
signal generator and GNU Radio features on ubuntu, in chapter 4. The results showed
the workability of the proposed scheme.

The research work described in chapter 5 was extended in its applicability and the
framework was fuzzification supported. A detailed analysis of membership functions
was given viz-a-viz to their effects on defuzzified output as a spectrum decision for the
SUs to occupy the most suited spectrum slot for its transmission. Results showed that
the overall throughput of CRN was much higher than the existing spectrum selection
techniques.

The research was extended for spectrum access consideration as a decision for SUs, in
which the QoS requirements for SUs to include the blocking probability, latency and
termination probability of SUs in the wireless applications. As PUs turn up unexpect-
edly on their licensed channels, the QoS of SUs can not be ensured. The proposed
scheme here enables SUs to switch to other vacant channels without degrading their
QoS requirements. This scheme is envisioned to work well for CR based IoT by uti-
lizing RF spectrum band efficiently in the CRN. An analysis model has been presented
in the proposed spectrum decision technique for SUs as 10T devices to satify the A4

regime.

7.2 Future Work

Although the CR area is relatively new, it has grown rapidly in the last two decades.
Due to the fact that CRs appeared on wireless environment, it has received consider-
able attention from regulatory and standardization, academia and industry around the

globe. This research covered spectrum decision, one of the important module of CR
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technology and an effort has been made to converge its effects in realization of IoT
in 5G networks as well. The open research challenges in making CR technology an
worthy addition in wireless applications for efficient spectrum management, the fu-
ture looks all CR enabling 5G networks in telecommunication industry. The potential

future developments in CRs as an enabling technology for DSA can be listed as under:-

— Research be oriented focusing on the algorithms associated with Artificial and
Computational Intelligences to include machine learning, optimization, game

theory, genetic algorithm etc to fill up the SDSF.

— Formulate widespread usage of approaches involving game theories as a statis-
tical tool to suggest frequency spectrum handoffs and access issues to enable

CRN s independent on the vacant frequency band slots.

— The requirement for accurate PU characterization and activity modeling need
the realistic on-line databases. The real traces can not be obtained due to the
copy right issues, therefore, a broad devices base testbeds to emulate wireless
networks be created to validate these spectrum decision algorithms. To start the

task, an effort made here has been reported in chapter 4 of this dissertation.

— The system performance of cellular CRNs be analyzed and the transmission per-

formance of SUs in CRNs based on relay logic be improved.

— Investigate the quantized Multi-User-MISO downlink scenario to see whether
improper signaling and higher rank transmit covariance matrices should improve

the performance in the presence of additional multi-user interferences.
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