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Abstract

There is a considerable body of research exploring the dynamics of the mining process for Bitcoin, the
mining ecosystem, and the inherent risks of concentrating network computing power in the hands of just a
few miners. Our research is not about hash riddle portion of block mining in which miners compete with
one another to find a block which is hard by design. Instead our work focuses on finding candidate blocks
which will be mined and will contribute to the miner’s profit. Our work, we believe, is the first to
optimize the mining process by giving miners the facility to fine-tune the trade-off between block size and

miner profit.

The problem we are trying to solve is similar to the knapsack problem. In knapsack problem we have a
given set of values and weights for particular items, among which we have to select items to maximize

the value but the weight should not exceed its knapsack limit.

Here items are transactions having transaction fees as its value and transaction size as its weight and

considering knapsack limit as 1IMB block, which will contain these transactions.

Vi
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CHAPTER 1:

INTRODUCTION AND MOTIVATION



Introduction and Motivation

1.1 Introduction

Now a days the technological advancement is so powerful that it transforms the very basic pillars
of our society. It fundamentally influences the way our economy and governance system
functions. Crypto currencies have caused a paradigm shift, as they are the hottest assets of the
current world. Being a digital currency, crypto currency is used as a medium of exchange. In
crypto currency, encryption algorithms are used for currency generation and verification of
transfer of funds. Crypto currency has become the global phenomenon known to the whole
world. Different kinds of cryptographic techniques are used, to enable the transactions to take
place. Some of the basic crypto currencies involve: Bitcoin, Litecoin, Dash, Ripple and
Ethereum, among which Bitcoin is the famous of all. Satoshi Nakamoto the inventor of bitcoin
accidentally invented the bitcoin. He called it a peer-to-peer Electronic Cash System. Bitcoin is
the first decentralized crypto currency that ensure secure peer-to-peer transactions carried out

independently of banks.

1.2 Problem statement

It is expected that as Bitcoin becomes more mainstream, memory constraints will force miners to
select transactions to mine as per their size and transaction fees. At this moment, there is no
reliable mechanism available to the Bitcoin community to fine tune the tradeoff between size and

fees, leading to the mining of non-optimal blocks.

1.3 Motivation

Bitcoin has emerged over the last few years as a very popular digital payment system. However,
recent research reveals, there is considerable room for optimization in Bitcoin in terms of
scalability, efficiency, communication, etc. In this thesis, we plan to optimize the mining

process.



1.4 Background

1.4.1 Cryptocurrency

Crypto currency is formally defined as a medium of exchange created and stored electronically

in the blockchain, using encryption techniques to control the creation of monetary units and to

verify the transfer of funds.

Properties of Cryptocurrency:

1.

No intrinsic value:
o It has no intrinsic value
No physical form

o It has no physical form i.e. it has no existence out of the network.

Irreversible
o It is irreversible i.e. once committed; the transaction cannot be reversed by
anyone.
Pseudonymous
o It is pseudonymous i.e. there is no connection of transactions to the real world
identities of users. Addresses numbers on which bitcoins are received are random
chains of addresses. It does not require any ID.
Global

o Itis global and fast i.e. transactions are independent of physical location. They are
sent instantly to anyone, anywhere in the globe.
Secure
o It is secure because of strong cryptography i.e. it is encrypted string of data or a
hash. Encryption algorithms are used using public and private keys
Permissionless
o It is permissionless i.e. for carrying out transactions; there is no higher authority

to be asked for. It can be installed by anybody as it is free to use.



Working of Cryptocurrency

Cryptocurrency works in a form of a cycle. In informal terms, it involves following basic steps

1. Someone requests a transaction

2. The requested transaction is broadcast to peer-to-peer network consisting of nodes
(computers).
This network validates the transaction along with the user’s status using algorithms.

4. After verification, this transaction is added to the block of new transactions to be
recorded in ledger

5. This new block is added to the existing blockchain permanently

b= Aliners
L wverify the
= — Tk Transaction
Broadcasted 5..:.;
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|
menerated S le :I
PIF computer L
(Modes)
Transaction
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form Block
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Figure 1 Cryptocurrency Transaction lifecycle



1.4.2 What is a Bitcoin?

Bitcoin is a groundbreaking internet technology. It is a decentralized currency, since there is no
real third party entity or central bank. There is a peer-to-peer network consisting of individual
hosts called nodes that carry out the transactions. All these individual hosts or nodes agree on a
particular protocol and how it is implemented and used. All tasks are collectively managed by
the peers in a network. It makes the currency smarter by atomizing cash or money. It is more
than virtual money or a transaction system. It’s up to the user to decide the unit of bitcoin. It can
be dollars or euros or any other. The user can assign properties to each unit. A bitcoin can
represent many kinds of properties. It is something more than money. It can be programmed into
any kind, like a company can program its budgets in terms of bitcoin for salaries, machinery,
materials and maintenance. It allows us to rebuild and innovate things in our own way there-by

increasing the efficiency.

How does a Bitcoin work?

When we talk about transferring a bitcoin among different identities or entities, we do not mean
those identities in real. It means that these identities have nothing to do with the real-world
identities. They are considered as a sequence of numbers or we can say that they are
pseudonyms. This is done to provide some privacy to the users with whom we want to transact
over a bitcoin network.

In the world of bitcoin we talk in terms of block-chains, transactions, mining etc. Let us discover

what these terminologies actually mean.

1.4.3 Blockchain

A blockchain is a system of distributed data and logic. It works with cryptographic keys,
distributed networks, record keeping and more. People are trading worldwide. Everyone trades
with everyone else. This trade is recorded in a book or ledger. We can refer it to book keeping.
The information kept in this book is isolated and confidential and is not accessible by the public.

Bitcoin enables a network of computers to maintain a collective bookkeeping through internet.



This bookkeeping is accessible to the public and is available in one digital ledger. This digital
ledger is fully distributed across the network. This is called a Blockchain. In order to approve
and facilitate the transactions, a middle party is entrusted such as governments banks etc. But in
this case, there is no need of a third party. A blockchain is a distributed ledger that is completely
open to anyone. It contains all information of transactions such as time, date, amount and
participant of the transaction. Every computer or node over a network has a copy of this
blockchain.

A blockchain uses a peer-to-peer network, allowing anyone to join. Every user gets the full copy
of a blockchain. When a user creates a block, it is sent to everyone on the network. Each node
verifies this block based on some agreed consensus and add it to their own blockchain.

Each transaction is verified by the Bitcoin miners who maintain the ledger. For every node in the
network, it is ensured that every transaction’s current state is recorded in the ledger and it is
updated. Every transaction that occurs is public, and each node agrees that transaction has
occurred over the network at a particular date and time. A blockchain can be trusted as it is a
shared single source of truth. A block-chain is a transaction database shared by all the nodes in
the network. A complete copy of the currency’s block chain contains all the transactions ever
executed in the currency. With this information it is known that how much value each address
belonged to at any time in the history.

The blockchain is connected through the pointer to the previous block. In a blockchain, each
block contains a data, a hash of the block, a hash value of the previous block, a timestamp and

the root of transactions.



Blockchain (Hash chain of Blocks)
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Figure 2 Two Hash Structure: 1) Hash of previous Block. 2) Merkle tree of Transactions
within block.

The data of the transaction includes the sender, receiver and the amount of coins. Hash is used
for the identification of the block and its contents and is always unique. If the content of a block
changes, the hash value of that block also changes, and that block does not remains the same
block. The hash of the previous block creates the chain of blocks that makes a blockchain secure.
The timestamp includes the date and time of the bitcoin transactions. Since the volume of
transactions increases, it increases the size of the block significantly, which further increases the
process of validation. So a block creates a hash tree (based on Merkle trees) whose root contains
the hash value of all transactions of the block. There is a continuous chain of blocks based on
these hash values from the initial or genesis block to the current block. This order of the blocks
has to be in chronological order otherwise the previous block’s hash would not be known. Once
a block is added to the chain, it cannot be modified. If so, other blocks would also have to be

regenerated.
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A chain is valid only if it starts with the initial or genesis block and all the transactions within it
are valid. For each block in the chain, there is only one path to the genesis block. However,
coming from the genesis block, there may be forks. Forks of a block are created when two
blocks are created just a few seconds apart. Whichever block is received first, the generating
nodes build onto that block, becoming the part of main chain, as that chain is longer. There is no
use of the blocks in shorter chains. They are referred as invalid chains. When a user moves to
another longer chain, the short-chain transactions are added back to the transaction pool in the
queue and included in another block.

Pros:

A blockchain makes everything visible to the user, keeping it secure at the same time. It is cost
efficient, as it reduces the probability of mistakes, expense and delays carried out in traditional
record assimilation methods. Moreover being automated system, it is fast and flawless and easy
to maintain. It is also time efficient as blockchain processes the payments regardless of time-
zone issues over the world. A blockchain is used to manage and secure digital relationships in
terms of records.

Cons:

Besides its complexity, cost, security issues and its ever-growing size, the complicated concept
of the blockchain technology is not understood by most of the users.
In the current era, the Blockchain technology advances and matures rapidly and its demand is on

the rise.

1.4.4 Transactions:

In Bitcoin protocol, we usually talk in terms of coins. These virtual coins do not actually exist;
rather they are the transactions that have some ownership rights. (Tschorsch and Scheuermann
2016) A transaction is a digitally signed statement or declaration among two parties, based on the
transfer of the bitcoins. (Narayanan, et al. 2016)

In the real world life, when we talk about a wallet, it’s a physical one that can be touched.
Similarly the coins that we use are also physical, that can be spending in any ways. Bitcoin does

not work actually like a wallet. We never hold a bitcoin physically; instead we have rights for it.
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Just like we transfer the coins from person to person, the rights are transferred from one holder to

another in case of a bitcoin. These rights are basically known as transactions.

1.4.4.1 Structure of Transaction:

A transaction comprises of a version no., inputs outputs and lock time. If we want to send
bitcoins to someone, we need to know, where these bitcoins come from? Unlike the real coins,
that we pay no attention to that who gave us which coin, for each particular bitcoin we need to
know who gave us that bitcoin. In a transaction we can put together many locations and identify
where the bitcoin came from. We keep a track of who gave us which bitcoin before passing it
on. For this we have a list of inputs. In each input we list the transaction that generated the
bitcoin. We combine the inputs of transactions that locate the places of the bitcoins and send it to
the output transaction. Just like we can have multiple inputs to our transactions, we can assign
them by combining them together to the multiple outputs. A transaction in actual contains an
array of inputs and outputs (Bonneau et al., 2015 )R3. Furthermore, the rules, to whom the
bitcoin is to be transferred (output) and from whom (input), are also specified in a transaction.
These rules are specified on the basis of some public, private key conditions or encryption
strategies. Each transaction has some fee. It is basically an incentive from nodes for validation of
transactions. For input transactions, the sum of all inputs must be greater than or equals to the
output transaction. Incase if input transactions are greater than the output ones, their difference is
the transaction fee. This transaction fee is collected by the miner who mines the block. For
inputs, we need to specify the proof that we meet the conditions. Since the outputs from one
transaction becomes the input to the other transactions, so the conditions on the output must be
validated to the conditions in the input i.e. input’s conditions are already met. All these inputs,
outputs and conditions, become a digital message together. Each message or a transaction has its
name in terms of a hash. We take a hash of a message that becomes the transaction’s name, by
which a transaction is specified. We can specify a transaction in three parts i.e. Metadata, input
and output as shown in Figure. Metadata refers to the information about transaction, i.e. size of
transaction, series of inputs and outputs.

In each block, there is one special transaction called coinbase transaction, which is the first
transaction of a block. This transaction have no inputs, otherwise it is the same. It has outputs

and conditions similar to the other transactions.

12



— “hash":"5a42590fbe0a%0ee8e8747244d6c84f0db1a3az4e8f1b95b10c9e050990b8b6b",
"ver:1,
"vin_sz":2,
metadata i
lock_time":0,
“size":404,
“in":[
{

"prev_out™:{
“hash™:"3be4ac9728a0823cfSe2deb2e86fcObd2aa503a91d307b42ba76117d79280260°,
o

}v

“scriptSig":"30440..."

\ I

input(s) - }

"prev_out™:{
"hash’:"7508e6ab259b4df0fd5147bab0c949d8 1473db4518f81afc5c3f5291 ffebl4e",
n"0

"scriptSig™:"3f3adce8t....”

]
]
"out”:[

Vo

t t "value™:"10,12287097",

output(s) i “scriptPubKey’:"OP_DUP OP_HASH160 69e02¢18b5705a05dd6b28ed517716c894b3d42e OP_EQUALVERIFY OP_CHECKSIG"
}

]

-}

Figure 3 Structure of transaction (Narayanan, et al. 2016)

1.4.4.2 Example of Transaction:

In order to understand the mechanics of a transaction, let us consider an example. Suppose we
have two parties, A and B. A wants to transfer some bitcoins to B. Now each party have its own
identity, a pseudonym or verification key generated by each party. The verification key for all
parties is public. Corresponding to each public verification key, there is a private key called the
signing key for each separate identity. Let’s consider that A has already received some bitcoins
from other parties. Now instead of including transaction details of each previous transaction,
which A has previously received, it will apply a cryptographic hash function to these previous
transactions and get a digest for each party. A has now the ownership of the transactions in the
form of digests. A will then include these digests in transaction records for B. These digests are

13



necessary to verify the chain of transactions that guarantees that A has these transactions from
these parties. Now all the transactions are inputs of A. When A wants to transfer the bitcoins to
B, A must include the list of recipients i.e. the verification public key of B and specify the
amount of number of bitcoins to be transferred. All this data regarding to a transaction is
digitally signed by the sender i.e. A, through its private signing key. This signature is
appended to the contents of the transaction that binds the identity of A with the transaction
record, in order to ensure that A has created the block having its private signature that
corresponds to the public key of A. Then this whole data is broadcasted to all nodes over the
Bitcoin peer-to-peer network showing that A wants to send the specific amount of bitcoins to B.
For this, a transaction also has its fee, which is collected by the miner who mines the block first.
The node in the network receives this transaction information along with the other multiple
transactions taking place over the network. The nodes then incorporate this transaction in the
ledger containing all other transactions that take place over the network. The Bitcoin nodes or
miners starts collecting all unincorporated transactions into a transaction block. Each transaction
has an entry in a ledger. A transaction block has pages in ledger. These pages contain
transactions.” The miners combine the transactions into pairs and apply hash function to it and
get a digest. It then combines those digests into a single digest value that encodes all of the
unincorporated transactions received by individual nodes. A bitcoin network contains a series of
transaction blocks. This digest is further combined with the hash of transaction block, accepted
by the bitcoin network, previously. In this chain of transaction blocks, every block incorporates
the transactions of the previous block and this chain continues till the first coinbase block. No
block is isolated now; each contains the data of the preceding block except the coinbase block.
After incorporating all these block, a cryptographic hashing function is applied to this
combination in order to generate a sequence of numbers. This sequence of numbers is further
used along with the proof of work by the miners. Once the proof of work is found by any miner,
it is then announced and broadcasted to all nodes in the peer-to-peer network. All other nodes
stop working on the current proof and start working on the new updated and unincorporated
transaction block.

! https://www.khanacademy.org/economics-finance-domain/core-finance/money-and-banking/bitcoin/v/bitcoin-transaction-
block-chains
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1.4.5 Proof of work:
The proof of work actually a computational effort done by the miners in order to find a solution.
It’s sort of solving a puzzle that requires serious computational effort to solve a specific

problem.

1.4.6 Mining:

1.4.6.1 Background/introduction:

A bitcoin miner is actually a node in a bitcoin network, which makes an effort to validate a
transaction. What miner actually does is, it compiles all the transactions, taking place over a
network, in a transaction block and solves the current block with a valid solution that requires a
heavy computation. Once a block is validated by a miner, it is then easy for rest of the nodes in a
network to confirm the solution. A miner includes a transaction called reward in the block for
solving each block. This reward is meant for a miner only, for doing all the computational effort
to mine the block. The miner also includes an encoded sequence of numbers to this block of
transaction, called a Proof of work. It requires a lot of effort to do in order to get a transaction fee
and the reward set for validating the transaction. Since we do not have a single block of
transactions, all previous blocks of transactions are incorporated with the current block, so we
have a transaction block chain. Once all unrecorded transactions and the proof of work are
combined, the miner broadcasts the details on the peer-to-peer bitcoin network to all nodes.
When this new transaction block is verified, it is then used by all nodes and they append new
blocks to the chain. The bitcoin miners work on the longest chain or the chain on which the most
work is done.

Transactions are assigned a priority. Transactions that are larger and have older coins and having
small scripts have high priority.

priority=sum(input_value * input_age)/ size_in_bytes >

Here input_age is how long ago input was on the block chain.

Because of high block reward to miners, currently a transaction fee does not matter. But the size

of mining reward is continuously decreasing; it’s getting half after every 4 years. Every four

2 https://en.bitcoin.it/wiki/Transaction_fees
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years the block reward is cut in half restricting the aggregate supply of bitcoins to 21 million. It
started with 50 BTC, and then it decreased to 25 BTC, now-a-days it is 12.5 BTC. and it will
continue to decrease. So mining rewards will become quite less in the upcoming years and the

transaction fees will be dominated, from where miners will get the revenue.

First inflection point:
reward halved from 50BTC to 25BTC

0 01 M2 AN A0¢ AV A0S A7 A0S A9 00 0N 2002 20

Year

Total bitcoins in circulation (millions)

Figure 4 The block reward is halved every four years restricting the aggregate supply of

bitcoins to 21 million (Narayanan, et al. 2016).

Some basic mining steps:
A bitcoin miner validates the new transactions and store and broadcast the blockchain. In order
to mine a block, a miner has to do the following steps:

1. Join the bitcoin network and become a node.

2. Pay heed to all transactions nodes are making over the network and validate them

16



3. Notice new blocks and transactions in those blocks, validate them and maintain a
blockchain
4. Assemble the validated block based on the transactions
5. Find a nonce that will make a block consider valid by doing some computational effort.
6. Assure that other miners accept the new block and start mining it.
7. A profit will be rewarded to the miner in the end.
Among all these steps, finding a valid block is the basic step which miner performs, that is useful

to a bitcoin network.

Some default mining strategies:
There are several strategies that we need to keep in mind for mining, such as:
1. Getting good hardware, cheap electricity and run as fast as possible.
2. The transaction selected to be included in the block must have fee above than the
minimum transaction fee.
3. Deciding which block to mine on the top of i.e. selecting the longest current valid chain.
4. Announcing the new block immediately after finding it.
Miners are free to implement any strategy, its not necessary for them to apply the default
strategies. They can follow their own strategy besides the default one, which might result in

more profit.

1.4.6.2 Mining data structures:

For a block there are two hash based data structures, one is the blockchain in which the header
points to the previous block’s header and other is the hashed based binary merle tree. A miner
solves the problem with a known input of the current blockchain and creates a hash target. The
SHA-256 Hash function (Secure Hash Algorithm) is used for hashing the
transactions. (Narayanan, et al. 2016)Using computer’s resources multiple combinations of
inputs are guessed by the miner to find the hash target that solves the problem. A miner who
solves the problem first, gets the reward and incentive. A merkle tree is used for data integrity in
a blockchain. Since a block contains multiple transactions containing data, each transaction is
passed through a hash function separately in the first step to get the unique hashes. Then

transactions are combined in pairs and passed again through the hash function. All transactions
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are hashed till a single root hash is found, which forms a complete merkle tree. A merkle tree is
used for finding any changes in the tree by rerunning the transactions and comparing the results
with the root hash.

Each block’s transactions are combined with the previous time stamping and is hashed, which is
further combined with the hash of the next block to generate another hash. In this way it forms a
chain of blocks with each additional timestamp reinforcing the previous ones. The proof of work
is performed by the miners, in which we scan a value, that when passed through the hash
function, produces an output (hash) containing a combination of zeros. The miners look for a
specific number of zeros that are considered valid. They hash the previous hash, the number of
transactions in the block and the nonce in the block. If they couldn't find the correct hash, they
increment the nonce and take the hash again. They keep on doing it until a correct hash is
obtained, which requires a lot of computational effort. (Narayanan, et al. 2016)

1.4.6.3 Mining difficulty target:

The hash of any valid block has to be lower than the difficulty target value, which now-a-days
requires 64+ leading zeros. Based on miners’ efficiency in last two weeks, the difficulty target is
calculated every two weeks. It is computed as

next_difficulty= previous_difficulty*(2 weeks)/(time to mine 2016 blocks)

Here time to mine 2016 blocks is the expected number of blocks in 2 weeks at 10 minutes per
block. It is a fixed constant chosen for the bitcoin from the beginning. Every 2 weeks the
difficulty is reset. The mining difficulty increases over time. This increase is not constant or
exponential; it depends on the number of miners taking part in mining the blocks in the market.
As the number of miners who hash the blocks increase, the blocks are found faster and the
difficulty increases. Every 2 weeks the time to find a block is reset to 10 minutes, since the
difficulty remains the same so the miners mine the block faster. After 2 weeks the process starts
all over again.

The mining success is measured in terms of Goodput. It is the product of the throughput i.e. time
to mine the mine the blocks and the success rate i.e. how often the computation have errors.
Goodput= throughput * success rate

A number of transactions are mined on a daily basis. We can check the latest blocks mined

on blockchain.info that shows the live transactions that are mined. The most recent block is
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shown on the top the list. Each block contains some statistics regarding to it such as number of
transactions, the height of the blockchain, its timestamp, and hash of the block, hash of the

previous block, the merkle root and so many other things.

1.4.6.4 Mining Energy:

Since mining is energy intensive, high computational hardware is required for it. Mining requires
megawatts of power and high operating costs of electricity (Narayanan, et al. 2016) and
(Tschorsch and Scheuermann 2016). Starting from CPUs, then GPUs, FPGAs and now ASCls
are used. Evolution of mining diagram

Mining requires energy. Energy in terms of mining can be classified as Embodied Energy that is
physical energy used to engineer mining equipment such as chips etc.; Electricity, that is used to
perform heavy computations and Cooling, which is required to keep the equipment protected to

ensure that it does not malfunction.

1.4.6.5 Mining pool:

Mining is a random process of uncertainty; no one knows when the miner will find a new block.
Being a small miner, there is a high probability that the expected number of blocks the miner will
find for his first year is 0, which is so low. For a small miner, there is a big chance that he makes
no money at all. So a number of miners join together and form a pool in which every miner
mines the block having the same coinbase recipient known as pool manager. A pool manager
manages the rewards, no matter who finds the block and distributes them among the candidates
of the pool depending on the amount of work done by the candidate. The amount of work done
by a miner is known by outputting the shares that are near-valid blocks. The more the valid
blocks or shares are found by the miner, the more revenue a candidate is going to be rewarded
with. A pool manager broadcasts the block to work on to all candidates. They start mining the
block and the first miner who finds the valid block publishes that block in the pool. Mining pools
lower the uncertainty of the mining, allowing small miners to get reward even if they are new.
But it denies the concept of bitcoin decentralization and limits the miners from running the full

nodes.
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1.4.7 How my work related to Knapsack Problem:

Bitcoin transactions are more complex than we think. When someone asks for bitcoin
transaction, their bitcoin wallet and bitcoin network perform certain steps to insure bitcoins have
been transfer legally. A transaction is a digitally signed statement or declaration among two
entities, based on the transfer of the bitcoins. The transaction is comprised of three important
things: 1) Transaction Inputs 2) Transaction Outputs 3) An amount. Transaction has been
explained in detail in section 1.4.4 earlier.

Transaction has some size, which generally depends on numbers of inputs and outputs. If these
numbers are larger transaction size will be larger. These transactions are broadcasted over the
bitcoin network. Miners receive these transactions and after verification these transaction are
included in Memory pool (Mempool) of Miner where transaction waits till they are confirmed.
By confirmation we mean transactions are included in Block and are removed from Mempool.
On an average Mempools have over 100,000 transactions. Whereas Block has finite size of 1MB
and only some of the transactions can be included. Those who have requested for transaction,
they give some incentives to miners so that they include their transaction in the block. This
incentive is called Transaction Fee (Bonneau, Bitcoin mining is NP-hard 2014). So we can say
that:

1. Mempool has set of transactions.

2. Each Transaction has some kind of Size.

3. Transaction Fee is paid to Miner if transaction is to be included in the Block.
4

Block having finite capacity.

From the above mentioned points we can easily conclude that the problem under consideration is
similar to knapsack. The knapsack problem is one of the examples of combinatorial optimization
problems. Its name was originated from a situation where the number of objects having different
values and weights, finding the most profitable set of objects that can be placed in a fixed-sized

backpack.

The formal definition of Knapsack Problem is:
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Knapsack of fixed-sized volume W greater than 0 and set of objects (set I) {1, 2, 3... n} having
value (profit) <vl, v2 ...> and weight (size) <wl, w2 ...> as parameters. We wish to find the

subset T (T<I), such that
Maximizes Y. vi

Subjectto Y ;.rwi <W

Miner Select Transaction i !
from Mempool

FT}{ id: 1 “ D

Tx Fee: 200 Satoshi

Tx Size: 100 bytes

v

Ir'[':{ id: 43 ) ] D

Tx Fee: 1500 Satoshi

Tx Size: 230 bytes Block (1MB
N y ock (IMB)

Txad: 20

Tx Fee: 3000 Satoshi

\I’x Size: 220 bytes /

Mempool

Figure 5 Knapsack problem: Transaction Fee as value, Transaction Size as Weight and
Block Capacity as Knapsack

In this thesis we aim to optimize Miner’s Reward (3;.r TxFee).
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LITERATURE REVIEW
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Literature review

According to (Tschorsch and Scheuermann 2016) and (Narayanan, et al. 2016), Satoshi
Nakamoto, the inventor of Bitcoin, never intended to introduce a new technology; instead it was
supposed to be a purely peer-to-peer version of electronic cash. When transactions occur, it is
recorded with all nodes over the network in a block. it is then verified using mathematical
operations by all nodes. The node that solves the operation for verification first, broadcasts the
solution and transaction over the network. All other nodes verify the transaction and solution and
approve the block. That first node is rewarded with some amount of currency. to Dr. Saifedean
Ammous (Ammous 2016) discussed the applications of the blockchain such as, Digital
payments, in which decentralized currency system is used instead of the centralized one, it
removes the third party intervention and involves more processing power and time. Smart
Contracts, that uses blockchain currency through multi signature wallet and time-programmed
payments. Database and Record management, which works only for native blockchain’s
currency. Digital payment is the most successful one. Furthermore blockchain technology
experiences some obstacles also such as Redundancy, Scaling, Regulatory Compliance,
Irreversibility and Security.

Florian Tschorsch and Bjorn Scheuermann in (Tschorsch and Scheuermann 2016) discuss the
bitcoin’s central concepts, its security threats, privacy and other key observations in their
research paper. This paper discuses bitcoin in terms of decentralized digital currency, where
every node is bank itself with a block-chain acting as a distributed ledger in contrast with the
traditional the centralized digital currency, exemplifying the banking model, in which banks play
the role of issuing unique serial numbers to the users and maintains the ledger. The concept of
double spending is briefly explained in which, same coin is transferred to two different nodes or
users, that results in inconsistency of the blockchain. It is avoided by verifying the authenticity of
transactions by all users. In order to prevent network attacks, Proof-of-work schemes are being
used. These schemes involve computing cryptographic puzzles through SHA-256 hash function.
A specific term difficulty (discussed) is used to find how difficult it to find a hash of a target is.
Bitcoin also provides rewards to the users in terms of transaction fees and mining. Initially
Bitcoin reward was 50BTC, which is reduced to half every four years and now-a-days it is

12.5BTC. Whereas the transaction fees is most likely to increase in future. The bitcoin
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transactions include transaction id, inputs and outputs. Each output is used as an input forming a
chain of blocks which helps in tracing the transactions back. This output refers to a script, which
consists of inputs, outputs and a number of arguments. To make bitcoin secure, a virtual wallet is
assigned to each user which contains private and a public key. This wallet can be a software
wallet, having a locally running bitcoin instance, which is much prone to attacks; a hardware
wallet, containing an offline operating device, making it harder to gain access to attack; a paper
wallet, possessing keys in a form of document, similar to cash money; and brain wallet, using
passphrase through hashing for private and public key. In order to increase security of wallet,
multi-signature transactions are used, that are signed independently. Elliptic curve cryptography
is used to secure transactions (Matonis 2014) and (Maxwell 2013). Furthermore change in
transaction id without invalidating it refers to transaction malleability, which is somehow related
to double-spending with the difference of attacker, who in this case is the receiver party. Solo
mining results in significant but infrequent rewards, so miners combine together to form a pool
in which they work jointly get continuous small rewards. The bitcoin network is unstructured
peer-to-peer overlay network, whose aim is rapid transaction processing and information
distribution rather than finding specific data items or files. In terms of scalability, the size of a
block is limited to 1MB, to limit the transactions along with the growth rate of block chain, to
prevent the block chain extension. More resources will be required for increased scalability. For
higher transaction rate, high internet speed with a super peer-based overlay structure is required.
The author explores all these points which demonstrate that bitcoin is evolving and developing
constantly.

According to Joseph Bonneau, the building block of bitcoin is “proof of work” (Bonneau,
Miller, et al. 2015). It is proposed in (Dwork 1992) that bitcoin is basically meant for combating
spam emails, but it is never used for this purpose. Bitcoin is used as a currency in terms of
transaction for the first time in May 2011. After that bitcoin’s demand has increased many folds
and its price keeps on rising. Bonneau discusses the history of bitcoin in the start, covering the
entire Bitcoin system including transaction format, scripts, and Nakamoto consensus; block
confirmation, mining details including rewards and fees, and pools, network topology,
communication protocol. Under stability of bitcoin, transaction validity rule and consensus
protocol has been discussed. Incase if the key is lost by the client, he has to suffer irrevocable

losses. For the client-side security, Simplified Payment Verification (SPV), Key Management is

24



done. SPV involves the processing of blockchain’s proof-of-work solution. In Key Management,
keys are stored and secured in many ways such as key storage on device, offline storage split
control, password protected, hosted and password derived wallets. Furthermore, the author
discusses the alternative consensus protocols, Bitcoin’s modification, its privacy and its
functionality’s extension.

Miles Carlsten in his paper discuses that there are separate incentives mechanisms for Bitcoin
miners: block reward and Transaction fee. According to the writer, in the following years the
transaction fees will dominate over the block reward as its keeps on increasing and the block
reward is decreasing. (Carlsten, et al. 2016). Joseph Bonneau discuses in his article that selection
of transition in bitcoin block is similar to knapsack (Bonneau, Bitcoin mining is NP-hard 2014)
Johnson and Eyal analyzes the mining pool’s attack on the other competing pools in different

ways (Johnson, et al. 2014) and (Eyal 2015)

Optimization Algorithms

Knapsack is a century old NP hard problem. There are many optimization algorithms for
solving Knapsack problem. But the algorithm that produces approximate optimized profit in near

real time is considered up to the mark. In our scenario, time complexity is essential.

The best approach for solving the knapsack problem in terms of profit and number of items is
dynamic optimization algorithm (Kellerer, Pferschy and Pisinger 2003), since it produces exact
solution. Some Examples of dynamic optimization algorithm are Exact solution for (RKP),
Mixed ILP (MILP) and Branch-and-bound algorithm. The main idea of Dynamic Programming
(Time Complexity O (nW)) is to avoid repeated work by remembering partial results (Rolfe
2007).

Monaci discusses the exact solution algorithms for about 5000 instances. According to them, the
time complexity of the algorithm discussed is O (I' nc log n) and space complexity is O(n + I'c
log n) (in this scenario we need to copy previous entry in order to produce a new entry) (Monaci,
Pferschy and Serafinix 2013).

Caprara talks about Mixed Integer Liner programming (MILP) in their paper. MILP uses n + 1

continuous variables and constraints and n binary variables, so the computational complexity of
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the problem does not increase even by enforcing robustness (Caprara, et al. 2000). MILP cannot

be used in our case as transaction is ACID in nature.

Bertsimas (Bertsimas and Sim 2003) introduces another class of ILPs which is later improved by
(Lee, et al. 2012). Its time complexity is O(nT) whereas the nominal knapsack problem solving
time is O(T). According to observations, the Branch-and-bound algorithm is worst from all

above (Monaci, Pferschy and Serafinix 2013)

Genetic Algorithms (GAs) is basically a probabilistic optimization algorithm inspired by
evolutionary process and genetic inheritance. A Genetic Algorithm maintains a population of
candidate solutions for the problem at hand, and makes it evolve by iteratively applying a set of
stochastic operators (Selection, Recombination, and Mutation). The two of the major primary
issues of GAs are local optimum and time complexity (Tharanipriya and Vishnuraja 2013) and
(Zou, et al. 2011). Different researches are being carried out in order to get rid of these
problems. Teo and Srinivas propose adaptive mutation techniques which try to solve local
optimum. For the better results, self-adaptive mutation GA changes the area of search space by
changing mutation rate. Furthermore, we can minimize the time complexity by solving the local
optimum (Teo 2006) and (Srinivas and Patnaik 1994).

Moreover, according to (Tharanipriya and Vishnuraja 2013) and (Zou, et al. 2011) a Hybrid
Genetic Algorithm can improve the algorithm in terms of speed, performance and
precision. Hybrid Genetic Algorithm is basically a combination of Genetic algorithm and
Greedy algorithm. It also solves the zero-one Knapsack problem, in which each item is either

selected or not.

Since the algorithms discussed earlier are not time efficient. So our focus is on approximation
algorithms. Polynomial Time Approximation Scheme (PTAS) and Fully Polynomial Time
Approximation Scheme (FPTAS) are some examples of approximation algorithms which has a
control over accuracy. PTAS take error parameter €; smaller the error parameter €, the slower the
approximation algorithm runs. The more running time we provide to the algorithm, the better
results we get (Gopalan, et al. 2011). Since the dynamic algorithm takes more running time than
the Greedy algorithm so the results produced by the dynamic algorithm are better. In dynamic

algorithm, we have exponential time with exact solution, while in greedy algorithm we have
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nlogn time with the solution, somehow lower than the dynamic algorithm (Gopalan, et al. 2011)
and (Caprara, et al. 2000).
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CHAPTER 3:

DESIGN AND METHODOLOGY
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Design and Methodology:

Our design activity can be categorized in to following parts: Full Bitcoin Node Synchronization,
Data collection, Preprocessing (Mempool Image Creation), and Algorithm for profitable Block
creation. Figure 3.1 shows the whole activity in the form of Block diagram. Data used in this
thesis is collected by editing Bitcoin Core code taken from github®.
Three files are maintained for data extraction i.e. files containing:

e Transaction entering in Mempool.

e Transaction exiting from Mempool.

e Block hash, timestamp and transactions fee.

These files are input for Mempool image creation. In this process we replicate Mempool of the
Miner which creates the Block in the first place. After that our proposed optimization algorithm
selects a subset of transaction from the Mempool such that profit is higher than Miner’s

transactions fee which is achieved while creating the Block in the first place.

[ Full Node Synchronization ]

N

Data collection F —

Transaction entering in hMem pool Miner's

MMemp ool
Transaction exttiing from Mem pool Creation

Elock hash Timestamp & Tx fee

)]

[ Block creation ]

(

Figure 6 Block diagram for Complete Algorithm

® https://github.com/bitcoin/bitcoin
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3.1 Full Bitcoin Node Synchronization

In trusted environment, we need to rely on third party (Bank etc.) to keep everybody’s record.
Centralized system has complete control and has the right to act according to its own interests at
the expense of users. It acts according to its own defined priorities. The main idea behind
decentralized peer-to-peer network is to enforce trustlessness. By term trustlessness we mean
distributing trust among participating nodes (computers). When a transaction is requested, it is
circulated to these nodes over the network. In a Bitcoin Network there are two types of
participating nodes: 1) Full Node 2) Miners. Every node receives, validates and broadcast the
validated transactions and stores it in their Mempool®. A complete ledger is stored by the Full

Node, whose size exceeds 160 GB. There is a special node called Miner. It not only validates the
block but also mines it.
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Figure 7 Blockchain Size (source blockchain.info). 160 GB of Blockchain should be stored
by fully validating node.

Synchronization of the data files takes a quite long time (almost about 2 to 3 weeks). After
synchronization, Full Node is ready to verify all the transactions and blocks.

* http://wiki.p2pfoundation.net/Blockchain
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A Bitcoin Full Node is run for the data collection, which downloads the previous complete
history (ledger). Every node has its own copy of ledger. All the transactions received by Full
node and Miners are the same with a slight time difference because of peer-to-peer network.
Miners create blocks from their own list of transactions which is called Mempool. We replicate

the Miner’s Mempool.

3.2 Data collection

Occasionally some statistics are needed for arduous and stress testing. But the synthetic data is
terrible - it does not have a realistic distribution, and it's not easy to understand if the results are
reasonable and accurate. However the real or natural data is preeminent. It has realistic
distribution, and is easy to understand.
In order to cross check, the optimized block’s fee is compared with the actual Bitcoin block’s fee
created at that instance of time at which the actual block was created. For this real time data
collection is needed instead of dummy data.
When two parties exchange the data, this process is called transaction. Transaction has three
sections: (1) data, money (bitcoins) and contracts etc. (2) The one who transfers bitcoins. (3) The
one who receives bitcoins. Transaction and their fields are discussed earlier in detail.
When someone request for transaction, that transaction is spread across network like a gossip.
There is a group of people (participating computers i.e. nodes), and when one of them hears
anything, they convey it to the few (8 or more Nodes) more people (connected with), eventually
everyone knows about the original information (transaction).
One of the nodes (participating computers) known as miner receives transaction and applies
series of validations checks. Some of basic validations checks that a miner applies are listed
below®:

e s transaction assembled correctly?

e Isinput’s and output’s lists are empty or not?

e Size of transaction should not be greater than MAX_BLOCK_SIZE (1 MB)

e Reject the transaction if pool already contains transaction.

® https://en.bitcoin.it/wiki/Protocol_rules
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e Throwaway the transaction if each input, referenced output occurred in other transaction
in Mempool.

e Identify orphan transaction and adding to orphan transaction.

e Throwaway the transaction if each input, referenced output never existed or already has
been spent.

e Do not accept if the sum of output values is greater than sum of input values.

e Transaction cannot to include in to empty block due to too low transaction fee. Reject

that transaction.

If the Transaction survives from above validation checks, it is ready to be added to Mempool and

broadcasted to connected nodes?®.

3.2.1 Signal Handler

Signal is one of the methods of inter-process communication (IPC), which notifies process or to
thread within the same process asynchronously. When a signal is triggered, receiving process
halts normal flow of execution and registered Handler is executed after wards normal flow is
resumed where it was interrupted. In bitcoin Core (validationinterface.cpp and
validationinterface.h) code there are lots of Signals available. Signal handler is registered for
three Signals

1. TransactionAddedToMempool

2. TransactionRemovedFromMempool

3. BlockConnected

3.2.1.1 TransactionAdded ToMempool

When the validation is been done and Transaction is ready to be added to Mempool.
TransactionAddedToMempool signal is triggered. TransactionAddedToMempool signal writes
Transaction and Time at which Transaction received to file mempool_entry.json. Transaction

received time to Miner is unknown since Bitcoin has decentralized structure so transactions

® https://blog.kaiko.com/an-in-depth-guide-into-how-the-mempool-works-c758b781c608
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received time to Miner or to us will be slightly different e.g. Transaction of hash
6ebedfb2baale6f7e16b281b064c8eblb5b0ad196¢37db134118d883054e8ce5 received time to
Miner (BTC.com) is 1503632513 (UNIX timestamp) whereas this transaction is received by us
at 1503632514 having difference of 1 second.

Mempool_entry.json will contain all the incoming transactions (unconfirmed transaction) with

respective timestamps.

3.2.1.2 TransactionRemovedFromMempool

Mempool contain all unconfirmed transactions, where each transaction waits for confirmations
from Miners. Transaction does not last in the Mempool for long time; it is eventually removed
from Mempool. Reasons due to which a transaction is removed are:
e The transaction conflicts with a confirmed transaction (transaction already included in a
block).
e The transaction’s unconfirmed ancestor conflicts with a confirmed transaction.
e The owner of transaction replaces its transaction by Replace-by-Fee Signaling’.
e When the Mempool ran out of its size limit. It sorts the Mempool by fee ratio size.
Remove transactions from bottom of the list.
e Mempool do not contain transaction indefinitely after sometime (by default 14 days)
Mempool throws it out.
e Transactions already included in a block or when the Miner includes certain transaction

into Block then transaction is removed from Mempool.

Due to these reasons transaction is eventually removed from Mempool. Removal of transaction
generates TransactionRemovedFromMempool Signal. Handler of this signal captures transaction

and write that transaction and time of removal into mempool_exit.json log file.

" https://github.com/bitcoin/bips/blob/master/bip-0125.mediawiki
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Figure 8 mempool_entry & mempool_exit json files generation process

3.2.1.3 BlockConnected

BlockConnected Signal handler notifies Block is created and provides a list of transactions

evicted. So handler writes a hash of that Block and creation time is log into block_time.json file.
Now we have mempool entry.json file which contain all incoming transactions,

mempool_exit.json file which contain all exiting transactions and block_time.json file which

contains block, their timestamps and transaction fee.
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3.3 Preprocessing (Mempool image creation)

In order to create candidate Block, transactions is to be selected in such a way that their Block
transactions Fee is maximized. For this these transactions will be chose from the pool similar to
the Miner’s pool of transactions.
Our preprocessing algorithm takes mempool_entry.json, mempool_exit.json and block_time.json
as input and generates Miners Mempool at that instance of time at which the actual block was
created. For this purpose Sets difference (A - B) is used.
In mathematics, a Setis a collection of distinct items. In our algorithm transactions are the
distinct items for the Set. Preprocessing algorithm generates two Sets:

e Mempool_entry_Transactions is the Set whose members are all the incoming transactions

extracted from Mempool_entry.json file till the time of Block creation.
e Mempool_exit_Transactions is the Set whose members are all the exiting transactions

extracted from Mempool_exit.json file till the time of Block creation.

After Sets creation, Mempool of Miner is generated by using Sets difference (A - B). As shown

in the Venn diagram.

Mempool entry Txs (A) Mempool exit Txs (B)

Figure 9 venn diagram A-B

The set difference A-B is defined by
A-B={x:xeAandx ¢ B}
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Mempool image contains all the incoming transactions but it is possible that some of the
transactions have been thrown out of Mempool by Node (Miner) due to the above mentioned
reasons. So a transaction belongs to Set Mempool_entry Transactions but does not belong to
Mempool_exit_Transactions Set. Those selected transactions are the transactions that are

included in the Miners Mempool.

3.4 Algorithm for profitable Block creation

Some of the major challenges a miner has to face involves: (1) Speedy mining hardware, (2)
Economical electricity. And (3) start trying your luck by competing with other miners. But there
are some other interesting strategies every miner should consider before they select which blocks
to work on for mining. Some of strategies are mentioned in (Bonneau, Miller, et al. 2015) ,
(Carlsten, et al. 2016) and (Xu, et al. 2016) are:

I.  There are lot of outstanding transactions in Mempool waiting to be included in the block
whereas block size (1 MB ) is limited and limited number of transactions could be
include in the block. So miners have to decide which transactions should be included in a
block. Miner by default includes any transaction having transaction fee higher than some
minimum transaction fee.

ii.  As we know Bitcoin is decentralized peer to peer network, it’s quite possible that more
than one miner mine blocks simultaneously (or with few time difference) and broadcast it
over network. So we can say that temporarily a fork has been taken place. in the
following case, Miner have to take decision which block to choose and extends the chain
because both will be the longest chain in history.

ili.  Miners decide when to find and to announce new blocks.

Since default bitcoin client (Bitcoin Core) is being run by most of the miners (over 90%), so a
default strategy is implemented. Default bitcoin client run by over 90% of fully validating nodes.
It’s not clear at what extent these default bitcoin clients have mining power but it is safe to

deduce that they are in majority. So default strategies are been implemented by most to the
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miners. What if miner changes the some of strategies? Can miner get more profit? (Bitcoin
mining is NP-hard by joseph Bonneau and also find other references)

Miners before mining, select transactions from its Mempool and create 1 MB block, called pre
Mining. The owner of the transaction payoffs miners some incentives (Transaction fee) so that
Miner selects transaction for mining. These transactions have their own size (due to the number
of inputs and outputs). As we know block size is finite (1 MB), limited number of transactions
will be included in to block. Our algorithm will optimize selection of transitions for block
creation such that profit is maximized.

Our algorithm works in the following way:

[ Miners Mempool as input

i

[ Sorts the list of Transactions by delta

Creates mini Blocls =

l

Fills the mini Block from Scorted List
|

”

Repeat till ¥ MinBlock =

l

Selection of Transaction

Figure 10 Block diagram for Proposed Algorithm
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3.4.1 Algorithm Proposed

1. Miners Mempool as input
The algorithm takes Miners Mempool (generated by Set difference (A - B)) as input. The
average number of transaction in each Mempool is 100600 (approximately). Transaction
has multiple parameters (as discussed above in Transaction section). Due to which size of
transaction is quite large. So we only extracted Transaction Hash, Transaction fee and

Transaction size.

2. Sorts the list of Transactions
In this section we sort the list in descending order by delta A= tx fee / tx size. The aim of
this is to find which transactions yield maximum profit with respect to its size.
Transaction will lie higher in the list when transaction fee is greater or transaction size is
smaller.
3. Creates mini Blocks
Mini Blocks of size lambda A = p * Block Size was created. The block Size taken is the
actual size of a Bitcoin Block. Nowadays it’s 1 MB. p is coefficient whose value is 0.25.
In fact size of mini Block is 205KB instead of 1 MB. These mini Blocks will add up and
generate 1 MB Block.
4. Fills the mini Blocks
Now fill the mini Block using delta A and if the Transaction size is greater than Mini
Block size skip that transaction and again start filling that mini Block. Continue till no
further transactions are left to check.
The list of transaction now contain remaining of transactions that are not selected in first place
And their places in List are not changed.

38



[ Sorted List by A in descending order ]

1 0 0
Transaction '/-— _\ { \Y
[ ] Transactiond,.. ]
Transactionl \
——————
— .-
Transaction3 0.25 * 1MB Transaction2 | Transactiond. .. ]
[ - ]
————————————
D ———— .
Tra iond, | Transactiond: ]
——————
TransactionM I\-. _.-) \ _./
1MB Block I56KE mini Block 256KB mini Block

Figure 11 mini Block creation

5. Repeatstep 3and 4
The mini Block size is 25% of actual Block so four mini Blocks will be enough to create
1 MB Block but due some internal fragmentation there will be some space left. So we
created one extra mini Block. So steps 3 and 4 repeated 5 times.

6. Selection of Transaction
All the Transaction within top four mini Blocks are selected. And remaining space is
filled with the transactions having the highest fee in the fifth block. This is done by
sorting the transactions in fifth mini block in descending order of transaction fee. Then

pick those transactions which can fit in Block.

39



CHAPTER 4:

EXPERIMENTS AND RESULT
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Experiments and Results

4.1 Dataset

Node is first synchronized and transactions are logged for two full weeks. Because Bitcoin
protocol says that by default transaction can survive for two weeks in the Miner’s Mempool.
After two weeks the Node’s Mempool will be similar to the Miner’s Mempool. Our results will
be compared with data collected from blockchain.info. This data contains Block’s from number
501073 to 501333, whereas block number 501124, 501252 and 501304 are not included in the
dataset because these are coin based transaction (only one transaction included in the block
which were created by miner). “1” corresponds to 501073, “2” corresponds to 501074 and so on.
Dataset includes Block Number, Block size, Block fee, Number of Transaction in a Block and
Unix Timestamp at which a block is mined. Almost two day of data (249 Blocks). Average

Number of transactions in Mempool are 100600.

Unix Timestamps are used for Mempool image creation. 249 sets of Mempools are created.
These Mempools are the inputs for greedy algorithm and algorithm proposed in this thesis. These
algorithms are run on 2.7 GHz Intel Core i5 having 8 GB RAM using java code.

4.2 Algorithm Analysis

The proposed algorithm is compared with Greedy Algorithm. Greedy Algorithm is the fastest
algorithm to solve Knapsack problem (Della Croce et al., 2018). It sorts the list of transactions
delta A= fee/size in descending order. Then selects transactions till no more transactions can fit
in 1IMB Block. So it’s Time Complexity is © (n log n). Whereas our proposed algorithm divides
1MB Block in five mini Blocks (because p is 0.25) having size of 256 KB. Then it selects
transactions from list (sorted in descending order by delta A= fee/size) and fits it each 256 KB
mini Block till no more transactions fit in each Block. First four mini Blocks are selected by
default whereas list of transactions in fifth mini Block is sorted by the fee of transaction, and
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tries to fit transactions from fifth mini Block. The time complexity of our proposed algorithm is

computed in the following way:

nlogn + n + (n-d;) + (n-d;-dy) + (n-d;-dz-ds) + (n-dq-dy-ds-dg) + d5 log d5 + C
1. nis total number of transactions in Mempool.
2. dp dy, d3 dy and ds are number of transactions included in 1%, 2", 3, 4™ and 5" mini
Blocks respectively.

3. di+dy+dsz+ds=C is number of transactions in 1 MB Block.
If 3*d; + 2*d2+d3: X‘ and d1+d2+d3+ ds=C

nlogn+5n+dslogds+ X—-C+C

So the time complexity becomes:

O (n logn + 5n +ds log ds + X)

n>>dsi.e. n~ 100,000 & d;, d; d3 ds & ds = 1000
O (nlog n)

4.3 Experiments and Results

Here Blocks from 501073 to 501333 are under consideration.

— Transaction Fees in BTC
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Figure 12 Transaction fee in BTC
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4.2.1 Greedy Algorithm

When Greedy algorithm is applied on our dataset, it produces better results, which indicates that
no optimization algorithm is applied earlier while creating a Block in Bitcoin network.

— DeltaA

0
1 5 9 1317 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101105109113 117121 125129133137 141 145149 153 157161 165169173 177 181 185189 193 197201 205209213217 221 225229 233 237241 245 249

Figure 13 Greedy Algorithm result
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Figure 14 Greedy Algorithm fee - Original Block fee

Above graph is obtain by subtracting fee’s obtain from Greedy Algorithm and Original Block. Out of
249, 239 times greedy algorithm performed better.
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Figure 16 Greedy Algorithm’s time in Millisecond

Average time taken by greedy algorithm is 97millisecond. So we conclude that greedy algorithm
preformed 96% better in quite near real time.

Next graph (Figure 17) shows our proposed algorithm having different u={0.02, 0.4, 0.05, 0.06,
0.08, 0.10, 0.12, 0.14, 0.15, 0.16, 0.18, 0.20, 0.22, 0.24, 0.25, 0.26, 0.28, 0.30, 0.32 and 0.35}
with respect to Greedy algrothm. y axis shows number of blocks.
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Figure 17 p ={0.02, 0.4, 0.05, 0.06, 0.08, 0.10, 0.12, 0.14, 0.15, 0.16, 0.18, 0.20, 0.22, 0.24,
0.25, 0.26, 0.28, 0.30, 0.32 and 0.35}
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Figure 18 p= {0.2 and 0.25} Time in millisecond

For p 0.2 and 0.25 results are better than rest. But running time of p 0.25 took less time as

respect to p 0.2. So we conclude when we take p 0.25 it will optimize the Block Reward.
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4.2.2 Actual Transactions v/s p 0.25

When we compare fees calculated by our proposed algorithm (p= 0.25) with actual Transaction

fees, we get the below mentioned graph.

— Actual TXFees in satoshi — p=25TXFees in satoshi
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Figure 19

By carefully analyzing this graph, it shows that our proposed algorithm’s performance is better

in regard to maximum time.

Our purpose is not only to optimize Transaction fee but also the number of transactions in 1IMB
Block.

~ Actual TXFees in satoshi - uo2s
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Figure 20 Blue:Actual Transactions fee Green: p 0.25



Our algorithm wraps more Transactions. Originally on an average 1916 transactions were selected in 1
MB Block. For p is 0.25 our algorithm on an average picks up 2560 transactions in 1 MB Block as shown
in figure 21.
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Figure 21

Undertaking this, our algorithm utilizes maximum space as shown in figure 22. It leaves less than 200
bytes space only.

— 1MB - Optimised Size
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Figure 22
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Chapter 5:

CONCLUSION AND FUTURE WORK
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Conclusion

5.1 Outcome of Research

Miners select transaction from their Mempool to create 1IMB Block. The problem we are trying
to solve is similar to the knapsack problem, which is NP hard. The properties of our problem are
to maximize profit in real time. Our observations show that Miners have not used any pragmatic
optimizing algorithm. Conferring our experiments, the results obtained in figure 13, 14 and 15
shows that Greedy Algorithm, which has time complexity of @ (n log n.), produces better
results. This demonstrates that if miners apply greedy algorithm as an optimization algorithm for
the selection of transactions, it will be quite profitable.

Our proposed algorithm divides the 1MB Block in to five mini Blocks (256 KB each) and fills it
with the list of transactions sorted by delta A= fee/size in descending order. Our algorithm
optimizes miner’s fee 239 times out of 249 sets of Mempools. It also produces better results than
Greedy algorithm despite the fact that time complexity remains same @ (n log n). Our algorithm

not only optimizes miner’s fee but also utilizes maximum space of 1MB in near real time.

5.2 Future Work

5.2.1 Limitations
e Dataset used in this study contains 249 Sets of transactions (Mempool images). Each set
contain on an average of 100,000 transactions. Due to exponential increase of usage of
Bitcoin, the transaction number will increase drastically.
e Algorithm proposed considers 1MB Block size.

e Only Bitcoin Transaction is under consideration.
5.2.2 Future Work

Following are the recommendations to further extend this research:
e Larger Dataset (i.e. 1000 Sets of transactions) can be used to get better results.

e Block of larger sizes (2MB and 4MB Block) can be used.
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e Litecoin, Dash, Ripple and Ethereum etc. transactions should also be considered.
e Our proposed algorithm optimizes Miner’s Reward to few thousands satoshi. More

precise algorithms can be used.
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