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Abstract

Future wireless communication networks are envisioned as multi-tier Hetnets, where
small base stations (sBSs) are strategically deployed within the macro base station’s
(mBS) coverage area. This deployment strategy aims to optimize spectrum uti-
lization and, consequently, minimize coverage gaps. Nevertheless, the performance
of Hetnets is notably compromised by the presence of inter-cell interference (ICI).
Moreover, the performance is further degraded when a deliberate jammer is used
by an attacker having adequate information about the network parameters. The
extent to which the performance can be degraded highly depends on the proximity
of the jammer from the target as well as its transmit power. In HetNets, mBS
has higher transmit power as compared to the sBS. Therefore, many users connect
to the mBS resulting in an unbalanced load distribution.In order to achieve load
balancing, users originally connected to the mBS are redirected to the sBS. How-
ever, this transition introduces interference in the communication due to the high
transmit power of the mBS. Hence, we need interference management techniques
that countermeasure the interference effect in the network as well as user associ-
ation techniques for efficiently available resource utilization. This study proposes
reverse frequency allocation (RFA) for Hetnets with deliberate jammers. RFA has
been found to be an efficient solution for alleviating the effect of ICI and deliberate
jammer interference (DJs-1). The available band in RFA is divided into sub-bands
which are dis-jointly used by the mBS and the sBS in disjoint regions. RFA,
therefore, efficiently reduces interference in the HetNets as well as accomplishing
loading balancing. The proposed system model deploying RFA in the presence of
DJs has been evaluated both analytically and with the assistance of simulation.
Simulation outcomes show that our proposed solution has improved uplink (UL)
coverage performance due to high interference mitigation (i.e., DJs-I and ICI) and

load balancing as compared to the systems without RFA.
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CHAPTER 1

Introduction

Recently, there has been an exponential increase in data rate requirements due to
the invention of online games, conference calls, and video streaming. To cope with
public demands, the future wireless communication systems are aimed to increase
the system capacity many folds as compared to the 4G communications systems
[1]. To boost the system capacity and spectral efficiency, 5G communication net-
works are evolving from Homogeneous networks to Heterogeneous Networks (Het-
Nets) by integrating different communication technologies, such as IoT, vehicular
Networks, Device-to-Device (D2D) communications, Machine-to-Machine (M2M)
communications, e.t.c., under one paradigm.HetNets are therefore considered to

be the futuristic networks that will offer broader services to the users.

1.1 Concept of HetNets

Hetnet is a paradigm considered for future wireless communication technologies to
cater to high data rates, flexibly. The HetNets integrate different wireless networks
having different constraints to form one access network. An extensive survey on
Hetnets, its deployment, advantages, and capacity analysis can be found in [1].
Consider a two-tier HetNet where within the mBS coverage area ultra-dense sBSs
are deployed, as shown in Fig. 1.1. Such a structure, thus, significantly improves

the network coverage and bandwidth utilization. Some well-known benefits of
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Figure 1.1: The proposed two-tier HetNet system model featuring Radio Frequency
Allocation (RFA) and Deliberate jamming.

HetNets are:

o Increasing system capacity: By harnessing the capacity of each individ-
ual wireless access network within the designated coverage area, the entire
system can accommodate a substantial user population. Offering alterna-
tive access points (APs) during periods of network overload, therefore, the
likelihood of new / hand-off calls being blocked or dropped is significantly

reduced.

e Increasing system coverage: Combining cellular mobile networks with

WiFi, for example, can cover a broader geographical area.

o User satisfaction: A specific goal from the users can be accomplished by
exploiting the differences in various technologies as well as data rates. Wire-
less Local Area Networks (WLANSs) or picocells, for example, are frequently

used to provide access in hotspot areas such as shopping malls, stadiums,
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and restaurants, whereas cellular mobile networks are employed to provide

user mobility.

o Ultra-dense network: Deploying closely spaced small cells will help in
accommodating a large number of users having various power levels to access

the network.

o Offering end-users varying access costs: Different end-users with spe-
cific demands can pay differently by attaining different data rates through
wireless access depending on their status, economic circumstances, employ-

ment, as well as their necessities.

Hetnets integrate different access networks, therefore, there is a dire need to have
a well-established user association and scheduling system. For example, in a two-
tier HetNet sBSs are deployed densely in mBS covering region. As mBS transmits
at higher power, users from the sBSs get connected to the mBS, resulting in
an unbalanced load in the network which causes interference in communications.
Therefore, we need user association and scheduling schemes that can keep the

network balanced.

1.2 OFDMA

For simultaneous transmission HetNets use orthogonal frequency division multiple
access (OFDMA) techniques, where different users are assigned a set of sub-carriers
which are orthogonal to each others which thus helps in mitigating the intra-cell
interference (ICI). However, ICI still remains a major performance limiting factor
for HetNets, especially for mBS edge users (M-EUs) it greatly reduces the UL

coverage. [2, 3].
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1.3 Denial-of-service (DoS) attack

As communication is becoming increasingly important in our daily lives, we are
getting more vulnerable to DDoS attacks that might disrupt our communications.
To accomplish this goal, the attacker must acquire information about the network’s
characteristics, including transmission power, duration, and user locations. Armed
with this data, the attacker can interfere with the legitimate communications
within the network. The sheer number and variety of attack and defense strategies
are astounding [4]. Low user transmit power levels make UL communications more
vulnerable to DDoS assaults [5], [6]. As a result, this research looks into DJ attacks

to see if they can lower a target’s UL SIR [7].

1.4 Deliberate jammers

Hetnets integrate different wireless technologies under one paradigm. Therefore,
they are prone to deliberate jammers for DDoS attacks, which, transmit high
power noise signal in the same band as used by the legitimate user transmitting
at low power in the UL coverage. The multitude of the deliberate jammers in-
terference (DJs-I) significantly depends on two factors, their transmit powers and
their proximity to the target. For DJs to be effective, they are deployed in large
number transmitting at higher powers and placed in the vicinity of the targeted
user.Additionally, in this research, it is assumed that the DJs possess essential
network parameters like the target’s location, transmit signal power, and the fre-

quency band being utilized [8-10].

1.5 Inter cell interference

Because of their tractability and ease of analysis, IHPPPs is commonly used to
distribute sBSs, mBSs, and individuals in HetNets [11-13]. The use of orthogonal

frequency division multiplexing yields limited ICI in HetNets, however, it is still
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the primary factor which degrades the performance [2, 14]. Users and mBSs are
deployed by IHPPP in NU-HetNets, whereas sBSs are distributed via the Poisson
hole process. NU-HetNets result in a lower ICI, which increases network coverage

performance [3, 15].

1.6 Interference Reduction Techniques

Different interference mitigation schemes have been proposed by different re-
searchers, the well known amongst them are soft frequency reuse (SFR) [16], frac-
tional frequency reuse (FFR) [17], and reverse frequency allocation (RFA) [2, 17].
SFR system is based on frequency reuse, it, therefore, yields higher spectral effi-
ciency. Within the framework of FFR, the available bandwidth is partitioned into
sub-bands, resulting in reduced interference as a consequence [18]. RFA is a well
known dynamic resource management system which mitigates the interference [2].
Radio Frequency Allocation (RFA) enhances the efficient utilization of maximum
bandwidth within a cell, benefiting both the mBS and sBS. As a result, RFA
provides superior spectral efficiency compared to FFR and SFR.

1.7 Suggested Work

In this research, we propose deployment of RFA in HetNets to mitigate the effect of
ICT as well as DJs-I, thereby, improving the UL coverage performance. Moreover,
we delve into the assessment of uplink (UL) coverage in Hetnets while considering
deliberate jamming interference and Inter-Cell Interference (ICI). The positions
of users as well as base stations is carried out using independent homogeneous

Poisson point process (IHPPP) [13, 19-21].

1.8 Contributions and Objectives

The research objectives of the suggested work are following :
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1. Investigation of the effects due to interference generated by the deliberate

jammers in HetNets.

2. Calculation of the mathematical/ analytical expression for the UL coverage

probabilities with RFA.

3. Investigation of Uplink coverage in the presence of deliberate jammers and

ICIL.

4. Analysis of UL coverage of the proposed model deploying RFA versus differ-
ent network parameters, i.e., sBSs density, DJs-I, and SINR.

5. Deployment of RFA scheme in Hetnets for load balancing and interference

mitigation due DJs and ICI.

1.9 Thesis Organization

Chapter 1 serves as an introduction to the problem and provides an overview
of the thesis. Chapter 2 offers a comprehensive literature review encompassing
various stages and aspects of the thesis, including an exploration of the research
problem and key concepts. Chapter 3 discusses the system model used in this
thesis. In chapter 4, coverage probability for UL has been calculated. Chapter
5 showcases the presentation and comparative analysis of detailed experimental
results, accompanied by discussions. Chapter 6 then concludes the project and

outlines future prospects.
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Literature Review

2.1 Jamming

Wireless networking plays a pivotal role in realizing ubiquitous computing, where
network devices integrated into the environment ensure continuous connectivity
and services, ultimately enhancing the quality of human life. However, contempo-
rary wireless networks are susceptible to jamming technology, primarily because
of the exposed nature of their wireless links. In [21], the authors have conducted
comprehensive research on various jamming techniques, including equalization
jammers, automatic gain control jammers, wideband jammers, and partial band
jammers. The authors concluded that, for jamming advanced communication net-
works, the attackers need sophisticated jammers. The outcome demonstrates that,
with severe performance degradation of MIMO systems, the DJs need to trans-
mit at very high power. In [22], for better analysis of the coverage probability,
the authors have split the coverage area of the mBS into two distinct zones: an
outer cell area and an inner cell area. Their investigation unveiled that as users
move into the inner cell area, they encounter substantial interference due to their
proximity to the mBS, whereas those positioned in the outer cell area contend
with a diminished Signal-to-Interference-plus-Noise Ratio (SINR) owing to their
greater distance from the source. This is because the mBS exhibits a robust signal

transmission within the inner cell area, resulting in reduced coverage for the sBSs
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positioned within this inner cell area.

In [23], the authors have analyzed Multiple Input and Multiple Output (MIMO)
networks under the influence of advanced jamming attacks. The findings suggest
that there is a deterioration in network performance due to an escalation in jam-
mer transmissions.A detailed comparison of different jamming schemes utilized in
MIMO networks has also been carried out. The jammers can significantly degrade
network performance by increasing their transmit power levels, according to their
proposed model. Moreover, for different MIMO scenarios, the effectiveness of var-
ious jamming attacks is also analyzed.

In [24], the authors have designed an advanced receiver that effectively mitigates
the effects of jamming on UL system of massive MIMO networks. The authors
have assumed the degrading property of jammers in both pilot and data transmis-
sion phases. Their proposed scheme estimates the jamming channel along with
the legitimate channel in the pilot phase, which is then used for building filters

that neutralize jamming effects on the receiver.

2.2 Anti Jamming

In [25], a survey of several jamming and anti-jamming strategies was conducted.
The authors examine various types of jammers as well as placement strategies to
make the jammers more effective. On the target, different jamming attacks have
varied impacts. For example, continual jammers use all available resources to jam
the network without causing any interruptions. A reactive jammer, on the other
hand, is better suited to a network with limited resources since it attacks the
target only when a specified condition is met. A low-power jammer is difficult to
detect; conversely, a high-power jammer will easily be spotted but will be able to
jam the majority of the network. The location of the jammer is also essential in
boosting the jamming effects. Anti-jamming measures can lessen the impact of
the jammers greatly. Moving from a jammed channel to a non-jammed channel or

from a jammed area to a non-jammed area are two strategies used to mitigate the
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effects of jammers. It is simple to detect the existence of jammers, however, it is
more difficult to determine the type of jammer. When compared to static nodes,
anti-jamming for mobile nodes is more complex.

In [26], to layer 2 the authors added an HARQ whereas, layer 1 was equipped
with an anti-jamming SIMO. In uplink video communication networks, the au-
thors present an anti-jamming subcarrier/power allocation technique for hybrid
automatic repeat request-based SIMO OFDMA. The proposed technique enhanced
the peak signal-to-noise ratio by almost 11 dB. By the inclusion of HARQ , the

peak signal-to-noise ratio was increased by roughly 2 dB.

2.3 Use of Reverse Frequency Allocation

By splitting the cell into distinct spatial regions and distributing frequencies ap-
propriately, the RFA system assures inter-cell orthogonality. RFA encourages
spectrum sharing, increases data transmission speed, and reduces MBS interfer-
ence. The reverse frequency allocation approach (RFA) was employed to mitigate
a significant source of interference. It involved partitioning the macro cell into
non-overlapping segments and implementing complementary spectrum allocation
between macrocells and femtocells. By harnessing RFA and its variations, along
with established stochastic geometry techniques, we derived explicit formulas for
both coverage probability and rate coverage in a two-tier cellular network. Two
non-overlapping zones have been created using the mBS coverage region for RFA
employment in HetNets, consisting of an inner region, A%, and an outer region,
° Vk € {M, S} [14, 27].
To mitigate ICI and load balancing, RFA was used by the authors in [14]. The
authors showed that implementing their proposed setup improves coverage per-
formance for mBS edge users significantly. Variants of RFA are presented in [28],
as a way to improve network coverage. The authors have developed a hybrid RFA
system that amalgamates the advantages of various other schemes. Through their

data, the authors demonstrate how good resource usage causes the RFA variations
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to significantly enhance coverage.

2.4 HetNets Model

The coverage region of mBS comprises many sBSs in order to boost capacity and
network coverage in HetNets. The addition of additional sBSs, on the other hand,
increases interference and complexity, making analysis and simulation more dif-
ficult. The author divides HetNets into closed and open access networks in [29].
Users’ access to restricted access networks is limited to a single tier/BS, whereas
users in open access networks have access to all BS across the whole network.
Massive MIMO has also been considered in HetNets and homogenous systems by
the authors.

MIMO with fixed cell size HetNets were modeled in [30] as well as single and
multi-tier network comparisons. However, for user interaction with the BS, fixed
distances were expected, which is not practicable. The use of zero-force precod-
ing in multi-antenna HetNets has been explored in [31]. Using rate per user and
coverage probability, a comparison of open and closed access was made. Various
multiple antenna methodologies were used to calculate the system’s performance.
Interference mitigation in HetNets’ uplink channel has been addressed in [32] by
managing power and allocating specific resources to each user. The implemen-
tation of a semi-orthogonal allocation scheme resulted in less interference, and
efficient power allocation resulted in an increase in system capacity.

In [33], authors have formed a HetNet by using one mBS and multiple sBSs hav-
ing antennas of large scale employing hybrid digital and analog beam forming.
Near-optimal results were obtained by use of only four RF chains. Moreover, the
computational complexity was also significantly reduced.

The authors of [34], created a HetNet using one MBS and numerous SBSs with
large-scale antennas and hybrid digital and analogue beam shaping. Only four RF
chains were used to achieve near-optimal performance. Furthermore, the compu-

tational complexity was lowered greatly.

10
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Femtocells are deployed inside the broadcasting area of mBSs. Femtocells have a
coverage range of 10 to 100 meters and are known as eNBs for LTE when deployed
indoors. Femtocells are cost-effective, low-power, low-complexity, small-scale base
stations. One of the most appealing features of femtocells is that they can be
seamlessly integrated with current cellular networks to provide reliable indoor
coverage.

They are the size of a home router, and their deployment has increased dramati-
cally in recent years due to the ease with which subscribers can install them[35].
As the femto cells are in small size and small cell networks use less power, they
have a long battery life and can be proven to be an energy efficient option. Fem-
tocells offer coverage to users within their designated areas, thereby relieving the
burden on macro cell base stations in high-traffic zones. Due to the short prox-
imity between the small cell and the subscriber, there is minimal power loss and
reduced interference.

In [36], a two-tier HetNet model with intra-tier interdependence was introduced,
featuring the deployment of Macro Base Stations (MBSs) through a Poisson point
process, and Femto Base Stations (FBSs) organized using a Matern cluster process.
The study derived precise equations for interference and outage probability, con-
sidering the distance between a user’s device and the serving Base Station (BS).
The results revealed that small cells boost per-user capacity and area spectral

efficiency, yet they do not alleviate the problem of network outages.

2.5 Small Cell Networks

Increased interference occurs when numerous BSs are introduced into Hetnets.Consider
aspects such as interference, cell size, UL power management, and deployment
strategy for optimising the performance of a network with small cells [37]. The
power of user equipment is a substantial contributor to interference in small cells.
Authors in [37]found that in uniformly dispersed tiny cells, 18 dBm power of user

equipment generated better outcomes than 23 dBm.

11
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2.6 Multi-Slope Path Loss Model

One approach to harnessing the advantages of HetNets is to divert traffic towards
small cells [38]. A commonly employed approach for user association involves
using a single-slope path loss model. Due to the increasing network density and
the presence of asymmetrical cell patterns, the precision of the single-slope path
loss model is diminishing. In this research, the authors explored a model for
deploying femtocells alongside macro cells in downlink HetNets and advocated
the adoption of a dual slope path loss model. The findings demonstrated that
employing a dual slope path loss model enhances system performance by enabling

a greater offload of traffic from macros to femtocells.

Using a single path loss model can lead to discrepancies in received and interference
powers when compared to actual values. The authors of [39], discussed a multi-
slope route loss model with changing path loss exponents for different distance
ranges. The expressions for Signal to Interference Ratio (SIR), Signal to Noise
Ratio (SNR), and Signal to Interference Noise Ratio (SINR) have been derived.
Based on the calculations, as network density increases, the SIR decreases, while
the SNR increases. Moreover, at a particular finite density, the SINR attains its

maximum value.

2.7 Interference management

To improve interference management, a soft frequency reuse approach can be
applied [40]. In [40], the authors show numerically that soft frequency reuse out-
performs frequency resource partitioning in every load state. Soft frequency reuse
can also help to increase the average user rate.

Because of its bandwidth efficiency and OFDMA appropriateness for cellular net-
works, the fractional frequency reuse approach helps reduce interference [41]. In
[41], the authors also conducted a comparison between the strategies of fractional

frequency reuse and soft frequency reuse. The findings indicate that fractional fre-

12
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quency reuse outperforms soft frequency reuse in terms of Signal-to-Interference
Noise Ratio (SINR) and rate coverage probability, while soft frequency reuse sur-

passes fractional frequency reuse in terms of spectral efficiency.

2.8 NU-HetNets

NU-HetNets deploying SFR were studied by the authors in [23]. The authors have
developed coverage probability equations for both U-HetNets and NU-HetNets.
The simulation results provided in [23] show a significant improvement in the
broadcasting area due to the implicit reduction in ICI.

In [42], a unique SBS deployment technique is presented, in which the SBSs are
fueled by sustainable energy sources. The writers dubbed this method "off-grid
NU-HetNets," as the grids were not plugged with sBS. The effectiveness of Het-
Nets’ was also evaluated by considering on-grid mBSs whereas off-grid sBSs. Due
to limited availability of transmit power, authors’ findings suggest that off-grid
sBSs give less coverage.

In [15], the authors have analyzed the performance of NOMA-based NU-HetNets.
The authors have assessed the DI coverage with energy efficiency. The results
suggest that using NOMA in HetNets improves the energy efficiency as well as the
coverage rate of the system.

Likewise, in [43] the authors consider the employment of RFA scheme in NU-
Hetnets. The authors proposed muted sBSs in the proximity of mBSs for min-
imization of the co-tier interference. Moreover, for enhancing the edge coverage

the sBSs are maintained functional in the mBS edge area.

2.9 Internet of Things

The Internet of Things (IoT) comprises a network of interconnected computing
devices capable of transmitting data autonomously without the need for human-

computer interaction. Smart homes, elder care, medical care, transportation, agri-

13
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culture, and other areas can all benefit from IoT technology. [44] investigates the
growing practice of integrating [oT with 5G networks. Furthermore, the authors
assess the security implications of IoT-5G connectivity. The authors also explore
the development IoT with 5G assistance in [45]. They also assess important en-

abling technologies and issues related to 5G supported IoT.

2.10 Thesis proposal

The following are some of the ways in which our approach varies from the current

state of the art approaches:

1. In [18, 46], the authors have explored various jamming attacks across differ-
ent network scenarios. Nevertheless, their research lacked an examination of
deliberate jamming in HetNets. Hence, this study delves into the subject of

deliberate jamming specifically within HetNets.

2. In [15, 16, 21, 22, 28], the authors use RFA in HetNets to mitigate the effect
of ICI. However, the author have not assessed their system model under
DJs-1. Therefore, in here, RFA is considered to minimize the effect of ICI as

well as DJs-1.

3. In [15, 20, 28], DL coverage has been investigated. Here, our focus centers
on analyzing the factors that influence the uplink (UL) coverage of Mobile
End-Users (M-EUs).

4. In [47], the authors have studied interference mitigation in Hetnets using
RFA. However, their proposed technique only deals with ICI. In this work,

we investigate RFA for load balancing as well as mitigation of ICI and DJs-I.
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CHAPTER 3

System Model

We consider a two tier HetNet where sBSs are deployed in the broadcasting region
of mBS as shown in Fig. 1.1. Furthermore, this work introduces interference mit-
igation within the network layout schemes through Radio Frequency Allocation
(RFA), in conjunction with a deliberate jamming mechanism employing inten-
tional jammers. Certain mathematical foundations employed in this section will

also find application in section 4 for deriving coverage probabilities.

3.1 Network Layout and Assumptions

A two-tier HetNets model has been suggested, featuring users, DJs, sBSs (small
Base Stations), and mBSs (macro Base Stations). These entities, including users,
DJs, sBSs, and mBSs, are represented through IHPPPs with their respective den-
sities oy, @3, g, and py. Within the authorized communication spectrum, DJs
emit unwanted energy, which detrimentally impacts network performance. It is
assumed that the parameters of the network are known to the attackers so the UL
communication can be targeted. DJs send undesirable energies in the legitimate
transmission band, causing network performance to suffer. Single cluster of DJs is
assumed to be around the target area which can have a significant jamming effect
on the network. Moreover, only intra-cluster DJs-I has been examined which can

simplify the analysis.
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CHAPTER 3: SYSTEM MODEL

To mitigate DJs-I and ICI, a dynamic interference reduction technique known as
Radio Frequency Allocation (RFA) is employed. In this context, a typical user
is assumed. [ represent the path loss constant and |h| for the Rayleigh fading
gain. User interaction is facilitated through the utilization of the maximum power
scheme technique [48]. The effect of noise in the network has been neglected and

only the effect of interference has been considered.

3.2 Deliberate Jamming Apparatus

DJs introduce interference in the permissible transmission band resulting in a
reduced network coverage [18]. The DJs are randomly distributed within the
broadcasting area of an mBS using IHPPP. Edge users situated far from the mBS
encounter significant degradation in network performance due to Inter-Cell Inter-
ference (ICI) acting as a disruptive factor. Consequently, DJs disrupt the intended
communication channel. Thus, with an increase in the number of DJs as well as
the signal power, one can entirely jam the whole UL coverage of M-EUs.

Due to its wide-band nature, the noise power is likely to be less and cause little
harm in the presence of a few DJs. As the density and power of the DJs rises,
significant DJs-I is obtained, degrading the network’s performance. [7, 49]. UL
interactions of M-EUs in HetNets totally inhibited by increasing the density of

DJs and transmission capacity.

3.3 Use of Reverse Frequency Allocation

The Soft Frequency Reuse (SFR) approach involves dividing the frequency band
into two sub-bands. The first sub-band is allocated to users and sBSs positioned
at the central area of the mBS’s broadcasting range, while the second sub-band
is designated for sBSs and users situated in the outer coverage zone of the mBS

[16].RFA represents an advanced iteration of SFR with improved broadcast cov-
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Figure 3.1: The depiction of a two-tier HetNet, coupled with Radio Frequency Allo-
cation (RFA).

erage [50]. Within the framework of RFA, the frequency sub-bands are further
subdivided into Uplink (UL) and Downlink (DL) bands, a feature not present
in SFR. This division allows for significant interference reduction, surpassing the
capabilities of SFR [28, 50]. The radio relay orientation of sBS is assigned in the
opposite direction when compared to that of the mBS as shown in Fig. 3.1. The
downlink (DL) frequencies of the mBS are allocated to the uplink (UL) of sBSs,
while the uplink (UL) frequencies of the mBS are designated for the downlink (DL)
of the sBSs [51]. Utilizing the RFA method substantially enhances the network
capacity within the mBS coverage area. This form of frequency allocation effec-
tively diminishes interference and greatly enhances spectral efficiency and network
coverage. The allocation of frequency resources is optimized, resulting in reduced

interference both within the same tier and across different tiers, while also signif-

17



CHAPTER 3: SYSTEM MODEL

icantly increasing the transmission rates [52].

In the context of RFA, there is no preassigned spectrum exclusively designated for
sBSs. This approach mitigates interference and expands the coverage area. With
the implementation of RFA, the entire spectrum of the mBS becomes available to

sBSs, allocated in non-overlapping regions but in the opposite direction.

As shown in Fig. 3.1, for RFA, the sub-bands are employed in the opposite sequence
for mBSs and sBSs, i.e., AY V1€ (M,S) and g € (¢,0)[19].

To implement RFA, the allocated frequency band, denoted as F, is subdivided into
two sub-bands, Fy and Fa such that F = .¢(1 ) Fz, as shown in Fig. 3.1. F; and
Fy these sub-bands are divided into uplink (UL) and downlink (DL) sub-carriers.
These sub-bands are classified as: Fy = Fy yr, + Fipr, and Fy = Foyr, + Fapr.

18



CHAPTER 4

Proposed Technique

As v is either located in A§; or in AR, herein, we extricate the coverage probabil-

ities for the following network scenarios.

1. Without RFA, the UL coverage probability when jammers are available, and

2. With RFA, the UL coverage probability when jammers are not present.

4.1 Without RFA the UL coverage probability

when DJs are present

To disrupt the uplink communication of Mobile End-Users (M-EU) in HetNets,
DJ-s are strategically placed in identical patterns around the broadcasting region
of the mBS, employing IHPPP.The primary factors constraining efficiency in these
networks are DJS-I and ICI. Hence, the equation for uplink coverage probability,
Pfﬁﬁ (km), for mBS associating v in A§; without the utilization of RFA and in the

presence of DJ-s, the scenario can be described as follows:

PR (k) = P (SIRY > ki) (4.1.1)
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Here, iy is UL SIR threshold.Moreover SIRy;" represents the received UL SIR.

SIRy" from equation (4.1.1) it can be found as

SIRVL — Pt[,JVL|hM|2T1\_/Iﬁ
Mo A+ Isa+ 14

B AL (4.1.2)
> Pt,l‘hl|27’l_6 + 3 Pt,k’hk|27"k_ﬂ + Pt,jlhjprj—ﬁ' 1.
e keos =

In Eq(4.1.2), the UL interference in A§; is the total number of mBS-tier interfer-
ences. Iy a, sBS-tier Ig 4, and of DJs, I 4. 7“(_)5 represents the separation from
either BS or DJs. However, Pt[fVL represents the power transmitted in UL, whereas,
P, ., P,y and P, ; represents the powers transmitted of sBSs, mBSs, and DJs . g,
oum and @ represents the IHPPPs of sBSs, mBSs and DJs. Likewise, A denotes
the broadcasting area of the mBS, A = A§,J A%;. Using (4.1.2), (4.1.1) can be

written as

PYLI, QT—ﬂ
PXC; (km) = P ( tv || *ryf N KJM)

Ivya+1Isa+ 154

B
N RM
= ETMJM,AJS,AJJ,A |ﬁXp <_ gUL (IM,A + [S,A + IJ,A))]
t,v

5 (4.1.3)

TVRM
~ pUL
Pt,y

Here, Lpy , (8), L5, (s), and Ly, , (s) represent the LT of Iya, Isa, and Ij4,

= ETM ['CIM,A (3) X EIS,A (S) X 'CIJ,A (S)]

S

respectively, whereas, the expectation of LT is given as E [-].

In A, the LT of mBS-tier interference , Ly, , (s), is defined as

‘CIM,A (S) =

(2-8) 8 8
OMTYoknmdy Y 2 2 ( ™ )
Fill,1l1——=2—— — —

(2-5),.5 ’
“DM”EZMg ] (1, 1- ; 2 - ; — Yokt (7;4) )) (4.1.4)
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Proof: Proof of Eq. 4.1.4 is provided in Appendix A.1. Moreover, v, = PtyM/PgVL,
where P, is transmission power of mBS-tier.

Similar to the approach used in (4.1.4), the Ly, , (s), is calculated as

‘CIS,A (s) =

(2-8). 8 5
PSTYIRMTy Ty 2 2 (TM)
Fl11-22-2 M (™)) -
exp( /6/2*]_ 2 1( ) /87 57 MK

(2-8)_ 8
PSTYIRMT] Ty _ 2 . 2 B (TM)B
5/2—1 o F (1,1 B,Q R . (4.1.5)

Here, 7, is ratio of P, g and P}’]VL,

where P, g is the transmit power of SBS.
Similar to approached used in (4.1.4), the LT of the interference received from

DJs, L1, 4(s), in A, can be given as

‘CIJ,A (S) =
(2-8),.8 B
SDJW’YQ'%MZQ TM 2 2 (TM >
F(n1-22- 2 —na (20) ) -
exp( 5/2 1 211 < y 57 Ba YokMm 2
(2-8),.8
TYakMZ r 2 2 v\’
2 Vg/gjl MR (1,1— 32— 5 eu (Z—Nll) )) (4.1.6)

Here, 7, is the ratio of P, ; and Pt[fyL where the transmit power of DJs is P, ; and
z1 and zy are the jammers effective attacking regions, s.t., z; < zs.

v is located in Af; or in ARy (denoted as vae and v , respectively), while asso-
ciated with mBS at a distance ry,, has PDFs of distances given, respectively, as

(4.1.7) and (4.1.8) [53] [50]

2monrvexp(—eumTry)
rM|vac = 5 4.1.7
f Mlvae (TM) 1 —exp <—QOM7Td%) ( )

and
2monrvexp(—oumriy)

4.1.8
exp (—pmmd?) ( )

fT’M|VA§4 (TM) =
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UL coverage probability expression, PXC; (kMm), having uniformly deployed DJs
without RFA for MBS associated v in A§;, may be achieved as

di
PXCNI; (KJM) = Y ‘CIM,A (S) X ‘EIS,A (S) X ‘CIJ,A (S) ]67’1\/1,1/\1’,41%1 (TMW) dTMJ/' (4'1'9)

By substituting (4.1.4), (4.1.5), (4.1.6) and (4.1.7) into (4.1.9), Pi (k) is achieved
as (4.1.11).
Similarly, for mBS connected with v in AR;, the UL coverage probability expres-

sion for uniformly distributed DJs without RFA, P (kv), is given as

d

2
PUKLI (kM) = Ly a(8) X L, (s) x Ly, , (8) fTM’U‘VAK/I (ray) dry,. (4.1.10)

dy

By putting (4.1.4), (4.1.5), (4.1.6) and (4.1.8) in (4.1.10), PX%; (k) is written as
(4.1.12).

4.2 With RFA the UL coverage probability when

the DJS are present

The UL coverage probability, PX;AJ’* (km), with DJs and RFA while considering v

in A§; can be written below
PYE" (kag) = P (SIRY® > riag) - (4.2.1)

The total amount of UL interference experienced when using RFA is the sum of

MBS-tier UL interference in A§,, i.e., ]gl\% ¢, SBS-tier DL interference in Agy, i.e.,
M

I};,LA&, and interference from DJs, i.e., ;4. Therefore, SIRyF from (4.2.1) can be

written as

PUL|hM‘2T*ﬁ
SIRy = Ly M : 4.2.2
M ]gl\}["Alc\d +I(Z]5DSI:IA§/I +_[J7A ( )
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2 d1 7rl~eMrB _ v VP v\
pPYL (HM):$Q exp A gaM%d(; g ﬁﬁﬁM%(ﬂ> —omyoyFA T B¢KM%(M) +
M 1— exp (—gaMTrdl) Y B/2—-1 d2 Y
(2—-8) )P (2-8) v )P (2-8) v )P
psmzy T | B —kMm (;) —wsmzy T | B —rMm (?) +parezy” T T | B A2 (Z ) -
2 1

2

B
SPJWZ?#})J (57 —KMY2 <%I> )} *%’MWTﬁl) rymdru- (4.1.11)

UL 2TOM 4y TRMTY (2-8) Y (2-8) Y
Pio (km)= Nd;, ©XP oMmYedy T 57*HM%(*) —PMYoY J ﬂﬁlﬂw’%(*)
M exp(—cpMﬂ'dl) B8/2-1 da Y

8 8 8
— T — ™M — ™M
+50371f0§2 g <57*'€M’71 (xM> ) - 593711§2 g <Bﬁi€MM (71\[) ) +%0J72Z£2 g (BfHMW < ZM) ) -
2 1 2

— T B
<PJ’YQZ§2 g (5»*’%1’72 (%) )] *<PM7T7“12VI) ravdry. (4.1.12)

Equation (4.2.2) can be expanded as
SIRy =

PUE o [*ryf’

S PYMhf2r P4 S PRE b2 P+ S Pyl 2P
ledpm k€gs JjED

(4.2.3)

Here, PtIflL,is the MBS UL transmit power of v , and Pt]?L, is the SBS DL transmit
power and P, ; is DJs transmit power . Further more, by putting (4.2.2) in (4.2.1),
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we get PXKI;’* (Ka) as

PUL’hM|2r*ﬁ
PUL*( M) —p t,v M > K
Id)MAC +](]¢?SI?AK1+IJ’A

B
Z&me%%AJW%‘m}@mmH@m”“m

= B [£ ()% Lipn (5) % L1,0 )] | (4:2.0)
M ?s: Ay MM
R
The Laplace Transform of MBS uplink interference in A, i.e., ﬁ](;JL L0 can be
MM

written as

;CIUL —

dM-AY

B2 -1

(2-5),.8 ’
@Mﬂg}\;y_ - TMZFI (17 1— ;7 9 _ ;7 — R (724) )) (4.2.5)

Proof: See Appendix A.2 for the proof of (4.2.5).

d@*ﬁ) B 92 92 8
exp<@MMM L DLR (1122 2~y (@) -

Moreover, LT of SBS DL interference in A$,, i.e., £ L, can be written in a way
S M
similar to (4.2.5), and is given as

st = itk =
(2-p),.8 B
PgTY3RM Ty 7"M 2 2 (TM >
F(L1-2,2—- 2~k () | -

exp( 5/2_1 2 1( , Ba Bv Y3KM -

/ (2-8)..8

TY3RMT r 2 2 v\’
s 7;/1;1_11 M2F1 (1, 1-— B,2 — B, —Y3KM (?hf) )) (4'2'6)

Here, £ mL = L oL because g in Ajf; is approximately equal to ¢g in AR;. 73
85,43 S AN

is the ratio of P}y and P} where Py is the SBSs DL transmit power.
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. 2 d1 N -~ 3 . 3
PBcL’ (kM) = L exp MM <PMd§2 ﬁ)j BﬁHM(TM) 7¢My(zf,a)\7 ﬁﬁHM(TM) +
M 1 —exp (—sOMTrdf) Y B/2-1 dy Y
I (2-B) )P ' (2-8) v\ (2-8) v\ P
pgy3dy T | B, —kMYs (72) — pgr3di J | B, —km3 (71> +pgredy T | B, —KkMY2 <d2 ) -

B
eary?=Ag <57*KMV2 (%) )] - 991»1777”12\4) T™MATN - (4.2.8)

. o da ﬂ'nMrﬁ _ ™\ v Y
P (k) = M ep M apMdf L)y By*’ﬂ\{(ﬂ) —omd1 AT 5,7,€M( M) +
M exp (—soMﬂdf) p B/2-1 do d1
1

’ — T ﬁ ’ b T ﬁ — ™M ﬂ
wSV3d§2 Ag (B,fnm?, (;f) ) 7<,9573y(27ﬁ)j (B»*HM% (%) ) +30(172d§2 g (5,7&1&172 (dl\;) ) -

B
012y g (ﬂ, —KMY2 (%) )} - ADMWTIQ\/[) rymdrM- (4.2.9)

From (4.2.5), LT of MBS DL interference in A%, i.e., £IdI>JL o is obtained as

M\

[,IUL (8) =

o
¢M’AM

(2-8),.8
emThMdy Ty 2 2 (TM ) B
= Fil1,1—=-2——, — — —
eXp( 6/2—1 2 1< ) 57 67 KM d2

(2-8),.8
QOMFKMdl ’I“M 2 2 (T‘M)ﬁ)
Fl11-22-2 —ky (2 . 4.2.7
B/2-1 “( g7 M\ (42.7)
UL coverage probability expression, PXTE’* (km), having uniformly distributed DJs
with RFA for MBS associated v in A{; may be given as
dy

UL,
Py (k) = ; Lrow () x Ly (8) X L1y (8) raulvag, (Mtw) drag.
™M ™M

(4.2.10)

By putting (4.1.6), (4.1.7), (4.2.5) and (4.2.6), in (4.2.10), Py (rn) is expressed
as (4.2.8). UL coverage probability, P5o™ (ky), having uniformly distributed DJs

o
M
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with RFA for MBS associated v in Ag;, may be given as

da

UL,
Pyo™ (ku) = DT (s) x Lo, (5) X L4 (8) Fraulvag (Muw) drvi.

(4.2.11)

By putting (4.1.6), (4.1.8), (4.2.6) and (4.2.7) in (4.2.11), PXKLI’* (kM) is expressed
as (4.2.9).
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Results and Discussions

This chapter explains the results of probabilities of UL coverage for v in the fol-
lowing conditions

(i) Uplink coverage probability versus radius (coverage area) with DJs and no
RFA.

(ii) Uplink coverage probability versus radius (coverage area) in the presence of
DJs with RFA.

MATLAB 2019b was used to obtain the results. mBS, sBS, user, and DJ are

treated as
A = (2000 m)27r,
A = A UAS,

Distribution of DJs is in following area

A = m(50 m)? s.t.

Additionally, the mBS trnasmit power =30 dBm, sBS transmits at 20 dBm, =10
dBm and DJs=10 dBm. Different variables, such as PO, ¢, ¢m, ¢s, ku, and

P, ;, are analyzed for location of v in AR; against UL coverage.
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5.1 Comparison of Probability of UL Coverage

in A3; vs Oum

Figure 5.1 shows coverage probability versus path loss exponent ;. It is evident
from the figure that coverage probability decreases as the path loss exponent

increases, and conversely, it increases as the path loss exponent decreases.

Coverage Probability Pc

Figure 5.1: coverage probability vs pathloss exponent

5.2 Comparison of Probability of UL Coverage

in A; vs kv and ¢ threshold

Figure 5.2 measures the probabilities of UL coverage in AR, versus different values
of the ky and ¢ threshold. Generated for ¢; = 0,10, 20, 30, 40, 50. Because of
RFA’s efficient use of resources and good interference mitigation, the figure illus-
trates that RFA enhances coverage. Due to large DJs-1 ¢ ; produces considerable
degradation of UL.

It can be seen in Fig. 5.2 that when ¢; = 0, the value of UL coverage starts
from 0.62 and reduces to around 0.23. When the value of ¢ ;=10, the value of UL

coverage starts from 0.6 and reduces to around 0.06. When the value of ¢;=20,
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the value of UL coverage starts from 0.58 and reduces to around 0.02. When the
value of ¢;=30, the value of UL coverage starts from 0.57 and reduces to around
0.01. When the value of ¢;=40, the value of UL coverage starts from 0.55 and
reduces to around 0. When the value of ¢ ;=50, the value of UL coverage starts
from 0.53 and reduces to around 0. It can be deduced from the figure that the

quality of coverage reduces with increasing value of ;.

UL coverage in A,
= ~
w =

=
o

e
o

o

SIR threshold k)

Figure 5.2: UL coverage against sy and o7 in Ag;.

5.3 For different DJs area radius against the Up-

link coverage probabilities in Ay

At Figs. 5.3 and 5.4, while assuming xy = -40 dB and ¢; = 10, 20, 30, 40 and
50, UL coverage probability in Ay is compared against DJs distribution area ra-
dius values. Graphs have been produced by examining various plausible scenarios,
both with and without Radio Frequency Allocation (RFA). As a consequence of
the findings, it can be inferred that expanding the distribution area of DJs im-
proves UL coverage because of a reduction in the quantities of DJs per unit area,
making DJs ineffective as long as their transmission power remains constant. How-

ever, RFA employment enhances UL coverage due to efficient resource allocation.
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Fig. 5.3 shows a comparison between UL coverage and Djs distribution area

0.6

o
o

2
S

UpLink coverage in A,
o =
Do w

0.1

0 i 1 l | 1 | 1
0 1 2 3 4 5 6 7 8
DJs distrubutions area R

Figure 5.3: By employing RFA to encompass a DJ’s distribution area, the uplink cov-

erage against radius.

for different values of ¢ ; considering RFA. When the value of ¢;=10, the value
of UL coverage increases from 0 to 0.6 with an increase in Djs distribution area
up to 8. When the value of ¢;=20, the value of UL coverage increases from 0
to 0.59. When the value of ¢ ;=30, the value of UL coverage increases from 0 to
0.58. For ¢;=40, the UL coverage rises from 0 to 0.57, whereas, for ¢;=>50, it
increases from 0 to 0.56. It can be concluded that UL coverage improves as the
DJs distribution area is increased.

Fig. 5.4 shows a comparison between UL coverage and Djs distribution area for
different values of ¢; without RFA. When the value of ¢;=10, the value of UL
coverage increases from 0 to 0.48 with an increase in Djs distribution area up to 6.
For ¢ ;=20, the UL coverage probability goes from 0 to 0.47 whereas for ¢ ;=50, it
goes from 0 to 0.44. As a result, it can be deduced that expanding the distribution

area of DJs leads to improved UL coverage.
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Figure 5.4: In absence of employing RFA to encompass a DJ’s distribution area, the

uplink coverage against radius.

5.4 Comparison of UL coverage probabilities in

{1 vs different Djs area radius

Uplink coverage probabilities in Ag; versus different Djs distribution area radius
values are calculated in Figs. 5.5 and 5.6 while assuming ¢; = 60 and sy = -60,
-40, -20, 0 and 20. Multiple scenarios with and without RFA have been considered
while generating the plots. The increase in the area of Djs distribution reduces Djs-
I because of wider distances.The results suggest that increasing the distribution
area of the DJs improves UL coverage due to reduced DJs-I. However, the UL
coverage probability reduces with an increase xy; due to less user association.
Fig. 5.5 shows a comparison between UL coverage and Djs distribution area for
different values of k) considering RFA. For ky; = -60, the UL coverage goes from
0 to 0.62 by increasing the DJs distribution area to 8. Moreover, with sy = -40,
the UL coverage rises from 0 to 0.59. With increasing xy; to 0, UL coverage goes
from 0 to 0.31, whereas, when k=20, coverage is 0 to 0.19. It can be deduced
that UL coverage is directly propositional to Djs distribution area.
Fig. 5.6 shows a comparison between UL coverage and DJs distribution area for

different values of ky; without RFA. When the value of xy=-60, the value of UL
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0.7 T

-=RFA, ky = -60
¢——————RFA, ki = -40

UpLink coverage in A,

DJs distrubutions area R

Figure 5.5: Within the DJ’s distribution area, when RFA is deployed, the uplink (UL)

coverage in relation to the radius.

coverage increases from 0 to 0.51 with an increase in the DJs distribution area up
to 8. Moreover, with xy=-40, the UL coverage is 0 to 0.48. Likewise, for xy =-20
and k=0, the UL coverage values are from 0 to 0.37 and 0 to 0.19, respectively.
Similarly, for ky =20, UL coverage goes from 0 to 0.08. It can be concluded from
the results that with an increase in the DJs distribution area, the UL coverage

gets better.

0.6 T

==Without RFA, ky = -60
——Without RFA, ky = -40
—————4 Without RFA, ky = -20
== Without RFA, k) =0
-4 Without RFA, ky = 20

0.5 P ————

=
'S

o
)

UpLink coverage in A,
o
o

0.1

DJs distrubutions area R

Figure 5.6: Within the DJs’ distribution area, in the absence of RFA deployment, the

uplink (UL) coverage in relation to the radius.
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5.5 Discussion

Analysis of detailed results shows that the performance of the system has improved
considerably with the addition of RFA. UL coverage is improved significantly by
using RFA in the presence of Djs. Therefore, the proposed method of using RFA

has considerably reduced the effect of DJs on UL communication.

5.6 Comparison with previous work

Figure 5.7 shows a comparison of the Probability of UL Coverage vs Distribu-
tion Area of Jammers with previous work [14]. C=3 and C=6 are the values
taken from previous work. The figure shows that the UL coverage significantly
improves as well as an increase in the distribution areas as compared to previous

work. Therefore our work outperforms previous work.

—t—C=3
C=6
+=RFA, sy = -60
== RFA, ry =-20

UpLink coverage in A%,

Dls distrubutions area R

Figure 5.7: Comparison of Probability of UL Coverage vs Distribution Area of Jam-

mers with previous Work.
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CHAPTER 6

Conclusion

In HetNets, the UL coverage is limited by ICI. The situation gets worse when
a deliberate jammer is present in the proximity of a target user. Herein, we
proposed RFA to mitigate the effect of ICI and DJs-1. For a standardized Hetnet,
IHPPPs was used to deploy mBS, sBSs, Users, and the DJs. Simulation results
were obtained for different network parameters such as jammers transmit power,
SINR threshold, distance, and transmit power of the mBS and sBSs for a system
with RFA and without RFA, in the presence of DJs. It can be seen from the
simulation results that the UL coverage deteriorates when the DJs are densely
deployed in the proximity of the target as well as when their transmit power is
high. Moreover, the results also show that in the presence of DJs, HetNet with
RFA has improved UL coverage as compared to those without RFA.
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APPENDIX A

A.1 Proof of the LT of (4.1.4)

Proof of (4.1.4):

from MBS-tier the LT of received interference Ly, , (s), in A, can be derived as

LIM,A (8) = EIM,A [exp (_IM,AS)] Tf/[FM
TR
= EIM,AJhl\2 {exp <_S Z PtvM‘hl|2rlﬁ>:|
lepm

~ Epyalml? [H exp (—\hl\z’yoFMrf/[rlﬁ)]

ledm

o) _ .
~ En ., | II Epzexp (—|hl|2’yoFMrf/Irl 5)]
LlEPM

(e) 1

~ Epy . H P

v 1+ 7,Ty ()
™

g)exp —27TpMZ‘2 rudri 3
1+ (”1 73 )
(voI'm) " rm
(i)
() 28 Avelnt TM> du
~ exp | —mpm (YoI'm) mC y )21+(u)W2
(YoTa) P

Here, Step (a) is obtained through the Laplace transform’s definition., Step (c¢) is
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APPENDIX A:

acquired by LT of Step (b) with respect to h;, Step (d) is acquired by applying

probability generating functional (PGFL) of IHPPP [48], Step (e) is acquired by

2
T : : .
—————— | in Step (d). Ultimately, (4.1.4) is ob-

(oI'np)'” TM)

tained by computing the Gauss-hypergeometric approximation of Step (e).

putting the value of u = (

A.2 Proof of the LT of (4.2.5)

Proof of (4.2.5):

EIUL (S) = EI;JI\L/DAIC\/[ [exp (—[;J;ARIS)}

B
SN A vl M
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Ultimately, through the computation of the Gaussian hypergeometric approxima-

= exp —27rple

tion of Step (f) we reach the following:t (4.2.5).
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