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Abstract 

The Internet of Medical Things (IoMT) is widely recognized as an essential tool of 

health informatics. Internet of Medical Things (IoMT) enabled devices are employed 

for monitoring patients inside hospital and home settings. These devices facilitate the 

collection and transmission of biological data, encompassing measurements such as 

blood pressure, electrocardiography (ECG), blood sugar levels, body temperature, as 

well as room temperature, among others. Wearable devices have been increasingly 

utilized in various healthcare applications. These devices produce data in real-time and 

communicate it to nearby gateways and remote servers for the purpose of processing 

and visualization. The utilization of the Internet of Medical Things (IoMT) is gaining 

significant traction within the realm of intelligent healthcare. These devices exhibit 

limitations in terms of available resources and are susceptible to security breaches. Due 

to inadequate security and privacy safeguards, the IoMT (Internet of Medical Things) 

is particularly vulnerable to malicious attacks, making it a prime target for adversaries 

within the healthcare network architecture. The creation of a streamlined architecture 

designed to enhance the security of communication inside an Internet of Medical 

Things (IoMT) sensor network was studied. The MQTT protocol, known for its 

lightweight nature, was employed for facilitating communication among the sensors 

utilized on the Internet of Medical Things (IoMT) system. An integrated security 

framework that incorporate lightweight cryptography is proposed. Risk assessment was 

performed to measure the effectiveness of the framework. The framework covered the 

components of the Internet of Medical Things (IoMT) and addressed their security 

aspects. 

Key Words: IoMT security framework, lightweight security, healthcare system 

security, Sensor network security.  

  



xi 
 

Table of Contents 
Declaration...................................................................... Error! Bookmark not defined. 

Plagiarism Certificate (Turnitin Report)..................... Error! Bookmark not defined. 

ACKNOWLEDGEMENTS ..................................................................................... viii 

Abstract ......................................................................................................................... x 

List of Figures ............................................................................................................ xiv 

List of Tables ............................................................................................................. xvi 

CHAPTER 1: INTRODUCTION ............................................................................... 1 

1.1. Global scenario of IOMT devices in relation to Pakistan ............................... 4 

1.2. Current Developments in IOMT Market ......................................................... 5 

1.2.1. IoMT Applications and Use Cases: ......................................................... 6 

1.2.2. Smart E-healthcare ................................................................................... 7 

1.2.3. Real-time Patient Monitoring: ................................................................. 9 

1.2.4. Smart Hospitals: ..................................................................................... 10 

1.3. Security Requirements and Solutions: .......................................................... 10 

1.3.1. AI for Security: ...................................................................................... 11 

1.3.2. Secure Communication Protocols: ......................................................... 11 

1.3.3. Network Visibility: ................................................................................ 11 

1.3.4. Robust Cybersecurity Measures: ........................................................... 11 

1.4. Advantages of IOMT devices ....................................................................... 12 

1.4.1. Remote Monitoring and Management: .................................................. 13 

1.4.2. Proactive Healthcare: ............................................................................. 13 

1.4.3. Personalized Treatment:......................................................................... 13 

1.4.4. Patient Empowerment: ........................................................................... 13 

1.4.5. Reduced Healthcare Costs: .................................................................... 14 

1.4.6. Telemedicine and Remote Consultations: ............................................. 14 

1.4.7. Efficient Data Sharing: .......................................................................... 14 

1.4.8. Early Diagnosis and Prevention: ............................................................ 14 

1.4.9. Research and Public Health Insights: .................................................... 15 

1.4.10. Improved Quality of Life: ...................................................................... 15 

1.4.11. Data-Driven Decision Making: .............................................................. 15 

1.4.12 Access to Specialist Expertise: .............................................................. 15 

1.5. Challenges associated with IOMT devices: .................................................. 16 



xii 
 

1.5.1 Data Security and Privacy:..................................................................... 16 

1.5.2. Interoperability:...................................................................................... 16 

1.5.3. Reliability and Accuracy: ...................................................................... 16 

1.5.4. Regulatory Compliance: ........................................................................ 16 

1.5.5. Ethical Considerations: .......................................................................... 17 

1.5.6. Data Overload and Analysis: ................................................................. 17 

1.5.7. User Adoption and Training: ................................................................. 17 

1.5.8. Integration into Clinical Workflows: ..................................................... 17 

1.5.9. Lack of Standardization: ........................................................................ 18 

1.5.10. Technical Challenges: ............................................................................ 18 

1.6. Objectives of the study .................................................................................. 18 

CHAPTER 2: REVIEW OF LITERATURE .......................................................... 20 

2.1. End-to-End Communication in IoMT ........................................................... 20 

2.2. Key Security Requirements for IoMT Devices ............................................. 22 

2.3. Current Technologies and Protocols of IoMT............................................... 24 

2.4. Comparative Analysis of Lightweight Frameworks ..................................... 27 

2.5. Strengths and Limitations of Each Framework ............................................. 29 

2.6. IoMT Systems Architecture .......................................................................... 30 

CHAPTER 3: METHODOLOGY AND COMPONENTS .................................... 33 

3.1. Microcontroller (MCU): .................................................................................... 33 

3.2 Sensors: ............................................................................................................... 35 

3.3 MQTT Broker: .................................................................................................... 35 

3.4 User Interface (UI) .............................................................................................. 36 

3.5 Lightweight Protocol .......................................................................................... 36 

CHAPTER 4: FRAMEWORK IMPLEMENTATION AND RESULTS ............. 38 

4.1. System Readiness: ......................................................................................... 38 

4.1.1. Installation of dockers and containers.................................................... 38 

4.1.2. Installation of MQTT broker ................................................................. 38 

4.1.3. Prometheus container ............................................................................. 40 

4.1.4. Grafana Container (Analytics and interactive visualization web 

application) ............................................................................................................ 41 

4.2. Securing the communication with lightweight cryptographic algorithm: ..... 42 

4.2.1. Integration TLS/SSL certificates with mosquitto MQTT broker and 

ESp32 42 



xiii 
 

4.2.2. Setting up TLS/SSL setting on ESP32 Arduino IDE............................. 45 

4.3. Data visualization steps ................................................................................. 46 

4.3.1. Integration of Prometheus with Mosquitto MQTT broker .................... 46 

4.3.2. Configuring Prometheus to read and store data from mqtt-gateway ..... 48 

4.3.3. ESp32 and Arduino with DHT11 sensor ............................................... 50 

4.3.4. ESP32 actively publishing data on secure wifi network ........................ 51 

4.3.5. ESp32 actively publishing data on secure wifi network. ....................... 51 

4.3.6. Storing MQTT data into SQLite database using TLS certificate .......... 52 

4.3.7. Setting TLS certificate in python script: ................................................ 52 

4.3.8. Alert manager configuration on prometheus ......................................... 52 

4.3.9. Results of key size comparison between RSA and ECC ....................... 57 

4.3.10. Results of performance, security, and space requirements comparison of 

RSA and ECC........................................................................................................ 58 

4.3.11. Risk Assessment Results........................................................................ 58 

CONCLUSION .......................................................................................................... 59 

REFERENCES ........................................................................................................... 60 



xiv 
 

 List of Figures 

Figure 1.1 Wearable IoMT devices ………………………………………… 02 

Figure 1.2 Smart healthcare system ………………………………………… 08 

Figure 2.1 Publisher-Subscriber relationship ………………………………. 27 

Figure 2.2 Architecture of IoMT system …………………………………… 31 

Figure 3.1 Methodology for lightweight framework in IoMT ……………... 35 

Figure 4.1 The installation of dockers in Linux platform …………………... 38 

Figure 4.2 Shows that how to pull latest image to eclipse mosquitto …….. 39 

Figure 4.3 Shows the configuration settings of mqtt broker ……………….. 39 

Figure 4.4 Shows that how to pull Prometheus with its digest …………….. 40 

Figure 4.5 Shows that the access of Prometheus interface ………………… 41 

Figure 4.6 The official image of Grafana …………………………………... 41 

Figure 4.7 Grafana login page ……………………………………………… 42 

Figure 4.8 Shows the installation process of openssl ………………………. 43 

Figure 4.9 Configuration of TLS/SSL certificate using ECC ………………. 43 

Figure 4.10 The docker logs of TLS configuration on port 8883 ……………. 44 

Figure 4.11 
The publishing and subscribing of Topics & messages on TLS/SSL 

encryption ports ……………………………………… 44 

Figure 4.12 Adding libraries in microcontroller ……………………………... 45 

Figure 4.13 Certificate declaration …………………………………………... 45 

Figure 4.14 Security successful implemented for sensor communication …... 46 

Figure 4.15 Successful output after subscribing topics ……………………… 46 

Figure 4.16 Integration of Prometheus with Mosquitto MQTT broker ……… 47 

Figure 4.17 Configuration file for Prometheus with MQTT ………………… 47 

Figure 4.18 Configuration of Prometheus …………………………………… 49 

Figure 4.19 The end point on Prometheus …………………………………… 49 

Figure 4.20 Grafana dashboard visuals ……………………………………… 50 

Figure 4.21 Configuration of Arduino with DHT11 sensor …………………. 50 

Figure 4.22 Configuration of Esp32 for temperature sensor ………………… 51 

Figure 4.23 Actively publishing the data on secure wifi …………………….. 51 

Figure 4.24 Data storage on Sqlite database ………………………………… 52 

Figure 4.25 Setting TLS for MQTT client …………………………………… 52 

Figure 4.26 Alert manager configuration for Prometheus …………………… 53 

Figure 4.27 Integrating Prometheus with alert message ……………………... 55 

Figure 4.28 Configuration of prometheus.yml ………………………………. 56 



xv 
 

Figure 4.29 The setting up rules for alert in yml file ………………………… 56 

Figure 4.30 The rules for alerts on Prometheus ……………………………… 57 

Figure 4.31 Risk assessment based on CIS critical controls for IOT…………  57 

 

  



xvi 
 

List of Tables 

Table 2.1 Comparative analysis of lightweight framework protocols …………. 28 

Table 2.2 Comparison of lightweight protocols over power consumption, speed, 

and security …………………………………………………………… 
30 

Table 4.1 Comparative analysis RSA and ECC in terms of key size comparison 

………………………………………………………………………… 
57 

Table 4.2 
Performance, security and space requirements comparison of RSA and 

ECC …………………………………………………………………… 

 
58 



1 
 

CHAPTER 1: INTRODUCTION 

 The term "Internet of Medical Things" (IOMT) denotes a dynamic nexus 

between the healthcare industry and the Internet of Things (IoT) technology 

environment. It is essential to first understand the fundamentals of IoT in order to 

comprehend this idea. The aim behind the Internet of Things is to link commonplace 

items and products to the internet, creating a massive network that makes data and 

information sharing easier. Because of this interconnection, there are now smart homes, 

smart cities, and effective industrial processes, where decision-making is based on data-

driven insights. 

 By seamlessly integrating medical equipment and healthcare systems with the 

IoT, IoMT expands on this concept in the field of healthcare. This implies that all 

aspects of the healthcare industry, including medical devices and equipment, are 

connected into this massive digital network. Let us contemplate a scenario whereby 

interconnected equipment are employed to perpetually observe an individual's cardiac 

rhythm, arterial pressure, and adherence to prescribed medications. Subsequently, 

individuals working in the medical domain are granted secure authorization to access 

this contemporaneous data, so affording them an accurate and up-to-date understanding 

of the patient's health status. 

 IoMT has the ability to completely transform how healthcare is delivered. 

Healthcare has often been defined by infrequent visits to medical institutions, restricted 

access to real-time data, and a reactive strategy for handling health conditions [1]. 

However, this paradigm is altered by the IoT technologies' interaction with medical 

equipment and systems. It has the potential to improve patient care outcomes by 

allowing medical practitioners to take proactive action. For instance, deviations from 

typical health metrics may result in alarms that direct healthcare professionals to act 

right away to avert possible health problems. 

 IoMT integration simplifies a number of medical procedures. Automated 

systems that connect fluidly with one another enhance administrative chores, patient 

monitoring, and even drug administration [2]. This lessens the workload on medical 

personnel, lowers mistakes, and boosts overall effectiveness. The fact that IOMT offers 

up new horizons for healthcare management is among its most exciting features. 
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Predictive models develop using the ongoing stream of real-time health data, providing 

insights into illness trends and population health patterns [3]. Using this data together 

with sophisticated analytics, public health efforts, resource allocation, and the creation 

of individualized treatment programs may be guided. Additionally, by integrating 

telemedicine and virtual care, IOMT makes healthcare available to those who live in 

distant locations or have mobility issues. 

 IOMT and IoT technology confluence marks a seismic change in the healthcare 

industry. In addition to empowering people to take an active role in their own health, it 

also equips healthcare professionals with data-driven tools to provide better, more 

individualized treatment [4]. However, it's essential to address issues with data privacy, 

security, and ethical considerations as with any technology innovation. Although there 

are enormous potential advantages, they must be carefully considered to guarantee that 

patient information is kept private, and that technology is used appropriately. 

 Medical wearables are a particularly significant component of the vast IoMT. 

These gadgets, which often take the shape of fitness trackers and smartwatches, serve 

as concrete illustrations of how cutting-edge technology is being effortlessly 

incorporated into our everyday lives to improve health and wellbeing [5]. 

Figure 1.1: Wearable IoMT devices 
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These wearables stand out because of the sensors they include, which carefully record 

a range of crucial information about a person's physical condition and activities. 

 Take the common smartwatch, for instance. It can monitor a variety of 

physiological characteristics, including body temperature, blood pressure, and heart 

rate, in addition to indicating the time. various wearables provide a complete picture of 

the wearer's health that changes in real time by continuously monitoring various factors. 

Additionally, some cutting-edge devices include an electrocardiogram (ECG) 

capability that enables the identification of abnormal heart rhythms that may point to 

cardiac problems [6]. Medical wearables offer continuous, unobtrusive monitoring, 

which leads to the acquisition of a wealth of health-related data. This wealth of 

knowledge serves two functions. On the one hand, it gives people the ability to be more 

aware of their own health situation. Wearers monitor their fitness objectives' progress, 

see patterns in their heart rates during activity or rest, and learn how environmental 

elements like stress or the weather impact their well-being [7]. This self-awareness 

encourages a proactive attitude to health, which may inspire individuals to choose better 

lifestyle options and to act quickly in the event of abnormalities. 

 The healthcare industry benefits greatly from this real-time data stream. By 

using this constant flow of health measurements, doctors are given an unmatched 

perspective into the lives of their patients in between appointments. Data patterns reveal 

possible health problems before they become more serious, allowing for prompt and 

targeted treatments. For example, a healthcare professional becomes concerned about 

a steady increase in blood pressure, and makes the required changes to medication or 

lifestyle advice [8]. Similar to this, abnormal heart rhythms detected by the ECG feature 

could lead to a cardiologist's consultation and avert a possibly life-threatening cardiac 

episode [9]. 

 The medical wearables' extensive usefulness has several facets. Anonymized 

data from wearables may help epidemiological studies and research into health patterns 

when gathered and examined on a bigger scale [10]. Insights that have relevance for 

public health policies and initiatives may be discovered by researchers through 

discovering connections between lifestyle decisions, environmental variables, and 

health outcomes [11]. On multiple data platforms, the data that has been acquired by 

the various IOMT devices is compiled and analyzed. These platforms offer extremely 
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helpful insights into patient health trends, as well as management strategies for 

population health and individualized treatment regimens. On the other hand, despite the 

fact that IOMT has a lot of advantages, there are some worries about the privacy of 

patients and their data. As a result of the fact that these devices handle sensitive health 

information, stringent rules and security measures are required in order to guarantee 

patient safety and preserve the confidentiality of medical data in a healthcare 

environment that is becoming increasingly networked [12]. 

1.1. Global scenario of IOMT devices in relation to Pakistan 

IoMT is an emerging sector that is seeing significant growth, with an estimated 

valuation of USD 187.60 billion by the year 2028. The IoMT market encompasses 

medical devices that are interconnected with the internet, enabling them to gather, 

transmit, and analyze data through a network. The COVID-19 pandemic has had an 

extraordinary and significant global influence, particularly in relation to the internet of 

medical things. This technology has had a notable increase in demand across all areas 

during this time. The IoMT market is anticipated to exhibit a compound annual growth 

rate (CAGR) of 29.5% for the period spanning from 2021-28 [13]. It is anticipated that 

North America will exhibit the highest market share in the IoMT market. Some of the 

prominent IoT software businesses in the industry are Microsoft, Amazon Web 

Services (AWS), Siemens, IBM, Cisco, Oracle, PTC, and MongoDB [14]. The market 

for the IoMT presents distinct legal, regulatory, technical, and privacy obstacles due to 

the extensive involvement of several parties within the IoMT ecosystem [15]. 

Healthcare organizations are confronted with an imperative to address the security 

concerns associated with the IoMT in a proactive manner. 

 IoMT is seeing significant global growth and holds great potential within the 

healthcare sector. IoMT devices have the capability to gather and share data through 

internet connectivity. These devices are employed to enable the monitoring of patients 

in real-time from remote locations, hence minimizing the need for in-person visits, 

reducing hospital stays and readmissions, and facilitating the provision of tailored care 

therapies [16]. The IoMT has been found to effectively mitigate the operational 

expenses of healthcare institutions, facilitate accurate disease diagnosis, minimize error 

rates, and enhance workflow efficiency for healthcare professionals and physicians. 

The market growth pattern suggests a substantial potential for the adoption of IoMT in 
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Pakistan's healthcare sector. The IoMT has the potential to improve healthcare delivery 

by offering healthcare professionals access to real-time data and valuable insights [17]. 

This phenomenon has the potential to result in enhanced diagnostic precision, 

individualized treatment strategies, and improved patient prognoses. 

 IoMT devices are associated with security threats, similar to other technological 

advancements. The security controls of connected medical equipment are still 

restricted, but the potential hazards to hospitals' cybersecurity extend beyond the IoMT 

itself [18]. Ensuring the safeguarding of patient information and maintaining the 

integrity of the IoMT ecosystem are imperative imperatives for healthcare 

organizations in Pakistan [19]. Therefore, it is of utmost importance for these 

organizations to priorities data security and adopt effective cybersecurity measures. 

Ensuring the implementation of necessary security protocols in IoMT enabled smart 

healthcare systems is of paramount importance. Artificial intelligence (AI) can also be 

utilized to enhance security measures in the IoMT. This can be achieved by the 

detection of network intrusion and intermediary security threats within IoMT systems, 

as well as the execution of web-based security assessments utilizing an IoMT-SAF 

device, among other methods [20]. 

 The successful implementation of IoMT in Pakistan requires the development 

of a robust healthcare infrastructure, including reliable internet connectivity and 

interoperability between different IoMT devices and systems [21]. The Pakistani 

government possesses the potential to significantly contribute to the advancement of 

the IoMT by offering incentives, establishing rules, and formulating policies that 

facilitate its widespread use. Public-private partnerships also facilitate the integration 

of IoMT into the existing healthcare system [22]. The extent of the IoMT in Pakistan 

corresponds to the international scale, offering the possibility of enhancing healthcare 

provision, decreasing expenses, and improving patient results [20]. Nevertheless, it is 

imperative to acknowledge the security obstacles and allocate resources towards the 

enhancement of infrastructure to fully exploit the advantages of the IoMT within the 

nation. 

1.2. Current Developments in IOMT Market 

The market of the IoMT is rapidly evolving, with new trends and developments 
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emerging regularly. Here are some current trends and developments in the field of 

IoMT devices: 

1.2.1. IoMT Applications and Use Cases: 

The Internet of Medical Things is an area of study that is seeing tremendous growth 

and development, with its range of applications and potential uses developing within 

the context of Pakistan [23]. The field of IoMT encompasses a range of wireless 

devices, interconnected systems, and ecosystems that are designed to gather, process, 

and analyze large volumes of data. These IoMT solutions aim to offer enhanced insights 

that can be readily translated into practical actions. In recent years, there has been 

significant progress in the field of Internet of Things (IoT) with regards to several 

aspects such as next-generation wireless technologies, sensor technologies, 

communication protocols, computational capabilities, big data and artificial 

intelligence (AI) approaches, as well as on-device, edge, and cloud processing [24]. 

The IoMT is a significant subset within the broader Internet of Things (IoT) framework, 

with a specific emphasis on healthcare as a basic component of human well-being [25]. 

It is anticipated that IoMT will generate substantial revenue, amounting to several 

billion dollars. The field of IoMT encompasses various dimensions, encompassing the 

utilization of medical sensors and equipment for the purpose of gathering biomedical 

data [26]. These devices range from advanced and specialized surgical tools to basic 

body sensors. 

 The implementation of IoMT devices within the healthcare sector in Pakistan 

has the potential to yield numerous advantages. The IoMT integrates patient data and 

enables real-time monitoring of a healthcare facility's whole infrastructure, 

encompassing both equipment and personnel [27]. The IoMT has the potential to 

contribute to the reduction of healthcare expenditures through the mitigation of in-

person visits and hospital admissions. This can prove to be particularly advantageous 

for individuals residing in rural regions who may encounter restricted availability of 

healthcare facilities. The IoMT has the potential to improve healthcare delivery by 

offering healthcare professionals immediate access to real-time data and valuable 

insights. This phenomenon has the potential to result in enhanced diagnostic precision, 

individualized treatment strategies, and improved patient prognoses. 
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 The utilization of IoMT devices in healthcare settings in Pakistan has inherent 

security threats. It is of utmost importance for healthcare organizations in the country 

to effectively tackle these difficulties in order to ensure the safety and integrity of 

patient data and overall system functionality. Due to the inherent sensitivity and 

stringent regulatory requirements associated with healthcare data, the implementation 

of the IoMT necessitates the establishment of a more robust and secure infrastructure 

[15]. The utilization of the IoMT introduces significant concerns regarding privacy and 

security. This is primarily due to the fact that IoMT data commonly traverses the public 

Internet, hence increasing its exposure to a greater number of security threats compared 

to a more protected environment such as a firewalled private network. Original 

Equipment Manufacturers (OEMs) are required to employ robust communication 

protocols and encryption mechanisms in order to safeguard sensitive data [28]. 

Healthcare information technology (IT) teams must possess the necessary readiness to 

effectively handle IoMT devices and safely manage the associated data. To achieve 

this, technology partners can offer valuable courses and specialized knowledge in IoMT 

security [29]. 

1.2.2. Smart E-healthcare 

Smart hospitals are healthcare facilities that are constructed using intelligent, 

automated, and optimized modules, potentially incorporating artificial intelligence and 

machine learning, within the information and communication technology (ICT) 

infrastructure [30]. The primary objective of these hospitals is to enhance patient care 

procedures and introduce novel capabilities [31]. Smart hospitals encompass a range of 

uses, including telemedicine, telehealth, and remote robot surgery. Telemedicine refers 

to the provision of clinical care services from a remote location, whereas telehealth 

pertains to the delivery of non-clinical care services at a distance [32]. In the field of 

remote robot surgery, surgical procedures are executed by medical robots under the 

guidance and instructions of a remotely located surgeon [33]. 
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Figure 1.2 displays an example of a smart healthcare system in which the inbound data 

from various sources is first collected (e.g., by remote collecting or physical gathering) 

and transferred to EHR (Electronic Health records systems). Data could be considered 

as unstructured if it is collected offline on paper as medical notes by the professionals. 

If the data is collected in an organized way from the devices and sensors by using 

predefined data fields for users to fill, then it becomes straightforward to process in 

subsequent systems such as CRM (Customer Relational Management) System. The 

CRM brings to use the instruments for evaluating data and then assigning it to its 

predetermined goal in the ecosystem [34]. The vital data and information from EHR 

systems is given to the CRM system and it processes this patient data. The processed 

data elicits additional stimuli for both patients and medical workers within the 

ecosystem. Patients are provided with personalized health regimens through outbound 

communication from hospitals and health specialists. The healthcare professionals, 

including doctors and other medical personnel, receive notifications regarding 

reminders and alerts through the use of the same Customer Relationship Management 

(CRM) software within the ecosystem [35]. 

Figure 1.2: Smart healthcare system 
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1.2.3. Real-time Patient Monitoring: 

The field of the IoMT is experiencing tremendous growth, with its applications and use 

cases developing within the context of Pakistan. The IoMT facilitates continuous 

monitoring of individuals with chronic ailments, allowing for round-the-clock 

surveillance [36]. Moreover, it has the capability to notify healthcare professionals in 

the event that medical intervention becomes necessary. This entails the utilization of 

specialized sensor devices worn by patients, as well as the surgical implantation of 

subcutaneous sensors (e.g., for the purpose of monitoring glucose levels). The IoMT 

systems have the capability to function as virtual assistants, offering predictive 

capabilities for health issues, providing patient education regarding their symptoms, 

offering guidance on dietary and lifestyle choices, and notifying medical personnel in 

the event of emergency [37]. In certain instances, these devices may also incorporate a 

remotely operated first aid kit. 

The implementation of IoMT devices within the healthcare sector in Pakistan has the 

potential to yield numerous advantages. The IoMT integrates patient data and enables 

real-time monitoring of a hospital's whole infrastructure, encompassing both equipment 

and personnel. The IoMT has the potential to mitigate healthcare expenditures by 

minimizing the necessity for in-person consultations and hospital admissions [38]. This 

can prove particularly advantageous for individuals residing in rural regions who may 

encounter restricted availability of healthcare establishments. The IoMT has the 

potential to improve healthcare delivery by offering healthcare professionals access to 

real-time data and valuable insights. This phenomenon has the potential to result in 

enhanced diagnostic precision, individualized treatment strategies, and improved 

patient prognoses. 

The utilization of IoMT devices in healthcare settings in Pakistan presents inherent 

security vulnerabilities, necessitating the urgent attention and resolution of these issues 

by healthcare organizations [39]. Due to the inherent sensitivity and stringent regulatory 

requirements associated with healthcare data, the IoMT needs an infrastructure that is 

more robust and secure. The utilization of the IoMT introduces certain issues pertaining 

to privacy and security. This is primarily due to the fact that IoMT data often traverses 

the public Internet, hence increasing its vulnerability to a wider range of security threats 

compared to a more protected environment such as a firewalled private network.  
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1.2.4. Smart Hospitals: 

It is projected that smart hospitals in Pakistan will witness a significant increase in the 

deployment of IoMT devices, surpassing 7 million by the year 2026 [40]. This figure 

represents a doubling of the recorded number of IoMT devices in 2021. The 

proliferation of IoMT devices is indicative of the rising acceptance and use of 

interconnected healthcare technologies across the nation [41]. These devices, both 

medical and non-medical, are interconnected and automatically feed patient data from 

monitoring devices, which is then recorded in electronic medical records. 

 The implementation of IoMT devices inside intelligent healthcare facilities 

yields numerous advantages. Real-time patient monitoring facilitates the remote 

monitoring of patients' health problems, enabling healthcare providers to intervene 

promptly when required [42]. This intervention has the potential to enhance patient 

outcomes and decrease the necessity for face-to-face consultations and hospital 

admissions. Furthermore, the utilization of IoMT devices facilitates the remote 

monitoring of patients who are deemed less critical and afflicted with infectious 

conditions, allowing them to remain in the familiar environment of their own residences 

[38]. This not only enhances the comfort experienced by patients but also alleviates the 

strain placed on healthcare institutions. 

 The predicted growth in IoMT devices in smart hospitals is significant, 

representing a 231% increase from the number deployed in 2021 [43]. This growth 

reflects the increasing recognition of the value and potential of IoMT in improving 

healthcare delivery and patient care. The deployment of a large number of IoMT 

devices in smart hospitals highlights the growing importance of connected healthcare 

technologies in Pakistan's healthcare industry. 

1.3. Security Requirements and Solutions: 

The implementation of the IoMT in Pakistan necessitates the establishment of a robust 

infrastructure to ensure its security. It is imperative to prioritize the implementation of 

necessary security measures in IoMT-based smart healthcare systems. Overview of the 

security needs and proposed solutions for the IoMT in the context of Pakistan are as 

under: 
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1.3.1. AI for Security:  

Artificial intelligence (AI) has the potential to enhance security measures in the IoMT 

by effectively identifying network intrusions and mitigating intermediate security 

assaults within IoMT systems [44]. Additionally, AI contributes to web-based security 

assessments through the utilization of an IoMT-SAF device, among other applications. 

Artificial intelligence (AI) is also applied to tasks such as anomaly detection, threat 

intelligence, and predictive analytics in order to promptly identify and address security 

concerns [45]. 

1.3.2. Secure Communication Protocols: 

Original Equipment Manufacturers (OEMs) are required to employ robust 

communication protocols and encryption mechanisms in order to safeguard sensitive 

data [46]. Secure communication protocols, such as Transport Layer Security (TLS) 

and Secure Sockets Layer (SSL), are utilized to apply encryption to data during its 

transmission [47]. 

1.3.3. Network Visibility:  

The IT staff requires comprehensive awareness of the activities occurring within its 

network. Identifying the specific nature of the device can provide challenges due to the 

prevalence of unmanaged IoMT devices or those that do not conform to standard IT 

lifecycle activities [17]. The presence of unmanaged devices within a network poses an 

elevated risk due to their potential utilization of outdated operating systems. Network 

visibility is a crucial requirement for effectively identifying and securely managing 

IoMT devices and their associated data. 

1.3.4. Robust Cybersecurity Measures: 

It is imperative for healthcare information technology (IT) teams to possess the 

necessary readiness in effectively handling IoMT devices and safeguarding the 

associated data in a secure manner. The implementation of a comprehensive security 

policy that encompasses device management, continuous monitoring, and incident 

response is of utmost importance [48]. Technology partners have the capability to offer 

training and specialized knowledge in the domain of IoMT security. 
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1.4. Advantages of IOMT devices 

The advent of the IoMT devices has ushered in a new era of healthcare innovation, 

replete with a multitude of advantages that extend across patient care, medical practice, 

and overall healthcare management [49]. These technologically advanced devices, 

seamlessly integrating the capabilities of medical equipment with the power of the 

Internet of Things (IoT), have the potential to reshape healthcare delivery, empower 

individuals, enhance clinical decision-making, and usher in a proactive approach to 

health management. From remote monitoring to personalized treatment plans, the 

advantages offered by IOMT devices are poised to drive improvements in patient 

outcomes, operational efficiency, and the way we approach modern healthcare [50]. 

 The utilization of IoMT devices has both advantages and potential drawbacks. 

Several advantages can be observed, such as the utilization of real-time remote patient 

monitoring, leading to a decrease in the need for in-person visits. Additionally, there is 

a reduction in hospital stays and readmissions, along with the provision of more 

personalized care solutions. The IoMT facilitates continuous monitoring of individuals 

with chronic illnesses, allowing for round-the-clock surveillance [51]. Moreover, it has 

the capability to notify healthcare professionals in the event that medical intervention 

becomes necessary. The utilization of IoMT technology in healthcare settings has the 

potential to facilitate enhanced research capabilities and improve treatment outcomes 

[52]. The use of the IoMT has the potential to mitigate the financial burden on 

healthcare institutions by reducing the need for costly in-person visits. The utilization 

of remote video monitoring enables healthcare practitioners to remotely monitor 

patients post-discharge, ensuring medication adherence and promptly identifying 

warning signs for potential readmission [53]. Nevertheless, a significant limitation of 

the IoMT in the healthcare sector pertains to its inadequate security measures. The 

majority of IoMT devices were not originally developed with security considerations, 

rendering them particularly susceptible to potential breaches and compromises [54]. 

The exploitation of vulnerabilities in the IoMT empower hackers to engage in various 

nefarious activities, including gaining control over medical devices, illicitly acquiring 

sensitive patient health and personal data, and potentially jeopardizing patient well-

being [55]. Consequently, healthcare organizations are confronted with a need to 

address the security concerns associated with the IoMT in a proactive manner. 
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1.4.1. Remote Monitoring and Management: 

IOMT devices play a pivotal role in remote patient monitoring, allowing healthcare 

professionals to keep a constant watch over patients' health conditions from a distance 

[56]. This is especially valuable for individuals with chronic diseases such as diabetes, 

heart conditions, or respiratory issues. By collecting and transmitting data in real time, 

these devices enable timely intervention in case of any fluctuations or deviations from 

normal health parameters [57]. This proactive approach prevents complications, reduce 

the need for hospitalizations, and ultimately improve patient outcomes. 

1.4.2. Proactive Healthcare: 

Traditional healthcare often relies on periodic visits to healthcare facilities, which can 

result in delayed responses to health issues [58]. IOMT devices shift the paradigm by 

providing continuous data streams. This enables healthcare providers to identify trends 

and patterns in a patient's health over time. By recognizing subtle changes early on, 

healthcare professionals can take proactive steps to address potential problems before 

they escalate, resulting in more effective disease management and improved quality of 

life for patients [59]. 

1.4.3. Personalized Treatment: 

IOMT devices generate a wealth of data that offers a comprehensive view of an 

individual's health. This data, combined with advanced analytics, empowers healthcare 

professionals to create highly personalized treatment plans [60]. For instance, a patient's 

response to medication, exercise routines, and dietary habits can be analyzed to tailor 

interventions that are specifically suited to their needs. This customization enhances 

treatment efficacy, reduces the risk of adverse effects, and increases patient satisfaction 

with their healthcare journey [61]. 

1.4.4. Patient Empowerment: 

In the era of IOMT, patients are no longer passive recipients of medical care; they 

become active participants in their health management. The data collected by wearables 

and other IOMT devices is often accessible to patients, allowing them to track their 

health metrics, observe trends, and gain insights into how their lifestyle choices impact 
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their well-being [62]. This empowerment encourages individuals to take ownership of 

their health, make informed decisions, and adopt healthier habits. 

1.4.5. Reduced Healthcare Costs: 

The integration of IOMT devices in healthcare has the potential to lead to significant 

cost savings. By facilitating remote monitoring and proactive interventions, these 

devices can help prevent complications that might lead to costly hospitalizations or 

emergency room visits [63]. Additionally, the ability to manage chronic conditions 

more effectively can reduce the need for frequent doctor's appointments and medical 

interventions, resulting in overall cost reductions for both patients and healthcare 

systems. 

1.4.6. Telemedicine and Remote Consultations: 

IOMT devices synergize with the concept of telemedicine, enabling remote 

consultations between patients and healthcare providers. This is particularly valuable 

for individuals who live in remote or underserved areas, as well as those with mobility 

limitations. Through video calls and data sharing, patients can receive expert medical 

advice without the need to travel long distances, enhancing access to healthcare and 

bridging geographical barriers [64]. 

1.4.7. Efficient Data Sharing: 

IOMT devices facilitate seamless communication between patients, caregivers, and 

healthcare professionals. This efficient data sharing ensures that everyone involved in 

a patient's care journey is well-informed and up to date on the individual's health status 

[65]. This streamlined communication reduces the chances of misunderstandings, helps 

coordinate care plans, and improves the overall patient experience. 

1.4.8. Early Diagnosis and Prevention: 

The continuous monitoring capabilities of IOMT devices can significantly contribute 

to the early diagnosis and prevention of diseases. By closely tracking health metrics 

over time, these devices can detect subtle changes that might indicate the onset of a 

health issue [66]. This early detection allows for timely medical interventions, which 

can prevent the progression of illnesses and improve the chances of successful 
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treatment outcomes. 

1.4.9. Research and Public Health Insights: 

Aggregated and anonymized data from IOMT devices have the potential to contribute 

to medical research and public health initiatives. By analyzing large datasets, 

researchers can uncover patterns and correlations that provide insights into population 

health trends, disease prevalence, and the impact of lifestyle factors [67]. This 

information can guide the development of targeted public health interventions and 

policies. 

1.4.10. Improved Quality of Life: 

For individuals managing chronic illnesses, IOMT devices offer the promise of an 

improved quality of life. By providing continuous monitoring and early intervention, 

these devices reduce the stress and uncertainty associated with managing health 

conditions. Patients gain confidence knowing that any changes in their health will be 

promptly addressed, allowing them to maintain their daily activities and live more 

fulfilling lives [68]. 

1.4.11. Data-Driven Decision Making: 

Healthcare professionals can make well-informed decisions based on real-time data 

collected by IOMT devices. This data-driven approach enhances clinical decision-

making accuracy [69]. For instance, a doctor can adjust medication dosages based on a 

patient's recent health trends, leading to more effective treatments and better health 

outcomes. 

1.4.12 Access to Specialist Expertise: 

IOMT devices facilitate the sharing of data with specialists for remote consultations. 

This enables patients and primary care providers to gain access to specialized medical 

expertise without the need for extensive travel. Patients receive timely guidance from 

specialists, leading to quicker diagnoses and appropriate treatment plans [70]. While 

these advantages illustrate the transformative potential of IOMT devices, it's important 

to acknowledge that challenges such as data security, privacy concerns, 

interoperability, and equitable access need to be carefully addressed to ensure that the 
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benefits are realized while minimizing risks. 

1.5. Challenges associated with IOMT devices: 

1.5.1 Data Security and Privacy: 

As IOMT devices collect and transmit sensitive health data, the security and privacy of 

this data become critical concerns. Medical information is highly confidential and must 

be safeguarded against unauthorized access, breaches, and cyberattacks [71]. The 

interconnected nature of IOMT devices increases the potential points of vulnerability, 

necessitating the implementation of robust encryption, authentication mechanisms, and 

stringent security protocols. Ensuring that patient data remains protected and compliant 

with data protection regulations is essential to maintain patient trust and prevent 

potential harm [72]. 

1.5.2. Interoperability: 

IOMT devices are often developed by different manufacturers and may utilize various 

communication protocols and standards. Achieving seamless interoperability between 

these devices and existing healthcare systems is a considerable challenge. The ability 

of devices to exchange and share data effectively across diverse platforms is crucial for 

healthcare professionals to gain a comprehensive view of a patient's health. Without 

proper interoperability, the potential insights and benefits offered by IOMT devices 

may be limited. 

1.5.3. Reliability and Accuracy: 

The accuracy and reliability of data collected by IOMT devices are of paramount 

importance, especially when medical decisions are based on this information. Even 

minor inaccuracies or errors in measurements can lead to incorrect diagnoses, treatment 

plans, and patient harm [73]. Ensuring that IOMT devices are properly calibrated, 

validated, and adhere to stringent quality assurance measures is crucial to maintain the 

trustworthiness of the data they produce. 

1.5.4. Regulatory Compliance: 

IOMT devices fall under the purview of medical device regulations and data protection 
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laws, which can vary significantly between regions and countries. Adhering to these 

complex regulatory frameworks poses a challenge for device manufacturers and 

healthcare providers [74]. Ensuring compliance with multiple sets of regulations while 

maintaining the safety and effectiveness of the devices requires careful navigation of 

legal and regulatory landscapes. 

1.5.5. Ethical Considerations: 

The continuous monitoring capabilities of IOMT devices raise ethical questions about 

patient consent, data ownership, and potential misuse of sensitive health information. 

Balancing the benefits of data-driven healthcare with individuals' rights to privacy and 

autonomy is a complex ethical challenge [75]. Ensuring that patients are fully informed 

about data usage, providing them with control over their data, and addressing concerns 

about data security are essential to maintain ethical integrity. 

1.5.6. Data Overload and Analysis: 

IOMT devices generate vast amounts of data, which can quickly overwhelm healthcare 

systems. Healthcare professionals may struggle to analyze and interpret this data 

effectively, leading to data overload. Implementing advanced data analysis techniques, 

such as machine learning and artificial intelligence, is necessary to sift through the data 

deluge and extract meaningful insights that can inform clinical decision-making [76]. 

1.5.7. User Adoption and Training: 

The successful integration of IOMT devices relies on users' ability to understand and 

effectively use these technologies. Both patients and healthcare professionals may 

require training to navigate the interfaces of these devices, interpret the data they 

provide, and integrate that information into clinical decision-making [77]   . Failing to 

provide adequate training can lead to mismanagement of health data or 

misinterpretation of device readings, potentially compromising patient care. 

1.5.8. Integration into Clinical Workflows: 

Seamlessly integrating IOMT devices into existing clinical workflows presents a 

challenge. Healthcare professionals effectively incorporate data from these devices into 

electronic health records (EHRs) and utilize the information to make informed 



18 
 

decisions [78]. Ensuring that device data aligns with established protocols and is easily 

accessed within existing healthcare systems is essential to prevent disruption to clinical 

routines and to maximize the benefits of IOMT devices. 

1.5.9. Lack of Standardization: 

The absence of standardized protocols for data transmission, security measures, and 

interoperability poses a barrier to the widespread adoption of IOMT devices. The lack 

of uniformity can lead to compatibility issues between different devices and systems, 

hindering the seamless exchange of data and hindering the potential for widespread 

implementation [79]. Developing and adhering to industry standards will be essential 

to ensure consistent and compatible integration of IOMT devices across healthcare 

environments. 

1.5.10. Technical Challenges: 

IOMT devices, like any technology, can encounter technical issues such as connectivity 

problems, sensor malfunctions, and software glitches. These technical challenges can 

impact the reliability and functionality of the devices, potentially leading to inaccurate 

data or disruptions in patient monitoring. Addressing technical issues promptly and 

effectively is crucial to maintain the credibility and utility of IOMT devices in 

healthcare settings. 

Addressing these challenges requires collaborative efforts among healthcare providers, 

device manufacturers, regulatory bodies, and policymakers. By proactively addressing 

these issues, the healthcare industry can maximize the benefits of IOMT devices while 

minimizing risks and ensuring the highest standards of patient care, data security, and 

ethical integrity. 

1.6. Objectives of the study 

The objective of the study was to develop the lightweight and secure framework for 

communication of IoMT devices. The comparative analysis of lightweight ECC 

framework with other security protocols and cryptographic algorithms was 

administered. Also, the comparative analysis for communication protocols were 

conducted and lightweight protocols were considered.  
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CHAPTER 2: REVIEW OF LITERATURE  

Existing lightweight frameworks for protecting IoMT devices have been specifically 

built to handle the unique problems that come with securing resource-constrained 

medical devices while still guaranteeing patient data privacy and system integrity. 

These frameworks have been designed and developed in this manner for the purpose of 

securing IoMT devices. These frameworks were developed with the express purpose of 

providing a solution to these difficulties. These frameworks offer a wide variety of 

cryptographic approaches for securing the end-to-end communication of IoMT devices, 

making it possible to prevent unauthorized access. Lightweight encryption algorithms 

and Elliptic Curve Cryptography (also known as ECC) are two examples of these types 

of methods [80]. In addition to this, they use authentication technologies such as digital 

signatures and secure key exchange protocols to develop trust between the devices and 

the servers. This is being done to make the devices and servers more reliable. Message 

authentication codes, sometimes known as MACs, and hash functions are both utilized 

by particular frameworks for the aim of preventing tampering and unauthorized access 

respectively. In addition to this, they make use of protected modes of communication, 

such as Transport Layer Security (TLS) and Datagram Transport Layer Security 

(DTLS), to maintain the secrecy of the data even when it is being sent from one network 

to another [81]. In addition, these lightweight frameworks usually place an emphasis 

on both energy efficiency and computational simplicity as a means of minimizing the 

impact that the utilization of these frameworks has on the limited resources of IoMT 

devices. This is done to ensure that the use of these frameworks has as little of an 

adverse effect as possible. Even though these already-existing solutions have 

demonstrated some degree of success in improving the safety of IoMT devices, 

additional investigation and development are required to continuously adjust to newly 

emerging dangers and guarantee the highest possible level of security for sensitive 

healthcare information. 

2.1.  End-to-End Communication in IoMT 

The end-to-end principle is a conceptual paradigm in the field of computer networking, 

which emphasizes that application-specific functionalities, such as dependability and 

security, should be implemented and managed at the endpoints of the network 

communication [82]. In networks that adhere to this principle, intermediary nodes, such 
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as gateways and routers, serve the purpose of establishing the network and may employ 

these mechanisms to enhance efficiency. However, they are unable to ensure end-to-

end correctness. The notion was first introduced by Paul Baran in the 1960s, as he 

sought to address the need for network reliability in situations where the individual 

components are intrinsically unstable [83]. The underlying concept of the end-to-end 

principle posits that when two processes engage in communication through a given 

medium, it is not reasonable to assume that the reliability provided by that medium 

would precisely match the reliability needs of the processes involved. The end-to-end 

principle is a design approach that aims to enhance the efficiency and reliability of 

communication networks. It achieves this by eliminating essential components from 

intermediary nodes, thereby expanding routing possibilities, optimizing data 

transmission speeds, and ensuring that application failures occur only in the event of 

end-point failures [84]. The notion was formulated in response to the necessity for 

dependable communication in intrinsically volatile settings and has been widely 

utilized in the majority of networking frameworks for a considerable period of time. 

Relevance and Implications for IoMT Devices 

 The end-to-end communication concept is highly relevant to IoMT devices, 

which are medical devices that communicate autonomously over a network. Here are 

some implications of the end-to-end communication concept for IoMT devices: 

 IoMT devices can derive advantages from the use of the end-to-end concept, 

wherein certain elements pertaining to dependability and security are situated 

within the communicating end nodes of the network [85]. This approach has the 

potential to enhance network efficiency and establish a safeguard wherein 

application failures are contingent upon end point failures. 

 The use of the end-to-end concept in the context of IoMT networks facilitates 

the effective management of routing and communication between gateways and 

end devices [86]. This principle has the potential to enhance data delivery rates 

and establish a mechanism where intermediary nodes cannot guarantee end-to-

end correctness. 

 The design of 5G-IoMT is characterized by end-to-end coordination and 

incorporates automated and intelligent operations at every stage. This 

integration has the potential to enhance the reliability and efficiency of IoMT 

networks [17]. 
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 The perception layer of IoMT networks, which comprises data sources like 

smart objects, health monitoring devices, and mobile apps that are integrated 

with sensors, can benefit from the end-to-end principle by having intermediary 

nodes removed to increase routing options and improve data delivery rates [87]. 

 The application of the end-to-end principle can effectively safeguard the 

reliability and security of patient data obtained and sent through IoMT devices 

[88]. This is of utmost importance in ensuring the safety and privacy of patients. 

Overall, the end-to-end communication concept is highly relevant to IoMT devices and 

can help improve the reliability, efficiency, and security of IoMT networks. 

2.2. Key Security Requirements for IoMT Devices 

The establishment of robust security measures for IoMT devices is of utmost 

importance in ensuring the safety and privacy of patients. IoMT devices frequently 

exhibit inadequate security authentication mechanisms, hence rendering them 

susceptible to cyberattacks. Hence, it is imperative to ascertain that all IoMT devices 

provide robust security measures in order to safeguard the confidentiality and integrity 

of data [89]. Healthcare organizations must acquire reliable visibility and categorization 

of all IoMT devices throughout various components of their infrastructure, including 

hospital networks, data centers, endpoints, remote clinics, mobile assets, and cloud 

environments. This technique can assist healthcare IT teams in adopting a prevention-

oriented strategy to safeguard medical devices from potential security risks. The 

establishment of standardized laws and the implementation of a secure system are 

crucial for ensuring the security of IoMT devices [90]. This measure can effectively 

guarantee that all IoMT devices adhere to the prescribed minimum-security standards 

and are adequately safeguarded against any cyber threats. The management of 

communication between gateways and end devices in IoMT networks is crucial to 

ensure that intermediary nodes cannot provide a guarantee of end-to-end correctness 

[91]. This measure can enhance the security of IoMT networks and guarantee the 

reliability and security of patient data. 

Healthcare security executives are required to formulate and execute effective 

security policies for the IoMT in order to guarantee the security of IoMT equipment. 

This can encompass the implementation of security measures, including encryption, 

access control, and intrusion detection and prevention systems. Ensuring the security 



23 
 

of IoMT devices is of utmost importance in safeguarding the well-being and 

confidentiality of patients [92]. In order to safeguard the security of IoMT devices, it is 

imperative to establish robust authentication controls, acquire reliable visibility and 

classification of all IoMT devices, establish standardized regulations, oversee 

communication between gateways and end devices, and formulate and execute 

effective security strategies for IoMT. 

Factors Influencing Lightweight Security Framework Design 

Designing a lightweight security framework for IoMT devices requires considering 

several factors, including: 

- Computational and storage requirements: The lightweight encryption algorithm 

used in the security framework should be designed to minimize the computational and 

storage requirements of IoMT devices [93]. This can help ensure that the security 

framework does not significantly impact the performance of IoMT devices. 

- Security requirements: The security architecture must align with the security 

requisites of IoMT devices, encompassing the preservation of data confidentiality, 

integrity, and availability [70]. In addition, it is imperative for the framework to provide 

safeguards against cyberattacks that specifically aim to compromise the security of 

interconnected medical devices. 

- Detection and classification methods: Machine learning (ML) has the potential to 

be utilized in the development of detection and classification techniques for the purpose 

of identifying cyberattacks that specifically target IoMT equipment within the 

healthcare industry [94]. Hence, it is imperative to integrate machine learning-based 

detection and classification techniques into the security framework in order to enhance 

the security of IoMT devices. 

- Lightweight and secure communication protocol: The security framework should 

include a lightweight and secure communication protocol that can be used to transmit 

data between IoMT devices and other network components [95]. The communication 

protocol should be designed to minimize the computational and storage requirements 

of IoMT devices while ensuring the security of data transmission. 

- Authentication and key agreement protocol: The security framework should 

incorporate an authentication and key agreement mechanism that is both lightweight 

and secure [96]. This protocol will serve the purpose of authenticating IoMT devices 

and establishing secure communication channels. The design of the protocol should 

prioritize the minimization of computational and storage demands on IoMT devices, 



24 
 

while simultaneously guaranteeing the security of authentication and key agreement 

processes. 

2.3. Current Technologies and Protocols of IoMT 

Protocols are crucial to the realization of intelligent operations inside the Internet of 

Things (IoT) framework. In order to ensure their security, it is important to possess a 

comprehensive understanding of the protocols. The integration of security measures is 

an essential aspect of the IoMT, thus necessitating a comprehensive comprehension of 

the vulnerabilities associated with technologies like Wi-Fi [97]. Numerous protocols 

have been devised within the realm of the IoMT to effectively execute certain functions 

and fulfil distinct requirements. RFID technology serves as the forerunner to 

contemporary IoMT standards. RFID entails the attachment of a chip to an object, 

which contains pertinent information about said object [98]. Subsequently, an RFID 

reader transmits a query signal to retrieve this information. The tag is capable of 

receiving the signal and subsequently transmitting a reflection signal to the reader. The 

transmission exchange is transmitted to a database for the purpose of verifying the 

identity of the object. RFID technology is widely regarded as the pioneering machine-

to-machine (M2M) communication technology. Although RFIDs continue to serve a 

purpose, the field of IoMT has made significant advancements by adopting more 

sophisticated protocols [99]. 

The constrained application protocol (CoAP) is considered to be a pivotal protocol 

inside the application layer of Internet of Things (IoT) architecture. The CoAP protocol 

leverages the principles of Representational State Transfer (REST) to offer its 

functionality over the Hyper-Text Transfer Protocol (HTTP) [100]. The 

Representational State Transfer (REST) architecture facilitates streamlined 

communication between a client and server through the use of HTTP methods such as 

GET, POST, PUT, and DELETE [101]. The HTTP protocol is a commonly utilized 

request/response communication protocol on the internet. However, it is typically 

considered to be excessively thick and power-consuming for IoMT applications. The 

Constrained Application Protocol (CoAP) was developed by the Constrained RESTful 

Environments group (CoRE) of the Internet Engineering Task Force (IETF) with the 

aim of offering a more lightweight alternative to HTTP [102]. The Constrained 

Application Protocol (CoAP) leverages the request/response mechanism of the 
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Hypertext Transfer Protocol (HTTP) and transforms it into a more suitable format for 

the IoMT. 

One fundamental distinction between HTTP and CoAP lies in their underlying transport 

protocols. Specifically, HTTP operates on the Transmission Control Protocol (TCP), 

whereas CoAP operates on the User Datagram Protocol (UDP). The Transmission 

Control Protocol (TCP) is a dependable communication protocol that facilitates the 

establishment of links between a transmitting entity and a receiving entity [103]. The 

User Datagram Protocol (UDP) is characterized by its lack of reliability and absence of 

connection establishment between the sender and recipient [104]. In the Transmission 

Control Protocol (TCP), both the sender and receiver engage in a process of connection 

establishment before data transmission, and subsequently terminate the connection to 

ensure the reliable transmission and reception of data. 

In the User Datagram Protocol (UDP), the establishment of a connection does not 

precede the transmission of data, resulting in the possibility of a packet failing to reach 

its intended destination [105]. Due to this factor, User Datagram Protocol (UDP) is 

commonly seen as lacking reliability. While TCP is generally considered to be a reliable 

protocol, it is often seen as slower compared to UDP due to the additional overhead 

introduced by the handshake procedure. This process involves the confirmation and 

subsequent closure of the connection. UDP also facilitates the implementation of 

broadcast and multicast capabilities. Broadcast communication is a method of 

transmitting messages to all devices inside a network, while multicast communication 

is a technique that distributes signals to a select group of numerous receivers [106]. 

There are several reasons why UDP is considered beneficial in the context of the IoMT, 

mostly due to its simpler and lightweight communication capabilities. Therefore, the 

Constrained Application Protocol (CoAP) is a highly efficient communication protocol 

that incorporates the methods of Hypertext Transfer Protocol (HTTP) and minimizes 

the size of HTTP. 

The Advanced Message Queuing Protocol (AMQP) is a message-based application 

layer protocol that supports both the request/response and publish/subscribe formats. 

The Advanced Message Queuing Protocol (AMQP) operates on the Transmission 

Control Protocol (TCP). AMQP is commonly employed in corporate settings due to its 

robust security measures and dependable performance [107]. The Advanced Message 

Queuing Protocol (AMQP) utilizes a messaging queue as a means of facilitating 

effective communication. One further noteworthy protocol at the application layer is 
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the Extensible Messaging and Presence Protocol (XMPP) is a communication protocol 

that enables the exchange of messages and presence information between entities on a 

network [107]. 

The Extensible Messaging and Presence Protocol (XMPP) is characterized by its 

decentralized nature, allowing it to be compatible with various operating systems. The 

Extensible Messaging and Presence Protocol (XMPP) facilitates several 

telecommunication modalities, including multi-party communication, voice 

communication, and video communication [108]. XMPP distinguishes itself from other 

protocols by its lack of support for machine-to-machine communication. Instead, 

numerous XMPP servers establish mutual recognition inside a shared network. 

The 6LowPAN protocol is a widely accepted standard for implementing IPv6 over low 

power wireless personal area networks, specifically designed for networks with limited 

power and high packet loss, such as wireless sensor networks (WSNs) [109]. IPv6 is a 

network communication protocol that can be utilized in the context of the IoMT. The 

utilization of 6LowPAN enables the establishment of wireless sensor networks that are 

fully based on the Internet Protocol (IP). Each sensor or node inside an IoMT network 

possesses its unique IPv6 address, enabling direct connectivity to the internet and 

facilitating the establishment of a mesh network [110]. The system employs AES-128 

encryption at the connection layer, while it depends on upper layers to provide end-to-

end encryption. 

Message queue telemetry transport (MQTT) is an additional significant protocol 

utilized in the context of the IoMT. MQTT is a protocol that shares similarities with 

CoAP, however, a notable distinction lies in its utilization of the TCP/IP protocol 

instead of UDP [111]. CoAP operates on a sender/receiver basis, whereas MQTT 

utilizes a publisher/subscriber mechanism. The publisher/subscriber paradigm can be 

distinguished from the sender/receiver model based on the absence of a direct 

connection between the publisher and the subscriber. The handshake mechanism is 

absent in this context. Instead, communication between the publisher and subscriber 

occurs via a broker, who disseminates messages to all potential subscribers of a given 

topic. The MQTT protocol is a lightweight communication protocol designed for the 

IoMT that guarantees dependability by implementing quality-of-service levels [112]. 
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Figure 2.1: Publisher-Subscriber relationship 

 

The aforementioned protocols and standards play a crucial role as fundamental 

technologies in the realm of the IoMT. The components are essential for enabling the 

IoMT to operate as an intelligent communication system. Gaining a comprehensive 

comprehension of the protocols and their operational mechanisms facilitates the 

strategic planning of many facets within the IoMT ecosystem, with a particular 

emphasis on ensuring robust security measures [113]. There exist numerous additional 

protocols and standards within the realm of the IoMT; nevertheless, the aforementioned 

protocols and standards are widely recognized and significant. The presence of diverse 

protocols poses a challenge to achieving interoperability within an IoMT ecosystem. 

The establishment of secure communication between devices is of utmost importance. 

Bluetooth technology is widely recognized and used as a standard for the IoMT. 

Bluetooth technology is an integral component of nearly all smart devices, facilitating 

efficient and seamless communication [114]. Bluetooth plays a crucial role in the IoMT 

due to its extensive utilization in various applications. 

2.4. Comparative Analysis of Lightweight Frameworks 

These protocols serve different purposes and have their own strengths and weaknesses, 

so the choice between them depends on the specific requirements of your application 

[115]. 
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Table 2.1: Comparative analysis of lightweight framework protocols 

Criteria MQTT CoAP AMQP XMPP 

Purpose Publish-

Subscribe 

Resource-

Oriented 

Message 

Queuing 

Instant Messaging 

Transport 

Layer 

TCP UDP/DTLS TCP XML over 

TCP/HTTP 

Message 

Format 

Binary Binary/Text Binary XML 

Message Size Small to 

Medium 

Small to 

Medium 

Small to Large Small to Large 

QoS 

Support 

0, 1, 2 0, 1, 2 Guaranteed Presence 

Security SSL/TLS DTLS SSL/TLS TLS 

Scalability High Medium-

High 

High Medium 

Complexity Low Low Medium-High Medium-High 

Pub-Sub 

Model 

Yes No No Yes 

Request-

Response 

No Yes Yes Yes 

Resource 

Discovery 

No Yes No Yes 

Use Cases IoT, Real-

time 

IoT, 

RESTful 

APIs 

Enterprise 

Messaging, IoT 

Instant Messaging 

Standardiza

tion 

OASIS IETF OASIS XMPP Standards 

Foundation 

Open Source Yes Yes Yes Yes 
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2.5. Strengths and Limitations of Each Framework 

Power Consumption: 

 MQTT: MQTT is designed to be lightweight, and its power consumption is 

relatively low, making it suitable for resource-constrained devices in IoT 

applications. 

 CoAP: CoAP is also designed to be efficient and consumes low to moderate 

power, making it suitable for IoT devices with limited power resources. 

 AMQP: AMQP can be more power-intensive due to its advanced features and 

larger message payloads, making it less suitable for extremely power-

constrained devices. 

 XMPP: XMPP's power consumption is moderate and generally acceptable for 

devices with reasonable power resources, but it may not be the best choice for 

extremely low-power devices. 

Speed: 

 MQTT: MQTT is known for its speed and efficiency, making it suitable for 

real-time communication and IoT applications where low latency is crucial. 

 CoAP: CoAP is designed for speed and is well-suited for IoT applications that 

require fast communication between devices and servers. 

 AMQP: AMQP offers moderate to fast speed, making it suitable for enterprise 

messaging systems but may not be as fast as MQTT or CoAP for certain real-

time use cases. 

 XMPP: XMPP offers moderate speed and is well-suited for instant messaging 

and presence management, but it may not be as fast as MQTT or CoAP for other 

types of applications. 

Lightweight: 

 MQTT: MQTT is considered lightweight and is suitable for resource-

constrained devices and environments. 

 CoAP: CoAP is designed to be lightweight and efficient, making it suitable for 

IoT applications. 
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 AMQP: AMQP is a heavyweight compared to MQTT and CoAP, which may 

limit its suitability for resource-constrained environments. 

 XMPP: XMPP is moderate in terms of lightweightness and may be more 

suitable for devices with reasonable computing resources. 

Security: 

 MQTT: MQTT offers good security features, including SSL/TLS encryption 

and authentication mechanisms, making it suitable for secure IoT and 

messaging applications. 

 CoAP: CoAP also provides good security features, including DTLS for secure 

communication, making it suitable for secure IoT deployments. 

 AMQP: AMQP offers excellent security features, including strong 

authentication and access control, making it well-suited for secure enterprise 

messaging. 

 XMPP: XMPP provides good security features, including TLS encryption, but 

may require additional extensions for specific security requirements. 

Table 2.2 Comparison of lightweight protocols over power consumption, speed and 

security 

Criteria MQTT CoAP AMQP XMPP 

Power 

Consumption 

Low to 

Moderate 

Low to 

Moderate 

Moderate to 

High 

Moderate 

Speed Fast Fast Moderate to 

Fast 

Moderate 

Lightweight Lightweight Lightweight Moderate Moderate 

Security Good Good Excellent Good 

2.6. IoMT Systems Architecture 

Most of the current IoMT systems are typically divided into four layers, as shown in 

Fig. [95]. These layers include all data stages starting from the individual’s biometric 

collection stage and ending in data storage and subsequent visualization by a physician 

for analysis. Moreover, the patient can also visualize their overall health status from the 

cloud. With the current advances in IMDS, IoWDs, and IMDs mostly share the same 
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architecture, given that IMDs can communicate with the gateways, as exemplified by 

Medtronic peacemaker. 

 

Figure 2.2: Architecture of IoMT system 

1) Sensor Layer: This layer consists of a set of small implanted or worn sensors that 

collect the patient’s biometrics. The data are transmitted to the second layer over 

wireless protocols, such as Wi-Fi, Bluetooth, or over MedRadio frequency (RF) 

spectrum reserved for IMDs [116]. 

2) Gateway Layer: Due to the processing and storage limitations of IoMT sensors, the 

data are transferred without processing to the second layer, i.e., the gateway layer [67]. 

The devices in this layer can be the patient’s smartphone or a dedicated access point 

(AP), which are generally more powerful than sensors. They can perform some 

preprocessing operations, such as validation, short-term data storage, and simple AI-

based analysis. In addition, they send the sensor data to the cloud over the Internet. 

3) Cloud Layer: The cloud layer is responsible for getting the data from the gateway 

for storage, analysis, and secure access. The analysis includes data processing to find 

any changes in the patient’s health and presenting them to the physicians or patients for 

further actions [117]. The key generation server (KGS) is responsible for generating 

IDs and keys for various system nodes. The access to the sensors can be remotely 

managed and controlled from this layer. 

4) Visualization/Action Layer: In this layer, the data are presented to the physicians 

and the patients to track their health. This layer also includes the actions recommended 

by the physician based on the patient’s health conditions. Examples of actions include 

prescribing or adjusting the dosage for various medicines. 
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Lack of visibility into endpoints and architecture is a major gap for lightweight 

framework devices. With respect to security, each component of the lightweight 

framework was focused to make effective end to end communication. Esp32 

microcontroller was used to collect the IoMT sensor’s data and publish it to MQTT 

broker, Grafana was used for data visualization. Prometheus was used for data 

scrapping and alerting. 
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CHAPTER 3: METHODOLOGY AND COMPONENTS  

This chapter presents an overview of the approach utilized and the software tools 

selected to achieve the desired solution in this thesis. The methodology describes the 

systematic technique used to achieve the research objectives, while the selection of 

software tools was thorough and based on their compatibility with the chosen 

methodology. 

At the core of every lightweight framework device lies a carefully selected set of 

components that collectively enable its functionality and resource-efficient operation 

[118]. These components must be meticulously chosen and optimized to meet the 

specific demands of the device's intended application, often involving considerations 

such as processing power, memory, energy efficiency, and connectivity. The major 

components used in the research work are described as follows: 

3.1. Microcontroller (MCU):  

A microcontroller is a foundational component within the Internet of Things (IoT) 

ecosystem, enabling the functionality of numerous IoT devices. These devices are 

designed to acquire data from their surroundings, process that data, and often 

communicate it to other devices or cloud-based platforms for further analysis and 

action. Microcontrollers play a pivotal role in facilitating these essential functions. They 

are equipped with a variety of sensors and interfaces, allowing them to gather data, such 

as environmental conditions or device status.  

The data acquisition procedure involved the utilization of the ESP32 microcontroller to 

gather information from the DHT11 sensor. Subsequently, the collected data was 

subjected to processing, enabling its transmission to a user interface. This interface 

facilitated the monitoring and analysis of the acquired data. This technology facilitates 

the ability to monitor devices and systems in real-time, control them remotely, and 

automate their operations. As a result, it plays a crucial role in the development of 

intelligent and interconnected solutions within the Internet of Things (IoT) framework.  

Once collected, microcontrollers employ their built-in processing capabilities, which 

include a central processing unit (CPU), memory, and input/output (I/O) ports, to 

analyze and make decisions based on the data. Furthermore, they possess 

communication modules, such as Wi-Fi, Bluetooth, or cellular connectivity, to securely 
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transmit data to other devices or the cloud. Microcontrollers are also designed with 

energy efficiency in mind, ensuring IoT devices can conserve power and operate on 

limited energy sources. Additionally, they incorporate security features, enabling data 

protection and device integrity. Their real-time operation capability suits IoT 

applications requiring instantaneous responses, and their cost-effectiveness makes them 

ideal for mass-produced IoT devices. Customizable through firmware, microcontrollers 

offer flexibility, and they empower edge computing by enabling local data processing, 

reducing latency, and enhancing system responsiveness. In summary, microcontrollers 

are the essential workhorses at the core of IoT devices, bringing data collection, 

processing, and communication together to enable diverse IoT applications across 

industries. The following are the ESP32's key security features: 

 All IEEE 802.11 standard security features, including WPA, WPA2, WPA3 

(depending on version), and WLAN Authentication and Privacy Infrastructure 

(WAPI), are supported. 

 Safe boot 

 Encryption of flash memory 

 AES, SHA-2, RSA, elliptic curve cryptography (ECC), random number 

generator (RNG) cryptographic hardware acceleration 

 

 
Figure 3.1: Methodology for lightweight framework in IoMT 



35 
 

3.2 Sensors: 

Sensors play a pivotal role as a core component of lightweight framework devices, 

contributing to the device's ability to interact with and gather data from the physical 

world. These devices are often deployed in various applications, such as IoT (Internet 

of Things), where they need to monitor, measure, and respond to changes in their 

environment [115]. Sensors serve as the primary data acquisition units for lightweight 

framework devices, detecting and measuring physical phenomena such as temperature, 

humidity, light levels, motion, pressure, proximity, and more, depending on the device's 

purpose. They are transducers that convert physical properties into electrical signals, 

allowing the device to interpret and process this information. Sensors provide 

lightweight framework devices with a degree of environmental awareness, enabling 

them to respond to changing conditions, make informed decisions, or trigger actions 

[119]. The monitoring and control of temperature and humidity are crucial components 

in ensuring the maintenance of a safe and healthy environment within hospital facilities. 

The efficacy of medical equipment, medication, and patient recovery rates can be 

compromised by variations in temperature and humidity levels. Temperature and 

humidity sensors play a crucial role in this context. The DHT11 sensor, which measures 

temperature and humidity, was employed in this study to fulfil the research objectives. 

3.3 MQTT Broker: 

An MQTT broker is a crucial component in MQTT-based messaging systems, 

facilitating communication between MQTT clients in a publish-subscribe model. One 

of the prominent MQTT brokers in this domain is the Mosquitto broker that was used 

in the current study. Mosquitto is known for its efficiency and lightweight design, 

making it ideal for resource constrained IoT devices and applications. Mosquitto offers 

robust security features like authentication, TLS/SSL encryption, and access control 

lists (ACLs) to safeguard MQTT communications. It manages Quality of Service (QoS) 

levels, ensuring message delivery reliability, and offers session persistence to store 

retained messages and maintain client state. 



36 
 

3.4 User Interface (UI) 

Grafana was used following multiple steps. Subsequently, efforts were made to 

integrate data sources with Grafana, encompassing medical sensors. Designing the 

dashboard was a pivotal step, with a focus on creating clear and intuitive displays of 

sensor data, utilizing Grafana's drag-and-drop interface for visualizations like charts, 

graphs, and gauges. The interface's design prioritized effective data representation for 

healthcare professionals or patients. Alerting rules were established to provide timely 

notifications to relevant parties when specific medical conditions or thresholds were 

met. Security measures were implemented to control access to patient data through user 

authentication and authorization features within Grafana. Usability testing was 

conducted to gather feedback from healthcare professionals or patients, leading to 

adjustments to enhance functionality and user experience. Ensuring scalability and 

performance optimization was crucial to handle growing data volumes and concurrent 

users while maintaining real-time updates and responsiveness. Extensive 

documentation and training materials were created to aid users and administrators in 

effectively utilizing the Grafana-based interface. Continuous monitoring and 

maintenance activities were carried out to address issues, update data sources, and 

incorporate new features or improvements, ensuring the interface's reliability and 

relevance in supporting healthcare outcomes and patient care. 

3.5 Lightweight Protocol 

Networking and Protocols stand as indispensable components within lightweight 

framework devices, enabling these devices to establish vital connections and 

communicate with other devices, networks, or cloud services. Their role in IoMT and 

embedded systems is pivotal, as they facilitate the seamless exchange of data, remote 

control, and connectivity across a wide array of applications. These components permit 

lightweight devices to transmit sensor readings, status updates, control commands, and 

other critical information to other devices or systems, often via wireless technologies 

like Wi-Fi, Bluetooth, Zigbee, LoRa, or cellular connections. MQTT protocol was 

employed to format and transmit data over the network, ensuring compatibility and 

interoperability within the IoMT ecosystem [120].  
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CHAPTER 4: FRAMEWORK IMPLEMENTATION AND 

RESULTS 

4.1. System Readiness: 

4.1.1. Installation of dockers and containers 

For the system readiness there was necessary to install the docker because docker is 

used for containerization. Containers are lightweight, portable and isolated 

environments that can run consistently on different computing environments. 

Containers provide a level of isolation, enhancing security by containing applications 

and preventing interference between them.  

 

4.1.2. Installation of MQTT broker 

To exchange messages between MQTT clients (publishers and subscribers) a MQTT 

broker was installed. The MQTT broker receives published messages from clients and 

then distributes them to the appropriate subscribers based on topic subscriptions. 

 

Figure 4.1: The installation of dockers in Linux platform 
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Figure 4.2: Shows that how to pull latest image to eclipse mosquitto 

 

Creations of directory was must to share the information between host and docker 

container. To serve this purpose the following commands were used to make the 

directories for configuration, data, and logs. 

 mkdir mosquitto 

 mkdir mosquitto\config 

 mkdir mosquitto\data 

 mkdir mosquitto\log 

After creation of mosquitto.config file the configuration setting needs to be changed. 

for setting up the listener port at 1883 which is default port of mqqt. To implement 

security port 8883 was configured in the file. Port 8883 is also used for mqtt 

communication with encryption enabled. When an MQTT broker is configured to listen 

on port 8883, it means that it is set up to accept incoming MQTT client connections 

that are secured using TLS/SSL. 

 

Figure 4.3 Shows the configuration settings of mqtt broker 
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 Change permission of the mosquitto configuration folder by typing the 

following command in the terminal.  

 sudo chown -R 1883:1883 ~/mosquitto 

 Create the Mosquitto container.  

sudo docker run -it -p 1883:1883 --name mosquitto -v ~/mosquitoconfig 

-v ~ /mosquitto/data:/mosquitto/data -v ~/mosquitto/log:/mosquitto/log 

eclipsemosquitto 

 Set up a username and password for Mosquitto. Access the shell of the container 

using the following command: 

sudo docker exec -it 933fcf359ae9 sh 

 The following command was used to set the username and password.  

mosquitto_passwd -c /mosquitto/config/mosquitto.passwd admin 

 

4.1.3. Prometheus container 

To scrap metrics and data from sensor Prometheus was pulled. It has the capability to 

collect and stores time series data. Prometheus was used for alerting mechanism that 

was configured to send notification when predefined conditions are met, or thresholds 

are exceed. 

 

Figure 4.4: Shows that how to pull Prometheus with its digest 

 

Following command was run in the terminal: 

sudo docker run -itd -v   "$(pwd)/:/etc/prometheus -p 

9090:9090   prom/prometheus 

 

The purpose of this Docker command was to run a Prometheus container with the 

specified options, ensuring that it has access to a local directory for configuration (-v), 

and exposes port 9090 for accessing the Prometheus UI (-p). 
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Figure 4.5: Shows that the access of Prometheus interface 

4.1.4. Grafana Container (Analytics and interactive visualization web 

application) 

To visualize the data from our sensor to the dashboard in the form of graphs for better 

visualization, Grafana was used. Which is open-source platform run using 

containerization.  

 

 

Figure 4.6: The official image of grafana 

 

Following commands were used to make the directory of grafana and change the 

permission for a specific group. 

 mkdir /var/lib/grafana -p 

 chown -R 472:472 /var/lib/grafana 
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Create the Grafana container by typing the following command in the terminal. 

  sudo docker run -d -p 3000:3000 -v /var/lib/grafana:/var/lib/grafana     

   -e "GF_SECURITY_ADMIN_PASSWORD 

=Bekh@m0987"grafana/Grafana 

 

 

To open Grafana type http://192.168.0.108:3000  (change your Ip as per 

configuration) 

 

Figure 4.7: Grafana login page 

4.2. Securing the communication with lightweight cryptographic 

algorithm: 

4.2.1. Integration TLS/SSL certificates with mosquitto MQTT broker and 

ESp32  

Integrating TLS/SSL certificates with the Mosquitto MQTT broker and ESP32 (a 

popular microcontroller for IoT projects) involves configuring both the MQTT broker 

and the ESP32 to use secure connections. TLS/SSL provides encryption and 

authentication to secure MQTT communication. 

file:///C:/Users/Fast%20laptop/AppData/Local/Microsoft/Windows/INetCache/IE/S7WWGTUU/
file:///C:/Users/Fast%20laptop/AppData/Local/Microsoft/Windows/INetCache/IE/S7WWGTUU/
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Now to secure the communication the procedure of Installation and configuration of 

server.crt for server certificate and key was performed. 

 

Figure 4.9: Configuration of TLS/SSL certificate using ECC 

 

After Installation and configuration on server side the client-side configuration was 

performed (client.crt) for client certificate and key for connect with external publishers 

like (mqtt explorer) 

Sudo openssl req -new -out client.csr -key client.key 

You are about to be asked to enter information that will be incorporated into your 

certificate request. What you are about to enter is what is called a Distinguished Name 

or a DN. There are quite a few fields but you can leave some blank For some fields 

there will be a default value, If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [AU]:PK 

State or Province Name (full name) [Some-State]:Karachi 

Locality Name (eg, city) []:Sindh 

 

Figure 4.8: Shows the installation process of openssl 
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Organization Name (eg, company) [Internet Widgits Pty Ltd]:nust 

Organizational Unit Name (eg, section) []:Cybersecurity 

Common Name (e.g. server FQDN or YOUR name) []:focal 

Email Address []:noormujdded@gmail.com 

 

A. Then, we checked all configured certificates in mosquitto directory. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MQTT (Message Queuing Telemetry Transport) operates on a publish/subscribe 

(pub/sub) messaging model. This messaging model is a communication pattern 

used in distributed systems and IoT (Internet of Things) applications. 

 

Figure 4.11: The publishing and subscribing of Topics & messages on TLS/SSL 

encryption ports 

 

Figure 4.10: The docker logs of TLS configuration on port 8883 
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4.2.2. Setting up TLS/SSL setting on ESP32 Arduino IDE 

To establish secure connections to MQTT brokers using SSL/TLS encryption The 

PubSubClient and WiFiClientSecure libraries were used in Arduino for ESP32.These 

libraries simplify the process of connecting to MQTT brokers that require secure 

communication and the use of SSL certificates. 

Figure (4.12) shows that the use of pubsub client and wificlientsecure library for mqtt 

broker and ssl certificate.  

Set certificates in ca_cert declaration. 

 

Figure 4.13: Certificate declaration 

Figure 4.12: Adding libraries in microcontroller 
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After successful implementation and configuration of certificate a clear output can be 

seen that TLS certificate verified over port 8883 which is secure port used for 

encrypted sensor traffic. 

 

Figure 4.14: Security successful implemented for sensor communication 

 

By subscribing on topic DHT/# for, temperature in Celsius, Fahrenheit and humidity 

with ca certificate a clear out can be seen after subscribing the topics. 

 

 

Figure 4.15: Successful output after subscribing topics 

4.3. Data visualization steps 

4.3.1. Integration of Prometheus with Mosquitto MQTT broker 

Running mqtt-gateway dockers to integrate with Prometheus. 

 

 Run 2 mqtt-gateway dockers to subscribe to 2 topics published by node 

MCU, “DHT/esp32/temp” and “DHT/esp32/hum” respectively, by using 

the following command. 
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a. docker run -p 9337:9337 mqttgateway/mqttgateway --mqtt.broker-

address="tcp://192.168.1.108:1883" --mqtt.username="admin"  --

mqtt.password="secure" --mqtt.topic="DHT/esp32/hum" 

 

b. docker run -p 9338:9337 mqttgateway/mqttgateway --mqtt.broker-

address="tcp://192.168.1.108:1883" --mqtt.username="admin"  --

mqtt.password="secure" --mqtt.topic="DHT/esp32/temp" 

 

 

 

B. go in the folder mqtt_exporter, by typing /home/focal/mqtt_exporter and 

configure config.yaml file. 

 

Sudo nano config.yaml 

 

Figure 4.17: Configuration file for Prometheus with MQTT 

 

C. open browser and check metrics for temperature and humidity. 

a. http://localhost:9337/metrics 

Figure 4.16: Integration of Prometheus with Mosquitto MQTT broker 

http://localhost:9337/metrics
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b. http://localhost:9338/metrics 

 

It will display published messages of Node MCU on broker. 

 

 

 

4.3.2. Configuring Prometheus to read and store data from mqtt-gateway 

A. Open prometheus.yml file for setting mqtt-gateway configuration.  

B. Create and open file prometheus.yml by typing sudo nano 

prometheus.yml, and paste content from github 

C. Check file prometheus.yml by typing : cat prometheus.yml 

http://localhost:9337/metrics
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Figure 4.18: Configuration of Prometheus 

 

A. Set targets for both published topics. 

B. Now open prometheus by clicking the following link: 

http://192.168.1.108:9090 

C. Click on status and then targets. 

D. It will display both metrics. 

 

Figure 4.19: The end point on Prometheus 

 

E. Click on the graph tab and enter predefined topics “hum” and “temp”. 

F. Open Grafana and click the explore icon and select Prometheus. 
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G. Enter topic name, hum and temp and click run query. 

H. Temperature and humidity Graph will be displayed. 

 

Figure 4.20: Grafana dashboard visuals 

4.3.3. ESp32 and Arduino with DHT11 sensor 

 

Figure 4.21: Configuration of Arduino with DHT11 sensor 
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4.3.4. ESP32 actively publishing data on secure wifi network 

 

 

4.3.5. ESp32 actively publishing data on secure wifi network. 

 

Figure 4.23: Actively publishing the data on secure wifi 

.  

 

 

 

 

 

 

Figure 4.22: Configuration of Esp32 for temperature sensor 
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4.3.6. Storing MQTT data into SQLite database using TLS certificate 

 

Figure 4.24: Data storage on Sqlite database 

 

 

4.3.7. Setting TLS certificate in python script: 

 

 

4.3.8. Alert manager configuration on prometheus 

 

1. Download from the following link. 

wgethttps://github.com/prometheus/alertmanager/releases/download/v0.18.0/

alertmanager-0.18.0.linux-amd64.tar.gz 

 

Figure 4.25: Setting TLS for MQTT client 
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Figure 4.26: Alert manager configuration for Prometheus 

 

2. Extract the files from the archive. 

    tar xvzf alertmanager-0.18.0.linux-amd64.tar.gz 

 

 

3. Move the executables to the /usr/local/bin folder. 

 

 

4. For the configuration files, create a new folder in /etc called alertmanager. 

sudo mkdir -p /etc/alertmanager 

sudo mv alertmanager.yml /etc/alertmanager 
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5. Create a data folder at the root directory, with a prometheus folder inside. 

      sudo mkdir -p /data/alertmanager 

 

6. Next, create a user for your upcoming service. 

    sudo useradd -rs /bin/false alertmanager 

 

7. Give permissions to your newly created user for the AlertManager 

binaries. 

sudo chown alertmanager:alertmanager /usr/local/bin/amtool 

/usr/local/bin/alertmanager 

8. Give the correct permissions to those folders recursively. 

      sudo chown -R alertmanager:alertmanager /data/alertmanager 

/etc/alertmanager/ 

9. To create a Linux service (using systemd), head over to the 

/lib/systemd/system folder and create a service named alertmanager.service 

cd /lib/systemd/system 

sudo touch alertmanager.service 
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10. Edit Service file of alertmanager. 

 

 

 

11.  Save the file, enable the service and start it. 

 

Figure 4.27: Integrating Prometheus with alert message 
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Figure 4.28: Configuration of prometheus.yml 

 

12. Adding alerts file Rule.Yml 

 

Figure 4.29: The setting up rules for alert in yml file 
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Figure 4.30: The rules for alerts on Prometheus 
 

4.3.9. Results of key size comparison between RSA and ECC 

In terms of memory requirements and memory utilization, ECC outperforms RSA. 

The ECC algorithm provided a comparable level of security to RSA while utilizing a 

smaller amount of memory resources. 
 

Table 4.1: Comparative analysis RSA and ECC in terms of key size comparison  

Operation Security level 

(bits) 

RSA ECC 

Time 

(seconds) 

Data 

Memory 

(bytes) 

Time 

(seconds) 

Data 

Memory 

(bytes) 

Public Key 

operation 

80 0.47s 539 0.84s 282 

Private Key 

operation 

80 10.78s 919 0.83s 287 

Public Key 

operation 

112 1.81s 1272 2.23s 426 

Private Key 

operation 

112 13.58s 1780 2.25s 422 
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4.3.10. Results of performance, security, and space requirements comparison of 

RSA and ECC 

ECC tends to outperform RSA in terms of performance and space requirements while 

providing comparable or even enhanced security. 
 

Table 4.2: Performance, security and space requirements comparison of RSA and 

ECC 

 Key generation 

time 

(ms) 

Memory 

requirement 

(bytes) 

Encrypt/Decrypt 

Time 

(ms) 

ECC (210 bits) 117 139 13 

RSA (2048 bits) 18386 619 1866 

ECC (106 bits) 56 106 10 

RSA (512 bits) 381 151 16 

ECC (160 bits) 110 127 17 

RSA (1024) 2611 315 341 

ECC (132 bits) 99 118 18 

RSA (768 bits) 891 237 161 
 

4.3.11. Risk Assessment Results 

Risk assessment was performed on the basis of CIS’s top 18 controls for IoT. The 

results were surprising as our framework addressed 97% of risks and the maturity rating 

was 4.99. Any organization can identify and mitigate the risk for their IOT/IoMT 

systems by conducting the risk assessment in compliance with these CIS controls. After 

conducting risk assessment the threats and vulnerabilities can be identified. This helps 

a lot to mitigate and make strategies to overcome the risks.  

 

 

Figure 4.31: Risk assessment based on CIS critical controls for IOT 
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CONCLUSION 

The upholding of security is an essential element in the transmission of 

healthcare data inside the Internet of Medical Things (IoMT) network, owing to 

the sensitive and secret nature of the information involved. Nevertheless, sensors 

used on the Internet of Medical Things (IoMT) sometimes possess limited 

resources, and certain implanted sensors necessitate the use of external devices 

for their security. The validity of our method was confirmed through 

experimentation conducted in a laboratory environment. Specifically, we 

constructed a system and executed dockers, which included containers, within 

this setup. RSA and Lightweight cryptography were employed to ensure the 

security of the sensor communication. Comparison was made and the framework 

showed the better results by using lightweight ECC. The test results demonstrate 

encouraging outcomes for an end-to-end security solution aimed at safeguarding 

the transfer of healthcare data on the Internet of Medical Things (IoMT). Risk 

assessment was performed on the basis of CIS’s top 18 controls for IoT. The 

results were surprising as our framework addressed 97% of risks and the maturity 

rating was 4.99 out of 5.  This study also made a valuable contribution by 

expanding the scope for subsequent research on security measures driven by 

Internet of Medical Things (IoMT) sensors. 
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