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Abstract

Security is an important consideration when delivering information-aware messages
to vehicles that are far away from the current location of the information-sending
vehicle. This information helps the receiver to save fuel and time by making wise de-
cisions to avoid damaged or blocked roads. To ensure the safety and security of this
type of information using blockchain technology, | propose a new cognitive vehicu-
lar communication scheme to transfer messages from source to destination. The pri-
mary user (PU) makes a public announcement about a free channel to all secondary
users nearby and only gives it to authentic vehicles. The authenticity of vehicles is
guaranteed by a roadside unit (RSU) that offers secure keys to any vehicle that joins
this blockchain network. Those who participate in this network must pay a certain
amount and receive rewards for their honesty that exceed the amount spent. To test
the performance of various parameters, the proposed scheme utilizes the Ethereum
smart contract and compares them to blockchain and non-blockchain methods. My
results show a minimum delivery time of 0.16 seconds and a minimum overhead of
350 bytes in such a dynamic vehicle environment.

Keywords: Blockchain, cognitive radio (CR), primary user (PU), roadside unit
(RSU), smart contract, vehicular ad hoc networks (VANETS)
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Chapter 1

Introduction and Motivation

1.1 Definitions

This section will define some of the commonly used terms in this thesis that will be
necessary for the reader to get a better understanding of this thesis research.

1.1.1 Blockchain

Blockchain is like a digital record book that is shared across many computers in a
network. Instead of being stored in one place, like a traditional ledger, it’s duplicated
and distributed to all the computers connected to the network. This means that
everyone involved in the network has a copy of the same record book. Each time a
new entry is added to the record book, it’s automatically updated on every computer
in the network. This makes it very difficult for anyone to alter or tamper with the
information, providing a secure and transparent way to record transactions or data.

1.1.2 VANETs

Vehicle Ad Hoc Network (VANET) is a type of network that helps vehicles communicate
with each other and with roadside equipment. The goal of a VANET is to make
driving safer and more efficient by allowing vehicles to share important information
like traffic conditions or accidents. The network is made up of two main parts: the
vehicles themselves and special equipment installed along the road called roadside
units. Because vehicles are constantly moving quickly, the layout of the network is
always changing, and sometimes the connections between vehicles and roadside units
can be lost [1].



1.1.3 DSRC

DSRC stands for Dedicated Short-Range Communication. It is a wireless communica-
tion technology specifically designed for communication between vehicles and roadside
infrastructure, such as traffic lights and road signs, as well as among vehicles them-
selves. DSRC operates with a bandwidth of 75 MHz and enables high-speed, low-
latency communication, making it well-suited for applications related to vehicle safety,
traffic management, and cooperative driving.

1.1.4 Spectrum Scarcity

Spectrum scarcity refers to the limited availability of radio frequency spectrum, which
is the range of electromagnetic frequencies used for wireless communication. The radio
frequency spectrum is a finite resource allocated by regulatory authorities for various
purposes, including telecommunications, broadcasting, and wireless networking. As
the demand for wireless communication services continues to grow rapidly, driven by
the proliferation of mobile devices, 10T devices, and wireless technologies, the available
spectrum becomes increasingly congested.

1.1.5 Cognitive Radio

Cognitive radio is a wireless communication technology that enables radios to dy-
namically adjust their operating parameters based on the surrounding radio frequency
environment and the user’s communication needs. Unlike traditional radios, which
operate on fixed frequencies and parameters, cognitive radios can sense their envi-
ronment, analyze available spectrum, and adapt their transmission parameters (such
as frequency, power, and modulation) to optimize communication performance and
spectrum utilization.

1.1.6 CR-VANETS

CR-VANET, or Cognitive Radio Vehicular Ad Hoc Network, is a type of network where
vehicles communicate with each other and with roadside infrastructure using cognitive
radio technology.

CR-VANET allows vehicles to intelligently access and utilize the available radio
frequency spectrum while communicating on the road. This technology enables
vehicles to dynamically adjust their communication parameters to avoid interference
and optimize spectrum usage, thereby enhancing the reliability and efficiency of
communication in vehicular environments. By integrating cognitive radio capabilities
into VANETS, CR-VANETSs aim to improve road safety, traffic management, and
overall transportation efficiency [2].



1.1.7 Smart Contracts

A smart contract is like a digital agreement where the rules are written in computer
code. This code is stored on a network of computers called a blockchain, which is
spread out and not controlled by any single entity. Smart contracts allow people to
make deals and transactions with each other without needing a middleman, like a
bank or a legal system, to oversee everything. It’s like having a virtual handshake that
automatically carries out the terms of the agreement once both parties agree to it,
making transactions more secure and efficient [3].

1.2 Introduction

As the world continues to progress, technology permeates every aspect of our daily lives,
transforming everything from household appliances to entire living spaces with the ad-
vent of smart home systems. Similarly, entertainment has evolved from traditional
video games to immersive virtual reality experiences, offering unprecedented levels of
engagement and interaction. Moreover, advancements in automotive technology have
transitioned vehicles from manual operation to the realm of self-driving cars, revolu-
tionizing the way we perceive transportation. However, alongside these technological
advancements, the challenges posed by an increasing global population necessitate in-
novative solutions to manage the complexities of modern life. The rise in population
has led to a surge in car ownership as individuals seek to efficiently meet their family’s
transportation needs. Furthermore, the prevalent work culture, characterized by long
commutes and extensive time spent on roads, underscores the importance of improving
the overall travel experience [4].

In response to these evolving societal needs, research efforts are underway to facilitate
seamless communication between vehicles while navigating the roads. Recognizing
the significance of efficient vehicular communication in enhancing safety, optimizing
traffic flow, and minimizing travel times, researchers are exploring novel approaches
to enable vehicles to interact intelligently with each other and with surrounding
infrastructure. These endeavors aim to harness the potential of emerging technologies
such as cognitive radio and blockchain to create robust communication networks
within the vehicular environment. By fostering communication and collaboration
among vehicles, these initiatives seek to pave the way for a future where
transportation is not only efficient but also safer and more sustainable. Thus, as the
world continues to embrace technological innovation, the quest for enhancing
vehicular communication stands as a testament to humanity’s relentless pursuit of
progress and improvement in all areas of life. As the concept of self-driving cars has
come to life, there are procedures underway to secure pedestrians with some
communication between cars and pedestrians as well [5].
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Vehicular ad hoc network (VANET) is a growing technology that allows vehicles to
communicate with each other, forming vehicle-to-vehicle (V2V) communications and
with roadside units (RSUs), resulting in vehicle-to-roadside (V2R) communications
using dedicated short-range communication (DSRC) technology. Vehicles exchange
messages with each other or with RSUs using onboard units (OBU). This exchange of
messages should be secure to avoid any miscommunication in such a highly dynamic
environment. Any vehicle forwarding information that is beneficial for other vehicles
on the road requires its privacy not to be compromised.

Every vehicle requires secure and authentic communications to prevent privacy
breaches, which can only be achieved by encrypting the communication. To ensure
authentication, every participating node has a public and private key pair stored in a
secure database. For a decade now, blockchain has been an emerging technology that
offers a distributed database made up of blocks of data interconnected as a chain [6].
It is famous for its decentralized and tamper-proof qualities. A peer-to-peer network
manages the blockchain, with each node having a distinct public key. The public key
is used to broadcast all transactions, and the node records them to form a block [7].

Forming a block requires periodic messaging in vehicles, which is critical when using
the DSRC band due to its spectrum scarcity issue. Cognitive radio (CR) technology
has been employed in vehicles that form a cognitive radio vehicular ad hoc network
(CR-VANET) [8], allowing them to locate idle channels and establish a link between
any source and destination. In CR-VANETS, secondary vehicles periodically sense the
channel and, when they find it free, utilize it for communication, keeping the primary
user’s (PU) activity safe.

The PU monitors its channel activity, so when it becomes idle, the PU helps
secondary nodes by allowing them to use its free spectrum only if they are authentic.
The authenticity is proven by an RSU, which serves as a database to deploy a smart
contract and provides secure key pairs to all vehicles that successfully register with
the RSU. In addition, after registering, PU takes some amount from the vehicles that
use its free spectrum. This ensures that the channel is used safely and securely.
Moreover, to make my blockchain network a fair and secure mechanism for conveying
any message, | introduce rewards to all nodes who participate in conveying any
message that is beneficial for other vehicles on the road. In this way, | ensure that all
nodes participating in this network are authentic and gain benefits by becoming part
of this network and performing their duties honestly. To consider delivering
information-aware messages while ensuring security using blockchain technology, |
introduce a novel method of cognitive vehicular communication.

4



1.3 Motivation

In an era marked by rapid technological advancement, vehicular communication net-
works represent a critical frontier for innovation and improvement. As the world wit-
nesses a proliferation of smart technologies and an increasing reliance on vehicular
transportation, there arises a pressing need to enhance the efficiency, safety, and relia-
bility of communication systems within the vehicular domain. Traditional approaches
to vehicular communication face significant challenges, including spectrum scarcity
and security vulnerabilities, which impede their ability to meet the evolving demands
of modern transportation systems. Recognizing these challenges as opportunities for
innovation, this research endeavors to develop a novel method of cognitive vehicular
communication that addresses these concerns comprehensively.

The motivation behind this research stems from the transformative potential of
cognitive vehicular communication systems in revolutionizing transportation
networks. By leveraging emerging technologies such as blockchain and cognitive radio,
this research seeks to overcome the limitations of traditional approaches and unlock
new possibilities for efficient, secure, and information-aware communication among
vehicles and roadside units. Furthermore, the increasing emphasis on information
dissemination and real-time communication in vehicular networks underscores the
urgency of developing robust and reliable communication solutions [9].

Through this research, we aim to contribute to the advancement of cognitive
vehicular communication by introducing a method that optimizes spectrum
utilization, ensures communication security, and fosters honest participation within
the network. By addressing these key challenges, we strive to pave the way for a
future where vehicular communication systems facilitate seamless interaction,
enhance transportation efficiency, and promote safer and more sustainable mobility
solutions. Ultimately, the motivation behind this research lies in harnessing the power
of technology to create smarter, more connected, and more efficient transportation
networks for the benefit of society.

1.3.1 Problem Statement

In the realm of vehicular communication networks, the coexistence of spectrum scarcity
and the imperative of ensuring communication security poses significant challenges.
Traditional approaches to vehicular communication often struggle to address these
dual concerns effectively. Moreover, the increasing reliance on vehicular networks for
information dissemination and communication underscores the need for innovative so-
lutions that can reconcile these challenges. Thus, the problem at hand revolves around



devising a method that not only optimizes spectrum utilization but also ensures robust
security measures in vehicular communication networks. This method should facilitate
seamless communication among vehicles and roadside units while safeguarding privacy
and authenticity. Additionally, there is a need for a fair and secure reward mechanism
to incentivize honest participation and information sharing within the network. Ad-
dressing these challenges is crucial to realizing the full potential of cognitive vehicular
communication systems in enhancing transportation efficiency, safety, and reliability.

1.3.2 Contribution of Research

The primary contributions of my research can be summarized as follows:

= The consideration of two major concerns in vehicular networks: spectrum scarcity
and security. Integrating blockchain technology in cognitive vehicular communi-
cation through a new method of spectrum sharing for primary and secondary
users is one of the major contributions of this article.

= Another contribution is to provide a fair and secure reward scheme for cognitive
vehicular communication that aims to convey information quickly and honestly.

1.3.3 Thesis Structure

The remaining parts of this article are arranged in the following manner. Chapter 2
provides a literature review, Chapter 3 describes the Research Methodology, Chapter
4 shows Results and Discussions, and Chapter 5 concludes with Future Recommenda-
tions.



Chapter 2

Literature Review

In this chapter, we will be reviewing the existing literature about the domain of se-
cure vehicle communication using blockchain. The research for the literature review
was gathered from credible sources which include IEEE, ACM Digital Library, Sci-
ence Direct, and Research Gate. The research papers were selected based on their
relevance to the searched queries containing keywords related to the said domain.

2.1 Introduction to VANETSs

The development in vehicular communication is evidence of the advancement in tech-
nology. In the early 2000s, when the VANETS were introduced, it was considered

a remarkable milestone as it completely transformed the vehicular communication
setup.

2.1.1 Challenges in VANETSs

However, two issues are currently the most common in VANETSs. One is spectrum
scarcity. VANETS rely on wireless communication for vehicles to exchange informa-
tion with each other and with roadside infrastructure. However, the radio frequency
spectrum allocated for vehicular communication is limited. As the number of vehicles
and their communication needs increase, the available spectrum becomes insufficient
to accommodate all communication demands. This scarcity can lead to congestion,
degraded communication quality, and increased latency in transmitting critical infor-
mation.

Security is another major challenge in VANETSs. Due to the open and dynamic
nature of vehicular environments, VANETS are vulnerable to various security threats,
such as malicious attacks, spoofing, and data tampering. Securing communication



among vehicles and ensuring the authenticity, integrity, and confidentiality of
transmitted data are critical for maintaining trust and reliability in VANETSs.
Without robust security measures in place, VANETS are susceptible to cyber-attacks,
which can compromise safety, privacy, and the overall effectiveness of vehicular
communication.

2.1.2 Consideration of Spectrum Scarcity

To secure data in vehicular communication [10], an RSU was considered as a fog
node that provides decentralized data privacy using blockchain technology. Latency
and overhead were used as performance metrics when evaluating the scheme. Despite
this, the vehicular scheme was conventional and did not take into account spectrum
issues.

2.1.3 Shortage of DSRC spectrum

As more and more devices use wireless communication, there’s a growing concern
that there won’t be enough space in the dedicated short-range communication (DSRC)
spectrum for everyone to communicate without interfering with each other.

2.2 Improvements with Cognitive Technology

To address this issue of spectrum scarcity, a new type of radio technology called Cog-
nitive Radio was developed. Cognitive Radio uses smart techniques to figure out
which radio channels are being used and which ones are available. By doing this, it
helps devices use the available space more efficiently, reducing interference and im-
proving communication for everyone. The research explores how Cognitive Radio
can make communication better by improving things like speed, reliability, and the
amount of data that can be sent. [11]

2.2.1 Resource Allocation Scheme

Volosin et al. [12] introduced a resource allocation scheme aimed at addressing the
unigue communication needs of autonomous vehicles, particularly considering their
driving routes. Their innovative approach utilized blockchain technology to facili-
tate resource allocation and route planning for autonomous vehicles. By leveraging
blockchain-based tokens, they could allocate resources and define routes for specific
nodes over predetermined timeframes, thereby optimizing communication and nav-
igation for autonomous vehicles. Looking ahead, their future direction involves ex-
tending their approach to incorporate vehicle-to-vehicle communication, recognizing

8



the importance of seamless interaction among vehicles for enhanced communication
and collaboration on the road. This expansion promises to further improve the ef-
ficiency and effectiveness of autonomous vehicle communication systems, advancing
the capabilities of future transportation networks.

2.2.2 Addressing Malicious Nodes

Another scheme TOPSIS [13] combines cognitive concepts with blockchain technol-
ogy to tackle the problem of malicious nodes in vehicular networks. This scheme en-
ables vehicles to track both legal and illegal activities happening within the network.
Essentially, it helps identify and prevent any unauthorized or harmful actions by cer-
tain nodes. However, the researchers noted that certain important aspects, such as
delivery time and the amount of resources used for sensing, are still under develop-
ment and will be addressed in future work.

2.2.3 Cognitive Internet of Vehicles

In another study, researchers introduced a new idea called the cognitive internet of
vehicles (IoV) in [14]. This concept aims to enable autonomous vehicles to share cog-
nitive data with each other using a system of agreement called consensus, which in-
volves cognitive engines. To ensure the reliability of this data-sharing process, the
researchers utilized blockchain technology, which includes a method to evaluate the
trustworthiness of participants. However, the authors mentioned that they plan to
work on creating a system to reward and encourage active participation in the fu-
ture. This indicates that while the idea shows promise, there’s still more work to be
done to encourage cooperation among autonomous vehicles for better communication
and collaboration on the road.

2.2.4 CR-VANETs as a Solution

CR-VANET [8], or Cognitive Radio Vehicular Ad Hoc Network, presents a promising
solution to the challenges of spectrum scarcity in Vehicle Ad Hoc Networks (VANETS).
With traditional VANETS facing limitations due to the limited availability of dedi-
cated spectrum for vehicular communication, CR-VANET leverages Cognitive Radio
technology to intelligently manage spectrum utilization. By dynamically adjusting
communication parameters based on spectrum availability, CR-VANET optimizes
spectrum usage while minimizing interference. Also, different security-based meth-
ods have been proposed in the literature [15] to provide trust-based communication

in VANETS. To detect malicious nodes, the scheme ensured security and established
trustworthiness.



2.3 Implementation using Smart Contracts

Das et al. [16] implemented a smart contract scheme (digital contracts written in
solidity language where the conditions to work in the blockchain environment are
described). The scheme explains the implementation in the areas of vehicle identifi-
cation, user authentication, and communication. Once a vehicle registers itself on the
blockchain network using the contract, the vehicle is identified and the user receives
unique public and private key pairs to communicate within the zone. The vehicle can
also communicate with vehicles in other zones if they have cellular networks. The
thing that is not addressed in this is how it will deal with the increasing number of
vehicles registered on the network.

2.4 Offline Blockchain Framework

Similarly, in an offline blockchain framework [17] researchers introduced an offline
blockchain framework designed to store information from participating nodes for fu-
ture reference. This framework enables nodes within a network to record and store
data securely, ensuring that it’s available for later analysis or use. Unlike traditional
online blockchain systems that operate in real-time, this offline framework doesn’t
consider immediate delays in the data processing. Additionally, it doesn’t account for
the amount of resources consumed during data storage and retrieval, focusing solely
on securely storing information for future purposes. This approach offers a method
for preserving data integrity and accessibility within a network, paving the way for
potential applications in various domains where data retention and analysis are cru-
cial.

2.5 Routing Scheme for Critical Information

BBSF (blockchain-based secure weather forecasting) [18] is a routing scheme in which
researchers proposed a method to enhance data security in vehicular communication
using blockchain technology. They suggested using Roadside Units (RSUSs) as fog
nodes, which act as intermediaries between vehicles and the central network. These
fog nodes would employ blockchain to ensure decentralized data privacy, making it
difficult for unauthorized parties to access or tamper with the information exchanged
between vehicles and the network. The researchers evaluated the effectiveness of this
approach using metrics such as latency (delay) and overhead (additional processing
required). However, it’s noted that while this method addresses data security con-
cerns, it doesn’t account for issues related to the availability of radio frequency spec-
trum, which is essential for efficient communication among vehicles.
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2.6 Failure to address Spectrum Scarcity and Security

All the schemes discussed above have failed to address the problems of spectrum
scarcity and communication security simultaneously by mutually sharing spectrum
between primary and secondary users and assessing delivery time and overhead con-
sumption as performance metrics. They mostly looked at things like how fast mes-
sages are sent or how much extra work is needed, instead of looking at the overall
impact on both radio space and communication safety. So, we need more research to
come up with better solutions that deal with both these problems together. We also
need to look at how well these solutions work in the real world by using the right
measures to see how much they help with radio space and communication safety at
the same time.

2.7 Need for Incentivization

As vehicle communication is necessary to inform vehicles on the road about any up-
coming problem timely, we need to make sure that drivers take part in the idea of
making the road safety experience even better. Why would someone want to invest
their time in informing someone of a potential roadblock ahead? Why would some-
one spend money for the betterment of other people on the roads if they don’t know
whether other people will do the same for them or not? To make them do this, we
need to reward them to take part in the betterment of our society. Multiple schemes
[19] have experimented with giving incentives to people in return for a favor.

2.8 Research Aim

This research aims to explore the efficiency of implementing blockchain technology to
enhance security in cognitive vehicular communication and to evaluate how a fair re-
ward mechanism can influence vehicles to participate in road safety and help reduce
road incidents.
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Chapter 3

Research Methodology

The purpose of this chapter is two-fold. Firstly, we will be discussing the proposed
concept. Secondly, we will be going over the experimentation setup required to exe-
cute the process.

3.1 Proposed Concept

To guarantee the authenticity of all vehicles on the road, we propose a cognitive ve-
hicular communication by deploying a smart contract on the blockchain network.
Two RSUs are used in this scheme: one that deploys a smart contract and is respon-
sible for monitoring communication, while the second acts as the PU. PU allows sec-
ondary users (vehicles) to use its channel by paying a minimal fee so that the chan-
nel remains authentic and the vehicles trying to communicate on this channel are all
legitimate. We introduce a novel way of implementing cognitive technology, where
PU is aware of secondary users who are using its channel and only allows them to
access it if the channel is free and if they pay a minimal fee. When the channel was
sensed free, any secondary user could access it in a conventional cognitive scheme,
which increased the likelihood of fake nodes participating in the communication. In
our scheme, the payment ensures that only those nodes participate in the network
who are legitimate and willing to provide benefits to other nodes in the network.
However, those who participate in this blockchain network will receive a reward that
is higher than the amount they spent conveying messages. The verification process
starts with the registration of each node. Each node registers itself when RSU de-
ploys a smart contract. Each vehicle receives a secure ID in the same way as done in
[19] which is an encrypted version of the vehicle ID to make communication secure.
In this manner, only those nodes that are authentic can communicate using this se-
cure ID. In the next section, we will provide a detailed explanation of the connection
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between vehicles and RSU, how IDs are used, and how payment is made.

PU executes its tasks regularly. When there is no activity ongoing, which means it
has a free spectrum, it announces this to all the nodes in its range. As can be seen
by Fig. 3.1, the sender V witnessed an incident at its current location and wants to
share that information with a destination D that is not within the sender’s
communication range. Because both V and D are authentic users who have validated
their authenticity by registering with RSU, they can easily exchange messages using
relays. It should be noted that all vehicles that are part of this blockchain network
can access the RSU and register from their respective locations. Deploying smart
contracts and approving the authenticity of vehicles is the only function of RSU in
our scheme. Now, because V has some information to share, it requests a spectrum
from PU by paying a minimal fee. A control channel is used to make this request. vV
uses this spectrum to reach D by making an ad hoc network. The message is carried
and forwarded to D by a relay within V's communication range who is willing to
participate in the network. We consider only two-hop communications in this
scheme. We will extend it in the near future by considering both city and highway
scenarios. In this network, it is crucial to have both relays and miners. Any node
that is within the communication range of a sender can be considered a relay. Miners
are only authentic nodes that pay a fee to deliver messages to the destination and
are all witnesses to incidents and validate the messages generated by the source. To
join a blockchain network, the miner pays a fee and receives a reward from the
destination upon honesty in fulfilling its task. Miners are volunteers but relays are
not.

Miners can be a single node or more than one depending on who wants to get a
reward by paying a minimal amount from their account. Since the information (for
example, roadblock) will be beneficial to D, receiving that information will allow D
to reroute its travel, which will save fuel and time. The rewards will be willingly
given to those who aid D in providing this information. So the complete path for
communication is from source to miner to destination. To put it briefly, PU has more
coins in its wallet due to the free channel it offers to V. V makes a message for D
after confirming its authenticity from the RSU. A miner validates this message by
paying some coins and forwarding it to D. Miner is a node that has both sender and
destination in its communication range. After receiving the message, the destination
reads it, pays both the sender and miner as a token of appreciation and finally
changes its route.
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Figure 3.1: Secure CR-VANETS using blockchain.

3.2 Experimentation Setup

3.2.1 Development Tools and Environment

In developing my proposed vehicular communication scheme, | employed Solidity as
the contract compiler, with Remix-Ethereum serving as the integrated development
environment (IDE). This setup enabled us to effectively utilize Solidity for contract
development, a crucial aspect of integrating blockchain technology into our system.
For testing the blockchain aspect, we used Ganache, a popular choice for simulating
Ethereum blockchain environments.

3.2.2 Communication Channels and Parameters

Our choice of 1 MHz from the Dedicated Short-Range Communications (DSRC)
spectrum as the control channel, and 2 MHz as a service channel, was strategic. Within
this 2 MHz bandwidth, we dedicated one portion exclusively to Primary User (PU)
activities to ensure uninterrupted and secure communications, while the other por-

tion was allocated to secondary users. This allocation was governed by an exponen-
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tial on/off activity pattern with a rate parameter of 0.5 to optimize the spectrum
usage.

3.2.3 Communication Range and Speed

The communication range set for the Roadside Unit (RSU) was 500 meters, and a
vehicular range of 200 meters was employed. All vehicles in our simulation moved at
a constant speed of 10 meters per second.

3.2.4 Experimental System

To evaluate the system’s performance, we created a network comprising ten accounts,
representing eight vehicles, one RSU, and one PU. Each account started with an ini-
tial allocation of 100 ethers, except the RSU account, which showed a lower balance
as depicted in Figure 3.2. This was due to the deployment of the contract by the
RSU, which required a minimal amount to be deducted as a gas fee. Interestingly,
the PU account had a higher balance (110 ethers) than the initial allocation because
it provided a free channel.

Our setup process included creating various accounts using the ’createAccount’
functionality in Remix-Ethereum. For example, by accessing the third blockchain
account, we established the sender account, as shown in Figure 3.3. Similarly, we
created the receiver account and other participant accounts. It’s important to note
that every time a vehicle registered itself on the blockchain, a small registration fee
was deducted from its wallet. This process, along with the *getAllUsers’ feature,
allowed us to verify all registered users on our blockchain network, ensuring that
every participant was authenticated and accounted for, as seen in Figure 3.4.

The scheme we developed facilitated secure and efficient communication between
vehicles. For instance, in our example scenario, a source vehicle V wanting to send a
message to a destination node D would first obtain the destination’s address from
the *AllUsers’ functionality as in3.5. However, direct communication was not
possible, necessitating the use of relays or miners in our scheme. For the message to
reach D successfully, it had to be verified by at least one miner to authenticate the
information and prevent any potential misinformation. This process is illustrated in
Figure 3.6, where the message remains in the *getAllUnverifiedMessages’ feature until
a miner close to the incident verifies it. If no miner verifies the message, it remains
unverified and inaccessible to D. The verification process by miners plays a crucial
role in maintaining the integrity of the information being transmitted.
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Once a message is verified, D is required to pay both the sender and the
participating miner before it can access the message. This payment serves as a
reward for the sender for initiating the communication and for the miner for their
role in the verification process, as depicted in Figure 3.7. After the payment is made,
both the sender and the miner receive a higher amount than what was originally
deducted from their wallets, incentivizing their participation in the network. This
mechanism not only ensures the authenticity and reliability of the information but
also encourages active participation in the network. The final step, as shown in
Figure 3.8, is the increase in wallet balances of both v and the miner, followed by D
being able to read the message (Figure 3.9).

Overall, our scheme offers a robust framework for secure and efficient vehicular
communication, ensuring that every transaction and message transmission is
authenticated and reliable, thereby enhancing the overall safety and efficiency of the
vehicular network.
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Figure 3.2: Enabling the contract on ten Ethereum accounts.

17



createAccount SENDER

payForMessage

removeFromU...

removeFromV...

rewardSender

rewardVerifier

sendMessage

Figure 3.3: Setting up an account.
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Figure 3.4: Verification of all registered users.
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Figure 3.5: A message sent by the source vehicle.
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Chapter 4

Results and Discussions

In this section, we will discuss the results and also compare them with other refer-
ence schemes to see how well is our scheme performing.

4.1 Comparison with Reference Schemes

To evaluate the performance of the proposed scheme, | have taken into consideration
different references. This means that instead of relying on a single metric or stan-
dard for evaluation, I compared multiple aspects of the system’s performance against
different benchmarks or reference schemes. This approach allows for a more compre-
hensive assessment of how the proposed system performs under various conditions
and scenarios. It also helps in identifying specific areas where the integration of cog-
nitive technology and blockchain networks offers the most significant improvements,
as well as any potential limitations or challenges that may need to be addressed in
future research.

4.1.0.1 Execution Time (Read Message):

The ’Read Message Function’ performance, as illustrated in Figure 4.1 of the thesis,
is a critical aspect demonstrating the efficiency of the proposed system. This func-
tion’s execution time is notably lower than that of the reference model across vari-
ous transaction counts, highlighting the system’s superior performance. This trend is
particularly significant because it demonstrates the system’s robustness and capabil-
ity to handle high volumes of transactions without a significant increase in execution
time. Such efficiency is crucial in vehicular systems where the speed of communica-
tion can directly impact the effectiveness of the network in real-world scenarios. The
ability to maintain low execution times despite increasing transaction loads indicates
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a well-optimized system that can handle the dynamic and often demanding environ-
ment of vehicular networks.

This robustness and swiftness in processing incoming messages are essential for
real-time responsiveness in vehicular systems. Real-time responsiveness is vital for a
range of applications in vehicular networks, from basic communication between
vehicles to more complex scenarios like emergency response, traffic management, and
autonomous driving. In these scenarios, delays in message delivery can have
significant consequences, including reduced efficiency and even safety risks.
Therefore, the system’s ability to maintain low execution times even under high
transaction loads is not just a technical achievement but also a practical necessity. It
ensures that the network can reliably support the diverse and time-sensitive needs of
modern vehicular systems, making it a suitable solution for the fast-paced and
interconnected environment of smart cities.

4.1.0.2 Execution Time (Send Message):

The *Send Message Function’, as depicted in Figure 4.2 of the study, further solid-
ifies the proposed system’s high-performance capabilities. This function exhibits a
pattern of enhanced performance, consistently outperforming the reference model
across a range of transaction tests. The significant reduction in execution times dur-
ing these tests is indicative of the system’s efficient handling of message sending pro-
cesses. Such efficiency is crucial in vehicular communication networks where the
timely sending of messages is essential for the smooth functioning of various ap-
plications, from traffic management to emergency response systems. The ability of
the system to maintain lower execution times, even as transaction volumes increase,
demonstrates its robustness and reliability. This is particularly important in scenar-
ios where rapid communication can be the difference in critical situations, such as
collision avoidance or real-time traffic updates.

This improved performance in outbound communications underscores the system’s
capacity to maintain a steady and efficient flow of information throughout the
network. Efficient outbound communication is a critical component in vehicular
networks, ensuring that messages are not only received but also transmitted quickly
and reliably. This capability is vital for the integrity and effectiveness of the entire
communication system within smart city infrastructures. It ensures that vehicles can
communicate with each other and with infrastructure components effectively,
supporting a range of functionalities from autonomous driving to smart traffic
control. The system’s ability to handle high volumes of outbound communications
with lower execution times also suggests its potential scalability, making it a viable
solution for the growing demands of modern vehicular networks and smart city
applications.
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Figure 4.2: Performance comparison of execution time for send function in terms of
number of transactions.

In the study, a comprehensive comparison was made between the proposed scheme’s
reading and sending functions and a reference scheme [20]. This comparison revealed
a superior performance of the proposed scheme, particularly evident as the number
of transactions within the network increased. Typically, as transaction volumes rise,
execution times tend to increase due to the added processing load. However, the
proposed scheme demonstrated a notable deviation from this trend. This divergence
is primarily attributed to the implementation of Roadside Units (RSUs) as central
entities responsible for registering all nodes before communication commences. This
preemptive registration process streamlines communication, allowing the system to
process messages more swiftly than the reference scheme, even under high
transaction loads. Such efficiency is crucial in vehicular networks, where real-time
response capabilities are not just beneficial but often necessary for safety and
efficient operation.

The cognitive aspect of the proposed scheme further enhances its performance and
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safety features. In this system, nodes begin communication only after the Primary
User (PU) has provided them with a channel. This approach ensures that the PU’s
activity remains secure and unimpeded, adding an extra layer of safety and efficiency
to the network’s operations. By securing and streamlining the channel allocation
process, the scheme not only saves time but also reduces the likelihood of
communication errors or delays. This aspect of the system underscores its capacity
to handle outbound communications effectively, which is a critical factor in
maintaining a steady and reliable flow of information across the network. Efficient
outbound communication is essential in vehicular networks, supporting everything
from routine traffic management to critical responses in emergencies. The system’s
ability to manage these communications swiftly and securely positions it as a highly
effective solution for the evolving demands of smart city infrastructures and modern
vehicular networks.

4.1.0.3 Delivery Time:

In our study, we meticulously compared our proposed vehicular communication scheme
with two established reference models to evaluate its performance in terms of mes-
sage delivery times and network overhead. The first model, known as the reference
blockchain scheme, is primarily focused on securing the safety of travelers [21]. It
employs the robustness of blockchain technology, particularly through the use of
smart contracts, to ensure a secure and reliable routing system for both customers
and drivers. This approach leverages the decentralized and immutable nature of
blockchain to enhance the safety aspect of vehicular travel. The second model we
compared against, the reference cognitive scheme, integrates cognitive radio technol-
ogy in vehicular networks [8]. This model is designed to enable efficient packet deliv-
ery from a source node to a destination node, but it operates on the condition that a
communication channel is available between these two nodes.

Our findings, which we detailed in Figure 4.3 of our thesis, shed light on the impact
of the number of miners in the network on the delivery time of messages. We
discovered that an increase in the number of miners within the network correlates
with a decrease in the time it takes for a message to be delivered to its intended
destination. This significant improvement in delivery time can be attributed to two
key factors. Firstly, a greater number of miners in the network enhances overall
connectivity. In a vehicular network that is inherently dynamic and constantly
changing this enhanced connectivity is vital for the swift and efficient delivery of
messages. Secondly, the presence of more miners in the network streamlines the
process of validating the authenticity of messages, leading to a quicker overall
delivery time. However, it’s crucial to understand the operational differences between
these schemes. The reference blockchain scheme, while focusing on route safety for
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Figure 4.3: Performance comparison of delivery time in terms of number of miners.

users of a navigation app, tends to exhibit increased message delivery times with the
addition of miners. This is contrasted with the reference cognitive scheme, where
miners act as simple relays. Their role involves sensing the channel at every link,
which, while beneficial for certain aspects of network performance, leads to longer
message delivery times. Through this comparative analysis, the advantages of our
proposed scheme become evident, particularly in its ability to balance the dual needs
of safety and efficiency. Our scheme’s approach in optimizing message delivery times,
while ensuring secure communication channels, highlights its potential as an effective
solution for the evolving demands of smart vehicular networks.

4.1.0.4 Overhead:

In our study, this pattern of efficient performance is further illustrated in Figure 4.4,
where we analyze the overhead associated with our proposed scheme compared to
other models. Overhead in a vehicular network is a critical factor, as it directly im-
pacts the network’s efficiency and the speed at which data can be transmitted and
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processed. To evaluate this, we considered a reference blockchain scheme [22], which
is designed to provide a secure route by aggregating information from all vehicles
and subsequently relaying it to a fog node. This approach, while secure, tends to in-
crease network overhead, particularly as the number of nodes and the consequent ex-
change of messages rise. As more nodes communicate within the network, the volume
of data being processed and transmitted grows, leading to higher overhead and po-
tentially slower overall network performance. However, our proposed scheme demon-
strates a notable advantage in this regard. By designating the Roadside Unit (RSU)
to handle node authentication and the Primary User (PU) to manage channel pro-
visioning, our system streamlines these processes, thereby reducing the burden on
the network. Once these entities have fulfilled their roles, the nodes in the network
can commence communication quickly and efficiently. This not only reduces the time
taken for message delivery but also minimizes the overhead involved in managing
these communications.

Our scheme’s approach highlights a remarkable balance between the inherently
resource-intensive nature of blockchain technology and the stringent efficiency
requirements of vehicular networks. Blockchain, known for its security and
transparency, can often lead to increased computational and communication
demands. However, by smartly integrating this technology with the cognitive radio
aspects of vehicular communication, our scheme manages to mitigate these demands.
This is achieved without compromising the security and integrity of the
communication channels, which is paramount in any vehicular network. Furthermore,
the system’s reward mechanism incentivizes rapid data delivery, ensuring that nodes
have a tangible benefit to participate actively in the network. This not only enhances
the efficiency of the network but also encourages a cooperative and dynamic
communication environment.

Overall, our proposed scheme stands out as an effective solution for smart vehicular
networks, adeptly balancing security, efficiency, and practicality to meet the evolving
demands of modern urban transportation systems.
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Figure 4.4: Performance comparison of overhead in terms of number of miners.

4.2 Discussion

The collective results from the performance metrics—delivery time, communication
overhead, and execution time for message functions—paint a comprehensive pic-
ture of the system’s capabilities. Our proposed scheme notifies an impressive balance
between the inherently resource-intensive nature of blockchain technology and the
stringent efficiency requirements of vehicular communication systems. The consis-
tent out-performance in message function execution times is particularly noteworthy,
suggesting that our system can maintain high throughput and low latency, which are
crucial for the implementation of blockchain in vehicular environments where per-
formance and safety are closely intertwined. Moreover, the results provide clear evi-
dence of the advantages of our optimized blockchain scheme over traditional models,
especially in scenarios where rapid message dissemination and verification are criti-
cal. This evidence solidifies our system’s potential for deployment in real-world ve-
hicular communication scenarios, where the benefits of blockchain can be harnessed
without compromising on operational efficacy
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Chapter 5

Conclusions and Recommendation

The research proposes a novel cognitive scheme for securing vehicular communi-
cations using blockchain technology. This is a type of cognitive communication in
which PU announces its free channel to any authentic secondary user upon payment.
All vehicles confirm their authenticity by registering with the RSU. A PU provides
a channel to the source node only when a source node has some information to for-
ward and it pays a certain amount for using the channel. The message which the
source intends to deliver to the destination is verified only if at least one miner vali-
dates it. Miners are vehicles that volunteer to assist the destination in conveying the
source message. Miners validate this message by paying a small amount from their
wallets to receive a large reward from the destination. This message enables the des-
tination to save fuel and time by rerouting its travel. The destination pays both the
sender and the miner when it receives this beneficial message. Our findings indicate
that execution time, delivery time, and overhead are less compared to other reference
schemes.
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5.1 Future Recommendation

Based on the findings and conclusions drawn in the thesis the following recommenda-
tions can be made for future research and practical applications:

1.

Scalability and Network Efficiency: As vehicular networks continue to grow,
especially in smart cities, it is crucial to focus on scalability. Future research
should explore how this cognitive communication scheme can efficiently scale
up to accommodate an increasing number of vehicles without compromising on
execution time, delivery time, and network overhead.

Enhanced Security Protocols: While the current scheme shows promise in se-
curing vehicular communications, continuous advancements in cybersecurity
threats necessitate ongoing enhancements in security protocols. This includes
the development of more robust cryptographic methods and secure communica-
tion channels.

Economic and Incentive Models: The current reward mechanism plays a sig-
nificant role in ensuring the participation of vehicles in the network. Further
research should delve into optimizing this economic model to ensure sustained
engagement from users. This could involve dynamic pricing models that adapt
to network conditions and user behaviors.

Integration with Other Smart City Infrastructure: The proposed scheme should
be explored in the context of broader smart city infrastructure. This includes
integration with other 10T devices, traffic management systems, and emergency
response systems, creating a more cohesive and responsive urban environment.

User Privacy and Data Protection: Given the importance of user privacy in ve-
hicular networks, future iterations of this scheme should place a greater empha-
sis on privacy-preserving techniques. This could involve the implementation of
anonymization protocols or advanced data encryption methods to protect user
identities and sensitive information.

Real-world Testing and Deployment: Practical implementation and testing in
real-world scenarios are essential to validate the scheme’s effectiveness outside
of controlled environments. Pilot projects in urban settings can provide valu-
able insights into the system’s performance in real traffic conditions and user
acceptance.

. Sustainability and Environmental Impact: Future research should also consider

the environmental impact of implementing such technologies in smart cities.
This includes assessing the energy efficiency of the communication systems and
exploring ways to minimize the carbon footprint of vehicular networks.
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In conclusion, while the proposed scheme demonstrates significant potential in en-
hancing vehicular communication security using blockchain technology, these rec-
ommendations aim to guide future research toward addressing scalability, security,
economic, and environmental considerations for more holistic development and im-

plementation.
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