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ABSTRACT

Voting in a democratic election is a solemn and significant occasion worldwide. Paper ballots or
electronic voting machines are used in today's elections, whether in a school, college, or even a country.
This system has various disadvantages, including a lack of transparency, low voter turnout, vote
manipulation, distrust of election authorities, delays in results, and, most crucially, security issues..
Therefore, the development of digital technology today has improved the lives of many. To counteract the
drawbacks of the current voting method, electronic voting is proposed. In essence, electronic voting is a
way to cast and tally ballots electronically. It is a quick, inexpensive, and secure approach to carry out a
voting process that demands high security and is data-rich and real-time. Concerns concerning the privacy
of communications and network security for electronic voting have grown recently. As a result, the
availability of electronic voting is urgently needed and is growing in popularity in networking and
communication. Blockchain technology is one solution to address security issues. . In order to establish a
blockchain and computer vision based electronic voting system, this article proposes a new method that
resolves some of the shortcomings of existing systems and evaluates some of the most prominent
blockchain frameworks. Since the blockchain maintains its data in a decentralized manner, the outcome of
the implementation demonstrates that the blockchain is a viable and secure electronic voting system that
resolves the problem of vote falsification in electronic voting. Blockchain-based electronic voting can be

utilized by direct network applications.
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SUSTAINABLE DEVELOPMENT GOALS

Pakistan reaffirmed its commitment to the 2030 plan for Sustainable Development by adopting the
Sustainable Development Goals (SDGs) as its own national development plan through a unanimous
National Assembly Resolution in 2016. Since then, the government has made considerable advancements
by integrating these goals into national policies and programs and developing an institutional framework
for Pakistan’s implementation of the SDGs.
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OUR FYP SDG’’s:

e Industry, Innovation & Infrastructure:
This is one of the 17 Sustainable Development Goals (SDGs) listed in the United Nations’ 2030 Agenda

o

for Sustainable Development in 2015. The goals are to build strong and sustainable infrastructure, advance
inclusive and sustainable industrialization, and encourage innovation.

Governments, the business sector, and civil society organisations must collaborate in order to invest in
infrastructure that promotes sustainable development, job creation, and economic progress. This may
entail increasing renewable energy sources, enhancing transit networks, and making investments in
telecommunications infrastructure to close the digital gap.

Innovation is essential to accomplishing this objective since it advances the creation of new technology,
procedures, and goods that increase productivity and cut waste. The objective supports the emergence of

sustainable and inclusive business models that advance social and economic development while protecting
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the environment.
By encouraging economic growth and job creation while ensuring that the benefits are distributed evenly
and sustainably across all sectors of society, the accomplishment of this aim will ultimately contribute to

the overarching goal of sustainable development.

e Peace, Justice & Strong institution:

The goal aims to promote peaceful and inclusive societies, provide access to justice for all, and build
effective, accountable, and inclusive institutions at all levels.
To achieve this goal, governments, civil society organizations, and other stakeholders must work together
to promote good governance, transparency, and accountability. This includes strengthening the rule of
law, promoting access to justice for all, combating corruption and bribery, and building effective,
inclusive, and accountable institutions at all levels of government.
The goal also seeks to promote peaceful and inclusive societies by addressing the root causes of conflict
and violence, promoting social cohesion, and ensuring that all people have equal access to political,
economic, and social opportunities. This includes promoting the participation of women and marginalized

groups in decision-making processes and ensuring that their rights are protected.

e Reduced Inequalities:
Reduced Inequalities, or SDG 10, is a Sustainable Development Goal with the dual objectives of reducing

inequality of all kinds and fostering social inclusion. It ixecentrali reducing income disparity, advancing
equality of opportunity, and empowering disadvantaged populations. Progressive taxation, social safety
nets, inclusive ixecentralize, equitable access to services, and anti-discrimination laws and regulations are
only a few examples of initiatives. The objective is to build a more just society where everyone has access

to resources and fair opportunities.



Chapter 1: Introduction

4.2 Aim of the project

A web-based voting system called an online voting system can make managing elections easier and
more secure. VVoting may be done using this approach during elections conducted at universities
and other places. It employs facial recognition technology to authenticate the user, solving the issue
of fake entries. As a result, this technique ensures that there can be no election fraud and that

voting will be simple, requiring voters to stay inside to cast their ballots.

1.2 Project Scope

Transparent transaction using Blockchain technology increases the security of the
transaction of crypto that races towards cybersecurity.

The information is all safe and accurate. Cryptography is used to encrypt data in order to

remove risks like 10ecentralize data tampering, which would boost cryptocurrency payments.

1.3 Project Objectives

*The basic goals of E-voting systems are to speed up the counting of votes, reduce the cost of

hiring people to count votes by hand, and make voting more accessible for people with disabilities.

* This may be achieved by conceiving of and developing a software platform that facilitates the
registration of voters, the casting of votes in elections, the collection and real-time monitoring of

election results, and, most importantly, the participation of voters from afar.

* Blockchain technology will be 10ecentra to study and build a security approach that will be used

to assure that votes placed in the system won’t be hacked and won’t be subject to outside assault.

1.4 Project Modules

1. Login Module
2. Voting Module

10



3. Voting Creation Module
4. Voting Result Module

5. User Identification Module

1.5 Project Basic Requirements

1.5.1 Hardware Requirements

 Any device containing camera with high processing power.

1.5.2 Software Requirements

* Front-End: React-js
» Back-End: Node-js, Express-js, Solidity
» Blockchain: MetaMask, Ganache

» Others: Domain name, Hosting, sever and cloud storage

1.5.3 Software requirements for our clients

* Windows 7 or higher OS

» Google chrome or any other safe browser
» Good Internet Speed

» Blockchain ID with sufficient Ethereum

11



Chapter 2: Literature review

2.1 Introduction

Blockchain is a decentralized technology that enables the secure and transparent storage and

transfer of data. It serves as the underlying technology for cryptocurrencies like Bitcoin and has

far-reaching applications beyond just digital currencies.

Distributed Ledger: Blockchain operates as a distributed ledger, where multiple
participants, known as nodes, maintain and update a shared database. Each node has a copy
of the entire blockchain, ensuring redundancy and eliminating the need for a central
authority.

Blocks: Information on the blockchain is grouped into blocks, which contain a set of
transactions or data. Each block typically includes a unique identifier (hash), a timestamp,
and a reference to the previous block, creating a chronological chain.

Cryptographic Hashing: Blocks in the blockchain are linked together using cryptographic
hashes. A hash is a unique string of characters generated by a mathematical algorithm. Any
change in the data of a block will result in a different hash, making it tamper-evident.
Consensus Mechanism: Consensus mechanisms enable nodes in the network to agree on the
state of the blockchain and validate new transactions. Popular consensus algorithms include
Proof of Work (PoW) and Proof of Stake (PoS), which ensure that participants reach
agreement without a central authority.

Immutable and Transparent: Once a block is added to the blockchain, it becomes nearly
impossible to alter or delete the data contained within it. This immutability enhances the
security and integrity of the stored information. Moreover, the blockchain’s transparency
allows anyone to view and verify the transactions, promoting trust and accountability.
Smart Contracts: Blockchain platforms like Ethereum introduced the concept of smart
contracts, which are self-executing agreements with predefined conditions. Smart contracts
automate transactions and eliminate the need for intermediaries, offering enhanced

efficiency and reducing costs.

The applications of blockchain extend beyond cryptocurrencies, including:

1. Financial Services: Blockchain can streamline cross-border payments, enhance identity

verification, facilitate smart contracts for insurance and derivatives, and improve auditing

and compliance processes.
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2. Supply Chain Management: Blockchain can provide end-to-end visibility and traceability,
reducing fraud and counterfeiting, optimizing inventory management, and ensuring ethical
sourcing.

3. Healthcare: Blockchain can securely store and share medical records, enable
interoperability between healthcare providers, facilitate drug traceability, and improve
clinical trials’ transparency.

4. Voting Systems: Blockchain can enhance the integrity and transparency of voting
processes, making them more resistant to tampering and fraud.

5. Energy and Utilities: Blockchain can enable peer-to-peer energy trading, track renewable
energy generation and consumption, and streamline billing and grid management.

6. Intellectual Property: Blockchain can establish provenance for digital assets, protect
copyrights, and enable decentralized content distribution platforms.

These are just a few examples of how blockchain technology is revolutionizing various industries

by providing trust, security, and efficiency in the digital age.

System
Integration

Figure 1 Blockchain Core Component
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Chapter 3: Analysis, Design Methodology and Implementation
Strategy

3.1 Project Feasibility study

The feasibility study evaluates how useful or practicable the system’s development will be to the
organization. It serves as the Systems Investigation’s preliminary survey. It tries to offer details
that will make a subsequent in-depth inquiry easier. The report created at the conclusion of the
feasibility study includes recommendations and well-reasoned defenses to aid management in

determining whether to allocate more funds to the proposed project.

3.1.1 Economical Feasibility

In the economic feasibility study, the cost of creating the system is compared to the end benefit
gained from the new systems. The financial value of the benefits must at least equal the cost of the
investments. If the system can be designed with an accuracy of 95% or above, it will be cost-

effective to implement.

3.1.2 Technical Feasibility

This is the investigation of how a system works, how well it performs, and the limits placed upon
it. To conduct this feasibility research, we looked at whether or not it would be viable to use a
variety of frontend and backend platforms to provide the full set of features outlined in the System

Requirement Specification (SRS).

3.1.3 Operational Feasibility

The suggested system is, without a doubt, entirely graphical user interface oriented, making it
incredibly user pleasant and making all inputs to be taken self-explanatory even to a layperson. In
addition, users have been provided with in-depth training to 14ecentraliz them with the new
interface. Our research indicates that customers are satisfied with the solution since it has reduced

their workload.

14



3.2 Detailed Module Description

3.2.1 Login

This module describes about login functionality in which there are two types of logins are there
1) User Login 2) Admin Login.
3.2.2 Voting

In this module users can cast their votes. This module will describe a whole page where there
will be a list of candidates were noted with their symbols.
3.2.3 Voting Creation

In admin can create whole voting environment (i.e., arrange voting facility, specifies time of
voting, add candidates that have stand, and records the entry that particular person has voted,
etc.).

3.2.4 Voting Result

This module is the main module of our system as it gives the result of the voting. As we have
used blockchain technology our votes will not be altered and thus purity maintains and the
proper candidate will be won.

3.2.5 User Identification

This module system will authenticate to the user that particular user is valid or not. This
authentication will be done by face recognition system where user will have to scan their face
to access the voting portal to make voting system crystal clear because due to this no other

person can cast vote in place of a particular user.

15



3.3 Project SRS

3.3.1 Class Diagram

Classes are used to describe collections of items that have similar properties, behaviours,

associations, and meanings.

Symbols
Classname: The only mandatory tag in a class’s visual
Classhame L o
representation is “classname,” which is the name of the class. The
+Attributes top drawer is where you can always find it.
-operations()

Attribute: A class attribute is a piece of information about the
modelled object that is referred to by name. Attributes are shown in
the class diagram’s second box, which is located just beneath the
name box.

Attributes can be: + public.
# Protected
- private

Derived

Operation: Operations describe the class behaviour and appear in

the third compartment.

Table 1 Class Diagram Symbol Table
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e Diagram

Generating Result

+candidate_info

+Displying Candidate’'s info

+counting_vote()

Voting Creation

+candidate_id

+candidate_name
+candidate_photo
+candidate_description +Creating Result

+voting_starting_time() +Creating Voting
+voting_ending_time()

Admin

User Identification

+admin_id

+user_name

+admin_password

Login

User

:togm(z < |+user_id
ogout() +user_password
+user_name

Figure 2 Class Diagram

3.3.2 Use-case Diagram

A software system’s primary features may often be explained with the hel
case diagram. Use case diagrams are a graphical depiction of user interacti

system, outlining the connection between the user and the many use cases

+user_identification()

+User ldentification

p of a use
ons with a
that

involve the user. A use case diagram, which is commonly supplemented by other

diagram types, may identify the various users of a system and the many use cases.

Use cases are simply documented examples of how a system is supposed to work.

Now, actors are another topic that is important to the use cases. An actor is anything

that participates in the system in some way.

In a nutshell, use case diagrams provide the following functions:
1. Used for determining what features a system must have.

2. Employed to gain a holistic perspective on a setup.

3. Recognize the system’s internal and external influences.

4. lllustrate how the criteria function as players in the play.
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« Symbols

In a use case diagram, a user is represented by a simple stick figure.
One or more use cases involve each player.

Actor
Interacting parties beyond the information system itself, such as
humans, processes, or other computerized systems.
Use Case
Table 2 Use Case Diagram Symbol Table
« Diagram

Online Voting System

=
\

e
SER-ms
=L L
Admin

Generating Result

\
e

User

/
!

Figure 3 Use Case Diagram

3.3.3 Event Trace Diagram

Event Trace diagrams are straightforward representations of sequentially occurring



interactions between objects. Meaning the chronological arrangement of these exchanges. A

sequence diagram can also be referred to as an event diagram or a scenario of possible events.

« Symbols
Start State
Final State
Simple State
Table 3 Event Trace Diagram Symbol Table
Flowchart:
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LOGIN / REGISTER

FACIAL
AUTHENTICATION

FINGERPRINT
AUTHENTICATION

VALIDATE

ENCRYPT VOTE & ADD TO
BLOCKCHAIN

STOP/END

Figure 4 Event Trace Diagram
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3.3.4 State Diagram

Graphical representations of the behavior of systems using state diagrams are commonplace
in computer science and related fields. There are two cases: either the system actually has a
finite number of states, or the number of states is an appropriate abstraction. There are several
varieties of state diagrams, each with its own unique syntax and meaning.

Block Diagram

VOTERS LOGIN FACIAL FINGERPRIN
RECOGNITION READER
REGISTRATION pp——
VOTERS USING JETSON NANO TG ENCRYPTION
@, BIOMETRICS

@.
[ S29
: VOTE CAST ON @
DATABASE BLOCKCHAIN @
@ @
a7

Q

Figure 5 State Diagram

3.4 Methodology

In this part, we will demonstrate the preliminary stages of our application’s design and
functionality. The user visits the website where the platform is housed and registers and votes

in a safe and open environment. The procedure is described in detail below.

3.4.1 Registration Stage

At this point, the voter must provide his or her Aadhar number, email address, name, and
phone number in order to register to vote. Because authentication in this system is based on

face recognition, they must also provide a high-quality photo of themselves.
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3.4.2 Login

The voter then attempts to log in and cast his vote after registering. The first step in the voting
process requires the voter to provide a password. After logging in, the voter must authenticate
before casting a ballot. Facial recognition technology is utilized for instantaneous

authentication to boost safety.

3.4.3 Blockchain Technology

Security is the primary use for this technology. Blockchain creates an atmosphere that is safe
and open to all parties involved. Blockchain uses an asymmetric encryption technique to
encrypt the voter’s message (Casted vote). The Blockchain supplies the public key, and the

host has the private. To verify your identity when accessing the ledger, use the public key.

3.4.4 Ethereum

The Ethereum network serves as a platform upon which the blockchain may be built and
stored. The information about each block is generated and kept in a secure ledger. High fault
tolerance is achieved by distributing these created blocks throughout the nodes. A voter who
doesn’t utilize Ethereum can’t cast a vote. This is why ganache is utilized. Ganache is an
implementation of the Ethereum blockchain that may be used to communicate with smart

contracts on a private blockchain in a manner similar to Ethereum.

3.4.5 Database

The MongoDB database stores all system data. VVoter names and 1D numbers, as well as other
voting-related information like polling location, day, and hour, will all be collected.

3.4.6 Admin

The entire system will be under Admin’s command. The administration will check the
eligibility of voters and candidates. Voting schedules are set by admin alone. Administrative

control extends to critical communications like results and the like.
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3.4.7 Results Phase

In the results phase, ballots are processed and counted. The outcomes are created and shown
on the online platform. VVotes cast by users can be validated by using their public keys. This

guarantees that the voting process is open and honest.

3.4.8 Meta Mask

Users of the blockchain may control their funds via MetaMask. Users may access the wallet
and make transactions directly from their browser by installing the associated add-on. A meta

mask appears whenever a transaction is made, prompting the user to approve the activity.

3.4.9 Truffle

MetaMask allows users on the blockchain to manage their own cash. When the related
browser extension is installed, users may access the wallet and conduct transactions without
ever leaving their browser. Every time a purchase is completed, a meta mask pops up to ensure

the user is okay with the action.

Database -

Candidate” —

Count Votes —
{’"i" i
Votes = er Caste Vote ~

] Voter_info ©

!

\J Resuilt =

Figure 6 Overview of System
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3.5 Voting Process

Based on the present state of the system, we now detail a user’s usual experience interacting
with the proposed method. The voter essentially signs into the system by having their face
scanned. The voter’s identity is confirmed by the system after a facial scan. If a voter’s
preferences are discovered to be similar to those of a candidate, the voter will be shown a
selection of opposing candidates. If the match is not successful, on the other hand, access will
be revoked. Authentication (in this example, a facial recognition system) and role-based
access control that have been properly implemented allow for this feature to be realized.
Additionally, it is assumed that each voter is allotted a certain electoral district, and that this
information is utilized to generate a list of candidates from which the voter may make their
selection. Due to the offline nature of voter registration, it is not possible to include that
process in this research.

Votes are uploaded to the public ledger once they have been cast successfully and mined by
several miners for verification. Blockchain technology employs cryptographic hashes to secure
end-to-end verification, making voting a particularly safe process. On this context, a vote
counts as a transaction on the blockchain of the voting app. As a result, the deciding vote is
recorded in the final tables of the database and included as a new block in the blockchain (after
successful mining). The system guarantees that no two people may possess voting machines or
control the same vote. A matching voter face is used at the beginning of each voting attempt to
ensure that only once has been counted. When miners “mine” a vote, a separate transaction is
created for each vote. A malicious vote will result in the miner being disqualified.

As soon as the validation procedure is complete, the user will get a notice by message or
email including the transaction 1D described above. While this fulfills its job as a voter alert, it
prevents anybody from learning how an individual voter cast their ballot. An individual voter
is identified on the blockchain by their cryptographic hash, which is their unique hash. The
entire voting process can be more easily verified thanks to this addition. In addition, this id is
encrypted so that not even the system operator or administrator can see it, protecting voters’
privacy.

3.6 Blockchain
3.6.1 Introduction

Bitcoin, the very first cryptocurrency, has put blockchain technology in the spotlight due to its
popularity and ease of use. Blockchain technology has its roots in the underlying structure of
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the bitcoin cryptocurrency; it was first introduced to the online world through this medium,
where it quickly gained attention and traction due to the high level of transparency it offered.

Several disciplines as alternatives.

To put it briefly, blockchain is a distributed, immutable ledger that may be used to track
assets and keep tabs on financial dealings inside a company network. Intangible assets include
things like intellectual property, patents, copyrights, and branding, whereas physical assets
include things like a house, car, cash, and land. Today, almost anything can be recorded and
traded via a blockchain, making transactions cheaper and safer for all parties involved.
Blockchain uses “blocks” to organize its data. Before being distributed across the network in
individual blocks, all of the data that will be stored on the blockchain is first split into smaller
components. A “Genesis Block™ or “Block 0” is the first block in a blockchain. “Block 0” or
“Block Gene-sis” In certain cases, the genesis block is hard-coded into software; when this
occurs, the block is unique in that it does not include a connection to the preceding block. The
Genesis block is unique in that it does not include a reference to the prior block (the Genesis
block), which is often hardcoded into the program.

( Block 10 ) Block 11 Block 12 )
Prev_Hash ] Timestamp ] Prev_Hash ] Timestamp Prev_Hash ] [ Timestamp ]
Tx_Root ] Nonce ] Tx Rootg] ' Nonce | [ Tx_Root ] [ Nonce ]

Na —/

HashO1 I Hash23

HashO] [ Hashl Hash2 ] [ Hash3

t 1
T J[ we ) (o

Figure 7 Hash Table

[ Tx0

The ballot paper machine was a paper-based voting system used in India before to 2004.
Therefore, the blockchain is the most practical alternative for the electronic voting platform, as
it can address all the problems that plague the current system. There has been a lot of research
into electronic voting, and many different implementations have been tried and deployed for

short periods of time, where issues such user authentication, vote tempering, etc. have been
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encountered. There are several government-run online resources, such as polling sites,
informational networks, question and answer forums, etc. However, the same cannot be said
for online elections, where each vote cast actually matters to the success or failure of a
candidate. The most popular form of government in use today is a democratic form of
government, and formal elections are a cornerstone of that form of government. When
compared to the current voting system, the new electronic voting system will be simpler, more
accessible to voters, and more secure than ever before. By expanding access to voting, these
strategies help lower the barrier of entry for many statutes. This improves the experience for
those who are sick, in the military, who live overseas, or who have travelled abroad for
vacation, and gives it a fighting chance to endure long lines at checkpoints. Many people, it
has been determined, did not vote because they were too lazy to do so, therefore the
26ecentralize voting method can fulfil its function here. Since everything else in the modern
world is digital, the voting process has fallen behind. VVoters between the ages of 18 and 30

represent a unique demographic, and attracting their support may be difficult.

FrEzazve.

Result

Blackchain
Relay Node, BlockVOTE Contract

Figure 8 Architecture of E-Voting
3.6.2 Solidity

To automate financial dealings on the blockchain, developers turn to smart contracts written
in Solidity, an object-oriented, high-level programming language. Developers on the Ethereum
project came up with the language after it was introduced in 2014. The language’s primary use
case is in the development of smart contracts, both for the Ethereum blockchain and for usage
with other blockchain implementations.

Solidity is comparable to JavaScript, a widely used computer language. It’s similar to
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JavaScript, but it’s a somewhat different language. If you’re familiar with JavaScript, you
might find it simple to learn Solidity. The programming languages C++ and Python are also
related to Solidity.

Solidity eliminates the requirement for binary code entry because it is a high-level language.
It simplifies the process of writing computer programmes by allowing people to use a mix of

letters and numbers that is more intuitive to them.

Inheritance, libraries, and sophisticated user-defined types are all supported in Solidity, which
is statically typed. Static typing in Solidity requires the user to declare all variables. The
compiler can ensure proper variable usage thanks to data types. The two main forms of data in
Solidity are value types and reference types.When it comes to the EVM (Ethereum Virtual
Machine), the primary distinction between value types and reference types is in how they are
allocated to a variable and stored. While updating the value of one value type variable does not
impact the other, updating the value of a reference type variable may result in the modified

value being referenced by anybody.

« How Does Solidity Work?

The Ethereum ecosystem is attractive because it supports a wide variety of digital currencies
and distributed applications. Ethereum’s smart contracts enable the development of novel
technologies for use by a wide range of industries and institutions.

The global expenditure on blockchain solutions annually is in the billions. Solidity is used to
construct several of these solutions. To simplify and speed up interactions between parties in
the business world and the rest of society, Solidity-based smart contracts can be used. This

guarantees that all blockchain transactions are made by legitimate parties..

3.6.3 Smart Contract

Like any other contract, the details of an agreement are laid forth in a smart contract. Smart
contracts, in contrast to traditional contracts, are put into action in the form of code on a
blockchain platform like Ethereum. For industries as varied as lending, insurance, supply
chain management, and gaming, smart contracts provide a way to implement complex peer-to-
peer functionality.

» How do smart contracts work?
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How Smart Contracts Work?

. Match Buyer with Seller .
o Exchange >
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Figure 9 Smart Contract Working

There are several different programming languages used to create smart contracts, such as
Solidity, Web Assembly, and Michelson. To ensure the correct operation of smart contracts on
the Ethereum network, their source code is recorded in the distributed ledger and can be seen
by anyone.In addition to the blockchain and transaction data, every computer on the network

(a “node”) holds a copy of all active smart contracts and their current state.

When a user deposits money into a smart contract, all of the nodes in the network run their
code to determine the outcome and the subsequent flow of value. This is what makes it
possible for users to conduct sophisticated financial transactions with unknown parties, while
yet having the smart contract function autonomously and safely, without the need for a trusted

third party.

A cost known as “gas” (so named because it funds the maintenance of the blockchain) must

be paid in order to execute a smart contract on the Ethereum network.

3.6.4 Ethereum

Ethereum is a platform for decentralized application (app) and organization (org)
development as well as asset (asset) storage, transaction (transaction), and communication
(communication). With Ethereum, you may remain anonymous if you so want; you decide

what is shared and what stays private. Ether, Ethereum’s native coin, is accepted as
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payment on the Ethereum platform. Here are some of Ethereum’s advantages.

A big, preexisting network. Ethereum's advantages include a’reliable network that has been
put through its paces over the course of many years and billions of dollars’ worth of
transactions. It has the largest blockchain and cryptocurrency ecosystem as well as a
significant and dedicated user base throughe Adaptable to a wide variety of settings.

When not being used for its own purposes, Ethereum may manage monetary transactions, s
mart contracts, and data storage for other applications. Constant innovative work.

The vast Ethereum development community is always brainstorming ways to improve the |

platform and build innovative applications.

The promise of Ethereum’s decentralized network is that it will eliminate the need for
middlemen in several spheres of human activity, including the drafting and interpretation

of contracts, the transfer of money, and the hosting of websites.

Ethereum Disadvantages:

* Increasingly high transaction costs. As Ethereum has gained in popularity, transaction
fees have increased.

« Ethereum’s transaction fees, called as “gas,” may be extremely volatile and expensive.
That’s fantastic if you’re a miner, but not so wonderful if you’re just trying to access the
internet. Participants in an Ethereum transaction must pay the cost themselves, in contrast
to Bitcoin’s system, which compensates individuals who verify transactions with tokens.

» Inflation in cryptocurrency is a possibility. Ethereum has a yearly cap of 18 million
Ether, but there is no cap on the total amount of tokens that might ever be created. For
investors, this may imply that Ethereum behaves more like dollars and doesn’t grow in value
as quickly as Bitcoin, which has a fixed supply.

* Developers have a steep learning curve. Ethereum’s learning curve can be steep for

programmers making the switch from 29ecentraliz to 29ecentralized systems.

3.6.5 Metamask

Ethereum has risen as its popularity has grown.

In Ethereum, transaction fees are referred to as “gas,” and they have the potential to be both

volatile and costly. If you’re a miner, that’s great news, but if you’re simply trying to go

online, it’s not so great. In contrast to Bitcoin’s approach, which rewards those who verify
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transactions with tokens, all Ethereum participants must bear the cost of the transaction
individually.

Cryptocurrency inflation is a distinct possibility. While the maximum annual supply of Ether
for Ethereum is 18 million, there is no limit on the potential size of the token supply. For those
looking to invest, this might mean that the value of Ethereum is more stable than Bitcoin’s,
which has a fixed supply.

The learning curve for developers is high. Developers transitioning from centralized to

decentralized systems may find Ethereum’s learning curve challenging.

3.6.6 Truffle

The transaction expenses are getting to be too much. Increasing transaction costs are a direct
result of Ethereum’s rising profile.
For developers transitioning from 30ecentraliz to 30ecentralized systems, Ethereum can have a

high learning curve..

3.6.7 Ganache

Ganache is a programme that helps us launch an Ethereum node on our local machine. The
blockchain is a powerful tool because it can be used in every step of software development.
Ganache enables us to launch, develop, and test all of our dApps in a secure and predictable

environment while we set up our local blockchain.
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Figure 10 Blockchain Transaction Flow

3.7 Face Recognition

Here, we use facial recognition to verify users’ identities. User authentication via facial
recognition is required prior to voting for any candidate. There will be more confidence in the
results of elections when voters can be assured that just their own faces are appearing on the
ballots.

The simplest face recognition library in the world can be used with Python and the command
line to perform recognition and manipulation of faces. Developed with dlib’s state-of-the-art
deep learning face recognition algorithm. Its performance on the Labelled Faces in the Wild
benchmark is 99.38 percent accurate. The bundled face recognition command line program
streamlines the process of identifying individuals in a large number of images.

3.7.1 Features

» Find face

Output

Input

Figure 11 Find Face
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« Find and manipulate facial features

Get the locations and outlines of each person’s eyes, nose, mouth and chin.

Input Output

Figure 12 Extract Facial Feature

« Identify faces in pictures

Recognize who appears in each photo.

»  Picture contains
“)oe Biden”

Input Output

Figure 13 Identify Faces
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3.7.2 Command-Line Interface

When you set up face recognition, you’ll have access to a little command-line tool with the
same name, which can be used to recognize faces in either a single photo or an entire album.
You must first provide a folder in which one image represents each member of your current
social group. It’s important that each person in the shot has their own distinct image file, with
names that accurately represent who they are. The files you want to tag must then be located in
a separate folder.

By comparing the folder of known individuals against the folder (or single picture) of
unknown people, the command face_recognition will tell you who is in each photo.

The finished product depicts each individual face as a single line. In the data, commas
separate the filename from the name of the identified individual. We refer to a person whose
face appears in a photo but who doesn’t appear in the known_people folder as an
unknown_person.

3.8 Timeline Chart
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Figure 14 Project Timeline Chart
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Chapter 4: Implementation and Testing

4.1 Software and Tools

4.1.1 Hardware Requirements

* Hardware that is hosted locally.

Hardware must be there until it is hosted to cloud servers and ready to pitch. After that anyone can use
it through any smartphones or pc that has web browser inside.

The Jetson Nano is a small, powerful computer designed by Nvidia for use in embedded systems and
artificial intelligence (Al) applications. It features an NVIDIA Maxwell GPU with 128 CUDA cores, a
guad-core ARM A57 CPU, and 4GB of LPDDR4 memory.

The Jetson Nano is designed to run Al workloads, making it ideal for developing and prototyping Al
applications such as object recognition, robotics, and autonomous vehicles. It is also capable of running
high-performance computing workloads, making it a versatile platform for a wide range of
applications.

The Jetson Nano comes with a range of software tools and libraries, including NVIDIA’s JetPack
SDK, which includes CUDA, cuDNN, TensorRT, and VisionWorks. These tools make it easy to
develop and deploy Al applications on the Jetson Nano.

The Jetson Nano is small enough to fit into a variety of devices, including robots, drones, and other
embedded systems. It also has a low power consumption, making it ideal for use in battery-powered
applications.

4.1.2 Software Requirements

* React-js for the front end

* React is a Ul-focused JavaScript library.

Single-page apps are constructed using React.

* The UI components we build with React may be used again and again.
« Stability at the Back End

To create smart contracts, Solidity is an object-oriented, high-level language. In the Ethereum

blockchain, smart contracts are the governing software for how accounts are used.

* A Curly bracket language, Solidity was developed with the Ethereum Virtual Machine

(EVM) in mind. It borrows ideas from Python and JavaScript in addition to C++. The section
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on language effects provides further information about the languages that have influenced the

development of Solidity.

« Solidity is statically typed, allowing for a wide variety of features, including inheritance,

libraries, and sophisticated user-defined types.

* You can build voting systems, crowdfunding platforms, blind auctions, and multi-signature

wallets with Solidity contracts.

* Contracts should be deployed using the most recent stable version of Solidity. Except in rare

circumstances, security patches are only applied to the most recent release.

Additionally, both major and minor updates are consistently added. To reflect this rapid

evolution, we presently use the version number 0.y.z.

» Extras: Web address, Web host, server, and online backup

The newest version of the front-end programming language, React-js, and the solidity
language, which is required since the application runs on Blockchain technology, must already

be loaded on the hardware.

4.1.3 Software requirements for our clients

*  Windows 7 or higher OS

* Google chrome or any other safe browser

Client just need not to worry about anything just trust on over new innovation and head towards the

transaction through any smartphone or pc that has web browser inside.
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4.2 User Interface and Snapshots

4.2.1 Home page and Admin Login

& Secure E-Voting Machine Home Election Result

. TRANSFORM

VOTING

Admin Login used for admin to Login in the System without email address and password admin or
any other person can not login using this module as shown in Figure 15.

Admin Login

.|

Sign in

Email Address
[admm@gman com ‘

[J Remember me

Forgot password?

Figure 15 Admin Login
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4.2.2 Admin Dashboard

Here Figure 20 shows Admin Dashboard where admin get all the information like total number of
users, candidates and elections available in the system and also navigate to other modules like user

candidate, election changing phase or showing result.

Home / dashboard

BALLOT

Users aa Candidates aa Elections as

Dashboard

2} 3 1
User

Candidate

Election

Phase

Result

Logout

Figure 16 Admin Dashboard

4.2.3 View Users

Admin can view details of the users as shown in Figure 21. He can perform operations like edit users

or delete user and add the user in the voting system.
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Home / user ADD USER

BALLOT

I COLUMNS = FILTERS & DENSIT

Username Email Location Mobile Edit Delete
Dashboard

islamtalha01 islamtalha01@gmail.com undefined 03136632202 Vv i

Muneeb_01 muneeb@devops.com Pakistan 030065412367 Vd [}
Candidate Ali John Nagqvi alijohnnaqvié@gmail.com Pakistan +923025919139 7 ]
Election Jahangir.Baloch Balochikhatri@gmail.com Pakistan 03118159063 Va ]
Phase Maroof_01 Maroof_Hussain@gmail.com Pakistan 32423523455 V4 [ ]

Inam inamsajjad9218@gmail.com Pakistan 03111234556 v i
Result

Ali Asif asdfg@gmail.com Pakistan 12345678998 /7 ]
Logout

fkafridi.ee41ceme fkafridi@gmail.com Pakistan 03456789123 Va [}

alpha alpha@01gmail.com undefined 03335286750 7 ]

Rows per page: 25 ~ 1-90f9

Figure 17 View Users

4.2.4 Add User

Admin can add user in the system using this gui where admin have to fill details like username, first
name and other details after click on add user guy will get username and password in the e-mail which

is entered in the given form.

Home / user / add

BALLOT
Add User
Dashboard Isername
Fir e Last e
Candidate
Election -
Phase Mobile *
Result
1 Confirr

Logout

OPEN CAMERA TAKE IMAGE SCAN FINGERPRINT [EASISNVEISa]

Figure 18 Add User
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4.2.5 Add Candidate

Admin can add candidate and in the voting phase user will vote for this candidate.

Home / candidate / add

K

BALLOT
Add Candidate

Dashboard admin@gmail.com

User Flrst L

Muhammad Fazal

Candidate )
Birth Date mm/dd/yyyy O
2000

Election

Qualificatio Locati
Phase ’/ BA “ Multan
Result

Descriptio
Logout

ADD CANDIDATE

Figure 19 Add Candidate
4.2.6 Add Election

Admin can add new election in the system with the unique election name and also add candidate from

the available candidate with the dropdown menu of candidates.

Home / election / add

BALLOT

Elections

Dashboard [ College

User
Person 3 Person_2

Candidate

SAVE
Election

Phase

Result

Logout

Figure 20 Add Election

39



4.2.7 Edit Phase

From this Page Admin can change the phase of election.

Home / phase / edit / 6467d97cfbOaf7ea6f0ach68

BALLOT

Edit Phase

Dashboard Eme college Election

Person_1 Person_3 Person 2 v

Candidate

Election { Wﬁ& o =
Phase UPDATE PHASE

Result

Logout

Figure 21 Edit Phase
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4.2.8 View Elections
Here User can select election in which election user want to vote.

Home Election Result

& Secure E-Voting Machine

Elections
_—

voTe

Eme college Election
Candidates :
1. Person_1
2. Persc

VIEW DETAILS

Figure 22 Elections

4.2.9 Candidate of Election
Here user can select candidate for voting and click on vote the python script will be execute and

camera will be open in 30 seconds.

Home Election Result

g Secure E-Voting Machine

Candidates of Eme college Election

Person_3 Person_2
Name Name HAMMAD Hamza

Person_1

Nar hammad Ahmad Name UHAMMAD Naeem
Location: Kasur ation: Rawalpind

Locatio!

VOTE VOTE VOTE

Figure 23 Candidates of Elections
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4.2.10 Login User

User will be recognize using python script and the username will be shown in the username box

automatically After entering right password metamask will be open for transaction.

Voter Login

SCAN FACE

SCAN FINGERPRINT

NEXT

Figure 24 User Login Page

4.2.11 Voting Interface

g Secure E-Voting Machine

Enter Credentials

MetaMask Notification - 0O X

@) Account2
http://localhost:3000
0x781...5 ERACTION @
DETAILS A HE
0.00515564
Gas L]

0.00515564 ETH

30 seconds Max fee: 0.00686772 ETH

0.00515564
Total
0.00515564 ETH

Max amount: 0.00685772 ETH

‘ feect “ m

Figure 25 Voting Interface

4.2.12 Metamask Transaction Details

Here Ethereum will be transfer from user account to candidate account using metamask After
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confirming transaction user will get alert for successful transaction and also get email.

@ TRANSACTIONS

GAS PRICE
20000000000

GASLIMIT
6721975

HARDFORK
MERGE

RPC SERVER
HTTP://127.0.0.1:7545

MINING STATUS

CURRENT BLOCK.
. AUTOMINING

NETWORK 1D
77

TXHASH

©x3201c07299bf97258307672ae31455f997ce7766ec3fc81ca3196eabdcf798c9

FROM ADDRESS TO CONTRACT ADDRESS BAS USED
©x700Ef3c6cCe66FE7a6b2c324BBAC357Da3C93913 Transaction 175993
TXHASH

6xlabcOcb690a5a4foa2c52d5f5f9c08997a49a59c6dcest4635b8784c56a1a7654

FROM ADDRESS TO CONTRACT ADDRESS GAS USED
©x700Ef3c6cCe66fE7a6b2c324BBAC357Da3C93913 Transaction 175993
TXHASH

0x713f3e067926d4110a919491a8e03¢c91969bf80fa564d23c2f8a52062d4al4sd6

FROM ADDRESS TO CONTRACT ADDRESS GAS USED
©x903bF25B68a942e4Fd115f63A1CEa0ABC45aC310 Transaction 210193
TXHASH

0xc3ddee3asa79cccc0d1db29a2401267843¢c089a9bbc337589d11¢261761db791

FROM ADDRESS CREATED CONTRACT ADDRESS BAS USED
©x903bF25B68a942e4Fd115f63A1CEa0ABC45aC310 0x78199B5202634C7E944ebet2D6F19BeBEGFC555e 750363
TXHASH

0x5c196417f0ed9525e60b16a5862a2c117730c8c8fbc523c89e62ec768fb2ad0d

FROM ADDRESS CREATED CONTRACT ADDRESS BAS USED
©x903bF25B68a942e4Fd115f63A1CEaBABC45aC310 0x5764E51a05456F2a749b9BO7183b4A3FaC317163 750363

Figure 26 Transaction Details

4.2.13 Result of Elections

Here user can view all the election which phase is result and view details of the elections.

& Secure E-Voting Machine Home

Winner of Eme college Election

Person_1

Name : Muhammad Ahmad
Total Vote : 3

Location: Lahore

Election

WORKSPACE
FYP

VALUE

]
VALUE
VALUE
]
CONTRACT CREATION
VALUE
]
CONTRACT CREATION
VALUE
]
Result

Figure 27 Result of Elections
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4.2.14 Result of Candidates

Here user can view total vote of the candidate which election is chosen.

& Secure E-Voting Machine

Person_1

Name : Muhammad Ahmad
Total Vote : 3

Location: Lahore

Result of Eme college Election

Person_3
Name : MUH
Total Vote : 1
Location: Kasur

AD Naeem

Home

Election Result

4.2.15 Blockchain Account

CCOUNTS

CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORK 1D RPC SERVER
7 57 HTTP://127.0.0.1:7545 AUTOMINING

(C
20000000000 6721975 MERGE

Figure 28 Candidate Result
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Figure 29 Blockchain account
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4.2.16 Blockchain Block

CURRENTBLOCK  GAS PRICE GASLIMIT HARDFORK  NETWORKID  RPC SERVER MINING STATUS WORKSPACE
7 20000000000 6721975  MERGE 5777 HTTP:/127.0.0.1:7545  AUTOMINING FYP
BLOCK MINED ON GAS USED
i 2023-05-21 14:50:33 175993
BLOCK MINED ON GAS USED
6 2023-05-21 14:20:37 175993
BLOCK MINED ON GAS USED
5 2023-05-21 14:20:28 175993
BLOCK MINED ON GAS USED
4 2023-05-20 12:57:37 210193
BLOCK MINED ON GAS USED
3 2023-05-20 11:27:58 750363
BLOCK MINED ON GAS USED
2 2023-05-20 11:26:53 750363
BLOCK MINED ON GAS USED
1 2023-05-20 10:14:07 750363
BLOCK MINED ON GAS USED |
0 2023-85-20 69:59:29 [ i

Figure 30 Blockchain Block
4.2.17 Transaction History

~mex TX 0x3201c07299bf97258307672ae31455f997ce7766ec3fc81ca3196eabdcf798¢c9

SENDER ADDRESS TO CONTRACT ADDRESS
CONTRACT CALL

0x700Ef3c6cCe66fE7abb2c324BBAC357Da3C93913 0x78199B5202634C7E944ebet2D6F19BeBE6TC555€e -
VALUE GASUSED GAS PRICE GASLIMIT MINED N BLOCK
0.00 ETH 175993 2001248200 175993 6
TXDATA
0x25ecC60000000000000000000000000700e f3c6cce6fe7abh2c324bbac357da3c9391

1 183634356538656563643238333464
306563656231363561 183634363764393763666230616637656136663061656236

183634363764386161666230616637656136663061656235360000000000000000

CONTRACT

CONTRACT ADDRESS

Transaction 0x78199B5202634C7E944ebet2D6F19BeBE6TC555€e
FUNCTION

addToBlockchain(receiver: address, user_id: string, election_id: string, candidate_id: string)

INPUTS
0x700ef3cbccebbfe7abb2c324bbac357da3c93913, 645e8eecd2834d0eceb165a9, 6467d97cfhOaf7eabflaeb68, 6467d8aafblaf7eabfbaeh56
EVENTS

Figure 31 Transaction history
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Chapter 5: Conclusion and Future work

5.1 Conclusion

In summary, this initiative eliminates the requirement for the user to bring any specialized equipment
to the open air for writing. By making the most of our time and energy, we may effectively
communicate our thoughts and ideas on paper.

Due to the use of a blockchain network and Two-Factor Authentication, the suggested machine is
extremely safe.

Voting on a blockchain network is fast and can be done on a massive scale.

We built the front end in ReactJS and the back end in Flask (a python backend framework). Our Face
Recognition system was created in Python with the help of OpenCV and dlib, and it communicates
with a MYSQL database.

As things are, working online is a need. Mainly, teachers find it challenging to teach without writing,
making online education more challenging. Our project is relevant in this context.

Once the project website is up on the server, instructors anywhere will have easy access to it, and those
who want to do their work through pen and paper can do so with the help of a webcam. (For example, a
maths teacher may use it to demonstrate an equation to their online class.)

To sum up, we can claim that we've developed a solution combining python libraries and OpenCV that
will allow everyone to effectively communicate during online meetings, even if they don't have access

to a keyboard.
5.2 Future work

Election Monitoring: Finally, election monitoring can be used to detect and prevent fraudulent
activities. This can be done by having independent observers monitor the election process,

using video surveillance, and conducting random audits to ensure the accuracy of the results.

ML Cyber Security:

Anomaly Detection: ML algorithms can be used to detect anomalous behavior in the election
process, such as unusual patterns in voting behavior or attempts to manipulate the election
results. By using ML to monitor the election process, it becomes possible to detect fraudulent

activities and prevent them before they cause damage.

Predictive Analysis: ML algorithms can be used to predict potential cyber threats to the
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election process. By analyzing historical data and identifying patterns in cyber-attacks, ML
algorithms can predict future threats and help election officials take proactive measures to

prevent them.

User Behavior Analytics: ML algorithms can analyze user behavior in election systems to
detect unusual activity or attempts to manipulate the system. For example, ML algorithms can
analyze user login patterns and detect suspicious login attempts or attempts to access sensitive
data.

Natural Language Processing (NLP): NLP techniques can be used to analyze social media
and detect potential threats to the election process. By analyzing social media activity, it
becomes possible to detect fake news, disinformation campaigns, and other attempts to

manipulate public opinion.

Fraud Detection: Finally, ML algorithms can be used to detect fraud in the election process.
By analyzing voting patterns, it becomes possible to detect attempts to manipulate the election

results or cast fraudulent votes.

Hash Balloting and User Privacy:

Hash Balloting: Hash balloting is a technique where a voter's identity is protected by
generating a unique cryptographic hash value from their personal information, such as their
voter ID or biometric data. This hash value serves as a pseudonymous identifier for the voter.
User Privacy: By using hash balloting and blockchain, user privacy can be preserved in the

following ways:

a. Pseudonymous Identification: With hash balloting, voters are identified using
cryptographic hashes, which do not reveal their actual identities. This protects their privacy

and prevents the linkage of votes to specific individuals.
b. Data Encryption: Electronic voting systems can encrypt voter data to ensure its

confidentiality during transmission and storage. Encryption techniques, such as symmetric or

asymmetric encryption, can be employed to safeguard sensitive information.
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c. Decentralization: Blockchain technology offers decentralization, where multiple nodes in
the network maintain a copy of the ledger. This eliminates the need for a central authority that

could potentially access or manipulate sensitive voter data.

So far, the project is effective and can be introduced at college or school level voting purposes that will
ensure complete secrecy with no fraudulent behavior involvement.

As this system can be mainly used for college voting so it’s part of face recognition can be used as an
attendance system where we just must add the scanned student name into a file.

This system uses Ethereum coins for casting the votes so in future we can use Hyperledger (i.e., it
doesn’t use a cryptocurrency for transaction) for implementing blockchain so we can make this system

free for people to cast votes.
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