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ABSTRACT 
 

Cloud based home automation project is automation of home, using cloud computing. 

Cloud computing is on demand services including storage, virtual images of the operating 

system and the other resources required for the computation having ubiquitous access. 

 The major benefit of using cloud computing is to provide centralized storage with 

“security, real time complex computation” which normally requires some latency in personal 

computers. Keeping these points in view, for the sake of making the home appliances 

accessible round the globe 24/7 by utilizing Microsoft Azure cloud. 

 Previously there has always been a hassle of controlling the home appliances manually 

either by manually operating them or seeking help of some other person to do this job. But 

now the scenario has changed. 

In the new era of technology all worries are faded away after the introduction of 

automation.  

In order to achieve the goal of remotely controlling the appliances (smart and non-smart 

devices), This project is partitioned into three parts 

• Front-end user interface 

• Website programmed in React Node Js. Responsible for the connection between 

the front end and azure services. 

• Azure cloud  

• For the assistance of using the services required for this project including  

o Azure Active Directory: - Providing the identity services to our project  

o Cosmos Database: - Real time data base for storing the appliances data, 

states in real time  

o Azure Web Service: - For deploying the web application and making it 

available to users 

o Azure Iot-Hub: -For interfacing the “smart home hub” to Azure  

• Smart home Hub 

• Hardware based solution for controlling the appliances including 

o Non-smart home appliances 

o Smart home appliances 

o Wireless Non-Smart appliances  
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Chapter 1: Introduction  

1.1 Introduction 
Lately, the worldwide utilization of PCs and cell phones has inclined. It has increased the 

worldwide competition and need for organizations to venture into various geological regions 

to be supportable. To meet this demand, there is a requirement for the efficient use of assets in 

the pursuit of functional excellence. Distributed computing, an arising development looks to 

address these necessities. Despite of ithe ifact ithat idistributedi computing is n't iabsolutely inew,iits 

icommercialization ibegun iaround iyear i2000.iDistributed icomputing ijust includes ithe iarrangement iof 

idata iinnovationi(IT) iarrangements ias ia ihelp i  instead iof ias ian iitem ithrough ithe iWeb. As such 

there may be fierce competition amongst predominant cloud carrier carriers consisting of 

Amazon, Microsoft, Salesforce, and Google for a proportion in this Revenue. 

     Cloud computing may be defined as "the ability to access records, databases, files, 

information, programs and services from an Internet through the Web browser”, and "paying 

for the utilized services and resources". Erroneously it is often used for software as a service 

(SaaS), and grid computing, iwhich iare ijust itwo iforms iof iservices, icloud icomputing ican 

igive.iDuring ithe ipast ithree idecades,itoday ithe ifiguring ifield ican iimagine ichanging iin to ithe 

icloud icomputing iperiod ion iaccount iof ithe iamazing iadvances iin Information Technology. iThe 

iadvances iincorporate ithe idevelopment iof ithe iWebispine, itheifar-reachingi reception iof ibroad 

band iadmittance ito ithe iWeb,ithe istrong iorganization iof iservers and icapacity iin iserver ifarms,ithe 

iadvances iin ielite iexecution iand iadaptable iprogramming iframe work ifor ithe iserver ifarms iand 

ithe iInternet,iand isoion. iThe iengineering iof ia icloud iincorporates ia ifew ikey imodules:iclient 

icommunication iinterface, istructureire source iexecutive’sipanel iwith ia icloud iinventory,iand iasset 

iconnectivity icircuit.iThe imachine iuseful iresource icontrol imodule ideals iwith I a igigantic iserver 

iworking iparallel.iIt ilikewise iutilizes ivirtualization istrategies ito iprogressively iallot iand ide-allot 

iregistering iassets iand iservices. 

     To help the greatest number of client and flexible service, with a smaller number of 

resources, cloud computing was invented. In couple of years, the emerging cloud computing 

has turned into the most sweltering innovation. Starting from Google paper publication to the 

commercialization of Amazon, and to the assistance giving Synaptic Facilitation, cloud 

computing has been advanced from interior IT framework to public help, from cost saver to 

income producer.  

     Like web-based business, cloud computing is one of the most dubious strategy phrasings 

ever. This is because cloud computing can be utilized in numerous applications, and it is also 

used by many individuals, companies and organizations for business advancement through the 

utilization of it global accessible services. 

     The iPC iutility iturn iin to ithe ipremise iof ia inew iand isignificant iindustry,iwhich isuggested 

ithe ihidden iideas iof icloud icomputing.iPresently there are loads of definitions and similitudes of 

cloud computing. Cloud Computing is a sort of processing procedure where IT administrations 

are given by gigantic minimal expense figuring units associated by IP. 
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 some of the core attributes of Cloud computing are:  

• Universally useful. 

• Dynamic Scheduling of resources 

• Virtualized and Actual asset 

• High versatility and flexible 

• Huge scope figuring assets  

     A tight stress is positioned to the prevailing storage and Computing. The Internet carrier 

carriers begin to use the reasonably-priced PCs for the underlying hardware platform. Different 

varieties of software program technology introduce to theses elastic PCs, lading to three 

essential cloud computing patterns primarily based totally at the underlying useful resource 

abstraction technology: and Microsoft style(Hypervisor), Google Style (precise sandbox 

approach) and Amazon style (virtualization of server).Deciding the best out of them is not an 

easy job, however reputedly virtualization of server is extra bendy and well suited with current 

software program and applications; even as the sandboxes positioned extra regulations 

,however much less over headed abstraction. Currently, virtualization of Server is the 

maximum famous useful resource abstraction approach in cloud computing. Cloud computing 

is important method for IT vendors, carrier carriers of ISP and telecom. 

1.2 Cloud Computing for Home Automation 
     With the advancement in the field of sciences and technology, the prices of the devices 

operated on the principles of technology has been reduced as compared to the previous era. 

This led to the idea of utilizing more and more devices and making a common pool of these 

devices to perform a unified dedicated functionality. 

     One of the notable advancements is in the idevelopment iof ithe iEmbedded isystems iwhich 

iis ibasically ithe icluster iof idifferent idevices iarranged iin isuch iorder ito imeet ithe ispecific 

irequirements iand ito imake ithe ilife iof human comfortable. 

     The main target is to automate the living place of human which is for most important to 

innovate it. Innovation includes automating the appliances of the house without the human 

intervention and thus avoiding the hassle of physically going to operate manually appliances. 

For the sake of making the ordinary home automated, home has taken hold in conjunction with 

such automated households.  

     As mentioned in the introduction section, using the services and the concepts provided 

by the cloud computing, home automation can be taken to the next level. Previously when the 

data was taking long time to process, now with the integration of the cloud computing on the 

back-end side, large data can be processed with the minimal execution time thus reducing the 

latency of data processing and transmission opening the gateway to the secure home 

automation system accessible around the globe any way and time.  
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Figure 1. Cloud Computing for Home Automation 

 

1.3 Motivation 
Home Automation is in ascent from couple of years. Presently most of the things are 

constrained by Cloud (IOT), a consistently developing innovation. There have been intelligent 

and developed arrangements in the space of home automation. All the appliances should be 

entirely autonomous with no client mediation in any structure at all for improve the way of 

life. Empowering the end client bother free collaboration with the appliances as it seeks and 

respond on the client's desire without him actually tapping the on/off button. Sensor wired 

frameworks are more challenging to deal with and furthermore require a lot of measure of 

wiring the sensors at various areas. Subsequently, the significance of remote sensor hub has 

been on the ascent and is a basic variable for proficient execution of home automation. Energy 

saving is one of the critical benefits of mechanizing home apparatuses. Consequently, the client 

should be kept mindful of the energy utilization of the mechanized apparatuses. In an emerging 

nation like ours, where individuals have occupied life plans, giving productive energy saving 

and solace at low costs and higher proficiency is of most extreme significance. The Security 

and privacy of home is compulsory due to the intervention in many homes, on the off chance 

that we have different kind of safety highlights, a mind peaceful life of home. 

     Home Automation is the basic requirement of today’s lifestyle and is of great 

importance. Everybody running a futile daily existence, booking our regular errands helps us 

by and large. Innovation of different technologies are the boon by Automation: 

• Dealing with each of your home gadgets from one spot. 

• Adaptability for new gadgets and apparatuses. 

• Increasing the security of home. 
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• Controller of home capacities. 

• Expanded energy proficiency. 

• Further developed apparatus usefulness. 

• Innovations in housing control 

1.4 Scope 
     This project aims to make the home automation using cloud computing. Home 

automation is a system that consists of a combination of smart appliances integrated with the 

mobile app and website. Home automation improves the resident's degree of satisfaction. 

Home automation allows homeowners to have complete power over own houses from 

whatever location. Smart home efficiently connects with one another, and the industry is 

expected to develop quickly over time. 

     Home automation innovations have the power to enable houses significantly smarter in 

the coming days. Automating the home appliance such as lights, fans and other category of 

appliances that can be embedded into buildings to facilitate autonomous appliance controlling 

depending on circumstances. So much power could be saved by confirming that the building 

is occupied prior switching on gadgets, monitoring the lighting, as well as turning lights 

off when not in use. 

     Thus, by having such benefits over non-smart homes where power saving is always been 

a challenge to the customers. The scope of the project can be extended from a normal small-

scale home to the large-scale industries depending upon the demands and needs of the 

customers.  

     For this project, the need of the customer is categorized in to front-end interface which 

includes mobile application and for the making the common pool of devices such as laptops 

and personal desktop solution and for other kinds of the system, website solution is purposed. 

For the backend hardware installation, the smart home hub hardware is fabricated in order to 

communicate with the front-end solution. 

     Customers of the smart home has always a query regarding the interfacing and 

controlling all home appliances thus to make the unified interface for the smart home, to meet 

such requirements it is an essential job to integrate the smart devices including smart bulbs of 

different vendors with the non-smart devices already connected to the “smart home hub”. With 

the integration of smart home devices, the scope of the project is to be taken to the next level 

and is extended from installation in ordinary traditional appliance holder to the industries and 

the houses with the technological advancements. 

     The surveys conducted regarding the demand and needs of the smart home automation 

also defines the scope of the project that how the society is looking towards the innovation of 

the houses with the technological improvements. 

     ”iThe iglobal ihome iautomation imarket isize iwas iUSD i64.58 ibillion iin i2020.iThe imarket 

iis iprojected ito igrow ifrom iUSD i72.30 ibillion iin i2021 ito iUSD i163.24 ibillion iin i2028 iat ia 
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iCAGR iof i12.3% iduring ithe i2021-2028 iperiod..iBased ion  ianalysis,ithe iglobal imarket 

iexhibited ia isignificant igrowth of i11.9% iin i2020 icompared ito ithe iaverage iyear-on-year igrowth 

iduring i2017-2019.iThe irise iin iCAGR iis iattributable ito ithis imarket's idemand iand 

igrowth,ireturning ito ipre-pandemic ilevels ionce ithe ipandemic iis over” [1] 

     Thus, the recent survey clearly defines that how the world is now moving towards the 

modernization and obviously the very first step toward innovation is to automate the living 

space. By looking in this evidence it can clearly be figured out that how far the scope of this 

project extends. 

 1.5 Structure 
Following is the structure of the report ahead: 

• Chapter 2, it mainly contains the in-depth view of services that are used in this 

project. Azure services are discussed which are essential for integration 

• Chapter 3, it focuses on the methodology of how the website is interacting with the 

back-end azure services and how the hardware integration is involved 

• Chapter 4, Hardware portion is discussed with technical specification and with 

connection diagrams 

• Chapter 5, In depth discussion related to scheduling the project   

• Chapter 6, it deals with the market analysis of this project  

• Chapter 7, it covers the future innovation related to this project that how in future 

improvements can be made related to this project 

 

  

 

 

 

 

 

 

 

 

 

 

 



6 

Chapter 2: Cloud Computing Services 
 

     Cloud computing is access to where needed, via ithe iInternet, iaccess ito icomputer 

iresources iapplications, iserversi(portable iservers iand ivirtual iservers), data istorage, idevelopment 

itools,icommunication icapabilities,ietc.iCloud icomputing iis ihosted ion ia iremote idata icenter 

imanaged iby icloud iservices iprovideri(or iCSP).iCSP imakes ithese iservices iavailable ifor ia 

imonthly isubscription ior ibilling idepending ion usage. 

 

Compared ito iconventional iIT, iand idepending ion ithe icloud iservices iwhich iis ineeded,icloud 

icomputing ihelps ito ido ithe ifollowing: 

 

• The icloud iallows ius ito ispend isome ior iall iof ithe icost iand ieffort ito ipurchase, iinstall, irepair, 

iand imanage iour ilocal iinfrastructure. 

• With ithe icloud, iorganization ican istart iusing ibusiness iapplications iin iminutes, instead iof iwaiting 

ifor iweeks ior imonths ifor iIT ito irespond ito irequests,ipurchase iand iconfigure isupporting 

icomputer isystems,iand iinstall isoftware. iCloud ialso iallows ito iempower icertain iusers 

iespecially iengineers iand i data iscientists ito ihelp ithemselves iwith isoftware iand isupport 

infrastructure. 

• The icloud ioffers iflexibility instead iof ibuying iovertime ithat ican ibe idepleted 

ioveritime,iorganization ican increase ithe ivolume iup ito irespond ito ispikes iand itraffic 

iimmersion.iAlso itaking iadvantage iof icloud inetwork iprovider ito ispread iapplications 

iaround iusers iaround ithe world. 

 

 
Figure 2. Cloud Computing Services 

     Cloud iinfrastructure ioffers ithe isame icapabilities ias ivirtual iinfrastructure ibut ican ioffer 

iadditional ibenefits isuch ias ilower iownership icosts,igreater iflexibility,iand idurability. 

 

     Cloud computing is available privately and publicly. Delivers as Saas , Paas and Iaas. 

Depending upon the need and requirements, also user can user the Iaas model of some other 

cloud provider to host the Paas or Saas model. This feature makes the user friendly with worry 

hassle of cloud dependency. 
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Figure 3. Cloud Computing infrastructure 

2.1 Microsoft iAzure iCloud  
Azure iis ia iMicrosoft icloud iplatform,ijust ias iGoogle ihas iGoogle iCloud iand iAmazon ihas 

iAmazon iWeb iService ior iAWS.000.iIn igeneral,ithe iforum imay ibe iused ito iuse iMicrosoft 

iservices. iForiexample,ito isetiup ia ilarge iserver, iwe iwill ineed ia ilarge iinvestment,ieffort,ivirtual 

ispace iand imore.iIn isuch icases,iMicrosoft iAzure iis ihelpful. It will provide us with visual 

equipment, fast data processing, analysis and monitoring tools and more to make our job easier. 

Azure prices are also simple and expensive. Most popularly known as “Pay As You Go”, 

meaning how much you spend, just pay for that. 

Though there are other cloud porviders such as  

• Amazon iWeb iServicei(AWS) 

• Microsoft iAzure 

• Google iCloud iPlatform 

• IBM iCloud iServices 
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• Adobe iCreative iCloud 

• VM ware 

• Rack space 

• Red iHat 

• Drop box 

• Sales force 

• Oracle iCloud 

• SAP 

• Verizon iCloud 

• Navisite 

 

     In ia i2017 istudy,iMicrosoft iAzure iwas iidentified ias ithe imost iwidely iused ipublic 

icloud,iand ithe imost ilikely ito ibe ipurchased ior irenewed,iaccording ito i28% iof irespondents iin ithe 

isurvey iithe ihighest ipercentage iof iany ipublic icloud iprovider.iWith iresults ilike ithese,iit iis inot 

isurprising ithat ithe inumber iof ibusinesses iinterested iin iAzure icontinues ito rise. 

 

Figure 4. Microsoft Azure Comparison Chart 

2.2 Azure assistance to business 
   The foremost important question arises why to choose the azure over other clouds. Azure 

apart from being the highest popular candidate amongst the other cloud provider providing 

several notable key assisting factors to the new venture to use it as a backend service. Some of 

the notable key assisting points are 
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• Capital less We ishould inot iworry iabout ithe icapital ias iAzure ireduces ihigh ihardware 

icosts.iJust ipay ias iwe igo iand ienjoy i a ikind isubscription-based imodel ion iour icash 

iflow.iAlso,isetting iupion iAzure iaccount iis ivery ieasy.iJust isubscribe ito iAzure iPortal 

iand iselect iour irequired isubscription iand go. 

 

• Cost Effectiveness When iwe isetiup ithe iserver iourselves,iwe ineed ito ihire ia itechnical 

isupport toto iensure ithat ithings iare iworking iproperly.Sometimes the technical personal 

may takes very long time,but azure built in service of maintain and backup assists to 

get the recovery fast which makes it user friendly. 
 

.Some  

• Easy Back Up and Recovery options Azure ibacks iup iall iour impor tant idata.iIn ithe ievent iof 

ia idisaster, iwe ican irestore iall iour idata iwith ia isingle iclick iwithout iour ibusiness ibeing 

iaffected. iCloud-based ibackup isolutions isave itime,iavoid imajor iover head iinvestments 

iand iupgrade ithird-party itechnology ias ipart iof ithe iagreement 

 

• Better Security Azure iprovides imore isecurity ithan ilocal iservers.iIgnoring iour important idata 

iand ibusiness irequests.iAs iit iremains isecure ion iAzure iCloud.iwhich imean,iin inatural 

idisasters,iwhere iresources ican ibe idamaged,iAzure iis ia ishield.iThe icloud iis always 

open. 

 

• Easy to implement iIt iis ivery ieasy ito iuse iAzure ibusiness imodels.iWith ia ifew 

iclicks,iwe iare iready ito igo.iThere iare ieven ia ifew ilessons ito imake ilearning iand iapplying 

iquickly. 

 

• Working from anywhere iAzure igives ithe ifreedomi to iwork ianywhere iand iany time. 

iIt ijust ineeds ia inetwork iconnection iand idetails.iAnd iwith ithe imost isophisticated iAzure 

iCloud iservices ithat iprovide immobile iapps,ithus iwe iare inot ilimited ito iwhich idevice ito carry. 

 

• Increased collaboration Azure holds collaboration with other cloud providers such 

as AWS. Thus, increasing the collaboration makes the common pool of resources. 

• Thus, by having such services provided, Azure becomes the best match for the 

integration in backend. 

2.3 Requirement modeling with azure services  
In order to integrate the Microsoft azure as a backend service, the very first step is to model 

the requirement related to the home automation with the services provided by the Microsoft 

azure. The requirements related to the home automation using cloud are  

 

• Segregation of the Users so that every user is having separate access to the cloud and 

the activities should be hidden and must be uninterruptable with the other users of 

the home automation system. 
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• Every User of the smart home automation using cloud must have an account on the 

cloud such as every authorized personal is given access to the services to the cloud 

depending upon need and the license agreement given to him by using the front-end 

interface. 

 

 

• User should be able to add and remove his/her devices that are created on the front-

end interface such that the real appliance connected to the smart home hub can be 

triggered from the interface. 

 

• There should be the database in order to store the data of registered user, so that the 

secure process of the authentication is made possible.  

 

• Website and the application for making the solution interactive should be integrated 

with backend azure cloud for security purposes. 

 

• The database should be made for the sake of sole purpose of storing the states of the 

devices and the data. 

 

• Common pool of the devices should be made to make the unified interface. 

 

Thus, all of these requirements must be modelled to the backend azure services in order to 

meet the dedicated functionality from the cloud-based home automation. 

 
Figure 5. Requirements modeling to Azure Services 

    2.4 Azure Services 
Azure as mentioned in the above sections offers the numbers of the services to customers 

depending upon the demands need analysis. In order to the meet such requirement for the home 

automation fortunately azure provides enough resources to perform such functionalities. 

 

In order to make the user authentication, Azure provides the “Azure active directory”. 

This service is responsible for handling all the secure authentication process to the Azure, the 



11 

user is given access from the front-end web or mobile application to the cloud after all the 

credentials requirements. 

 

Azure cosmos Db is the perfect choice for the real time data base operation, Obviously the 

user must maintain the state of the appliances in the real time with the minimal of zero percent 

latency Such latency is minimized and thus making the real time database possible by the azure 

cosmos data base. 

 

Another notable requirement that had to be modelled is to make the common pool of the 

data and by seeking the assistance of Azure to handle the devices registered to the cloud, Azure 

IOT Hub apart from the registering the devices called as “IOT” devices allows the users to 

perform some additional functionality thus assisting the user to the grass root level. 

 

One of the most crucial things is to host the website and the application which provides the 

front-end assistance or can be said as a gateway to the cloud, to the Azure. For this functionality 

Azure web services is responsible. 

 

The later section will explore briefly about in depth working of these services. 

 

 

                                        
                             

Figure 6. (a)Azure Iot Hub (b) Azur Cosmos DB (c) Azure Active Directory (d) Azure Web Services 

                

2.5 Azure Active Directory 
   Active iDirectoryi(AD) iis ia iwebsite iand iset iof iservices ithat iconnect iusers ito ithe inetwork 

iresources ithey ineed ito iget itheir ijob idone. iA iwebsitei(or ia idirectory) icontains important infor mation iabout ilocation,including 

iwhich iusers iand icomputers iare iand iwhich ione iis iallowed ito ido iwhat.  

For iexample, ia iwebsite ican ilist i100 iuser iaccounts iwith idetails isuch ias ian iindividual's ijob 

ititle,iphone inumber iand ipassword.iIt iwill ialso irecord itheir ipermissions. 

Azure iActive iDirectory i(Azure iAD) iis ia icloud-based iproprietary iand iaccess icontrol 

iservice. iThis iservice ienables iour iemployees ito iaccess iexternal iresources, isuch ias iMicrosoft 

i365,iAzure iWeb isite,iand ithousands iof iother iSaaS iapplications.iAzure iActive iDirectory ialso 

ienables ithem ito iaccess iinternal iresources isuch ias iapplications ion iour ibusiness iintranet 

inetwork,ias iwell ias iany icloud iapplications idesigned ifor iour iorganization. 
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Services ithat imanage ia ilot iof ion going iwork iin iIT ienvironment.iIn iparticular,ithey imake 

isure ithat ievery one iis iwho ithey iclaim i to ibei(verify),iusually iby ichecking ithe iuser iID iand 

ipassword ithey ienter,iand iallowing ithem ito iaccess ionly ithe idata ithey iare iallowed ito iuse 

(authorization). 

Who can use AD? 

Azure iAD iis iintended for: 

IT Managers 

• An IT engineer may access its application based upon need and requirements. AD 

provides the user-friendly way to host the application on the azure and accessed from 

anywhere around the globe. Azure active directory as it provides the secure 

authentication to the customers thus it can very useful where hundreds of 

authentications are required such as in banking sectors etc. Automating the windows 

application with the server can be done very easily with the assistance of azure AD. 

 

 

 

Microsoft 365, Office 365, Azure 

 

• Microsoft offers the pool of the services and integrate all of them in such a way that 

buying the subscription for a service offers the other service to the customers. Such 

that buying office 365 offers other services. Each iMicrosoft i365,iOffice 

i365,iAzure,iand iDynamics iCRM iOnline itenant iautomatically ibecomes ian iAzure iAD 

itenant.iWe ican iquickly istart imanaging iaccess ito iour iintegrated icloud iapplications. 

 

 

Figure 7. Azure Active Directory 
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2.5.1 AD features used in our application 
        Azure AD B2C 

• Azure iActive iDirectory iB2C Business to customer offers the ownership of the 

business to the customer as a service. By doing this the consumer of the AD can use 

their business to get access to the APIs and other applications which is a very unique 

feature. 

 

• Azure iAD iB2C iis ia icustomer iidentity iaccess imanagementi(CIAM)isolution ithat ican 

isupport imillions iof iusers iand ibillions iof iverifications iper iday.iProvides iplatformi  

security iand isecurity ifor iauthentication,imonitoring,iand iautomatic imanagement iof 

ithreats isuch ias idenial iof iservice,ipassword is pray, ior iviolent iattack. 

 

 

• Azure iAD iB2C ifollows the idifferent principle as compared to the iAzureiAD.Though 

both follow the same technology, but the purposes are different. Thus, allowing 

businesses to create their own customer applications and other and allowing everyone 

to sign into these applications without having the issue of user account. business 

 

Figure 8. Azure Active Directory Structure 

        Azure AD Authentication 

iiiOne iof ithe ikey ifeatures iof iaiproprietary iplatform i is ito i verify,ior iauthenticate,icredentials 

iwhen ia iuser ilogs iinito ia idevice,iapplication,ior iservice.iIn iAzure iActive iDirectory i(AzureiAD),I  

authentication iinvolves imore ithan ijust iusername iand ipassword iverification.In order to 

maintain  the security and quality of service , azure active D provides these features  

 
 

 

• Helping the customers to reset their password without staff interaction  

• iMulti-Factor iVerification in AD 

• Hybrid integration for resetting the password  

• Protecting the ilocal password based upon some policies 
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• Verification of password without any cost  

 

 

Figure 9.  Authentication 

2.5.2 Self-service password reset 
iiiiSelf-reset ipassword ireset igives iusers ithe iability ito ichange ior ireset itheir ipassword,iwithout 

ithe icontroller ior ihelp idesk iinvolvement.iIf ia iuser's iaccount iis ilocked ior ihe ior ishe iforgets ihis 

ior iher ipassword,ihe ior ishe imay ifollow iinstructions ito ifree ihimself i/iher iand ireturn ito iwork.iThis 

iability ireduces ihelp idesk icalls iand iproduct iloss iwhere ia iuser icannot ilog i inito ihis idevice ior iapp. 

Self-reset password reset applies in the following cases: 

• Password change if the user knows his password but wants to change it to something 

new. 

 

• Password reset if the user is unable to login, such as if he forgot the password, and 

wants to reset his password. 

 

 

• Open account -if the user is unable to sign in because his / her account has been 

closed and you want to open his / her account. 

If a user updates or resets their password using a self-reset password reset, the password can 

be rewritten back to the active directory location. Password encryption ensures that the user 

can quickly use his or her updated credentials with local devices and applications. 

   2.5.3 Azure AD Multi-Factor Verification 

     Multiple authentications are a process in which a user is instructed during login to obtain 

an additional type of identification, such as entering a code on his or her cell phone or providing 

a fingerprint scanner. 
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A conceptual picture of the various forms of authenticity of many things. 

Azure AD Multi-Factor Authentication operates by requiring two or more authentication 

methods: 

• Something we know, usually a password. 

• Something we have, such as a trusted device that can be easily repeated, such as a 

phone key or hardware. 

   2.5.4 Azure AD Multi-Factor Verification 

The iultimate igoal iofi multiple isites iis ito ieliminate ithe iuse iof ipasswords ias ipart iof ilogin 

ievents.iFeatures isuch ias iAzure ipassword iprotection ior iAzure iAD i Multi-Factor iAuthentication 

ihelp iimprove isecurity,ibut iuser names iand ipasswords iare ialways ia iweak iauthentication imethod 

ithat ican ibe iexposed ior iaggressively iattacked. 

verification process that leads to password expiration 

When we sign in without a password, the information is provided using methods such as 

biometrics with Windows Hello for Business, or the FIDO2 ID authentication key. These 

verification methods cannot be easily repeated by the attacker. 

Azure AD provides traditional authentication methods using password-free methods to 

simplify login information for users and reduce the risk of attack. 

2.6 Azure Cosmos Db 
   Azure iCosmos iDB iis ia iworld wide idistributed iplatform,ibased ion iJSON ipresented ias 

i‘Platform ias ia iService’i(PaaS) iat iMicrosoft iAzure.iAllows iusers ito ibuild iand ideploy itheir 

iapplications ion ithe iAzure idatabase iautomatically iwithout ithe ineed ifor ipre-

configuration.iBecause iit iis ipart iof iAzure,iit iis iavailable iin iall iregions iwhere iAzure iis 

ilocated,iand iduplicates iits idata iacross iall ithe ivarious idata icenters ion ithe inetwork.iIt iuses iseveral 

idifferent,ivery iSQL-basediconnections. 

Sine our app needs to be more responsive and stay online. In order to achieve low delays 

and high availability, the features of our application need to be installed in the data centers 

closest to their users. App needs to respond in real time to major changes in high-speed usage, 

keeping ever-increasing volumes of data and making this data available to users in 

milliseconds. Since we want no delays in our app. For example, when user want to turn off a 

light, he can do so without any delay.  

Azure iCosmos iDB iis ia i fully-fledged iNo SQL isite ifor imodern iapplication 

idevelopment.iOne-digit imilli second iresponse itimes,iwith iautomatic iand ifast 

imeasurements,iensures ispeed ion iany iscale.iBusiness icontinuity iis iguaranteed iby iSLA-based 

iacquisition iand ibusiness-level isecurity.iApplication idevelopment iis ifast iand ihighly iproductive 

idue ito ithe idistribution iof idata ifor imany iturn key regions anywhere in the world, open-source 

APIs, and SDKs for popular languages.  
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Figure 10. Azure Cosmos Data Pictorial 

2.6.1 Key Benefits of Cosmos DB 
Speed at any scale 

• Real-time access to fast global literacy delays, as well as excellence and consistency 

all supported by SLAs 

 

• Many regions write and distribute data to any Azure region at the click of a button. 

 

 

• The maintenance of an independent and flexible scale and operation throughout the 

Azure area - even during an unexpected traffic explosion - at an unlimited level 

worldwide 

 

 Simplified application development. 

 

• Choose from a wide range of web APIs including Core (SQL) native API, MongoDB 

API, Cassandra API, Gremlin API, and Table API. 

 

• Change feeds make it easy to track and manage changes to website vessels and create 

activated events with Azure Functions. 
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• The Azure-less schema-less service of Azure Cosmos DB automatically identifies all 

your data, regardless of the data model, in order to deliver quick query. 

Cost effective and managed completely 

• Fully managed database service. Automatic, no touch, maintenance, repairs, and 

updates, saves time and money for developers. 

 

• Inexpensive options for unexpected or occasional workloads of any size or scale, 

allowing engineers to get started easily without planning or managing capacity. 

 

 

• The server-free model offers loads of awesome automated and responsive functions 

to control the explosion of traffic where needed. 

 

• The Auto scale provided for out-of-service performance automatically and instantly 

assesses the volume of unpredictable workloads, while maintaining SLAs. 

 

 Always ready at critical times 

 

• Enjoy business-level encryption-at-rest with the keys they control. 

 

• Azure-based access controls keep your data secure and provide well-configured 

controls. 

2.7 Azure Iot Hub 
iAzure iIoT iHub is user for the communication on internet of things devices to the azure 

cloud. It provides and secure connection with the high standards of reliability which ensures 

the communication possible in the user effective manner. Furthermore, it offers different mode 

of communication 

• From idevice ito icloudi-ie.g.,ithe itemperature ivalues igiven ito ithe isensor iconnected ito 

ithe iIoT idevice, isent ifor ianalysis,itoo 

• From icloud ito idevicei-ie.g.,I a imessage irfor isoftware iupdates. 

IoT iHub isupports imultiple imessaging ipatterns,isuch ias idevice itelemetry igo-to-cloud,ifile 

idownload ifrom idevices iand imonitor ithe ihealth iof iconnected devices. 
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2.8 Azure iWeb iServices 
Some of the features of web services are  

 

• It provides a website hosting service so that the developers can get the assistance 

and features for use to improve mobile or web applications. 

• Developers can also use these services to build API applications or Logic 

applications,  

• Provide the integration with Software as a Software. 

• It replaces a few different Azure services,  
o Azure Website 
o Azure Mobile Services 
o Azure BizTalk Services 

• Offers us a single product called Azure App Services. 
 

2.9 Services Free Tier 
 

• Azure Cosmos DB 

o Provisioned throughput of 400 request units per second with 25 GB storage 

o Use a fast NoSQL database with open APIs to build contemporary apps at any 

size. 

 

• Azure App Service 

o 1 GB of storage for 10 web, mobile, or API apps 

o Use a variety of technologies, such as Node.js and PHP, to quickly construct 

sophisticated apps for any platform or device. 

 

• Azure IoT Hub 

o Free edition has 8,000 messages per day and a message meter size of.5 KB. 

o Use a scalable platform to connect, monitor, and manage IoT assets. 

 

• Azure Active Directory (Azure AD) 

o 50,000 items saved using a single sign-on (SSO) for all cloud apps 

o Enable cloud-based identity and access management. [2] 
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Chapter 3: Methodology 

3.1 Website interface 
    As discussed in the previous for the front-end website and mobile application solution is 

developed. 

Overall, the architecture of the application is as follows: 

 

 

Figure 11. Website logical representation 

First user sends a sign-in request to Azure Active Directory that is being used as an Identity 

Service. 

It sends back an Authorization code. That Authorization code is then exchanged by the 

Identity service to get Access, ID and Refresh tokens and which are then used to authorize a 

service. 

When a user authenticates with Azure AD B2C the authentication is passed to the SPA 

React application via JWT (JSON Web Token). The redirect URI is provided where AD B2C 

will pass the  

JWT. Now after the authentication is completed request for any action the user would like 

to perform will pass through the Express.js server. Here the ID token will be used as a ‘Bearer’ 

token That will authorize the user to use the desired services. 

Express.js server uses Passport.js as a middleware to check whether the ID token is valid or 

if the user is authorized to use the service. The Express server can then connect to the Azure 

Cosmos DB for any requests related to data. 
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In the SPA MSAL REACT (Microsoft Authentication Library for React) is used and 

leverages MSAL.js which is a library for JavaScript that enables client-side applications to 

authenticate users using Azure AD and React Router is used to control client-end routing. 

In the Azure Active Directory B2C, two applications are registered one for the Node API 

and one for the SPA application. API exposed in B2C exposes the Express.js backend 

application as an API for which the client application (SPA in this case) can obtain an access 

token. For this unique URI is declared that clients will be using to obtain access tokens for the 

API and has the following format: 

https://{tenantName}.onmicrosoft.com/{clientID} 

Then scopes are published for the client’s application to obtain access tokens successfully. 

In applications created in B2C to link SPA app registration is configured to enable it to 

return JWT web tokens to our front-end application. With that token SPA application will be 

able to identify the user accessing the application. Here the image below shows after successful 

authentication JSON Web Token is returned to the SPA application and is stored in Session 

Storage of the browser. 

 

 

Figure 12. Azure Access Token 

 

Next ‘User Flows’ are created that allow users to Sign in/Signup in the application. All other 

features like password reset and control of what data to be collected from the user during 

registration can be handled using User Flows created in the app registration. 

SQL API is leveraged to communicate with Azure Cosmos DB which contains a container 

to store data related to the devices registered by the users. Each user a unique id that is used to 

identify the devices related to a particular user.   
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Figure 13. User Flows 

The image below depicts the Sign up and sign in user flow in the SPA application. 

 

Figure 14. Azure Sign In 

When a user flow is created in app registration, we choose what information to collect from 

the user while thy register in the application. The information collected during user registration 

process is called as ‘Attributes’ and when a particular user will sign-in after completing the 

registration process Azure Active Directory B2C will return the Attributes as ID Token Claims 

as shown below. Below in the signup User Flow we see some additional information like 

Country, Given Name and Surname. 
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Figure 15. B2C Login 

ID token claims returned by the Azure AD B2C after successful sign in. 

 

Figure 16. Successful Sign in Using B2C Response 
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After successful authentication the user then allowed to proceed to the ‘Device Categories’ 

where devices can register, configured, accessed and removed the user based on the categories 

of the devices. 

 

Figure 17. Device Registration Menu 

Now when the user selects particular category a request is send to the Express.js server 

along with the ID token that serves as ‘Bearer Token’. Passport.js then authenticates the user 

and request is send to Azure Cosmos DB to fetch information regarding devices registered by 

the user in a particular category. 

If the process is successful, the user can then see the devices registered as shown below: 

 

Figure 18. Light Control Panel    
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More devices may be registered by the user by clicking on Add a new device option.  This 

will open a Model where information regarding a new device can be added by the user as 

depicted by the following images: 

 

Figure 19. Customization Device Creation 

  

 

Figure 20. Dashboard with multiple Devices 
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In the same way, the user may configure or remove a device.  

The Schedule option leverages ‘node-cron’ which is a task scheduler in JavaScript for 

Node.js based on GNU crontab which allows to schedule tasks in Node. 

3.2 Hardware integration with Azure 
In order to integrate the hardware resources which is commonly named as the “Smart home 

hub” there has to be a triggering mechanism based upon the signal generated by the azure.  

As discussed in the Chapter 2, Azure Iot Hub service allows the user to create the common 

pool of the data, and all the operations and functionalities required to access and control the 

device can be performed in very friendly manner. 

Azure is accessed via internet; therefore, hardware device must be based upon the Iot 

principal.  

Raspberry pi is chosen to as the core of the smart home hub (benefits of choosing it over 

another available microcontroller will be discussed in the chapter 4). Raspberry pi is connected 

to the internet so that it can receive the signal anywhere, in any corner of the world to make 

the smart home accessible from any part of the world. 

3.2.1 Communication exchange of iAzure iIot iHub 
Azure iIot iHub provides different mechanism to communicate with the devices. One of the 

notable and key functionalities is involing the “Direct Method”. The state of the registered 

connected Iot device is changes and triggered based upon the calls made by the direct method. 

“IoT Hub gives the ability to request direct access to cloud-based devices. Specific methods 

represent application and response communication via a device such as an HTTP call because 

they are successful or fail immediately (after closing the time specified by the user). This 

method is useful in situations where the immediate action is different depending on whether 

the device was able to respond.” [3] 

 

Each device path directs one device. The multi-device schedule of tasks shows how to 

provide a direct route request for multiple devices, as well as a schedule of calling for 

disconnected devices 

Specific imethods ifollow ithe iapplication iresponse ipattern iand iare idesigned ifor 

icommunication ithat irequires iimmediate iverification iof itheir iout come. iFor iexample,iinteractive 

idevice icontrol,isuch ias ifan iopening. 

3.2.2 Method ilife cycle 
Specific imethods iare iused ion ithe idevice iand imay irequire izero ior imore iinputs ito ithe 

ipayment imethod ito ibe iproperly ivalidated.iWhen we iare irequesting ia idirect iroute iwith ithe iURI 

ifacing ithe service ({iot hub} / twins / {device id} / methods /). Device finds specific methods 
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with MQTT-specific device ($ iothub / methods / POST / {method name} /) or with AMQP 

links (IoThub-methodname and IoThub status application features). [3] 

3.2.3 Invoking a direct method from a website 
Approach to device routes HTTPS calls made with the following components: 

https://fully-qualified-iothubname.azure-devices.net/twins/{deviceId}/methods?api-

version=2021-04-12 [4] 

POST method 

• Topics containing authorization, application ID, icontent itype,iand icontent iencoding. 

• JSON ibody idisplays iin ithe ifollowing iformat: 

JSON 

{ 

"methodName": "device1", 

"responseTimeoutInSeconds": 200, 

"payload": { 

"input1": "on", 

"input2": "off" 

} 

} [5] 

3.4 Raspberry Pi Integration to Azure Iot Hub via Direct Method 
At the raspberry end, python program is running to receive the direct method invoke calls 

from the Azure Iot Hub. After the installation of the packages necessary to install Azure Iot 

Hub Python Client, raspberry pi is fully ready to receive such call and then trigger the 

respective appliance.  

The basic body of the python code running at the raspberry pi end is  

async def main(): 

    # The connection string for your device. 

Azure Iot Hub provides the unique connection string to every device in order to segregate 

the devices, therefore the reference of that connection string is required 

    conn_str = ""; 

    # The client object is used to interact with your Azure IoT hub. 

    device_client = IoTHubDeviceClient.create_from_connection_string(conn_str) 

https://fully-qualified-iothubname.azure-devices.net/twins/%7bdeviceId%7d/methods?api-version=2021-04-12
https://fully-qualified-iothubname.azure-devices.net/twins/%7bdeviceId%7d/methods?api-version=2021-04-12
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    # connect the client. 

    await device_client.connect() 

The method is being defined so that the execution of the program flow directly to that 

method  

    # define behavior for handling methods 

    async def method1_listener(device_client): 

        while True: 

            method_request = await device_client.receive_method_request( 

                "method1" 

            )  # Wait for method1 calls 

       The response to check either the execution is made successfully       

   payload = {"result": True, "data": "execute successfully"}  # set response payload 

            status = 200  # set return status code 

            print("executed method1") 

            method_response = MethodResponse.create_from_method_request( 

                method_request, status, payload 

            ) 

            await device_client.send_method_response(method_response)  # send response 

 Use the concept of threading to run the methods parallel  

    # Schedule tasks for Method Listener 

    listeners = asyncio.gather( 

        method1_listener(device_client), 

    ) 

    loop = asyncio.get_running_loop() 

    user_finished = loop.run_in_executor(None, stdin_listener) 

  

     

    await user_finished 

    listeners.cancel() 
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    await device_client.disconnect() 

if __name__ == "__main__": 

    asyncio.run(main()) 

3.5 System Level Diagram  
 

 

Figure 21. System Level Diagram 

3.6 Website Communication 

 
Figure 22. Website Communication 
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Chapter 4: Hardware 

4.1 Smart Home Hub 
In order to access the home appliance using front-end user interface there has to be a device 

responsible for the communication required for the turning on/off and scheduling the 

appliances. Smart home hub is composed of following different components  

• Raspberry pi 

• Relay board 

• Wireless Relay Board  

• Lcd  

 

 

Figure 23. Smart Home Hub Technical Diagram 

4.2 Raspberry pi 
The major backbone of smart home hub is Raspberry pi microprocessor as shown in figure 

23. Raspberry Pi as a world’s most inexpensive microprocessor as compared to others 

available microprocessor. After the launch of Raspberry Pi from 2012, there are different 

versions available in the market. For this project Raspberry pi 3B model is used. The major 

decision for choosing this is based upon specifications and features available in this version. 
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4.2.1 Raspberry Pi 3 Model B Features 
      Several notable features found as best match for the cloud-based home automation 

such as 

• CPU: Raspberry Pi 3B model uses “Broadcom BCM2837 SOC 64-bit quad-core 

ARM Cortex A53 (ARMv8 CPU) with 512KB shared L2 cache”. 

• As the scope of this project can be made broader depending upon the customer’s 

requirement and can include complex computation of the image processing for the 

security surveillance system and voice recognition processing for the “voice 

assistance” 

 

• Memory: This model is having 1 GB RAM which provides the quite handsome 

amount of storage for holding data in memory required for the computation  

 

• Wi-Fi Support: 802.11n Wireless LAN. Having built in WIFI support by 

excluding the additional hardware required for the wireless connection. 

Furthermore, providing the Maximum data rate 600 (Mbps) with the RF Band of 

2.4 or 5 (GHz) with Modulation “CCK, DSSS, or OFDM 

 

 

• Bluetooth: Bluetooth 4.1 with the support of Bluetooth Low Energy (BLE) 

 

 

• GPIO Pins: Supporting 40 GPIO Pins General Purpose Input Output. Which is 

useful for driving the relay board up to 30 + channel which provides the user 

accessibility of controlling/scheduling 30+ appliance around the globe, thus 

providing the unified interface which is both best match and economically efficient 

for industries.  

 

• Micro SD card slot: Allowing easy and hassle-free installation of firmware in the 

product 

 

 

• Audio/Video: Combined 3.5mm audio jack and composite video 

 

• Camera interface (CSI): Enabling the interface of camera installation thus 

enabling the collaboration of security surveillance system 
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Figure 24. Raspberry pi 3B [6] 

4.2.2 Why to choose Raspberry Pi  
Apart from features providing the core features essential for the home automation system, 

there are other various benefits which is provided by Raspberry Pi: 

 

• Low cost (~35$) which is economically efficient for large scale production of many 

units of smart home hub 

• Complex processing power in a single compact board thus no longer requiring 

additional hardware which can increase the cost as well as complex hardware solution 

• Many interfaces (multiple USB (Interfaces of camera and additional hardware having 

the USB port can easily be configured and installed), Ethernet, onboard Wi-Fi and 

Bluetooth, many GPIOs, USB powered, etc.) 

• Providing the supports of Linux and other operating system, choices to be made 

depending upon the computation requirement. Apart from that several other platform 

support such as “Python “, “Java Script”,” C++” and other languages and tools such 

as “Visual Studio Code”, “Thonny Python Editor”, “Geanny Compiler” thus 

providing user ease and platform independency for programming the firmware for 

smart home hub    

• Developing such an embedded board is going to cost a lot of money and effort 



32 

4.3 Relay Board  
 In order to interface the non-smart devices which, include conventionally used house 

appliance including old age fans, light bulbs, water pumps, old generation refrigerator and 

other devices which are not smart and can’t be automated until and unless some other 

mechanism is to be driven, for this there has to be device which should interface raspberry pi 

and these devices. In order to cataphor this complexity, in this project for the demonstration 

purpose of 4 wired devices, “4 channel relay” board is used. The contacts on each relay are 

specified for 250VAC and 30VDC and 10A in each case, which means that this relay board 

can drive the load based upon the capability and endurance of the relay board as marked on 

the body of the relays.  

4.3.1 Relay board pinout  
 

Table 1. Relay Board 

Pin Number Pin Name Description 

1 GND Ground ireference ifor 

ithe module 

2 IN1 Input ito iactivate irelay 

1 

3 IN2 Input ito iactivate irelay 

2 

4 IN3 Input ito iactivate irelay 

3 

5 IN4 Input ito iactivate irelay 

4 

6 VCC Power isupply ito irelay 

imodule 

7 VCC Power isupply iselection 

ijumper 

8 JD-VCC Alternate ipower ipin ifor 

ithe irelay module 

[7] 

4.3.2 Relay module specification 
The technical specification of this board is as follows  

• Supply ivoltage irangei–i3.75V ito i6V 

• Triggering icurrenti– i5mA 

• Current iflow iin irelay iactivation imodei- i~70mA i(single),i~ 300mA i(all ifour) 

• Relay imaximum ivoltage irangei– i250 VAC,i30 VDC 

• Relay imaximum icurrent iendurancei– 10A 

[8] 
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4.3.3 Relay Module Technical Diagram 
 

 

Figure 25. 4channel Relay Module Diagram  [9] 

4.3.4 Logical Connection Relay Module with Raspberry Pi 
 

 

Figure 26. Relay Board Logical Connection 
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4.3.5 Raspberry pi communication to Wired Relay Board 
       As discussed in the figure 24, raspberry pi contains 40 GPIO for communication. So, the 

communication with the relay board is make possible only by using these GPIO pins and 

configuring them as output because the output signal is required  

      On raspberry pi, python code is running to receive the calls whenever “direct method” as 

discussed in chapter3, based upon the calls, the payload is checked so that to trigger on and 

off the specific GPIO pin. 

 

Figure 27. GPIO Pins Triggering Logic 

4.4 Display Module 
     In order to meet the requirement, the prime objective is to provide the hardware-based 

solution that must have the lcd display for the end user interface. Though there are several lcd 

modules available in the market depending upon the features and specifications having 

different pricing range. In order to make the “smart home hub” economically efficient, the 

hardware parts should be cheap, but the dedicated functionality must synchronize with the 

quality as well as the user ease. 

As this project contains the mobile application and the website-based solution therefore the 

end user smart home hub does not need such high-class features required for the lcd. The prime 

functionality required for the display point of view is that the display module should display  

• Device status including on/off status 

• Raspberry pi “IP Address” for assisting the third part application for providing the 

remote connection with “VNC Viewer” for changing the WIFI internet connection 

• Displaying the connection with the wireless devices connected to the wireless relay 

module using the Bluetooth connection (will be discussed in next section) 

• Internet connection indication so that the user become able to know either the device 

is connected to the internet or not  

So, the best match within the economic range is “16x4 LCD Module”. 
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Figure 28. 16x4 Lcd [10] 

4.4.1 16 x 4 Lcd Display Module 
This i16x4 idisplay iwhich ihas ibuilt iin iST7066 icontroller iIC;iits idefault iinterface iis i6800i4/8-

bit iparallel,i5V ipower isupply.iiThese iLCD idisplay i16x4 imodules iare ialso iavailable iin iSPI iand 

iI2C iinterface iby iusing iRW1063 icontroller iIC. iThe i16x4 i display iLCD iseries iis iavailable iin 

iseveral idifferent ibacklight icolors iblue,igreen, iwhite,iyellow-green, iamber, ired,iwhite LEDs.  

In order to make the connection with raspberry pi, first I2C module is interfaced with the 

Lcd, the major benefit of using this module is not to engage to many GPIO pins of raspberry 

pi which can be connected to the relay board thus providing the connection for more 

appliances.I2C module has 4 input pins and 16 outputs pins which are connected to the 16x4 

Lcd module. Out of four pins, two pins provide the connection with the raspberry pi, thus 

saving the GPIO pins  

4.4.2 Logical Connection 16 x4 Connection with Raspberry Pi 

 

Figure 29. Lcd interface with Raspberry pi using i2c 



36 

4.5 Wireless Relay Board 
As discussed in section “4.3” there has to be a certain mechanism to receive the signal from 

the raspberry pi and based upon that signal the house appliance should be triggered. The 

triggering mechanism is solely based upon the signal delivered from the raspberry pi which is 

basically propagated from the back-end user end.  

There are some house appliances which are installed far apart from the “smart home hub” 

installation. Obviously, it will cost more by making wired connection from the “smart home 

hub” to these appliances.  

Consider the scenario of the house garage. Obviously, there are certain devices installed for 

the assistance purpose and the main “smart home hub” is installed in the drawing room. It will 

cost more for manually installation of the wire from the home hub to the garage which apart 

from becoming the costly solution, will sure be adding the wire to this product. 

The best solution to aforementioned solution is to add the mechanism of wireless 

transmission from the “smart home hub” to the relay board. In order to meet such requirement, 

the built-in Bluetooth support of the raspberry pi 3B is utilized (WIFI transmission support 

could be utilized, but this is required for the connection to the wireless internet connection).  

Furthermore, in order to enable the Bluetooth in the relay module 2 essential component is 

required  

• Chip to process the Bluetooth signal and triggering the respective relay 

• Bluetooth module “Hc-05 Bluetooth module” 

The preferred chip for the fabrication of this relay board module is “ATmega 328P” 

4.5.1 Wireless Relay Board Chip 
Some basic specification of ATmega 328p which makes it perfect match to use in this 

project are 

• AT mega 328 iis ian i8-bit, i28-Pin iAVR iMicrocontroller,iproduct iof iMicrochip. 

• RISC iArchitecture iand ihas ia iflash-type iprogram imemory iof i32KB. 

• It ihas ian iEEPROM imemory iof i1KB iand iits iSRAM imemory iis i2KB. 

• It ioperates iranging ifrom i3.3V ito i5.5V ibut inormally iwe iuse i5V ias ia istandard. 

• Its iexcellent ifeatures include icost-efficiency,ilow ipower idissipation,iprogrammingi lock ifor 

isecurity ipurposes,irealitimer icounter iwith iseparate ioscillator. 

• It’s inormally iused iin iEmbedded iSystems iapplications. [11] 
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Thus, this purposed solution eliminated the hassle of going toward the costly solution.  

 

Figure 30. Wireless Bluetooth Module Schematics 

4.5.2 Relay module specification 

Same nature of relays is used as in the case wired relay board.  

• Voltage Rating 

o 3.75V to 6V as 5v relays are used 

• Current 

o Triggering current rating “5mA” 

• Current flow 

o Relay activation mode (70mA “single”, ~300mA “when 4 are in use”) 

• Output maximum voltage rating 

o 250VAC, 30VDC 

• Maximum output current endurance 

o 10A 

Most of the specification is kept as same as the relay board connected to the raspberry via 

wire. Thus, the intended functionality is same, but the major difference is avoiding the hassle 

of manipulating with the wire. 
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Figure 31. Relay with Appliances 

 

4.6 Integration of Smart Bulb 
For the sake of integrating the smart devices with the smart home hub, in this project we 

have integrated the “yeeligth bulb”. The basic motivation to integrate this bulb is the numbers 

of the features that it provides 

• Yeelight bulb has pre-built -in iWi-Fi support  

• Output light can be dimmable depending upon the input signal 

• It has support of more than 16 million colors 

• Color can be automaticaaly set to the desired picture color 

• Timer adjustable 

• Offering many features of customizations i 

• So many colors support  

• Cheap price range with many features 

• Energy-efficient [12] 
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Figure 32. Yeelight Bulb [13] 

 

4.6.1 Yeelight bulb Interface with Raspberry pi 
In order to interface the yeelight bulb with the raspberry pi, series of tests are conducted. 

As yeelight bulb operated on wireless network therefore it has to connected to same wireless 

network as raspberry pi.  

So, for this test connecting the yeelight bulb and raspberry pi over same network and trying 

to fetch the Ip address of the yeelight bulb using the sets of commands on python on raspberry  

First thing to do is to install the library of yeelight bulb on raspberry using  

pip install yeelight [14] 
 

After installing the yeelight library, what we needed is to discover the Ip address of Ip using 

command  

discover_bulbs() [14] 
 

function returned the ip address along with another perimeter. Using the set of functions 

provided with the documentation we were good to interface the smart bulb with raspberry pi  

After discovering the IP address of the yeelight bulb, certain functions such that changing 

the brightness, HSV, changing the temperature of the bulb is set by using the python API 

running on raspberry pi. 

     

Figure 33. (a) Yeelight Bulb with changes RGB (b)Yeelight Bulb with changed Temperature                     
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4.7 Software Tools 
The software tools used are mainly for web application development and hardware editing 

and azure cloud background. 

4.7.1 Visual Studio Code 
VS Code is the most popular compiler offering an open-source editor and development tool 

product of Microsoft. It has rich functionality and can be customized to create an evolving 

environment for all types of applications and coding. It has debug support and contains built-

in Git support as well as syntax highlighting and Intellisence. 

 

 

 

 

 

 

4.7.2 Node.Js  
iNode.js is an open source language that has the support of cross platform with the template 

of javascript. 

 

Node.js iuses ithe iV8 iJava Script iengine,IiThis iallows iNode.js ito irun imore iefficiently. 

 

Node.js iprovides ia iset iof iasynchronous iIi/iO iprimitives iin iits istandard ilibrary ithat iprevents 

iJava iScript icode ifrom ibeing iblocked iand,iin imost icases,ilibraries iin iNode.js iare iwritten iusing 

inon-blocking iparadigms,imaking iblock ibehavior idifferent ifrom inormal. 

 

If iNode.js iperforms iIi/iO ifunction,isuch ias inetwork ireading,iwebsite iaccess ior ifile isystem,instead iof 

iblocking icable iand iwasting iCPU icycles ipending,iNode.js iwill irestart iwhen ifeedback ireturns. 

 

This iallows iNode.js ito ihost ithousands iof isimultaneous iconnections ion ia isingle iserver 

iwithout isending iany iload imanagement ifunction,iwhich ican ibe ia isignificant isource iof 

idisruption. 

 

Node.js has a unique advantage because millions of advanced developers who wrote Java 

Script in the browser are now able to write server side code in addition to the client side code 

without the need to learn a completely different language. 

Figure 34. Visual Studio Code logo 
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Figure 35. Node Js Logo 

 

4.7.3 Python 

Python is aj pro jects.Python iis ityped iand icollected iby igarbage.iIt i supports imultiple iprogram iparadigms,including 

istructured i(especially,isystematic),iobject-oriented, iand ifunctional iprogram.iPython iis ioften 

idescribed ias iai"battery-powered"ilanguage ibecause of its typical library. 

Since i2003,iPython ihas ibeen iranked iin ithe itop iten imost ipopular iprogramming ilanguages iin 

ithe iTIOBE iProgramming iCommunity iIndex iwhich,isince iFebruaryi2021,iis ithe ithird imost 

ipopular language (after Java, no C). 

 

Figure 36. Python Logo 

 

 

 

 

 

 

 

 

 



42 

Chapter 5: Project Scheduling 
 

The ivery ifirst iand iforemost important ipart iof i any iproject iafter ithe iplanning iphase iis ihowi to ischedule 

ithe iproject?iProject imanagement iplanning iis ia ilist iof itasks,ideliveries, iand irecordings iwithin ia 

iproject.iThe ischedule ialso iusually includes ia ischeduled istart iand iend idate, iduration,iand iresources 

iassigned ito ieach itask.iEffective iproject iplanning iis ian important ipart iof ieffective itime 

imanagement. iTherefor iby ihaving isuch iimportance,iit ibecame iessential ifor ius ito iadopt ithe 

iapproach iof iproject ischeduling. 

Scheduling in project includes many things, such as first analyzing the important tasks that 

has to be covered for the completion of the project, analyzing the dependencies among the 

tasks, which task is dependent on which sub task that has to be covered before going toward 

the other one.  

The tasks are called as the activities in the project scheduling. As every project is composed 

of some of tasks, therefore by breaking down the project into smaller chunks of tasks led 

towards the completion of tasks. 

5.1 Analyzing the activities  
     Cloud based smart home automation project is divided into the numbers of the task, each 

task is responsible for delivering the output which is essential for some of the other tasks before 

going to start.  

Again, referring to what is required in the project in broader in the generic term? 

• Front end website and mobile application interface to assist the user to perform the 

dedicated functionality  

 

• Middles layer of the Azure cloud 

 

• Hardware required at the user end to get signal from the cloud controlled from the 

front-end website and mobile application 

 

So, in order to complete the project, these tasks must be done  

 

Table 2. Activities 

Activity Description Immediate 

Predecessor 

A User Authentication --- 

B Azure Cosmos Data for 

storing the data 

--- 

C Azure Active directory B 

D User Data Base C 
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E User Authorization A, D 

F Database A, D 

G Device Registration E, F 

H Front End G 

I Back End G 

J Phase 2 I, H 

K Relay Based Module J 

L Non-Smart Device 

Interface 

J 

M Device Registration K 

N Device Connection to 

Raspberry pi  

L 

Below is the work breakdown model structure of dividing the project 

5.2 Work Break Down Structure 
Project is divided in to three phases, such as  

 

• Phase #01 

• User Authentication on Azure 

o Authenticating the user on the Azure using Azure Active Directory 

o User Authorization using the Azure Active Directory 

• Devices Registration 

o Devices Registration on Azure Iot Hub  

o Devices Data Bases to be stored on Azure using real time database 

“Cosmos Database” 

• Website 

o Using the Azure Web Services for the front-end website 

• Phase #02 

• Front end interface for user using the website solution 

• Programming website using React Node.js and front-end using CSS 

 

• Phase #03 

• Hardware 

o Using Raspberry pi 3B model to interface with cloud 

o Using relay board for controlling the appliances 

o Using Bluetooth Relay Board for wireless control of appliances  

o Using yeelight bulb as a smart bulb  
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5.3 Gantt Chart 
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Chapter 6: Market Analysis 
 

Commercialization of any project requires a complete market analysis on the basis of which 

a business plan is created. The market analysis helps in figuring out not only the need but also 

the demand of the device. The key objective is establishing that there is in fact a market in 

which this is a sellable device, and that demand will be enough to generate suitable profits to 

sustain a business that can in the long run grow and invest in further research and development. 

6.1 Analysis iof ithe iHome iAutomation iMarket 
The iexpanding ipotential iand ipopularity iof ithe iInternet iof iThingsi(IoT)ialong iwith ia igreater 

idemand ifor itechnology ithat irelies ion iairange iof ilinked iproducts isuch ias televisions, 

refrigerators, and other appliances are driving the worldwide home automation industry 

forward. In emerging countries, increased disposable income and a growing taste for beautiful 

and luxury lifestyles will propel the industry to greater heights. Moreover, throughout the 

projection, strategic adoption partnerships and increased marketing budgets will drive the 

global home automation market to new heights. Furthermore, the rising use of cloud-based 

solutions iin ismart ihome iappliances iwill provide the global home automation market with new 

revenue potential. 

As iper ia iFacts iandi  Factors ireport, ithe iInternationally iHome iAutomation iGrowing idemand 

i& ishare income iis ianticipated ito iboost ifromi Worth ius $ i48.7i billion iin i2020 ito iUSDi 89.6 ibillion iin 

i2026,iat ian i11.5 ipercent iannual iCAGR igrowth irate ifrom i2021 ito i2026,i$163.24 ibillion iin i2028 

iat ia iCAGR iof i12.3 ipercent iin ithe ifore cast iperiod i of i2021-2028 ,iand i$239,897.8 imillion iby 

i2030,iregistering ia iCAGR iof i17.6.iCrest on iElectronics,iInc.,iAMXiLLC,iControl 4 

iCorporation,iHoney well iInternational,iInc.,iJohnson iControl,iInc.,iSiemens iAG,iSavant iSystems 

iLLC,iABB iLtd,iand iothers iare iamong ithe ileading imarket icompanies iprofiled iin the study, along 

with their sales, revenues, and strategies. [15] 

 

Figure 37. Home Automation Market [15] 
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Lighting control, security and access control, HVAC control, entertainment, and other 

goods are the most common types of property automation equipment. Control systems are a 

form of smart lighting system that will allow users to regulate the amount, quality, and 

characteristics of light in a given space. These smart gadgets reduce electricity waste while 

simultaneously increasing energy efficiency. The numerous technologies include wired and 

wireless home automation systems, which are used in a variety of settings including residential, 

commercial, and others. 

 

 

Figure 38. Smart Home Market [16] 

In the projected future, the growing usage of (IoT) devices in home automation systems is 

likely to drive market expansion. To control many of the smart home's devices, IoT based 

home iautomation isystem i  use inetwork iprotocols ior icloudi-ibased iservices. iFlexibility, isimplicity 

iof isetup,iprevention iof ithe idifficulty iof irunning ithrough icables ior ifaulty ielectrical iwiring,iquick 

iproblem idetection iand itriggering,iand,imost iimportantly,immob ili ty iare iall iadvantages iof ian iIoT-based 

ihome iautomation isystem iover ia iwired isystem.iModern idevices iaccounted ifor i63 ipercent iof iall 

iinstalled iIoT iequipment iin i2020,iaccording ito iEricsson idata,iand ithe inumber iof immob ile iIoT 

iconnections iis iexpected ito ireach i3.5 ibillion iby i2023,iaccording ito iEricsson istatistics ion iIoTi in 

imodern ihouses. iAsiairesult,ithe igrowing iusage iof iIot isystems iin ismart iappliances iis ipropelling 

ithe imarket forward. 

The home automation industry is being shaped by technology breakthroughs. To enhance 

their stance, major players in the home automation industry are focusing on creating 

technology solutions for home automation. For example, Crestron Electronics, a producer and 
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distributor of audio-visual automation and integrated equipment located in the United States, 

announced Horizon EX Dimmers and Keypads related to wireless mesh technology in 

December 2019. As part of a comprehensive Crestron smart home, the new line of wall-box 

controllers, which includes matching dimmers and keypads, provides a unique bespoke control 

option. 

Zero1 was purchased for an unknown sum by Jersey Telecom (JT) Ltd., a UK-based 

telecommunications business, in June 2020. Jersey Telecom's intelligent engineering and home 

automation service offerings have now been enhanced as a result of this purchase. In the 

Channel Islands, Zero1 is a designer and seller of home and commercial environment and 

entertainment automation systems. 

ABB, Crestron Electronics Inc., Schneider Electric, Honeywell International Inc., Johnson 

Controls Inc., Siemens AG, Legrand, Control4, Home Brain, Savant Systems Inc., Lutron 

Electronics Company, Sauter AG, United Technologies Corporation, Bosch Security and 

Safety Systems, Silvan Innovation Labs, Elan Home Systems LLC, Fueb, and Harman 

International are some of the major players in the home automation market. In 2021, the largest 

region in the home automation industry was North America. Asia-Pacific, Western Europe, 

Eastern Europe, North America, South America, the Middle East, and Africa are the areas 

included in the home automation market study. 

“Australia, Brazil, China, France, Germany, India, Indonesia, Japan, Russia, South Korea, 

the United Kingdom, and the United States are among the nations included in the home 

automation market study.”  

6.2 SWOTi iAnalysis 

6.2.1 STRENGTHS 
Cloud based home i automation monitor, triggers and control home wall switches and plugs, 

LED light bulbs, motion sensors and lighting devices, all the other appliances from browser or 

smartphone app. Apart from that referring back to chapter 4, after the integration of wireless 

relay board, remotely many appliances can be triggered and interfaced same as wired 

appliances connected to the wired based connected relay board connected to the central “smart 

home hub” which in turn add the market value to the project. One of the best features is to 

integrate the smart devices. With such revolution, now appliances are sharing common pool, 

which assists the customer to control all types of appliances.  

Some company offers the smart home automation products having high cost as compared 

to the project made by our group, for example by making the comparison between the cost 

which is spent on this project. As this project is composed of different components. Each 

component is contributing cost to the product. The overall cost spent on this project is  

Table 3. Cost 

Raspberry pi 3B Rs 8000 [16] 

4 Channel Relay Board Rs 500 [17] 

Bluetooth Relay Board Rs 800 
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16x4 Lcd Display Rs750 [18] 

 

Companies that are doing business in home automation sells their product a high cost. Such 

as while researching, it was found that the wall socket switch which can support only 2 

appliances costs Rs 3450 [19] . As compared to the solution proposed by our team providing 

the interface of 4+4 appliances depending upon the number of supportable channels on the 

relay board, is cheap solution. Notable point is that raspberry pi has 40 GPIO pins, which 

means that wired relay can be expanded to more than 32 channel which can automate the whole 

industry also Bluetooth relay is adding its contribution.  

 

Another key feature is accessing the appliance around the globe anywhere at any time.  

                          

Figure 39. Pricing Comparison 

Table 4. Azure Iot Hub Free Services Comparison 

 

6.2.2 WEAKNESSES 
iiiiAs ithe ihome iautomation industry ibecomes inew i to ithe imarket,iweaknesses icould include iopportunities ifor 

iadequate iIT isupport. iOther iweaknesses iare iinconsistent,islow,ior iweak iwireless 

iconnections.iThis imay ibe idue ito idistance iproblems,iphysical ibarriers,iwireless 

iinterruptions,ioutdated i  firmware ion ithe iroute,iand i/ior ipower ioutages. 

• Adequate iIT isupport 

• Wireless iconnectivity:iMay ibe iinconsistent, islow ,ior weak. 

 

Figure 40. SWOT Analysis [21] 
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6.2.3 OPPORTUNITIES 
As the cloud-based home automation is new venture in the market of Pakistan which means 

that this product can be distributed in worldwide before most competitors. The business of 

home automation is growing in the market too. 

• Opening new opportunities to the cloud-based home automation  

• Growth of a home / business transformation industry 

     

 6.2.4 THREATS 
As the system operates on the internet, such as cloud-based solution thus there can possibly 

be threats of intruder, security breach attempts that can lead to compromise the integrity of the 

data stored on the cloud. Though azure cloud has very strong security algorithm but there can 

always be the room of security breaching attempt. 

• Security:iSecurity ithreats imay iaffect i the isafety iand iprivacy iof iour ihome. 

• Merchant icooperation:iMay iaffect imarket iexpansion. 
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Chapter 7: iConclusion iand i Future iProspects 

7.1 Conclusion 
   Cloud based home automation project aims to automate the home appliances using the 

front-end application and backend azure cloud integration. As discussed in the previous 

chapters integrating with the azure makes the smart home secure, ubiquitous and add some 

extra features over other already available products. 

Different services of azure cloud are used such as  

• Azure Active Directory 

• Azure Cosmos Database 

• Azure Iot Hub 

• Azure Web services 

In order to achieve the objectives, two things are important  

• User friendly interface to assists the personals with zero knowledge of technology 

• Making the hardware easily to install and manageable 

            Making front-end user interface falls into developing the website-based solution to 

this project. Website is programmed in java node.js while the hardware side requires  

• Raspberry pi 3B 

• Wired Relay board 

• Wireless Relay board 

• Lcd interface 

 Now the world is shifting towards the cloud computing concepts because of having several 

notables features such as resources pooling, minimal data transmission latency. 

7.2 Future Prospects 
   We aimed to make home automation over cloud by pooling the non-smart and smart 

devices in to a unifies interface called as smart home hub. The project can be extended to the 

next level by integrating the security surveillance cameras. As azure is providing several 

services in the backend, azure Machine Learning service can be used in future to assist the 

security surveillance system such as  

Another integration is of adding the voice recognition system in the project. Voice control 

takes comfort and convenience at home to the next level and integrates seamlessly with smart 

home technology. Yes, there are benefits to asking voice control assistant to turn on lights or 

lower shadow through the engine window in the evening, but there is much we can do with 

our voice control system. 

As voice control assistant can be connected to the internet, which means we can search for 

things online without having to hold our phone or turn on our laptop. 
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Appendix A 
 

Hardware Evolution 
 

 

Figure 41.  I2C Module 

 

Figure 42. 16x 4 Lcd 

 

Figure 43.. Raspberry Pi 3B 
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Figure 44. Bluetooth Relay Board 

 

Figure 45. Wire Relay Board 
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Figure 46. Overall, Installion of Hardware 

Website Interface 
 

 

Figure 47. Website Main Page 

 

Figure 48. Website Feature Page 
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Figure 49. Website Footer Section 

 

Figure 50. Website Sign In 

 

Figure 51. Devices 
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Figure 52. Devices 

 

Figure 53. Two Appliance 

 

 

Figure 54. Devices 
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