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ABSTRACT 

Andro Spy is a very lightweight Android RAT (remote administration tool) to break into 

an Android-powered smartphone remotely. It gives you the power to establish control 

over android devices with an easy-to-use GUI and all the features you need to monitor 

them. It’s the interface is really sleek and easy to use and even comes with some extra 

FUN features that not all the RATs offers. 

The aim of this RAT is to follow the practice of stealthy, ongoing hacking seeking to 

accumulate data over time, as opposed to causing damage to information or systems, is 

known as an advanced persistent threat (APT). Remote Access Trojans are a powerful 

tool in this type of attack because they do not slow down a computer’s performance or 

automatically begin deleting files once installed—and because they’re so adaptable 

. 
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Chapter 1: Introduction 

The introduction provides an overview of the entire FYP with purpose, scope, definitions, 

acronyms, abbreviations, references, and overview of the SDD. The aim of this 

document is to present a detailed description of the project Remotely Administrated 

Trojan which with the help of the output device. The detailed designed structure of the 

RAT is provided in this document. 

The practice of stealthy, ongoing hacking seeking to accumulate data over time, as 

opposed to causing damage to information or systems, is known as an advanced 

persistent threat (APT). Remote Access Trojans are a powerful tool in this type of attack 

because they do not slow down a computer’s performance or automatically begin 

deleting files once installed—and because they’re so adaptable. 

Unlike other types of viruses—such as keyloggers, which record everything someone 

types on the infected computer, or ransomware, which essentially holds a computer or 

files hostage until the hacker is paid off—Remote Access Trojans give hackers total 

administrative control over the infected system, so long as they remain undetected. 

1.1 Overview 

Remote administration means any method of controlling a computer or computers from a 

remote location. Any system with an Internet connection, TCP/IP or on a Local Area 

Network (LAN) can be remotely administered. Remote administration can be used for a 

number of activities and can span multiple servers. RATs are stealthily planted and help 

gain access of victim machines, through patches, updates, games, E-mail attachments, 
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or even in legitimate-looking binaries. RAT can be made into FUD that is fully 

undetectable so that the antivirus in the victim’s computer cannot detect it. RATs can 

give the attacker access to the directories, webcams, keyboard etc. The attacker can find 

out what victim is typing on his/her computer using key-loggers. The attacker can also 

control the keyboard leaving victim unable to type on their own computer and can install 

many other malicious programs. These RATs can be injected via pen drives, hard drives 

or any other external storage devices. These devices are called “bash bunny”. A Bash 

Bunny can install the RAT, backdoor and payload just by inserting the drive in victim’s 

computers. The RAT creates processes to hide its activities and injects running tasks 

with malicious code which go unnoticed by the system. They can cause Distributive 

Denial of Service (DDoS) attacks, obtain sensitive information, and record the actions of 

the current session of the system such as screen preview, keystrokes. They redirect 

traffic to other systems for obtaining specific services. To prepare software that can be 

used by intelligence agencies and LEAs for monitoring and surveillance of terrorists, anti-

state agents, and pre-selected targets 

1.2 Problem Statement 

In this modern era of communication cell phones have immensely changed the way 

people communicate today. A cell phone can be all a person need for interaction. From a 

cell phone, a person can make calls, send text messages, emails, send and also receive 

directions, buy things online, do online banking, listen to music and much more. Since 

one can do everything with one device, there is no longer a need to go around with 

multiple devices. 
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Due to easily access of mobile phones now a days, it has emerged as a serious threat 

against LEAs in monitoring and surveillance of terrorists, anti-state agents, and pre-

selected targets. 

1.3 Proposed Solution 

So far some work has been done on this Project. Creating brand-new Remote Access 

Trojans capable of avoiding detection is a time-intensive process, which means it’s 

usually more worthwhile for hackers to use them against larger targets like governments, 

corporations, and financial institutions including surveillance and monitoring of the 

targets. 
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1.4 Working Principle 

The RAT consists of two parts. The first is a server-side application based on C#, in our 

case, just our desktop or laptop, but this could be scaled up to some degree if needed. 

This acts as a control panel which we use to create and connect to the RAT. The second 

part is client-side, which is the infected Android application we'll use as a backdoor.  

 

      1.4.1 Input Component 

The first is a server-side application based on C#, in our case, just our desktop or laptop, 

but this could be scaled up to some degree if needed. This acts as a control panel which 

we use to create and connect to the RAT.  
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1.4.2 Application Component  

The second part is client-side, which is the infected Android application we'll use as a 

backdoor.  
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1.4.3 Tools and Methodologies  

Followings are the requirements to start the development process of the proposed 

system.  

The Android application runs as a service (not an activity) that begins during startup. 

Therefore the user does not have to interact with the service (although there is an activity 

debug to configure the IP address and port connection).  
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1.4..3 Hardware Requirements for setting up Development Environment 

1. Dual Core Processor 

2. 8 GB RAM 

3. 40 GB Hard Disk 
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1.4.4 Software Requirements for Development Environment 

1.    Visual basic 

2.    Encrypter 

3.    Binder 

4.    Antivirus evasion tool 

5.    Different testing platforms   

6.    SSH Tunnels 

5.1.5 Special Skills Required:  

1.    Encoding  

2.    Encryption 

3.    Social engineering 

4.    Binding 

5.    Bypassing/ Evasion of Antiviruses and different security tools 
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6.    Crypting a code 

7.    Making software FUD 

1.4.5  Languages 

5 C# 

6 Java 

7 Xamarin  

1.4.6 Output Component 

This Apk generated will be the output file which will be binded by any Legitimate APK 

and will be Crypted to evade the Antiviruses and firewalls 
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1.5 Objectives 

 1.5.1 General Objectives: 

The aim of this RAT is to follow the practice of stealthy, ongoing hacking seeking to 

accumulate data over time, as opposed to causing damage to information or systems, is 

known as an advanced persistent threat (APT). Remote Access Trojans are a powerful 

tool in this type of attack because they do not slow down a computer’s performance or 

automatically begin deleting files once installed—and because they’re so adaptable 

 

 1.5.2 Academic Objectives: 

- Development of a smart and intelligent RAT system 

- To implement Machine Learning techniques and simulate the results 

- To increase productivity by working in a team 

- To design a project that contributes to the welfare of society 

 

1.6 Scope 

This project finds its scope is to follow the practice of stealthy, ongoing hacking 

seeking to accumulate data over time, as opposed to causing damage to information 

or systems, is known as an advanced persistent threat (APT). Remote Access 

Trojans are a powerful tool in this type of attack because they do not slow down a 

computer’s performance or automatically begin deleting files once installed—and 

because they’re so adaptable 
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1.7 Deliverables 

1.     Monitoring and surveillance of pre-selected targets 

2.     Monitoring and surveillance of terrorist and anti-state agents 

3.     Security purposes 

4.     Intelligence purposes 

5.     Surveillance purposes 

   

1.8 Relevant Sustainable Development Goals 

The practice of stealthy, ongoing hacking seeking to accumulate data over time, as 

opposed to causing damage to information or systems, is known as an advanced 

persistent threat (APT). Remote Access Trojans are a powerful tool in this type of attack 

because they do not slow down a computer’s performance or automatically begin 

deleting files once installed—and because they’re so adaptable. 

Andro Spy is a very lightweight Android RAT (remote administration tool) to break into an 

Android-powered smartphone remotely. It gives you the power to establish control over 

android devices with an easy-to-use GUI and all the features you need to monitor them. 

It’s the interface is really sleek and easy to use and even comes with some extra FUN 

features that not all the RATs offers. 
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1.9 Structure of Thesis 

Chapter 2 contains the literature review and the background and analysis 

study this thesis is based upon. 

Chapter 3 contains the RAT Techniques 

Chapter 4 introduces detailed data design. 

Chapter 5 introduces human interface design 
Chapter 6 contains the conclusion of the project. 

Chapter 7 highlights the future work needed to be done for the 

commercialization of this project. 
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Chapter 2: Literature Review 

The main goal of this projects it to prepare software that can be used by intelligence 

agencies and LEAs for monitoring and surveillance of terrorists, anti-state agents, and 

pre-selected targets. 

 2.1 Industrial background  

In this modern era of communication cell phones have immensely changed 

the way people communicate today. A cell phone can be all a person need for 

interaction. From a cell phone, a person can make calls, send text messages, 

emails, send and also receive directions, buy things online, do online banking, 

listen to music and much more. Since one can do everything with one device, 

there is no longer a need to go around with multiple devices. 

Due to easily access of mobile phones now a days, it has emerged as a serious 

threat against LEAs in monitoring and surveillance of terrorists, anti-state agents, 

and pre-selected targets 

 2.2 Existing solutions and their drawbacks 
 
 

Pakistan don’t have any indigenous RAT to monitor the Activities of suspects. Due to 

easily access of mobile phones now a days, it has emerged as a serious threat against 

LEAs in monitoring and surveillance of terrorists, anti-state agents, and pre-selected 

targets 

 
 

• A computer virus attaches itself to a program or file so it can spread from one 

computer to another, leaving infections as it travels. Much like human viruses, 

computer viruses can range in severity: Some viruses cause only mildly 

annoying effects while others can damage your hardware, software or files. 
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Almost all viruses are attached to an executable file, which means the virus 

may exist on your computer but it cannot infect your computer unless you run 

or open the malicious program. It is important to note that a virus cannot be 

spread without a human action, (such as running an infected program) to keep 

it going. People continue the spread of a computer virus, mostly unknowingly, 

by sharing infecting files or sending e-mails with viruses as attachments in the 

e-mail. 

• A Trojan horse is not a virus. It is a destructive program that looks as a 

genuine application. Unlike viruses, Trojan horses do not replicate themselves 

but they can be just as destructive. Trojans also open a backdoor entry to your 

computer which gives malicious users/programs access to your system, 

allowing confidential and personal information to be theft. 

• A key logger is a small piece of software that, when downloaded into your 

computer, will record every keystroke. The key logger will capture every 

keystroke on the keyboard, every username, password and credit card 

number, etc., exposing all of your data and personal information. 

• A remote access Trojan (RAT) is a malware program that includes a back door 

for administrative control over the target computer. RATs are usually 

downloaded invisibly with a user-requested program -- such as a game -- or 

sent as an email attachment. 
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Chapter 3: RAT Techniques 

 3.1 RAT Techniques 

Remote Access Trojans can be installed in a number of methods or techniques, and will 

be similar to other malware infection vectors.  Specially crafted email attachments, web-

links, download packages, or .torrent files could be used as a mechanism for installation 

of the software. Targeted attacks by a motivated attacker may deceive desired targets 

into installing such software via social engineering tactics, or even via temporary physical 

access of the desired computer. 

There are a large number of Remote Access Trojans. Some are more well-known than 

others. SubSeven, Back Orifice, ProRat, Turkojan, and Poison-Ivy are established 

programs. Others, such as CyberGate, DarkComet, Optix, Shark, and VorteX Rat have a 

smaller distribution and utilization. This is just a small number of known Remote Access 

Trojans, and a full list would be quite extensive, and would be continually growing. 
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3.1.1 Working OF RAT 

The RAT consists of two parts. The first is a server-side application based on C#, in 

our case, just our desktop or laptop, but this could be scaled up to some degree if 

needed. This acts as a control panel which we use to create and connect to the RAT. 

The second part is client-side, which is the infected Android application we'll use as a 

backdoor.  
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4 SYSTEM ARCHITECTURE 
 

4.1 Architectural Design 
 
A Trojan generally has two parts Client and Server or Master and Slave. We can say 
Server is Slave and Client is Master. So a server side is installed on a remote host and 
the attacker manipulates it with client software.  
Remotely administrated Trojan for mobile phones architecture is a set of structural 
elements along with their interfaces that compose the system. It includes some 
techniques which help one in developing an Android  mobile Trojan. The app 
architecture gets formulated by taking all procedure that works on mobiles. This set of 
system helps to avoid customer problems. 
 

 
 
 
 
The RAT consists of two parts. The first is a server-side application based on C#, in 
our case, just our desktop or laptop, but this could be scaled up to some degree if 
needed. This acts as a control panel which we use to create and connect to the RAT. 
The second part is client-side, which is the infected Android application we'll use as a 
backdoor. 
 
 
 
 
Code for Desktop Interface:  
 

The RAT consists of two parts. The first is a server-side application based on C#, in 
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our case, just our desktop or laptop, but this could be scaled up to some degree if 
needed. This acts as a control panel which we use to create and connect to the 
RAT. The second part is client-side, which is the infected Android application we'll 
use as a backdoor. 

 
 
 
 



21 | P a g e  
 

 
 
 

The most popular multilayer architecture is the three-layer architecture. This three-layer 
architecture is important for designing or creating mobile app architecture. It refers to 
your component’s internal architecture. The given are the main three important layers of 
mobile architecture design: 

Presentation Layer 

The presentation layer consists of two components. These two components include the 
User Interface and UI process. While discussing this layer, the primary focus is the end 
user’s mobile application’s presentation. The mobile application developers should look 
for a client type. So, it would be compliant with the infrastructure. 

During the presentation layer stage, you need to decide on many important things. 
These include themes, fonts, colours and shadings. The developer should keep in mind 
the client’s deployment restriction while mobile app architecture designs. Another 
important necessity of this layer is to select the correct data format. Then use robust data 
validation mechanisms.  
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Business Layer 

The business layer is for the elements on the business front. This layer looks at how the 
app will present the business to the end-users. This layer includes business 
components, workflow, and entities. These layers’ complexity is more complex than 
others. It concerns too many problems such as caching and logging. The exception 
management and security challenges also add to its complexity. 

There are two parts of this layer to reduce the complexity. These include the service 
layer and domain model. The service layers are for common application function sets. 
While the domain model is for knowledge and expertise linked to specific problems. 

Data Access Layer 

The data access layers are to meet the application needs. They offer efficient and secure 
data transactions. For this purpose, a developer needs to design this layer. It combines 
different parts including data utilities, data access components, and service agents. 

The selection of the correct data format is important. Also, having a strong validation 
technique is another factor that makes it important to design this layer. Mobile app 
developers should consider the maintenance of the data. This practice helps in keeping 
this layer changeable with the business requirements.  

Factors to Consider During Mobile App Development Architecture 

It is important to build a better application architecture as it can get you success. You 
need to keep the details of mistakes during mobile app development architecture. This 
practice can lead you to success. If you avoid the problems and don’t consider the 
factors, your app can be a failure. The following includes the things you need to consider 
while developing the architecture: 

Determining the Device Type 
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Determining the device type is another important factor. There are different categories of 
smartphones that you need to determine and consider. The operating system decides 
the type of smartphones. There are various android phones, iPhones and many others. 

They are based on the operating system they use. Besides the category or type of 
device, you should consider many other things. Other things include screen size, 
resolution, and CPU characteristics. Furthermore, you should also consider storage 
capacity and availability of development tool framework.  

Bandwidth Scenarios 

Your target audience’s bandwidth scenarios are important to consider. There can be 
times when there will be zero connectivity. While creating a mobile app the targets 
audience internet network is an important factor. If your app is slow on the users’ 
internet, they would abandon the app. This state would not be good for your business. 

You need to consider the account power consumption, design access mechanism, and 
speed. Furthermore, choose the best software protocols and hardware for your mobile 
app. There are many things you need to consider. You need to adjust all these things for 
a slow and intermittent internet connection. 

User Interface 

For a mobile application, a great user interface plays an important part. A great user 
interface makes it easy and comfortable for users to interact with the app. The 
application interface should be simple and creative. It should not confuse or mislead 
users. The more, the simpler and creative it would be, the evolving the connection 
between your app and users. You should use a creative interface according to the 
demand of your target audience. 

The Right Navigation Method 

Choosing the right navigation method is important and crucial. It is an important aspect 
of mobile app development. The navigation method should be according to the app 
requirements and customers’ preferences. Choosing the best fit after analyzing different 
navigations methods can lead to success. Some of the popular navigation methods 
include: 
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Stacked Navigation Bar 

In this navigation bar, there’s the design of a fixed bar. You put their links to all other 
elements within your mobile app. 

Tab Controller 

With the tab controller, one can switch between the groups of tabs with links 

Real-Time Updates vs. Push Notifications  

You should also decide whether you want to create a real-time update or push button. 
You can decide this factor by keeping your audience in mind. The real-time update can 
be expensive but is a compelling feature. 

 
 
 

4.2 Decomposition Description 
 
Trojan Binding and Crypting 
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4.3  Design Rationale 
So we chose this design because of the following reasons: 

1. Performs specific task  
Crypted systems performs some specific function or tasks and provides 
Security. 

2. Low Cost  
The price of this indigenously created RAT is not so much as compared to 
open Market tools. 

3. Time Specific  
It performs the tasks within a certain time frame. 

4. Low Data Bandwidth Consumption 
RAT does not requires a more data speed and does not consumes  

5. High Efficiency  
The efficiency level of generated APKs are so high. 

6. Minimal User interface  
These systems require less user interface and easy to use. 

7. Less Human intervention  
These systems require no human intervention or very less human intervention. 
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5 DATA DESIGN 
 

5.1  Data Description 
 

Andro Spy is a very lightweight Android RAT (remote administration tool) to 

break into an Android-powered smartphone remotely. It gives you the power 

to establish control over android devices with an easy-to-use GUI and all the 

features you need to monitor them. It’s the interface is really sleek and easy 

to use and even comes with some extra FUN features that not all the RATs 

offer. Build a fresh custom backdoor APK or bind the payload with any 

existing APK such as a game or social media app. 

1. Easy to use GUI interface. 

2. Simple APK generator. 

3. Powerful Files Explorer with all access priviliges. 

4. Read and Write Messages remotely. 

5. Make a phone call or record an active call. 

6. Browse Call Logs. 

7. Read/Write Contact List. 

8. Remote Camera to capture Images & Videos from target device. 

9. Listen to the live conversations through remote Mic, and record the 

audio from Mic. 

10. Check Internet Browser History. 

11. GPS Locator. 

12. List of all the installed Applications. 

13. Get phone’s detailed info. 
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14. FULLY STEALTH MODE..! 

15. Multi port support: Can work on any port. 

16. Insertion point encoding. 

17. Run multiple patches on a single device. 

18. Transmit data securely from and to the device over the network. 

19. Capable of controlling program configurations. 

20. Notifications hidden from the phone’s notification bar. 

21. Name of the package can be changed to anything. 

 

Before the RATs are installed they are customized that is the default 

TCP/UDP ports the listener/host IP, changing them to such as apk’s or 

games or any software or to make it more believable they are attached with 

a genuine apk or game or software. The most efficient method of creating a 

RAT is to code it yourself via terminal and convert it into an executable. The 

most basic way of injecting a RAT is through E-mail, apk, games, software, 

or anything which is executable. For DDos the RATs are spread on many 

computers for this the easiest way for an attacker is to go on chat platforms 

and select from the active user at random and inject the RAT in their 

system. Once the RAT is injected in the device it can outlive reboots 

system, crashes evade Anti viruses. It edits registry and files and can be 

triggered during every reboot transparently. 

 
 
 
 
 
 
 
 



28 | P a g e  
 

6  HUMAN INTERFACE DESIGN 
 

6.1 Overview of User Interface 
 
In this project, the huma user interface is Software based. Meaning that the point where 
the user will interact with our device is totally based on Software using a Desktop 
Interface. So, to easily understand the user interface design, following points will help a 
lot. 

1. The Desktop Interface will be started on desktop. 
2. UDP/TCP port will be given before executing 
3. The APK will be generated and obsfucated. 

So, in this way, after Creating an APK our Trojan is ready to exploit any mobile device. 
 
 

6.2 Interface Images 
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Chapter 7: Conclusion 

In this thesis, we have described a RAT. Andro Spy is a very lightweight 
Android RAT (remote administration tool) to break into an Android-powered 
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smartphone remotely. It gives you the power to establish control over 
android devices with an easy-to-use GUI and all the features you need to 
monitor them. It’s the interface is really sleek and easy to use and even 
comes with some extra FUN features that not all the RATs offer. Build a 
fresh custom backdoor APK or bind the payload with any existing APK such 
as a game or social media app. 

1. Easy to use GUI interface. 
2. Simple APK generator. 
3. Powerful Files Explorer with all access priviliges. 
4. Read and Write Messages remotely. 
5. Make a phone call or record an active call. 
6. Browse Call Logs. 
7. Read/Write Contact List. 
8. Remote Camera to capture Images & Videos from target device. 
9. Listen to the live conversations through remote Mic, and record the 

audio from Mic. 
10. Check Internet Browser History. 
11. GPS Locator. 
12. List of all the installed Applications. 
13. Get phone’s detailed info. 
14. FULLY STEALTH MODE..! 
15. Multi port support: Can work on any port. 
16. Insertion point encoding. 
17. Run multiple patches on a single device. 
18. Transmit data securely from and to the device over the network. 
19. Capable of controlling program configurations. 
20. Notifications hidden from the phone’s notification bar. 
21. Name of the package can be changed to anything. 

 
Before the RATs are installed they are customized that is the default 
TCP/UDP ports the listener/host IP, changing them to such as apk’s or 
games or any software or to make it more believable they are attached with 
a genuine apk or game or software. The most efficient method of creating a 
RAT is to code it yourself via terminal and convert it into an executable. The 
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most basic way of injecting a RAT is through E-mail, apk, games, software, 
or anything which is executable. For DDos the RATs are spread on many 
computers for this the easiest way for an attacker is to go on chat platforms 
and select from the active user at random and inject the RAT in their 
system. Once the RAT is injected in the device it can outlive reboots 
system, crashes evade Anti viruses. It edits registry and files and can be 
triggered during every reboot transparently. 
 
 

 

 

 

 

 

 

 

 

Chapter 8: Future Work 

Future milestones that need to be achieved to commercialize this project 

are the following. 
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To prepare software that can be used by intelligence agencies and LEAs for 
monitoring and surveillance of terrorists, anti-state agents, and pre-selected 
targets 

The characteristics of the RAT are :  
• Manipulate processes in task manager.  
• Hinders mouse movement randomly.  
• Files are deleted, moved, downloaded without permission. 
• Infect system with viruses, malwares and worms  
• Keyboard stops working.  
• Anytime access to victim’s computer is provided. 
• Software that can be used by intelligence agencies and LEAs for 

monitoring and surveillance 
• Monitoring and surveillance of pre-selected targets 

• Monitoring and surveillance of terrorist and anti-state agents 

• Security purposes 

• Intelligence purposes 

•  Surveillance purposes 
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