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ABSTRACT

Most of the commercial antiviruses are signature based, that is, they use existing database signa-
ture to detect the malware. Malware authors use code obfuscation techniques to evade detection
by antiviruses. Metamorphic malware change their internal structure hence evading signature
based detection. Different detection techniques can be found in literature to detect the obfus-
cated malware also. Havex is an exclusive malware used in cyberespionage campaign launched
by a group of attackers, Dragonfly or Energetic Bear, which infects OS Windows. It has targeted
multiple sectors so far such as industrial/machinery, manufacturing, pharmaceutical, construction,
education and Information Technology. Its main target is ICS and SCADA systems. Havex uses
multiple attack vectors to compromise the targets with the coordination of Command and Control
infrastructure to download the set of payloads.

For effective defense against the malware, their construction needs to be explored. This includes
the study of different obfuscation techniques and possibilities of their extension. This thesis fo-
cuses on obfuscation techngiues of malware including dead code insertion, instruction substitution
and function permutation. The objective is to make detection difficult by implementing subject
techniques which bypass detection. Havex malware is used as a proof of concept for our antivirus
evasion strategy. We have used Hidden Markov Models (HMM), which is a statistical based ma-
chine learning detection method, to test the effectiveness of our code morphing. This has shown

the strength of our implemented obfuscation techniques.
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Chapter 1

INTRODUCTION

1.1 Introduction

This chapter gives the introduction of the thesis by discussing the metamorphism performed on
different commercial and research based metamorphic engines. Section 2 discusses the overview
of the metamorphism and a few engines that are available readily online to perform the obfusca-
tion on malware. It also discusses about the research based metamorphic engines that are devel-
oped previously to test the strength against the Hidden Markov Model detection system and the
difference of our engine from the former ones. Section 3 states our problem statement. Section 4

enumerates the objectives of our research. Section 5 discusses the sequence of the thesis.

1.2 Overview

As the technology is becoming advanced, the security embedded in it is also reaching the new
highs. Malware authors are also using complex techniques to evade the detection by anti-viruses.
Metamorphism is considered one of the strongest techniques to bypass detection by changing the

structure of the code in each copy of the malware whereas the functionality remains the same.

Metamorphism can be an obstacle for pattern recognition of the code therefore it is used as an
additional security measure in many software to avoid different kinds of attacks. Metamorphic
code can also be used to bypass signature based detection and other forms of detection techniques

???. According to the previous researches ?? done in the domain, Hidden Markov Model (HMM)



based detectors have been considered successful in detection of metamorphic malware which have

otherwise been able to bypass commercial anti-viruses.

Some metamorphic engines are already available that can be used for generating structurally
different copy of the same code every time. A few examples of such engines include G2 (Second
Generation virus generator), MPCGEN (Mass Code Generator), NGVCK (Next Generation Virus

Creation Kit), VCL32 (Virus Creation Lab for Win32) and MetaPhor ?.

Research based metamorphic engines have been developed in ? and ? that work on the assembly
code level. Morphing at the high-level source code is easier but not as effective as the control
over the final executable file is much lesser than the low level source code. In ? and ?, metamor-
phic engine has been developed based on Low Level Virtual Machine Compiler Framework. In
this, code morphing is done on IR bytecode level which is beneficial in numerous ways. LLVM
provides support for multiple languages and compile-time, link-time, run-time and idle-time op-
timizations for codes written in these languages. In this project, we are extending the work done

in ? and ? by designing metamorphic engine which works on LLVM bytecode level.

LLVM has a three-phase compiler design with a front end, an optimizer and a back end that sup-
ports multiple languages and target platforms. Front-end takes source code as input and performs
parsing of the code, checks it for errors and builds the Abstract Syntax Tree (AST) to represent

the input code.

The optimizer performs different optimizations on the code to reduce the time for execution of
the code by discarding off the redundant computations and unused instructions. The optimizer
is language independent. The back end translates the code correctly to the target framework
utilizing the random features of the target architecture. Code morphing on LLVM IR bytecode

level is efficient as it provides fine grained control over the resulting executable file.



Our developed metamorphic engine is tested against the Hidden Markov Model (HMM) analy-
sis ?. We are using three metamorphic techniques in our engine include dead code insertion,

instruction substitution and subroutine permutation.

1.3 Problem Statement

Although metamorphic engines developed recently have shown the ability to bypass HMM based
detection, there are some limitations in their implementations. There are more code obfuscation
techniques as well which can be explored along with the limitations of the previous implementa-
tions to bypass HMM based detection. It is important to understand and extend already existing
implementations of metamorphic engines to understand the weaknesses of our detection strategies

like Hidden Markov Model.

1.4 Objectives

The main objectives of thesis are discussed below:

1. To understand, implement and analyze the limitations of already existing implementations of

metamorphic techniques.

2. To extend already existing implementations of metamorphic engines.

3. To provide proof of concept by using Havex malware.

4. To analyze the effectiveness using HMM detection strategy.

5. To take account of factors which help in improving the results.



1.5 Research Methodology

First of all, a thorough literature review was carried out on the metamorphic techniques and the
previous work done to increase the strength and robustness of the metamorphic techniques. Lim-
itations of the existing implementations were studied in detail. After this, modifications in the
previously implementations were proposed and implemented. Once the implementation phase
was complete, Havex malware was used for the proof of concept. Test files were generated by
applying obfuscations on the Havex malware using Linux coreutil-8.23 files and tested against
the HMM malware. The results were generated and recommendations were provided to improve

the results.

1.6 Contributions

The research contributions of the research are as follows:

1. A metamorphic engine is developed incorporating three different metamorphic techniques
in this research. Dead code insertion is performed by integrating dead code from Linux core
utility files into the malware file. After this instruction substitution is performed in which one
instruction can be replaced by multiple other instructions. These instructions are chosen based
on the random number generator. Last phase is the application of function permutation. In this

phase, the sequence of functions is randomized and an altogether new code is generated.

2. We have implemented and HMM based detection system and Havex malware is used as the
proof of concept. Havex malware has been passed through all the phases of the metamorphic
engine and the resultant files are tested against the HMM based detector. We used different
percentages of the dead code such as 10%, 20%, 30% and 50% to show how the results differ

based on the increasing percentage of the dead code. The results in the form of graphs show the



comparison of HMM scores which determine whether the malware file has been able to evade

detection or not.

3. An extensive literature review has been done on the metamorphic techniques and a research
paper was accepted in Sth International Cryptology and Information Security Conference held in

Malaysia on June’2016.

1.7 Sequence of Thesis

Next chapters of the thesis are categorized in the following ways. Chapter 2 gives the brief de-
scription of different types of malware and different malware obfuscation techniques adopted by
the malware. It also discusses the metamorphic techniques that are used by the metamorphic
generators. Chapter 3 discusses the environment of metamorphic engine generation and that of
metamorphic malware detection. Its overall design of LLVM compiler infrastructure, the detailed
description of the IR byte code, different types of malware detection techniques and the planning
and execution of the Hidden Markov Model used to evaluate the test results is covered. The archi-
tecture and implementation of the code generator is covered in Chapter 4. Chapter 5 showcases
the experimental results. Lastly, Chapter 6 gives the conclusion along with the future work that

can be carried out.



Chapter 2

MALWARE AND MALWARE OBFUSCATION TECHNIQUES

2.1 Introduction

This chapter briefs about different types of malware that exist and various obfuscation methods
that are used by the malware to evade the detection. Section 2 discusses the varieties of malware
that exist in the wild. Section 3 gives the brief details of evolution of malware concealment strate-
gies of the years. Section 4 discusses the main obfuscation techniques used by the metamorphic

malware, which is the most complex type of malware, to bypass malware detectors.

2.2 Malware

Malware is any malicious program that is used to harm a system by disrupting its operation,
stealing information, illegally using its resources or performing any other malicious activity. Any
software with malicious intent comes under the umbrella of malware including computer viruses,
worms, trojan horses, bots, adware, spyware, rootkits and other hostile programs. The first mal-
ware was in the form of virus with the intention of only highlighting the security loopholes or to
boost off technical ability ?. After that, different classes of malware started infecting the systems
and the motivations behind using the malware changed also. The three most prominent categories

of malware are viruses, worms and Trojans which are discussed in detail in the subsections below.



2.2.1 Virus

According to the keywords, the following search strings were employed to First PC-based com-
puter virus was developed in 1980s. A virus replicates itself upon execution and propagates by
copying itself to other programs. It depends on a host program for execution. It does not have
the ability to reproduce itself and needs human interaction for infecting other computers. For
instance, it can either be downloaded from the internet or gets transported using floppy disk, CD-
ROM, DVD-ROM or USB stick etc. Some of the important features of virus are given in 2.
According to which the viruses are self-replicating, their population growth is positive and they

are parasitic in nature.

2.2.2 Worm

Worm is also self-replicating but it is different from the virus in two ways. First, it does not depend
on a host program for execution. Second, it does not require human interaction for spreading.
In other words, it propagates via computer networks, unlike virus which can only infect while
attaching itself to the host program ??. Some of the important features of virus are given in 2.
According to which the worms are self-replicating, their population growth is positive and they

are not parasitic in nature.

2.2.3 Trojan

Unlike virus and worm, trojan disguises itself as a legitimate program but performs malicious
tasks in the background. It comes with a browser plugin, a screensaver, an unsuspicious email
with attachment or a game etc ?. It does not try to infect other programs or propagate. It can act
as a backdoor to connect to the controller and download additional files and programs, change

system settings or infect other files on the system. Some of the important features of virus are



given in ?. According to which the trojans are not self-replicating, their population growth is

zero and they are parasitic in nature.

2.3 Malware Obfuscation Techniques

Malware writers keep on evolving the malware by employing different obfuscation techniques to
bypass detection by anti-viruses. These techniques make detection very challenging for antivirus
vendors ??. These obfuscation strategies include encryption, oligomorphism, polymorphism and

metamorphism. The history of malware is shown in Figure [2.1]

1st

Virus; Ms- 1st Worm B elymorphi

DOS 1988 (Morris) ¢ malware
1981 (Elk Cloner) 1990 (1260)

Encrypted i Metamorph

malware ic malware ic malware
1987 (Cascade) 1990 (Whale) 1998 (ACG)

Figure 2.1: History of malware

2.3.1 Encrypted Malware

Encryption of malware first started in 1988 with the virus, Cascade ?. This is the earliest and
simplest form of malware concealment. The purpose is to hide the virus body to make it difficult
to analyze by applying encryption algorithms. The resultant virus consists of two parts; one is
encrypted virus body and the other one is the decryptor. The decryptor contains the code for
encryption and decryption of the virus body. On execution, the virus body is decrypted using a

decryptor and a new encrypted copy of virus is created using a different key. Different encryption



keys are used every time for encrypting the virus body which makes it look different in every
generation. This is shown in the Figure [2.2] Encryption of malware can be of different types
such as simple encryption which involves simple operations without any key, static encryption
key, variable encryption key, substitution cipher and strong encryption. Anti-viruses do not detect
encrypted malware at once. However, it still gets detected by anti-viruses after they obtain the

decryptor using its code pattern.

Encrypted body

Generation 1

s

o

Generation 0

Encrypted body

Generation 2

Figure 2.2: Different encryption keys produces different encrypted malware bodies but decryptor

remains constant

2.3.2 Oligomorphic Malware

Encrypted malware get detected by anti-viruses because the decryptor remains constant in each

generation. The solution to this problem is to create viruses in which body of decryptor is mutated.



Easiest way to achieve this is to use a set of finite decryptor loops and let the virus choose one in
each generation. This idea led to the creation of first Oligomorphic virus in 1990 known as Whale
?. It carried 30 different decryptor loops, from which the virus would choose one. Signature
based detection depending on byte pattern of decryptor, though it is a achievable solution, but it
is not a practical way since the anti-virus will have to look for multiple decryptor patterns instead
of one ?. Therefore, oligomorphic viruses make the detection process more difficult for signature

based scanning engines ?. This concept is explained in the Figure [2.3]

AL, '
/ Decryptor // Decryptor

. \\\\\\\\\\\ \\\\\
", R
NN
Encrypted virus body Encrypted virus body Vlflllllllq
N \\\\ SO /
. \\\\ SN SN o
S \\ " e ™S, )
., - N
AN NN
Generation 0 Generation 1
Multiple decryptors
Decryptor Decryptor
| Encrypted virusbody | | Encrypted virus body |
Generation 2 Generation 3

Figure 2.3: A different decryptor is used in each generation of Oligomorphic malware

2.3.3 Polymorphic Malware

Polymorphism is more progressive and sophisticated form of oligomorphism. First polymorphic

malware was the 1260 virus ?. It overcame the limitations of both encrypted and oligomorphic

10



viruses. It is better than encryption and oligomorphism in the sense that it has the capability of
generating unlimited new decryptors ?. Decryptor code is mutated from generation to generation
in such malware. This is done using a mutation engine which uses various code obfuscation
techniques such as instruction substitution, garbage code insertion, register swap etc ??. Detailed
description of these techniques will be covered in Section 3. Furthermore, each new decryptor
may use several encryption techniques to encrypt the constant virus body, as well ??. This concept

is explained in the Figure [2.4]

Although polymorphic malware is not subjected to signature based detection as it lacks unique
decryptor patterns, it can still be detected using code emulation technique. Anti-viruses detect
polymorphic malware using this technique by executing the viruses in the virtual environment

and detecting virus body dynamically.

2.4 Metamorphic Malware and their techniques

Metamorphic engines employ different code obfuscation techniques to generate highly morphed
copies of metamorphic malware. The metamorphic techniques change the structure of the mal-
ware but the behavior remains the same. Therefore, different copies of the same malware will
look structurally different but will perform the same functionality that is why such malware are

also known as "bodypolymorphic" ?2?.

These code obfuscation techniques are of different types. Some operate on the control flow while
others operate on the data section of the program. Control flow obfuscation involves reordering
of instructions through insertion of jumps. Data flow obfuscation can be done in many ways such
as equivalent code substitution, subroutine permutation, dead code insertion, register renaming,

and transposition 2??.
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Figure 2.4: Infinite decryptors are produced by mutation engine

2.4.1 Register Swap

This is the simplest technique for metamorphism of malware.The first metamorphic malware,
WO5/Regswap virus,implemented register swap in December 1998 as a metamorphic technique
?. Operand registers are swapped with different registers. For example, replacing POP ECX
by POP EAX. Now two generations will have the same sequence of instructions but different
operands. It can also be named as register renaming and register usage exchange. It can thwart
the traditional pattern matching technique for malware detection but it can still be detected using

half-byte detection technique and wildcards. An instance of register swap is given in Figure [2.5]

12



2.4.2 Subroutine Permutation

In this technique, the order of subroutines is changed in each generation to generate malware
with completely different layout. This does not affect the behavior of the malware because the
execution order is not affected. A virus with n subroutines can have n! different subroutine per-
mutations. This means that a program with 10 subroutines will have 10! subroutine combinations.
For example, BadBoy with 8 subroutines and W32/Ghost with 10 subroutines can generate 8! =
40, 320 and 10! = 3, 628, 800 different generations respectively ?. However, both of them can be
detected with search strings as the content of each subroutine remains the same ??. Both regis-
ter swapping and subroutine permutations are simple techniques with respect to statistical based

detection. This concept is explained in the Figure [2.6|

2.4.3 Dead code insertion

This is another technique to change the appearance of the malware which helps in bypassing
statistical based detection. This dead code has no affect on the behavior of the program in which it
is added. Win95/Zperm virus appeared in June and September of 2000 incorporated this technique

??. This malware is shown in the Figure

Dead code can either be executed in the program or it can just stay within the code without being
executed. However, it will not affect the program functioning in either case. Dead code, when
executed, makes it trickier for the optimizer to detect. Dead code can be added from other files in

the form of functions or blocks. This concept is explained in the Figure [2.8

It can be in the form of simple do-nothing instructions such as "NOP’, *add ecx,0’,’ mov ebx, ebx’,
’sub eax,0’ or instructions from normal (benign) files can be copied and inserted into malware file

as mentioned in ????. Infinite generations of malware can be produced using these infinite sets

13



Mov eax,64 Mov edx,64
Mov ebx,2048 Mov ebx,2048
Push eax Push edx

Sub eax,eax Register Swapoing Sub edx,edx
Push eax .| Pushedx

Mov eax,ebx Mov edx,ebx
Add eax,1 Add edx,1

Mov [eax+1],ebx Mov [edx+1],ebx
Pop eax Pop edx

Figure 2.5: Register Swap
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Figure 2.6: Subroutine Permutation for 5 different subroutines
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of dead instructions.

2.4.4 Instruction Substitution

Instruction substitution or equivalent code substitution involves replacement of an instruction by
another instruction or a group of instructions that are equivalent to the original instruction and

have the same functionality.

Some opcodes are characteristic to the malware files so it is reasonable to replace these opcodes
to make these files look more like normal files using instruction substitution. For example, add
eax,1 can be replaced by not eax, neg eax and inc edx can be replaced by add edx,1, not edx, neg
edx. Instruction substitution is a powerful technique for evading signature detection and altering
code statistics.However, instruction substitution is relatively difficult to implement at the assembly
code level. The W32/MetaPhor virus is one of the metamorphic virus generators that incorporate

the instruction substitution technique ??. One such example is given in the Figure 2.9

2.4.5 Transposition

Reordering the instructions to change the sequence without affecting the behavior of the code is
called transposition or instruction permutation. This will make the binary sequence of the code
different than the original code bypassing signature based detection. However, this can be done

only if the two instructions are independent of each other. An example of instructions is given in

the Figure

Figure [2.11] gives the 3 conditions which are pre-requisite to the reordering of instructions.
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Instruction 4 Instruction Instruction 3

Instruction 5 jmp !nstruction 4
jmp . garbage jmp
garbage Instruction 3 garbagg
start: jmp Instruction 5
Instruction 1 mm) garbage mmp /TP
Instruction 2 Instruction 5 start:
jmp jmp Instruction 1
garbage start: Jmp
Instruction 3 Instruction 1 garbagg
jmp jmp Instruction 2
garbage 1 | Instruction 4 Jmp

jmp garbage

Figure 2.7: Win95/Zperm virus involving Subroutine Permutation

Instruction 1
Instruction 2
Instruction 3

Instruction 4

MNormal files
Instruction 5

Criginal malware file

Instruction 1

Dead code insertion

Dead code copied from normal file

Instruction 3

Instruction 4

| Instruction5 |
Morphed malware file

Figure 2.8: Dead Code Insertion
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push ebx
mov ebx, [esi]
add esi,1
mov [edi],ebx
add edi,1
pop ebx
mov eax, edx
cmp [esi], ecx

Instruction wh&ﬂnﬂg

WD 00 = O LA B L e
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]

Figure 2.9: Instruction Substitution

subesp,4

mov [esp], ebx
mov ebx, [esi]
add esi, 1

mov [edi],ebx
add edi,1

pop ebx

push edx

pop eax

cmp [esi], ecx

Transposition

Figure 2.10: Transposition
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2.4.6 Formal Grammar Mutation

Formal grammar mutation is a formalization of many existing morphing techniques. Formal
Grammar Mutation was used for the first time for the formalization of code morphing techniques
in ??. In general, traditional morphing engines are non-deterministic automata (NDA), since
transitions are possible from every symbol to every other symbol. The symbol set is the set of
all possible instructions. It means, any instruction can be followed by any other instruction. By
formalizing mutation techniques, one can create formal grammar rules and can apply these rules

to create viral copies with great variation ?.

Two different forms of a simple polymorphic decryptor code are shown in the Figure [2.12] It
is possible to make 960 different decryptors using this sample and Formal Grammar Mutation

shown in the Figure 2.

2.5 Conclusion

In this chapter, different malware types were discussed including viruses, worms and trojans along
with their important features. The malware has evolved over the years to change its appearance
and make detection more complex. The different evolutionary forms of these malware give the
anti-malware vendors all the more reasons to make the detection strategies more effective. Meta-
morphic malware is the most complex type of malware obfuscation. It implements various meta-
morphic techniques to change the structure of the malware. These techniques are also discussed

in this chapter.
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v Regl /Mem1#Reg2 [ Mem?
v Regl/Mem1 #Regd / Memd
v Reg2 /Mem? #Reg3 [ Mem3

Figure 2.11: Conditions to meet for Transposition

mov Ry, len
mov Ry, beg
xor [Ra], key
add R», 4
sub Ry, 4
Jnz step_3

00 PUSH 44554433

01 POP ESI

02 SUB EBX,EBX

03 ADD EBX, 124

04 XOR [ESI],d20b9a65
05 ADD ESI,4

06 SUB EBX,4

07 JZ § + 2

08 JMP § + f0

12 WP § + ed

00 XOR EDI,EDI

01 LEA EDI, [EDI+124]
02 PUSH 44554433

03 POP ESI

04 MOV EDX, [ESI)

05 NOT EDX

06 AND EDX,d75d40bc
07 AND [ESI],28a2bf43)
08 OR [ESI],EDX
09 ADD ESI,4

10 SUB EDI,4
11J2§+2

Figure 2.12: A simple polymorphic decryptor template and its mutated code
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X1 X20X2X,

GX|mov Ry, len|pushlen & pop Ry |xor Ry,

Ry & lea Ry, [R1 +len]|sub Ry, R| @ add Ry, len
GXa2|mov Ra, beg|push beg & pop Ra2|xor Ra2,
Raplea Ra, [Ra+beg]|sub R2, RaFadd R, beg
GYq|Wp|54Wy

GWy|xor [R2], kev H)

not [R2] & xor [R2], kev @ not[R2] H

mov R3, [R2] & not Ry & and R3, kev & and [ R2],
—key & or [R2]. R3 H)

G H) |add B2, 4 Ha|sub R2, —4 H>

S |sub R2, d|ladd B2, —4

GWalxor [R1][R2], key H2

not [R1][Rz2]@®xor [R1][R2]. key®nor[R1][R2] H2
mov Rz, [R1][R2] & not Rz @ and R3, key & and
[R1][Rz2]. —key & or [R11[R2]. R3 Ha

GHa|sub Ry, 4@ jnz xxx|sub R, 4@ jz vwvE jmp xxx
add Ry, —4& jnz xxx|add Ry, —4&F jz vyvd® jmp xxx

subecx, 3 FEloopxxx < R| = ecx

Figure 2.13: Formal Grammar for creating decryptor variants
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Chapter 3

ENVIRONMENT OF MALWARE OBFUSCATION AND DETECTION

3.1 Introduction

In this chapter, the discussion is focused on the environment used for implementing the metamor-
phic engine. In section 1, it tells that LLVM is used as a compiler for writing in metamorphic
code. It also discusses the benefits, the tools used in this thesis and salient features of using this
framework. Section 2 briefs about the malware detection techniques used by the anti-malware
vendors to detect the malware. Section 3 discusses the environment used for metamorphic mal-

ware detection.

3.2 Environment for Metamorphic Engine

For the creation of our metamorphic code generation, we have used the LLVM compiler frame-
work. LLVM is an umbrella project that is responsible for the hosting and developing of many
low level tool components that are in compatibility with the existing tools such as Unix tools.
Metamorphic code generation is done on IR bytecode level using LLLVM in this project instead
of assembly or source code level. Intermediate Representation is also not dependent on the plat-
form. Virtual addresses are assigned at the bitcode level not at the assembly level. Therefore,
developing the metamorphic copies on IR level rather than assembly level provides benefits over

the assembly level.
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3.3 LLVM

LLVM has many distinct features such as tools which make it better than the GCC compiler. For
example, the Clang Compiler which is a C/C++/Objective-C compiler. However, the major feature
which makes LLLVM unique than other compilers is its design. LLVM is a common infrastructure
and it implements a vast range of statically and dynamically combined languages such as Java,

.Net, Python, Ruby, languages supported by the GCC and many other lesser known languages

?2.

3.3.1 LLVM Compiler Design

Three phase design of the tradition compiler is the most famous design of the static compiler
which has three main components; front end, back end and the optimizer. The front end takes the
input source code, parses it and checks it for the errors and then creates an Abstract Syntax Tree
(AST) based upon the source code. This AST can also be converted to a new representation for
optimization. The purpose of the optimizer is to perform numerous transformations of the code as
required in order to optimize the code and reduce its running time. These transformations can be
of various types such as elimination redundant instructions, removing dead code, and it is mostly
not dependent on language and target. Now, the back end which is also known as code generator

maps the code on the target architecture.

3.3.2 Benefits of using LLVM

An important advantage of using LLLVM is that compiler supports multiple languages or target
architectures. A common optimizer can be used for a front end written in any language or a back
end for any target architecture can compile from it. This is shown in figure. This means that for

supporting a new language, only the front end for that language has to be written and the optimizer
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and back end can be reused. Similarly, to support new target architecture only the new back end
has to be written while front end and optimizer can be reused. If the compiler was not based on
the three phase design and a new language had to implemented, a new compiler would be needed

for it. N * M compilers would be needed to support N languages and M target architectures.

Another important advantage of this compiler is that different skills are required for front end,
back end and optimizer. This makes it easier for a front end individual to boost and maintain their

part of compiler and can focus on their part only ??.

3.33 LLVMIR

An important aspect of this compiler design is LLVM Intermediate Representation (LLVM IR).
It supports the mid-level analysis and different forms of transformations of the compiler. Differ-
ent actions can be performed on it such as simple optimizations, inter-procedural optimizations,

whole program analysis etc. LLVM IR is a first class language with well structured semantics.

LLVM is a low level RISC-like virtual machine which performs linear operations such as addition,
subtraction, comparison and branching. It also supports labels and is an unorthodox form of
assembly language. It is different from RISC-like instruction set in a way that it is strongly typed.
For example, 132 means a 32-bit integer, i32** means a pointer to a pointer of 32-bit integer and
some abstraction of machine details is there. Instead of using permanent registers it uses infinite

number of temporary registers with a % character.

It can take three forms such a textual form, on-disk bitcode format which is dense and data struc-
ture supported in-memory form. Intermediate Representation of LLVM consists of three compo-

nents:

1. Module: it consists of functions and global variables
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2. Functions: they represent the instruction set

3. Global variables: they consist of the values that are used by the functions

3.3.4 LLVM Tools

LLVM has different kinds of tools that can be used to perform different tasks such as program
compilation, generation of IR bytecode and performing different kind of optimizations on the
code. A number of tools are used in this thesis like llvm-gcc, llvm-as, 11i, llvm-dis, llc, llvm-link

and opt. The details and syntax for using these tools is discussed in the Appendix.

3.3.5 Opt (Command for running optimizations)

This is LLVM optimizer and analyzer. IT bytecode files are taken as an input and different op-
timizations and/or analyses can be performed and analysis results or optimized output files are

generated.

One can also write their own optimizers built on the already existing ones according to the re-
quirements. One example of such optimizer passes is also given in this project in which dead
code is called and instruction substitution is performed on it. LLVM already has many existing
"pass classes" as well and new passes can also be developed. Opt command has the following

format.

opt < optimizer name >< input bytecode or bitcode file >< output bytecode or bitcode file >

3.4 Malware Detection Techniques

Malware is becoming increasingly powerful every day. The techniques used to detect malware

are also evolving to prevent the malware from infecting the computer systems. There are three
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main categories for malware detection techniques.

1. Signature based detection

2. Anomaly based detection

3. Statistical Analysis based detection

3.4.1 Signature based detection

This is the simplest and the most frequently technique and for the detection of malware used by
anti-viruses ??. The repository or database of signatures of malware is maintained and is used to
pattern match with any malware that may try to infect the system. This database of signatures is
obtained by examining the disassembled code of the malware. The database is regularly updated
by the anti-virus to include the new signatures. The advantages of this technique are; it is simple,
has great accuracy and fewer resources are required to detect the malware ?. However, it can only
detect known malware since it will not have signature for any new or unknown malware. It cannot
detect complex malware such as polymorphic (without using code emulation) and metamorphic
malware. Another disadvantage is that, the repository has to be updated regularly to include new

signatures ?.

3.4.2 Anomaly based detection

This is also known as behavior based or heuristic based detection. This overcomes the problems of
signature based detection by detecting unknown malware or zero-day attacks. It has two phases;
one is, training phase and the other is, detection phase ?. Detection systems learns the behavior
of the known malware in the training phase and detects unknown or new malware based on that

training. One method of analysis is to execute the malware in the virtual machine and analyze its
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behavior. If malware shows suspicious activities such as creating files, overwriting files, hiding

files and replication etc, then it is flagged as malware ?.

Another method of detection is to analyze the decompiled code of the malware. Some instructions
are more common in malicious files than normal files. If the percentage of instructions that are
more common in malware files crosses the threshold, the files is flagged and alert is generated. The
disadvantage of this technique is that it needs to update the data describing the system behavior
and the statistics in normal profile but it tends to be large. It needs more resources like CPU
time,memory and disk space ?. Also, it can only detect malware based on previous experience.
This means if a new malware is different than the previous ones, it may go undetected. Due to

this, the rate of false alarms generated is very high ??.

3.4.3 Statistical Analysis based detection

Statistical analysis and machine learning techniques are also being used for detection of malware.
One such technique is the application of Hidden Markov Model (HMM). This is a comparatively
newer technique which has two phases ????. First phase is representing the statistics of the
malware sample set on the HMM model and training the model. Second phase is for detection of
malware belonging to the same family as the sample malware set. It has been found that Profile
Hidden Markov Model is very effective for malware detection. A drawback of this method is;
in order to detect the malware, the detection system has to be trained first for which data set
is needed. Secondly, this whole process of filtering the data, disassembling them, training and

scoring the whole dataset can be time consuming 2.
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3.5 Environment for Metamorphic Malware Detection

Metamorphism is considered as one of the strongest techniques to evade detection by anti-viruses.
However, Hidden Markov Models (HMMs) have been used previously and are considered effec-
tive in detecting the metamorphic malware ???????. It is one of the machine learning techniques
used for detecting the malware. Metamorphic engines change the appearance of the malware but
there is still some similarity between malware belonging to the same family. For this, a method
has been devised in the past to train the HMM based on the sequence of opcodes belong to the
same malware family ??. HMM builds a training model based on the input opcode sequences
belonging to the same family. This model can be used to score the binaries and to classify the test
file as benign or a member of a malware family that the model is representing. A threshold is de-
fined for virus and benign files which is used to classify the executables as malware or benign. A

detailed working of HMM along with its usage for malware detection is explained in this section.

Hidden Markov Models (HMMs) are used for statistical pattern analysis. The Hidden Markov
Model describe observation series generated by Markov or Stochastic process. A Markov process
is related to the sequence of observed symbols. The Markov model in HMM is "hidden" which
means that it is not directly observable but it can be seen as the sequence of observation associated

with the states ???. Table shows the notations used in Hidden Markov Model ?.

Previous researches carried out on HMM proved that HMM is effective for different types of
modelings such as protein modeling and speech recognition. It has also been used for the software
piracy detection ??. An HMM can be trained using an input data. Based on the observation
sequences, the training models can be generated. Features of the input data are represented by the
states in the training models, whereas the statistical properties of these features are represented

using transition and observation probabilities. Each individual elements in the training data is
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Table 3.1: Hidden Markov Model Notations

Notation Represents
T Length of the observed sequence
N Number of states in the model
M Number of distinct observation symbols
(@) Observation sequence (O, Oy, ...., Or_1)
A State transition probability matrix
B Observation probability distribution matrix
7r Initial state distribution matrix

mapped to an observation symbol. New observation sequences are matched against the trained
HMM to see if they have any similarity to the one in the training model. One training model is
made for malware from a single family. Now whenever a new file comes, it is tested against these
models. If the probability to see such a sequence is high, it means that the sequence has similarity

with the malware family 2??.

The three algorithms used to solve the three problems using HMMs are Forward Algorithm, Back-
ward Algorithm and Baum-Welch Algorithm. Following are the three problems which need to be

addressed using HMMs ??:

Problem 1. Given that the model A\ = (A, B,7) and an observation sequence O is known,
find P(O|\) or likelihood of the observation sequence. Forward Algorithm is used to solve this

problem.

Problem 2. The model A\ = (A, B, x) is known, find an optimal state sequence for the Markov
process. This optimal state sequence is found out using the Backward Algorithm. It exposes the

hidden part of the model.
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Problem 3. Given the observation sequence O, the number of unique symbols M and the number
of states N are known, find the model A = (A, B, ) that maximizes the probability of O. This

can be done efficiently by adjusting the model parameters using the Baum-Welch Algorithm.

3.5.1 HMM and Virus Detection

Research has already proved that HMM is successfully used for the detection of metamorphic
malware ??. HMM has to be trained using the input data to generate the training models. This
trained model, now represents the statistical properties of the malware family. A new binary is
scored based on this trained HMM. This score shows the similarity of the new binary file with the

malware family represented by the model. File is classified based on the threshold value.

To build a training model, a number of files belonging to the same malware family are disas-
sembled using IDA Pro or some other disassembler. Unique assembly codes are obtained from
these disassembled file which form the HMM symbols. These opcode sequences obtained from
different malware files belonging to the same family are concatenated to generate a long opcode
sequence. This opcode sequence is then used to train the HMM. The set of unique opcodes from
this sequence represent the observation symbols in the HMM model ??. An example of such

model is given in the figure.

After the HMM training model is produced, it can be tested using any file to determine whether
the file belongs to the same malware family or not. If the score of the binary file is greater than

the threshold, than the file belongs to the malware family otherwise it is considered as benign.
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3.5.2 Log Likelihood Per Opcode

In order to score the files, product of probabilities needs to be computed. As T increases, the
product of probabilities tends to O exponentially. This problem is solved by normalizing the

results using forward and backward algorithms ?.

This is called log likelihood. It is the sum of log state transition probabilities which means its
value depends on the length of the sequence. Longer sequence will have higher log probability
than the shorter one. However, the sequence in the test set can be of different length than that of
the training set. This problem is avoided by dividing the log likelihood by the total number of

opcodes in the sequence 2?.

3.5.3 Effectiveness of HMM Detection

HMM is considered very effective for the detection of metamorphic malware based on the re-
search carried out previously ?. NGVCK is an outstanding metamorphic code generator which
produces files with a lot of variation. However, it also failed to bypass HMM in ?. Its detection

rate is almost 90% [12].

3.5.4 Evading HMM Detection

Previous researches have tried to bypass HMM based detection by writing the metamorphic en-
gines ?. Metamorphic engine is written in such a way that it inserts dead code in the malware file
based on the dynamic scoring algorithm. This means the dead code is inserted only if it makes

the log likelihood score of malware file closer to the score of benign files.

The research carried out in ? shows that instead of inserting random blocks of dead code, long

dead code sequences or subroutines are better at evading the HMM based detection. HMM based
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detector fails when 35% dead code is inserted. However, in case of inserting subroutines it fails

only at 30%.

In ?, metamorphism was applied on the LLVM IR bytecode. In this dead code was inserted in the
form of functions in the malware files and these functions were also called within the program.
HMM failed to detect the morphed code at relatively low rates. HMM started miss-classifying the

files after more than 20% of dead code was inserted. These results form the basis of our research.

3.6 Conclusion

In this chapter, we have discussed the LLVM which is the framework used by us for development
of the metamorphic engine. Along with this, we have also discussed the Hidden Markov Model.
This is a statistical detection technique which is used to test the effectiveness of our metamorphic
techniques. We generate the training Hidden Markov Model using the training files and then test

the morphed copies of the Havex malware against this model.
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Chapter 4

PROPOSED OBFUSCATION TECHNIQUES AND THEIR

IMPLEMENTATION

4.1 Introduction

This chapter discusses in detail the metamorphic techniques which are implemented to strengthen
the malware. This chapter describes the techniques used by us in detail to generate each copy by
metamorphic engine. Each generated copy is different from the base file but the functionality does
not change. Also the percentage of inserted code in the base file tells how much the morphed copy
will differ from that of the base file. If the percentage of morphing code in the malware base file is
more, the file will look more like a benign file. The opcode counts and sequences of the morphed
file determine whether it is a normal file or a malware file. Hidden Markov Model based analysis
has proved itself capable of distinguishing the malware files from the benign files. In this project,
we have developed a metamorphic engine which is tested on the HMM based detector. Section 2
discusses these metamorphic techniques in detail. It also gives the detailed methodology that we

have proposed and developed to create diverse copies of malware.

4.2 Metamorphic Techniques Used

We have implemented metamorphic techniques at IR bytecode level. Previous work on meta-
morphic techniques has been done on Assembly code level.lt is difficult to implement all of the

metamorphic techniques mentioned in Chapter 3 on IR level. In this project we have implemented
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three of these techniques. This is done by inserting dead code subroutines from the benign files
into the malware files. The order of these subroutines is also randomized to add to the variation
between the generated copies. We also substitute the instructions with equivalent instructions.

The metamorphic techniques implemented in this research are discussed below.

4.2.1 Instruction Substitution

As discussed in Chapter 3, instructions can be written in multiple ways. This means to add
diversity to the code, an instruction can be replaced by other instructions without affecting the
functionality of the code. In LLVM, a pass can be implemented which replaces an instruction

with some other instruction.

4.2.2 Dead Code Insertion

Insertion of dead code into a file can be done by taking instructions from the benign files which
when added to the the base file do not affect the functionality of the base file while adding to the

diversity of the opcodes.

IR bytecode has design strategy of RISC type instructions. Due to this, adding dead instructions
is a hideous task. So instead of adding instructions, we insert complete subroutines of dead code
using llvm-link tool. IR bytecode of the dead subroutine is obtained and inserted in the base file

IR bytecode.

In this project, core-utils Linux command files ? have been used as benign files from which dead

code subroutines are taken.
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4.2.3 Subroutine Permutation

IR bytecode is in the form of text so this technique is implemented by simple reordering of the
sequence of the functions. This helps in bypassing any detection based on pattern matching. C++
code has been implemented which takes the subroutines, reorders them and save them in a text

file.

4.3 Stages of our metamorphic engine

Our metamorphic engine has four passes through which the base malware file passes to gener-
ate its structurally diverse copies. Applying only a single pass also has the ability to generate
the metamorphic malware but here we have applied three different metamorphic techniques in
these passes. These multiple passes make the malware a lot more complex and different from
its base malware. Different stages of our metamorphic engine are discussed and explained in the

subsections below. Figure shows the high level architecture of our metamorphic engine.

4.3.1 Dead code insertion

This is the first pass in which we specify the base file, the morphing file which is the benign file
from which dead code is taken, and the percentage of dead code which has to be inserted. The
percentage of dead code to be inserted tells the number of lines which will be added to the malware
base file. This percentage is calculated by determining the number of lines of the malware file to
find out the percentage of the benign code lines in the morphed file. On the basis of this number,
functions are inserted, which have number of lines approximately equal to the line numbers, to

the base file. This integration is done using llvm-link tool. This pass is discussed in detail below.

1. Compile the selected benign file using llvm-gcc command or clang command and generate its
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Figure 4.1: Architecture of our metamorphic engine
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LLVM IR bytecode in the same directory.

2. Function dependencies are determined based on this bytecode.

3. Number of lines is calculated for every subroutine.

4. The percentage of dead code to be inserted tells the number of lines to be inserted. Greedy

strategy is used to find out the best approximate of functions based on their number of lines.

5. If the number of lines of two functions are same, then functions are selected on the basis of

random number.

5. The chosen subroutines are copied to a temporary IR bytecode file.

6. Bitcode files are generated for the base malware bytecode and the temporary bytecode using

Ilvm-as tool.

7. These two bitcode files are linked using llvm-link tool.

8. If two names in the base and temporary bitcode file are in conflict with each other, replace the

one in the temporary string with a random string. Goto 7.

9. Delete the temporary IR bytecode file.

This process is explained in the form of flow chart in the [4.2]

For every function, it is checked that which sub-functions are called by that function. These sub-
functions are also copied as a dead code. Therefore, it is important to find out the lines of the
sub-functions too. Figure {.3|shows the screenshot of the output of showing the number of lines

for the individual functions.

The purpose of adding dead code into the malware files is to increase the diversity of the morphed
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Figure 4.2: A flow chart demonstrating the insertion of dead code from benign files

malware files. As the number of benign files are infinite, the number of malware files that can be

generated using dead code from the benign files is also infinite.

4.3.2 Subroutine Permutation

In this pass, functions are rearranged randomly in the IR bytecode file. This does not alter the

overall affect of the functions. The algorithm for this pass is discussed in the following steps.

1. Read IR bytecode file and make a temporary file containing all the global variables from the

IR bytecode file.
2. Generate random number from 1 to total number of functions using a random number generator.

3. Write the function obtained as a result of generating random number and write the function to

the temporary IR bytecode file. If the function already exists in the temporary file, do not copy it.
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44
in this function : usage is 40

in this function : emit_try help is 6

in this function : printf is 1

in this function : gettext is 1

in this function : fputs_unlocked is 1
in this function : emit_ancillary_info is 26
in this function : exit is 1

in this function : main is 410

in this function : getpagesize is 1

in this function : set program_name is 1
in this function : setlocale is 1

in this function : bindtextdomain is 1
in this function : textdomain is 1

in this function : atexit is 1

in this function : close_stdout is 1

in this function : getopt_long is 1

in this function : version_etc is 1

in this function : proper_name utf8 is 1
in this function : fstat is 1

in this function : error is 1

in this function : __errno_location is 1
in this function : io_blksize is 44

in this function : strcmp is 1

Figure 4.3: Number of lines in individual functions

4. Repeat the above two steps until all the functions are written to the temporary bytecode file.

A flow chart given in the Figure {.4]explains this pass in a better way.

This pass is implemented on LLVM runOnModule(Module&) function because it has to iterate
over all the functions in the module. The number of functions found in the module are calculated.
If number of functions in the module is n, random number is generated n times. This random
number is associated to each function in the module. If a random number is 23, the function
on 23th number has to be written to the temporary file. The new bytecode file will have all the

functions as in the input module but with a different order.
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4.3.3 Instruction Substitution

This pass is designed in such a way that it reads all the instructions in the file and checks whether
the instruction can be replaced by other equivalent instructions mentioned in Section . If any such
instruction is found, it is replaced by an equivalent instruction randomly. This pass operates on
Function class. This pass is implemented based on the algorithm given in the following steps.

Figure [4.5explains this process in the form of a flow chart.

1. The pass iterates over all the functions.

2. Read every instruction in the function.

3. If the instruction is in the list of instructions (AND, OR, XOR, Addition, Subtraction) that can

be substituted, replace it with its equivalent instruction.

4. For an instruction with multiple possible substitutes, a random number is generated. Instruction

is replaced by the other instruction based on that random number.

5. The amount of instruction replacement is done based on the random number.

This pass is designed to run on the LLVM module so that it goes through all the functions that
are there in the module. It checks every instruction if it has binary operator in it or not. If so, the
operator is matched to be in the list of operators that are supported by our pass. For the research
purpose, we have implemented this pass to work on five different types of operators including,

AND, OR, XOR, Addition and Subtraction.

The instructions are replaced by other equivalent instructions which perform the same function-
ality. The list of possible substitutes for each type of instruction is given in the Figure

Usually instruction substitution does not add much to the security but seeding the instruction with
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Generate random

Copy all global .
: number to assign
Read IR bytecode tv ariables tgla values to all
emporary e functions
Reordered output', ﬁlll functions are copied to Copy L”"Cﬁ“" blf"d “E the
file is generated / the temporary file random number to the
temporary file

Figure 4.4: A flow chart demonstrating the function permutation

Morphed IR Read instruction Is Instruction
bytecode in the function Replaceable?

Select instruction to
be used for replacing
the old instruction

Generate random
number

Input IR bytecode Replace the old
is morphed instruction

Figure 4.5: A flow chart explaining the replacement of instructions
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pseudo-random number generating every time can be very effective.

‘add’ instruction

‘xor’ instruction

aXOR b = (a ORb) AND (-a
azb+c OR"b)
a=b-(<) a=b-c aXOR b= (a ORb) AND ~(a
a=--b+(<) a=h+(-c) AND h) i
a=b+r, at=ca-=r a= -{-b-(-C)) aXORb:(a ANDNb) OR{"‘a

Ha=b-rat=ca+=r la=b+ra=ca-=r | AND b)

‘sub’ instruction

‘or’ instruction ‘and’ instruction

a=hORc |a=bANDc
a=(b ANDc) OR (b XOR c) (b XOR ~c) AND b

Figure 4.6: List of equivalent instructions

In LLVM, there is an instruction to replace one instruction with another. The instruction is Re-
placelnstWithInst(oldInst,newlnst) in which old instruction is the instruction to be replaced and
newlnst is the instruction which replaces the old instruction. The input module is then updated to

make the modifications made to the file.

4.4 Conclusion

In this chapter, we have discussed the metamorphic techniques implemented by us to make the
malware more robust against the defense mechanisms. Three techniques have been implemented
by us including dead code insertion, instruction substitution and function permutation. These are

explained with the detailed description of our algorithms along with the figures and flow charts.
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Chapter 5

EXPERIMENTS AND RESULTS

5.1 Introduction

This chapter discusses in detail the experiments which are performed by us on the metamorphic
engine implemented by us. We discuss our base malware Havex and why we have chosen it for
research purpose in our thesis. This chapter discusses the details of applying the metamorphic
techniques on the Havex malware. Furthermore, HMM technique is used for the evaluating the
performance of the engine. The usage of this technique with reference to the Havex malware is
described in this chapter. Section 1 discusses the Havex malware which is our base malware and
the reason we have chosen this malware. Section 2 discusses the benign files that we have used
for dead code insertion in our metamorphic engine. Section 3 explains the training of HMM and

classification of files. It also gives the details of our results along with the graphs.

5.2 Havex: Base malware file

Energetic Bear is involved in making several Advanced Persistent Threats (APTs) on the energy
sector malware. Havex is one of the tools used by this group to launch attack operations. Its main
target is to attack the ICS and SCADA systems. Havex is exclusively used for cyber espionage.
It has also attacked multiple other sectors as industrial/machinery, manufacturing, pharmaceu-
tical, construction, education and Information Technology. Havex infiltrates the most critical

environments through spear phishing, watering hole and legitimate ICS downloads injected with
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malware[1]. It is a trojan which communicates with the Command and Control server and sends

required data from the target to the server. Havex is implemented in C language.

For research purpose, we downloaded a sample of Havex binary from ?. The next step is to
disassemble the malware binary to get the source code of the malware. We used Retargetable

Decompiler ? to recover the C source code of the Havex as shown in Figure

>

Home Publications Contact Try Decompilation! IDA Plugin

Decompilation Results

vait until the

Figure 5.1: Decompiling Havex using Retargetable Decompiler

5.3 Benign files

Benign files from chosen from Linux coreutil-8.23 ? command files as the morphing files. The
reason for choosing these files is, these files also perform the same low level operations as our base
file 2. These files are also written in C language. We chose 50 coreutil command files to use them
to morph our base malware. For producing training data set and testing data set, a percentage of
dead code from these benign files were added to the base malware file. This generated 50 unique
samples for each type of data set. A list of files used for the creating training and testing data set

is given in the Figure [5.2]
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Benign Files Source Codes

|| cat.c

cheon.c mkdir.c
: chgrp.c mkfifo.c
| chmod.c mkneod.c
|| chown.c rktemp.c

|| chown-core.c
|| cksum.c

|| comm.c

|| copy.c paste.c
p.c pathchk.c

|| cp-hash.c pinky.c
cut.c printf.c

| | date.c phe.c

|| dircolors.c pwd.c

|| env.c stty.c

|| expand.c

|| extent-scan.c

frnt.c tee.c

: fold.c touch.c

|| getlimits.c unarme.c
head.c unexpand.c

B id.c unig.c

: we.c uptime.c
il LSENS.C

|| make-prime-list.c

nl.c
nohup.c

numfmt.c

EUMLC

tac.c

Figure 5.2: A list of morphing files used

5.4 Training and Classification Process

As it has been mentioned in the above section that code from the benign files is added to the normal
files. This is a dead code insertion phase. After this, calls are made to these dead functions so that
the optimizers perceive that the dead code is being used. A percentage is defined considering the
lines of the malware file. For example, if 5% dead code insertion is required in the training files,
the number of lines in the Havex file will be calculated such that the percentage of dead code in

the morphed Havex file is 5% and that of Havex is 95%. This is shown in Figure [5.3]
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Train Files L Test Files J L Test Files J L Test Files J L Test Files J
b A

S0 5% 10%5) 90% 20% 80% 30% TO% 50% S50%

Dead code/Mahvare Dead code/Mahvare Dead code/Malvare Dead code/Mahvare Dead code/Malvare

Figure 5.3: Percentage of dead code and malware in the training and testing files

As it can be seen in the Figure , there are five types of data sets. One data set is for training and
four data sets are for testing of the metamorphic engine. There are 50 samples in each type of data
set. We train our Hidden Markov Model (HMM) based on the 50 samples in the training set. For
training of the model, we add 5% dead code in the malware file from 50 benign files. 5% dead
code is added in the base file to avoid over-fitting of the data. After this, the morphed malware
file is passed through the instruction substitution and function permutation passes respectively.

Figure shows the generation of training and testing samples for the Hidden Markov Model.

At the end, we obtain 50 different morphed samples of the base malware. These 50 files are used

for the training of the model.

Testing is carried out on 4 different types of data sets with 50 samples each. We have added
10%, 20%, 30% and 50% dead code in the malware file copies to generate the morphed copies
of the malware. With the increasing percentage of dead code from the benign files, the morphed
malware starts resembling the benign files. The effects of the percentages of dead code will be

discussed in the section.

5.4.1 Translating opcodes to numbers

As discussed in Chapter 6, when sample files are generated, they are in LLVM IR bytecode for-
mat. For the training and analysis of Hidden Markov Model, opcodes of the samples are needed.

Therefore, LLVM IR bytecode files are converted to assembly format and opcodes are extracted
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Figure 5.4: Process of generation training and testing samples
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from each assembly file. These opcode sequences for the individual files are concatenated to-
gether and unique opcodes are saved in a file. Each unique opcode is assigned an index number.

Figure [5.5]shows unique opcodes corresponding to their index numbers.

Opoode Index  |Opcode Index |Opcode Index |Opcode Index |Opcode  'Index  |Opcode Index

pushg 1|testh 26|fstpt 51|movsd 76(mulg 101|xorg 126
movg 2 |movabsc 27 |(fldt 52 |cvtsiZed| 77 |orl 102 testw 127
subq 3|incq 28|decl 53| fldl 78|andb 103 |xorb 128
movl 4({cmph 29(jbe 54| fdivl 79(noth 104(sarg 129
testl 5|movzbl 30(subl 55| fdivs BO[cmovneq 105(inch 130
je &|movshl 31(zetns 56|jp Bl|andg 106(notg 131
callg 7 |movawl 32|fildll 57 |fnstow B2 |movups 107 |subb 132
xorl 8|addl 33|fadds 58 |movw 83 |cmovel 108|dech 133
addq 9|ja 34(fmulp 59| fldcw B4 (cmovnel 109(shrb 134
popq 10|movshq 35|fdivrp 60| fistpll B5(shll 110|imull 135
retq 11|jb 36|fstpt 61|imulg B6|rep;movsq 111]btl 136
|te5tq 12|js 37|fildl 62|shrg 87 |adcl 112(shlb 137
movh 13|setne 38(fld 63 |negl BB|seta 113|addb 138
leaq 14|divq 39(flds 64 |cld B9(negh 114(idivq 139
jmp 15|adcq 40 |fdivp 65|rep 90|orb 115|movswq 140
decq 16|jns 41 (fsubp 66| sarl 91 |fstpl 116|sethe 141
cmpl 17|andl 42 (faddp 67 |shrl 92 |fstps 117 (sbbl 142
ig 18|jle 43(fld1 68 orq 93 |movss 118|cvtsiZsd 143
leal 19|jmpq 44 (fmuls 69| btg 94| movswl 119|movapd 144
jae 20|negq 45 (fiadd| 70|cmpw 95 |seth 120|divsd 145
cmpq 21|zete 46(fchs 71(divl 96 |setl 121(xorpd 146
ine 22|incl 47 |fuch 72| movaps 97 [cwtl 122 |movupd 147
ige 23l 48 |fucompi 73|cltd 98 |xorps 123|mulsd 148
movslg 24 |setg 49(cltg 74|idivl 95 ucomisd 124(jnp 149
shig 25|fldz 50|cvtsi2sd| 75|natl 100|setp 125|cmoveq 150

Figure 5.5: Unique opcode mapping to index

An example of opcode to index number translation is given in the Figure [5.6]

5.4.2 Modeling the ’base’ HMM

Once the opcodes are converted to numbers, HMM can be trained using a scoring technique
similar to that mentioned in ?. According to the previous researches ???, the number of hidden
states does not make any difference into the HMM malware classification. In this research, the

number of hidden states used are N=10.
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L *Scorechmod.txt *

ushg,movg,subg,novl,testl, je,callq,movl,callg,movl,ca
ovg,movq,movg,callq,movl,callq,movq,movq,callg,movl,c
ovl,callg,novg,novq,callq,movl,callg,movq,movq,callq,
Fallg,movl,callq,movq,movq,callq,movl,callg,movg,novg,
ovg,callg,callg,movl,callq,pushq,movq,pushq,pushq,mov
orl,movq,movg,callq,addq,popq,popq, retq,pushq,movq, pu
ovg,movl,movl,xorl,movq,callq,movl,xorl,callg,movq, te
_allq,testl,je,movl,callq,movq,movq,caﬂlq,movq,xorl,mo
ovg,movg,callg,novq,xorl,movq,movq,callq,addq,popq,po
ushg,subg,novl,novl,movq,movq,movq,movq,movb,movq,mov
Fallq,movl,movl,callq,movl,callq,movl,callg,movb,movb,
ovg,movq,movb,movq,addq,movq,movq, incq,callq,movq,mov
ovl,xorl,callg,novl,cmpl, je,movl,cmpl, jle,addl,cmpl, j
Enpl, ja,btq, jae,movslq,movq,movq,movg,callg,movg,novq,
ovq,addq,movq,cnpq, ja,movq,incq,movq,movq,movq,callq,
T T o T T T e Y

| matchUniqueSymbols.txt x | L *Scorechmod.txt *

,2,3,4,5,6,7,4,7,4,7,2,2,8,2,2,2,7,4,1,2,2,7,4,1,2,2,1,4
,2,2,1,4,1,2,2,7,4,7,2,2,1,4,1,2,2,1,4,1,2,2,1,1,4,7,1,2
,2,8,2,2,7,9,10,16,11,1,2,1,1,4,7,2,4,4,8,2,7,4,8,7,2,12
,6,4,7,2,2,7,2,8,2,2,1,4,1,2,2,7,2,8,2,2,7,9,10,10,11,1,
,2,2,2,13,2,2,2,1,4,4,7,4,4,7,4,7,4,7,13,13,13,27,14,15,
,28,7,2,2,13,4,2,4,4,8,7,4,17,6,4,17,43,33,17,34,44,4,15
0,24,2,2,2,7,2,2,12,38,30,9,2,9,2,21,34,2,28,2,2,2,7,2,1
3,15,4,15,13,15,13,15,2,2,15,21,6,21,6,4,7,2,8,8,8,2,7,4
,1,21,22,24,19,4,2,2,2,4,17,48,21,6,2,24,2,21,6,4,7,2,8,
,2,1,2,12,22,7,4,4,7,2,2,7,2,4,8,4,2,7,15,2,2,2,4,4,4,4,
,12,6,8,7,4,26,6,26,6,4,7,2,12,22,7,4,4,7,2,4,7,2,4,8,4,1
,7,13,128,30,7,4,7,2,24,2,2,7,2,8,8,8,2,7,4,7,4,7,2,2,7,1
,1,3,2,4,13,2,4,8,7,2,15,2,2,7,30,30,42,13,2,7,2,12,22,7
,2,8,8,4,2,7,13,2,7,5,6,7,4,4,7,2,8,8,4,2,7,13,13,163,9,
,2,2,2,2,2,2,2,2,9,2,13,13,2,32,33,17,34,44,2,2,7,26, 6,4
131526222 4418 13158268222 427223484182

Figure 5.6: Opcodes converted to numbers for benign file ’chmod.c’

As mentioned in the section, we use 5% rate of morphing for the training of the HMM. 50 samples
of such files are used and the numbers translated from the opcodes are used for the training. A
model generated from training on the 50 random morphed files referred to as ’base HMM’ by us.

This model is used to generate scores for all the other test files.

5.5 HMM based scoring and detection

After training the HMM, next task is to score the files. First of all, the morphing files will be
scored against the model. These morphing files are the set of 50 coreutil-8.23 Linux command
files. Scores for all the test file samples will be discussed in reference to the score of the morphing

files. The graph given in the Figure shows the scores of the morphing files.

These scores are compared to the scores of the base files with 5% rate of morphing. If the score
of the morphing file is greater than the threshold score, the morphing file is considered as benign.
Otherwise, the morphing file is considered as part of the base Havex family. If scores of the

morphing files are in the score zone of the base malware files, the threshold of the HMM is not
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Figure 5.7: HMM LLPO Scores of the benign coreutil Linux command files

considered good enough as it is not classifying the files correctly. The scores of 50 base files
against the 50 morphing files are shown in the graph given in the Figure [5.8] The scores of all the
morphing files are lesser than the scores of the morphed files. Hence, the detection percentage at

5% rate of morphing is 100%.

5.5.1 10% and 20% rate of morphing

After 5% rate of morphing we increase the percentages to 10% and 20% to see the behavior of
HMM in detecting the morphed Havex malware. For both the percentages, 50 sample test files
are generated. These scores are then plotted against the base files and the scores are compared.
When the rate of morphing in the files is increased, the size of the files is also increased because
the number of lines added in the file increases. To prevent the sizes of the files from affecting
the HMM scores, number of opcodes per file are used to normalize the log likelihood score. This

score is log likelihood per opcode. An instance of this is given in the Figure [5.9]
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Figure 5.8: HMM LLPO Scores with 5% dead code

- testSeq=impartdata(" /home/zainub/hmm/TrainTest /TesttHavex/asmS0_copy.txt");
- [a,b]=s1ze(testSeq);

- prior_hat;

- A hat;

- B hat;

- LogLikelihood = dhmm_logprob(testSeq, prior_hat, A_hat, B hat)
- fprintf('Opcode = %d\n',bl;

- disp('LLPO= LogLikelihood/Opcode')

- displLogLikelihood/b)

- save ('/home/zainub/hmm/TrainTest/FinalTest/asmS0_copyTestScore', 'Loglikelihood');

ymmand Window

Trial== test
Running test for asmS0_copy.txt

LogLikelihood =
-1.153%9e+05
Opcode = 73374

LLPO= LogLikelihood/Opcode
-1.5727

Figure 5.9: Calculating log likelihood per opcode for a test file
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Log likelihood Per Opcodes gives us the idea whether the file is a Havex file or a benign file.

LLPO of 10% and 20% morphed files are plotted against the benign files respectively in the

Figure [5.10]and Figure [5.11]

The scores of the malware files are greater than the scores of the benign files. This means that
although the Havex LLPO score with 10% rate of morphing has decreased to some extent but the
morphed files are still detectable by the HMM. Our next move is to increase the percentage to
20% to see the effect. As shown in Figure , the scores have gotten better for 20% rate of dead
code insertion and some scores of Havex morphed copies have started merging with those of the
benign files. It shows that at 20%, HMM has started giving the false results. Our idea of making

HMM fail is showing positive results at this percentage.
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Figure 5.10: HMM LLPO Scores with 10% dead code

5.5.2 30% and 50% rate of morphing

To further understand the strength of our metamorphic engine against the HMM based detector,

we increase the percentage of morphing to 30% and 50% with 50 samples each. LLPO of these

51



oe
,l -
L 4
* N ® 0t 0y 0 0o ® 000 ¢ % L0 o o0
e % o ¥ o o0 @
o2F o ¢ PS L @
g *
S o o o ¢
=3 ° o
O 3l ° . ¢
[ ® [ ]
= ° o ®
o ° . .
24 .
K9}
~ L]
5 ° ° ® o ° °
2.5 L L] [ ] ]
=
=l ) 3 3 3
=
= ° °
T g ° ®
° hd L ° ° . °
L]
7 P o
el 4 bt & 20% Morphed
@® Benign o
-8 | | | |

10 20 30 40 S0
Number of samples

Figure 5.11: HMM LLPO Scores with 20% dead code

files are obtained and plotted against those of morphing files as shown in Figure. With 30%
morphing, the LLPO scores for the morphed files has gotten too low, many morphed Havex files
have started resembling the benign files. This is exactly what we wanted to achieve with the
obfuscation of Havex. With 50% morphing, the scores of the morphed Havex files have gotten
low to the extent that the HMM detector is unable to distinguish between the malware and benign
files. The result of our experiments on 30% and 50% morphed files is shown in the graphs given

in the Figure [5.12]and Figure [5.13|respectively.

These HMM Results are given in the form of tables in Figure and Figure

To understand the effect of percentage of morphing on the Havex malware on the HMM LLPO

scores, the results of LLPO for each percentage is shown in the Figure [5.16]
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Figure 5.12: HMM LLPO Scores with 30% dead code
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Figure 5.13: HMM LLPO Scores with 50% dead code
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LLPO -1.417-1.417 -1.4301 -1.299 -1.4226 -1.35977 -1.2003 -
scores for  1.4541-1.3003 -1.416-1.4201 -1.43887 -1.43 -1.31 -1.39 -
5% dead 1.43606 -1.3003 -1.47 -1.4401 -1.42632 -1.386 -1.377 -1.393

code -1.201-1.33-1.427 -1.4301 -1.299 -1.4286 -1.20977 -1.3003

morphed -1.325977-1.2002 -1.343 -1.3203 -1.434 -1.3272 -1.4057 -

files 1.35282 -1.304 -1.32587 -1.343 -1.4203 -1.434 -1.3272 -
1.4097 -1.3282 -1.304 -1.3287 -1.303

LLPO -1.47-1.47-1.4301 -1.699 -1.4286 -1.3977 -1.453 -1.4541 -

scores for  1.693 -1.46 -1.4201 -1.45887 -1.43 -1.451 -1.465 -1.4606 -
10% dead  1.463 -1.47 -1.4401 -1.4632 -1.486-1.677 -1.793 -1.461 -

code 1.483 -1.67 -1.7301 -1.475 -1.4286 -1.5077 -1.503 -1.5477 -

morphed 1.798-1.443 -1.559-1.434 -1.472 -1.457 -1.582 -1.484 -

files 1.857-1.893 -1.503 -1.434 -1.4632 -1.497 -1.482 -1.7594 -
1.787 -1.4573

LLPO -1.5477 -1.47 -1.7301 -2.099 -1.8286 -1.5977 -1.99% -1.5541

scores for -1.653 -1.86-3.5201 -1.45887 -1.209 -1.551 -1.465 -2.2606 -
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Figure 5.14: HMM Results for morphed files with 5%, 10% and 20% dead code against the HMM
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Figure 5.15: HMM Results for morphed files with 30% and 50% dead code against the HMM
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Figure 5.16: HMM LLPO scores for various percentages of dead code against the benign files

5.6 Conclusion

In this chapter, we have discussed the experiments performed by us and results obtained from
these experiments are shown in the graphs. The results show that HMM based detector is effective
till 20% rate of morphing. Above this, the Log Likelihood score of the morphed files gets closer
to those of the benign files and HMM starts miss-classifying the files. The reason of adding dead
code from normal files is that frequency of certain opcodes is more in a normal file. Such code
snippets when added to the Havex file, increase the percentage of *benign specific’ opcodes in
the malware. For instance, ’callq’ appears more frequently in the benign files than the Havex file.
Also, when the calls are made to the dead code functions, that raises the frequency of ’callq’ in
the Havex malware. Similarly, "je’ and ’jmp’ do not appear as frequently in the Havex malware as
in the benign files. Thus, the addition of such opcodes in the malware file makes it appear more

like a benign file.

Similarly, "Havex’ files have more percentage of *xor’ opcodes, it can be replaced by ’add’ and
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‘or’ instructions using instruction substitution. Function permutation also affects the score of of

Havex file as it prevents from pattern matching of the malware.
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Chapter 6

CONCLUSION

In this document, we discussed the metamorphic techniques used by the malware and how we have
implemented these techniques in our metamorphic engine. We have improvised the techniques

used by previous metamorphic engines and used Havex malware as a proof of concept.

In our metamorphic engine, three different metamorphic techniques are used including dead code
insertion, instruction substitution and function permutation. In dead code insertion, dead code
subroutines are copied from the benign files to the malware files so that the malware files start
looking like normal files. To make detection of this code difficult, calls are made to these subrou-
tines. We applied instruction substitution for different operations and function permutation at the
end to generate more diverse results. For the proof of concept, we used the Havex malware and
tested the morphed Havex files against the HMM based detection. The results showed us that our

metamorphic engine is highly effective and makes HMM fail even with a little morphing.

Experiments performed by us on the Havex malware show that as the dead code percentage in-
creases in the Havex malware files after the insertion of dead code, morphed files start resembling
the benign files. The frequency of certain opcodes is more in the benign files than in the malware
file. Therefore, the Log Likelihood Per Opcode for the morphed Havex gets closer to that of the
benign files. The results produced by performing the experiments with a combination of different
percentages of dead code, instruction substitution and function permutation technique show that

with the rate of morphing above 20%, the HMM based detector is unable to detect the files effec-
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tively. Around 30% rate of morphing, a fairly large amount of files go undetected by the HMM
based detector. In this project, we are dealing with five different sets of arithmetic or logical in-
structions for substitution. Further work can be carried out be on more complex instructions. This
can make it even stronger. Currently, this technique is only applied on integers. It can be studied

how to extend it to the floating data type also.

Since Havex has almost a million lines of code, it was not time efficient to perform obfuscation

on it. Further research can be carried out on how to make the process faster for huge files.

More strong metamorphic techniques like register swap and code transposition can also be in-

cluded along with the instruction substitution to further strengthen the malware.
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APPENDIX

.1 LLVM tools with examples

1. llvm-gce (Command for converting .c file to .s file) is a tool used to convert source code of a
file to the IR bytecode after checking for the errors of syntax in the source code file. IR bytecode

files are saved with the .s or .1l extension. An example of usage of this command is given below:

llvm-gcc -emit-llvim -S hellofile.c

This generates hellofile.s in the same file containing hellofile.c.

Clang also works like llvm-gcc. It is used specifically for C/C++ languages. Clang command for

llvm-gcc is given below.

clang -S -emit-llvm hellofile.c

2. llvm-as (Command for converting .s file to .bc file) takes assembly file as an input, reads it and
converts it into bitcode and then writes the bitcode into standard output or file which is a target

specific executable.

llvm-as -f hellofile.s

3. 11i tool is used for executing the bitcode file using the interpreter.
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1li hellofile.s.bc

This executes the hellofile program.

4. llvm-dis (Command for converting .bc file to .s file) is used for the conversion of LLVM bitcode

file to assembly or LLVM IR bytecode file which is human readable.

llvm-dis -f hellotest.bc -0 opttest.s

This command can also be used for checking how the code optimization was done.

5. llc is used to generate native assembly code based on the LLVM input source file.

llc -f opttest.bc

Native code assembly file opttest.s is generated as an output of this command.

6. llvm-link takes multiple bitcode files as input and links them together to generate a single

output bitcode file. For example,

llvim-link -o finalout.bc hellotest.s.bc hellofile.s.bc
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