DataDialogue
(DD)

By
Abdullah Gohar

Ammar Younas

M. Hassaan Ayaz
Mishal Tariq

Supervised by:
Dr. Naima lltaf

Submitted to the faculty of Department of Computer Software Engineering,
Military College of Signals, National University of Sciences and Technology, Islamabad,
in partial fulfillment for the requirements of B.E Degree in Software Engineering.

June 2024

i|Page




ii|]Page

In the name of ALLAH, the Most benevolent, the Most Courteous




CERTIFICATE OF CORRECTNESS AND APPROVAL

This is to officially state that the thesis work contained in this report
“DataDialogue”
is carried out by
Abdullah Gohar

Ammar Younas
M. Hassaan Ayaz
Mishal Tariq

under my supervision and that in my judgement, it is fully ample, in scope and excellence, for the
degree of Bachelor of Software Engineering in Military College of Signals, National University

of Sciences and Technology (NUST), Islamabad.

Approved by

Supervisor
Dr. Naima lltaf

Date: 23/05/24

iii|]Page




DECLARATION OF ORIGINALITY

We hereby declare that no portion of work presented in this thesis has been submitted in support

of another award or qualification in either this institute or anywhere else.

iv|Page




ACKNOWLEDGEMENTS

Allah Subhan’Wa’Tala is the sole guidance in all domains.
Our parents, colleagues and most of all supervisor, Dr. Naima lltaf without whose guidance and
support this would not have been possible.

The group members, who through all adversities worked steadfastly.

v|Page




Plagiarism Certificate (Turnitin Report)

This thesis has 11% similarity index. Turnitin report endorsed by Supervisor is attached.

vi|]Page

Abdullah Gohar
00000347072

Ammar Younas
00000341149

M.Hassaan Ayaz
00000332638

Mishal Tariq
00000333450

Signature of Supervisor




ABSTRACT

Data extraction from databases often proves to be a exhausting and time-consuming task, using
valuable resources within organizations. These challenges are particularly felt by data and
business analysts, whose core responsibilities may be sidelined by the demands of database
interaction by non tech department. DataDialogue focuses to streamline the user-database
interactions. Using advanced and latest techniques, including but not limited to Large Language
Model (LLM) and Langchain, alongside prompt engineering, our solution allows users to
effortlessly chat with their databases using natural language without the knowledge of SQL.
DataDialogue translates these queries into structured commands (sgl queries), executing them
seamlessly in the backend. The resulting output is presented in natural language on the frontend.

Thus, bridging the gap between users and databases with efficiency and ease.
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CHAPTER 1

INTRODUCTION




1.1 Overview

Today’s world is a world of data extraction and analysis. The growing tech field and exponential
development in the fields of transport, medicine, metropolitan cities have become the most
influential developments in the lives of mankind. Data extraction is the main challenge that we face
during analysis. It requires a lot of manpower, time and cost of an organization while extracting
data.

It is the need of the hour to introduce some easy data extraction techniques. Thus, in our proposed
solution for simple and easy way of data extraction, we not just focus on the streamlining the

workflow but also targets to lower the technical barrier during user-database interaction.

1.2 Problem Statement

Traditionally, when an employee from a non-technical background in an organization wants some
insights from the data for anlysis he/she has to face following challenges:
1. Lengthy process:
The employee must initiate the request to the data intelligence department. This data
request is placed in the request queue. While finding the required data it takes too

many steps to find the data in current system.
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2. Time consumption:
Moreover, as all of these protocols are followed it eats up a lot of time ,while the
main goal is neglected due to it.

3. Cost Increase:
For the data extraction some organizations hire specific data engineer and also sets
up separate systems with higher specifications as it takes time to extract large set of

databases.

1.3 Proposed Solution

We make sure the interaction between user and the database is smoother and easier. Traditional
way of writing SQL queries. The proposed solution can generate database specific SQL queries.
Additionally, there are public and private databases. Where only authorized users are allowed to

access the private database.
1.4 Working Principle

The project is based mostly on the concepts of structured query translation and large language
models. Our system consists of interdependent modules. The modules are listed as follows:

e  Query Processing Module

e LLMAPI
e Backend
e Frontend
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1.4.1 Query Processing Module:

This is the main module of our system; It uses a sophisticated model of language (LLM) for
comprehension and handling user queries. LLM understands the intent and context of the
user's input query (natural language). This processed query is then translated into a
structured SQL command. LangChain modifies any changes or modifications required, to
be configured according to the database. It is to ensure that the queries are
well executed. It also uses high-speed engineering techniques to ensure accuracy and
relevance. Thus, it provides complex database queries to the users. Prompt engineering and
meta data is used to better understand and interpret context. These questions are then

conducted and results is reproduced in natural language.

1.4.2 LLM API:

The LLM APl is used for the connection between the Backend Server and Query processing
Module. It receives the request and sends the response to the backend. This module is vital

for effective and seamless communication with backend server and our main module.

1.4.3 Backend:

Our Backend module is built using Python Django which is responsible for handling all the
fundamental functionalities of web-application. It also acts as the connection between LLM
server and frontend server. The request coming from the front-end is received and this query
is sent to the Query Processing server using LLM API. The response is received back which
is sent to the frontend for the display. Additionally, it handles security measures to protect
sensitive data and maintain user privacy throughout the query execution process and the

access.
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1.4.4 Front-end:

The Frontend module is the Ul that allows user to interact with the database easily. Next.js
is used for its development. In short, this module enables user to view databases, enter their
queries and view the results. It also prints the final output in natural language, making it
simple and easy for users to understand the information. This user-based design confirms
that both technical and non-technical users can efficaciously utilize the system for their

querying needs.

1.5 Objectives

1.5.1 General Objectives:
“Development of an advanced web-based tool powered by Large Language Models (LLM)
and Langchain, providing a user-friendly platform for seamless user-database interaction

through natural language queries, instead of structured SQL queries.”

1.5.2 Academic Objectives:

Implementation of LLM and machine learning techniques.

Application of version control using Git.

Enhancing the productivity by working in a team.

Developing a project that contributes to the welfare of society.

Implementation of concepts of Full stack development and develop a fully

functional website.
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1.6 Product Scope

DataDialogue, our web-based software solution, harnesses advanced technologies such as

LangChain, LLM, Django and Next.js. Through these, the software simplifies user-database

interactions, allowing users to ask questions in natural language. These queries are converted into

database specific structured commands and executed in the backend, with results presented in

natural language. Thus, DataDialogue illustrates our mission to ease the data utilization, promoting

informed decision-making by making data interactions more efficient and accessible.

1.7 Deliverables

The deliverables for DataDialogue, can be categorized into different types e.g. functional, technical

and design deliverables.

1.7.1 Functional Deliverables
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User Registration and Login: This allows user to create account, log in
and access the dashboard.

Access Control: This allows user to access the chat of private database only
if they provide the required secret key.

Query submission: This allows user to enter the query in natural language
for the specific database.

Result generation: This application shall generate the answer to the query

in natural language.




Vi.

Vii.

Chat History: This application allows user to go through their previous
chat history.

Manage User: This application allows admin to edit and delete the user
from the database.

Manage Database: This application allows admin to edit the access key

and delete the database.

1.7.2 Technical Deliverables:

Database for Backend Functionality: A database, using sqlite3 is created
to store user and web application data for authentication, security and other
functionalities.

Web application Framework: The web application is built using
advanced and efficient frameworks Django, for backend, Next.js, for front-
end.

LLM and LangChain: The web application uses LLMS such as GPT 3.5
Turbo instruct and LangChain for performing the core functionality of the

project.

1.7.3 Design Deliverables:
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User-interface Design: The web application has a user-friendly interface
that is easy and seamless to navigate and use.
Branding and Identity: The web application has a unique and recognizable

brand identity (DataDialogue) that reflects the purpose of the application.




1.8 Relevant Sustainable Development Goals

DataDialogue is mapped on the following SDGs:
i. SDG 3 [Good Health and Well-being]:
DataDialogue is working along WHO, on their provided dataset which will assist

them in their future research and in better decision making.

ii.  SDG 8 [Decent Work and Economic Growth]
The key aim for this project is to provide a user-friendly database interaction for

WHO research purposes, thus aiming to play a key role in essential research.

iii.  SDG 9 [Industry, Innovation, and Infrastructure]:
DataDialogue contributes to advancements in industry and innovation, particularly
in the field of data interaction by using the latest technologies like LangChain,

LLM, Python and Next.js.
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1.9 Structure of Thesis

Chapter 2 contains the literature review and the background and analysis study this thesis is based

upon.

Chapter 3 contains the design and development of the project.

Chapter 4 introduces detailed evaluation and analysis of the code.

Chapter 5 contains the conclusion of the project.

Chapter 6 highlights the future work needed to be done for the commercialization of this project.

Chapter 7 contains the information about the tests performed on our project.

Chapter 8 displays the Ul of our product.

Chapter 9 contains the conclusion to our document.
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LITERATURE
REVIEW
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A new product is introduced by improving and changing the features of a related product that has
already been introduced. A literature review is a crucial stage in the process of developing an idea
into a new product. Similarly, for the creation of a product or its replacement in the context of a
traffic system, a thorough analysis of all associated initiatives is required. We have separated our
research into the following categories.

* Industry Background

* Current Solutions and Their Limitations

* Scholarly Articles
2.1 Industrial background

In today’s data-driven world, quick and easy database interaction is a major challenge for small and
big sized organizations. Conventional data extraction methods are often time-consuming, lengthy
process and resource-intensive, highlighting the need for streamlined solutions and creating a
substantial market for innovative software tools.

Initially, industries, particularly those in Pakistan, struggled with manual data management. As the
digital world has progressed the use of advanced technologies like Al and ML techniques has

significantly increased.
2.2 Competitors and their drawbacks

Different solutions are previously being provided for simple user-database interaction, but every

product has some pros and cons. Following are some products which are already in the market.
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2.2.1 Raw Query:

Pros: They have a well-established brand.

Cons: High-cost services and no database Specific Engineering.

2.2.2 Chat DB

Pros: Allows to interact with database in natural language without drag and drop.

Cons: Barriers to adoption and no database Specific Engineering.
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3.1 User Registration and Profile Set-up

e This feature allows any user to register themselves in our application.
e Any new user will be directed to the registration page where they must provide the
email and password they will require to log in to the application.

e After the email and password is set account is successfully registered.

3.2 User Login

e This feature allows the registered user to login using their credentials.
e Once login is successful, the user is directed to the database dashboard where they can
access any public or private database.

e Login is only successful on giving valid credentials.

3.3 User Dashboard

e The database dashboard allows the user to select any public database from the available

database to chat with.

e The user can also gain access to a private database by entering its access key which he

should previously know.

e If the access key matches any available private database that specific user will be given

access to that private database, and it will show in his available databases.
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3.4 Access Control

e As databases are divided into public and private databases, their access is controlled by

an Access List.

e The Access List maintains a list of users and their permissions to access any private

database.
e Each time a user wants to access any private database, if he provides the correct access
key the access list will be updated to allow the user to chat with the database.

e Upon selection of any database in the User Dashboard, the user is first verified from the

access list and then allowed to chat.
3.5 Query Submission

e The Chat interface shows all the previous chats a user has had with the selected database.
e It also shows all the previous chat history of the user in all the conversations.

e The user can enter his query in natural language in the provided input field and get an

answer in natural language.
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3.6 Result Generation

e The system takes the question from the user and determines if it’s a valid question, valid
questions are processed further.

e The system generates a SQL Query for the question by considering the context, previous
messages, and database information.

e The generated query is run on the database and formulated into a natural language

sentence which is then returned to the user.

- User Signup and gy
o —

“Watural Language How many children have age greater
Question than 2 years ?
“Watural Language There are 10,940 children with age
ANEWer greater than 2 years.

LangChain
0’ |
i

Fig 01: System Overview Diagram
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4.1 Work-Flow Diagram

Database (Public or
Private)
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Natural language

2 question

Natural language answer

User Interface

Fig 02:Workflow Diagram
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4.2 Operating Environment

4.2.1 Operating System

The Data Dialogue web-based application is compatible with Windows, MacOS,

and Linux operating systems to ensure accessibility across various platforms.

4.2.2 Web Browser

A web browser with latest version is the core requirement for DataDialogue. Some
of the major web browsers and their latest versions are:

e Chrome 1109.

e Edge 119.

e Firefox 119

e Safari17.1

4.2.3 Internet Availability

There must be a stable internet connection for its proper usage.
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4.3 Design and Implementation Constraints

Various factors would result in limitations to the development and functionality options for

the DataDialogue. Following are some of the constraints:

4.3.1 LLM Selection

Choosing a Language Model (LLM) involves trade-offs between model accuracy,
computational resources, and capabilities, affecting the accuracy of natural

language understanding.

4.3.2 Language Constraints:
The software will only be available in English however the user can ask queries in

multiple languages like German, French, Urdu etc.

4.4 Software Requirements

i) IDE: VS Code
i) Python Framework: LangChain, SQL Alchemy, OpenAl
i) Backend: Django, SQL.ite

Iv) Application Framework: Next.js
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4.5 Working Principle

The project mainly works on the principles of Retrieval Augmented Generation and SQL
Database Chains.
The project is divided into different modules and every module is working seperately. The list of

modules is as under:

* Databases and Cleaning
« API
* Frontend Presentation

* Backend Logic

4.5.1 Dataset and Cleaning

An integral part of the project is the gathering of datasets (private). The dataset comprises
of early-stage Pneumonia in children (diseased, and non-diseased). Our privately collected
dataset from World Health Organization is of main importance in our project. The data is
filtered and cleaned like the removal of some columns and renaming the columns for
better SQL query generation. A public database of Businesses in San Francisco and their
history of inspections and violations is also there. (http://2016.padjo.org/tutorials/sqlite-

data-starterpacks/#more-info-san-francisco-restaurant-health-inspections)
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4.5.2 API

An APl is developed using FastAPI which is called from the backend of the system with
the user’s query, the API processes the query and returns an answer to the backend which
is then sent to the front end. The internal working of how the query is processed is

explained below:

1. Understanding the Question
The system first checks if your question is relevant to the database. It does this
by looking at the database description and ensuring the terms in your question

match the database.

2. Retrieval Augmented Generation
This is where LangChain comes in. It uses a technique called RAG (Retreival
Augmented Generation) to build the SQL query needed to answer your
question. Following is a breakdown of what is happening behind RAG:
e The system feeds LangChain with the database schema, the metadata of
the relevant columns which acts as a guide for understanding.
e The system also considers the history of your conversation (if any) to
better understand the context of question.
e A special Prompt template, combining the question, the schema

information, and the metadata.
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e LangChain, along with a large language model (LLM), then analyzes
the prompt and generates the corresponding SQL query. It is important
to note that the LLM does not see the actual data, just the structure

(column names and data types) that maybe called the Header Database

3. Query to Answer
The generated SQL query is then executed on the actual database, retrieving
the answer to the question. Finally, the LLM takes the retrieved data and

transforms it into a natural language sentence which can be easily understood.
4.5.3 Backend Logic

e The backend logic in Django handles the user’s registrations and logins.

e [tis also responsible for maintaining the record of user’s conversation and chat
history in the database.

e The backend logic also handles multiple security checks.

e [tis also responsible for handling the user’s query by invoking the API

discussed above.

4.5.4 Front-end Presentation
The visual presentation of the project is done through the aid of a website interface

built using Next.JS and Tailwind.
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CHAPTER 5

DETAILED DESIGN
AND
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5.1 Architecture Design

The DataDialogue project adheres to a well-defined three-tier architecture, enhancing its
modularity and scalability. The key architectural components are strategically distributed across

the following tiers:

Presentation Tier (Web Ul)

o The client-facing web interface provides users with an intuitive platform to interact
with the application.

e Ensures a seamless and user-friendly experience for querying databases and
accessing personalized dashboards.

Logic Tier (Server, LLM API, LLM)

e The Server, forming the backbone of the Logic Tier, hosts the backend logic and
manages connections to external components.

e Incorporates the LLM API to facilitate natural language processing, allowing users
to submit queries in an intelligible manner.

o Utilizes the Language Model (LLM) to intelligently convert natural language

queries into database-specific SQL queries.
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Data Tier (Server DB, Query DB

The Server DB houses critical application data, including user information, chat
history, and other pertinent datasets.

Ensures persistent storage and efficient retrieval of data, contributing to the overall
reliability

of the system.

The Query DB is the collection of databases which users can interact and chat with.
It includes private and public databases, where each private database is properly

secured.

1. Presentation Tier 2. Logic Tier

ft
Chent
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Fig 03: Architecture Diagram of DataDialogue




5.2 Decomposition Description

The system of DataDialogue can be decomposed into various modules which are listed below:

1. Frontend Module

It represents the user interface (Ul) layer responsible for rendering and presenting

information to users.

Front-End J

< <components> @

Logout

Register

< <components> {l

<<components> El
Home

i

< <components> E
Dashboard

<<component>>
Chatting

Login

<<components > EI

Po

< <components> E
Request

/Patsbase Access: |

Interface

radigm Community Edition @

Fig04: Modular Diagram for Front End of DataDialogue

2. Backend Module

Comprises the server-side logic and functionalities of the system.

Back-End J

<<component>> El

Connection

<<component>> El

<<component>>

Validation

<<component>> El

Database Access

<<component>>

Forward/Rec

Powerel

d ByVisual Paradig

T g

n Community Fdition

Fig 05: Modular Diagram for Back End of DataDialogue
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3. LLM/API (Language Model) Module:
Incorporates the language processing capabilities for converting natural language queries

into database-specific queries.

LLM/API J
<<component>> g <<component>> gl <<component>> El
Receive Validate LLM Feed
<<component>> gl <<component>> g
Forward Response Formatting
Powerkd ByVisual Paladigm Community Fdition

Fig 06: Modular diagram for LLM/API of DataDialogue
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5.3 Process Decomposition

Use Cases:
1. For Admin:
VisualParadigm
R atabase
Admin

Fig 07: Overall Admin Use case Diagram for Data Dialogue
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2. For Client:

ll'\\‘ Made with
@Vlsual Paradigm

For non-cormmercial use

Database

LLMAPI

Fig 08: Overall Client Use Case Diagram for Data Dialogue
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UC-01: Login

User

System
G %
Database

Fig 09: Login Use Case Diagram

Primary Actor:

Use Case: |Login

User

Secondary Actor:

N/A

Normal Course:

1. User navigates to the login page.
2. User enters credentials.

3. System verifies credentials.

4. User gains access to the system.

Pre-Condition:

The system server must be up and running.

Post-Condition:

User is logged into the system.

Alternate Course:

N/A
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Table 01: Login Use Case Table




UC-02: Register

Uisar

O

Database

Fig 10: Register Use Case Diagram

Use Case: Register
Primary Actor: User
Secondary Actor: N/A

Normal Course:

1. User navigates to the registration page.
2. User provides necessary information.
3. System validates information.

4. User's account is created.

Pre-Condition:

The system server must be up and running.

Post-Condition:

User has a registered account.

Alternate Course:

N/A
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Table 02: Register Use Case Table




UC-03: Submit Query

System
.--"""'-'..'-
.-"'--
Database
User /
iﬁj—w{h Show Results j;)\
LLM AP
Fig 11: Submit Query Use Case Diagram
Use Case: Submit Query
Primary Actor: User
Secondary Actor: N/A
1. User submits a natural language query.
2. System processes the query using NLP.
3. The query is converted into a database-specific query.
4. The query is executed on the database.
Normal Course: 5. Results are returned in natural language.
Pre-Condition: User is logged into the system.
Post-Condition: User receives query results.
Alternate Course: N/A

Table 03: Submit Query Use Case Table
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UC-04: Access Database Chat

System

Liser Database
Fig 12: Access Database Use Case Diagram
Use Case: Access Database Chat
Primary Actor: User
Secondary Actor: N/A

Normal Course:

1. User accesses the database chat feature.
2. System provides a chat interface for database-related queries.
3. User interacts with the chat to submit queries

4. The system processes and executes queries.

Pre-Condition:

User is logged into the system.

Post-Condition:

User can chat and interact with the database.

Alternate Course:

N/A
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Table 04: Access Database Use Case Table




UC-05: Request Private Database Access

System
Access T <<includexz ~~ Select a
Private DB Database
User Database

Fig 13: Request Private Database Use Case Diagram

Use Case: |Request Private Database Access

Primary Actor: User

Secondary Actor: N/A

1. User requests access to a private database.

2. System validates the request.

Normal Course: 3. Admin is notified of the request.
Pre-Condition: User is logged into the system.
Post-Condition: Admin is notified of the access request.
Alternate Course: N/A

Table 05: Request Private Database Use Case Table
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UC-06: Access Dashboard

System

X

User

Fig 14: Access Dashboard Use Case Diagram

Access <Extends= Select a .
Dashboard Databasze

Databasze

Primary Actor:

Use Case: |Access Dashboard

User

Secondary Actor:

N/A

Normal Course:

1. User accesses the personal dashboard.

2. System displays relevant information and query results.

Pre-Condition:

User is logged into the system.

Post-Condition:

User can view personalized dashboard information.

Alternate Course:

N/A
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Table 06: Access Dashboard Use Case Table




UC-07: Manage Users (Admin) [Delete/Edit]

O Esit Usar
X | [ %

Admin Datanass

Fig 15:Manage Users Use Case Diagram

Use Case: |Manage Users (Admin) [Add/Edit]

Primary Actor: Admin

Secondary Actor: N/A

1. Admin accesses the user management interface.

Normal Course: 2. Admin adds or edits user information.
Pre-Condition: Admin is logged into the system.
Post-Condition: User information is added or edited.
Alternate Course: N/A

Table 07: Manage Users Use Case Table
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UC-08: Manage Databases (Admin) [Add/Edit]

o
A \E

Admin Datanase

Fig 16:Manage Database Use Case Diagram

Use Case: |Manage Databases (Admin) [Add/Edit]

Primary Actor: Admin

Secondary Actor: N/A

1. Admin accesses the database management interface.

Normal Course: 2. Admin adds or edits database information.
Pre-Condition: Admin is logged into the system.
Post-Condition: Database information is added or edited.
Alternate Course: N/A

Table 08: Manage Database Use Case Table
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UC-09: Logout

System

ry
7

User Database

Fig 17:Logout Use Case Diagram

Use Case: Logout

Primary Actor: User/Admln

Secondary Actor:

1. User/Admin clicks on the logout option.

Normal Course: 2. The system logs out the user/admin.
Pre-Condition: User/Admin is logged into the system.
Post-Condition: User/Admin is logged out of the system.
Alternate Course: N/A

Table 09: Logout Use Case Table
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5.4 Sequence Diagram

The DataDialogue platform initiates with user engagement through the login or registration
process, which involves server authentication for secure access. Following successful
authentication, users can submit natural language queries, prompting a request to the language
model for query processing. The language model converts the natural language query into a
database-specific query, which is then executed on the relevant database. The system returns the
query results in natural language, presenting them to the user. Additionally, users can access real-
time chat features for interactive database communication. The platform ensures a seamless
experience, covering diverse user interactions such as query submissions, chat interactions, and
access to personalized dashboards for efficient data exploration and retrieval. The user session

concludes with a secure logout process, facilitating an end-to-end user-friendly experience.
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ait

Verified User ————————Access Dashboard

Render dashboard- -
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Display_dashboard -
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Web
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|
|
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|
|
|
|
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|
|
|
|
|
|
|
|
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Fig 18: Sequence Diagram of DataDialogue




1. User Registration Sequence Diagram

o lllustrates the step-by-step interactions between the user and the system during the

registration process. It outlines the messages exchanged, including user input

validation and account creation.

sd [User Registration vz])

% Web Interface Server Database
T | |
User 1 [ [
| | |
| | |
| | |
1: Enter User Details 1 | |
L ) ) I |
1.1: Validate Email | |
L g I
|
|
!
alt |
’ |
[valid Emall] 1.1.1: Valid Email l
|
1.1.2: Search User Jl_
| -
alt,
[User does not exist]
1.1.3: User does not exist
1.1.4: Save User Details
P
1.1.5: User Registered
< _____________________
1.2: User Registered Message Displayed
[User exists]
1.1.6: User exists
< _____________________
T
1.1.6.1: User Already Registered Message Displayed I
____________________________ I
|
|
|
I ) L S [
. 1
[Invalid Email] |
|
1.1.6.2: Invalid Emall Message Displayed I
"""""""""""""" T |
T | |
! | . . !
; FOWETEO BYVI ‘1‘; udl Faraaigm Community L-L]Fl. on @

Fig 19: Registration Sequence Diagram of DataDialogue
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2. User Login Sequence Diagram

o Details the sequence of actions taken by the user and the system during the login
process. It encompasses user authentication, server communication, and the

establishment of a secure user session.

sd [User Login]l

% Web Interface Server Database
ce T T T
User [ [ I
I | |
I | I
1: Enter Credentials | | |
L | |
| I
1.1: verifyFields() ! !
| I
i i
I
1
alt |
|
[Fields Verified] 1.1.1: validateCredentials() |
L
alt
1.1.2: Credentials Verified
1.1.3: Update Access Token
1.1.4: Render Dashboard
e ]
2: Credentials Not Verified
L15: H
P> 1
1.1.6: Invalid Credentials Message Displayed :
_______________________ !
|
1
|
I
____________ S 5 1 Y Sy
[Empty Fields] :
|
1.1.7: Fields Empty Error Message Displayed :
_______________________ 1
| T |
I | I
I | |
| I I
I Powered ByVisual Paradigm Community Edition %
- 1 I 1

Fig 20: Login Sequence Diagram of DataDialogue
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3. Query Submission Sequence Diagram

o Captures the dynamic flow of interactions as a user submits a natural language
query. It outlines the communication between the user interface, language model,

and database components to process and execute the query.

sd [Query Submissian] J

S S [ ]
User

]
]
1: submitQuery() :

1.1: submitQuery()

A J

1.1.1: validateUser()

alt

[User Verified]
1.1.2: requestDBDetail s()

- 1.1.3: Database Details Fetched \

1.1.4: forward Que:

2 ___

.
!
|
I 1.1.4.1: Process Query
I
1.1.4.2: returnResults()
e ————————— b
| I
| !
1.2: displayResults( | i
o —————————————] | |
1 !
I I
| I
___________ o e 5 O Y
[User Not Verified] : :
I I
| |
1.3: Invalid User Error I I
IR —— L I I
] 1 I
T ] | I
1 1 X | X _ h
H i Deossiaradd Dadliciibl Doeo Jl 3 a = P = L 0
H FOWETCU DY vV ISTa T ar atmg T SO o Ty COTTroTT oy

Fig 21: Query Submission Sequence Diagram of DataDialogue
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4. Access Database Chat Sequence Diagram

o Describes the interactions between the user and the system when accessing the
database chat feature. It outlines the message exchanges facilitating real-time
communication, query submission, and database interaction through the chat

interface.

[l

——#ccess DB Chat{]—
erifylcredentials) ]

[

|

|
Credentials Veri

|

|

|

| s Verified
. |

t

|

| ——Verify DB Access{}—
|

|

I

|

|

|

|

|

|

|

Verified [5er

Verified DB Accese

T
— — — — foress Verified — — — — l

— — — -Display_Chat]] — —

I
|
— — Display User_History(] — — - :I
|
|

Fig 22: Access Database Sequence Diagram of DataDialogue
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5. Private Database Access Request Sequence Diagram

« lllustrates the process of a user requesting access to a private database. It includes
the validation steps, notification to the admin, and the subsequent handling of the

access request.

|
|

|
ACcess Private_DE()
end Enterediey(key]
alt

werified key

————erify Key()——

Get User Infof}

— — — Updated— — — — -

else

Fig 23: Access Private Database Sequence Diagram of DataDialogue
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6. Access Dashboard Sequence Diagram

Details the sequence of actions when a user accesses their personalized dashboard.

It includes the retrieval and display of relevant information and query results,

showcasing the dynamic interactions within the system.

=
Interface
I I
|
|
|
|
T

rress Dashboard| )
ferify User)
werifiad User
et Liser Access List()
————— = Accesslist — — — — — —
|

< — — — — Display DE Thumbnails — — — —

- ———— Dispday Dashboard(}— — — — —
|
|

|
|
|
________________________________ I —— e
[ T
— — — Amvalid User- — — — - i<— — — —invalid Credentials — — — _I
| |

Verified User

Fig 24: Access Dashboard Sequence Diagram of DataDialogue
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7. User Management (Admin) Sequence Diagram

« Outlines the interactions between the admin and the system during user management
tasks. It includes the addition or editing of user information, demonstrating the
communication flow for administrative actions. There are two main features an

admin can manage:
1. Edit User:

The administrator starts the Edit User sequence by logging into the user management
interface and choosing the user who has to be edited. The selected user then receives
the updated details from the admin. The modified data is then thoroughly verified
by the system. After validation is complete, the system updates the user's data and

replies to the administrator with the results of the user change procedure.
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sd [Edit User - User Management (Admin) I.'2J‘I

Admin

1: editUserPage()

I
|
|
|
|
|
1.1: werifyUsen) I
|
|
|
alt 1
|
[User Verified] |
1.2: user Verified |
e ———————— ] |
|
|
1.3: gerUserList() 1
|
1.3.1: getUserListf) ‘I_
1.3.2: User List Fetched
e N
1.4: Edit User Page Rendered
[ o o o ]
loop,
[Mew Page Loaded]
2: setUserDetallsi
=
2.1: verifyFields() o
»
alt ]
[Fields Verified] 2.1.1: setlUserDetails{)
Z2.1.2: User Details 38t
e ————
2.2: User Derails Set Confirmed

e — ]

L
=== —s=sssosssssssomoococlisssssososssooosososoossssssossosos ks ssssasmam _____________________I SpR———
[Fields Mot Verified] |
2.3: Fields Mot Verified Error Message :
_____________________ 1
|
|
I T -
|
|
|
1
]
|
- . e | | S —

[User Mot Verified] :
2.4 Invalid User Error Message Displayed I
_____________________ I
|
|

Fow

sudl Faradigm "_'JITI"'I.JF"It"r" cdition §_

Fig 25: Sequence Diagram for Edit User as Admin
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2.

Delete User:

The deletion process commences with the admin navigating to the user
management interface and selecting the user to be deleted. After user selection, the
deletion is confirmed by the admin, which causes the system to validate. In the
event the authentication is successful, the user account is deleted by the system.
The system's answer notifies the administrator of the result of the user deletion

function.

sd [Delete User - User Management (Admin) vZ]J

Datahase

I
|
I
I
1: delerelserPage() l

I
|
I
I
1
g i
1.1: verifylseri |
> I
|
1
alt 1
|
[User verified] |
I
1.2: User Verified |
€ mmm e !
I
1.3 getUserList) > I
I
i
1.3.1: getUserList() H
e
1.3.2: User List Fetched
.('_' ___________________
1.4: User Delete Page Rendered
{ —————————————————————
2: deletelser()
2.1: delerelizern)
> . :
2.1.1: deletelser()
>
2.1.2: User Deleted
B e
L
2.2 User Deleted :
€ mm S |
|
I
l e e e I R —
[User Mot Verified) I
|
I
2.3 Invalid User Error Message Displayed I
U=t L I
| | |
| | |
T 13 =
0 Vigua Tigm T - T W
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Fig 26: Sequence Diagram for Delete User as Admin




8. Database Management (Admin) Sequence Diagram

o Describes the interactions between the admin and the system while managing
databases. It includes the addition or editing of database information, showcasing
the communication flow for administrative actions related to databases. There are

three main features an admin can perform while managing the query databases:
1. Add Database:

The process begins when the administrator logs into the database administration
interface and adds a new database. The system thoroughly verifies the input data
when the administrator enters the required information. The new database is
incorporated into the system after validation is successful. The system's answer

alerts the administrator of the result of the database addition function.
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Web Server Database
Interface
User:Admin i i
addMewDstabazePsge() I I
, I
verify(credentials) I
i -
!
A [ [ Credentials Veriied] i —

I Credentials Verified

Mo~~~ === == == == == =

Add Database Page

addMewDatabase{data)

at [Fields Validated]

validateFields()
addMewDatabase{data)

addToDatabase{data)

renderAddedPage()

Confirmation

glse  ([Fields Mot Validated]

Ermor Message

else

Credentials Mot Verified )

Ermor Message
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Fig 27: Sequence Diagram for Add Database as Admin




2. Edit Database:

The administrator starts the Edit Database process by logging into the database
administration interface and choosing the database that needs to be changed. The
administrator then gives the most recent information for the chosen database. The
modified data is thoroughly validated by the system, which then alters the database
information after successful validation. The system's response informs the

administrator of the results of the database change procedure.

Web Server Database
Interface

UserAdmin i
|

|
verify{credentials) >

editDatabasePage()

F—————]

a Credentials Verified]

Error Message Credentials Not Verified
o 1 R BRBREERENS 1

.
Edit Database Page |
______________ |
|
editDatabaseDetails(details) I
L |
AT |k . o ] ] I
a [Fields Validated] ]valldateﬂelds() |
|
ediiDalabaseDelails(details)
editinDatabase(details)
renderEditedPage() Confirmatian
{ ______________ |~ "~~~ =7====-
]
Fields Mot Validated | |
eice |l : ) validateFisids() | |
Error Message I I
q ............. L | |
L | |
| | |
| | |
| | |
| | |
| | |
| | |
1 1 1
| | |
| | |
! ! !
else Credentials Not Verified J| | |
| | |
| | |
|
|
|
!

Fig 28: Sequence Diagram for Edit Database as Admin
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3. Delete Database:
The admin chooses the database to be deleted by going to the database
administration interface and starting the deletion process. After selection, the
administrator validates the deletion, triggering system validation. The database is
deleted by the system if validation is successful. The system's response informs the

administrator of the results of the database deletion procedure.

Web Server Database
Interface

User:Admin

delerzDatabazePagel()

I
|
|
g
—‘ verify{credentials)
|
|
|

3T [ || Credentials Verified] Crodentials Verfod

Delete Database Page

deleteDatabase(name)

" iields Validated] jvalidateFields()

deleteDatabase{name)

deletefromDatabase({name)

renderDeletedPage() Confirmation

Ermror Message Credentials Mot Verified
- oo e 1

|
Fields Mot Validated | |

eise [l : ) validateFields() ! !
Error Message I I
DI - | |

T i i

| | |

| | |

| | |

| | |

| | |

| 1 1

| | |

| | |

| | |

else Credentials Not Verified J| | |
| | |

| | |

|

|

|

!

Fig 29: Sequence Diagram for Delete Database as Admin
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9. User Logout Sequence Diagram

« lllustrates the sequence of actions when a user initiates the logout process. It
includes the message exchanges between the user interface and the system to

securely log out the user, terminating the session.

Logout}

=3
|
|
|
|
|
|

————Requeit Logout| j————

delete spssian |

Fig 30: Sequence Diagram for Logout in DataDialogue
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5.5 Class Diagram

Several major classes are shown in the DataDialogue class diagram as contributing to the strong

design of the system. The "User" class, initiates the conversation and can input a message query.

If a user has a valid access key,he would be in “access_list” and will have access to the private

database. Each database has its object stored in “database” table along with their access key and

other information.

The backend has various classes each handling unique functionalities of DataDialogue. All

classes are in the view. Some of them are : LoginView, QueryView, CreateConversation etc.

The query processing module contains various classes and functions. The LLM API used for

connection between LLM and the backend, Query process,is where all the database specific

queries are generated and

User
int user_id has ]
String email
String password
String username e~
user_id FK

JSON access_token

JSON refresh_token =
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Database
eceSLe _jqra_tabase_id 5 . int database_id
int user_id String database_name —involves
~ int database_id ( — ~has— 2 String access_key ¢ B
String connection_string
‘—\
user_jid F—————————————— S —

database_id FK

e

Conversation

"3 int conversation_id

String name
- int user_id

~_~ it database_id

€ " conversation_id FK

SQL Seperator is used for having sql according to database structure.

Message

int message_id
——contains__ :‘; String question
-| String answer
int conversation_id

DateTime time_stamp
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inherits inherits
CreateConversation C QuenyView LoginView SignupView
“eysing *use 0 smg
“poseques]) “pesieues) “psteques) “poteques] “pesieques] “psteques) el g “psteques)
“geleqes) “geeques) “geleques) “geeuest) “teeqes) “gleques) “poteques) “geleques)
~asverger) “gereues)
+ge ke i el
+ge auess obensise i e
*geneae_fokenlcer i )
+ypdaie_access_foken(user_id access_foken)
+update_refresh_token(user_id refresh_oken)
[
Hb{lﬂll
+login_view. LoginView
“psiegues)
“geegues]
QueryProcess
+ query: str
+ llm: ChatModel
+ db: SQLDatabase
+ history: ChatMessageHistory
+ current_tokens: int
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5.6 Data Description

Data used in DataDialogue mainly consists of the following types: user information,
database information, access list which has a list of users allowed to access the query

databases.

1. User Information:

« This includes details about all the users interacting with the system. User
information may include user credentials,tokens and past records of their

chatting history with any database.
2. Database Information:

« Database information includes details about the databases available within
the system. It can include metadata such as database names, structures, and

access rights.
3. Access List (Query Databases):

e The access list plays a really important role in controlling access to the
private datavases. It contains a list of users with permissions to interact
with specific databases. This access control mechanism ensures that
enterprise data is secure and is only accessed by users from that specific

enterprise.
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5.7 Activity Diagram

5.7.1 Description

The Activity Diagram for DataDialogue shows an overview of the overall behavior of the
system. It tells the flow of activities and interactions between various components. We start
with the user login and registration, the diagram tells the paths based on the user roles and
actions. If the authentication is successful, users can have access to multiple functionalities,
such as submitting natural language queries and accessing real-time database chat. The
system processes the queries using the large language model, it executes them on the
respective database and returns a result. Additionally, a user can also be an admin, he can
perform tasks like user and database management.The diagram concludes with the user

logout activity, ensuring a termination of user sessions.
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Fig 32: Activity Diagram of DataDialogue
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5.7.2 Login

This activity diagram explains the steps that a user should follow to get access to the system.

It shows how to authenticate and establish a user session.

Display Login Page

User Enters Login
Credentials

Dis
isplay Error NO ’
Message

Are the credentials valid ?

YES

Display User
Homepage

: :.- l'.

Fig 33: Login Activity Diagram of DataDialogue
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5.7.3 Register

This activity diagram shows the steps a user should take to register an account on the

platform. He should provide required information, validate details, and then create a

w
Display Register
Page

¥
User Enters Data g

v
. ——ND Show Message

Fields filled correcthy 2

registered user profile.

YES

v

<

User Already Registerad ?

NO

YES w
Register user in
Database

Fig 34: Register Activity Diagram of DataDialogue
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5.7.4 Access Dashboard

This activity diagram shows the user's steps in order to navigate to the database dashboard,

it shows relevant information and all the available databases.

¥
¥

Display HomePage

Open Dashboard

¥

See List of available
Databases

_J

Fig 35: Access Dashboard Activity Diagram of DataDialogue
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5.7.5 Access Database Chat

This activity diagram tells the interaction of the user with the chatting interfacr,it shows
how a user can interact with the system to submit queries in natural language and receive

responses in natural language through the chat interface.

User Accesses
Dashboard

User Selects a
Database

Load Previous Chat

Open Chat Interface

Fig 36: Access Chat Activity Diagram of DataDialogue
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5.7.6 Submit Query

This activity diagram shows the steps a user has to perform to submit a query in natural
language. It tells how the system processes the query using LLMs, and then builds database-

specific SQL query, and then it executes the query to provide results.

Access Dashboard

User Selects a
Database

Submit a query in
Chat Interface

Generate and Show
Results

Update Chat History

¥
7N
i )

Y

Fig 37: Submit Query Activity Diagram of DataDialogue
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5.7.7 Access Private Database

This activity diagram tells the flow of the user to gain access to and interact with any private

database, it ensures that enterprise data is secure and is only used by authorized users.

User Accesses

Dashboard

Enter Private
Database key

L J
-‘
-

‘ NO 4 Show Error Message

Is the kgy valid ?

YES

l

Allow Access to
Private Database

Fig 38: Access Private db Activity Diagram of DataDialogue
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5.7.8 Manage Databases (Admin)

The activity diagram tells how an admin can handle databases,and perform tasks like

updates, and deletion.

Admin Login

Manage Databases

Enter Details for
New Query
Databaze

Select Query

Database to Edit ADD————p

+ "d l-: l

Select Query

Database to Delete
B  Show Message
YES Valid Hields 7

id Enter New Details

l ’ ves

Valid Fields ?

Update Database

()
)
Fig 39: Manage Database Activity Diagram in DataDialogue
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5.7.9 Manage Users (Admin)

The activity diagram tells how an admin can handle users,and perform tasks like updates,

and deletion

Fig 40: Manage Users Activity Diagram in DataDialogue

Manage Users
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Admin Login
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5.8 Entity Relationship Diagram

The database schema has tables users, databases, access control, conversations, and messages

ERD

Access_List
g "“ userlD integer(10)
‘T databaselD integer(10)

o o e o | e
o' | e | | —e

4 Prompt N
promptData varchar(65535)
"T DatabasedatabaselD integer(10)
| promptiD integer(10) U
4 Message A
"T conversationlD integer(10)
query varchar(255)
answer varchar(255)
timestamp timestamp
| messagelD  integer(10) U  powered ByVisyal Paradigm Community Edition 0

Fig 41:ERD of DataDialogue
The database schema has several tables which stores and organizes information related to
users, databases, access control, conversations, messages. The User Table stores the user
details, with userlD as the primary key. The Database Table contain information about
different database that the users can have a chat with, and has databaselD as its primary key.
The AccessList Table is a weak entity and it represents the many-to-many relationship between
users and databases, where userID and databaselD together form a composite primary key.
This table is a record of which users have access to which databases. The Conversation Table

has information about conversations, identified by conversationID, and has a one-to-many
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relationships with the User Table and Database Table through foreign keys. The Message
Table is a weak entity and it stores messages within each conversation, where conversationlD
and messagelD together form a composite primary key.

In summary, this schema represents relationships between users, databases, conversations,
messages, and prompts. The use of weak entities indicates that certain entities rely on others
for their identification, and the relationships maintain the integrity and connectivity between
various components of the system. The one-to-many relationships are established through

foreign keys, linking records across different tables.
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5.9 Component Diagram

In this section of component design, we will take a closer look at each component of DD in a

more systematic way. Each component will have a functional description and closer detail.

MainJ
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Query Database
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6.1 Performance Requirements
6.1.1 Query Response Time

e Requirement: The system should provide query responses in less than 30

seconds for 95% of queries under normal load conditions.

e Rationale: Thus, ensuring a responsive user experience and fasten the

response time, which contributes to user satisfaction and productivity.

6.1.2 Database Transaction Throughput

e Requirement: The system should handle significant volume of database

transactions per minute under normal load conditions.

e Rationale: To ensure efficient data retrieval and manipulation, supporting a

high volume of user interactions and queries.
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6.1.3 LangChain and LLM Accuracy

e Requirement: The translation of the user’s query to SQL database specific
shall be accurate, moreover the result shall be accurate with accuracy greater

than 75%.

e Rationale: Increases the trust of the user on our product’s result. Thus, helping

in optimizing the user experience.

6.1.4 External APl Response Time

e Requirement: Integration with external APIs, should have a response time of

less than 10 seconds, 90 percent of the time.

e Rationale: To ensure timely retrieval of external data, maintaining a seamless

and up-to-date database.

6.1.5 System Availability

e Requirement: The system should have at least 90% availability over a

monthly period.

e Rationale: It is to minimize downtime, as low as possible, and ensure
continuous accessibility, which will help this product in becoming a reliable

service.
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6.1.6 Prompt Accuracy

e Requirement: Prompts related to database shall be accurate and according to
e the given Database.
e Rationale: It is to enhance the users understanding about the database and get

more accurate results.

6.1.7 Scalability

e Requirement: The system architecture should be scalable to handle an

increase in database services to accommodate further data sources in the future.

e Rationale: It should have the ability to accommodate future scope increase

and new functionality with ease.

6.2 Safety Requirements
6.2.1 Error Handling and Logging

e Requirement: The system should have complete error handling and logging

mechanisms implemented to detect and respond to potential problems.

e Safeguard: Detection and recording of issues will help streamline the

production environment and keep the system available.

6.2.2 Secure Communication Protocols

e Requirement: All communication between the users and services must be

encrypted using secure protocols and encryption.
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e Safeguard: HTTPs and salts will be utilized to ensure confidentiality and

minimize risk of data leakage.

6.2.3 User Authentication Security

e Requirement: User authentication processes should incorporate proper

procedures to ensure access control.

e Safeguard: Using password encryption and salts will enhance account security

and protect against any unauthorized login attempts.

6.2.4 Key Management for Private Databases

e Requirement: The system must have a key management system for accessing

any private database.

e Safeguard: Utilizing secure key generation and storage will safeguard against

any unauthorized access to private databases.

6.3 Software Quality Attributes
6.3.1 Usability

e Requirement: The user interface features should be easily accessible and usable by

99% of user base.

e Rationale: Having a user interface with a priority on ease of use will help increase

user satisfaction.
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6.3.2 Reliability

e Requirement: The system should provide accurate results reflecting the actual

statistics.

e Rationale: User loyalty and satisfaction can only be achieved by providing accurate

results.

6.3.3 Maintainability:

e Requirement: Code should follow established coding standards, and the system can

be appended with more databases and functionality.

e Rationale: It will be achieved by coding in modular form. Easy maintenance ensures

quicker bug fixes, updates, and scalability improvements.

6.3.4 Adaptability:

e Requirement: The system architecture should support the integration of new features

and technologies with minimal disruption to existing functionalities.

e Rationale: The architecture selection shall be according to this requirement e.g.,
microservices. It facilitates future expansions and technology updates to meet

evolving user needs.
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6.3.5 Robustness

e Requirement: The system should gracefully handle unexpected inputs or queries,

preventing crashes or data corruption.

e Rationale: Using Prompt Engineering and classifying the input queries of the user to
normal and SQL commands query can assist in achieving this. Robustness ensures the

system's stability and prevents potential security vulnerabilities.

6.3.6 Reusability

e Requirement: Code modules should be designed for reusability in different parts of

the system.

e Rationale: Promotes efficient development by reducing redundancy and facilitating

the extension of functionalities.
6.4 Business Rules

6.4.1 User Authentication and Access

e Principle: Only registered users with valid credentials can access the system. User
roles dictate the functions they can perform, with different access levels for public

and private databases.
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6.4.2 Query Execution and Dashboard Access:(Extended Scope)

e Principle: Users can execute queries based on their database access permissions.
The results are presented in personalized dashboards tailored to the specific database

queried.

6.4.3 Private Database Access Key Requirement

e Principle: Access to private databases, such as those for exclusive users like
W.H.O, requires a valid and secure access key. Key distribution and management

follow specific protocols to maintain security.

6.5 Other Requirements

6.5.1 Chat History

e Users chat with the database will be saved in the history database and will be displayed

to the user so that the user can view and understand the database better.

6.5.2. Graphical Representation (Extended Scope)

Provide user with graphical representation of the returned result from the database for

better visualization of the data and better Ul experience.
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The relevant strategies, process and techniques utilized to design,
execute, and manage testing of the “DataDialogue” are described in this chapter
of test plan. The test strategy will verify that the application’s criteria and

standards are met to an approved level by the end user.

Manual testing will be used, which entails testing software without the
use of any automated tools or scripts. In this scenario, the tester assumes the role
of an end-user and tests the application for any abnormal behavior or bugs. All
functional, application performance and use case criteria mentioned in the
requirement document are covered by the test scope. Software testing can was
done at many points during the development phase, depending on the testing
approach used. However, after the requirements have been developed and the

coding process has been done, most of the testing work happens.

7.1  TESTITEMS

» Development of test scenarios

» Execute multiple tests based on the above-mentioned test scenarios that have been

generated

* Inform the appropriate developer or management about any bugs

» Develop and provide test results
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Manage or incorporate adjustments at a later stage in projects development

7.2 FEATURES REQUIRED TO BE TESTED

Following features are used:

User is able to open the web page by entering URL

User is able to proceed to DD’s home page

User is able to sign up for an account

Registered user is able to log in to their account

User is able to access the public databases from the dashboard

Authorized user is able to access the private database.
User is able to send query in natural language

User is able to get the answer to the question asked
Admin is able to access the Admin Dashboard

Admin is able to manage users and databases.

Unit Testing: Unit testing is the responsibility of developers. Each module’s component’s

implementation is checked individually.

Integration Testing: The integration test case was executed when the unit test has

passed over the chosen quality level. It’s critical to test the product as a blackbox after

all the modules have been integrated.
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Positive and Negative Testing: This method was used in conjunction with unit and

integration testing. Test cases were written in scenarios that are evident and guarantee
that all functional criteria are met. Furthermore, many test cases are presented to

demonstrate how the program responds to invalid operations.

Functional Testing: Additionally, we also verified our product’s functionality by

ensuring that it meets the specified requirements. This type of testing checks the
features and functions of the software, such as input/output processing, data
manipulation, user interface, and error handling. It can be performed manually or with
the help of automated tools, and it can be executed at various stages of the software
development lifecycle. The goal of functional testing is to ensure that the software

application functions as intended and meets the needs of the end-users.

Whitebox Testing: To test the structure and internal working of DD, white box testing will be

conducted. This testing method is also known as clear-box testing, structural testing, or code-
based testing. We examined the application's code to ensure that it meets the expected
requirements and specifications. Test cases will be created by utilizing the knowledge present
in Design document and in the code that ensures all the lines of code, branches, and loops are
tested. The purpose of white-box testing is to identify coding errors, logic errors, and other
defects in the software's internal workings, which can help improve the quality and reliability

of the application.

Blackbox Testing: This testing method involves testing the software from the
perspective of an end-user, without any knowledge of the software's implementation

details. We examined the software's external behavior and used various inputs to
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verify the expected outputs, without knowing how the application produces the
output. Black-box testing helps to identify errors or defects in the software's
functionality, as well as the issues in the user interface and integration with other

systems.

7.3 PASS OR FAIL MEASURE

Details of the test cases are specified in section Test Deliverables. Following the

principles written below, a test item would be judged as pass or fail.

Pre-conditions are satisfied

Inputs carried out as per plan

Passed—> The output matches what was specified in output

Failed - The system does not function or does not meet the output requirements

7.4 STANDARD FOR DEFERRAL AND RENEWAL REQUIREMENTS

Developers can rapidly correct any flaws discovered, eliminating the
need to restart the testing process from the start. However, when serious flaws
prevent certain test cases from running because they are interdependent,

testing must be suspended.
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7.5 TEST DELIVERABLES

Following are the Test Cases:

Test Case |
Description System should authenticate user credentials when they try to
log in.
Trigger User attempts to log in.
Precondition | User has a registered account in the system.
Basic Path 1. User enters valid username and password.
2. System validates credentials.
3. [If valid, user gains access to the system.
Alternative If credentials are invalid, display an error message and allow
Path the user to retry.
Output User is either successfully logged in or receives an error
message.
Exception If the account is locked due to multiple failed attempts,
Path display a lockout message.
Other The system should include a "Forgot Password" link for
users to initiate the password recovery process.

84|Page

Table 10. Test Case — 01 (Login Function)




Test Case

Description System should temporarily lockout user from account after specific
number of unsuccessful attempts.

Trigger User exceeds the maximum allowed failed login attempts.

Precondition | User account is not already locked.

Basic Path 1. System detects the specified number of consecutive failed

login attempts.
2. System locks the user account.

Alternative | If the account is already locked, no action is taken.

Path

Output User account is locked, preventing further login attempts for a
specified duration.

Exception -

Path

Other Logging is implemented to track lockouts on user accounts.
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Test Case

Description System should store user’s access credentials as a token for future
seamless logins.
Trigger User selects the "Remember Me" option during login.
Precondition | User has a valid account.
Basic Path 1. System generates a secure, persistent authentication token.
2. The token is stored on the user's device.
3. Onsubsequent visits, the system recognizes and authenticates
the user using the token.
Alternative | If the token is not valid or expired, prompt the user to log in.
Path
Output User is automatically logged in on return visits.
Exception Allow users to revoke the "Remember Me" setting.
Path
Other -
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Test Case

Description System should render and validate registration form when user open
registration page.
Trigger User navigates to the registration page.
Precondition | User is not logged in.
Basic Path 1. User enters required information (e.g., name, email,
password).
2. System validates the entered information.
3. If validation is successful, the system creates a new user
account.
Alternative | If validation fails, display error messages and prompt the user to
Path correct the information.
Output User account is successfully registered and confirmed.
Exception User details are logged in the system.
Path
Other -
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Test Case 5
Description System should accept keys for database access and grant access to
the selected database dashboard.
Trigger User enters the home page.
Precondition | User is logged in with a registered account.
Basic Path 1. User enters the key.
2. System validates the entered key.
3. If validation is successful, the system provides the user with
the dashboard mapped to the key.
Alternative | If validation fails, display error messages and prompt the user to
Path enter the correct key.
Post User is successfully entered in the private database and can use the
Condition data.
Output The user may abandon the operation at any time
Other -
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Test Case 6

Output The system shall display the dashboard for the database being
accessed.

Trigger User enters the database dashboard.

Precondition | User has already logged in and entered the dashboard.

Basic Path 1. User accesses the dashboard (either public or private).

2. The dashboard for the user is loaded.

Alternative | -

Path

Output The dashboard for user is loaded.

Exception The user may abandon the operation at any time

Other -
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Test Case

Description The system should provide the user with a chat interface to ask his
questions about the database.
Trigger The user enters the Database Dashboard.
Precondition | The user is authenticated and authorized to access the database.
Basic Path 1. The system provides an input field for users to submit natural
language queries.
2. The user enters a query in the input field.
3. The user initiates the query submission process.
Alternative | If in step 2, the field maybe blank of invalid, then the user will be
Path prompted accordingly.
Output The query is submitted.
Exception The user may abandon the operation at any time.
Path
Other The system should offer input validation to help users formulate valid

natural language queries.
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Test Case

Description The system should validate the user’s query to ensure
that it contains a valid question and no invalid characters.
Trigger The user enters the query in the query input field
Precondition The user is on the Database Dashboard
Basic Path 1. The system presents a blank field to enter the
query
2. The user enters the query and submits it.
3. The system validates the query and sends it for
further processing.
Alternative Path | If in step 2, the field maybe blank of invalid , then the
user will be prompted accordingly.
Post Condition The query is accepted as valid and sent to generate
results.
Exception Path The user may abandon the operation at any time.
Other Valid in this context means that the question the user has

asked has some semantic meaning and not just random

numbers etc.

91|Page

Table 17: Test Case — 08 (Chat Query Input)




Test Case 9
Description The system should execute the generated SQL query on the database
and retrieve the result.
Trigger The user enters a valid query in the input field.
Precondition | The system has generated a SQL query for execution and databse is
connected.
Basic Path 1. The system generates the SQL query based on the user's
natural language query
2. The system executes the query on the database.
3. The system retrieves the data from the database
Alternative | If query is not valid , the user is prompted to enter a valid query..
Path
Output The system generates SQL query in response to the user’s question.
Exception 1. If the system cannot interpret the user's query, it notifies the
Path user.
2. If there are unexpected technical issues with SQL query
generation, the system logs the error for debugging and
notifies the user.
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7.6 RESULTS AND DISCUSSION

Passing test cases for our project DataDialogue is a significant milestone

that assures the application's reliability and readiness for deployment.

It confirms that the application meets its intended requirements as
expected, and is free from any significant defects that could compromise its
performance, security, or accuracy in detecting diabetic retinopathy using

techniques such as:

. Unit Testing

. Positive and Negative Testing
. Integration Testing
. Functional Testing

. Whitebox/Blackbox Testing

This is crucial for an application that plays a critical role in creating
database specific queries. The successful passing of all test cases boosts the
confidence in both the development team and end-users that the application will

function optimally and provide accurate results.
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8.1 Home Page

DataDialogue
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Query your data

Unlock Insights, Unleash Conversations

DataDialogue uses state-of-the-art Al to let you chat
with your database like you do with teammates.

Star

Your personal data aide
Whether you seek the latest Pro Plan subscriber or

any other information, DataDialogue has you
cavered

&

Access Control

Need to know the email of the last five clients that signed up to your Concerned about the security of your data? We've got you covered

product? We got youl

with our access control feature!

Home

Features.




8.2 Login Page

DataDialogue

Welcome Back!

8.3 Sign-up Page

DataDialogue

Welcome Back!

% |Page




8.4 User Dashboard

DataDialogue

8.5 Chatting Interface

DataDialogue

New conversation @

Your Conversations

B myauery

B telio

@ vishai Tariq
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Welcome, Mishal!

DataDialogue uses state-of-the-art Al to let you chat
with your database like you do with teammates.

AVAILABLE DATABASES

Your Databases

Please select one of the available databases to start the
conversation

SF

WHO data  SF Inspections

Access Any Private Database
|




8.6 Admin Dashboard

DataDialogue °

Welcome, Admin!

DataDialogue uses state-of-the-art Al to let you chat
with your database like you do with teammates.

Manage User Manage Database

All Databases

Access Key
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In summary, DataDialogue is a much needed solution to accessing data for corporations and
analysts alike that leverages the latest technologies such as Large Language Models (LLMs),
LangChain, Prompt Engineering, dynamic Web Development as well as a friendly Ul with a focus
on UX to empower and enable its users to utilize their data to the fullest extent possible and help
accommodate non-technical users in the world of data.

In the future, there are many possibilities for further development and continuous improvements in
DataDialogue. Advancements in technology such as LLM's, including their sentiment analysis,
enhanced contextual decision making, and context-aware processing, have the potential to enhance
the understanding of user queries and databases and utilization to provide more accurate SQL
commands. Integrating with Al helpers, such as chatbots or voice assistants, can improve the
conversational experience and offer customized support to users when they need to access databases
and retrieve information.

In the future, our focus will be on expanding support for a wider range of databases and domains
for users with varying interests. Additionally, we plan to integrate with external services or include
our own for data visualization tools and analytics platforms. We also aim to collect user input to
continuously improve and enhance our project.

The future of DataDialogue is highly promising in improving user experience in database
interactions for a wide array of clientele. We have the potential to greatly empower users in
maximizing their workflow through the implementation of latest LLM's, a user-centric design

approach, and a continuous development effort.
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