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ABSTRACT

Cyberbullying using offensive language on the Internet has become a major problem among all
age groups. Automatic detection of offensive language from social media applications, websites,
and blogs is a difficult but important task. In recent years, the presence of offensive language on
social media platforms and automatic detection of such language is becoming a major challenge
in modern society. The complexity of natural language constructs makes this task even more
challenging. Until now, most of the research has focused on resource-rich languages like English.
This study is about the detection of offensive language from the user's audio presented in a
resource-poor language i.e., Pushto. We propose the first offensive dataset of Pushto containing
user-generated Audio from social media. We use individual and combined n-grams techniques to
extract features at word level and gender basis. We will apply classifiers from different machine

learning techniques to detect offensive language from Pushto Audio.

Offensive Language detection Using Machine Learning (OLDUM) aims at developing a prototype
of a system that, using machine learning, will be capable of detecting offensive words in Pashto
language, helping in automating the process of AUDIO/VOICE note by the social media

Applications/Website and therefore stopping any unethical activity.
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Chapter 1: Introduction

Offensive Language Detection Using Machine Learning can be used to detect offensive words in
Pushto Language, these words can be taken from a large number of audios and videos. Monitoring
this large amount of audios manually is a vert difficult task, OLDUM does all this automactically
monitoring the use of offensive words by social media platforms, therefore making it possible to

stop any offensive activity.
1.1 Problem Definition

Monitoring of a huge amount of data by the social media platforms manually is a very difficult if
not impossible job and this difficulty increases with the increase in the use of these social media
platforms [1]. Monitoring everything manually is a serious problem faced by social media
applications i.e., WhatsApp, Facebook, YouTube etc. researchers have made a lot of efforts to
automate this process using ML. There are a lot of systems for Urdu and English and all the other

rich languages, but till now there has not been a lot of work done in this domain in Pushto.
1.2 Proposed Solution

OLDUM aims at using machine learning to make a system which is capable of detecting offensive
and vulgar words in Pashto language, helping in automating the process of audio tracing by social

media platforms and security agencies and thus stopping use of offensive words.
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1.3 Scope of Project

Till now our system can only process single words at a time, the model has only been trained to
detect pre decided words in Pushto languages. Initially, OLDUM will be trained for isolated words

only. In the near future the system can be changed to detect spontaneous speech.

1.4 Objectives

OLDUM aims at tracking offensive words automatically in Pushto. During this project, all the
aspects of software engineering are covered i.e., survey and feasibility analysis, requirement

gathering, architectural and detailed design, implementation and testing along with documentation.

1.5 Deliverables

Sr Tasks Deliverables

No.

1 Literature Review Review

2 Requirements Specification  Hardware (Raspberry pi)

3 Detailed Design Software Design Specification
4 Implementation Demonstration of system

5 Training System deployment

6 Testing System evaluation

7 Deployment Necessary documentation
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1.6 Justification for Selection of Topic

With increasing advancement in social media and communication, an increase in offensive
content has been spotted. Even though Pashto is spoken by a huge population, Automatic Speech

Recognition for the Pashto is still not being explored to an extent as compared to other languages

[2].
1.7 Document Overview

The complete working of the OLDUM is shown in this document. Starting with literature review
i.e. the requirement of the system, architecture of the system, modules of the software, and the

system in form of component diagram.

1.8 Structure of Thesis

These comprises of following chapters:

Chapter 2: Problem statement and Literature review

Chapter 3: ASR and the functionalities of the proposed solution.
Chapter 4: Requirements specification of OLDUM.

Chapter 5: Architecture of the system.

Chapter 6: System Testing.

Chapter 7: System Analysis

Chapter 8: Future work.

Chapter 9: Conclusion

Chapter 10: Bibliography
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Chapter 2: Literature Review

2.1 Basics of speech waves

Excitation of vocal cords form changes in air pressure, these waves of changes in air pressure is
known as speech or sound. When our vocal cords move it makes the air move back and forth which
radiates acoustic energy from the vocal tract. These acoustic signals then cause listener’s eardrum
to vibrate, thus transforming the acoustic energy into mechanical energy at eardrum. This sound
signal is then transmitted as brain signal to the listener’s brain which is then processed. Human

speech frequency is 85.5Hz — 8.0 kHz and hearing frequency is 50Hz — 20 kHz.

2.2 Speech Recognition System

Speech Recognition is the branch of Al that enables the recognition of speech into text. It can be
called as a technology that lets humans talk to a computer. ASR Systems are serving in many ways
to automate different speech related processes. These are divided into two different streams i.e.,
speaker dependent and speaker independent system. Speaker dependent systems only respond to
the speakers whose voice is enrolled in it as training data. This is done by making speaker read
some text or isolated words. While speaker independent speech recognition system does not rely

on vocal training and responds to every speaker.
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Figure 2.2 General ASR system

2.3 Natural Language Processing

Natural Language Processing is most enhanced version of the Automatic speech recognition
systems. It makes humans able to interact with computer through voices and text. Humans use both

these forms to communicate. For making our computers understand us in these forms we need to

invent ways for making our life easier

2.4 Working of a Speech Recognition

First step is to remove the noise in the audio, then we extract the features from the audio using Mel-

Frequency Cepstral Coefficient (MFCC). We pass the audio from several steps for extracting

features
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continuous Frame frame Windowing FFT spectrum
speech Blocking >
mal Cepstrum mel Melfrequency
Pl AR o
cepsirum Spectrion W rapping

Figure 2.3 MFCC extraction

First we convert the analogue signal to digital signal because computers cannot understand/process

analogue data. For this we use Analogue to Digital Converter (ADC). Analogue to digital

conversion works in in the following steps sampling, quantization and encoding.

Value

AWAWA

VAAVARV.

Analog Signal

Time

ADC

Figure 2.4 Analog to digital

Value

>Time

Digital Signal

After converting to digital format we apply Fast Fourier Transform (FFT) to get a spectrogram. In

this spectrogram, the vertical axis shows frequency, the horizontal axis shows time, and the color
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shows the intensity that produces the tone. The brightness/light of the color displays energy used.

Frequency [Hz]

Time [s]

Figure 2.5 Sample of Spectrogram

After getting spectrogram we can extract features, the most important coefficients are the first 12-
13 out of total 39 because they contain the most important information such as formants and spectral

envelopes.

far

el
]
T

[=¢]
[y
T

Angular Index r
m
[m]
T
P,

. ’
EEJF/JJ

a0

1
20 40 i a0 100 120
Freguency Index k

Figure 2.6 Frames

We apply required algorithms required for extracting features
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Chapter 3: OLDUM METHODOLOGY

We have included all the techniques in Figure 3.1 because the system is designed to make the entire
process as seamless and accurate as possible. After initial processing, the audio signal is sent to the
system as an input for further investigation. The feature extraction technique is first performed on
the audio signal, as shown below. Prioritized the use of the CNN model for detection on the system.
Our model was trained with it. We also used additional models such as the SVM classifier, Nave
Bayes algorithm, and random forest classification model to verify accuracy. This paper also briefly
describes the characteristics of these models. Training was performed on about 78% of the data to
determine the accuracy of the machine learning algorithm. The system results were displayed in the

desktop application interface as offensive or non-offensive word labels.

Training

A Speech Yl Feature /
il Capture Extraction \

Pattern

Matching

Process
Results

o
i
——
=i

Figure 3.1 Overall Block Diagram
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3.1 MFCC Feature Extraction

Before extracting features we need to remove all the unnecessary data known as noise, so we filter
the signal to eradicate all the noise. We use feature extraction to illustrate the signal in numbers and
evaluate it therefore removing unnecessary details.

We utilize the Mel-frequency cepstral coefficient to depict the short-term power spectrum of a
sound in sound processing (MFCC). These are produced from the audio clip's nonlinear spectrum.
The MFCC feature extraction approach was also used in our system.

Pre-emphasis, Frame blocking, windowing, taking FFT, then equating the frequencies on a Mel
scale, and finally applying inverse DCT are all processes used in the MFCC feature extraction
technique. The process block diagram in figure 3.2 gives us an overview of the entire process, which

will be detailed in more detail below.

"'N‘ = | Pre-emphasis Frage _ Windowing
=" Blocking

Speech Signal

\J
Mel- i
ast Fourier

Mel- Cepstrum ¢ Cepstum o Frequency —
W’mppmg ransiorm

Figure 3.2 MFCC extraction steps
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A. Pre-emphasis:
Like applying a high pass filter to make it possible to focus on high frequencies. The glottal effects
in the sound are removed with pre-emphasis. The following transfer function is commonly used

as a pre-emphasis filter.

H(z) =1 - bz-1
Where the value of b controls the slope of the filter and is usually between 0.4 and 1.0

B. Windowing and Frame Blocking:

The speech signal is a t Time dependent it must be analyzed for steady acoustic properties over a
short period of time. As a result, speech analysis is limited to small chunks of speech that remain
fixed. These short-term tests are done in 20 ms or 10 ms periods. This allows for the tracking of
individual speech sounds with temporal features, and this window is large enough to provide
adequate spectral resolution. Hamming windows are commonly employed in Fourier transforms
to increase harmonics and eliminate edge effects.

C. Fourier transform:

The windowed frames are converted to frequency domain by applying Fourier transform

[ee)

Y(n)= > x(n)e-iwn

n=—oo

D. Mel spectrum:

The Mel spectrum is the result of applying a Mel filter bank on the Fourier transformed signal.
This is a unit of measurement based on the frequency perceived by the human ear. Below 1 kHz,
the Mel scale has a linear frequency spacing, and above 1 kHz, it has a logarithmic frequency

spacing.
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E. Discrete cosine transform (DCT):

The log Mel spectrum is converted to the time domain using the discrete cosine transform (DCT).
The final MFCC characteristics that were required come out of this step. Acoustic vectors are the
distinct number of various coefficients created by using DCT. Our system extracted 13 different

coefficients [12].
3.2 Machine Learning Algorithms

We have used Convolutional Neural Network (CNN) for our system since because in our research
we have found that this is the best one.

3.2.1. Convolutional Neural Network (CNN)

Convolutional neural networks are a machine-learning-based model that uses the convolutional
mathematical process. In one of the layers, we employ convolution rather than general matrices
multiplication. The input, output, and hidden layers of this neural network are designated
accordingly.

Because the activation function and convolution mask the inputs and outputs of this layer, the
middle layer is the one that is hidden. Convolution is carried out by these hidden levels. The layer's
inputs, in this case the MFCC features and the convolutional kernel, are taken as a dot product. The
kernel is then slid across the input matrix, producing a feature map that serves as the input for the
following layer. Pooling and normalization layer processes, among others, are also carried out.

In addition to the convolutional layer, there is a pooling layer that minimizes data by mixing the
data clusters of one layer's output into a distinct cluster for the next layer. The two most frequent
methods of pooling are max pooling and average pooling, which take the maximum value of each

cluster and the average value, respectively.
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The next step is dropout, which prevents a neural network from overfitting by comparing different
probability values for improved accuracy. In the following sections, we will describe the findings

for our dataset once the convolutional neural network has been applied to it.

3.2.2 Support Vector Machine (SVM)

A supervised machine learning model is a support vector machine (SVM) [13]. To classify two
things, SVM is often used. It is a simple audio that is applied on labelled data. It's more of a binary
classifier that can figure out whether a vector belongs in class 1 or 2. The data in our situation had
to be classed as offensive or non-offensive. We must assess if our p dimensional plane data can be
classified in a p-1 dimensional hyperplane using the hyperplane concept. One of the better
hyperplanes is the one that requires us to measure the distance between the two groups. The
maximum margin hyperplane has been audited.

The regional data is in finite-dimensional space in certain circumstances, but the sets utilized to
discriminate are not in a state where they can be linearly separated in space. This original data has
been mapped onto a high-dimensional space that allows us to easily separate it. The dot product of
input vectors is simply computed in terms of the original space variables thanks to the usage of a
kernel function. A sum of kernels can be used to calculate the distance between each test point and
the defined data points.

In terms of the criteria on which it learns the data, SVM is slightly more effective than other
methods. The reduction of misclassifications is our primary goal. Depending on the quality of the
data, SVM can work on a smaller dataset with higher accuracy. One of the most significant benefits
is that it provides a guaranteed one-of-a-kind solution that can even work in noisy conditions [14]

[15].

12|Page




OLDUM

Chapter 4: Software Requirement Specifications

4.1 Introduction

This chapter gives an outline of our system's needs. The purpose of this paper is to provide a full
overview of the project to construct an offensive speech tracking device that will automate the

tracking procedure. This paper contains the OLDUM requirements in detail.
4.2 Description

4.2.1 Functioning of Product
The following are the key features of OLDUM in this domain:
« Offensive words are recorded by the system.
* Audio files will be provided by users.
« It will listen to audio for objectionable terms in the dataset.
« If the audio contains any foul words, OLDUM will detect them.

» A specialized desktop programme will display the whole procedure.
4.3 User Classes and Characteristics

The sorts of OLDUM users are discussed in the next section.
4.3.1 Security Agencies
Once the prototype is in their hands, security agencies will have access to the system and will be
able to enhance the dataset to meet their demands and resources.
4.3.2 Corporate sector
By using relevant statistics, social media platforms will be able to maintain their messages user-

friendly while still preserving their privacy.
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4.4 Operating Environment

4.4.1 Hardware
OLDUM will have following hardware specifications:
e Raspberry Pie 4: For processing sounds as a standalone device.
e High quality professional condenser microphone: For recording the dataset/audio
manually.

e LCD: For display interface of device.

4.4.2 Software
OLDUM will have following Software specifications:
e Linux/Raspbian

e Python IDE

4.5 Design and implementation Constraints

« It will be capable of processing only one audio track at a time.
* The dataset will be limited to a few words and trained on those words, with the ability to increase
the dataset as needed.

« The system will require a lot of computing power, therefore we'll have to meet those requirements.

4.6 Documentation for Users

The users will be provided a user manual with instructions on how to run OLDUM as well as the
limits that must be considered. Users will also have access to a project report outlining the software's

features, capabilities, and procedures.
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4.7 Dependencies and Assumptions
 Users must be aware of the dataset's limits and that the system will need to be trained with a
different dataset if they want it to be adaptive to their business.

* The system's accuracy will have to be examined.

4.8 External Interface Requirements

4.8.1 User Interfaces
e Front-end software: Ul based on Raspbian OS / Windows OS for training.

e Back-end software: Python

1. Display Screen
The main user interface screen will allow the users to monitor the whole process of offensive speech
tracking.
2. Login Prompt Screen
To ensure secure use of the device, a login screen has been put forth that will prompt users to enter
their respective credentials to gain access the device.
4.8.2 Hardware Interfaces
e Windows Operating System (For training the machine)

e Raspbian OS for Raspberry Pie (For Implementation).
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4.8.3 Software Interfaces

Software used Description

We chose Windows 10 as our operating system because of its
excellent support and user-friendliness. Raspbian OS will be

Operating system used for the end user interface.

The user information will be maintained in a database, and
users will be prompted to input their credentials every time they

Database Visit.

Training the machine and other procedures are generally
simpler and more efficient so we chose Python as our main

Python programming language.

Table 4.1 Software Interfaces
4.9 Communication Interfaces
Our system uses Python in the background to process (for inappropriate terms) every audio file
uploaded or listened to in real time, as well as a Ul based on the Raspbian OS to provide real-time

feedback. In order to secure the entire process and system, a login/signup option has been

introduced.

4.10 System Features

OLDUM will be providing following system features:
1. Signup

e Description and Priority
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User will first signup/register to OLDUM to get access to all system features. It is of medium
priority.

e Stimulus/Response Sequences

1. The user will open the software system.
2. The user will then switch to signup screen.
3. User will enter registration details to sign up for using OLDUM.

e Functional Requirements

Req 1: Users should be able to access signup page.

Req 2: User should be able to enter registration details in proper fields.
Req 3: System should be able to register new users properly.

2. Login

e Description and Priority

User will first login to OLDUM for further processing on audio files and detecting offensive audios.
It is of medium priority.
e Stimulus/Response Sequences
1. The user will open the software system.
2. The user will then switch to login screen.
3. User will enter login details to access OLDUM.
e Functional Requirements
Req 1: Users should be able to access login page.
Req 2: User should be able to enter login details in proper fields.

Req 3: Only authorized users should be able to login.
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3. Receive Audio File

e Description and Priority

OLDUM allows the system to receive & upload different audio files for further processing. It is of
high priority because without the audio file, the system will be useless.
e Stimulus/Response Sequences
1. The user will upload already recorded audio files from memory disk.
2. For real-time processing, microphone or direct audio audios can be used as input.
e Functional Requirements
Req 1: User should be able to upload the audio file in a specific format (Wav.).
Req 2: User should be able to upload audio of up to a specific file size.
4. Classify audio content/words as offensive or not offensive

e Description and Priority

The main feature or the main purpose of OLDUM is to classify the audio words as offensive or
not. It is of high priority because that is the only purpose of developing OLDUM.
e Stimulus/Response Sequences
1. The user will upload the audio files.
2. The system will match audio words with already stored offensive words in the dataset.
e Functional Requirements
Req 1: The system should be able to match the uploaded audio with the already given dataset.
Req 2: The system should be able to correctly distinguish between offensive and non-offensive
words.
5. Alert the user for offensive audio

e Description and Priority
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OLDUM will immediately alert the user if it detects any offensive words in the audio file or audio.
It is of very high priority because the user needs to be alerted of the offensive audio to act
immediately to stop the ill activities.
e Stimulus/Response Sequences
1. The user will upload audio files.
2. The system will match the audio words with the offensive words in the dataset.
3. Upon detecting offensive words, the user will be alerted on the screen for offensive audio.
¢ Functional Requirements
Req 1: The user should be able to receive proper alerts for offensive words.

Req 2: The Ul should display a proper message to the user on detecting the offensive audio.

6. Update Dataset/Offensive words list

e Description and Priority

User will be able to update OLDUM for new offensive words. The priority is low since it depends
on the need of user and is not the main requirement.
e Stimulus/Response Sequences
1. The user will add more offensive words to the dataset.
2. The user will then train the system to detect new offensive words.
3. The user will test the system to detect the new offensive words from the audio files.

¢ Functional Requirements

Req 1: Users should be able to successfully add new offensive words to dataset.

Req 2: User should be able to test the system for detecting these new offensive words.
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7. Sign out

e Description and Priority

User will logout of OLDUM when not in use to prevent its usage by unauthorized person. It is of
low priority because logging out depends on the need of user.

e Stimulus/Response Sequences

1. The user will click on the logout button.

e Functional Requirements

Req 1: Users should be able to access logout button.

Req 2: User should be able to logout successfully without any loss.

4.11 Non-Functional Requirements

4.11.1 Performance Requirements
e High processing power operating systems must be able to run the application.

e The accuracy of the system should be good enough to make it a trusted system.

4.11.2 Security Requirements

e Only authorized users can access the system to prevent any unwanted changes in it.

4.11.3 Software Quality Attributes

e Availability: Whenever the user wants to access the software, he can access it if the hardware
and software requirements are fulfilled.

e Maintainability: The dataset should be maintained by adding new offensive words.

o Reliability: The system shall have a higher level of accuracy which would ensure its reliability,

our target was to get at least 85 % accuracy which we achieved.
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Chapter 5 : Design and Development

5.1 Introduction

This chapter focuses on the work breakdown structure of our system into small deliverables, as well

as the system architecture and design based on all of the functional requirements outlined in the

previous chapter.

5.2  Work Breakdown Structure

OLDUM
A
o
i ' ' i
SRS Document SDS Document Implementation Testing
3 : !
| {
: : — Unit Testing
Scope Analysis ﬁFun;honal Nﬂon-Fpncnonal Build Architecture Design Dataset Creation Programming
® ® @ ® S (©)
‘ ’ = System Testing
Collect Recordings Training
Infegration Testing
— Dalaset Formation Testing

Figure 5.1 WBS
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5.3 Architectural Design

Provided are the modules of our prototype that will be followed:

i

Figure 5.2 Block Diagram

5.4 Decomposition Description

The diagram(s) show the higher-level description of the application(s), generic working of the

application(s) and interaction with the user.

Figure 5.3 Class diagram
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5.5 Use Cases

A use case is an approach for locating, clarifying, and organizing system needs in the context of
system analysis. A use case is a collection of possible interactions between systems and users in a
given environment that are all related to a single goal.

The various user classes recognized the following use cases and significant actors for OLDUM:

Actors Use Cases

Admin e Login
e Manage Users
e Add Recordings
e Start Tracking

e Logout

Users e Login
e Add Recordings
e Start Tracking

e Logout

The aforementioned use cases can be shown as the use case diagram given below.
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5.3.1 Use Case Diagram

OLDUM

Figure 5.4 - Use Case Diagram

5.3.2 Use Cases Description

1. Login
User ID: 1
Username: Login
Access: Admin, Users
Created by: ljaz Shah Last Updated by: ljaz Shah
Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: A user tries to login to the system.
Preconditions: User has to open the login page first.
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Post conditions:

If the use case was successful, the actor is logged into the system. If a
user enters an incorrect username and password, the system state
remains unchanged, and the user is prompted to re-enter his
credentials.

Normal Flow

(Primary Scenario):

1. The performer is prompted to input his or her private credentials,

such as a user name and password.
2. The performer logs in with his or her account and password.

3. The system checks the actor's account and password and logs them

into the system.

Alternative Flows:

If the actor leaves the fields blank or enters an invalid login and/or
password in the Basic Flow, the system displays an error message.
The actor can either return to the beginning of the Basic Flow or

cancel the login, at which point the use case will end.

Table 5.1 Login use case description

2. Add Users
Use Case ID: 2
Use Case Name: Add Users
Actors: Admin
Created by: Hamza Last Updated by: Hamza
Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: Admin must log in to the system and add new users to allow them

access to OLDUM.

Preconditions:

Admin must log in.

Post conditions:

New users should be updated in the database.
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Normal Flow

(Primary Scenario):

1. The administrator will log in and go to the administrative panel.
2. The administrator will create new users.

3. The database will be updated with the changes.

Alternative Flows:

1. During the database modification process, an error occurs.

2. The database's functionality will be examined.

3. Remove Users.

Table 5.2. Add user use case description

Use Case ID:

Use Case Name:

Remove Users

Actors: Admin

Created by: Hamza Last Updated by: Hamza

Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: Admin must log in to the system and remove users to disallow access

to OLDUM.

Preconditions:

Admin must log in.

Post conditions:

User should be removed from the database.

Normal Flow

(Primary Scenario):

1. The admin will login and switch to Admin panel.
2. The Admin will delete users.

3. Changes will be updated in the database.

Alternative Flows:

1. An error is encountered during the modification of database.

2. Proper functionality of the database will be checked.
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4. View Users

Use Case ID: 4

Use Case Name: View Users

Actors: Admin

Created by: ljaz Last Updated by: ljaz

Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: Admin must log in to the system and view the registered users.

Preconditions:

Admin must log in.

Post conditions:

List of registered users should be displayed.

Normal Flow

(Primary Scenario):

1. The admin will login and switch to Admin panel.

2. The Admin will click view users.

3. List of users will be displayed.

Alternative Flows:

1. An error is encountered while accessing the database.

2. Proper functionality of the database will be checked.

5. Add Recordings

Table 5.4 remove user use case description

Use Case ID:

5

Use Case Name:

Add recordings

Actors: Users
Created by: Hasnat Last Updated by: Hasnat
Date Created: 14/03/2022 Date Last Updated: 14/03/2022
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Description:

When Users login to their profile, they will be provided access to
OLDUM. They can add new recordings to track out offensive words

from them.

Preconditions:

User must log in.

Post conditions:

Audio name will be displayed on the screen on successful upload.

Normal Flow

(Primary Scenario):

1. The user will login to the profile.

2. User can add recordings.

Alternative Flows:

1. An error is encountered while adding recordings.

2. System will ask user to re-enter recordings.

6. Start Tracking

Table 5.5 Add recordings use case description

Use Case ID:

6

Use Case Name:

Start Tracking

Actors: OLDUM

Created by: Hasnat Last Updated by: Hasnat

Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: After Uploading audio, user must click Start Tracking button for

OLDUM to analyze the audio.

Preconditions:

User must log in and upload an audio.

Post conditions:

OLDUM will analyze the audio.

Normal Flow

(Primary Scenario):

1. The user will login and add recordings to be tracked in the system.

2. The user will click Start Tracking button.

Alternative Flows:
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Table 5.6. Start tracking use case description

7. Log Out
Use Case ID: 7
Use Case Name: Log Out
Actors: Admin, Users
Created by: Zeeshan Last Updated by: Zeeshan
Date Created: 14/03/2022 Date Last Updated: 14/03/2022
Description: Actor attempts to log out of the system.

Preconditions:

Actor must be logged in first.

Post conditions:

The Actor will be logged out and sent to the login page.

Normal Flow

(Primary Scenario):

1. Actor clicks the Sign Out button.

2. The Actor is signed out and sent to the Login Screen.

Alternative Flows:

29|Page

Table 5.7 log out use case description




OLDUM

5.6 Sequence Diagrams
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Figure 5.6 Add User
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Figure 5.10 Logout

5.7 Data Design

5.7.1 Data Description

System saves user data in the OLDUM database including username and password. The database
that is used is MySQL. Audio recordings will also be processed by the system and be tracked for
offensive words. The audio uploaded by user will be matched with already provided dataset in the

files. If any offensive words will be found, then the user will receive an alert message.
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5.7.2 Data Dictionary

Objects Attributes Methods Parameters
Admin loginlID: String AddUser() Input: String, String
Password: String RemoveUser () Input: String
AudioRecording:audio | ViewUser() Input: String
Signlin() Input: String, String
SignOut()
AddRecording() Input: Audio
Database Admin: String adminAuthentication() Input: String
OLDUM User: String Output: boolean
userAuthentication() Input: String
Output: boolean
General loginID: String Signlin() Input: String,String
User Password: String SignOut()
AudioRecording:audio | AddRecording() Input: Audio
StartTracking() Input: Audio
Tracker TrackRecording() Input: Audio
MarkRecordingAsOffensive() | Output: boolean
SendAlertMsg() Output:String

Table 5.8 Data dictionary
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5.8 Component Design

1. Login
e Application displays a login button.
e User clicks the login button
e A prompt is displayed to input login credentials.
e User enters username and password and clicks login button.

o If credentials are correct, user will enter the system, else error message is displayed.

Click "Lzgin™ Butten

N

[ Enterusernams and passwaord J

AN

[Invalid usemams and
password]

N

— =

[walid Ussrnams and
password]

N

Lzgin Successful

\y
®

Figure 5.12 Login
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Add user
e Admin logs in and click on add user button.
e A prompt is displayed to input credentials for new user.
e Admin enters username and password for new user.

e If username is already in use error message will be displayed, else new user profile is

created.

5

Click "Add User”
Buttzn

W
Enterussrnams and passwc-rd)

for new user

77N

[Usemans alrsady
=xizts]
W

— >

Malid Usernams and

Ay passwsrd]
Mew User Addad
Successfully
b

Figure 5.13 Add User
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View User
e Admin logs in and click on view users’ button.

o List of all the users with all their relevant information is displayed on the screen.

Y

Click "Wigw Ussr
Buttzan

W

( Yigw List of Usars J

N/
Figure 5.14 View Users

Delete User

e Admin logs in and click on remove user button.
e A prompt is displayed to input credentials of user to be removed.
e Admin enters username and password for user.

e If entered username doesn’t exist error message will be displayed, else user will be deleted

from the system.
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'
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Figure 5.15 Delete User

Add Recordings

e User logs in and click add recordings.
e User adds recordings to be tracked.
e If added recordings are of specific format and size, it will be uploaded, else error is

generated.
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!
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Racordings Addad
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Figure 5.16 Add Recordings

Track Recordings
e Admin logs in and click on track recording button.
e List of uploaded recordings will appear.

o User will select the recording to be tracked.

e If the recording contains any offensive word alert message will appear on the screen, else

a prompt will appear declaring the recording to be safe.
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Figure 5.17 Track Recording

Log Out
e User will login to the system.

e After tracking its required recordings, user will click on log out button.

e Session information will be saved and user will be logged out of the system

f

Click "Log Out”
Buttan

W

Log Dot of System

Figure 5.18 Log Out
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5.9 Human Interface Design

5.9.1 Overview of User Interface

The users of the system will be able to login to the OLDUM system and then upload an audio to
start the tracking process. Only the admin of the system will be allowed to add new users, remove
users, and view users. Additionally, admin can upload an audio and start its tracking. The main
page of OLDUM desktop application consists of two buttons: upload audio, start tracking. There is
one login page for users to be able to access the system functionalities. The admin account will

have an additional page/ admin panel to be able to add, delete and view users.

5.9.2 Screen Objects and Actions

1. Login:
Users and Admin can login with his username and password. The login form is validated with
incorrect username or password, empty username or password and then successful login for correct
username and password. Following buttons or fields are on this page:

1. Username field

2. Password field

w

Keep me logged in button

4. Login button

2. Home page:
After logging in, users are directed to the home page from where user can access the option of

uploading an audio and start its tracking. Once the Start Tracking button is pressed, OLDUM will
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start analysing the uploaded audios and match the words with dataset. If a offensive word is found
in the audio, user will be immediately alerted. Following buttons are on this page:
1. Upload Recording button

2. Start Tracking button

3. Admin panel:
The admin panel gives the admin access to adding new users, deleting users, and viewing users
from the database. No other user will have access to these functionalities. Following buttons are on
this page:

1. Add User button

2. Delete User button

3. View Users button
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Chapter 6 : Testing

6. Analysis and Evaluation

6.1. Introduction

This portion will cover the methodologies used to execute and manage "OLDUM" testing process.

The test plan will ensure that OLDUM is able to fulfill all the requirements.

6.2. Approach

All the test cases will be stated first and then analyzed based on a report that will then be

summarized to check for the OLDUM performance.

We will be using these steps:

1.

Unit test: Here every single module has to be verified individually in order to check for
performance.

Integration test: The second step after the unit test is to implement the integration test
cases where all the individual portions are to be integrated with each other and tested.
Positive and negative testing design technique: Here we must design specific test cases
in certain situations. This will in turn show if all the functional requirements are being

fulfilled. Invalid situations will also be tested to see if the system can judge them.

6.3. Features to be tested

Following Features are tested:

1.
2.

3.
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4. Admin should be able to remove users.

5. Users/Admin should have eased to add recordings in a given format and size.
6. Users/ Admin should be able to track recordings.

7. OLDUM should be able to detect offensive audios.

8. The user should be able to receive proper alerts for offensive words.

9. Admin/Users should be able to log out of the system.
6.4. Pass/Fail Criteria

Individual details of test cases are mentioned in section 6.11. Here are some criteria to judge these
tests.

1. Prerequisites are met

2. Inputs are accepted

3. Output is as it was expected to work
6.5. Testing tasks

1. Test cases to be developed

2. Tests to be executed as given

3. Results to be compiled from these cases.

4. Cover the changes required in the system during upgradation.
6.6. Test Deliverables

e Test cases

e Output from tools
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6.7. Responsibilities:

Group members are responsible to carry out the testing be it the individual components or in the
integration part.

6.8. Staffing and Training Needs:

Basic expertise is needed in testing the system for example Black Box testing, integration testing
etc. Active participation as a team will be required.

6.9. Schedule
6.9.1. Important Dates

1. Unit Testing and integration testing will be finished by the start of 28 May 2021 as will

Development process

2. Acceptance Testing will be performed right after the Development process completes that is

in the start of June.

6.10. Risks and contingencies

6.10.1. Schedule Risk:

Proper WBS should be followed as given in the document along with proper management of time
or the project will be at risk of falling behind schedule.

6.10.2. Operational Risks:

Proper meetings and goals should be designed in accordance with schedule in order to make sure

that testing goes according to plan. There should not be any communication gap.
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6.10.3. Technical risks:

Expertise of group members will be taken in to account in order to minimize technical risks.

6.10.4. Programmatic Risks:

The scope of the project will be kept in accordance with the degree limitations to manage this.

6.11. Test Cases

6.11.1. Unit and Component level Testing

Test Case Number

01

Test Case Name

Admin/User Login

Description

Only authorized admin/users should be able to login to the
system.

Testing Technique

Component testing, Black Box Testing

Preconditions

Web portal of OLDUM should be open

Input Values

Enter username and password then click “Login”

Steps

1. The user will open the software system.

2. The user will then switch to login screen.

3. User will enter valid login credentials to access
OLDUM.

Expected output

Admin/user should be logged in.

Actual output

Admin/user is logged in successfully.

Status

Test case successfully passed.

Table 6.1 Admin/User Login

Test Case Number

02

Test Case Name

Add new user

Description

Admin should be able to add new user.

Testing Technique

Component testing, Black Box Testing

Preconditions

Web portal should be open and admin should be already logged
in to the system.
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Input Values

Add new users credentials

Steps

Open the web portal.

Login as admin.

Click add new user.

Enter new user credentials

5. Access the ‘Add user’ option.

HowbdeE

Expected output

New user credentials should be registered to the database.

Actual output

Successfully registration of user.

Status

Test case passed successfully.

Table 6.2 Add New User

Test Case Number

03

Test Case Name

Viewing all the users

Description

Admin should have the access to see all the users operating
OLDUM.

Testing Technique

Unit testing, Black Box Testing

Preconditions

Web portal should be open and admin should be already logged
in to the system.

Input Values

Press “View All Users”

Steps

1. Open the web portal.

2. ADD admin ID.

3. Access ‘Login’ option.
4. Open “View All Users”

Expected output

Admin should have the access to see all the users operating
OLDUM.

Actual output

Admin can successfully view all users.

Status

Test case passed successfully.

Table 6.3 View All Users

Test Case Number

04

Test Case Name

Remove User

Description

Admin should be able to remove users.

Testing Technique

Component testing, Black Box Testing
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Preconditions

Web portal should be open and Admin should be successfully
logged in.

Mo E

Input Values Press the “Delete user” button and add valid credentials for the
user to be deleted.
Steps Open the web portal.

Login as Admin.
Press the “Delete user”.
Enter credentials for the user to be deleted.

Expected output

User should be deleted from database.

Actual output

User is successfully deleted.

Status

Test case passed successfully.

Table 6.4 Remove User

Test Case Number

05

Test Case Name

Add Recordings

Description

Users/Admin should have ease to add recordings in a given
format and size.

Testing Technique

Component testing, Black Box Testing

Preconditions

Web portal should be open and Admin/User should be
successfully logged in.

Input Values

Press “Add Recording” and upload recording from your system.

Steps

Open the web portal.
Login as admin/user.
Click “Add Recording”.
Upload recoding in

Expected output

Admin/Users should be able to add recordings if the size and
format is correct.

Actual output

Recording successfully added.

Status

Test case passed successfully.

Table 6 5 Add Recordings

Test Case Number

06

Test Case Name

Track Recordings

Description

Admin/Users should be able to track recordings.
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Testing Technique

Component testing, Black Box Testing

Preconditions

User/Admin should be logged in and has uploaded recording.

Input Values

Click on “Track Recording”.

Steps

Open web portal.

Login as Admin/User.
Click on “Add Recording”.
Click on “Track Recording”.

rowdE

Expected output

Recordlngs should be tracked.

Actual output

Recordings tracked successfully.

Status

Test case passed successfully.

Table 6.6 Track Recordings

Test Case Number

07

Test Case Name

Detect Offensive Audios

Description

The system should be able to detect offensive audios.

Testing Technique

Component testing, Black Box Testing

Preconditions

Admin/User is logged in.

Admin/User adds new recordings and clicks on track audio.

Input Values

Click on track audios and wait for the system to track it.

Steps

Open web portal.

Login as Admin/User.
Click on “Add Recording”.
Click on “Track Recording”.
System will track the audio.

TIENERENS

Expected output

System should track the audio.

Actual output

Audio is tracked successfully by the system.

Status

Test case passed successfully.

Table 6.7 Detect Offensive Audios

Test Case Number

08

Test Case Name

Alert Message
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Description The user should be able to receive proper alerts for offensive
words.

Testing Technique Component testing, Black Box Testing

Preconditions Admin/User is logged in.

Admin/User tracks the audio.

Input Values System tracks the audio file.

Steps 1. Open web portal.

2. Login as Admin/User.

3. Click on “Add Recording”.

4. Click on “Track Recording”.

5. System will track the audio.

6. System will show an alert message if the audio is offensive.

Expected output Alert message should pop up.
Actual output Alert message pops up.
Status Test case passed successfully.

Table 6.8 Alert Message

Test Case Number | 09

Test Case Name Logout

Description Admin/Users should be able to logout of the system.

Testing Technique | Component testing, Black Box Testing

Preconditions User/Admin is logged in.
Input Values Click on “Log Out” button.
Steps 1. Click on ‘Account Settings’

2. Enter edited information
3. Click on ‘Submit Form’

Expected output Admin/Users should logout of the system.

Actual output Admin/Users logouts of the system.

Status Test case passed successfully.

Table 6.9 Logout
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Chapter 7 : Analysis

OLDUM was created with the goal of making automatic speech recognition for offensive speech
tracking more user-friendly. At the same time, accuracy must be considered in such systems

because it is of paramount importance. To achieve the best possible accuracy, a rigorous quality

and accuracy check was performed on our dataset on a regular basis.

We used our Pashto-based recognition system here, which included 15 words: 10 non-offensive
and 5 offensives. The training and testing sections of the dataset were split into two pieces. After

extracting features with the MFCC approach, machine-learning algorithms were applied to the data.

We experimented with four different algorithms to see which one best supported our system. For
the readers' convenience, we've highlighted the accuracies for all of the systems to make it easy to

compare how different models perform in similar situations. The table below shows the accuracy

of all of the algorithms.

Algorithm Accuracy
CNN 86%
Random Forest 70.2%
Classification
RNN 65%
SVM 74%

Table 7.1 Accuracy of Algorithms

The best accuracy was achieved by the Convolutional Neural Network, as evidenced by the

preceding results. CNN took the shortest time. As a result, we used CNN in our system.
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We discovered that using various methodologies for our system, CNN may be quite effective in
learning features directly from the dataset during the training process. We utilized MFCC to tune
CNN in this case, and it worked perfectly. Our system's results show that a well-trained
Convolutional Neural Network maximizes the system's performance. Previous methodologies were
found to be improved and added value by our proposed system.

In addition, we examined all 15 words in tables 2 and 3 for four different speakers to determine our
system's word mistake rate. We explored several speakers while using the same training and testing

data to attain the lowest WER. The percentage inaccuracy per word of each speaker is shown in the

table below.
Test Number % Error
1 0
2 0
3 13.34
4 13.34

Table 7.2 CNN error rate
From the above results we conclude that the total percentage error of our system is 13.34%. This

could be further reduced by adding more data to our dataset, which is a goal to expand our prototype
system.

A specific desktop application with a very user-friendly interface was also designed and connected
with our technology for easy audio tracking. This application is up and running, and users can
upload audio files for analysis utilizing the OLDUM system on the backend. This application's
accuracy was similarly comparable to what we provided in our thesis, making it a useful platform

for tracking offensive speech.
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Chapter 8 : Future Work

OLDUM can be enhanced to automate the voice tracking procedure for big word sets. To include
as much Pashto language as feasible, we will endeavor to contribute more data marked as offensive
and non-offensive to our project. The technology could attain greater accuracy with more data.
Furthermore, to rely on it as an accurate method, we must cover all of Pashto's conceivable
vocabulary, including all dialects. This database will be open to researchers who desire to work on
any such system in the Pashto language for the greater good. We now have a desktop application,

but we plan to migrate it to a standalone device so that it can be simply deployed.
8.1 Upgrading Dataset

We've created a prototype of our concept using five offensive terms and ten non-offensive words.
However, in order for it to function in a real-time setting, the entire lexicon of Pashto speech must
be covered. At start, we'll concentrate on learning the entire lexicon of the Yousafzai dialect. It

could then be expanded to include other Pashto dialects.
8.2 Increasing Accuracy

Currently, our algorithm relies on 3000 15-word utterances from 200 different speakers. Our
algorithm, which is based on CNN, has an accuracy of 85.3 percent. However, more data is required
to improve its accuracy. By expanding the number of speakers per word, we will be able to add

additional information.
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8.3 Standalone Device

OLDUM's user interface is currently built in PyQt5, giving it a very user-friendly desktop program.
Because we intend to use this software primarily for security organizations, we'll use a separate
device to distribute it straight to their system. We'll concentrate on creating a proper standalone

device with a Raspberry Pi 4 and an LCD display.

8.4 Mobile Application

Currently, OLDUM only has a desktop program which has been built in PyQt5. The model can
easily be integrated with a mobile application, which then can be used on any mobile for detection

purposes.
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