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ABSTRACT 

 

The field of technology and worldwide data exchange is constantly growing. One of its most 

promising outcomes has been the introduction of IOT and it’s uses. In the field of smart ecosystems 

IOT sensors are deployed and the corresponding data is used for specific purposes. The IOT 

sensors are resource and power constrained meaning they don’t provide any reasonable 

authentication and encryption of the data which results in the traversal of data in unencrypted form 

making it vulnerable and easy to alter. The software-based encryption is also done on the edge 

layer meaning there is no way of encrypting the data prior to it being shared, which in case of 

insecure gateways can be very harmful. HEAM is a black box easy to use device which is made 

up by x2 ESP32 (Sender and receiver) devices. The device acts as a gateway for the IOT sensors 

where the data is encrypted at run time prior to being shared and then the receiver HEAM device 

decrypts the corresponding Cipher for its use case. The project aims to provide safe traversal of 

data where sensitive data is being shared and no secure mechanisms are in place. When 

implemented, this project can be beneficial in providing encryption and authentication to all kind 

of IOT sensory communication making it a vital part of everyone’s life in the smart eco system. 

 

Key Words: ESP32, Encryption, Decryption, IOT, Real time sensory data 
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1 Introduction 

This chapter discusses briefly, the problem statement, approach, and the scope of the project. 

1.1 Overview 

As organizations and security professionals adapt with the advancements in the IOT sector they face threats in 

securing their private and confidential data in short, their security is at risk. To cater these problems, 

cryptography comes into play [9][11][21]. Cryptography uses Ciphers to protect information and data, enabling 

only the authorized personnel to get the vital information. Security experts are convinced by the use of 

cryptography in IoT environments, saying it's an efficient way to secure data at rest and in motion, make the 

gateways safer that move the data and even provide authentication of the devices within the IoT environment, 

thereby providing utmost protection against hackers. The risk of unauthorized access to devices and the data 

they carry booms as soon as those devices connect to the internet. In IOT ecosystem al of the devices are 

connected with internet which makes it a major target. According to IoT Analytics, the number of active 

endpoints in the world in 2021 at 12.33 billion; more than 27.5 billion IoT connections are predicted to add up 

by 2025.Meanwhile, according to IDC researchers there will be 55.78 billion connected devices in the world 

by 2025, with around 77% of them connected to an IoT platform [27]. They further estimate that by 2025 those 

IoT devices will generate 73.1 zettabytes of data, up from 18.3 zettabytes in 2019.These Staggering numbers 

aren’t the only security challenge. IoT established databases also increase penetration risks because their data 

exists in different places: on gateways, in centralized servers or in endpoint devices as well as in motion among 

all those endpoints. To tackle these calamities, we use cryptography [16]. We must ensure the security of the 

IOT data by merging cryptography in the IOT environment. 
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1.2 Problem Statement 

Nowadays IOT (Internet of Things) is a major part of our lives. In the fields of smart agriculture, secure military 

setups and close spaces IOT sensors are used like temperature, humidity detectors etc. These sensors record 

real time data recordings and send them to the cloud/datacenter [2][4]. If data here is shared without encrypting, 

it this data can be intercepted by the middlemen and our security will be compromised. IOT sensors are 

resource and power constraint meaning low processing power and no suitable authentication/encryption 

mechanisms. 

 

 

 

 

 

 

Figure 1.1 IOT in Smart Agriculture 
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Figure 1.1 depicts the implementation of IOT environment in the agriculture showing the importance of IOT 

in today’s world where live sensory data from the farm fields is stored over the cloud. According to the report  

 

published by Palo Alto in the field of IOT 98 % of the data is unencrypted. By tapping into that unencrypted 

stream of data, attackers get in between devices or a device and the larger network which obviously means that 

attackers can perform Man in The Middle (MiTM) attacks and steal or alter the data. And yet whatever the 

state of its security the IoT is growing voraciously. McKinsey estimates that there will be 58.1 billion IoT 

devices connected to the internet by 2023. If current trends continue and 98 percent of IoT traffic is left 

unencrypted, it will be a feeding frenzy for cyber-criminals. The other alternatives in the market are mostly 

software based however when we consider real time sensory data these alternatives mostly encrypt data at the 

edge layer which means the data originating from the sensors is in unencrypted form and can be intercepted in 

the case of vulnerable gateways. Figures 1.2 and 1.3 show the common types of data breaches and their 

economic significance. 

 

Figure 1.2 Data Breach Statistics 
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With the authentic encryption and secure mechanisms in our device, the Realtime data will be encrypted and 

sent at real time to the receiver device in this way the data will be encrypted prior to being shared at real time 

allowing safe traversal of data [13][19]. 

 

1.3 Proposed Solution 

The following are the key goals that this project aims to achieve: 

• Actuating IOT sensors with our HEAM device so we can detect real time data from the sensors. 

• Relevant ADC conversion and suitable measures to make sensory data suitable for secure algorithms. 

Figure 1.3 Cost of Data breach 
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• Suitable encryption algorithms to cater data (Audio/Text/Video) and create cipher of data. The data 

will be sent securely receiver device where it will be decrypted for purpose use. 

• To reduce data breach risks in the field of IOT at runtime where no authentication/encryption 

algorithms are present. Providing an easy to use and very cheap option. 

1.4 Working Principle 

The project mainly works on the principles of Cryptography i.e., Encryption/Decryption in securing the 

unencrypted data in IOT ecosystem. The project is divided into different modulus and every module is inter-

woven with the next module. The list of modules is as under: 

• Sensor Actuation  

• ADC Conversion of Sensory data 

• Encryption of data (AES/SALSA) 

• Communication and transfer of data to the receiver authenticated device (Real Time) 

• Decryption at the receiver side  

• Presentation of Digital data  

1.4.1 Sensor Actuation 

In this process IOT sensors for example temperature, humidity, DHT Sensor etc. are made usable by providing 

necessary power source and connection with the ESP32 device at the sender side. This allows the Sender device 

to get live readings from the sensors at real time. 
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1.4.2 ADC Conversion 

The data from the IOT sensors is in analog form to make it usable in the encryption process we perform Analog 

to digital conversion of the sensory data through inbuilt mechanisms of the ESP32 Sender device. ESP32 

module supports ADC with 18 channels of 12-bit SAR ADC and 2 channels of 8-bit DAC. 

 

1.4.3 Encryption of Data 

Appropriate encryption algorithms like AES/SALSA are used to encrypt the sensory data at run time allowing 

safe traversal of data attaining confidentiality. 

 

1.4.4 Communication and Transfer of Data 

The receiver HEAM device is authenticated by the sender device through HTTP request protocol and the data 

is sent to it at real time, the data is transferred in encrypted form. The receiver side sends HTTP requests to the 

server at equal time instances and the client side sends the IOT sensory data at real time. Http.h and Asyncwifi.h 

libraries are used in Arduino IDE to follow this process. 

 

1.4.5 Decryption 

The receiver HEAM device decrypts the sensory data at real time so it can be used accordingly. The data is 

converted back from generated cipher to the plain text and then is presented for its use case. 

 



18 
 

1.4.6 Presentation of Digital Data 

The decrypted data which shows the IOT sensory readings is displayed on the I2C 16X2 LCD connected to 

the receiver HEAM device. This completes the process with successful transfer of IOT Sensory data from 

sender to receiver side in Encrypted form. 

1.5 Objectives 

• To fetch data at real time from sensory devices. 

• To perform fetched data encryption at runtime that is shared between the two devices connected 

through WIFI. 

• To enable authentication mechanism capable of authorizing HAEM sending and receiving devices for 

performing encryption over the real-time data feeds. 

 

1.6 Scope 

This project might be used in various disciplines like smart agriculture, sensitive organizations, the healthcare 

sector, and the entire security sector of the country since it allows for the authentication and 

encryption/decryption of IOT Sensory data in real-time [23][17]. It will get the data from sensors at runtime, 

make the data suitable for secure mechanisms, encrypt the data with algorithms i.e., AES and share the Cipher 

with receiver HEAM device which in result decrypts the data and completes the process. Secure 

communication in military setup, patient live readings, real time crop levels in smart agriculture etc. all will 

be catered by our device. The project's primary purpose is to supplement and incorporate existing security tools 

while also providing Realtime operation. This project employs network security principles, including 

combining existing tools with our C code to authenticate and encrypt data. As a result, we hope to use this 

project to combine our theoretical expertise with practical experiences to improve our data security [28][32]. 
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This project aims to create a complete security solution with its sensory data detection system and 

authentication/encryption mechanisms to securely communicate data at real time. 

1.7 Deliverables 

The following are the key goals that this project aims to achieve: 

• Actuating IOT sensors with our HEAM device so we can detect real time data from the sensors. 

• Relevant ADC conversion and suitable measures to make sensory data suitable for secure algorithms. 

• Suitable encryption algorithms to cater data (Audio/Text/Video) and create cipher of data. The data 

will be sent securely receiver device where it will be decrypted for purpose use. 

• To reduce data breach risks in the field of IOT at runtime where no authentication/encryption 

algorithms are present. Providing an easy to use and very cheap option. 

1.8 Relevant Sustainable Development Goals 

Our Project is relevant to the Sustainable Development Goal 9 Industry, Innovation, and infrastructure as it 

merges the use of Encryption/Decryption (Cryptography) and IOT industry to provide authentication and 

confidentiality in secure Communications departments and relevant Infrastructure. 

1.9 Structure of Thesis 

This project was created primarily to protect IOT sensory data against middlemen who can exploit the 

vulnerable gateways and alter the secure readings. Data is encrypted prior to it being shared as a result, safe 

traversal of data in the fields of IOT is made possible. 

Chapter 2 contains the literature review and the background analysis of the project. 

Chapter 3 contains the design and development of the project. 
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Chapter 4 contains detailed evaluation and analysis of the code. 

Chapter 5 contains the conclusion of the project. 

Chapter 6 Highlights the future work needed to be done for the commercialization of the project.
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2 Literature Review 

 

This chapter will go over the philosophy behind using Cryptography in IOT and some of its features and why 

it is used. The definition of a Cryptography will be compared to more official IT standards and some less 

formal ones to try to clarify what it is. Finally, the integration of the Cryptographic algorithms with already 

existing IOT smart sensors to effectively detect cyber threats and assist engineers in their efforts to protect 

personal privacy from being compromised and eroded. 

2.1 Introduction 

Cryptography is the study of utilizing math to encode and decode information or on the other hand it is the 

capacity to send data between members, in a damaged configuration, that keeps others from perusing it. it 

empowers you to store private data or communicate it across uncertain organizations (like the web) with the 

goal that it can't be used by anybody aside from the planned beneficiary. 

2.1.1 How does cryptography work? 

A cryptographic calculation, or code, is usually done for encrypting the message or any useful piece of 

information. A cryptographic calculation works by blending the plaintext with a key a word, number, or state 

to encode it. The equivalent plaintext encodes the various code text with various keys. the security of encrypted 

information depends completely on two things: the strength of the cryptographic calculation and the mystery 

of the key [14][1][25]. A cryptographic calculation, in addition to all possible keys and every one of the 

contract that make it work contain a cryptosystem. 
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2.1.2 Cryptography vulnerabilities 

Currently cryptography exists at the combination of the sets of math, computer programming, electrical 

structure, resemblance in science, and material science. Applications of cryptography blend electronic 

exchange, chip-based portion cards, mechanized money related principles, personal computer passwords, and 

defence services correlation. There is this normal legend in the group of the web clients that cryptography is 

totally established. Revealing this truth, we express that it is not the situation [7][31]. There are sure number 

of risks in regard to quite possibly the most involved method for getting correspondences. 

Vulnerabilities by which cryptographic systems get affected are: - 

• Lifespan of keys 

• Length of Public Key 

• Length of Symmetric Key  

• Secure storage of private keys 

• Strength of the protocols of security 

• Randomness of generated keys 

• Strength of the security technology implementation 

• Amount of plain text known to characters  

2.2 Cryptography in IoT 

Cryptography utilizes codes to safeguard data and interchanges, making it out of reach to everything except 

those approved to interpret the ciphers. Security pioneers advocate for its utilization in IoT conditions, claiming 

it's an ideal method for getting information very still and on the way, secure the channels that communicate 
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information and even confirm gadgets inside the IoT network, in this manner giving a sweeping of assurance 

against hacks [22][2][12]. 

2.2.1 Challenges with IoT security 

Any electronic device that holds information can be compromised/penetrated, whether or not it's associated 

with the web. A troublemaker can take a PC and make use of the documents it holds, for instance. Be that as 

it may, the gamble of unapproved admittance to electronic gadgets and the information they hold peak when 

those gadgets interface with the web. IoT essentially grows that gamble of unapproved access basically because 

of the enormous number of gadgets being associated with the web. 

That number is faltering. IoT Analytics, an IoT statistical surveying firm, determined the quantity of dynamic 

endpoints on the planet in 2021 at 12.38 billion; it predicts in excess of 27.1 billion IoT associations by 2025. 

In the meantime, IDC analysts foresee that there will be 55.78 billion associated gadgets on the planet by 2025, 

with 76% of them associated with an IoT stage. They further gauge that those IoT gadgets will create 73.2 

zettabytes of information by 2025, up from 18.2 zettabytes in 2019. 

That huge volume isn't the main security challenge. 

IoT organizations additionally increment hacking gambles in light of the fact that their information exists in 

better places: in endpoint gadgets, on entryways and in concentrated servers, as well as on the way among that 

multitude of focuses. Limiting those dangers is where cryptography comes in. 
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2.2.2 IoT Security 

Encryption and mystery are outright prerequisites of IoT arrangements. They are utilized for getting 

correspondence, safeguarding firmware, and validation. As to, there are by and large three structures to 

consider: 

 

Symmetric key encryption: Encryption and decoding keys are indistinguishable. RC5, DES, 3DES, and AES 

are types of symmetric key encryption. The phenomenon is depicted in figure 2.1. 

 

Public Key encryption: The Encryption key is distributed openly for anybody to utilize and scramble 

information. Just the getting party has a confidential key used to decode the message. This is otherwise called 

uneven encryption. Uneven cryptography oversees information mystery, validates members, and powers non-

renouncement. Understand web encryption and message conventions like Elliptic Curve, PGP, RSA, TLS, and 

S/MIME are viewed as open keys. Figure 2.1 shows the methodology and general concept. 

 

Cryptographic hash: Maps information of an inconsistent size to a piece string (called the condensation). 

This hash work is intended to be "one way". Basically, the best way to reproduce the result hash is to compel 

each conceivable information blend (it can't be run backward). MD5, SHA1, SHA2, and SHA3 are types of 

one-way hashes. These are normally used to encode advanced marks, for example, marked firmware pictures, 

message validation codes (MAC), or confirmation. While encoding a short message like a secret word, the info 

might be excessively little to actually make a fair hash; all things considered, a salt or non-private string is 

affixed to the secret word to expand the entropy. A salt is a type of key determination work (KDF). 
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2.2.3 Market Alternatives: 

There are a few software/hardware alternatives in the market that help in securing our precious data in the IOT 

ecosystems the details of these products are briefly summarized in the table below: 

 

 

 

 

 

 

Figure 2.1 Basics of Cryptography 
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2.2.3.1 End to End Encryption Using Raspberry Pi (Tozny Platform) 

 

 

 

 

 

 
 

The figure 2.2 depicts end to end encryption and key establishment using raspberry pi. In the middle there is a 

Central identity manager which provides public/private (Asymmetric) key pairs to all of the sensors interfaced 

to the embedded device, the sensory data is end to end encrypted and the receiver device is authorized to 

display the encrypted sensory data [34]. 

 

2.2.3.2 Hardware Security Modules (HSM) 

 

The figure 2.3 depicts the HSM products in the market which use the mechanisms of digital certificates for 

authentication with a signing request to the server and the use of asymmetric keys to get authorized for data 

Figure 2.2 Tozny Platform 
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transfer and allow safe key sharing and data sharing in cases of digital transactions, bank transfers, confidential 

data sharing etc. [35]. 

 

 

 

 

2.2.3.3 E4  

 

E4 is an open-source solution for IOT security. It has a dynamic key server to manage all the keys and for a 

specific use case the E4 solution uses a static key. As shown in the figure the E4 solution works in the 

background efficiently and is deployable over multiple architectures with functionality on most of the IOT 

sensors [36]. 

 The E4 solution use case is shown in Figure 2.3.  

 
 

 

 

Figure 2.3 Hardware Security Module 
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Figure 2.4 E4 Model 
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3 Design and Development 

This chapter covers the project's technical requirements as well as the specifics of the project's key steps 

as it progresses. 

 

 

 3.1 Network Diagram  

The network design is depicted in figure 3.1; In the model there will be a client side connected to the IOT 

sensors and will convert the data from analog to digital form to make it compatible for encryption and then 

suitable encryption algorithms are applied  sending the data from client side to receiver side, which is also a 

HAEM device that performs the opposite function to the client side as it decrypts the data and  displays the 

data in the appropriate way. This process ensures that the data is encrypted, and our device is used as a gateway 

Figure 3.1 Block Diagram 
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for secure transmission of data between the sender and receiver. In the figure 3.1 it is depicted clearly how the 

sender HEAM device carries with it all the sensors and with  ADC conversion and encryption  algorithms we 

achieve end to end encryption if IOT sensors in real time.
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3.2 Technical Specifications 

The below are the technical requirements for the hardware and software equipment used: 

3.2.1 ESP 32 

ESP32 WROOM is a variant of Arduino by Espressif with the Wi-Fi and Bluetooth technology in built in and 

used for many IOT applications. The module has the ESP32-D0WDQ6 chip which is both scalable and 

adaptive. It’s user friendly, low cost and perfect for Internet of things projects. Use of Arduino IDE to code 

the device in C++ Programming language. 

 

 

 

 

Features: 

• The ESP32 Wroom has a 32-bit Single or Dual core LX6 Microprocessor with clock frequency < 240 

MHz 

• The module has 448 KB of ROM,16 KB of RTC SRAM. and 520 KB of SRAM 

Figure 3.2 ESP 32 WROOM 



32 
 

• Supports Wi-Fi 

• Supports Bluetooth 

• 34 Programmable General-purpose inputs/outputs 

• The module supports ADC with 18 channels of 12-bit SAR ADC and 2 channels of 8-bit DAC 

• Serial Connectivity included 

• Ethernet MAC for physical LAN Comms 

• Safe Boot and Flash Encryption 

• Cryptographic Hardware Support for AES, Hash (SHA-2), RSA, ECC and RNG. 

 

 

3.2.2 IoT Sensors 

 

There are various varieties of IoT Sensors within the IOT industry consistent with the employment case. The 

IoT and its counterpart, the commercial Internet of Things (IIoT), are bringing the sensor tech to the 

following level. 

Sensors are devices that detect and answer changes in an environment. Changes can come from a range of 

sources like temperature, motion, light, and pressure. Sensors are connected to displays or databases where 

they exhibit the live information regarding the environmental variable data. Sensors are available all shapes 

and sizes. Some are purpose-specific containing many built-in mini/individual sensors, enabling you to 

live and monitor many sources of information [33]. It’s vital for sensors to incorporate digital and analog 

inputs in order that they will read data from legacy sensors in brownfield environments. 
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Various IoT sensors in the market: 

• Temperature  

• Humidity  

• Pressure  

• Level 

• Accelerometers 

• Gyroscope 

• Gas  

• Infrared  

• Optical  
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3.2.3 Arduino I2C LCD 

 

Features: 

• In the I2C LCD we have 16x2 display 

• High contrast  

• Wide viewing angle 

• The LCD needs 5V DC voltage 

• Display type: Characters 

• Dimensions: 80mm x 35mm x 11mm 

• Commonly used in Networking equipment, IOT projects, fax machines. 

 

Figure 3.3 DHT Sensor 
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3.2.4 Power Source 

 

 

Mini 3V 3.3V 3.7V 5V 9V to 12V Step Up Boost Converter Module Voltage Regulator 

Figure 3.4 I2C 16X2 LCD 

Figure 3.5 Battery 
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3.2.5 IOT and real time Encryption/Decryption 

 The data from these IOT sensors has to be encrypted and traversed in a secure form also at real time which 

requires proper analog to digital conversion and authentic encryption algorithms. All these issues will be 

catered by our project. 

 

3.2.6 Tools for Authentication and Encryption 

Different tools which were used: 

• ESP 32 WROOM Hardware 

• IOT Sensors 

• Arduino IDE 

• LCD and display mechanisms 
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3.3 Methodology 

Our Solution is a black box easy to operate device which is simply an ESP 32 board at the Sender side and on 

the corresponding receiver side. The IOT Sensors are actuated with the Sender side ESP 32 which senses the 

data in analog form and coverts it to the digital form at run time. This digital data which is in the text form is 

encrypted using suitable cryptographic algorithms in our case AES. Now this data is sent at runtime to the 

receiving HEAM device which decrypts the data and makes it usable and shows it on the output display i.e., 

LCD. This process ensures the secure traversal of data at run time from sender to receiver side accommodating 

the IOT data which is usually not encrypted at runtime and resource constrained specifications of the IOT 

sensors don’t allow them to incorporate any algorithms within their functionality. The use of C language coding 

in Arduino IDE and inbuilt libraries will allow us to complete this process. 

 

3.4 Stage 1: Actuating the Sensors with the ESP 32 

The first and the most important step is to actuate /attach the sensors with our sender side ESP32. The process 

is simply done by integrating the sensors with the ESP 32 board and run the usual library and c code for it 

which will allow us to get the IOT sensory data at real time in analog form. 
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3.5 Stage 2: ADC Conversion 

The corresponding data picked up from the IOT Sensors is converted to digital form by the ESP 32 board. The 

ESP 32 has its’s inbuilt ADC converter mechanism which allows us to translate data from analog to digital  

 

Figure 3.6 DHT Sensor interfaced with 
ESP32 

Figure 3.7 ADC Conversion 
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form in real time making it usable for encryption and data traversal. ESP32 module supports ADC with 18  

channels of 12-bit SAR ADC and 2 channels of 8-bit DAC as shown in the figure 3.7. 

3.6 Stage 3: Encryption 

The data is encrypted by AES (Advanced Encryption Standard) EBC mode, with the relevant coding done to 

attain encryption through AES generating a cipher from the standard textual data from the IOT Sensors 

attached with the ESP 32 Board. This Cipher is generated and then sent over to the client side where the plain  

 

Figure 3.8 AES Implementation 
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text is regenerated using decryption. Figure 3.8 depicts the encryption process. 

3.6 Stage 4: Decryption 

The cipher text coming through from the sender ESP 32 board authenticates the Receiver ESP 32 device and 

heads over to the module for decryption. The reverse process of Encryption takes place with relevant coding 

and the corresponding plain text from the cipher text is generated. 

3.7 Stage 5: Display and Use of Data 

The plain text is then used by the receiver ESP 32 device to display the results on the I2C LCD. Which gives 

the relevant results. In our case the DHT Sensor temperature and humidity live readings are incorporated 

generating the readings cipher and safe transfer of that information which is then decrypted and shown on the 

LCD Display. As shown in figure 3.9. 

 

 

Figure 3.9 Output Display 
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4 Code Analysis and Evaluation 

4.1 Code for Sensor Actuation 

4.1.1 ESP 32 Libraries 

• Adafruit_BMP085.h 

This library is used to interface the pressure sensor (Barometric Sensor BMP180) with ESP32.We can  

get Live readings of temperature, pressure, altitude, and sea level pressure. 

• DHT.h 

This library is used to interface the DHT Sensor (Digital Humidity and Temperature Sensor) with ESP 

32. We can get live readings of temperature and humidity. 

 

• Wifi.h 

            This library is used to communicate two ESP32 devices. 

• AsyncWebServer.h 

            This library is used to initialize the server we are using at the sender’s side of our channel. 

• HTTPClient.h 

This library is used on the receiver HEAM device to make HTTP requests on the server to get live 

digital data from the sender device. 
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• LiquidCrystal.h 

This library is used to interface the I2C 16X2 LCD with ESP32 receiver device to display the digital 

data we are getting from IOT sensors (Sender HEAM Device). 

4.2 Receiver HEAM Device Code: 

4.2.1 Connecting to Sender’s HAEM 

This HAEM device is at the receiver end. It uses the code listed below to send HTTP requests to the sender 

side to get data of digital IoT sensors. After every defined instance in our case 1 second for digital data. 

• We are connecting to the sender side by using the credentials given by the sender side. 

• With the data received it is decrypted accordingly using AES in case of digital data. 

• LCD is interfaced with this device and data is displayed on the 16X2 LCD. 
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4.2.2 Decryption of Received Data (AES 128-bit) 

 

In this part of code decryption is implemented over the data this receiver HAEM is getting from the sender’s 

side. 

• We are using AES-128-bit encryption algorithm for digital data using the symmetric key cryptography. 

• Key is static and already shared on both HAEM devices but for further security if we change the key 

to be not static, we can implement key sharing mechanisms over this device. 

As shown in below screenshot of code. 
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4.2.3 Making HTTP Requests 

 

• In this part of code, we are making HTTP requests from the receiver’s side HAEM to the sender’s 

side’s HAEM to get the data of sensors actuated with that device.  

• In our case we are getting data every second. This Interval can be set to any value as required. 

As shown in below screenshot of code. 
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4.2.4 Initializing HTTP Client  

We have initialized HTTP client here to make HTTP requests on the HTTP server to get the data, as shown in 

below screenshot of code. 
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4.2.5 HTTP Response 

 

In below screenshot of code, we are getting HTTP response from sender’s HAEM. 
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4.2.6 Interfacing LCD 

 

In this part of code, we are interfacing LCD with our device to get decrypted data visible to the  user for any 

use case. 
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4.2.7 Output 

The Display here shows the Live readings of temperature from the DHT Sensor actuated with the sender’s 

HAEM Device. With the credentials the sender side data can be accessed on the fly. Here the digital data is 

decrypted and then shown. While we receive the cipher text from the sender side  data is  in encrypted form it 

is decrypted and used accordingly.  

In below picture we are getting data from our sender’s device about the current temperature. 

 

 

 

 

 

 

 



49 
 

4.3 Sender’s Side: 

 

4.3.1 Encryption Algorithm (AES 128-bit) 

All the IoT sensors are interfaced with the HAEM Sender device. It follows the following code to get the data 

from the sensors and encrypt it through AES 128-bit EBC mode in case of  digital data. It  uses a 128-bit static 

symmetric key. It handles the HTTP requests from the Receiver side sending the appropriate data in response 

at real time. 
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4.3.2 Reading from Sensors 

 

 

We are getting the data from sensors in this part of code and initializing the credentials for encryption algorithm 

we have just defined in this above code. 
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4.3.3 Communication 

 

 

• We are initializing our server in this part of code using our sender’s side credentials. 

• Our server is the responding to the HTTP requests made from the receiver’s side device. 
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4.3.4 Data Transform for Encryption 

 

 

 

In below screenshot of code, we are transforming the data, we are getting from sensors, for our encryption 

purposes. 
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4.3.5 Encrypting Sensory Data  

 

In this below screenshot of code, we are getting data transformed and then we are calling our encryption 

function for encrypting the data. 
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4.3.6 Response to HTTP Requests 

 

   

In below picture of our code 

• Our server is the responding to the HTTP requests made from the receiver’s side device. 

• We are getting values from sensors by calling the functions from above part of code and sending that 

data in response to the HTTP requests. 

• In void loop () we are printing that data on our local machine for testing purpose. 
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4.3.7 Output 

• We are getting data from sensors on internet and on our local machine as well. 

• We can access that data through any device if we know the credentials of sender’s device. 

• We can use our browser too to get that data if we know the credentials of network built by sender’s 

side HAEM. 

• This is best for indoor communication like for home automation and security purposes. 

• In future we can scale it to large distances as well. 
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5 Conclusion 

As the world gets smarter and smarter with every passing day it will not be long until most of our routine and 

living is virtualized with the addition of Internet of things in all aspects of human life. With IOT sensors and 

devices dominating the technology around us it’s important to secure our data and keep it unrecognizable for 

people who may mean any harm to us. The project serves the IOT devices that are resource constrained and 

don’t provide any viable encryption and authentication mechanism to secure the data. The sender Device senses 

data at real time encrypting and sending the data in encrypted form to the receiver side where it is decrypted 

and used accordingly. The Service is very important in Military organizations where secure comms are 

important or at hospitals where patient details must be kept private and live readings have to be monitored, 

also in the domains of smart agriculture and departments where important decisions have to be taken according 

to the IOT data so we need to Secure this data at real time to serve our purpose. The software alternatives in 

the market usually encrypt at the edge layer which can be dangerous if our gateways are vulnerable, so we 

have to encrypt the data prior to it being shared which we have achieved by our project. 

 We have discussed a solution for dealing with IOT data encryption at real time. As a result, the initiative is a 

massive support to researchers and network security experts. This information may strengthen the security of 

IOT devices and identify vulnerabilities within these Smart devices. We must continue our studies to protect 

ourselves from current and new future threats as we evolve.
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6 Future Work 

The project can be modified and incorporated further in the future for better outcomes. Our Project currently 

incorporates text data at run time from the IOT sensors. In future we’d like to incorporate further audio and 

video data, which will allow more flexible use cases and more security in smart homes and the smart 

environments. 

The Different cryptographic algorithms can also be used for different purposes as it is suitable for heavier 

processing with audio and video data, we can use the device in purposes like secure Live footage and audio 

secure communications. 

Another way of improving it could be to train it also with different authentication mechanisms like EAP 

flavors. Authentication on a larger scale can allow the HEAM device to locate and interact with its respective 

receiver device and transfer the data in secure form. For now we are using EBC mode of AES to attain 

encryption because it is efficient in regards of probabilistic encryption however in future CBC mode can also 

be incorporated. Improvement in processing speed, memory data types all can be benefited from in the future.
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7 Personal Reflections 

The project was chosen in the hope of pursuing career development in networking and network 

security after the completion of our degree. The field has remained our area of interest for a long time. 

Although dealing with the implementation of the Encryption Algorithms has been confusing and 

overwhelming at times, Encrypting the data at real time would help make better career decisions in 

the future. Moreover, we believe our choice of undertaking the project was the correct one and 

shortly may even revolutionize network security not only in Pakistan but all over the globe. 

Initially, the project seemed like something that would be highly interesting, but after commencing 

our work on the project, it did take us to the realization that it was a lot more complicated than 

initially thought. Even though it was difficult, but just like any beautiful ending leaves behind a trail 

of difficulties, the work carried on the project was as enjoyable as the project's results were, and that 

is what kept us going. 

In terms of personal development, we have gained a better understanding of the process of 

completing a project of this magnitude and have a better understanding of the kind of work that 

goes into such a project, and we are fully prepared to do large-scale documentation and consulting 

work in the future that could require this magnitude of data. 
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8 Appendix 

8.1 Appendix 1: Synopsis 

Extended Title: Hardware Authentication And Encryption Module (HEAM) 
Brief Description of The Project / Thesis with Salient Specifications: 

IOT sensors are resource and power constraint. They do not have encryption mechanisms 

on them and encryption is usually done on the edge layer, so if the gateways are vulnerable 

data can be breached/tampered etc. Our project's goal is to encrypt the data prior to it being 

shared. 

  In this project, we will build a hardware based authentication and encryption module, 

which will take live data from sensors and will encrypt that data on the real-time. We will 

design a hardware module that will authenticate the other hardware module and allow the 

encrypted data transmission. Input data can be audio/video/real time sensor data and  

will be encrypted prior to transmission. Only the authenticated HAEM device will be able 

to decrypt data using pre-shared secret key. 

 We will have two hardware modules one will be at data generating node and the other at 

data processing node the module that encrypt the data send the data to the receiving end 

where it is decrypted by the other authenticated module. 

 
 

 

 

 

The project is further subdivided into three distinct phases: 

1. Actuation of IOT Sensors: In this phase the IOT Sensors are attached with the 

sending HEAM device (ESP32). Specific measures are taken to make the IOT 

sensors operable and their Data usable. 

2. Encryption of data: Appropriate Encryption Algorithms are used to Encrypt the 

IOT Sensory Digital Data i.e., AES/SALSA etc. 

3. Decryption of data: In this Phase the authenticated receiver HEAM device gets 

the digital data decrypts it accordingly and displays it on the 16x2 LCD or Speaker 

for Audio data. 
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Diagram 
 

 
 

 

 

Scope of Work: 

 

For development of HEAM we will be requiring sound knowledge of: 
 

• Light Cryptographic Algorithms (AES/SALSA) 
• Arduino IDE  
• IOT Sensors Interfacing 

• Wi-Fi/HTTP Libraries 

 

We will be requiring hands-on expertise of: 

• Arduino Coding 

• Implementation of Cryptographic Algorithms 

• Sensor Actuation / Libraries 

 
Academic Objectives: 

 

• Collection of detailed data about Cryptography and IOT in real-time 

• Providing authentication and confidentiality in IOT Ecosystems. 
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Application / End Goal Objectives: 

 

To Facilitate authentication and confidentiality of IOT sensory data at real time in closed 

Secure setups i.e. Military organizations, hospitals and Smart agriculture arenas etc. 

Previous Work Done on The Subject: 

 

   Hardware Security module: 
HSM devices use latest technology of cryptography and digital signatures to provide 

relevant/efficient confidentiality and authentication in use cases such as passwords, credentials 

etc. Usable when connected to OS. 

 

 

Attribute-Based Encryption on IoT Devices 
 The creation of ABE cipher is slow when executed on resource constraint devices, such as IoT 

sensors but for sharing the cipher text with a group of users it is suitable. 

 

 

 

ATECC608A Software Alternative 
The implementation (Software) of the efficient algorithm for IoT devices which are resource 

constraint shows up double efficiency in the encryption of (16 B) of plain text, in comparison 

to the currently used standard AES-128. 

Material Resources Required: ESP32 Arduino Wroom, Battery/Power bank, IOT 

Sensors, LCD, Speaker 

Special Skills Required: 

• Development: Arduino Coding, IDE  

• OS: Windows  

• Domains: IOT, Cryptography, Network Security 
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