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ABSTRACT

Data on social media has always been a source of interest for businesses, government

organizations, and other agencies for various reasons. However, dealing with such a plethora of

data and its analysis for a particular purpose is not always easy. Therefore, we have customized

an Open-source intelligence (OSINT) tool (web application) to gather and analyze data from

publicly available sources (currently we are working only on Twitter) which can then be used for

the following two purposes:

Business Perspective: - In this era of digitalization, businesses are required to be advertised on

Social Media platforms. From the collected data, our tool can help businesses keep track of

market intelligence, customer intelligence, competitive analysis, and digital marketing and

management. This helps in identifying weaknesses, and planning strategically for the future and

thus ensures business growth.

Law Enforcement Agencies (LEA's) Perspective: - If an anti-state trend gets viral on social

media, it becomes very difficult for LEAs to trace back to the root originator of this trend. Our

customized tool will narrow down the possible suspects. It also provides deeper insights and

various visualizations of viral hashtags and trends.
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Chapter 1: Introduction

Engineering is a field of study that involves the operation of scientific, mathematical, and

specialized knowledge to design, develop, and upgrade systems, structures, machines, and

processes. It plays a pivotal part in working problems and meeting the requirements of people,

businesses, and industries. Engineers create new products and technologies, enhance existing ones,

and make sure they're durable, safe, and efficient.

Engineering plays a significant part in social media harvesting by furnishing the tools and

technologies necessary to collect, store, and explore the vast quantities of data generated by social

media platforms. Engineers develop algorithms and software programs that can crawl through

social media sites and release applicable information, similar to user demographics, interests, and

actions while ensuring that user privacy and security are defended.

Twitter is a free social networking platform where users broadcast short posts known as tweets.

Tweets sent by users display both on their profiles and in the news feeds of their followers. Users

can use hashtags in their postings to weave tweets into a discussion thread or relate them to

general information. This makes the tweet hunt under that keyword.

Numerous businesses face challenges when it comes to digital and social media marketing

moreover, they don’t know how their product is doing in the market among customers or how to

launch a successful campaign strategy grounded on the analysis. So, to give new confines for the

business’s growth, Twitter helps them to reach the targeted audience, identify negative trends,

analyze contender trends, to help them to identify propaganda networks, and fake biographies,

coordinate campaigns, and discover the crucial contributors of that propaganda.
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1.1 Overview

Open-Source Intelligence (OSINT) involves the collection or processes of gathering data and

profiling intimately available private and public sector information sources about individualities

and business intelligence purposes. These sources include the internet and other social media

platforms similar to Facebook, email, Twitter, and WhatsApp. Its main idea is to collect, clean,

and aggregate data to feed the functional module with composed pointers of concession and other

trouble-related data for further data processing and analysis.

Social media harvesting can be conducted through manual methods or by utilizing tools, but with

the advancements in technology, AI-based social media harvesting has emerged as a more

efficient and precise approach. The rapid growth of social media platforms has established them

as essential marketing channels for brands, considering that 75% of the global population eligible

to use social media are active users. Furthermore, statistics reveal that a significant portion of

Twitter users falls within the age group of 25 to 34 years.

Fig 1: Twitter Users by Age
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Protecting cyberspace and the interests of the state and its people while upholding individual

rights to express themselves on social media sites is a complex challenge. Monitoring tools can be

developed to track and analyze social media activity for harmful speech while adhering to legal

and ethical standards. Education and awareness programs can also promote responsible social

media use. Striking the right balance is crucial to safeguarding both free expression and the safety

of individuals and society.

1.2 Problem Statement

If an anti-state tweet/post/trend gets viral on any social media site, it is very difficult for Law

Enforcement Agencies (LEAs) to trace back to the root originator of this trend i.e., the person/s

who started it. Also, businesses face challenges when it comes to digital and social media

marketing moreover, they don’t know how their product is doing in the market among customers

or how to launch a successful campaign strategy grounded on the analysis.

1.3 Proposed Solution

 Developing an Open-source intelligence (OSINT) tool to gather information from publicly

available sources (such as Facebook, Instagram, and Twitter) to meet specific intelligence

requirements.

 Extraction and Analysis of data from social media posts from target users (the users who

have started trends against the state and public).

 From the collected data, our tool can help businesses keep track of market intelligence,

customer intelligence, competitive analysis, and digital marketing and management. This

helps in identifying weaknesses, and planning strategically for the future and thus ensures

business growth.



4| P a g e

1.4 Working Principle

The project mainly performs on the principles of web scraping and Twitter API integrated with

machine learning algorithms. The work of our project has been done in the following steps:

 Identifying the social media platform to be harvested

 Data Collection

 Data Analysis

 Reporting and Visualization

 Graphical User Interface (GUI) building

1.5 Objectives

1.5.1 General Objectives:

Our project aims to design a software or tool to identify the originator from big data using the

techniques of machine learning (ML) and natural language processing (NLP) to extract insights

from the data.

1.5.2 Academic Objectives:

 To monitor and gather data sets of targeted individuals available on social media networks

to trace back to the originator of the post/tweet or trend.

 To extract features and useful information from obtained data sets using predefined

algorithms and design a tool to identify the root originator from big data.

 To gather information and insights from social media that can assist in decision-making

and improve company strategies.
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1.6 Scope

1.7 Potential Impact

Spammers and bots on social media sites like Instagram and Twitter can be found more easily due

to social media data mining. Government agencies are increasingly focusing their actions on

welfare. It will be possible to access Twitter's raw data through its operating program interface

(API), which will be mined for data. The information provided used algorithms created by the

company and included measurements of influence as well as predictions of the likely gender of

the Twitter stoner. Before analysis, tweets were manually reused on a tweet-by-tweet basis. All

tweets, even irrelevant tweets, that had nothing to do with the miracle under discussion were

deleted.

Every time a user views a tweet, a Twitter print is produced. The effectiveness of a hashtag or a

tweet can be evaluated using Twitter printouts. These prints are accessible to the account owner

only and can be found in the Twitter Analytics section of our Twitter profile. The prints of other

individuals are invisible to us. Using the users' followers who mention the hashtag, we calculate

the hashtag's popularity. Because we are unable to determine the precise number of people who
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viewed the tweet, these prints are known as "implicit prints." We will say that someone earned

1,000 impressions if they used the campaign's hashtag and had 1,000 followers.

Big data enables marketers to recognize social media trends and gather perceptions, which can be

used to form ideas on involvement, such as which individuals to contact or which demographic

should accept marketing emails, etc. It is useful to keep tabs on customer preferences and trends,

particularly what visitors enjoy, what they do, and how it evolves. The tweets are gathered via the

Twitter API in the proposed work, and counting styles and other machine-learning algorithms are

used to discover trending patterns on Twitter. An assortment of styles that can be utilized to

connect with the operation is provided by this API.

1.8 Deliverables

1.8.1 User Interface:

An easy-to-use interface that enables the contributors of the project to enter their needs

and track the development of the data collecting and analysis.

1.8.2 Documentation:

Detailed explanations of the project's methodology, algorithms, and software are

provided in the documentation.

1.8.3 Training Resources:

Educational resources that can aid users in learning how to use the tools and software

created for this project.

1.8.4 Maintenance and Assistance:

Ongoing services to ensure that the software and tools continue to operate correctly after

the project is completed.
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1.9 Relevant Sustainable Development Goals

GOAL 09: Figure flexible structure, promote inclusive and sustainable industrialization, and

foster innovation. It also highlights the role of media in the fight against corruption.

GOAL 16: Promote peaceful and inclusive societies for sustainable development, give access to

justice for all, and make effective, responsible, and inclusive institutions at all levels. It ensures

public access to information and covers fundamental freedoms, in agreement with public

legislation and transnational agreements.

1.10 Structure of Thesis

Chapter 2 briefly discussed the background terminologies and the previously published work.

Chapter 3 contains the design and methodology of the project.

Chapter 4 is about the experimental setup which is the practical implementation of our project.

Chapter 5 describes the conclusion of this project.

Future work directions are discussed in Chapter 6.
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Chapter 2: Literature Review

The features of recently released, comparable items are modified and improved to create a new

product. A literature review is a crucial stage in the creation of a new product. Finding out what is

previously known about a given issue, as well as any knowledge gaps, is the main goal of a

literature review. It entails a thorough study of the research's advantages and disadvantages,

including its techniques and conclusions. Our research is divided into the following points.

 Industrial Background

 Existing methods and their shortcomings

 Research Papers

2.1 Industrial background

The way we connect with businesses has been completely transformed by the AI industry.

The new industrial era, which places a premium on effective logistics above human error,

is characterized by the widespread use of AI in practically all-important technologies.

Machine learning algorithms are used in AI-based social media harvesting to

automatically gather and examine significant amounts of social media data, including

tweets, posts, comments, and likes, to spot patterns and trends. Making better-educated

decisions, such as altering marketing strategy, enhancing customer service, and spotting

new business prospects, can be facilitated by this kind of data.

By employing AI to target and respond to particular groups that can affect the outcomes of

your marketing efforts, social media bots are AI solutions that can accomplish this alone.
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2.2 Existing Methods and their shortcomings

The subject of AI-based social media harvesting is fast developing, and there are

numerous solutions already in existence that can be applied in this context. These

solutions often gather and analyze social media data using machine learning algorithms to

identify trends and insights. Following are some solutions that are formally being set and

being applied.

 Scraping for Big Data Without Breaking the Bank

 Using Osint to Collect Information About a User from Various Social Networks

 Web Scraping vs. Twitter API: A Credibility Analysis

 Cyber Security for Social Networking Sites

 Identifying Cyber Security-Related Twitter Accounts and Sub-Groups

2.2.1 Scraping for Big Data Without Breaking the Bank

Big data is abundant, but the coding skills required to access it are not; useful data is

frequently accessed by researchers and institutions paying pricey third-party social media

"scraping" corporations, which hire programmers to create tools.[1]

This constrained research prospects and outraged the coding community because

individual academics were forced to choose between manually scraping Twitter data one

tweet at a time or paying pricey third-party companies. Twitter introduced its Application

Programming Interface (API) to close this gap, enabling programmers and developers to

filter through massive numbers of tweets by specifying particular words, phrases, and

hashtags.

Users can apply through the Twitter developer portal using an active Twitter account.

After being approved, the user gains access to the Twitter API developer level and can use
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authorization keys (passwords used in coding) to view the complete database history. One

of the recognized coding languages and applications that support them can be used to

create rules and functions for the data retrieval procedure. This free solution offers more

precise information and more large data sets, potentially eliminating the need for

expensive third-party tools.

2.2.2 Using Osint to Gather Information About a User from Multiple Social

Networks

OSINT is the practice of reusing public information for intelligence and investigations,

including social media content that is not protected by privacy settings. As social media

users, we are beginning to notice the growth of specific social networking sites like

Twitter and LinkedIn that offer datasets that both overlap and differ from those of more

general-purpose social networking sites like Facebook.

Online social networks provide a wealth of information for OSINT, including social

relationships, activities, and personal information about a person of interest. Nevertheless,

contrary to popular belief, not all information on the internet is readily available. [2] There

are many challenges for investigators, including limitations on platform and privacy, as

well as the accessibility and lifespan of data.

Numerous social networking sites have included more privacy control features to limit

access to personal data in response to growing privacy concerns. Massive amounts of data

are collected on online social networks, yet the social media platform has strict control

over how that data is released. Platforms for social networking typically limit the

information that is sent based on social connections, user-based privacy settings, rate
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limiting, activity tracking, and IP address-based limitations. The social network is far from

static; relationships routinely alter, and profiles are continuously updated. The validity of

conditions like these is still up in the air, although many social networking sites, including

Facebook, forbid the use of screen scrapers and other data mining tools in their terms of

service. [2]

2.2.3 Web Scraping versus Twitter API: A Comparison for a Credibility

Analysis

Currently, the majority of corporate processes, research, studies, and other activities

depend on data extraction from web sources. The goal of data extraction is to gather

important information that can be used for a variety of purposes. This has been done

using three well-known techniques: web scraping, APIs, and manual extraction. The

most efficient and practical methods of data collection are web scraping and APIs [24].

They make it possible to quickly and reliably collect data from diverse website pages and

repositories. The information is then saved and kept for later usage and examination.

Manual extraction takes longer and is more time-demanding due to human error.

Web scrapers are helpful for swiftly obtaining and analyzing massive amounts of

data from a particular website. A bot can therefore retrieve information that is shown in a

browser to extract the data and store it in a database for later usage and study [20]. Since it

influences when and how the data is shown, the network speed may be a barrier or

disadvantage for web scraping. Web scraping is essential and may entail time-consuming

programming activities. To avoid copyright infringement, the developers should take into

account legal and policy considerations regarding the material they are retrieving [12].
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Retweet, like, and date of publication data are all retrieved using the Twitter API. Also,

the text is examined to count the words and characters, find stop words, etc. The

information offered by Standard API may be sufficient for a project or developer's needs;

however, this product's drawback is that access is limited to the previous seven days. Not

all of the APIs that social networks provide are practical for data extraction. Yet, it has

been shown that the Twitter API is simple to use; by simply knowing the tweet ID or user

ID, a range of information can be obtained.

The researchers in [16] use web scraping to quickly get around the Twitter API's date

range restrictions to retrieve an infinite number of tweets. The comparison demonstrates

that the total number of tweets retrieved via the Twitter API is consistently lower than

when using Twitter Scrapy. Although the majority of solutions collect data using the

Twitter streaming API, researchers state that there is a limitation when searches go beyond

rating intervals and time ranges.
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Twitter
Data Gathering

Chapter 3: Proposed Methodology

The social media harvesting process will be determined by the project's specific aims and

objectives. It is important to highlight that the methodology must comply with the terms of

service of social media platforms and must protect the privacy of users. Because nothing is sure in

OSINT, our solution does not entirely rely on AI; we have also performed some manual work.



14| P a g e

3.1) Twitter Data Gathering

The process of collecting tweets, user profiles, and other information from the Twitter social

media network is known as Twitter data gathering. This can be accomplished using a variety of

approaches.

Data extraction from Twitter via API has several limitations: -

 Tweet Limitation (if we use APIs, we can only extract a certain number

of tweets)

 Time restriction (obtaining a large data collection will take a long time).

Data Extracting from Twitter by web scraping: -

Underestimation of the limitations of Twitter API data extraction via web scraping is done using

many Python libraries, such as Twitter-scraper and Twint, but these are rejected by Twitter.

Because Twitter's revised policies disallowed the old libraries, data extraction from Twitter

policies is done using a more updated Python module called SNSCRAPE. It can scrape data from

public social media accounts without requiring authentication, making it a valuable tool for data

researchers who need to collect vast amounts of social media data for the study. It is great for

scraping Twitter tweets, user profiles, and hashtags.

Pandas

Snscrape

Fig 2: Data Gathering by SNSCRAPE
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3.1) Data Analysis

This step entails mining data for insights using techniques such as natural language processing

(NLP) and machine learning (ML). The data collected can be used to assess client preferences.

Many strategies are used to investigate the behavior of the data, such as examining the

community's response to the hashtag, determining whether the hashtag is controlled by a real or

bot account, and examining the people's comments.

Data Analysis can be further divided into two steps: -

3.2.1) Business Dimensions:

I. Market Intelligence: -

Insights into consumer interests and behavior gained from Twitter data can be utilized to

guide marketing and advertising initiatives. Businesses can create specific marketing

strategies that resonate with their target audience by analyzing Twitter data to help them

gain a competitive advantage.

II. Customer Intelligence: -

Customer intelligence is the practice of utilizing Twitter data to understand customer habits,

interests, and viewpoints. Businesses can use customer service to track and address

customer questions and concerns, which can help them better understand their consumers,

promote customer engagement, and improve marketing initiatives. As a result, consumer

loyalty and satisfaction may increase.

III. Digital Marketing and Management: -

Twitter data, including hashtags, themes, and keywords, can be utilized to determine the

kinds of material that resonate with viewers. Businesses can use this information to

improve their content strategy and produce more interesting and appropriate material. Real-
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time monitoring of the effectiveness of digital marketing initiatives can be done using

Twitter data. Businesses can use this data to assess the effectiveness of their efforts and

make data-driven decisions.

IV. Competitive Analysis: -

A competitor's performance and strategy can be discovered via Twitter data. Businesses

might find ways to set themselves apart from rivals and obtain a competitive advantage by

analyzing Twitter data. Twitter data can be used to locate and keep track of rivals in a

given market or sector. By keeping up with the most recent trends and modifying their

strategies as necessary, businesses can benefit from this information. Tweets from Twitter

can be used to track client feedback against rival businesses. Businesses can use this data to

pinpoint client problem areas and opportunities to enhance their goods and services.

3.2.2) Law Enforcement Agencies (LEA’S):

I. Data Collection of Trends: -

Data collection on Twitter trends is the procedure of gathering and examining information

on Twitter about new trends, hashtags, and topics that may be important to law

enforcement actions. LEAs can utilize this data to spot and follow expected threats, keep

track of public opinion, and enhance their general situational awareness.

II. Traceback Operation to Find Root Originator: -

When a hashtag or trend on Twitter goes viral, it indicates that a lot of people are using it

or talking about it. This frequently results in an increase in the number of tweets and

retweets on that subject. This increase in activity can be a sign that a proliferator is

spreading the hashtag or trend on purpose to attract attention and manipulate public
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opinion. Likewise, it may also point to the involvement of a proliferator if the text or

content linked to the hashtag or trend looks to be planned out or scripted.

To safeguard public safety and uphold the law, LEAs can identify accounts that may be

involved in spreading the hashtag or topic by analyzing the network of accounts that are

using it. They can then take the necessary measures.

III. Profile Analysis of Targeted Individual: -

The behavior, interests, and preferences of a target individual can be learned by looking at

their Twitter profile. To evaluate the profile of a specific person and to spot patterns and

trends in their behavior, look at the substance of their tweets. Take into account elements

like the timing and frequency of their tweets, as well as the tone of their communication.

Investigating the target person's fan base to learn more about their network and the kinds of

individuals who interact with their content. Finding active users who interact with the

material of the targeted person or who tweet about them. Understanding who is influencing

conversations on Twitter about the targeted person and how their messaging is propagated

can help.
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No All-In-One Non-indigenous

We cannot trust

3.2) Uniqueness of Our Approach

Fig 3: Uniqueness of Our Approach

Several commercial solutions are offered domestically and internationally for the problem

statement we stated at the beginning, but there are some drawbacks to those solutions that

eventually make our solution the better one in many respects.

(1) They are way out of reach for enterprises and organizations because of their high cost and

fluctuating currency conversion rates. For instance, a person making rupees would prefer not to

have his business analysis done in dollars.

(2) They are frequently proprietary, which makes them more challenging to use.

Way too costly

Commercial
Solutions

BUT

Proprietary
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(3) No "all-in-one" solution exists. A wide range of data, analyses, and visualizations are

available from us. Because we have functionalities ranging from obtaining large data sets to

competitive analysis, profile analysis, hashtag analysis, and much more all in one place for ease

of access and feasibility, it can be used by businesses as well as law enforcement agencies,

researchers, or academic personnel doing some data-related research.

(4) The solutions offered internationally are not indigenous. Therefore, it becomes challenging,

particularly for law enforcement or government organizations, to trust those third-party tools and

analyze sensitive data or information on them, so there is always a trust component. Because of

this, there was an urgent need for a locally applicable indigenous remedy. Additionally, compared

to a person sitting thousands of miles away from a certain location, a local developer would

understand things and problems much better and integrate features according to them in his or her

solution.

PAKCyPtl steps in to help in this situation.
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3.3) Novelty

Fig 4: Novelty of our Project

An AI-based social media harvesting solution’s unique selling point is its capacity to automate,

streamline, and enhance the collection and analysis of social media data while also offering

deeper and individualized analytics capabilities. Additionally, our methodology can be adjusted to

meet the needs of the user and certain research goals. This makes it possible to collect and

analyze data in a more focused and relevant manner, which can result in more useful insights and

well-informed decision-making.

Our project provides indigenous solution which means it does not involve third parties instead it

is developed locally in the same country as the end users. Also, the solution we are providing is

different from others in that it satisfies all of your needs on a single platform, like data gathering,

data analysis, integration of open-source (OSINT) tools, making decisions based on data analysis,

hashtag analysis, profile analysis, and sentimental analysis.

By providing complete, comprehensive data analytics on a single platform, our web page assists

businesses that want to analyze social media and law enforcement agencies that would like to

identify anti-state components, respectively.
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3.4) Value Proposition

Fig 5: Our Project’s Value Proposition

Our project's value proposition is that it can analyze social media data more quickly, accurately,

and insightfully than standard manual analysis techniques. As a result, enterprises, organizations,

and other stakeholders may be able to make better decisions, gain a better understanding of

customer feedback, and achieve better results. When compared to manual analysis techniques, an

AI-based solution may automate most of the data collection and analysis process, saving both

time and money.

Our proposed tool has several distinguishing characteristics that offer it a competitive advantage

over other tools of a similar kind. It is a useful tool for companies, researchers, and anybody else

wanting to understand Twitter trends and sentiment because it offers more focused analysis,

precise insights, and customization choices. Overall, it will be a cost-effective solution.
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Chapter 4: Experimental Setup

4.1) Practical & Technical Working

Fig 6: Flow Diagram of our Technical Working

A Python package called Snscrape enables users to quickly collect data from Twitter, including

tweets with a certain hashtag or from a particular profile handle. To locate tweets with a specific

hashtag, we first searched for the hashtag on Twitter and copied the URL from the address bar

into the Python query. The URL can then be used to retrieve tweets with the relevant hashtag

using Snscrape.
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The tweets have been converted to a CSV file and placed in a Data Frame for later analysis after

being retrieved. Overall, Snscrape enables Python users to quickly gather Twitter data based on

particular hashtags or profile handles, facilitating effective data analysis and research.

The following analysis is performed after conversion to a CSV file.

4.2) Data Analysis

We have performed data analysis from both a Business and an LEA's perspective.

From a business perspective, we have examined customer attitudes, preferences, and behavior.

Businesses can learn what their customers are saying about their goods and services by gathering

and studying tweets that are relevant to their brand. They can use this to find fresh prospects for

innovation, as well as to enhance their marketing strategy and client service.

Our data analysis can also be utilized to keep track of competitors and industry trends, which

enables firms to learn more about the marketing tactics, product remarks, and customer

involvement of their rivals.

From the perspective of a LEA, we have found propaganda networks, false profiles, coordinated

campaigns, as well as the main sources of that propaganda. This can assist law enforcement

agencies (LEAs) in identifying prospective suspects, reasons, connections, and ways to stop

criminal conduct before it happens, all of which will help them develop cases against the

perpetrators and bring them to justice.

4.3) Data Visualization Graph

Data analysis requires the use of data visualization. Using graphs and charts, you can gain insights

into the data's trends, patterns, and relationships. The Python libraries used for data

visualization includeMatplotlib and Plotly.
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For producing static visualizations, such as line plots, scatter plots, bar charts, histograms, and

more, Matplotlib is a favored package. It offers a broad range of customization possibilities for

visualizations and can be applied in a variety of situations, including data analysis, corporate

intelligence, and scientific studies.

Interactive visualizations are made using Plotly. Compared to Matplotlib, it offers enhanced

functions like panning, zooming, and hover effects. Web-based apps can use Plotly to produce

dynamic visualizations.

We have generated the following graphs to display on our dashboard: -

 Time-series graphs are often used to analyze trends and patterns since they exhibit data

across time. These can also be used to display the number of tweets associated with a

given hashtag or topic over time.

 Bar graphs are used to compare different types of data. To compare the number of tweets

related to different hashtags or subjects, bar charts can be utilized for data analysis.

 Word clouds are visual representations of text data, with the size of each word signifying

its frequency of occurrence in the data. They can be used to display the most frequently

used terms or hashtags associated with a certain topic.

 Network graphs are used to visualize the relationships between various things. They can

be used to show the relationships between individuals or hashtags within a particular

conversation or topic.

 Heat maps are used to show the concentration of data in a given area. They can be used to

depict how tweets about a particular subject or hashtag are distributed geographically.

 Pie charts are very helpful for classifying data that can be simply displayed, and they can

be used to spot patterns and trends in the data. For instance, you may create a pie chart to
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display the percentage of tweets that reference various hashtags or keywords when

examining tweets connected to a particular event or topic.

 It is possible to see how the frequency of tweets connected to a specific topic or hashtag

changes over time in a line graph by connecting the data points with a line.

4.4) Hashtag Analysis

Both businesses and Law Enforcement Agencies (LEAs) can benefit greatly from hashtag

analysis on Twitter. The usage of hashtags has grown in popularity as a tool for users to group

and categorize their tweets about a specific subject, making it simpler for other users to discover

and join the conversation.

Hashtag research can provide a plethora of information about a company's performance and how

its clients view it. This study might offer insightful information about how well a company

performs on social media. Businesses can track brand awareness, customer reaction, influencer

identification, competitor analysis, and social media activity by tracking relevant hashtags. For

instance, a chain of restaurants may track hashtags relating to food and dining to learn which

dishes or dining experiences are most popular among customers. They can then apply this data to

their menu selections or marketing initiatives.

Law enforcement organizations can track hashtags associated with illegal activities like drug

trafficking or cybercrime to obtain information and find potential perpetrators. To monitor the

situation and take appropriate action, they can also follow hashtags relating to public safety issues,

such as protests or crises. For instance, to learn about the location and scope of a protest, keep an

eye out for any threats or acts of violence, and prepare an appropriate reaction, a police

department would follow hashtags associated with that event.

The graphs that we generated to display it on our dashboard under hashtag analysis are as follows:
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Fig 7: Graph of Heatmap of Retweets, Likes, and Replies

Fig 8: Influential Mentions Fig 9: Generation of a Work cloud

Fig 10: Sentiment Per User
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Fig 11: Coordinates on Map

Fig 12: Pie Chart of Languages Fig 13: Percentage of Different Sources

Fig 14: Text Tweets, Tweets with Links, Replies
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Fig 15: Heatmap of Tweets Per Hour

Fig 16: Twitter Engagement Over Time Fig 17: User Engagement Metrics

Fig 18: Number of Tweets by User
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4.5) Sentimental Analysis

Businesses and LEA’s can benefit greatly from the information that sentiment analysis on Twitter

can offer, which will help them make better decisions, run more efficiently, and maintain public

safety.

Sentiment analysis is useful for businesses because it allows them to track and comprehend

customer feedback, market trends, and brand perception. They can monitor the tone of tweets

mentioning their name and goods to see any potential problems as well as positive and negative

feedback. This might make it easier for businesses to respond to unfavorable reviews and enhance

their goods and services. They can learn about the strengths and weaknesses of their rivals by

keeping an eye on the sentiment of tweets mentioning them, which could benefit them in creating

competitive strategies.

LEA’s can track public sentiment, identify potential risks, and acquire intelligence by using

sentiment analysis. They can learn more about public opinion and potential responses by

examining the sentiment of tweets around a specific event or subject. This could assist them in

preparing for and handling any demonstrations, riots, or other forms of instability in society.

Also, LEAs can obtain information on unlawful organizations and operations by examining social

media posts relating to criminal behavior. This information can help them create and carry out

efficient law enforcement tactics.
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4.6) Competitive Analysis

Monitoring competitors’ social media activity to acquire insights into their strategies, strengths,

and shortcomings is part of competitive analysis. Competitive analysis on Twitter can assist

businesses in identifying competitors, analyzing competitors’ social media activity, tracking

opponents’ brand image, and identifying opportunities. Businesses can identify competitors and

analyze their social media strategy by monitoring Twitter activity relating to their sector or line of

products. This includes the type of material they share, the frequency of their tweets, and their

engagement rates. From the viewpoint of law enforcement, a competitive analysis can be used to

track organized crime networks and operations. Monitoring social media activity related to illegal

organizations or groups, as well as tracking the social media activity of individuals who may be

involved in unlawful conduct, can fall under this classification.

We conducted a competitive study of tweets on Twitter and got the graphs below: -
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4.7) Trackback Operation

In our dashboard or GUI, we have incorporated different open source (OSINT) tools like

Talkwalker, Hoaxy, Twitonomy that may be used to capture and analyze data from Twitter,

offering essential insights for performing a trackback operation. The operation requires the use of

data scraping tools to collect tweets containing specified keywords, hashtags or mentions that you

want to track. These can be on a particular topic, event, or brand.

4.8) Graphical User Interface (GUI) Building

All of the data scraping, above-mentioned analysis findings, and open source (OSINT) tools have

been integrated into a GUI that we have developed.

Fig 19: Dashboard



32| P a g e

Results

Fig 20: Displaying of Competitive Analysis

Fig 21: Displaying of Number of Tweets by User
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Fig 22: Displaying of Sentiment Analysis for Users

Fig 23: Proliferator Detection
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Fig 24: Suspected Proliferator



35| P a g e

Chapter 5: Conclusion

We have built an Open-source intelligence (OSINT) tool (web application) to gather and analyze

data from publicly available sources (Twitter) to meet specific intelligence requirements.

Our project offers an indigenous solution, which means it has been developed locally, in the same

nation as the end customers, without the involvement of outside parties. The approach we're

taking is unique in that it addresses all of your requirements on a single platform, including data

collection, data analysis, integration of open-source (OSINT) tools, making decisions based on

data analysis, hashtag analysis, profile analysis, and sentimental analysis.

The tool we've proposed offers more focused analysis, exact insights, and customization options

than other tools of a similar kind, giving it a competitive advantage over them. Overall, it will be

a financially wise choice.

Businesses and Law Enforcement Agencies (LEAs) can use AI-based social media harvesting as a

valuable tool for mining insightful information from Twitter data. Businesses can use Twitter data

to better understand customer behavior, market trends, and brand sentiment with the assistance of

AI algorithms and data analysis tools, which can then be used to inform marketing and business

initiatives.

LEAs can use Twitter data to track criminal behavior, keep tabs on public opinion, and spot

possible risks to public safety. To spot patterns, trends, and potential dangers, LEAs can examine

massive amounts of Twitter data with the aid of machine learning algorithms and natural

language processing technologies.
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Chapter 6: Future Work

Future milestones that need to be achieved to commercialize this project are the following.

 By keeping up with new trends, incorporating new data sources, improving data accuracy

and relevance, enhancing user experience, offering more customization options, and

ensuring compliance with data privacy laws, we can adapt our current solution to meet

market demands and trends. The solution can maintain its competitiveness and

accommodate the changing needs of enterprises and LEA’s by giving priority to these

areas.

 We want to be getting adopted by the LEA’s. To do this, we must first learn about the

demands set by LEA’s and the difficulties they have in monitoring social media. This

could require completing market research, speaking with LEAs directly, and staying

current with new developments in the industry.

 Upgrading our project to include other social media platforms as well. This will enable us

to better assist our clients and keep on top of new trends in social media analysis.

 We will be working on similar projects for other businesses by creating an approach that

focuses on generating a solid reputation and forming connections with a varied variety of

clients across all industries.

 We will need to create a deployment strategy that makes sure our system is dependable,

scalable, and user-friendly before we launch our product to businesses and LEAs. By

offering an efficient service that satisfies the needs of our customers, we will be able to

reach our future milestones.
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