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ABSTRACT

The emergence of Internet of Things (IoTs) is introducing smart objects as the fundamental
building blocks in order to develop a cyber-physical smart universal environment. The 10Ts
have innumerable daily life applications including healthcare industry: that has been
improved to a much greater extent due to the provision of ubiquitous health monitoring
along with the emergency response services and electronic medical billing. But due to the
limited resources possessed by loTs like storage and processing power, these intelligent
objects are unable to efficiently provide the e-Health facilities as they are not able to process
and store the enormous amount of collected data. To overcome these limitations, 10Ts are
merged with Cloud Computing technology. These two biggest hits in IT industry are
transforming the healthcare world to a great level. Although the frameworks based on the
integration of 10Ts and Cloud Computing are contributing towards better patient care yet, on

the contrary, they are challenging the privacy and reliability of the patients’ information.

In this research work a framework, for e-Healthcare environment has been proposed in
which 10Ts are merged with Cloud Computing technology. This framework is operationally
efficient as it deploys middleware layer on cloud. Furthermore, this framework has been
made secure against Malicious Insiders attack inside Cloud by implementing the proposed
Context Based Access Control System (CBACS).

The suggested CBACS protects the patients’ information stored in cloud storage. This
system counters the major threat of Malicious Insiders posed to the confidentiality and
integrity of healthcare information by managing the access of insiders to the stored data

inside cloud.
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Chapter 1

INTRODUCTION

1.1 Introduction

With the advancement in technology, everything is being shifted to the digital world. In
today’s environment of automation, daily life has become greatly dependent on the
electronic devices that are there; to assist the individuals with performing their routine tasks,
to help them in getting connected to the global world, to store their data and to transfer it
from one end to the other. Thus nowadays it has become nearly impossible to live a good
life without these amenities.

1.1.1 Internet of Things (10Ts)

In this era every entity aims to get connected by one means or another. Internet has played a
vital role to do this job. Today even the devices are able to communicate to each other
through internet. These devices are known as “Internet of Things (IoTs)”. 10Ts are designed
to gather the data of their surroundings and then to transfer this collected data to the other
concerned end by means of internet. Therefore they are playing an important part as
sensors, cameras, RFID devices, etc. in different fields such as agriculture, traffic handling,
healthcare, smart grids, smart homes and others as well.

loTs are serving as the backbone for e-Healthcare industry as they are used to manage the
patients both inside hospital and remotely. Because of the emergence of 10Ts it has become
possible to provide 24-hours care to patients in a better and convenient manner. In order to
achieve this, 10Ts transfer information on real time basis. Thus these devices have to handle
large amount of generated data. But due to the limited resources of loTs like computing
power, storage and energy, they are unable to provide their services efficiently for healthcare
organizations. So it is required to merge loTs with another technology that could overcome

the above mentioned limitations of 10Ts to implement its concept for e-Healthcare.
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1.1.2 Cloud Computing

Cloud Computing is another emerging technology that is being used by many individuals
and organizations for the management of their assets and businesses. It is a shared pool of
resources such as servers, storage, network and applications. Cloud Computing eliminates
the need for deploying physical resources for the provision of aforementioned services.
These resources are provided to the clients on pay-as-you-go basis. Based on the advantages
of Cloud Computing, it can be successfully integrated with 10Ts to present an efficient
framework for e-Healthcare industry.

1.1.3 Security Issues in 10Ts and Cloud Computing

Although 10Ts and Cloud Computing are transforming the world to a great extent yet they
have a number of open issues that need to be rectified before deploying the integrated
framework of loTs and Cloud Computing in a sensitive environment like e-Healthcare.
Among these open issues, ensuring the confidentiality and integrity of patients’ data is most

challenging.

Besides other attacks that could threaten the confidentiality and integrity of healthcare
information, the attack of Malicious Insiders is the most challenging one in terms of
detection and prevention. It is the threat that has been rarely focused in field of 10T based
Cloud e-Healthcare atmosphere. So the main aim of this research is to identify and control
this threat in 10T based on Cloud e-Healthcare. In order to accomplish the aforementioned
aim, an access control system is suggested in this research. This system limits the Malicious
Insiders’ threat inside Cloud by managing and controlling the access of Insiders to Cloud

data storage.

1.2 Research Significance

This research focuses on the threat of Malicious Insiders and provides an open research area
for future researchers. Along with it a solution to control this attack in an effective manner is

also be presented.



1.2.1 Relevance to National Needs

This research is very useful in nature and it proposes secure framework that can be deployed
in healthcare organizations in Pakistan, based on IoT and Cloud e-Health services. The
proposed framework not only assists the healthcare organizations in managing the threats
posed by Malicious Insiders but it will also provide a guideline to Military Organizations to
tackle the risk of Malicious Insiders that could otherwise adversely affect an organization’s

mission.

1.3 Motivation and Problem Statement

Besides other security issues present in 10T and Cloud based frameworks that have been
commonly addressed, the threat of Malicious Insiders within the cloud is the rarely focused.
Malicious Insiders pose a major threat to any organization including e-Healthcare.
According to 2016 cyber security intelligence index [14], 60% of all the attacks are caused
by the insiders. Among this 60%, the part constituted by the malicious insiders is 44.5%
which is indeed a great contribution. Malicious Insiders can adversely affect an
organization’s mission and reputation, and thus can cause a great harm to any business. If
the malicious insiders are residing inside e-Healthcare environment then they can become

the threat to the organization in the following ways:

e If a malicious insider lies inside the cloud environment, then he can easily access the
patients’ real-time information coming from the 10T objects and can therefore tamper
this data or make it public in order to destroy the market image of a Cloud Service
Provider (CSP) or the healthcare organization that is acquiring the cloud services.

e Similarly if a malicious insider is a current or former employee of the healthcare
organization then he/she can modify the patient’s data leading to wrong treatment of
the patient thus putting a life at stake. Similarly he/she can release the health

information of a patient to unauthorized entities thus violating the law of privacy.

1.3.1 Research Aims

The aims of this research include



e Proposing an efficient Framework for loT based Cloud e-Healthcare

environment.

e To identify the security issues and critically analyze the already existing

techniques to handle the threat of Malicious Insiders in 10T based Cloud

environment.

e To propose a framework to handle the threat of Malicious Insiders challenging

the Integrity and Confidentiality of patients’ health information stored in the

cloud.

1.4 Contributions and Outcomes

During this research work, the contributions that have been made are shown in Table 1.1.

Table 1.1 Research Contributions and Outcomes

Contribution

Outcome

Contribution 1

An efficient framework introducing the
concept of deploying middleware in cloud
for loT based Cloud e-Healthcare

environment has been proposed.

Contribution 2

This research has critically analysed the
threat of Malicious Insiders in 10T based
Cloud e-Healthcare atmosphere which was
not previously attended as a major issue by

the researchers.

Contribution 3

Proposed and implemented a flexible and a
scalable framework to control the threat of
Malicious Insiders inside e-Health cloud.

Contribution 4

During this research work a Journal Paper
about systematic literature review of
Malicious Insiders threat in loT based on
Multi-Cloud e-Healthcare Environment is

written.




1.5  Thesis Organization

This thesis comprises of five chapters and is organized as shown in Table 1.2.

Table 1.2 Thesis Organization

Chapter 1

It introduces the problem, motivation for

research and its contribution

Chapter 2

This chapter is about the Literature Review
conducted during this research. This chapter
focuses on already suggested solutions to
handle the threat of Malicious Insiders
targeting the confidentiality and integrity of
data, and the weaknesses and strengths of

each proposed solution.

Chapter 3

It discusses the proposed frameworks for 10T

based on Cloud e-Healthcare framework.

Chapter 4

It presents the implementation details and
results of the framework that has been
proposed to handle the threat of Malicious

Insiders.

Chapter 5

This chapter gives the Future Directions

after concluding the research.




Chapter 2

HANDLING MALICIOUS INSIDERS IN AN 10T BASED ON
CLOUD E-HEALTHCARE ENVIRONMENT: A REVIEW

2.1 Introduction

This chapter is about the extensive literature review that has been conducted during the
period of this research work. It highlights the applications of 10Ts in healthcare industry and
the merging of 10Ts with Cloud Computing technology for provision of e-Health facilities in
an efficient manner. It also gives an overview of the threats to which 10T based Cloud e-
Healthcare framework is vulnerable. Moreover, already present solutions to handle the most
occurring and rarely addressed issue: Malicious Insiders in 10T based Cloud e-Healthcare

framework, is also discussed in detail.

2.2 10Ts in e-Healthcare

In this era of growing technology every entity aims to be connected and this goal is achieved
by making the use of 10Ts. The idea of 10Ts was first given by Kevin Ashton in 1999 [1],
where he described that in future, computing will rely more on data gathered by electronic
objects rather than the data collected by humans. And so now the time has come when the
devices are able to be identified, and are capable to capture and understand the information
of their surroundings. These devices are competent enough to exchange the captured data
over internet more efficiently, accurately and at a lower cost thus reducing the data loss and
increasing the operational efficiency. Therefore, these devices have their applications in
daily life including traffic monitoring, agricultural monitoring, healthcare, smart homes,

smart grids and many more.

Due to the above-mentioned advantages, I0Ts is currently playing a vital role in
transforming the healthcare industry [5, 37]. Because of the deployment of 1oTs in
healthcare environment, patients are treated much better than ever before and at lower costs.

Patient monitoring is now done on real time basis, as these devices are capable of



communicating the information continuously. Some of the practices of 10Ts in healthcare

industry are mentioned below:
loTs can be used:

e To manage pharmacy, equipment and documents.

e To track patients and hospital staff through wrist bands and badges.
e To perform vital signs monitoring of patients inside hospital.

e To achieve 24-hour care of remote patients.

e To accomplish intensive care in mass casualty disasters.

e For controlling contagious infections, etc.

In spite of all these uses of I0Ts in healthcare industry there is difficulty in managing the
enormous amount of data generated by these objects as loTs has limited resources;
computing power, storage and energy [2, 3, 32]. So the need of the hour is to combine 10Ts
with some other technology [4] that would overcome the above mentioned limitations in
order to provide an efficient framework for healthcare establishments.

2.3 Integrating 1oTs with Cloud Computing Technology for e-Healthcare

Cloud computing is another big hit in IT industry that delivers shared pool of resources on
demand including; servers, storage and applications, to different organizations. Cloud
Computing integrates grid, parallel and distributed computing [4] and thus is able to provide
high computation power as well as real time processing [34]. Moreover, Cloud Computing
provides sufficient storage as it eliminates the need of deploying physical resources and thus

one can acquire as much space as required.

Because of the aforementioned benefits of Cloud Computing, it can be successfully merged
with 10Ts to present a system that could be deployed for e-Healthcare services [31, 35] such
as handling huge amount of data gathered by IoTs for continuous patient health monitoring,

analysis of patients’ records etc., economically on the basis of pay-as-you-go plan [2, 33,
36].



A general framework based on the integration of 10Ts and Cloud Computing [4] for e-
Healthcare organizations is shown in Figure 2.1. This framework is multi-layered and is

described below.

. In-body sensor

. On-body sensor Medical Billing

Electronic Health Records
........ Malicious Insiders Attack

—) Normal Data Flow : \:ti

o)

TIER-1 TIER-2 TIER-3 TIER-4

Figure 2.1 10T based on Cloud Framework for e-Healthcare

Tier 1 represents two phases, one is information gathering phase and the other is
communication subnet phase. In Phase 1, the data of the patient is collected by
means of 10Ts; e.g., sensors and cameras. In Phase 2, short distance communication
technology including; Bluetooth, UWB, ZigBee, WiFi etc., will be used to form a

peripheral network in order to transfer patient’s health information to tier 2.

Tier 2 depicts two networks; Access Network and Core Network. The patients’ information
from tier 1 transfers to the Access Network which can be either wired or wireless
medium to transmit information. Then from Access Network the data travels to the

Core Network that can use anyone of the transmission technologies; Packet-based



Tier 3

Tier 4

2.4

transport network, Optical Transport Network, Synchronous Digital Hierarchy, 2G,

3G, LTE and Next Generation Network, to further transmit the health information.

consists of the most important part of the framework; Cloud Computing. All the
patients’ information from tier 2 reaches to the cloud where it is stored and further
processed by CSP. This layer is capable of storing and processing huge amount of

data collected in tier 1.

depicts that the data is transferred and is now accessible to the staff of the e-
Healthcare organizations. At this stage the doctors can see the patients’ health
information and can provide health services and their recommendations accordingly

to treat them in a suitable manner.

Security Requirements for 10T based on Cloud e-Healthcare Framework

It can be observed that the above-mentioned framework efficiently fulfils the requirements

of organizing the huge amount of data generated by 10T devices. But still it cannot be used

as it is for e-Healthcare industry by overlooking the most important aspect; security. The

essential security requirements for e-Healthcare industry are as follow:

1.

Data Confidentiality: The patients’ data privacy should be maintained in order to
keep a bond of trust between patient and a doctor, and also to conform to Health
Insurance Portability and Accountability (HIPAA) privacy law; that orders to protect

health information.

Data Integrity: The information related to patients’ and staff working for healthcare
organization should not be modified/deleted in any case in order to preserve integrity
and thus to ensure better patient care along with proper working of healthcare

institute.

Data Availability: The data collected by 10T devices should always be available to
the concerned people in order to achieve the aim for establishing an loT and Cloud

based e-Healthcare framework that is 24/7 provision of healthcare facilities.



In order to satisfy the above security needs several solutions have been recommended. But
majority of these solutions are there to ensure availability of information by combatting the
attacks like DDoS that make the resources unavailable even for legitimate users. And few
schemes are there to maintain confidentiality and integrity of data in 10T based on Cloud e-

Healthcare Framework.

2.5 Research Questions

In order to avoid scope creep in this research and to remain stick to the topic, the rest of the
literature review has been done to answer the research questions that have been formed

during the review of related material detailed above.

The objective of this research was to recognize the most significant threats, risks,
vulnerabilities and issues faced by loT based Cloud e-Healthcare environment along with
the present solutions to address these challenges. Following two research questions were

formed.

2.5.1 Research Question RQ1
Which security attack is mainly addressed in literature review among the top security threats
to confidentiality and integrity of patients’ data in IoT based Cloud e-Healthcare

environment?

2.5.2 Research Question RQ2
Critically analyse the existing solutions available for handling the malicious insiders’ attack

inside Cloud and e-Healthcare environment.

To cater the research questions, loT and Cloud based general framework was conceptually
analyzed for different types of attacks that could challenge the secrecy and validity of the
medical records and other e-Health archives. Furthermore the solutions already present to
combat the most challenging attack were also studied in detail to answer the research

questions.

10



2.6 Possible Security Attacks pertaining to Confidentiality and Integrity in 10T
based on Cloud e-Healthcare Framework

In order to answer RQ1, the selected material was thoroughly and conceptually reviewed.
Based on these studies, the top security threats to the authenticity and covertness of patients’
information and other healthcare organization records were identified. A security attack on
confidentiality basically reveals health information of a patient under treatment to
unauthorized individuals and thus causes a problem in not only maintaining the HIPAA
privacy rule to help protect health information but also risking the issue of moral respect
along with the bond of trust between a patient and a doctor. Similarly an attack on the
integrity leads to the modification/deletion of patients’ health information that may result in
a number of serious issues related to HIPAA violations and compromised health care.
Possible attacks on patients’ records pertaining to confidentiality and integrity, in a general
loT and Cloud based framework are described below. Table 2.1 shows the frequencies of

occurrence of these attacks in existing literature.

Table 2.1 Frequencies of occurrence of attacks on confidentiality and integrity of

information in current literature

Attack Side-channel Man-in-the- Malicious Session
Reference attack middle attack | Insiders attack | Hijacking

attack
[6] X X

[7] X

X[ X[ X

[8]

[9] X

[12] X

[13]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

X XX X X | X | X | X | X

[22]

[23] X

[24] X

[25] X X

11




[26] X X

[27]

[28]

X[ X[ X

[29]

Most likely occurring attacks compromising the confidentiality and integrity of patients’

data are defined below.

1. Side-channel attack: A perpetrator could attack the confidentiality of data present in
the cloud by placing an attacking Virtual Machine (VM) close to the targeted VM in
order to perform a side-channel attack. The attacker can then gain an unauthorized
access to the patients’ encrypted information by obtaining the cryptographic keys

through that malicious VM, hence attacking the patients’ privacy [6-8, 12, 25, 26].

2. Man-in-the-middle attack: This attack occurs when an attacker sits in a
communication track linking two users. He can either place himself in a path
connecting patient and cloud or between cloud and e-Healthcare organization. In
both cases, he accesses patient’s information by intercepting it or even alters this
data to put its both valuable traits; confidentiality and integrity, in danger [6, 7, 25,
26].

3. Malicious Insiders attack: The term malicious insider [17] refers to an individual
who has an authorized access to an organization’s systems, annals, information and
network, and who intentionally misuses his authority to negatively affect the
confidentiality and integrity of health records or any other information pertaining to
healthcare institute. This insider may be a present or an earlier employee of
healthcare organization, a business partner or a contractor who contributes in
providing healthcare services and an end user who avails these facilities. [6, 13, 15,
16, 18-22, 27- 29].

4. Session hijacking attack: This attack occurs through the exploitation of a valid
session by attaining a session key, that leads to an illegal access to patient’s data and
hence to the disclosure of his information along with targeting its reliability [9, 23,
24].
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Among the security attacks that could threaten the CIA (Confidentiality, Integrity and
Availability) triad [11], the most important and frequently occurring risk to healthcare

organizations is the Malicious Insiders threat as seen in Table 2.1.

If there are any malicious insiders in the e-Healthcare environment then they can modify the
patients’ data which will lead to wrong treatment of a patient and thus risking a life, or
making it public and hence challenging the privacy of the patient. Moreover, amending or
leaking of any other information of e-healthcare establishment by an insider can adversely
affect the operation of healthcare institute and can cause a great financial loss to that
healthcare business along with legal consequences.

The dotted circles in Fig. 2.1, shows the places where the threat of Malicious Insiders is
most likely to take place. In an IoT and Cloud based healthcare organization, the data
pertaining to patients, health staff, medical equipment and pharmacy is stored in the Cloud.
Therefore, the main objective of this research becomes to secure Cloud storage from the
threat posed by Malicious Insiders. So in the next section the existing solutions to combat
this attack inside Cloud will be mainly focussed.

2.7 Existing schemes to handle the threat of Malicious Insiders

To answer RQ2, a thorough review was conducted on the selected papers. The detailed
analysis identified the publications that contained some techniques to handle the Malicious
Insiders attack. In Fig. 2.1 the dotted circles showed that where this attack could mostly
occur, so the studies related to combatting this attack at those areas mainly served the
purpose in answering this question: RQ2. Following are the present solutions associated

with managing the malicious insiders’ threat specifically in [oT based Cloud environment.
The malicious insiders’ threat in the cloud

Mahajan et al. [15] has proposed a solution to ensure the integrity of the users’ data kept in
cloud, by getting a notification as a pop-up window whenever the file contents are being
changed along with the pop-up window showing the list of changes made. A way out to
protect the confidentiality of the data kept in cloud by using One Time Password (OTP), was

also proposed. Whenever a rogue administrator acting as a malicious insider tries to access
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some user’s data, the user will be sent OTP at his registered e-mail address that would

prevent illegal access to the end users’ information.
A Framework to avoid vulnerability incidents in cloud computing

To provide protection against data breach, Kavyashree et al. [16] has proposed an authentic
re-encryption scheme that uses attribute based encryption to control the access of users
based on their attributes to information. This approach works well when users can fully trust
the CSP. Moreover a disorientation scheme has been suggested that provides security
against malicious insiders by detecting their suspicious access to data and in order to thwart

their nefarious activities, bogus data is provided to them instead of the real one.
Detection of insider attacks in cloud based e-Healthcare environments

In this paper [19] the proposed model makes use of spatial domain watermarking technique
along with the auditing methods to ensure the integrity of the medical records. These
procedures are able to detect the amendments made in the patients’ health documents along
with the identification of the person who is responsible for modifying this data. This model

has basically introduced a new feature of accountability in already proposed frameworks.
Mitigation of insider attacks through multi-cloud

With the use of multi-cloud [20]: one cloud for storing the encrypted users’ data and the
other for keeping the cryptographic keys, if a malicious insider gets access to the encrypted
data, then he would be unable to attain the keys and vice versa. In this way the data of the
organization remains protected against malicious insiders. This is one of the best ways to

secure data stored in the cloud.
Context-Aware Access Control Model for Cloud Computing

In this research [38], a system has been proposed that focuses on handling managers who
can perform malicious activity to steal the confidential information of an organization. This
system mitigates the threat of malicious insiders inside cloud by using context (time,
location and platform trust level) along with the principle of duty segregation and the

method of least privilege.
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Table 2.2

Review and analysis of existing solutions

Research

Reviews

Analysis

The Malicious Insiders threat
in the Cloud [15]

The objectives of this paper
include: learning about the
insider threat in the cloud,
detecting the existence of
malicious insiders in the
cloud and then preventing
those malicious insiders to
do any immoral activity in

the cloud.

The author has proposed an

efficient scheme to ensure

the  reliability of the
information through sending
notifications to the
concerned individuals
whenever the data is
modified. But for

confidentiality the technique
of OTP has been put forward
that is itself susceptible to a
number of attacks including

man-in-the-middle attack.

A Framework to Avoid

Vulnerability Incidents in

Cloud Computing [16]

This paper has highlighted a
number of  vulnerability

incidents in cloud computing

to assist the users in
identifying the risks
associated with those
incidents. Subsequently, a

framework has also been
proposed in this paper that is
basically focusing to provide
security against data breach
and malicious insiders within
cloud computing

environment.

In authentic re-encryption
scheme, a secret key has
been shared between the data
owner and the CSP, which
allows the cloud servers to
automatically re-encrypt the
data according to their own
internal clocks. If this key
will be compromised then
the attacker can gain access

to the data.

The disorientation scheme
will work fine only if the
insiders

malicious are
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detected otherwise malicious
insider can compromise the
confidentiality or integrity of
the data.

Detection of Insider Attacks
in Cloud-based e-Healthcare

Environments [19]

In this paper a framework

has been proposed that
basically  addresses  the
secure  transmission  of

medical records between the
healthcare organizations
based on cloud. Moreover, it
focuses to ensure the
integrity of medical records
by proposing a model that
detect

would any

modification made in the
data and the individual who
that

is responsible for

alteration

Spatial domain
watermarking has been used
in the proposed model to
detect any modification done
in the data. But the weakness
is that it can be changed by
noise,  compression  and
interpolation. So it may lead
to false detection of

modification even if it’s not

done. Moreover, the
proposed  solution  only
identifies alteration or

malicious insider inside the
healthcare organizations and
does not cater the malicious
insiders residing inside the

cloud.

Mitigation of Insider Attacks
Through Multi-Cloud [20]

In this paper a technique has
been proposed to counter
against insider attacks by the
use of Multi-Cloud. The data
of organization is first
encrypted and then kept in a
trusted cloud while the keys

that are used to encrypt that

Even though the data gets
secured through the proposed
framework but key
management issues are still
there. Also some attacks like
attacks

side channel are

possible.
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data, are kept in another

cloud.
Context-Aware Access | This research work has | A context based system has
Control Model for Cloud | proposed a context (spatial | been proposed to control the

Computing [38]

state, temporal state and
platform trust level) based
model for controlling the

threat of Malicious Insiders

threat of Malicious Insiders
posed by managerial role
only inside the cloud. No

other insider roles have been

inside Cloud. taken into account while

designing this scheme.

Table 2.2 consists of reviews and analysis of the existing solutions to manage the threat of
malicious insiders in e-Healthcare environment based on the integration of loT and Cloud
Computing. It can be deducted from the studied literature that the existing solutions have
some strengths as well as weaknesses. So the need of the hour is to propose some technique
that could overcome the flaws of the existing schemes in order to fight against this

Malicious Insiders threat.

2.8 Conclusion

This chapter shows that how better patient care can be achieved by making usage of
integration of two emerging technologies; loTs and Cloud Computing. Besides the
commonly arising security issues related to maintaining confidentiality and integrity of e-
Health data are also brought to light. Moreover this chapter discussed the need of proposing
a solution for controlling the most challenging threat; Malicious Insiders in an loT based on
Cloud e-Healthcare Framework as the existing solutions focus more on handling this threat

either inside Cloud or inside e-Healthcare.
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Chapter 3

PROPOSED FRAMEWORKS FOR loT BASED ON CLOUD E-
HEALTHCARE ENVIRONMEMT

3.1 Introduction

This is the most important chapter of this research work as it describes the two frameworks
that have been suggested in this research. Firstly the overall framework proposed for 10T
based on Cloud e-Healthcare environment will be represented. And secondly framework
designed to handle the threat of Malicious Insiders inside Cloud in an l1oT and Cloud based

e-Healthcare atmosphere will be detailed.

3.2 10T based on Cloud e-Healthcare Framework

Among the present frameworks, a framework proposed by Rui and Danpeng [4] will be
considered for this research. The main reason to select this framework is the increased
operational efficiency of 10Ts based on the implementation of Cloud on middleware layer of
the proposed framework. The chosen framework has been deployed for different
applications; traffic monitoring, agriculture monitoring etc. But deployment of this
framework in e-Healthcare environment is still an open area of research. So, in this research

work the selected framework has been deployed for e-Healthcare.

Figure 3.1 depicts the proposed framework for 10T based on Cloud e-Healthcare

environment.
This framework consists of the following layers.

1. e-Health Aware Layer: This layer is further divided into two other layers: data
gathering layer and data communication layer. Data gathering layer collects data
from 10T devices; RFID tags (medicines, surgical equipment, documents), RFID

badges (medical staff) and wrist bands (patients), WSN (vital signs monitoring of
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patients inside hospital), and WSN and Cameras (remote patients monitoring). The
Data gathering layer comprises of short distance technology used for communication
purpose such as ZigBee, Wi-Fi, UWB and Bluetooth to communicate the e-Health
data gathered by 10T devices to the next layer.
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| \\\ /z’ e ) \\\
7’ o) N
| | ( ), % 4 K} .\
| / _ \ o \
- —
A ") i = a9\
A T i ;" \
I 9 i 0 : o ] 4 ué !
FED | Conpg (el
l 9 é J p— Ragy I Pharmacist |
N > :
| P w6 /
. | ) sl (7 /
-4 * - ’
P - % | 5 ,/
DAML('::::rmN(. Data CnLrlr‘«,n[J:mnm Q S \“:JI"I Biling rm; /’/
— N - N -
E-HEALTH AWARE LAYER E-HEALTH ACCESS LAYER E-HEALTH CLOUD MIDDLEWARE LAYER E-HEALTH APP LAYER

Figure 3.1 Proposed 10T based on Cloud e-Healthcare Framework

2. e-Health Access Layer: depicts two networks; Access Network and Core Network.
The e-Health data from E-Health Aware Layer transfers to the Access Network
which can be either wired or wireless medium. Then from Access Network the data
travels to the Core Network that can use anyone of the transmission technologies;
Packet-based transport network (PTN), Optical Transport Network (OTN),
Synchronous Digital Hierarchy, 2G, 3G, LTE and Next Generation Network, to
further transmit the e-health information.

3. e-Health Cloud Middleware Layer: consists of the most important part of the
framework; Cloud Computing based Middleware Layer. All the patients’
information from layer 2 reaches to this layer where it is stored and further processed
by the Cloud Service Provider. This middleware layer based on cloud is capable of

storing and processing huge amount of data collected from layer 1. The middleware
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layer consists of cloud’s hardware, software, management and application
architecture.

4. e-Health Application Layer: This layer includes the e-Health applications such as;
Searching patients’ health information, Knowing current location of medical staff,
Medical billing information, Checking of short medicines, etc. that have been

developed to provide the collected data to the concerned end users.

3.2.1 Significance of the Proposed 10T based on Cloud e-Healthcare Framework

The suggested framework will competently provide e-Healthcare amenities to the end users
including patients and healthcare staff. It promises better patient care as it communicates
real time data collected by 10T devices. It also overcomes the limitations of 10T devices such
as storage by integrating 1oTs with Cloud Computing technology. Moreover implementing

middleware layer services on Cloud increases the operational efficiency of this framework.

3.2.2 Malicious Insiders attack on the Proposed Framework

In Figure 3.1, the dotted circles show that where the malicious insiders attack is possible. It
can be seen that this attack can take place anywhere in the proposed framework. But this
threat is most likely to occur inside cloud where data gathered by IoT devices is stored. Thus
it becomes extremely important to handle this threat inside cloud where a malicious insider
can compromise the confidentiality and integrity of the stored data. Therefore in the next
section a framework will be proposed to control the threat of Malicious Insiders inside 10T

based Cloud e-Healthcare atmosphere.

3.3  Context Based Access Control System (CBACYS)

CBACS is the framework that has been proposed to control the threat of Malicious Insiders
inside Cloud in aforementioned e-Healthcare framework in order to preserve Confidentiality
and Integrity of patients’ information and other e-Health data received via I0oT devices:
RFID tags, RFID wrist bands, RFID badges, and Wireless Sensors for monitoring remote

patients as well as patients admitted in hospital.

CBACS is XACML based flexible access control system that has been designed to limit the

access of insiders in order to minimize the probability of any malicious activity suspected by
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these insiders. This system is using the integration of Role Based Access Control (RBAC)
and Context Aware Access Control (CAAC).

RBAC is used to provide security in the computer systems and networks by restricting the
access to the resources based on the roles played [43] by individuals in an organization. It
can implement both Mandatory Access Control (MAC) and Discretionary Access Control
(DAC). It has been adopted by most of the businesses to provide access control. Microsoft

Azure Cloud platform also provides RBAC for users.

CAAC provides access based on contextual information gathered. Context [39] is basically
defined as any information that is used to identify the current condition of an object or an
entity. This information can be about time, location, temperature, connectivity of network,

noise, etc.

The proposed system in this research is mainly dependent on the policies defined for each
role considering different conditions of the environment (time, location and information to
be accessed). Healthcare organizations can create, update or delete the policies according to
their requirements. The defined policies are about the data stored in the Cloud storage so to
protect Confidentiality and Integrity of this stored information.

In order to access the stored data in Cloud, the authenticated users should be authorized by
the CBACS to obtain the required information. Figure 3.2 shows the Cloud Data Storage
and CBACS along with the operations that the users’ access requests go through to gain
access to the stored data. Figure 3.3 gives the details of the operations performed by the
proposed access control system in a sequential manner. It shows the sequence of operations
carried out to authorize a user to access the desired data. From the access request made till
the permission granted or denied based on the defined policies in Policy Repository, are

shown in this figure.
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3.3.1 Cloud Data Storage
Cloud Data Storage consists of three important parts. The description of each part is given as

follows:

1. Device Abstraction Layer (DAL): The DAL [40] is the first part of Cloud Data
Storage and is responsible to collect all the real time data gathered by different 10T
devices shown in Figure 3.1. The Core Network interacts with this layer of Cloud to
deliver the collected data to data repository.

2. Object Type Filter: The data gathered by DAL is filtered on the basis of Object
Type [41] by Object Type Filter. Object Types used in this framework are listed

below.
Object Type A Remote Patients’ Information
Object Type B Pharmacy and health equipment information
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Object Type C Healthcare Staff Information

Object Type D On Site Patients’ health information
Object Type E Documents

After Filtration the data goes to the desired columns of data repository.

3. Data Repository: This is the last part of Cloud data storage where the data
according to their Object Types are stored. It consists of a database which has a front
end showing Object Types in columns and Object IDs in respective rows. Object ID
is unique for each data object stored in the database. A data object [41] is the
information related to one particular identity; patient, medical staff, equipment and
medicine. For example: patient ABC’s health, billing information, prescription given
to XYZ patient, surgical equipment, insulin, etc. To view, add, delete or modify any
information stored, the associated Object ID with an entity must be entered.

3.3.2 The Architecture of CBACS

The Context Based Access Control System is a complex but a flexible system. It is XACML
based framework that uses the below mentioned components of XACML standard in order
to protect Confidentiality and Integrity of e-Healthcare data gathered by loT devices from
being compromised by Malicious Insiders. Furthermore it will also provide Accountability
by detecting the authorized users responsible for performing any nefarious activity
pertaining to loss of Confidentiality and Integrity of any e-Health information. This system
permits the Cloud personnel to access data stored in the Cloud based on the context
information collected and not only on the roles of the individuals on the basis of defined
policies. So this system can also cater malicious insiders even if they have the highest

privileges among the roles defined.
The components of CBACS are described as follows:

1) Policy Repository: Policy Repository consists of pre-defined context aware policies
based on the object type. One object type can have a number of policies and it
depends upon the requirement of the e-Healthcare organization. Each policy is stored
with a unique policy ID and is called with the help of this ID based on the received
context information. It is managed by Policy Administrator. The Policy
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2)

3)

4)

5)

6)

Administrator cannot modify the Policy Repository without informing higher
authorities of e-Healthcare organization.

Context Repository: Context Repository stores the context information of every
request made. Context information is stored in the form of ID of the user who made
the request, Location of the user like IP address, Time at which the request has been
made, request made to access which object type and data object. The context
information along with the type of the Policy triggered can help in ensuring
accountability.

Policy Information Base: Policy Information Base keeps the record of policies
triggered. The record in Policy Information Base is maintained by showing the
invoked policy against the time at which it has been triggered. Along with the
Context Repository, it is required to ensure accountability and to make better access
policies.

Policy Decision Point (PDP): It is the main component of the Context Aware
Access Control System. It interacts with [42] Policy Enforcement Point to receive
the request made and to enforce the final decision. It tells Policy Execution Point to
collect the context information when a certain request has been made. It collects the
context information from Policy Information Point. Based on the request made and
context information received, it asks Policy Repository for the respective policies.
And then finally it takes the decision based on the defined policy and forwards it to
Policy Enforcement Point to execute it. If it has decided to take any additional action
like sending notification or email, it probes Policy Execution Point to do it.

Policy Enforcement Point (PEP): It intercepts the request made and forwards it to
PDP and finally enforces [42] the decision made by PDP. It is further associated with
obligation that defines whether read, write or execute permission is given.

Policy Execution Point (PXP): It collects the context information from the cloud
personnel who have made a demand to access some healthcare data stored in data
repository and forwards [42] it to Policy Information Point. Moreover, it is also
responsible to execute additional actions like sending notifications or emails to the

concerned physician.
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7) Policy Information Point (PIP): It collects context information of the cloud
personnel from PXP and forwards it to PDP and updates [42] this information in

Context Repository for future use.

These components are shown interacting with each other in Figure 3.2.

3.3.3 Policies

The policies are created and managed by the Policy Administrator. These policies are stored
in Policy Repository against the object type for which they are formed. Each policy has a
unique ID by which it is called. In case of policy deletion, this unique policy ID is also
deleted and cannot be given to any other policy generated. With the help of policy ID it can
be tracked that if any policy has been removed without informing the higher authorities in

order to limit the malicious activity at policy administrator’s level.

The policies are defined in XACML language. XACML is an XML-based language [44] for
the provision of access control. It is a standard of the OASIS Consortium. For defining

XACML policies, conditions are set by defining Resource, User, Action and Environment.

e Resource: It is the entity that is to be protected by the use of access control policies.

e User: Itis the user whose access is controlled by forming access control policies.

e Action: It is the permission given to user to access the resource. It can be read, write,
and update or delete permission.

e Environment: It is the defined time, location or any other factor that is considered to

control users’ access to the resources.

In CBACS; Resource means Data Repository, User is any healthcare staff, patient or third
party that has an authenticated access to healthcare data, Action consists of viewing,
modifying, adding or deleting of e-Health data, and Environment consists of time and

location (internal or external network).

3.3.4 Significance of CBACS
CBACS uses the integration of role based and context aware access control systems. It can

be adopted by an 10T based on Cloud e-Healthcare environment to control the malicious
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insiders in a more restricted manner in order to ensure the Confidentiality and Integrity of
healthcare information for complying with HIPAA privacy law, to maintain the image of

organization and to remain safe from any financial loss and legal consequences.

3.4 Conclusion

In this chapter two frameworks have been suggested. One is the overall 10T and Cloud based
e-Healthcare framework that shows that how the data from 10T devices will be transferred to
the Cloud to provide e-Health facilities efficiently. Moreover in this framework the need for
handling Malicious Insiders threat in an loT based on Cloud e-Healthcare atmosphere has
been highlighted by showing that where this attack could occur. The second framework that
has been proposed is CBACS. The purpose of this framework is to control the threat of

malicious insiders in the framework formerly suggested.
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Chapter 4

IMPLEMENTATION AND RESULTS

4.1 Introduction

This chapter gives a proof of concept regarding the proposed CBACS in chapter 3. First of
all, a way to implement CBACS is discussed. Secondly the results of the implemented
framework are presented along with the discussion about the attained results.

4.2 Implementation

For providing the proof of concept, CBACS has been implemented using WSO2 middleware
platform [45]. WSO2 offers open source products that give the ability to digital businesses
to move quickly and easily from one platform to another based on their needs. It provides a
complete integrated platform where different facilities are delivered to the businesses for
building, managing, securing, integrating and analysing their applications, web services and

APIs- in Cloud, on- sites, across loTs and on mobile devices.

Following products of WSO2 have been used to give an idea of implementing CBACS by
creating and securing a Cloud Web App.

e WSO?2 Developer Studio

e WSO2 Data Services Server
e WSO2 Application Server

e WSO?2 Identity Server

4.2.1 Creating E-HealthcareApp

Among the products provided by WSO2 platform, WSO2 Developer Studio is used to
design the web Apps. It delivers Eclipse based IDE. A dynamic web app has been created
using Eclipse IDE. Following are the steps followed to design front end and back end of web

application. This web application performs two functions: Register a patient that is to
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perform write function and Search patient details by patient ID that is to perform read

function.

1) First of all dynamic web project is created with a name “E-HealthcareApp”. Figure

4.1 shows the components of this project

v & E-HealthcareApp
‘&g Deployment Descriptor: E-Healthcarefpp
v 8 )ava Resources

[ =rc
=, Libraries
w = JavaScript Resources
[#% WebContent
=i, ECMAScript Built-In Library
(@ ECMA 3 Browser Support Library
= build
w [ WebContent
= META-INF
v [= WEB-INF
= lib
K| web.xml

Figure 4.1 Created Dynamic Web Project with name “E-HealthcareApp”
2) Front end pages are designed, the details of which are shown in Figure 4.2.

v (= WEB-INF
= lib
X| webml
1 addPatient gp
) getPatientDetaissp
1 landingPage sp
login.htm|
1| patientinfoPagesp

3=

Figure 4.2 Front end pages
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3) Back end is designed using MySQL workbench. A database has been created with a

name “patient.db”. The created database is shown in Figure 4.3.

@WE7FFAOBI @ | umtto 1000roms - | 35 | < @ (1) 3

1® SELECT * FROM patientdbs.patient;

{
Result Grid | J—J ¥ Filter Rows: I:I | Export: Ef |‘.'U'rap Cell Content: & I:I ‘
patientumber  patientlastMame  patientFirstiame  phone dty streetname  country
1 Ahmed Saira +32773636352  Islamabad  DHA Pakistan |
2 Shaukat Ali +32777112987  Lahore Gulbera Pakistan
3 Kamran Kanza 492771222922 Jehlum Road-3 Pakistan
4 Zahid Bilal 492772331922 Karachi 6th Street  Pakistan
5 Mustafa Shahid +92773113871 Rawaloindi  6th Road Pakistan
patient1 x (1]

Figure 4.3 MySQL backend Database

4) After creation of database, it is now the time to expose the database tables as web
services. For this purpose WSO?2 Data Services Server is used. Figure 4.4 shows that

the database has been exposed as a web service using WSO2 DSS.
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— Al Operations + Using Endpoint - SOAP12Endpoint
() Tryan altemate https Hide
registerPatient + . q
+ patientDetailsByNumber
Request Response
#HnoOa|9 B2 0 Je@d @ #HnoOal9 B2 M Jed e
<body> [cpatients xnins="nttp://ws.us02.org/dataservice/ samples, healtn"s
<p:patientDe ="htts S. 2.0rg/dataservice/samples/health” <patient>
—Exactly 1 <patient-last-nane»ahned</patient-Lest-nane
<xs:patientiur ittp://uis.ws02.org/dataservice/ samples fhealth™s 1/ <patient-first.namessairac/patient -First.names
«/p:patientDetailsByNumber> <phone>+3277363¢
</bady> <city>Islanaba
<t tAc/s
<country>Pakistan<,
</ptients
|</patients>|
4 3
Position: Ln4, Ch83 | Totat Ln 8, Ch 262 Yy Position: Ln 10, Ch 12 Totat Ln 10, Ch 330 y

Figure 4.4 a) Query Patient Details Web Service

30



+ Priority Operations E-Healthcarel T

— All Operations

+ Using Endpoint - SOAP12Endpoint

patientDetailsByNumber (& (3 Tiy an alternate https  Hide

D

Request Response

#Oa|9 o= g Jede

= (caxis2ns1:REQUEST_STATUS xmlns: axisans1="Http://us.ws02. org/dataservice">SUCCESSFUL o

<body>

<pireg samples/health”>
ce/samples/health™>6¢/X5:
ataservice/samples/health">Haseel

dstaservice/sanples/health">kain

vice/samples/health” !

org/dataservice/ sanples/health">Ranalpindic/xs: ¢

/4ws .wso2.org/dataservice /samples/heal th">Akari 14</

<xs:country xaln

</piregisterratient>
</body>

/s .ws02 .0rg/dataservice/sanples/health®pakistanc/xs:

Position Ln13,Cha | tota wmisentoss | | pos

Figure 4.4 b) Register Patient Details as Web Service
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file dEEEE B &
Navigator:«nnmeizissss s patient patient patient patient patient

scremns ° @WHIFFAQCBI @ | o 000w - | 45 | ¢ @ [ 3]
affitrobests | 1 [ELECT * FROM patientdbs.patient;
» | patientch
¥ 5 patientdbs
v B Tables
» E patient
B views
B9 Stored Procedures
B Functions
» | patients
> sakia < >
>y
> word Result Grid | 4% Fiter Rovs: | Export: £ | Wrep Col Contert: TE o
patientiumber  patientiastName  patientFirstiame  phone dty streename  country .
1 Ahmed Saira 492773636352 Islamabad  DHA Pakistan =
2 Shaukat Al 492777112987 Lahore Gulbera Pakistan
3 Kamran Kanza 49277122922 Jehm  Road-3 Pakictan
4 Zahid Bial 492772331922 Karachi  Gthstrest  Pakistan
5 Mustafa Shahid 492773113871  Ranaloind  6thRoad  Pakistan G
6 Haseeb Kainat 4923367687687 Rawaloindi  Akari 14 Pakistan

Figure 4.4 ¢) Resultant Database

5) Now the next step is to implement servlets is a web app to call data services exposed

in the earlier step. Figure 4.5 shows the servlets that have been implemented to call

data services. These servlets are QueryPatientDetailServlet.java and

RegisterPatientServlet.java.

.
v I; E-Hea\thcarehpp
‘2 Deployment Descriptor: E-HealthcareApp
v fﬁ Java Resources
v B e
v [ orgwsoZsample
[J] AuthenticationFilter.java
[7] LoginServietjava
[J] LogoutServlet java
[J] Patient java
m QueryPatientDetailServlet,java
m RegisterPatientServlet java

Figure 4.5 Servlets to call Data Services
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6) The next step is to compile a .WAR file and deploy it on WSO2 Application Server
to make it a cloud web app. As WSO2 AS is a cloud native that is used to provide
firm basis for hosting shared, multitenant and scaling SaaS applications. Figure 4.6
shows that E-HealthcareApp.war has been deployed successfully on WSO2 AS.

> —— Management Consol
EEE=Y Application Server
Signed-in as: admin@carbon.super | Sign-out | Docs | Abo
(| Home N e 2 N
Home > Manage = Applications > Add > Web Applications = Applications > Application Dashboard @ Hel
Manage . .
< Application Dashboard (/E-HealthcareApp)
[ Applications
22 Ust Application Details Session Statistics
© Add
5 - Context /E-HealthcareApp Active Sessions 0
s y | /
= 1 JAXR Display Name E-HealthcareApp Expired Sessions 0
S 0 Jagoery File E-HealthcareApp war Maximum Concurrent Active Sessions o
=
2| Services State Started Rejected Sessions 0
5 52 List f
=] = Last Modified 2017-06-08 23:17:57 Average Session Lifetime 0s
© Add
anp SO Maximum Session Lifetime 0s
@ AAR Service Operations
=l & Jar Service - Maximum Session Inactivity Interval 1800 s
el & ) Expire sessions with idle = minutes
@ Spring Service
¥ Data Service @) Expire All Sessions
& Generate Reload
¥ Create % Stop
¥ Upload
Mashup Service Configurations.
Create BAM Statistic Monitoring - Deactivated - [Activate]
£ Upload
& Carbon Applications Statistics
mm
a2 bt Request Count 4
M add

Figure 4.6 Deployed E-HealthcareApp.war

4.2.2 Implementing Security in E-Healthcare App
After creating a simple cloud web app, the next step comes that is the main thing that should
be done in order to provide proof of concept for CBACS. This section introduces security in

the cloud web app created. The security will be implemented in two phases.

e Authentication

e Authorization

Both these services will be provided by WSO2 Identity Server. Authentication will be done
by defining roles and users in WSO2 IS and authorization is accomplished by defining
context based XACML policies in WSO2 IS against the roles defined. Firstly introduction of

authentication in the created E-Healthcare App will be discussed.
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1) The first step is to define roles in WSO2 IS. For this E-Healthcare App two roles
have been defined namely: Read role and Write role. Figure 4.7 shows the roles

created.

Wentity Server

(¢| Configure 0
Home = Configure > Users and Roles > Roles
& Users and Roles
- Roles
- fﬁ User Store Management
E {&) Claim Management Search
G4 Features
s Select Domain ALL-USER-STORE-DOMAINS ¥
g KeyStores I
2 f) ! Enter role name pattern (* for all) § |Search)
2 & Trusted Identity Providers s
[Ty
JULs Name Actions
| Logging ) )
D_ admin 5 Assign Users 4 View Users
&g Server Roles
Internal/everyone 5 Permissions
& Multitenancy . A
& Add New Tenant read 5 Rename [ Permissions [57 Assign Users M View Users ] Delete
L/ View Tenants write [ Rename [ Permissions [z Assian Users R View Users [ Delete

Figure 4.7 Defined Roles in WSO2 IS

2) The next step is to define users and assign them the roles created. Figure 4.8 shows
the created roles in WSO2 IS.

h | M
Identity Server

Signed-in as: admin@carbon_supe

(| Configure
Home > Confiqure > Users and Roles > Users
& Users and Roles U
= sers
|| % User Store Management
= ;
=| & Claim Management T
B3 Features
o Feanres Select Domain ALLUSER-STORE-DOMAINS v
] KeyStores —
= {) ! Enter user name pattern (* for all) ' Search|
2 1% Trusted Identity Providers —
8 KM
= XKMs Name Actions.
] Logging .
D_ admin g Change Password (g Assign Roles Ik View Roles % User Profile
[# server Roles
ﬁf:' I T Doctor g Change Password (8 Assion Roles 8 ViewRoles ] Delete (% User Profile
&3 Add New Tenant Nurse [ Change Password  (§ Assign Roles R View Roles il Delete ;'/ User Profile
View Tenants Patient (B Change Password  (§ Assign Roles ) ViewRoles  {j Delete % User Profile
A .
b/ I:errberos KiDE staff B Change Password  (§ Assion Roles ViewRoles  {j Delete % User Profile

Figure 4.8 Assigned Roles to Users in WSO2 IS

Table 4.1 shows the roles that are assigned to each user created.
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Table 4.1 Users and Roles

Users Roles
Doctor Read, Write
Staff Write
Nurse Read
Patient Read

3) The next step is to make modifications in the web app in order to ask it to perform
authentication first before giving access to the main page of the E-Healthcare App. It
can be done by adding login.html, Login Servlet, Logout Servlet and Authentication
filter in the app and declare these servlets in web.xml. Figure 4.9 shows the
modification made. The additions made for authentication purpose are highlighted.

~ 22 E-Healthcarefpp
2= Deployment Descripton: E-Healthcarefpp
w P Jawva Resources
we THE oro
~ 3 org.wsol.sample
[J] AwuthenticationFilter.java
[J] LoginServiet.java
[J] LogoutServiet.java
[J] Patientjawa
L] QueryPatientDetailServliet.java
LJ] RegisterPatientServietjava
=i, Libraries
=, JawvaScript Resources
=== build
w S WebContent
~ = images
=| images.jpg
= META-INF
~ = WEB-IMNF
= lib
K| web.xml
addPatient.jsp
getPatientDetails.jsp
landingPage.jsp
login.htrml

BBk

patientinfoPage.jsp
Figure 4.9 Modifications made for Authentication Purpose

4) After introducing the authentication function, the next step is to add the authorization
operation. This can be done by writing XACML policy and apply it to the roles and
the users defined in order to control their access to the patients’ records. WSO2 IS

will implement the policies on the resource by calling already defined Entitlement
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5)

6)

Filter in WSO2 AS. During runtime this filter will be exposed to E-Healthcare App

and filtering will be done on basis of policies defined.

New XACML policy is written using simple policy editor in WSO2 IS. Figure 4.10

shows the written policy in XACML.

kAonitar

Configure

& Policy Publish
% pPOP

T Policy View

£ Extension
9 pep

& e

(K Search

Design View

#0089 oo v d IR @

<Target»¢/Target>

<Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"

Rule Effect="Permit" RuleId="Rulel">

PolicyId="EntitlementFilterPolicy" RuleCombiningAlgId="urn:oasis:names

Manage

§ SAMLSSO

£ OAuth

% sam

J Security Token Service

{8) Shurdown//Restart

Registry

B Browse

& Search

My Identity

& My Profiles

<Targety
<AnyOf>
<Allofy
<Match MatchId="urn:oasis:names:tc:xacml:1.8:function:string-equal”>
<AttributeValue DataType="http:// org/2001/XHLSchema#string">/E-HealthcareApp/addPatient. jsp</Attributevaluey
<AttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.@:resourceiresource-id" Category="urn:oasis:names:tcixa
</Matchy
¢Match MatchId="urn:oasis:names:tc:xacml:1.8:function:string-equal™>
<AttributeValue DataType="http:// org/2081/XHLSchema#string">GET</AttributeValuey
<AttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.@:action:action-id" Category="urn:casis:names:tc:xacml
¢/Matchy
</Al10f>
</Any0fy
</Target>
<Condition»
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-at-least-one-member-of">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.8:function:string-bag">
<Attributevalue DataType="http://www.w3.org/2001/XML5chemagstring »write</Attributevalue>
</Apply»
«AttributeDesignator AttributeId="http://wso2.org/claims/role” Category="urn:oasis:names:tc:xacml:1.0:subject-category:acc
</Apply»
¢/Condition>

</Rule>

Figure 4.10 XACML Policy

After writing XACML policy it is published to my PDP and then enabled. Figure

4.11 depicts that the policy is published and is enabled.

Identity Server

Management Console

Signed-in as: admin&carbon.super | Sign-out | Docs | About

(¢

Home

Entitlement

Monitor

Configure

% pap
ﬁb; Policy Administration
'_3' Policy Publish

S FOP

TL'; Polic

#* Extension

S PEP
& Trvit

K Search

Manage

§ SAMLSSO

[ OAuth

% scM

[ security Token Service

@ shutdown/Restart

Reaistrv

>

Figure 4.11 Published and Enabled XACML Policy
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Home > Entitlement > PAP > Policy Administration > Policy Status @ Help
Policy Status
Policy Status Type | ALL v | Search Status by user [* Y
Time Stamp Action Performed By Target Target Action Status Details
Fri Jun 09 00:53:32 PKT 2017 PUBLISH_POLICY admin PDP Subscriber ENABLE Succeed
Fri Jun 09 00:53:28 PKT 2017 PUBLISH_POLICY admin PDP Subscriber DISABLE Succeed
Fri Jun 09 00:51:08 PKT 2017 PUBLISH_POLICY admin PDP Subscriber CREATE Succeed
Fri Jun 09 00:50:12 PKT 2017 UPDATE_POLICY admin PAP POLICY STORE PERSIST Succeed
Fri Jun 09 00:44:47 PKT 2017 CET_POLICY admin PAP POLICY STORE LOAD Succeed
Fri Jun 09 00:43:29 PKT 2017 GET_POLICY admin PAP POLICY STORE LOAD Succeed
Sat Jun 03 00:39:29 PKT 2017 PUBLISH_POLICY admin PDP Subscriber ENABLE Succeed
Sat Jun 02 00:39:06 PKT 2017 PUBLISH_POLICY admin PDP Subscriber CREATE Succeed
Sat Jun 03 00:38:06 PKT 2017 UPDATE_POLICY admin PAP POLICY STORE PERSIST Succeed



4.3 Results

After implementing XACML based E-Healthcare App, it is now the time to check the
deployed cloud web app in WSO2 AS. After opening the URL of E-HealthcareApp mention

in Figure 4.6, we land on to the Login Page shown in Figure 4.12.

LoglIn to E-Healthcare Portal

Username [ ]
password ||

Figure 4.12 Login Page of E-HealthcareApp

If we enter correct username and password defined in WSO2 IS then we will be
authenticated successfully and will be landed to the next page that is landingPage.jsp,
otherwise entering either wrong username or password will bring us back to Login page
along with showing Error, Figure 4.13 shows the successful and unsuccessful authentication.

E-Healthcare Home

Hi Doctor, Login successful. Welcome to E-Healthcare Portal

Your Session ID=null

+  Search for patient records

» Register a new patient

Logout

Figure 4.13 a) Successful Authentication
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Either user name or password 15 wrong.
Logln to E-Healthcare Portal

Username:|
Password [ ]

Figure 4.13 b) Unsuccessful Authentication

After authentication, the Doctor is directed to the landing page where two options are
available; search patient records and register new patient. As the doctor has been assigned
both read and write roles, so he is capable of performing both functions mentioned on the
landing page. But here comes authorization that is done on basis of defined XACML
policies. If the doctor passes the authorization stage and given permission to perform above
functions, only then he will be redirected to next pages otherwise he will be returned to login

page. Figure 4.14 shows permission granted and permission denied.

Find Patient Details

Specify the Patlent Refersnce Numbsr to search for patlent details

Patient Numbsr

« Home

Figure 4.14 a) Search Patient Records page

If the Doctor clicks on Search patient records, then he is directed to the page mentioned in
Figure 4.14 a). If he enters a valid patient id then information pertaining to that patient will

be shown. This is shown in Figure 4.14 b).
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Patient Search Results

Patients having ID 1

[First Name]Last Name| Phone Num [Street] City [Country]|
[saira |ahmed  [+92773636352[DHA _[Islamabad|Pakistan |

Home
Logout

Figure 4.14 b) Record of Patient having ID 1

If a Doctor, clicks on Register New Patient, then after permission given, he will be directed
to the page shown in Figure 4.14 c)

Register New Patiemnt

Patient # L]
Patient Last Name : I:l
Patient First Name : I:l
Contact Number :| ]

city S —
Streetname i |
Country S

Home

Figure 4.14 c) Register New Patient Page

Here the Doctor enters the information of a new patient that is shown in Figure 4.14 d).

Register New Patient

Patient # :
Patient Last Name :
Patient First Name :
Contact Number :
Cry :
Street name :
Country :
Register
Home
Logout

Figure 4.14 d) New Patient’s Information
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If the registration is successful as shown in Figure 4.14 e), then this entered data will be

transferred to the backend database as depicted in Figure 4.14 f).

Confrrmation

Successfully Registered Patient Details

Home

3 @ Triggers
Views
@ Stored Procedures
@ Functions
patients
sakilz
s
wiorld

v owr ow w

Figure 4.14 e) Patient Registered Successfully

{

| Resutrid | [ 4) Hhernm::“apem B e cdconent T

patienthumber  patientiastiieme  patintFirstiame  phone

aty sreemame  country

Ahmed
Shaukat
Karran
Zahid
Mustafa
Hasee
Kafeez

B T R N

5aira
Ai
Kanza
Bildl
Shahid
Kainat
Gl

192773636352
927771187
192712280
19277331822
92773113871
1923367687687
1923316785019

[slamabad DHA Pakistan
Lahore Guberg  Pakistan
Jefium Road-3  Pakitan
Karachi fthstreet  Pakistan
Rawaloind fthRoad  Pakistan
Raaloindi Mari14 Pakstan
Rehim Yarfhan  Steeté  Pakistan

Figure 4.14 f) Registered Patient Details in Database

If a Nurse tries to view patient records then she will be directed to the page shown in Fig

4.14 a). But if she wants to register a new patient then she will be returned to the login page.

This redirection means that the access request made by Nurse to enter new information is

denied as mentioned in XACML policy defined.

Likewise, according to enabled XACML policy if patient having ID 1 wants to read

information of patient having ID 2 or any other than ID 1, then he will be redirected lo login

page because the permission to access this resource by this subject is denied.



4.4

Discussions and Analysis

In the discussion phase different scenarios are presented along with XACML policies made

for that scenario. These scenarios are formed on the basis of the users and roles declared in

Table 4.1. These policies are role and time based.

4.4.1 Scenario 1

A Doctor is able to read patients’ information all the time but is restricted to write any

information after 17:00 hrs. The XACML policy defined for write role of doctor is as

follows:
T bversions"1.0" encodng="UTF-8'7
2 B <Pl smins="umoasinames teovacmt-3 eare:schema w1 7 Palicyla="authn_time_and _role_based_ poficy_template™~RuleCombininglold="um:oasis names:\c:sacmb . (ule-combining-algorihm: frst-anplicable™Version="1.0"
3| ieDesointiony Thispoicytemplatepiovides abtty aunoize users b gverrservice povicei{defived by 57 NAWE v auhentication fowbased onhe Roles oHheuser [denedt by ROLE_T andROLE _Z)andthetine o the day ey bebween 0300 0o 1 00001
4B iTanget
5E i hnh
BE i idlih
78 i oMalchMatchld="urcoasisnames e xacmk .0 unction sting-equal®s
B Atrutefalue D1atal yoe="hitp: Ao w3 orgl 2001 XML S chemaftshings E HealthearesppaddPatisnt jopc /At butel gy
§ AtrbuteD esignator firbuteld="hitp:/ wsoZ craidentity/spdspename™ Cateqom="htly:/wsoi org/icentysp™ D ataType="hitp.owsnn, w3 orgf 2001 XML S chematsting" MustBiePresent="te /s
10 R i Match
118 £ 1§ Hetohblatchld="umoasi names covacmt 1 unchion shingrequal
1 § ittt alug DataT yoe="hti:/ fwne w3, gy 2001 J¥MLS chemattsting ' authenticated MitnbuteV alugy
1 & AttbuteD e signator Afrbutelo=' iy wsn 2 crgridentty dentity-acion/ achon-name Categony="htpc/Awso org dentity/dr bty action D ta ype="htp: w3 0rg/ 2001 XML Schemetsting  MustBePresent=ug's ¢ AitbuteDesignators
1 F i Match
18 & A
16 £ i ¢
17+ i/MTageh
BB i¢RuleEffect="Peamit" Ruleld="pemit_by_roles_and tine"
B i <Condlion
QB i ichpphFunctionld="un:oats namestcosacml ], tunctionrand ">
aE <Aoply Functiorld="um:oasis namestcosacnb2 uncliontmedrviange
2 <Apply Functionld="uroasis names:te:sacrt . (unctionime-ong-and-anly>
b § (AMrbubeD esiator Afbuteld="umzsinames e xacm: 1 0enviorment curentAme'" Categoy="uraasis namestc xacm:3 - atichute-caleqonyenvironment" D alaTynie=" bt /wanw 3 oo/ 2001 XHIL Schematfme MustBePrasent="tug's < étishuteDesions
4+ <Hhoplyy
& <Aftbutel g DataT yme="htn /v 3. ongs 2001 (KL Schemaliting 1500 00¢ /Athbutel >
b <Afthutelahue Datal yme="ht /w3 on/ 2001 JXMAL S chemalitine " 17.0000¢ AthibutelValug)
A b b
&E <Apply Functiorld="un:oasis namestc:sacnl 1, tunctionzor™s
AE <A nplyFunctionld="wruoasisnames e acnt 1.0 funchionsting >
kil i <Athutealue DataT ype="tp Aoy w3 cra 2001 -MLS chemabisting witee /Attibute e
i § (AMrbubeD esinator Afbuteld="ht:wsn2 rg/claims hole™ Categony="um oasis names:te xacmt 10 subject calegoryaceess-subject” Datal ype="ttn: i w3 g/ 2071 24MLS chemafiting MustBePresent="tue /s
b <Hhoplyy
nr
K R
[ R )
b+ i ¢/Condbion
Tk iR
B | iRuleEtect=Teny Ruleld="deny thers"fs
B ¢ Policyy

In this scenario doctor has been restricted to edit any information of the patient after 17:00

hrs. This policy is defined for the sake of limiting any malicious actions aimed by the

doctor. Because of this the doctor will not be able to modify patient’s data from another

location other than the healthcare organization. Moreover, no other individual with doctor’s

credentials will be able to alter the data accessible by the role of a doctor from any other
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location. But if the doctor needs to make some amendment in the patient’s data from his
office after 17:00 hrs, then in this case another policy will be triggered that will allow the
doctor to take this action. Along with this policy another policy will be executed that defines
that whenever a patient’s data is altered, he will get a notification. So due to this action the
patient can report to higher authorities that his data has been modified without his visit to the

doctor.

4.4.2 Scenario 2

The Nurse will be allowed to read information of the patients’ till the time she leaves the
hospital. Suppose a Nurse 1 leaves hospital at 10 a.m. so after that she will not be able to
read any patient’s information. The XACML policy defined for read role of Nurse 1 is

shown below.

1 Chinbvermon="1 0" encoding="UTF-8"%

¢ B <Palicy smine="umcoasis names teovacmt 3 eore: schemawd1 7 Policyld="auth_time_and_role_based policy_template™-~-RuleCambiningdlald="urroasiz names:tc:vacrt . Drule-cambining-algonthm frst-applcable Version="1.0"
<Descriptions This: policy template: provides- abilty to-authorize-usersto & giverr semvicer provider| defined by SP_MAME i the authentication flowbased on the Rales af the user (defined by ROLE_1-and ROLE_2} and the time-of the: day [eg. betwe
4B KTage

[

58 ehmlr

5O i ehIon

7H 5| Matoh Matohd="urroasinamesc:szeml 1 Ofunction sting-2qual”s
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10 ¢ i oMalchy

ne <Matchb atohld="urroasi namescteovaert . unctiorsting-equal”s

12 AttnbuteV ez D atal poe="http: /Ao w3 orgf 2001 AMLS chematistring " authenticate< trbuteV dlugy

13 AtrbuteDesignator bitibutel d='"http AwsnZ oraidentyfidentty-action/action-name™ Categary="ht /w2 oig/dentity/identiy-action 0.ataT yne="http: oy w3 ong 2001 <ML S chemattstring” MustBePresent="tnue s < AtirbuteDe:
1 OMatehy
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1 § Chtrbute/ e DataT ype="htp: o, w3, org/ 2001 XML S chematfsting"sread< Athibute alugs

ki i ¢AtrbuteD esignator &tibuteld="htp: s 2 orgy claims/tole" Category="um nasiz names te:sacmt 1.0 subject-category: ccess-subject” Diatal ype="htt: sy i3 ong/ 2001 ASMLS chemaftsring " hustBePresent="tnig" />
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As a Nurse is only concerned with the patients’ data as long as she leaves the healthcare

organization. Therefore, this policy has been defined to control any nefarious activity on
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nurse’s behalf so that she won’t be able to read the patients’ data from any other location

and leak it to unconcerned parties.

45 Conclusion

This chapter is giving an idea of how to implement CBACS by integrating RBAC and
CAAC. A simple e-Healthcare Cloud web app backed by WSO2 middleware has been
developed to demonstrate the results of implementation of authentication and authorization
functions. Moreover, in the discussion section two scenarios are presented to restrict the
access of authenticated users based on role, time and location based authorization.
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Chapter 5

CONCLUSION AND FUTURE DIRECTIONS

5.1 Conclusion

The world is shifting to 10Ts to make life more convenient and advanced for human beings.
These devices are playing an important part to make this world a global village where
everything is connected. Every year there is a rise in the usage of 10Ts. According to Gartner
[45] 8.4 billion connected devices will be there in 2017. Today loTs are used in almost
every field of life. Nowadays these devices are combined with Cloud Computing technology

in order to provide daily life services in a more efficient manner.

The methodology followed during this research is shown in Fig 5.1 and is explained below.

Literature Review

Propose e-Healthcare framework
based on loT and Cloud integration

Provide POC of CBACS

Analyse CBACS

Figure 5.1 Methodology of Research
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In this research work an operational efficient 10T based Cloud framework for e-Healthcare
has been presented. But from security perspective it is vulnerable to a number of attacks.
From the systematic literature survey and review, it has been concluded that the proposed
framework for e-Healthcare organizations is most vulnerable to the threat of malicious
insiders associated to the attacks on confidentiality and integrity of patients’ medical records
and other e-Health data gathered by loT devices. Malicious Insiders can cause a great
damage to business and can serve as a great hurdle in its growth as well as in maintaining a
better image in market. Moreover, this threat can form the basis of other attacks that lead to
the leakage of patients’ information and thus to the violation of HIPAA privacy law
followed by legal consequences. The malicious insiders can also tamper with the patients’
health data that can put a life in danger through the mistreatment of the patients according to
the altered data.

Therefore, to make this framework secure from perspective of the most challenging threat,
the attack of Malicious Insiders has been handled inside e-Health private Cloud by putting
forward CBACS. This system caters the threat of technical malicious insiders who have
authorized access to the e-Healthcare resources by forming context based policies for the
defined roles of the insiders. This is a policy based flexible access control system that could
overcome the limitations of existing schemes to handle this threat in 10T based Cloud e-
Healthcare environment by strictly restricting the access of the insiders using temporal and
location based conditions. The defined policies are modified according to the requirements
of e-Healthcare organization by the Policy Administrator after involving higher authorities
in this process. The higher authorities are involved so to avoid any malicious activity by the
Policy Administrator. Along with limiting the access of malicious insiders, the proposed
framework is also capable for holding the insider accountable for his suspicious activities to
avoid future malicious insiders attack threatening two components of information security
CIA triad: Confidentiality and Integrity by modifying policies and taking action against that

insider.

5.2 Future Directions

During this research the framework shown in Fig 5.2. has been proposed and made secure
against the Malicious Insiders attack inside cloud as represented by circle in the figure, by
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proposing CBACS. This research has provided open research areas for future researchers as

there is still room for further research in this field.
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Figure 5.2 Proposed loT based Cloud e-Healthcare Framework

Following future directions are provided to the researchers as a result of this research work.

1. Deploy the proposed loT based on Cloud e-Healthcare Framework.

2. Make this framework more secure against other possible attacks.

3. Handle the threat of Malicious Insiders at other layers of the framework including
patients’ end where the people in contact with patient can intentionally or
unknowingly modify the settings of the information gathering devices (loTs) that
could badly affect the response of the healthcare organizations pertaining to patient
care. So a technique should be developed that could detect such a change, inform the
healthcare organization about this and could also revert the modification in settings.

4. WSO02 middleware platform has been used to give proof of concept about proposed
CBACS. In future more better platform providing cloud based middleware services

can be used.
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5.3 Summary

This chapter has concluded the research work by providing a brief overview of the research
conducted. It has given a sketch of the suggested frameworks in this research. Furthermore it
has set future directions for the researchers in the fields of Information Technology and

Information Security.
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