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ABSTRACT

Linux operating system is one of the most widely used operating systems in the world .The
extensive use of this Operating system necessitates the need of performing the forensic anal-
ysis of the file system that is most widely used with this operating system .At the file system
level when files are created and deleted the data is still persistent on the file system in some
scenarios and some part of the data is still recoverable even after secure deletion the data is
persistent and some instances of data can still be recovered from the forensics of the file sys-
tem.NIST has not provided any standards to delete the file permanently for different file sys-
tems. Due to which the need arises to define the standards for Anti forensics of EXT4 file
system. So that even the smallest amount of data cannot be recovered. In this Context a de-
tailed research has been conducted on the structure of the file system and multiple scenarios

have been created to look for data persistence on the file system.
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Chapterl
Introduction

1.1 Overview

Use of technology in this world is increasing day by day, technology is everywhere e.g.
starting from our personal life in terms of smartphones to workstations, laptops, servers
used in the office. We can say that technology is in use in almost all the aspects of our life.
The technology that is mostly used worldwide is for the purpose of providing information.
Due to extensive use of technology has emerged a field by the name of hacking. Hacking is
the process in which an unauthorized person affects the Confidentiality Integrity and avail-
ability of the information in different forms (in transit and at rest).

Due to the increase in cases of cyber-attacks, needs have risen to investigate the incidents.
From here the field of Digital forensics has risen [1] .Almost every technology extensively
used in this world involves operating systems. There are different operating systems used

worldwide for different purposes. Following are some of the mainly used operating systems

throughout the world
e Linux
e Windows
e Mac OS
e Unix

Market share of the above operating systems used on servers is shown as follows



With the extensive use of Linux operating system throughout the world and more and more
cyber-attacks on the information repositories managed by Linux operating system calls for
the need of research in the field of digital forensics for Linux operating system .Linux is
branched out from Unix Operating system and is open source. Linux has a large market
share when it comes to its usage on servers. This operating system is used with different

type of devices like servers, Laptops, PC’s, netbooks, tablet and mobile devices and many

Figure 1: OS Market Share
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other devices as well. Linux operating system has many flavors like.

Ubuntu

Debian

Fedora

Open Suse

Suse Linux Enterprise
Slackware Linux
Linux Mint

CentOS

Arch Linux

Redhat Enterprise Linux



An operating system uses file systems to store information on disk storage. Many of the file

systems used with Linux operating system are shown as follows.

e Birfs

o Vfat

o Exfat

e F2FS

e ZFS

o XFS

o JFS

e NILFS2
e NTFS

e Reiser4
e Reiser FS
e UDF

o EXT2

e EXT3

o EXT4

Out of all these file systems EXT4 has importance because it is used as default operating
system with many of the Linux distributions discussed previously. Forensics of Linux op-
erating systems can be divided into File system forensics and Operating system Foren-
sics. When a file is deleted in EXT4 file system some part of it can still be recovered, cur-
rently there are no standards to securely delete data at the file system level by NIST
which is a well-known authority for defining standards, this thesis deals with the research
on data persistence on EXT4 file system and defining Anti-forensic standards for EXT4

file system. [2]



1.2 Problem Statement

When a file is deleted in a file system, it is not completely deleted unless all the data struc-
tures associated with the file are over written by another file. National institute of standards
and technology has introduced standards for media sanitization but currently there are no
specific standards Introduced by NIST to completely wipe all the data in a file system asso-
ciated with a file. As EXT4 file system is one of the most widely used file system with Li-
nux distributions, research needs to be conducted to define standards for completely wiping

data associated with a file in case the media is not to be sanitized.
1.3 Objectives

Three Different file types will be created and deleted in EXT4 file system to look for data
persistence in 5 different categories (File System, File Name, Meta Data, Content, and Ap-
plication). After Observing data persistence we will conclude in which categories data
needs to be permanently deleted and define standards for secure file deletion.

1.4 Advantages:

e No part of the meaningful data will be recoverable after the file is deleted.
e Forensic tools are not be able to recover data after the file is deleted.

e People who cannot physically destroy the storage media have the confidence that their
data is not recoverable

e Files can be deleted specifically in totality without affecting other files on the file sys-
tem



1.4 Areas of Application

e Home user Linux distributions using EXT 4 as a file system

e Android smartphones using EXT4 file system

e Servers having EXT4 as a file system.

1.5 Division of Thesis

Chapter 2 discusses detailed literature review of the topic with a focus on already con-

ducted research.

Chapter 3 discusses experimental test bed used for this research is discussed along with dif-

ferent scenarios and implementation results is discussed.
Chapter 4 comprises of results of the research along with screen shots.

In chapter 5, Anti forensic standards which are defined as a result of this research is dis-

cussed.

Chapter 6 discusses conclusion and future work related to this topic



Chapter 2

LITERATURE REVIEW

2.1 Structure of Disk Drives

In order to understand the working of EXT 4 file system it is important to understand the
working of disk drives. Necessary concepts of disk drives related to this thesis are dis-

cussed in this chapter. [3]
2.1.1 Heads and Platters:

There are one or more platters in a disk drive which are coated with magnetic material. A
platter has two surfaces i.e. Top and Bottom. Data on platters is stored in a certain way. In a
disk drive these platters are arranged on top of one another. Data is read and written on
these platters using a dedicated head for each platter. Structure of a disk drive using headers
and platters is shown in the following figure.
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Figure 2: Disk Structure

2.1.2 Tracks and Cylinders:

There are numerous concentric circles on each side of the platter. These circles are called

tracks. A column of tracks on these platters is called a cylinder. [3]

2.1.3 Sectors and Blocks:

Tracks on these platters are further divided into parts called sectors. Each sector contains
512 Bytes of data. From this thesis point of view 4 sectors combine to make one block. [3]
2.1.4 Disk Drive Partitioning:

A disk drive can be formatted into different logical partitions or the whole disk drive can be
formatted with only one partition depending on the requirement or the features of file sys-
tems and disk drives.[3]



2.2 Fourth Extended File System (EXT4):

File systems provide a structure to manage, store, and organize data on a hard disk. EXT4
file system was primarily developed for Linux operating systems. The purpose of launching
this file system was to overcome the deficiencies in the predecessors of this file system
.Kernel support for EXT4 file system was with the introduction of 2.6.28 [5]

2.2.1 Blocks:

Basic data unit on a disk drive is a sector which is 512 bytes in size. Multiple sectors on a
disk drive add up to make a Block. In ext4 block sizes can range from 4KB to 64KB.

By default the size of a block in ext4 is 4KB. [5]

2.2.2 Block Groups:
A block group is a combination of multiple blocks .For a block size of 4KB maximum
number of block is a block group can be 32768. File system is divided into multiple block

groups as shown in the following figure [6]

..................... 4 Partition |ececcccccccccaccccaaaaa,

Unused

Block Group 0 Block Group N Sectors

L

Super Group Block | Inode Inode Data
Block | Descriptors |Bitmap| Bitmap Table Blocks

Figure 3 : EXT4 Structure

A brief introduction of the structure is as follows



2.2.2.1 Super Block:

Super Block contains all the administrative data about the file system. The super block ex-
ists in the first block of a block group. Every block group in the file system will have the
super block until and unless a feature is enabled in the file system which is called sparse
super block.[5] If the sparse super block feature is enabled only a limited number of block
groups have the super block in them. Information contained in superblock but not limited to

includes

e Total Number of Blocks

e Block Size used for the file system

e Number of reserved Blocks before the first Block group
e Total Number of Inodes

e Number of Inodes per Block group

e Volume Name

e Path where file system was last mounted.

e Count of free Inodes and Blocks

e Number of Blocks per Block group

e Last Write time

e Last Mount Time

2.2.2.2 Group Descriptors Table

The block after the super block in a block group is the group descriptor table. Group de-
scriptor block is also present in every block group of the file systems until and unless
sparse super feature is enabled in the file system. Whichever block group contains super
block also contains group descriptor block as well. Group descriptor data structure of every
block group is stored in the group descriptor table [5]. Data structure of group descriptor

contains the address of:
e Block Bitmap

e Inode Bitmap



e |node table

2.2.2.3 Block Bitmap
The block bitmap gives the allocation status of blocks in a group. The starting address of a
block bitmap is contained in the group descriptor data structure associated with that block

group. One full block is allocated to a block bitmap [5].

2.2.2.4 Inode Bitmap
Allocation status of inodes in a block group is provided by Inode. The starting address of a
inode bitmap is contained in the group descriptor data structure associated with that block

group. One full block is allocated to an inode bitmap [6].

2.2.2.5 Inode Table:

Inode structures associated with a file or directory is stored in the Inode table. Inode con-
tains attributes and disk block locations (Extents) of objects data. Inodes in the inode table
contain information such as creation, modification and access times, permissions, size,
block addresses where the data is stored [6].

2.2.2.6 Data Blocks:

After all the aforementioned structures exist the data blocks where actual data associated

with the file exists.

2.2.3 Flexible Block Groups
Flexible block groups in ext4 is a feature which ties multiple block groups in a file system
into one single group. A high level diagram of the layout of file system when flexible block

groups is enabled is shown as follows.
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FlexGrp 0 | FlexGrp 1 | FlexGrp2 | ... FlexGrp N

Group0 | Group1 | Group 2 Group N

SBC | GDT |GDG |FGEEM|FGIEM |FGIT| DB | DE |DE | DB

Key
Abbreviation Meaning
SBC Super Block Copy
GDT Group Descriptor Table
GDG Group Descriptor Growth Blocks
FGBBEM Flex Group Block Bitmap
FGIBM Flex Group Inode Bitmap
FGIT Flex Group Inode Table
DB Datablock

Figure 4: Flexible Block Group Description

The flexible block group feature in ext4 expands the data bitmap, inode bitmap and the in-
ode table in the first block group of the flexible block group. This allows the file system to
account for all the other block groups in the flexible block group and their Meta data can be
stored only in first block group. The restriction to keep the administrative data of a block
group to that specific block group is removed due to this feature avoiding fragmentation

and faster file system reads and writes.
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Chapter 3

EXPERIMENTAL TEST BED AND SCENARIOS

3.1 File System Creation

EXT4 file system is created on a 4GB USB disk using mkfs.ext4 command when mounted
on Debian GNU/Linux Kali Linux 1.0. The kernel version of this operating system is 3.7-

trunk-686-pae. Defaults have been used for the creation of file system on the USB disk.

Experiments were performed using the Sleuthkit (4.5.0), dd command and XXD in Kali

Linux.

Some of the default features for ext4 file system creation are that block size is 4096 bytes
and journaling is enabled in the file system.

3.2 Scenarios

To define the Anti-forensic standards for ext4 file system we perform file creation and de-
letion of three different types on the file systems and look at the changes at different cate-

gories mentioned by Brian carrier for forensic analysis.
3.2.1 File system Category

The file system category of data is where the general data about a file system are located.
The file system category contains the general data that identify how this file system is
unique and where other important data are located. In many cases, most of these data are
located in a standard data structure in the first sectors of the file system, similar to having a
map in the lobby of a building. With this information, the locations of other data, which
may vary depending on the size of the file system, can be found.

12



Analysis of data in the file system category is required for all types of file system analysis
because it is during this phase that you will find the location of the data structures in the
other categories. Therefore, if any of this data becomes corrupt or is lost, additional analy-
sis is more difficult because you have to find backup copies or guess what the values were.
In addition to general layout information, analysis of this category might also show the ver-
sion of file system, the application that created the file system, the creation date, and the
file system label. There is little data in this category that a typical user would be able to set
or view without the help of a hex editor. In many cases, the non-layout data in this category

is considered non-essential data and may not be accurate.

3.2.4 File name Category

The file name category of data includes the data that assigns human readable names to in-
odes and other metadata. The file name category includes the names of files, and it allows
the user to refer to a file by its name instead of its metadata address. At its core, this catego-
ry of data includes only a file's name and its metadata address. Some file systems may also
include file type information or temporal information, but that is not standard. In this sec-
tion, we look at the general concepts of the file name category. The file name category is

relatively simple and we need to look only at name-based file recovery.

3.2.3 Meta Data Category

The metadata category includes the data that describe a file or directory. The metadata cat-
egory is where the descriptive data reside. Here we can find, for example, the last accessed
time and the addresses of the data units that a file has allocated. Few tools explicitly identi-
fy metadata analysis; instead, it is typically merged with file name category analysis. Many
metadata structures are stored in a fixed or dynamic-length table, and each entry has an ad-
dress. When a file is deleted, the metadata entry is set to the unallocated state, and the OS
may wipe some of the values in the entry. Analysis is conducted in the metadata category

to determine more details about a specific file or to search for a file that meets certain re-
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quirements. This category tends to have more nonessential data than other categories. For
example, the last accessed or written times may not be accurate or the OS may not have
enforced the access control settings on a file; therefore, an investigator cannot conclude that
a user did or did not have read access to a file.

3.2.2 Content Category:

The content category includes the file and directory content data. The content category in-
cludes the storage locations that are allocated to files and directories so that they can save
data. The data in this category are typically organized into equal sized groups, which I am
calling data units even though each file system has a unique name for them, such as cluster
or block. A data unit is either in an allocated or unallocated state. There is typically some
type of data structure that keeps track of the allocation status of each data unit. When a new
file is created or an existing file is made larger, the OS searches for an unallocated data unit
and allocates it to a file. The different search strategies will be discussed in the following
"Allocation Strategies" section. When a file is deleted, the data units that were allocated to

the file are set to the unallocated state and can be allocated to new files.

3.2.5 Application Category

The application category contains data that provide special features like the journal. Three
different types of files have been created and deleted on the ext4 file system and their im-
pact has been observed in all different categories. Some file systems contain data that be-
longs in the application category. These data are not essential to the file system, and they
typically exist as special file system data instead of inside a normal file because it is more
efficient. This section covers one of the most common application category features, which
is called journaling. Technically, any file that an OS or an application creates could be de-
signed as a feature in a file system. For example, Acme Software could decide that its OS
would be faster if an area of the file system were reserved for an address book. Instead of

saving names and addresses in a file, they would be saved to a special section of the vo-
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lume. This might cause a performance improvement, but it is not essential for the file sys-

tem.
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Figure 5: File Types Creation
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Figure 6: File Types Deletion
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Chapter 4

FORENSIC EXAMINATION OF EXT4 FOR DIFFERENT
TYPES OF FILES

4.1 Scenario (PDF file Creation)

A simple file pdf is copied into the file system and changes have been seen in all the dif-

ferent categories.

4.1.1 File System Category

Using the Fsstat command of Sleuth kit we get the information like free number of Block
and free number of inodes in the file system as shown below

Figure 7: PDF Creation File System Category

When a file is created in the file system these changes occur. When we create a new file
pdf file in the file system we can see that there are changes in the free inodes in the super-

block group information. We can see that the number of free inodes has reduced from
17



245749 to 245748.We can also see that the number of free block count has also reduced
from 949046 to 948357.Super Block is 1024 bytes in size, we extracted 1024 bytes of the
superblock from the file system in hex format to confirm the output shown from the fsstat
command of the sleuthkit. There are 4 bytes for number of free blocks starting at Oxc , this
is in little endian format .4 bytes after the number of free blocks is the number of free in-

odes starting from 0x10

Table 1. PDF File Creation Super Block Data Structure FS

Category
Description Offset Number of Bytes
Total Inodes Count 0x0 4
Total Block Count 0x4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2

sdbl bs=1024 skip=l count=1 | xxc

s, 2.9 MB/s

8578 000

Figure 8: PDF Creation FS Category (HEX)

This is in little endian format, reading the hex values we have 000e7885. Converting it into
Decimal values we get 948357. This is the free number of blocks which was also stated by

fsstat command. Looking at the number of free Inodes in hex output we can see that

18



Figure 9: PDF File system Category EX)

Reading the data structures we can see that the number of free inodes in the file system is
0003bff4 which is equal to 245748, which is the same as mentioned in the fsstat command
of the sleuth kit.

4.1.2 File Name category:

The file name category of data includes the data structures that store the name of each file
and directory. This section describes where the data are stored and how to analyze them.

Using the sleuth kit command to analyze this category we get

44 system zong- Highlighted.pdf

Figure 10: PDF Creation FN Category

We can see the Pdf file r/r shows that it is a file, number 13 shows the inode number.

4.1.3 Meta data category

Using the istat command of the sleuth kit we can see the Meta data associated with this file.
We know that inode 13 is associated with this file so we will use inode 13 with this com-

mand.
19
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Figure 11 : PDF Creation MD Category

Inode 13 belongs to block group 0 as mentioned in the above screenshot and it can also be

confirmed from the fsstat command

20



Figure 12 : PDF Creation Meta Data Category

As the inode size is 256 bytes, and the block size is 4096 bytes we can see that, total num-
ber of inodes in one block will be 16. Inode table range is from blocks 273 to 784. Inode 13
will be in the first block which is 273. Processing blk 273 in hex we get

BEEEcEO: 6Bl GARG 507 2bAQ 5ccd d25a 5ccd d2Ba ... ... +.0 L EN L
OEEOc10: f6f8 735a 0000 GOGE GOGE Q100 8Bl5 QRGO ..sfZ............
BEEGECcZ20: 0000 GBR0 OlO0 0OE0 Gaf3 BlOO 0400 ARG ... ..........
OEEOc30: G000 GOGE G000 GEGE blGZ QOGO 280 QRGO ................
BEEGEC40: 0000 ARG GEOO OO0 GEEG B OO0 ARG .............. ..
OEEOc50: 0000 GOGE 0000 GOGE GEEE QOGO GOEE ARG  ......... ... ...,

BO00cE0: GOGE GOR0 df6e dd25 OGGG GOOE CGOE GEEG ..... n%........
BECOcTO: GOOE (GOCO 00E0 GEEE OEEE GOEE BeEE BEEE  ................
BO00c8@: 1cBGB GORO 7844 895e (OGO0 GOOO 060 GEEG ....xD."™........

BEEOcS0: beccd d25a 78d8 achb QOGO QOGO OOEE QRGO N..Ix..[........
BEGGcal: 0000 GARG GO0 0000 GEEG GO0 0000 GRG0 ................
OEEOchO: GO0 OOEE Q0G0 GOLE GBEE QOGO OBEE BEEE  ......... ... ...,
BEEGccO: 0000 GARG GO0 0000 GEEG GO0 0000 BREE ................
OEEOcdB: QOO OOEE 0000 GOLE GBEE QOGO OBEE BREE  ....... .. ... ...
BEGGce(: 0000 GAEG GOOO 0000 GEE0 OO0 000 AREE ........ ...
BEEOcTO: OO0 OGO G000 GOLE GBGO QOGO OBEE BEGL  ................

Figure 13 : PDF Creation MD Hex

Results after manual processing

Table 2.PDF File Inode Data Structure MD Category

Description Number Processed Hexadecimal Decimal Output

of Bytes Bytes in Big endian

Size in bytes 0x4 4 002b07e5 002b07e5
Access Time 0x08 4 5ad2cd5c 8:56:12 AM April 15 2018
Inode Change Time 0xC 4 5ad2cd5c 8:56:12 AM April 15 2018
File Modification 0x10 4 5a73f8f6 10:36:54 AM Feb 2 2018
Time
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Number of Extents Ox2A 2 0001 1

Number of Blocks 0x38 2 02b1 689
In extents
Upper 16 Bits of Ox3A 2 0000 0
Block Address
Lower 32 Bits of 0x3C 4 80f2 33010

Block address

4.1.4 Content Category:

First we check the allocation status of a block

sdbl 330106

Figure 14 : PDF Creation Content Category

To check which inode is connected with this block

~# ifind /dev/sdbl -d 3306108

o 3

Figure 15: PDF Creation Content Category 2

To view what actually resides in one of the blocks associated with the file we get the fol-

lowing
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Figure 16 : PDF Creation Content Category HEX

4.1.5 Application category

In this category the journaling is performed by the file system. When copy and paste the

same file in the file system and have a look at the journal
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Figure 17 : PDF Creation Content Category 1

When we have a look at the journal block we can see that all the changes are in the block

group 0 and these are all Meta data changes. There is no change in the data blocks.




Figure 18 : PDF Creation Content Category 2

Block 257 belongs to block group 0. Block 257 is the inode bitmap in which the change
has occurred.An inode has changed due to which a change in block 273 has
occurred.Similarly there is a change in the Group descriptor table which is block 1 in Block

group O.
4.2 Scenario (PDF File Deletion)

Similarly when we delete a pdf file we can see that there are changes in all of these

categories

4.2.1 File System Category

First of all we will see changes in the file system category we can see that the number of

free blocks and number of free inodes has changed after we have deleted the pdf file.

Figure 19 : PDF Deletion FS Category

Verifying this information through the Hex Editor. Relevant Data Structures for Super-

block is as follows
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Table 3. PDF File Inode Data Structure MD Category

Description Offset Number of Bytes
Total Inodes Count 0x0 4
Total Block Count Ox4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2

OEEEEOEO: 00cH 0300 OOTT : ) :
fSbf Q300 0000 1200 E000 0200 6006
30 OO0 0080 0RO BB ® dB85a
d85a 0900 53ef 0100 A106 )

ST AT A

0000 AEOO AEEO 01606 GO

ObO0e EEEE GEE1 EEEE 3clBE GREE
7blO G 56cf
Qcel cfS5f 7a22 OO0

6 OGO 0060 00e0 2fed

Figure 20 : PDF Deletion FS Hex

Looking at number of free Block count we can see that it starts at 0xOC and it is 4 bytes
long, converting it into big endian the value is 0e7b36 which in decimal is 949046 which is
the same as shown in the screen shot after deletion. Similarly number of free block count
can also be shown in the Hex output of the super block. Looking at the data structure we
can see that the number of free Inodes count start at offset 0x10 which is also 4 bytes long.
Converting the value in big endian we get 0003bff5, converting this value into decimal we
get 245749. This can also be confirmed from the screenshot after deletion.

26



4.2.2 File Name Category:

Examining the file name category after the deletion of pdf file we can see the following

output.

~# fls /dev/sddl
d/d 11: lost+found

ok 17 Technical proposal 4A system zong- Highlighted.pdf

Figure 21 : PDF Deletion FN Category

We can see that the file “Technical proposal 4A system zong-Highlighted.pdf “is asso-
ciated with inode 12 and is still shown after the file is deleted. But there is the indication
that the file is deleted as it is marked with *. Previously when the file was created the file

was shown in a different way without a *“*”.

4.2.3 Meta data category

We know that the inode associated with the file was 12. Using sleuthkit tool we will look

into the statistics of this inode.
c~# istat Sdev/sddl 12

(PET)

8-04- 8800 (PKT)

Inode ified: 1-19 34 00| [PKT)

File ater 4-19 | 373 (PKT)
7 34 -19 [ 7 ,
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Figure 22 : PDF File Deletion MD Category

From here we can see that the blocks associated with this file are removed and the size is
reduced to zero as well. The inode still exists and contains some of the information asso-

ciated with the previous file until this inode is again allocated to another file.

Now we will parse the inode structure at Hex level to confirm what information is left in
the inode associated with the file.As the inode number is 12, it belongs to block group 0 as

shown in the following screenshot.

Group D ri

Data bitmap

Figure 23 : PDF Deletion MD Verify

Inode range in this group is from 1-8192. As the inode size is 256 bytes and the block size
is 4096 bytes, there are 256 bytes per block in this group. The inode table in the group
starts from block 273.As there are 16 inodes per block, inode 12 can be found in block

273.Getting the hex output of block 273 we get
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100EELAA :
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Processing the inode structure using the above information we can see that file of the size
has been reduced to 0 as bytes 4-7 show 00000000 which proves the sleuthkit output as
well. Access time of the file starts from byte 0x08 which is 4 bytes long, processing the in-
ode for access time we get the Hex value of access time 5ad7ba5f. Now we will verify the
Deletion time of the PDF file, processing the inode structure in Hex we can see that the de-
letion time in hex is 5ad80033. Processing the Extent Structure within the inode structure

we can see that the number of extents within the inode, number of blocks associated with

Figure 24 : PDF Deletion MD HEX

the inode and starting address of the block address has changed to zero.

Results After manual Processing
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Table 4.PDF FILE DELETION INODE DATA STRUC-
TURE MD CATEGORY

Description Offset Number Processed Hexadecim- Decimal Output

of Bytes al Bytes in Big endian

Size in bytes 0x4 4 00000000 0
Access Time 0x08 4 5ad7ba5f 2:36:31 AM April 19 2018
Inode Change 0xC 4 5ad80033 7:34:27 AM April 19 2018
Time
File Modification 0x10 4 5ad80033 7:34:27 AM April 19 2018
Time
Deletion Time 0x14 4 5ad80033 7:34:27 AM April 19 2018
Number of Extents Ox2A 2 0000 0
Number of Blocks 0x38 2 0000 0
In extents
Upper 16 Bits of Ox3A 2 0000 0
Block Address
Lower 32 Bits of 0x3C 4 00000000 0

Block address

4.2.4 Content Category:

When the PDF file was created tracked the record of Blocks associated with the file which
were starting from 33010 and ending on 33698. Now we will again check the allocation
status of the block which is shown as follows.

Group:
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Figure 25 : PDF Deletion Content Category

We can see that the allocation status of the block has changed and is not allocated. The con-

tent actually resides on the block even after deletion

Figure 26 : PDF Deletion Content Category Hex

As this is a pdf, it is not simply understandable, but the content resides on the block and is
not zeroed out .To find out to which inode this block is associated with we have the follow-

ing output.

=# ifind /dev/sddl -d 33010

[node not found

~# |
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Figure 27 : PDF Deletion Content Category Inode

We can see that the inode connection with the block is zeroed out and connection of a

block with the inode cannot be found.

4.2.5 Application Category:

Figure 28 : PDF Deletion App Category

Analyzing the journal block after file deletion it can be seen that the there are changes in
the blocks associated with the file. Block 257 belongs to block group 0. Block 257 is the
inode bitmap in which the change has occurred. An inode has changed due to which a
change in block 273 has occurred. Similarly there is a change in the Group descriptor table

which is block 1 in Block group 0.

4.2.6 PDF File Deletion Summary

Table 5. PDF FILE DELETION SUMMARY

File System x

File Name 4
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Meta Data 4
Content v

Application v

4.3 Scenario (Text File Creation)
Now we will analyze creation of a text file in the ex4 file system.
4.3.1 File System Category:

Status of free Inode and Block count before and after creation of the text file is shown in

the following diagram.

Figure 29 : Text File Creation FS Category

We can see the free inode count and block count has changed in the above screenshot. Ve-
rifying this information through the Hex Editor. Relevant Data Structures for Superblock is

as follows.
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Table 6. TEXT FILE CREATION SUPER BLOCK DATA
STRUCTURE FS CATEGORY

Description Offset Number of Bytes
Total Inodes Count 0x0 4
Total Block Count 0x4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2
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Figure 30 : Text File Creation FS (Hex)

As the free block count is at offset 0XC which is 4 bytes in size, we can see that the number
of free blocks in hexadecimal is 000e787d which is equal to 948349 which is equivalent to

number of free blocks as mentioned in sleuth kit output.

4.3.2 Filename category:

Analyzing the filename category after creation of the text file we get the following output.

L 4A system zong- Highlighted.pdf

Figure 31 : Text File Creation File Name Category

We can see that the thesis text file is shown here and the inode associated with this file is
inode 14.

4.3.3 Metadata Category:

To analyze the file creation in the metadata category we process the inode number in the

sleuthkit and see what metadata information of the file we can get.
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iroup: O
Generation Id: 115734698

Figure 32: Text File Creation MD Category

Inode for this file is also found in block group 0. The size of the file is 25707 bytes. Times
associated with this inode along with blocks are also shown in the above screenshot. Inode
range in this group is from 1-8192. As the inode size is 256 bytes and the block size is 4096
bytes, there are 4096/256 bytes inodes per block in this group. The inode table in the group
starts from block 273.

As there are 16 inodes per block, inode 14 can be found in block 273. Processing block 273

and moving to 14th 256 byte structure in this block we have the following Hex output.
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: a481 00AO 6b64 GAAO c46@ dBSa c460 d8Sa ....kd... .Z.'.Z
: c460 d85a GOOG GRER ORAEE A1e6e 3800 GREE T .Z........ B...
: DOGG 0800 GlO0 GROEE faf3 0100 G400 BEOE .... ..o iiinannn
: OOGG GOGG GOEO GREE B700 GREE a383 00O  ......iiiiiiennn
: OOGG GOGG OO GEEE GEOG GOOE GEEE AR ... eeeean
: OOGG GOGG GOER GEEE GEOG GOOE GEEE BEEE ... e
: DOGG 0000 aafB <506 (QOOG OOGE GEEE GEOE ......oeiiennnnn
: OOGG GOGG GOOER GROEO GEOG GOOE GEEG BEOE  .......ie e I
: 1cO0 GOG6 Ocbe cd43b Ocbe cd43b OGcbe cd43b ....... T
: c460 d85a Ocbe c43b ORRE GERE GGG GEOD .7 .Z... . e,
: OOGG GOGG GOOER GREE GEOG GOOE GEEE BEOE ... eiieeeenn
: OOGG GOGG OO GEEE GEOL GOOE GEEE BEOE ... e
: OOGG GOGG OO GEEE GEOG GOOE GEEE AR ... eeeean
: OOGG GOGG GOER GEEE GEOG GOOE GEEE BEEE ... e
: 0GGO CGEE CEEE CEEE CEEE COEO OO BB .....iiiieeeenns

Figure 33 : Text File Creation MD Hex

Results After manual Processing.

TABLE 7. TEXT FILE CREATION INODE DATA
STRUCTURE MD CATEGORY

Description Offset Number Processed Hexadecim- Decimal Output

of Bytes al Bytes in Big endian

Size in bytes 0x4 4 0000646b 25707
Access Time 0x08 4 5ad860c4 2:26:28 PM April 19 2018
Inode Change 0xC 4 5ad860c4 2:26:28 PM April 19 2018
Time
File Modification 0x10 4 5ad860c4 2:26:28 PM April 19 2018
Time
Number of Ex- Ox2A 2 0001 1
tents
Number of Blocks 0x38 2 0007 7
In extents
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Upper 16 Bits of 0x3A 2 0000
Block Address

Lower 32 Bits of 0x3C 4 000083a3
Block address

This confirms the sleuth kit output.

4.3.4 Content category:

In this category we will check the allocation status of a block.

Fragment: 3

Figure 34 : Text File Creation Content Category

Now we will verify which inode is allocated to this block.

~=# ifind /dev/sdc]

Figure 35: Text File Creation Content ( Inode )

Now we will process the content of this block.
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Figure 36 : Text File Creation (Hex)

We can see that the content is in the data block which is associated with the file.
4.4 Scenario (Text File Deletion):

Now we will analyze creation of a text file in the ex4 file system

4.4.1 File System Category:

Status of free Inode and Block count before and after creation of the text file is shown in

the following diagram.
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2457

Inode Size: 256

COMTENT INFOR CONTENT INFORMATION

Group: 16

Figure 37 : Text File Deletion FS Category

We can see the free inode count and block count has changed in the above screenshot. Ve-

rifying this information through the Hex Editor. Relevant Data Structures for Superblock is

as follows

Table 8. TEXT FILE DELETION SUPER BLOCK DATA
STRUCTURE FS CATEGORY

Description Offset Number of Bytes
Total Inodes Count 0x0 4
Total Block Count 0x4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2
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Figure 38 : Text File Deletion FS Hex

As the free block count is at offset OXC which is 4 bytes in size, we can see that the number
of free blocks in hexadecimal is 000e787d which is equal to 948349 which is equivalent to
number of free blocks as mentioned in sleuth kit output.

4.4.2 File Name Category:

Now we will analyze the text file deletion in file name category.
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Figure 39 : Text File Deletion File Name Category

Although the file is deleted but it is still visible along with its inode as a deleted file.
4.4.4 Metadata Category:

To analyze the file deletion in the metadata category we process the inode number in the
sleuth kit and see what metadata information of the file we can get.

Tinks: @

» Times:

Figure 40 : Text File Deletion MD Category

Inode for this file is also found in block group 0. The size of the file has reduced to 0 bytes.
Times associated with this inode along with blocks are also shown in the above screenshot.

Inode range in this group is from 1-8192. As the inode size is 256 bytes and the block size
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is 4096 bytes, there are 4096/256 bytes inodes per block in this group. The inode table in
the group starts from block 273. As there are 16 inodes per block, inode 14 can be found in
block 273. Processing block 273 and moving to 14™ 256 byte structure in this block we
have the following Hex output.

OE00dE0: a481 0000 0EOC G000 &6db9 dB8S5a cZb9 dB5a ........ m..Z...Z
0000d10: cZ2b9 dBba cZbS d8ba 0000 QOGO GO GOAE ...Z... ........
QE00dZ20: G000 0800 0100 GOEE0 Gaf3 GBEE G400 QEGE ................
QE0Od30: 0000 0000 0EOE GRE0 GOE0 GREE BEBE AEBE ................
0OCGd40: GEEE OARE GOEO GEEE COEE GEOE BEEE BEAE .......... ...,
0OC0d>0: 0OE0 OAAF GOLO COEE COOC COGE BEEE BEAE .......... ...,
BE0OdEE: G000 0000 e236 caBe (OO0 GOOEE GOOE QBGE ..... Bt
QEEEd7E: G000 0000 GEOE (OO0 GOE0 GREE BBLE AEBE  ................
0O00dE0: 1cGO OQB0 dB8Sd 0598 dBS9d 0558 0000 0OA8 ................
BB00d90: 6dbS d85a ad463 30a9 (0G0 GOEE QOGO QEGEE m..Zl.cO.........
QB00dad: QOG0 0000 GEOE (OO0 GO0 GLEE BEEE AEBE ................
0OC0dRG: GEEE OAAE GOEE GEEE COOE GEGE BEEE BEAE ................
0000dch: OOEO OAEE GOLO COOE COOC COGE BEEE BBAE .............0...
QE00dde: GOG0 G000 GEOE (OO0 GOE0 GBEE BEBE QEBE ................
Q000ded: QOGO GOOC GEOC GOO0 GO0 GBEE GBOEE QEBE ................
QOC0dTH: 0000 0QEF BOBO GOEE 0000 GOBE BEEE BOEE ................

Figure 41 : Text File Deletion MD HEX

Results After manual Processing.

Table 9. TEXT FILE DELETION SUPERBLOCK DATA
STRUCTURE FS CATEGORY

Description Offset Number  Processed Hexade- Decimal Output
of cimal Bytes in Big
Bytes endian
Size in bytes 0x4 4 0 0
Access Time 0x08 4 5ad8b96d 8:44:45 PM April 19 2018
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Inode Change Time 0xC 4 5ad8b9c2

File Modification 0x10 4 5ad8b9c2
Time
Deletion Time 0x14 4 5ad8b9c2
Number of Extents Ox2A 2 0000
Number of Blocks 0x38 2 0000
In extents
Upper 16 Bits of 0x3A 2 0000
Block Address
Lower 32 Bits of 0x3C 4 00000000

Block address

This also confirms the sleuth Kit output.

4.4.5 Content Category:

In this category we will check the allocation status of a block.

sdbl 33699

Figure 42 : Text File Deletion Content Category

Now we will verify which inode is allocated to this block.

=# 1find Sdev/sdbl -d 33699

Inode not found

8:46:10 PM April 19 2018

8:46:10 PM April 19 2018

8:46:10 PM April 19 2018
0

0
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Figure 43 : Text File Deletion Content (Inode )

Now we will process the content of this block.

y name i
y name is | name is | ¥ name
y name 1s me ' Yy name is ' Yy name
y name is ' Yy name is ss5a1 name
' name is moee | y name is moee ssai name
' ' } name 1 ' / name
Yy name y name
/ name
y name
y name
/ name
/ name
name
y name
ssain My name
hussain name
hussain name
hu ' Yy name
' y name

wn

{ Nname
[ Name

wwwwm

-

y name
/ name
e =
y name
y name
/ name
/ ‘name

name
y name
y name

e ol

wom.mwwmwmw;m

- |-

wn

nowm

Figure 44 : Text File Deletion CC Hex

It can be seen that the data still resides in the block even after deletion and is recoverable

through data carving process.

4.4.6 Application Category

Unall

Unall

Unall
Unalleo
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Figure 45 : Text File Deletion App Cat

Analyzing the journal block after file deletion it can be seen that the there are changes in
the blocks associated with the file. There are changes in the block 257 belongs to block
group 0. Block 257 is the inode bitmap in which the change has occurred. An inode has
changed due to which a change in block 273 has occurred. Similarly there is a change in
the Group descriptor table which is block 1 in Block group 0.

4.4.7 Text File Deletion Summary

TABLE 10. TEXT FILE DELETION SUMMARY

File System x
File Name v
Meta Data v
Content v
Application v

4.5 Scenario (HTML File Creation)

Now we will analyze HTML file creation in all 5 different categories
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4.5.1 File System Category

First of all we will see changes in the file system category .We can see that the number of

free blocks and number of free inodes has changed after we have created the html file.

Figure 46 : HTML File Creation FS category

We can see that the number of free inodes has reduced from 245746 to 245745.We can also
see that the number of free block count has also reduced from 948349 to 948342This can

also be verified from the Hex output of the super block.

Table 11. HTML FILE CREATION SUPER BLOCK DA-
TA STRUCTURE FS CATEGORY

Description Offset Number of Bytes
Total Inodes Count 0x0 4
Total Block Count 0x4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2
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Figure 47 : HTML File Creation (HEX)

As the free block count is at offset OXC which is 4 bytes in size, we can see that the number
of free blocks in hexadecimal is 000e7876 which is equal to 948342 which is equivalent to
number of free blocks as mentioned in sleuth kit output. Similarly we can also see that the
number of free inodes start at 0x10 which is 4 bytes in size and is 0003bff1 in hexadecimal

and is 245745 in decimal, this confirms the sleuth kit output.
4.5.2 Filename Category:

Analyzing the filename category after creation of the Html file we get the following output.

1: lTost+found
- ical proposal 4A system zong- Highlighted.pdf

tfile

e Linux File System.html
$0rphanFiles

Figure 48 : HTML File Name Cat

We can see that the HTML file is created and inode associated with the file is 15
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4.5.3 Metadata Category:

To analyze the file creation in the metadata category we process the inode number in the

sleuth kit and see what metadata information of the file we can get.

Figure 49 : HTML File Creation MD Category

Inode for this file is also found in block group 0. The size of the file is 26719 bytes. Times
associated with this inode along with blocks are also shown in the above screenshot. Inode
range in this group is from 1-8192. As the inode size is 256 bytes and the block size is 4096
bytes, there are 4096/256 bytes inodes per block in this group. The inode table in the group
starts from block 273.As there are 16 inodes per block, inode 15 can be found in block 273.
Processing block 273 and moving to 15th 256 byte structure in this block we have the fol-

lowing Hex output.
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CEO00e00: ad481 QOG0 5f6E QOO eldab 275b e3ab 275b
OO00el0@: 92a8 27/5b 0000 OOGO GOEE 0100 3800 0COGO
EE0Ee20: GOOO (GBEO G100 GOGE Gaf3 0100 G400 COGO
CE00e30: QOO QOG0 CEO0 CLEE 0700 QOO0 2483 QOGO
0O0Ce40: QOOO OOG0 GEOO CLOOEE OQGG GOOG GLEEE GGG
OO00e50: GOOO GOEO OO0G COGE GOEE BGOOG GEEL CoLe
CO00e60: CGOOO GEEG 4700 8a89 GOGE GEEE EEEG COLE
CE00e/0: QOO QOG0 EEO0 CLDOEE OQOL QOOQ LLEE QOB
QO0CeB80: 1cOO OOGG G831 c/bf OQGO GOOE GOEEE GGG
OO00eS0: e3ab 27/5b 0831 c/bf GOGE GOOO GEEL COLO
BO00eald: GOOO GEEO OOGG GOGEE COEE GEEE EEEL CELE
CE0Ceb®: QOO QOG0 EEOO CLOEE OQOL QOOQ BLEE QOB
OO0Cec®: QGGOO OOGC GEOO COOEEO OQGG GOOE GLEEE QOGO
OO00edd: GOOO GOEO OOOO COGE COEE GOOO GEEL CoLe
GO00eel: GOOO GEEO OOGO GOEGEE GOEE GEEE EEEL COLO
QE0CefO: QOO QOG0 EEOO CLOEE OQOL QOOQ LLEE QOB

Figure 50 : HTML File Creation MD (HEX)

Results After manual Processing.

Table 12. HTML FILE CREATION INODE DATA
STRUCTURE MD CATEGORY

Description Offset Number Processed Hexadecimal Bytes in Big Decimal Out-
of Bytes GGIEN put
Size in bytes 0x4 4 0000685f 26719 Bytes
File Access 0x08 4 5b27abe3 12:56:03 PM
Time June 18, 2018
Inode Change 0xC 4 5b27abe3 12:56:03 PM
Time June 18, 2018
File Modifica- 0x10 4 5b27a892 12:41:54 PM
tion Time June 18, 2018
Number of 0x2A 2 0001 1

Extents
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Number of 0x38 2 0007
Blocks In ex-
tents

Upper 16 Bits O0x3A 2 0000
of Block Ad-
dress

Lower 32 Bits 0x3C 4 000083a4
of Block ad-
dress

This also confirms the sleuth kit output.

4.5.4 Content category:

In this category we will check the allocation status of a block.

'sdbl

Figure 51 : HTML File Creation Content Category

Now we will verify which inode is allocated to this block.

=# 1find

Figure 52 : HTML File Creation ( Inode )

Now we will process the content of this block.

o1

33700



e-mail, “are sto
fil

n.html" title
In Linl

Figure 53 : HTML File Creation Content Cat (HEX)

We can see that the content is in the data block which is associated with the file.
4.5.6 Application Category:

In this category the journaling is performed by the file system.

Figure 54 : HTML File Creation App Category

Analyzing the journal block after Html file creation it can be seen that the there are changes
in the blocks associated with the file. Block 257 belongs to block group 0. Block 257 is the

inode bitmap in which the change has occurred. An inode has changed due to which a
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change in block 273 has occurred. Similarly there is a change in the Group descriptor table

which is block 1 in Block group 0.

Figure 55 : HTML File Creation App Category

4.6 Scenario (HTML File Deletion):

Now we will analyze HTML file deletion in all 5 different categories

4.6.1 File System Category:

First of all we will see changes in the file system category .We can see that the number of

free blocks and number of free inodes has changed after we have deleted the html file

Inode Range: 1 - 245761 Inode Range: 1 - 245761
Root Directory: 2 Root Direc

Free Ino 245745 Free Inodes:

Inode Size: 256 Inode Size:

CONTENT INFORMATION

: 0
40964
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Figure 56 : HTML File Detion FS Category

We can see that the number of free inodes has increased from 245745 to 245746.We can
also see that the number of free block count has also increased from 948342 to 948346.This

can also be verified from the Hex output of the super block.

Table 13. HTML FILE DELETION SUPER BLOCK DA-
TA STRUCTURE FS CATEGORY

Description Number of Bytes
Total Inodes Count 0x0 4
Total Block Count 0x4 4
Free Block Count 0xC 4
Free Inode Count 0x10 4
Magic Number 0x38 2

Figure 57 : HTML File Deletion FS Category (Hex)

As the free block count is at offset 0xC which is 4 bytes in size, we can see that the number
of free blocks in hexadecimal is 000e787d which is equal to 948346 which is equivalent to
number of free blocks as mentioned in sleuth kit output. Similarly we can also see that the
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number of free inodes start at 0x10 which is 4 bytes in size and is 0003bff2 in hexadecimal

and is 245746 in decimal , this confirms the sleuth kit output.

4.6.2 Filename Category:
Analyzing the filename category after creation of the Html file we get the following output.
d/d 11: lost+Tound

fr 12 i . proposal 4A system zong- Highlighted.pdf
Sr 13:

/. The Linux File System.html

f

r

r/r : file
r/

'|u|

Figure 58 : HTML File Deletion FN Category

Although the file is deleted but it is still visible along with its inode as a deleted file.

4.6.3 Metadata Category:

To analyze the file creation in the metadata category we process the inode number in the
sleuthkit and see what metadata information of the file we can get.
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Figure 59 : HTML File Deletion MD Category

Inode for this file is also found in block group 0. The size of the file has reduced to 0 bytes.
Times associated with this inode along with blocks are also shown in the above screenshot.
Inode range in this group is from 1-8192. As the inode size is 256 bytes and the block size
is 4096 bytes, there are 4096/256 bytes inodes per block in this group. The inode table in
the group starts from block 273. As there are 16 inodes per block, inode 15 can be found in
block 273. Processing block 273 and moving to 15" 256 byte structure in this block we

have the following Hex output.
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0000=00: a481 QOQ0 QOO0 QBOO afds 275b 8fdb 275b
0000elO: 8fdb 275b 8fdb 275b QOO0 GOOG OOGG CGOO
0000e20: GOEC O8OC OlO0 GOEE Gaf3 GEOG G400 CGEO
000Ce30: GOEC CEEC GOGE GEEE GEEE GECE OEEE CGee
0O0C=40: QOBO GOGO GOEEO COLE OOG0 BGEEE CLEE GO0
000Ge50: GOOC GOOC GOGO GOGEE GOOE GECG OOeE cGeO
0000e60: GOOEC OOOC d4df 668e GOOE GEEE OACE CGEO
0OB0CEe70: COEC CEEC GOGO GOEE GEEE GECE OEEE CGeO
0000=80: 1cBO OOG0 14d4 7187 14d4 7187 QOO 0OG0
0000eS0: afds 275b 680e lecc (OGO GEOG OOGE CGGO
0000eald: GOEC COOG GEEO GEEE GEEE GEEE OAGE CGee
000CebO: GOEC CEEC GOGO GEEE GEEE GECG OAEE CGEO
000Cec@: QOBO GOGO GOEEO COLE OOG0 GEE0 CLEE GO0
0000edd: GOOC GOOC GOGO GOGE GOOO GECG OOGE CGeO
0000ecO: GOEE OGOOC GOGO GEEE CEEE GEEE OAGE CGGO
QO0CefO: COEC CEOC GOGO GEEE GEEE GECG OAEE CGeO

Figure 60 : HTML File Deletion MD Category (Hex)

Results After manual Processing.
Table 14. HTML FILE DELETION INODE DATA

STRUCTURE MD CATEGORY

Description Offset Number Processed Hexadecimal Decimal Output
of Bytes Bytes in Big endian

Size in bytes 0x4 4 0 0
File Access Time 0x08 4 5b27d5af 8:54:23 PM June 18,2018
Inode Change Time 0xC 4 5b27db8f 9:19:27 PM June 18, 2018
File Modification 0x10 4 5b27db8f 9:19:27 PM June 18, 2018

Time

Deletion Time 0x14 4 5b27db8f 9:19:27 PM June 18, 2018
File creation Time 0x90 4 5b27d5af 8:54:23 PM June 18,2018

Number of Extents 0x2A 2 0000 0
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Number of Blocks 0x38 2 0000

In extents
Upper 16 Bits of O0x3A 2 0000
Block Address
Lower 32 Bits of 0x3C 4 00000000

Block address

This also confirms the sleuth kit output.

4.6.5 Content Category:

In this category we will check the allocation status of a block.

Figure 61 : HTML File Deletion Content Cat

Now we will verify which inode is allocated to this block.

~# ifind /dev/sdbl -d

Inode not found

Figure 62 : HTML File Deletion CC (Inode)

Now processing the content of the block
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cha.n
html" tit

Figure 63: HTML File Deletion CC (HEX)

Now we can see that the content of the block is still there and is not deleted.

4.6.6 Application Category:

We will analyze the journaling part of the file system.

FS
FS
FS

FS

—

FS BL
FS Blo
Commit B1

J

= I I I I I I=

—
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Figure 64 : HTML File Deletion App category

Analyzing the journal block after Html file deletion it can be seen that the there are changes
in the blocks associated with the file. Block 257 belongs to block group 0. Block 257 is the
inode bitmap in which the change has occurred. An inode has changed due to which a
change in block 273 has occurred. Similarly there is a change in the Group descriptor table
which is block 1 in Block group O.

Figure 65 : HTML File Deletion App Category

4.6.7 HTML File Deletion Summary

Table 15. HTML FILE DELETION SUMMARY

File System X
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File Name v
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Chapter 5

DEFINING ANTI FORENSIC STANDARDS FOR EXT4
FILE SYSTEM

5.1 Comparison of EXT4 with EXT3

The main difference between EXT4 and EXT3 is the difference in structure of how they
point to blocks .EXT3 uses indirect pointers to point to blocks while ext4 uses Extents in-

stead.

5.1.1 Indirect Pointers EXT3

To avoid making the inode structure too large while supporting large file sizes concept of
indirect pointers is used .The most simple is the single indirect pointer and is stored in the
inode structure . These pointers point directly to the file data. The double indirect pointer
points to the repository for single indirect pointer. The triple indirect pointer points to the
file system block which acts as a repository for double indirect pointers. Following is the

diagram showing how these are related.

Inode 1st 2nd Indirection Frd
Indirection Level Indirection
Level Level
Data Data
Data
Data
Other
Information

'

Single Indirect Pointer

Indirect Pointer Data

| Double

Indirect Pointer Data
Triple Double Single

Indirect Pointer] ™ [Indirect Pointer

Indirect Pointer
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Figure 66: Illustration of Indirect Block Pointers

5.1.2 Extents

Extents were introduced in EXT4 to reduce the amount of metadata needed to keep track of
the data blocks for large files. Instead of storing a list of every individual block which
makes up the file, the idea is to store just the address of the first and last block of each con-
tinuous range of blocks. These continuous ranges of data blocks (and the pairs of numbers

which represent them) are called extents.

5.2 Results Summary

In this chapter the results of research conducted is summarized and the Three different
types of files have been created and deleted in ext4 file system to observe the changes in all
different categories as mentioned by Brian carrier to look at the data persistence after the
file is deleted. Results of forensic examination after file deletion are shown in the following
table.

Table 16. DATA PERSISTENCE

File Types
PDF TEXT HTML
File System = 2 =

Cate-
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File Name v v v

Meta Data v v v
Content v 4 v
Application v v v

5.3 Defining File Deletion Standards

When a file is deleted the following categories must be deleted to ensure that the file is
completely wiped from the file system and no data associated with the file is recoverable.

Categories Deletion Required

File System No
File name Yes
Meta Data Yes

Content Yes

Application Yes
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Chapter 6
CONCLUSION AND FUTURE WORK

Lack of standards from a recognized authorities like NIST for securely wiping data at the

file system level (EXT4) created the need to work on this research area.

The different types of file were created and deleted from the ext4 file system and changes
were observed in all different categories for the data persistence. It was observed that al-
most all categories associated with the file system has some data even after deletion. This
research thesis is very important for people who want to securely wipe data associated with
a file in ext4 file systems. This thesis has provided the standards for securely wiping data of
a file in EXT4 file system.

Following future work can be taken as the continuation of this Thesis
e Tweaking with the default file system features of EXT4 and observe the changes

e Behavior of EXT4 with different Operating systems
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