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ABSTRACT

Cognitive Radio Network(CRN) is the evolution of Radio Networks and is considered

as future of Radio connectivity. CRN is characterized by its heterogeneous nature where

smart radios (Cognitive Radios - CR) are interconnected to interact among themselves

and with their environment. In CRN paradigm, when Cognitive Radios are provided

with access to spectrum holes "White Spaces" then it becomes CRN with the aim to

exploit underutilized spectral space. Various standard bodies and consortium are con-

tributing to standardizing CRN protocols and communication technologies. Unlike tra-

ditional Radios, Radio Networks and Software Defined Radios (SDR), CRN are de-

signed to perform prescribed functionality by employing needed resources opportunis-

tically to keep procurement and implementation cost low.

The Cognitive Radio(CR) concept is leading the way in harnessing full potential

of frequency spectrum by equipping wireless devices with auto adaptability of operating

parameters based on the radio environment for efficient and opportunistic utilization of

the scarce radio frequency (RF) spectrum. It is bringing about a paradigm shift in how

frequency spectrum could be utilized for greater efficiency and convenience by enabling

unlicensed access to licensed spectral space for solving the spectrum scarcity. Where

Cognitive Radios have enormous potential, they also pose many a security challenge

because of devices in the network which are invasive in nature. This thesis concentrates

on attacks and provides a comprehensive review of those attacks on CR and within CRN

with consolidation of the methods to execute those attacks and the solutions to mitigate

those attacks.
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Chapter 1

INTRODUCTION

1.1 The Rise - Overview

Past couple of decades has seen many new inventions, innovations and discoveries.

One can easily nominate wireless technology amongst the ones which lead all the way.

Employment of wireless technology has resulted in a communication revolution with

use of wired telephony services almost depleting to a restricted few and an exponential

growth of cellular phone services. Cellular communication is not the only advantage

that this technology has brought instead sophisticated applications like Internet, adhoc

networks, Internet of Things (IoT), cloud computing etc. partly or solely involve the

use of this technology.

The sudden boom of applications involving the employment of wireless tech-

nology naturally led to the exhaustion of spectral space and resultantly leading the

researchers to focus on acute shortage of wireless spectrum. The increasing demand

of usable spectrum range has rung many an alarm bells in the world of spectral space

due to serious spectrum shortage which is getting acute day by day. Low spectrum us-

age efficiency in conventional fixed spectrums gave rise to the Cognitive Radio (CR)

concept which came around with the theme of enabling unlicensed access to licensed

spectral space for solving the spectrum scarcity issue. First proposed by J. Mitola in
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1998, Cognitive radio a promising concept, has risen to totally take advantage of the

underutilized spectrum [1]. Spectrum scarcity issue is overcome by allowing utilization

of the network resources in the absence of the licensed users by unlicensed users rather

than the spectrum resource being wasted (due to absence of the licensed user) thus al-

lowing more number of users to utilize the same resources by adding intelligent usage

phenomena to the communicating devices.

Remarkable researches and endeavors have been undertaken on cognitive radios,

such as the IEEE 802.22-WRAN [2, 3] and Wireless Innovation Forum (WIF) which

includes government regulators, vendors, technology /software developers, academic

institutions, research and engineering organizations that support the idea to to take

wholesome advantage of “White Spaces” existent in frequency spectrum [4].

Figure 1.1: White Spaces / Spectrum holes [5]

As depicted in figure 1.1 Spectrum sharing is the general concept of a CR, li-

censed to primary users (PU) spectrum is leveraged by secondary users (SU) to com-

municate when PUs are not totally occupying it i.e. vacant space known as “spectrum

holes” . SU are required periodically to carry out spectrum sensing utilizing the spec-

trum in the absence of PU. Whenever the PU becomes active, the SU have to back off
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either by reducing transmission power or employ certain time bound vacation [5].

With the surfacing of Cognitive concept in wireless domain many security issues

have risen as is the norm with nascent technologies. The inherent attributes of CR

paradigm have opened up the gateway to new threats and challenges [6]. If these issues

are left on the back burner this may impede all the benefits that can be accrued from

this promising technology. There are host of security vulnerabilities to which CRN are

vulnerable due to the intrinsic nature of the CR.

1.2 Current Status of Research by Academia

It has been almost two decades since this technology was first proposed and since then

Cognitive Radio (opportunistic intelligent utilization of White Spaces) is receiving a

lot of importance by the researchers as it is near deployment stage [1]. There is a

dire need of better ideas to deploy it in perfect shape. Aforementioned, the Cognitive

Radio has a crucial role to play in enabling our wireless conversations of future. Due

to many expected contributions, for successful working of Cognitive Radio the likes of

coexistence mechanisms, sensing algorithms have been proposed but the security issues

received a little less attention.

As far as standardization efforts are concerned a great deal of effort is being made

for developing standards related to CRs. Organizations like ITU-R, IEEE and SDR Fo-

rum are among the prominent operational in this regard [7, 8]. The most commonly

known is IEEE standard, which (relevant to the use of Cognitive Radio) is in the devel-

opment stage, only draft version of the standard specific to use of Cognitive Radio in

TV network (802.22) [2] has been published and the standard relative to use of CRN in

CDMA, GSM/GPRS, Wi-Max, LTE and other networks is yet to get any standardization

maturity level.

There is no practical application currently in use but as per Federal Communi-
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cations Commission (FCC) recommendation the CR technology will be deployed by

2020 in US, therefore companies are finalizing the deployment stages and testing their

products to enable their usage [9].

The opportunistic access gives rise to a large attack profile in Cognitive Radio

Network (CRN) due to their intrinsic nature. Attacks can be classified rooted on the

OSI / TCP/IP layers they impact as covered by authors in [10–12]. However, the papers

are piecemeal and fore-go consolidated details and countermeasures about these attacks.

1.3 Motivation

Coginitive Radios (intelligent software defined radios) present a significant area for

research vis-a-vis information security; as is with all nascent technologies that they

start with a boom and race for technological enhancement and precision sidelining the

security issues or totally putting them on a back burner. Since, no system is perfect;

hence, capabilities of Cognitive Radio Networks merit that consolidating all known

threats, attacks, vulnerabilities and their counter measures is carried out to provide a

comprehensive study for future reckoning.

Cognitive Radio (CR) concept came around with the theme of enabling unli-

censed access to licensed spectral space for solving the spectrum scarcity issue. Ca-

pabilities of Cognitive Radio Networks can be impinged by threats, attacks and vulner-

abilities. For spectral resources to be made available/accessible to unlicensed users its

utmost important to have a mechanism:

• For discovery of whitespaces in the spectral space for utilization by SU (unli-

censed user).

• Which allows no affects of the SU on performance of the PU (licensed user).

What if while sensing some malicious unlicensed user pretends to be a licensed

4



user?

• Attack can be done by a malicious SU attempting to gain priority over legitimate

SUs emanating communication emulating attributes of the PU, thus impinging

other SUs from using the network resources [14].

Primary Use Emulation Attack (PUEA) [13] can result in spectrum sensing being

critically impinged, reduction in the resources of the available channel to valid Sec-

ondary Users (SU), decrease in the bandwidth availability causing connection unrelia-

bility and resulting in:

• Quality of Service (QoS) degradation.

• Bandwidth waste.

• Denial of Service (DoS).

PUEA acts as a stepping stone to other attacks such as SSDF attack , Jamming

attack, Hello Flood attack, Sink Hole attack etc.

1.3.1 Problem Statement

To elaborate attacks on CRN, many studies have been presented as discussed in previous

section. However, the studies focus on identification of attacks on one layer or the other

and do not provide a consolidated picture or details of counter measures therefore main

motivation was “to prepare a consolidated reckoner of all types of attacks and their

countermeasures”.

1.4 Objectives

The aim behind the work was to prepare a consolidated reckoner for all types of detec-

tion, mitigation and countermeasures vis-a-vis corresponding security threats, attacks,
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vulnerabilities to serve as a turnkey solution. Hence, the objectives of thesis work are:

• Elaborating Cognitive Radios (CR) and the Cognitive Radio Network (CRN) with

emphasis on working mechanisms, principles, standards and its architecture.

• Consolidating security threats, attacks, vulnerabilities and challenges to Cogni-

tive Radio Networks (CRN).

• Consolidating detection, mitigation and countermeasures against host of different

threats, attacks and vulnerabilities to Cognitive Radio Networks (CRN).

1.5 Contributions

1.5.1 Relevance of the Topic to National Needs

Cognitive Radios (CR) as a sub-branch of Software Defined Radios (SDR) are being

extensively researched in the entire world. IEEE standard relevant to the use of Cog-

nitive Radio is in the development stage, only draft version of the standard specific to

use of cognitive radio in TV network has been published [2] and the standard relative to

use of CRN in CDMA, GSM/GPRS, Wi-Max, LTE and other networks is yet to get any

standardization maturity level. It is imperative to comprehend this knowledge in stride

with the world, as it will usher a new era in licensed spectrum. In harnessing Cogni-

tive based software defined Radios our contribution to international research efforts as

a country can also pay dividends. Furthermore, new avenues to securing our software

defined radio networks can be looked into.

1.5.2 Relevance of the Topic to Military Needs

Software defined radios utility in the Military cannot be denied. This work would pro-

vide a new dimension to ward against SDR/CRN attacks. In future, use of versatile
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cognitive radio applications in military cannot be ruled out thus this work would be

informative in understanding malicious intents.

1.5.3 Advantages

The research will assist in comprehending the Cognitive Radio based networks. Protec-

tion and counter measures against attacks in Cognitive Radio environments.

1.5.4 Areas of Application in Commercial Sector

Contribute to international research efforts in harnessing this technology and securing

Cognitive Radio Networks.

1.5.5 Areas of Application in Military

Extensive use of software defined radios in Military merits that attacks, threats and vul-

nerabilities to SDR/CRN are analyzed. A consolidated reckoner can serve as a turnkey

solution to ward against malicious attacks on Military’s radio networks.

1.6 Thesis Layout

Divided into six chapters the thesis unfolds as follows:

• Chapter 1: This chapter introduces the topic, describes research objectives and

importance of topic to the national needs.

• Chapter 2: This chapter covers setting of the topic in detail. It introduces Cog-

nitive Radios (CR) and Cognitive Radios Network (CRN) working mechanisms,

principles, standards and architecture.
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• Chapter 3: It provides details of security threats, attacks, vulnerabilities and chal-

lenges to Cognitive Radio Networks (CRN).

• Chapter 4: It provides details of detection, mitigation and countermeasures against

host of different threats , attacks and vulnerabilities to Cognitive Radio Networks

(CRN).

• Chapter 5: This chapter gives an analytical summary of the issues, deployment ar-

chitecture, attacks and their countermeasures to Cognitive Radio Networks (CRN).

• Chapter 6: This chapter concludes the report.
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Chapter 2

FOUNDATION OF CR/CRN

2.1 Overview

Wireless Communications has the highest ratio of deployment/employment amongst all

means of electronic communication in the world today; studies suggest that ubiquity of

wireless communication has caused a technological explosion. Smart devices as part of

IoT, hand-held devices as in PDAs , Tablets, smart-phones, Laptops etc. have made the

provision of frequency spectrum an uphill task being exhaustive i.e. usable spectrum

has range limits and the range to demand ratio has seen an exponential trend.

The last two decades, Internet utility has rocketed by 1,052 % [15]. This is just

one case study, spectrum bandwidth is not utilized by Internet alone ; usage trend of

wireless communications means by other technologies is similar to that of Internet.

Consider cell phone users for that purpose, the number of users have mushroomed in

the last two decades. cell phone services have shifted from legacy networks like AMPS

/ 2G to more fast networks like 3G and 4G (5G being in the pipeline) meaning more

utilization of wireless spectrum resources. This trend would continue in the years ahead.

Would there be spectrum bound expansion with usage exponential growth? A simple

NO. What does this lead us to then? the necessity of a concept that tackles the expansion

of wireless usage around the globe, which is none other than Cognitive Radio.
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It is clear that we cannot generate new resources of spectrum all we can do is to

use the available spectrum efficiently. Recent surveys performed in the United States

show that almost 70% of the allocated spectral resources are idle at some time of the day

[15]. Cognitive Radio overcomes the spectrum scarcity issue by allowing utilization of

the network resources in the absence of the licensed users to unlicensed users rather

than the spectrum resource being wasted (due to absence of the licensed user) thus

allowing more number of users to utilize the same resources by adding intelligent usage

phenomena to the communicating devices. Provision of opportunistic access is the

theme of CR as depicted in figure 2.1 [1].

Figure 2.1: Opportunistic Access [1]

The usage of channel by the Secondary User (SU) is bound by the fact that li-

censed User is away. How would the fact be established ? Sensing is the method

employed by SU to check absence of PU from the channel [5]. For spectral resources to

be made available/accessible to unlicensed users its utmost important to have a mech-

anism: For discovery of whitespaces in the spectral space for utilization by SU (un-

licensed user) and one which allows no affects of the SU on performance of the PU

(licensed user). Former issue is resolved by out-band sensing in the network band-
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width based on whose results whitespaces are selected by secondary user depending on

its QoS requirements. Once SU selects a whitespace it initiates periodic transmission

(with desired SU) and sensing cycle. Hence, two intervals follow each other i.e. sensing

(in-band) and then transmission. Hence, in-band sensing by SU resolves the later issue

which ensures absence of PU whose whitespace is being currently utilized. SU are re-

quired to periodically carry out spectrum sensing utilizing the spectrum in the absence

of PU. Whenever the PU becomes active, the SU have to back off either by reducing

transmission power or employ certain time bound vacation as in its two seconds via

in-band sensing for IEEE 802.22 standard [5]. The two-interval cycle of sensing and

transmission by SU continues until communication is completed or emergence of PU.

2.2 The Vision of CR

Vision that led to development of this promising technology was to have a system that

detects and utilizes the bandwidth more systematically and productively. If the spectral

resources are to be utilized as stated in the previous section then this will lead a user to

find the available resource in spectrum which may add time as an overhead. By learning

the domain conditions CR can enhance link consistency and aid NWs to automatically

boost capacity as well as coverage [16].

2.3 Advantages of CR

Use of Cognitive Radio as discussed in the previous sections will make the networks

inter-operable allowing them to communicate with different protocols. Interoperability

will increase the coverage and data rate considerably making the global roaming easier.

This technology would also allow us to overcome the drawbacks of the legacy analogue

components. Types of switching to communicate over any network are:

11



• Packet Switching: In packet switched networks the resources are shared among

users

• Circuit switching: In circuit switching networks the resources are reserved and

hence wasted.

A lot of spectral resources can be saved using CR which involves packet switching

preeminent [17].

2.4 CR

Definition : “CR is an intelligent wireless communication system that is aware of its

surrounding environment (i.e., outside world), and uses the methodology of understand-

ing by- building to learn from the environment and adapt its internal states to statistical

variations in the incoming RF stimuli by making corresponding changes in certain op-

erating parameters (e.g., transmit-power, carrier-frequency, and modulation strategy)

in real-time, with two primary objectives in mind: highly reliable communication when-

ever and wherever needed; efficient utilization of the radio spectrum”[18]

2.5 Cognitive Cycle

The concept behind Cognitive Radio can be best understood by looking at cognitive

process itself [19]. As depicted in Figure 2.2, it consists basically of four steps:

1. Sensing.

2. Analysis & Reasoning.

3. Adaptation.

4. Acting.
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Figure 2.2: Cognitive Cycle of CR [20]

Sensing is performed first and it is the most important step involved in this cy-

cle. Based on the sensing results the radio performs analysis of the sensed data as per

its QoS requirements or in other words the results are analyzed and characterization

of the environment is done as per the QoS requirements. When the analysis has been

performed, reasoning is performed based on type of radio. In case of policy radio the

reason to adapt to new parameters comes from the hard coded policies where as in

learning radio it is the AI engine that helps gathering the reasoning to perform adapta-

tion. All the succeeding actions performed in the cognitive cycle are based solely on

the sensing results. In the end adaptation is performed to make a transition to the new

operating parameters. Finally,Acting i.e. secondary User communication starts.

2.5.1 Tasks performed by the CR

Complying the cycle discussed in the previous section, the CR performs the following:

• Radio analysis
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• Channel identification

• Dynamic spectrum management.

Radio analysis is done to avoid any interference limit and to detect presence of

white spaces. Channel identification is performed to achieve coherent detection and

it will also enhance the spectrum utilization. Dynamic spectrum management is also

performed at the transmitter to take decisions ensuing from the outcome of preceding

actions [21]. The tasks can be summarized as depicted in the Figure 2.3.

Figure 2.3: Spectrum Management Tasks [22]

2.5.1.1 Transmit Power Control / Dynamic Spectrum Management

Towards end when the available spectrum range has been known the CR will choose the

criteria such as the vacant spaces and level of power to transmit. In this case managing

the spectrum would make the following possible [17]:

• SU utilizing the vacant spectrum has to coexist with the PU.
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• Interference must not surpass a certain set level.

Figure 2.4: Power Rate - Bit Rate

Power/ bit rate control as depicted in figure 2.4 and spectrum management is

all done at the transmitter end. Another important attribute here is the transmission

technique, which mainly fall into the following categories:

2.5.1.1.1 Overlay This transmission technique allows parallel transmission of the

PUs and the SUs, this procedure is also known as the concurrent transmission. The SU

uses part of its power for its own transmission and some part to relay the PU data as

depicted in figure 2.5.

Figure 2.5: Overlay
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2.5.1.1.2 Underlay This allows concurrent transmission or parallel transmission of

the PU and the SU in the Ultra Wide Band. But due to power issues underlay scheme

provides short range of communications. The difference between overlay and underlay

is that underlay is limited to short range communications as depicted in figure 2.6.

Figure 2.6: Underlay

2.5.1.1.3 Interweave Here the CR will monitor the spectrum from time to time and

then communicates over the available vacant spectrum regions. It will communicate in

such a way that whenever the PU will communicate the SU will remain silent in that

particular band [23].

2.6 CRN Architecture

Deploymnet of CRNs can be in three different ways i.e. the architecture can be : cen-

tralized, distributed and mesh [24].

2.6.1 Centralized

Infrastructure based: CRN infrastructure based architecture is depicted in Figure 2.7,

which is a centralized approach and access to a base station (BS)/ fusion centre (FC) by

an SU can only be in one hop. BS shall control all communication amongst SU which
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are in its transmission range. Backbone is through which routing of communication

amongst different cells occurs. BS receives sensing information from the SU periodi-

cally. The BS/FC aggregates this information collected from different SU to take the

decision based on which operating parameters are reconfigured by the SUs [24].

Figure 2.7: Infrastructure Architecture [24]

2.6.2 Distributed

Ad-hoc: Figure 2.8 shows CRN Ad-hoc based architecture which is a de-centralized

approach and does not rely on any predefined infrastructure. On emergence of an SU

in transmission zone of another SU, a link may be set up resulting in formation of an

ad-hoc network. Hence, two or more SUs can either communicate with each other

by dynamically utilizing the white spaces or across prevalent communication proto-

cols/standards(e.g., WiFi, Bluetooth). In absence of a central coordinating authority,

the SU must rely on local coordination i.e. amongst thems to gather topology informa-

tion and to conduct communication [24].
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Figure 2.8: Distributed Architecture [24]

2.6.3 Mesh

Figure 2.9 shows CRN mesh architecture a combination of both of the previous stated

architectures facilitating the communication between BS to BS, BS to SU and SU to

SU. The wireless backbone is formed by BS working as wireless routers. SU can di-

rectly connect to the BS or through relay nodes i.e. employing other SU in a multi-hop

process. Connectivity to wired backbone or core networks may also be carried out by

some BS which may function as gateways [24]. Spectrum holes can be utilized by BS

having cognitive radio capabilities to communicate each other as well.

2.7 Implementation Issues

The initiation and development of this promising technology presents many challenges.

Following are the implementation issues that pose a challenge to deployment of CR

[19, 21]:
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Figure 2.9: Mesh Architecture [24]

1. Sensing [25, 26].

2. Interference Management [27].

3. Resource allocation [27].

4. Architecture.

5. Physical Layer.

6. Protocols and Standardization [2, 29].

7. Signaling.

8. Security.
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2.7.1 Sensing

This is the most important characteristics of the CR. The CR must have to ability to

sense the radio channel, or in other words the CR must have ability to know when

the spectrum is available and at the same time sensing is important to ensure non-

interference with the PU because it is sensing that lets the SU know that the PU has

reappeared. Two types of sensing is performed by the SU:

1. Out-band sensing: To search for white spaces or vacant holes in spectrum.

2. In-band sensing: This is periodically carried out by the SU once white space

utilization is started by the SU. This ensures non-interference of the SU on per-

formance of the PU.

There are three kinds of spaces that exist in the spectrum which sensing takes into

account:

1. Black Spaces: Spaces engaged by devices with high power interference

2. Grey Spaces: Grey Spaces are employed by devices with little power interfer-

ence.

3. White Spaces: White Spaces are free to use.

Black spaces are forbidden to be used by the SU for transmission because of the

high power interference. So the concerning are white spaces and grey spaces. Spectrum

sensing can also be termed as spectrum detection because sensing involves detection;

many schemes were proposed to identify the white spaces in the spectrum, sensing

techniques are mainly of two types [25]:
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2.7.2 Security

More research carried out till now is focused towards other issues, but unfortunately the

security issue gathered a little less attention as compared to other issues. Security is the

most critical aspect involved in the implementation of CRN, because if an attack (due

to an unaddressed security issue) occurs, then CR will be unable to deliver its basic

functionality that is the opportunistic access.

Work needs to be done on developing secure protocols for the SU having mech-

anism such as authentication, authorization. CRN is based on the premise that PU and

SU are to be differentiated in the network, authenticating PU and SU is specifically

mandatory since both PU and SU deserve different level of authorization and different

privileges to access the spectrum. Authentication can be easily implemented for central-

ized architectures by having a centralized authority; however it is difficult to implement

such scheme in a distributed/ non-cooperative environment.

The CRN provides conditional authorization. Conditional authorization refer to

the term where the SU can only transmit in licensed frequency bands till the time the

Primary User for that licensed band does not require that band.

In the following chapter security issues to CRN by describing possible attacks,

threats and vulnerabilities will be described.

Summary

Details about CR were discussed. Firstly the need that became the reason for invention

of CR was discussed and then the importance of CR in solving the spectrum shortage

problem was discussed. In the following section the Cognitive Cycle was introduced

and described. Then discussion was made on tasks performed by the CR including

analysis, channel identification and spectrum management.Then CRN architecture was

described. In the last section issues related to deployment of CR were listed .
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Chapter 3

SECURITY CHALLENGES

3.1 Security Threats

With the improvements in technology, security based threats also emerged on the hori-

zon that would serve as a impediment to the advantages these innovations bring along.

Each node which is part of a network is susceptible to many security based threats.

The threats are not only limited to nodes of existing technologies but these threats pose

serious challenge to upcoming technologies like Cognitive Radio. As far as standardiza-

tion efforts are concerned a great deal of effort is being made for developing standards

related to CRs. There is no practical application currently in use but companies are

finalizing the deployment stages and testing their products to enable their usage [9].

There is a dire need of better ideas to deploy it in perfect shape. Cognitive Radio solves

spectrum paucity issue; moreover, it would have amplified utility in numerous applica-

tions once it gets deployed, consequently it is vulnerable to many attacks. Attacks to

CR are discussed in detail in this chapter.

The attack profile is quite diverse in cognitive radio networks due to their intrinsic

nature, attacks can be classified according to the layers they impact as portrayed in Table

3.1: Application layer, Transport layer, Network layer, Link layer/ MAC, Physical layer

and Cross layer.
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Table 3.1: Attack Profile - Protocol Layers

Layer Attacks

.

.

.

.

.

.
Cross layer

.
Application layer MW .

.
CAA;
.
RIJ;
.
SBW;
.
JFA;
.
LION

.
Transport layer KDA

.
Network layer

Sinkhole; Wormhole;
HELLO; Sybil

.
Link layer/ MAC layer SSDF; CCS; CCC

.
Physical layer

Jamming; OFA; PUEA;
OSU

3.1.1 Application layer

The layer which represents the control panel / Graphic User Interface (GUI) that is

physically visble to the user and near proximity of the user. Operator through the end

user-program / Software (SW) interacts with this layer. Identification of communicating

devices, synchronizing communication and making resources available are few of the

functionalities at this layer. CR continous spectrum sensing and learning process makes

the memory and CPU power requirements far greater than the conventional hand held

devices. CR are expected to be targeted by Malware (MW) / Viruses [30]. Moreover,

Transport layer frequent key exchanges, Network layer routing issues, Link layer/ MAC

layer & Physical layer spectrum handoff issues cause deterioration of services at this

layer in short the QoS is affected [31].
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3.1.1.1 MW

“Malware” : The CRN is as exposed to malicious software/ programs as any other

software defined NW i.e. NW managed through SW. MW (viruses, worms, Trojans)

are computer programs that can proliferate from device to device through exponential

multiplication and self propagation. In a self propagating NW like the CRN, MW can

be extremely destructive. A CR corrupted by MW can transmit false data and carryout

all types of attacks possible in the layers below. MW will impact the whole Cognitive

Cycle of CR [20] sensing, analysis, adaptation and acting pushing it to react / act to

the false variables and parameters, affecting future NW decisions.

A self propagating MW Proliferation model through a CRN has been presented in

[32], with details of how MW impacts CRN. It starts with emphasis on time; foremost,

Time taken to infect the CRN increased exponentially with network size. Furthermore,

how in static NW the antivirus (AV) performance is better than mobile dynamic NW.

Finally, Propagation speed of MW increases with abundant spectrum resource.

3.1.2 Transport layer

CRN face the same issues at this layer faced by classic wireless communication [33].

3.1.2.1 KDA

“Key Depletion Attack” : CRN transport layer sessions duration are short due to ex-

cessive return trip phase and periodic recurrent transmissions [30]. Hence, applications

generate substantial number of sessions. Security protocols at this layer like Secure

Sockets Layer (SSL) and Transport Layer Security (TLS) initiate cryptographic keys at

the inception of every single session. The keys are generated through a pseudo random

number generator (PRNG) which is eventually exhaustive and with substantial number

of sessions at hand the probability of a key being repeated twice increases. Repetiton
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of any key increases the chances of its exposure which can resultantly compromise the

whole cipher system.

3.1.3 Network layer

CRN Mesh, Distributed(ad-hoc) and Centralized architectures face the same issues at

this layer faced by classic wireless communication [33]. CRN and wireless sensor net-

works (WSN) share many similarities with each other which include power constraints

and multi-hop routing. Routing in the CRN is complicated by the fact that the SU has

to quit the frequency every time the PU presence is sensed.

3.1.3.1 Sinkhole

Sinkhole attack is done by an MU who publicizes itself as the shortest cost effective

path to a particular target in multi-hop routing, persuading neighboring SU to use it for

forwarding their packets [34]. As the MU receives packets from all SU, it can either

read the conversation or drop the packets by not forwarding it to the destination it was

meant for. A severe form of this attack is where MU advertises itself as best path to the

base station in case of Centralized schemes as shown in figure 3.1.

Figure 3.1: Sinkhole Attack [34]
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3.1.3.2 Wormhole

Wormhole attack and Sinkhole attack are closely related to each other. The origin point

i.e. MU relays packet to the destination point i.e. sink node as shown in figure 3.2.

The MU and sink node administer wormhole attacks by understating the route amongst

themselves and the BS and then transmitting data through the channel that is barred to

the other nodes [33]. Basically, MU “tunnels” packets acquired in one part of the NW

over a connection with meager delay to the sink in the NW which are then replayed into

the network from that point.

Figure 3.2: Wormhole Attack [33]
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3.1.3.3 HELLO

HELLO attack is done when a MU broadcasts a packet to all nodes in a CRN, with

sufficient transmission power to persuade them that the MU is their neighbour [33]. A

MU may use this attack from far away to convince the victim that he is their neighbour

as shown in figure 3.3. As a result of this victim switches to wrong route and does all

its transmission through the MU. This will result in high number of lost packets. Since

all of them will be using the same route, even if the victim realizes it, it would have

no alternate route available to forward its data as all the co-existing neighboring nodes

are under the same spell and they would be forwarding their data/ packets to the MU as

well.

Figure 3.3: HELLO Attack [33]
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3.1.3.4 Sybil

In Sybil attack a MU masquerades several distinct SU by requesting spectrum with dis-

tinct fake identities which is done by transmitting beacon frames inserted with disparate

identity data to co-existing SU as shown in figure 3.4 [35, 36]. This misleads other SU

to believe in each identity being broadcast by the MU as a legitimate SU and this attacks

further association with other types of attacks causes significant vulnerability. Analysis

of the vulnerability of Sybil-based PUEA and SSDF in DSA network has been carried

out [10].

Figure 3.4: Sybil Attack [36]

3.1.4 Link layer

The attacks are mainly collision based.
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3.1.4.1 SSDF

“Spectrum Sensing Data Falsification” / Byzantine attack : SSDF is done by an as-

sailant who is a legitimate member (Byzantine [10]), by sending incorrect spectrum

sensing results to its neighbors (in case of Distributed schemes) or to the BS/ FC (in

case of cooperative Centralized schemes) as shown in figure 3.5. This propagation of

false sensing results to the neighbours causes a wrong spectrum-sensing decision at the

victim [31, 33]. The intent can be selfish or malicious. Both Centralized and Distributed

CRN are susceptible to this attack. SSDF is highly destructive in Distributed CRN, for

the reason that incorrect data spreads rapidly and there is no mean to restrict its spread,

however, in the Centralized CRN, the central entity can reduce the impact of incorrect

data by matching the information acquired from all nodes in CRN.

Figure 3.5: SSDF Attack [31]
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3.1.4.2 CCS

“Control channel saturation” : In a CRN with multiple nodes, the nodes perform chan-

nel negotiation in Distributed manner, prior to their communication. During the channel

negotiation several control frames are swapped to book the channel. Since numerous

nodes may want to transmit simultaneously, therefore CC used for exchanging control

frames may become a bottleneck due to finite capacity of the control channel. An at-

tacker intending control channel saturation DoS attack may generate fake control frames

to occupy the CC and consequently degrade the NW capacity through collisions [37].

It is significant to mention here that this attack is applicable only to Distributed CRN

because all control frames in Centralized CRN are passed after authentication by the

central entity. This attack can be selfish or malicious. With the combinaton of the

small window backoff attack(SBW) and control channel saturation (CCS) attack the

MU (agressor) seizes the CCC before other users.

3.1.4.3 CCC

“Common Control Channel jamming” : Cooperation is facilitated amongst nodes in

CRN through “Common Control Channel” (CCC). CCC jamming is the extremely en-

ergy efficient & effective technique for a malicious user to block the entire CRN [38].

Through injection of a strong signal into the CCC, receivers are prohibited from valid

control messages. This results in DoS for nodes of the CRN.

3.1.5 Physical layer

Dynamic Spectrum Access (DSA) makes the operation of CRN quite complex.
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3.1.5.1 Jamming

Jamming in other words can be termed as a Interruption / DoS attack. The attacker in

this attack creates a situation where the legitimate SUs cannot send or receive data by

affecting the signal to noise (SNR) ratio. Such situation can be created in different ways

such as sending continuous data packets so that the legitimate SU never finds channel

idle as shown in figure 3.6. In another technique the attacker may send continuous

packets to receiver thus making it unavailable by occupying all the communication

capacity that it has or in other words creating a ping to death.

Figure 3.6: Jamming

In yet another technique the attacker may use the methodology of smart jamming

in which the attacker uses the information of the learning radio instead of transmitting

continuous packets and comes into action when the victim radio tries out transmission.

To make things even more worst the attacker may disrupt communication that

would result in the distortion and deformity of packets being transported to genuine
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SUs. A further hazardous knockout may occur in cooperative (Mesh) schemes of CR

where the intruder jams the channel dedicated for exchange of sensing information

between CRs.

Jamming attack can be done on the data link and physical layers. Jammers can be

categorized as follows:

3.1.5.1.1 Reactive jammer Employs continuous sensing of channel all times and

whenever it detects any communication, jamming signal transmission begins. Since,

transmission is not continuous consequently the jammer is solider to identify/ spot.

3.1.5.1.2 Deceptive jammer Works by deceiving authorized users by ensuring they

switch into reception by transmitting constant continuous high power communication.

3.1.5.1.3 Constant jammer Transmits data packets uninterruptedly with archaic

disregard to the data link layer protocols.

3.1.5.1.4 Random jammer Inserts quite intervals between the jamming signals,

however it adopts the behavior of a constant or deceptive jammer. The reason of in-

serting quite intervals is to conserve energy.

To accomplish this attack at the physical layer, the aggressor may employ a spe-

cialized gadget such as programmable radios and waveform generators, adept at ema-

nating power in sync with frequency employed by nodes in the network. This creates

interference among the transmissions.

Sampath et al., in [39] illustrates an attack layout where a lone CR sends jamming

packets to multiple channels. It sends packet to one channel and switches through

channels quickly after it has sent the desired number of packets. This process repeats

and after the last channel has been struck, the aggressor returns to the already targeted
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channels and repeats the jamming cycle.

To perform this attack at Link layer, the attacker sends attack packets to a partic-

ular radio channel, thus creating a situation where all nodes in the radio vicinity start

assuming the presence of a legitimate user and engagement of channel. Hence, delaying

their transmission as described in [40].

3.1.5.2 OFA

“Objective function attack” : The CR is basically a smart SDR that observes its en-

vironment and adjusts accordingly. The cognitive engine is responsible for adapting

according to the certain parameter such as channel access protocol, coding rate, mod-

ulation type, power, bandwidth etc., in order to abide by the obligations such as high

security, high data rate and low energy consumption [41]. The cognitive engine which

has the sole responsibility for all this calculates these parameters by unraveling the ob-

jective functions. The attack done on a CR cognitive engine when the cognitive engine

is running and resolving the objective functions so as to find the appropriate radio pa-

rameters to adjust to according to the current environment is called Objective Function

Attack also known as “Belief Manipulation Attack”. The intent behind this attack is

that attacker can make the results such as channel access protocol, frequency, modula-

tion, bandwidth etc. tailored according to his interest.

3.1.5.3 PUEA

“Primary User Emulation attack” : CRN has to distinguish between the PU and SU. In

the PUE attack, a malicious node/user (MU) modifies the access mode by emulating the

PU signal attributes making other SU believe that the band is employed by the licensed

user, and so making other SU to step aside or vacate the frequency as shown in figure
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Figure 3.7: PUE Scenario [13]

3.7 [13]. The objective of the impostor could be selfish or malicious; in any case the

result is a DoS attack [14]. Hence, the primary user emulation attack (PUEA) can be

said to lead to OFA .

3.1.5.4 OSU

“Overlapping secondary user” : Overlapping secondary user (OSU) are present at the

boundary of two or more overlapping coexisting networks as shown in figure 3.8. Now

this OSU intentionally or unintentionally can affect the objective function or the PUE

vulnerabilities thereby placing the DSA sharing at risk. OSU may broadcast transmis-

sions that may impair the PU and SU of the overlapping coexistent networks by imping-

ing their objective function (a kind of OFA in the making as well) through erroneous

sensing data [37, 42] or emulation as a PU thereby causing the vacation of channel by

the overlapping networks.
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Figure 3.8: OSU Scenario [42]

3.1.6 Cross layer

“Cross-layer attacks” are targeted across multiple layers and impact the whole Cog-

nitive Cycle of CR [20] . A combination of those enlisted in Table 3.1 can be used

to create these attacks. Furthermore, intrusion targeting one layer may impact perfor-

mance at others by re-initializing Cognitive Cycle of CR [20] repeatedly. Often these

attacks are directed towards Physical layer but their affects propagate to the Link layer

and beyond.

3.1.6.1 CAA

“Channel assignment attacks” : DSA is critical to increase the throughput of the CRN
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to avoid interference and ensure the optimal channel usage [43]. CAA is more applica-

ble in Mesh and Distributed CRN as compared to Centralized, as they are collaborative

architectures based on multi-hop routing alogorithms. DSA algorithms are vulnera-

ble to numerous attacks [44] such as “low-cost ripple effect attack” (LCRA), “channel

ecto-parasite attack” (CEPA) and “network endo-parasite attack” (NEPA). CEPA and

NEPA aims to increase the interference at heavily loaded high priority channels. A MU

in NEPA after assigning high priority bands to its access modes does not transmit the

change data so that other SU remain aloof. CEPA is a subset of NEPA in which MU

targets all the channels using the highest priority link by switching all its interfaces to

them, its serious impact on the network makes it easy to detect. MU in LCRA affects

the Cognitive Cycle of CR [20] by transmitting misleading channel assignment (CA)

information to other SU and resultantly the SU adjust their CA this leads to generation

of series of changes in CA in the multi-hop environment because of transmission of this

falsified information hop by hop throughout the network . This propagation of change

has a crippling effect as compared to CEPA & NEPA because of the spread to the larger

portion of the network beyond immediate SU.

3.1.6.2 RIJ

“Routing information jamming” : CR with no CCC are vulnerable to this attack. Dur-

ing spectrum handoff there is delay. This delay resultantly enables interruption / denial

of the routing data among SU. The ramification is incorrect routing using prohibitive

routes. Before the information regarding routes is exchanged MU prompts the ear

marked SU to commence spectrum handoff. When this transpires, the assailed SU halts

entire current transmission and carries out the Cognitive Cycle of CR [20] anew. Until

the handoff is complete the SU cannot transmit or receive updated routing information

known as “Deafness”. The MU can extend the attack and make it more severe by con-

tinuously forcing spectrum handoff just before routing information exchange [31].
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3.1.6.3 SBW

“Small Backoff Window” : SU are required to periodically carryout spectrum sensing

to discover the existence of White Spaces / Spectrum holes [5]. In the eventuality of

sensing the channel to be occupied the SU backs off for a random time. This random-

ness is used to minimise the probability of collision between SU trying to access the

channel. When the channel is idle the random back off window size is decremented and

when the chanel is occupied it is doubled before re-sensing again. A MU can “self-

ishly” decrease the back-off window size to gain priority on channel access over other

SU this behaviour is called back off manipulation or SBW attack which can severely

impact the throughput of the whole CRN [45].

3.1.6.4 JFA

“Jelly fish Attack” : This attack is a DoS that’s carried out at Network layer by MU but

repercussions are faced at the Transport layer particularly effecting the performance of

the Transport Control Protocol (TCP) [31]. Attack by MU at the Network layer affects

multiple layers [45]. Intentional delay of data packets by MU is carried out before trans-

mission and reception in the NW. MU may also distort the order/sequence of the data

packets it receives and transmits to affect re-assembly thereby degrading the perfor-

mance of the NW. JFA is categorised as “jellyfish recorded attack”, “jellyfish periodic

dropping attack” and “jellyfish delay variance attack” [46].
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3.1.6.5 LION

LION Attack : is carried out at the Network layer resultantly exploiting instinctive ca-

pability of TCP at the Transport layer. The PUEA forms a basis of the LION attack.

When a PUEA is performed all SU have to release the band for employment by PU

(spectrum mobility). When this spectrum handoff occur, the TCP running at Transport

layer will be oblivious about this and will keep creating logical connections. Also the

TCP at SU Transport layer continues to send packets to port number of the receiver

without receiving any acknowledgments. When no acknowledgment is received TCP

follows it’s built in mechanisms like retransmission timer, fast retransmit etc. To make

situation even worst, an attacker can create total network starvation, if he can anticipate

the channel handed off and get hold of it by performing PUEA [47].

Summary

In this chapter the attacks relevant to Cognitive Radio were discussed with the layer

they impact. The following chapter will give brief description of measures to counter

these attacks.
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Chapter 4

ATTACK MITIGATION

STRATEGIES

4.1 Attack Mitigating Solutions

Security is the most critical aspect involved in the implementation of CRN, because if

an attack (due to an unaddressed security issue) occurs, then CR will be unable to de-

liver its basic functionality that is the opportunistic access. To respond to this the need

of developing secure protocols for the SU having mechanism such as authentication,

authorization and encryption is a necessity. CRN is based on the premise that PU and

SU are to be differentiated in the network, authenticating PU and SU is specifically

mandatory since both PU and SU deserve different level of authorization and privileges

to access the spectrum. Authentication can be easily implemented for centralized ar-

chitectures by having a centralized authority; however it is difficult to implement such

scheme in a distributed/ non-cooperative environment. The CRN provides conditional

authorization. Conditional authorization refer to the term where the SU can only trans-

mit in licensed frequency bands till the time the Primary User for that licensed band

does not require that band. Encryption is a computationally difficult task to implement

because of exhaustive key space and the overheads involved.
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To respond to the diverse attack profile researchers have put in untiring efforts.

Solutions to mitigate the attacks depicted in table 3.1 are discussed as follows.

4.1.1 Application layer

4.1.1.1 MW

In [41], to mitigate the possibility of a virus / MW; foremost, the authors suggest the

relearning of radios to counter propagated false information through a feedback loop

into the NW for consequent decisions. Furthermore, since principles are built in and

certain principles are threshold principles violation of which will result in compromise.

Hence, to invalidate learned actions by the CR that could possibly violate these princi-

ples authors suggest to build a logic into the CR.

4.1.2 Transport layer

4.1.2.1 KDA

In [31], the authors have suggested a method to delay key repetitions as key deple-

tion occurs because of multiple sessions occuring at a fast pace due to excessive return

trip phase and periodic recurrent transmissions. Key repetition delay by an exponential

margin is suggested by employing a protocol for authentication of msgs/transmission

incorporating a combination of CTR and CBC modes of encryption i.e. ctr block chain-

ing employing a 48bit IV and using 128bit key.
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4.1.3 Network layer

4.1.3.1 Sink-hole

Sinkhole attack is hardest to detect among other attacks in CRNs. However defence

against this attack lies in development of protocols based on position-based routing.

Position based routing build an on demand configuration employing only local trans-

missions and data without instigation from the BS. Using this scheme all the traffic is

transmitted to the geographical location of the actual BS and it is hard to divert it to a

MU for creation of a sinkhole [33].

Encryption and Link layer authentication are mechanisms on which techniques to

mitigate sinkhole attack carried out by intruders external to the NW are founded. It may

not be possible for outside attacker to join the NW when authentication is employed.

Since, position-based routing would employ the mechanisms of encrypted transmis-

sions and authentication to build an on demand configuration; hence, advertisement by

the attacker as the efficient route would not be successful as members would only be

employed by the CRN for routing [33].

Trust establishment updated recurrently is the mechanism on which techniques to

mitigate sinkhole attack carried out by attacker internal to the NW is founded. This trust

mechanism in CRN would employ central aggregation at BS/FC to which all issues and

reports concerning deformed and dropped packets through a system will be forwarded.

The data continuously being received at BS/FC would be analyzed and the NW mem-

bers through a flood of messages will be cautioned about all the transmission problems

encountered. Finally, the internal member of the NW found to breach the trust would

be dropped from the NW.
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4.1.3.2 Worm-hole

Wormhole attacks have sinkhole as an intrinsic part and it is hard to detect as well

among other attacks in CRNs. However defence against this attack lies in development

of protocols based on geographic / position-based routing for forwarding packets in the

NW [33]. Position based routing build an on demand configuration employing only

local transmissions and data without instigation from the BS physically towards the BS.

Using this scheme all the traffic is transmitted to the geographical location of the actual

BS and it is hard to divert it to a MU for creation of a wormhole/sinkhole. False link

would be spotted by the local SU since it would observe the abnormal distance beyond

normal radio range between themselves and the MU, or between the MU pair of worm-

hole and sinkhole.

4.1.3.3 HELLO

In [33], the authors proposed to employ symmetric key cryptography to counter Hello

flood attack. Each node should share a symmetric key with trusted central authority.

The two parties will share a symmetric key, which will provide two benefits; one is

the authentication among the SU sharing the key and second is the SU will be able to

encrypt the transmission. The number of shared keys should be limited so as to thwart

an aggressor from initiating a session key with every SU whose the member of the NW.

Moreover, generation of an alarm is proposed by the authors if numerous nodes in the

NW find a single node declaring to be the neighbour of them all.

In [48], Authors propose a mechanism i.e. before link establishment verifica-

tion of the bi-directionality of links through a message acquired over the very link can

be used as a defence mechanism against the HELLO attack. BS/FC is employed as

a trusted central (3rd) authority for providing verification of bi-directionality and then

onwards initiation of session keys to facilitate communication amongst SU of the NW.
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Communicating SU /BS /FC verify each others identity through these session keys and

secure their communication as well through an encrypted link. There should be a limit

on the number of shared keys to prevent MU from establishing a link with every SU. It

should be a warning sign if a SU(MU) is found to be a neighbor of mutiple number of

SU even so which are located on mutli-hop distance.

4.1.3.4 Sybil

Authors in [35], discuss the presence of Sybil attacks in IEEE 802.11 networks and pro-

posed a defence technique based on the statistics beacon transmission. The concept of

signal prints based on multiple values of “Received Signal Strength Indicator” (RSSI)

has been suggested in [36], to counter identity-based attacks in WSN, endorsement/ ap-

proval of every nodes identity is the essence of Sybil defense. Mechanisms to approve

identities are classified into direct and indirect ways. In direct way, as is evident testing

is to occur amongst two intercommunicating devices in which one being invoked for

communication tests the validity of the other claiming to be some identity in the NW. In

indirect way, approval for other devices is sought from earlier validated devices in the

NW.

For direct approval in [49], means or asset test is presented as a technique. A sup-

position made with asset testing is that the means of the assailants (MU) physical device

are exhaustible. To validate that every specified user is in possession of tested means as

per its physical entity the testing of identities is carried out. Means accessible to Trans-

mission/ communication, retention of data/storage and computation/ calculation are to

be ascertained as suggested by the author. Foremost, the assumption that resources are

limited and all nodes resource constraints are identical. Calculation could be tested by

seeking concurrent solution to a peculiar problem from every device in the NW in a

stipulated time. Storage could be tested by seeking retention of a huge proportion of
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data that is not compressible by every device in the NW. To validate the confronted de-

vice/ identities have stored the information they are transmitted; the confronting device

retains little portion of the information. Transmission could be tested by seeking replies

to broadcast through which identities are sought from every device in the NW within a

specified time limit.

An alternative approval/ verification technique is proposed by authors in [50]

which may be appropriate in CRN. The testing technique put forth is based on radio

resource, a supposition made with this testing is that each physical entity is in posses-

sion of a single radio. Furthermore, yet another supposition is that transmission and

reception at any single moment in time by any radio is possible on a single channel.

The validation process involves the allocation of separate unique broadcast channels to

all devices in the neighbourhood by a challenging entity i.e. a device that wants to es-

tablish the absence/ presence of sybil identities in its neighbourhood. Challenger then

listens on a randomly chosen channel from amongst the channels already allocated.

If the transmitting device on the channel is the authorized entity which was allocated

that particular channel in the initial process of channel distribution then the challenging

device would be able to hear the transmission.

In [33], the authors proposed to employ symmetric key cryptography to counter

sybil attack. Each node should share a unique symmetric key with trusted central au-

thority i.e. BS/ FC. Initiation of session key amongst two intercommunicating devices

in the CRN will be assisted by BS/ FC acting as a trusted 3rd pty. The two parties

will share a symmetric key, which will provide two benefits; one is the authentication

among the devices/SU sharing the key and second is the SU will be able to encrypt the

transmission link amongst each other. The number of shared keys should be limited so

as to thwart an assailant from initiating a session key with every device/ SU whose the

member of the NW. Moreover, BS/ FC may enforce a restriction on the total permis-

sible neighbours of a device. Consequently, generation of an alarm is proposed by the

authors if numerous/ overabundant devices in the NW find a single node declaring to be
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the neighbour of them all.

Finally [51, 52], most of the belief, reputation and trust techniques presented be-

fore or being presented after for other attacks can be implemented for sybil as well.

Details of those methods could be sought from the other sections. Devices that breach

trust intentionally or mistakenly, have been refuted by other entities and with low belief

estimates will be penalized by being suspended, excluded or permanently dropped from

the NW irrespective of being a sybil identity or a true unique entity.

4.1.4 Link layer

4.1.4.1 SSDF

The authors in [53] presented an analytical approach to counter SSDF attack. In the

proposed scheme the performance bounds are indicated with respect to the proportion

of SSDF attacks and attackers, which shades vision of the BS /FC.

In [54], the authors proposed a procedure which computes mistrustful degree of

SUs built on their former behaviours. This procedure computes trust and consistency

values (employed to remove the impact of MU on the PU sensing and identification

results). For a node with fewer bad behaviours, the trust value recovers after a certain

good behaviours, however the trust value is impossible to recover in case of regular bad

behaviours.

In [55], the authors proposed a Bayesian detection scheme which entails knowl-

edge of abstract conditional probabilities related to observation, discovery and identifi-

cation results; in nutshell related to "sensing" results. Numerous cases/ instances occur

based on the local and final sensing results, which can be either true or false. A low

value is allocated to the true cases and a high value is allocated to the false cases. The

all inclusive value is the total of all the values assigned previously weighted by the
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probabilities of the comparable instances.

The authors in [56] proposed a weight based fusion scheme incorporating a trust

approach and pre-filtering techniques. The process depends on information being pre

filtered for identification and nullification of sometimes faulty and permanently faulty

malicious users by assigning a trust factor to each user.

In [57], a fusion technique is proposed that collects sensing results from all nodes

in the CRN. Then all the gathered results are summed. If the sum is greater than a

certain threshold, then the final sensing result denotes that the PU is active else the

channel is ascertained to be vacant, which means establishing absence of PU.

In [58], the Neyman-Pearson (N-P) test was proposed; it requires the user to de-

fine “maximum acceptable probabilities” of two things i.e. one is of false alarm and the

second of miss. The N-P test pledges the defined probability to be acquired in contrast

to other probability which is to be curtailed.

The authors in [59], proposed a detection scheme for SSDF attacks that works by

keeping a tally of clashes amongst the local and global decisions at the BS /FC.

In [60], the authors proposed “Weighted Sequential Ratio Test” (WSRT) to con-

front SSDF attacks. In the proposed technique each node that has to perform sensing

collects local sensing reports from neighbouring nodes. This scheme also employs be-

lief estimate / reputation based mechanism. Each node is initially given a zero (0)

equivalent belief estimate. Through every single true sensing account an increment of

one (1) to the belief estimate will be made.

4.1.4.2 CCS

CCS can be mitigated by adapting a trusted architecture employing sequential probabil-

ity ratio test. In the trust based architecture a dubious node will be observed, examined,
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assessed and judged by its neighbours. Based on monitoring the neighbour can then

perform a sequential analysis on observed data, and determine whether a node is acting

maliciously or not [61].

In [54], the author introduces a technique to respond to CCS with an substitute

rendezvous (RV) negotiation based decision making strategy to ensure coordination of

communication amongst SU. Authors present a mathematical evaluation of the means

essential for channel arbitration in the NW built on the count of SU available and the

present channel throughput. When the CCC utilization nears the extremity at which fur-

ther allocation of means to RV channel arbitration will generate a inundated situation,

the NW proceeds to the point of RV channel arbitration. This technique evades the con-

dition through which CCS is attained and there are no means left for further channel RV

arbitration. Consequently, preliminary channel evaluation and inception of arbitration

averts the depletion of data channeling means while the CCC is overwhelmed.

4.1.4.3 CCC

In [62], the authors present methods to mitigate CCC for Distributed/ "ad hoc" NW built

around clusters employing hopping sequences. The NW is divided into little groups

managed by a cluster head which determines the operating CC and hopping sequences

for the cluster. Owing to the characteristics of clustering in the NW when jamming

attacks a cluster, the influenced NW zone is a small fraction.
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4.1.5 Physical layer

4.1.5.1 Jamm-ing

Since DoS attack by Jamming can affect both Link layer and Physical layer. At Link

layer detecting DoS can be by sensing the channel the SU want to use for their trans-

mission. Employing carrier-sensing multiple-access (CSMA) may provide the desired

result. In CSMA, node continually senses a channel until it finds it to be idle and upon

finding a channel as idle the node waits a prearranged span prior to initiation of trans-

mission (“propagation delay”) to guarantee or ensure channel is vacant.

At Physical layer the legitimate SU would be capable to differentiate amongst

the usual and unusual extent of disturbance in a channel i.e. Signal to Noise (SNR)

ratio. This can be done by collecting data regarding the SNR in the CRN and then

constructing a statistical model to employ for comparison when a DoS occurs [40].

In [63], the authors suggested Signal Strength Consistency Checks, a jamming de-

tection technique that inspects the “Packet Delivery Ratio” (PDR) and “Signal Strength”

(SS). PDR is the ratio of packets delivered to packets sent. If SS is high and PDR is

low it is assumed that jamming of the channel is being carried out, except if any of the

neighbours has both PDR and SS as high. Another procedure named Location Consis-

tency Checks is suggested, where the place of the neighbours is important. Location

information is advertised by each node and can be acquired through GPS. A node is

considered as jammed when its neighbours have low PDR.

In [48, 64], authors have suggested detection of Jamming through triangulation

and energy based techniques. Time is of the essence in such scenarios and the time lost

with the suggested techniques would allow the attacker to severely impact the network.

Furthermore, difficulty to locate mobile attacker further complicates the situation.
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4.1.5.2 OFA

In [65], threshold values are defined by the authors for each and every adaptable radio

parameter. Threshold values are the red lines / limits, if the SU radio parameters do not

satisfy the limits, the communication stops. IDS based solution is also suggested by the

authors. The straight forward definition of thresholds for each of the adaptable parame-

ters would make it easy for a MU to guess the thresholds of other SU. Communication

would be prevented if the predefined threshold is not fulfilled by one or more of the

parameters.

In [66], the author uses a methodology of adaptable localized detection threshold

for each SU that adapts on the state differences diminishing behavior, taking benefit of

the property of state convergence. For an MU to guess at any instance all the threshold

values of other SU becomes inadvertently more difficult under this methodology. MU

beneath the straight influence/direct collaboration of an infected SU/ other SU of the

attacked NW might not be a possibility to halt; OFA can be especially hard to prevent

in such a scenario.

4.1.5.3 PUEA

Almost all types of selfish and few less than all malicious attacks are intrinsically PUEA

and the mitigation techniques applicable to the bulk of them are applicable to PUEA

mitigation as well. Never the less, In [67], the author presents a localization method

formed on transmitter RSSI. Correction technique triangulation taking into account re-

fraction and multipath signals gives a refined localization method. In CRN each SU

carries out spectrum sensing from time to time and communicates the measurement

outcome to the BS/ FC. BS/ FC aggregates this data and analyzes the presence of PU.

BS/ FC may be mislead and determine the PU is transmitting if a MU injects false pos-

itive offset data.
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4.1.5.4 OSU

The use of direct sequence spread spectrum (DSSS) and frequency hopping (FH) can

make effective DoS difficult to launch. DoS may still degrade QoS. Moreover, observ-

ing PU signal characteristics and location can be helpful for identification of a MU by

the NW.

In [54], the authors present a scheme which is modeled to ascertain a consistency

value, belief value and suspicion level for identification and sidelining of a MU. SU

become suspicious when there is disparity between reported channel state by a MU and

the channel state reported by other SU. This is a consensus scheme, trust value and

consistency value reflecting the level of trust and consistency of trust respectively is

calculated over time for each SU. SU with a regular less belief value will consequently

be distinguished as a potential MU and excluded from the NW.

4.1.6 Cross layer

4.1.6.1 RIJ

In [68], authors present a solution in which a SU selects a resident channel. This se-

lection is then broadcast to its neighbors. Any updates of the CR are expected to be

received by SU on this resident channel. The issue with this solution is that it puts an

overhead on normal radio communication which is half duplex with single channel oc-

cupancy. This solution necessitates presence of two half duplex transceivers on every

SU i.e. for data transmission channel and one for resident channel so that control mes-

sage exchange takes place on it.
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4.1.6.2 SBW

In [69], authors proposed that between successful transmissions idle slots could be a

cause of SBW. Hence, the number of idle slots be measured.

In [45], propose a trust-based cross-layer defence framework that take the coor-

dinated approach of these two attacks SBW(MAC layer) and SSDF(PHY layer) and

plays its part to defend against these. The authors present a strategy in which the cor-

responding receiver provisions the backoff window span and monitoring of a sender.

Any deviation from assigned values results in punishment i.e. larger value for further

communication, on continuity of violations the node will be ejected from the NW.

This strategy mentioned above fails if receiver and sender collude with each other

or if the receiver for its own transmissions purposely assigns large backoff values. This

can be addressed by observation of the backoff by multiple number of SU . Further-

more, it can be addressed if a PRNG is used to produce the backoff window estimate

which is known publicly or every CR broadcasts its backoff plan beforehand [70].

4.1.6.3 JFA

The JFA is a passive attack as it follows all protocol rules. In [71], author proposed a

novel solution jellyfish attacks mitigator (JAM).

In [71], authors suggest using the broadcast capability of the wireless medium

for countering JFA. JFA can be detected by neighbouring SU set as promiscuous si-

multaneously. On experiencing low throughput in the NW, catalyst helper packets are

transmitted by adjusting TCP protocol which are supplied with a flow id number and

cumulative sequence numbers to check for congestion. Since, this is a collaborative

scheme any discrepancy is observed by all SU and any misbehaving SU is punished

by ejecting out of the NW plus it may also lead to revocation of certificate by some
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monitoring CA.

In [72], present an idea for pure ad hoc CRN i.e establishing and managing trust

of a network through a trust based mechanism. Muti-hop routing protocols are modified

to give threshold values to SU and based on that to routes as well. SU first checks these

threshold values before transmission to another SU. Consequently, based on threshold

estimate insufficiency path will be avoided.

In [73], authors present a robust and scalable collaborative approach for a dynamic

mobile ad hoc CRN architecture. each SU observes its neighbourhood. A threshold for

packet drop is defined, if any neighbour SU drops packet at a rate greater than the de-

fined threshold which is based on a specific time rate then misbehaving SU is punished

by ejecting out of the NW and is isolated for a time period.

4.1.6.4 LION

In [47], authors suggested employing data sharing among physical, link and transport

layers. To achieve confidentiality and authentication in CRN Group Key Management

(GKM) was proposed. Since, LION attack is a cross-layer attack by enabling the cross

layer communication the TCP protocol is made aware of what is happening at the phys-

ical & link layer.

In [74], author suggests to use a cross-layer IDS to find the attack source along-

with cross-layer communication for the purpose of assuring TCP is conscious of the

intruder/ attack. TCP awareness leads to CRN halting TCP connections during hand-

offs. Moreover, to secure the common control channel from the eavesdropping a GKM

can be used. In [74], the authors suggest usage of a shared secret. Shared key provision

will allow neighbourhood SU to authenticate, encrypt and decrypt control data. The key

would need to be updated as the members move in and out. Hence, GKM be utilized in

CRN as a solution.
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In [75], author suggest a TCP variant called Freeze-TCP in mobile ad-hoc CRN

architecture where disconnections are frequent to improve the performance of TCP.

Cross layer transmission and GKM can only attenuate this attack; QoS degrada-

tion or DoS due to jamming can’t be stopped.

Summary

In this chapter the countermeasures relevant to attacks in Cognitive Radio were dis-

cussed based on the mitigation strategy they employ. The following chapter will give

an analysis to the discussions till now.
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Chapter 5

ANALYSIS

5.1 Introduction

CRN is characterized by its heterogenous nature and interconnectivity where smart

SDR interact with each other for data. Focal attraction of CRN is its real-time op-

portunistic operation to sense, process, adapt and act to perform prescribed operation

autonomously. Based on these features CRN has its application and utility in almost

all wireless technologies. Its cost effectiveness, interoperability, seamless connectivity,

scalability, autonomous operation and extensibility are collectively the notion based on

which CRN is gaining interest all around the world and has towering future prospects

in terms of adoption. But this huge scale adoption is linked to security challenges.

Large scale implementations will also increase attack surface for adversaries compared

to present day NWs thus creating immense challenges to address security concerns.

Traditional security solutions, methodologies, techniques and procedure involves im-

plementation of security mechanisms such as IDS, IPS, AV, VPN, IP Sec, SSL/TLS,

encryption algorithm, signal fingerprinting and many others. In this context, the key

question is “can these security solutions be employed in CRN architecture for secu-

rity”. To answer, considerations pertaining to constrained resources in CRN such as

bandwidth capacity, sensing, processing, adaptation and action (power output) must be
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examined and analyzed. Likewise, key elements such as wireless connectivity and CR

mobility introduces added security requirements for CRN ecosystem.

5.2 Issues in CR - CRN

5.2.1 Identity Management (IM)

Among many security challenges to CRN, identity management (IM) is a crucial el-

ement in CRN protection. IM ensures the correct control of CRN entities; where it

contributes towards authentication and authorization of a CR. IM is linked to security

since it enables a CR in a CRN to correctly access and collaborate among themselves

and with BS/FC.

5.2.2 Authentication

Without authentication mechanism, there will be no way to ascertain that received data

is from legitimate CR and the content it contains is not altered during transmission. IM

plays a vital role for authentication process as various CR needs to authenticate each

other for trusted communication.

5.2.3 Authorization

Authorization is a process of allowing requisite access to authenticated entity. In CRN

domain PU and SU are distinct entities therefore merits distinct rights which creates

complexities for access mechanism. Without proper authorization, adversary can intro-

duce rouge device (MU) for malicious activity.
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5.2.4 Encryption

Main classification of data encryption are asymmetric and symmetric. Both the en-

cryption methodologies have their own advantages and disadvantages for computing

systems. In CRN perspective where CR are involved for their prescribed function-

ality have limitation vis-à-vis computational ability, storage, energy availability and

bandwidth capacity; therefore, asymmetric encryption algorithm complexity and its re-

quirement for resources makes it difficult to implement in such environments. On the

other hand, implementation of symmetric encryption is suitable for CRN domain due

to simple and small amount of calculations.

5.2.5 Jamming

As CR have to employ processing, memory, power and bandwidth capacity opportunis-

tically and efficiently therefore jamming attack is far more effective against them. Since,

CR communicate utilizing wireless white spaces therefore the prime methodology for

attacker is to carry out jamming attack. Alternatively, wireless communication media

can experience interference from other co-located devices thus can create unintentional

jamming. In any case, device will not be able to communicate among each other thus a

major challenge in CRN domain.

5.2.6 Availability

It is crucial that CR should remain available for intended functions. The CR functional-

ity can be effected due to malfunctions or malicious activity and may no longer remain

available to legitimate user. Similarly, availability issues can be created due to battery

drainage, theft or damage to device. In this context, security and requisite mechanisms

at all layers starting from physical to application layer can address availability concerns.

Careful study and planning is required to employ security solutions and administrative
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mechanism according to available resources.

5.2.7 Deployment Architecture

The concept of CRN can be summarized as “opportunistic access of frequency spec-

trum”. Diverse approaches can be utilized in order to implement the vision of CRN for

exploitation of vacant spaces in frequency spectrum. Primarily, Centralized and Dis-

tributed architecture can be implemented to deploy CR in a CRN and a combination

of both. Centralized architecture, which is basically client-server architecture where

there is a central entity i.e. BS/FC with which CR are connected and there is not much

support to directly access CR. The CR in Centralized architecture can exchange intelli-

gence with other CRN and creates new enriched services. Alternatively, in a Distributed

or decentralized architecture various CR in a CRN collaborate with each other dynam-

ically. Both the architectures have different feature and advantages which are analyzed

in succeeding sections.

5.2.7.1 Centralized CRN Security Management

CRN is collection of smart SDR a.k.a CR in a NW which interact with each other. In

this context, security is amongst the critical issues which needs to be addressed for the

success of CRN. It is therefore imperative that interactions must be protected along with

restricting the incidents which can cause harm to CRN. The amount of attack vectors

available to adversaries is also growing as compared to present day connectivity. In this

section analysis of security concerns has been carried out to assess the effectiveness of

Centralized architecture.

5.2.7.1.1 Identity and Authentication (IAM) : The foremost element is to identify

and authenticate an entity into a NW without which desired services cannot be made

available or the adversary can incorporate himself as trusted entity. In Centralized ar-
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chitecture, this issue is simple to handle due to presence of single central entity known

as BS/FC with which other CR are connected. Specifically, effective IAM can be in-

stalled in a BS/FC to offer better control and to create limited set of entry points into

the NW. Each time a new CR attempt to access the NW, it has to authenticate itself to

BS/FC before accessing the NW.

5.2.7.1.2 Access Control - Authorization : Like IAM, the access control mecha-

nism is also simple to implement due to BS/FC. Access control rights can be configured

in BS/FC from where access to legitimate CR is granted to access required resources.

As access right are configured in single BS/FC therefore simplicity and better control

is involved in implementation and management.

5.2.7.1.3 NW Security : Security challenges such as negotiating of security algo-

rithms and selection of protocols requires deliberation in implementation in constrained

environment. Criticality of data, amount of data, accessibility to NW, integrity require-

ment and number of security protocols must be considered for implementation of secu-

rity mechanism.

In case of Centralized architecture, the BS/FC is efficient in terms of bandwidth utility,

computational resource, storage and power output to implement security mechanisms.

Moreover, upgrading and patching of NW security mechanism is also manageable due

to availability of resources in BS/FC.

5.2.7.1.4 Device Security : CR in CRN has to perform its prescribed functionality

which includes, sensing and collection of spectrum data, processing, interacting with

other entities, data storage and performing stipulated operation. All this functional-

ity requires well managed processing, power, memory and bandwidth. Adversary will

attempt to manipulate the CR operation or corrupt it to not perform its prescribed func-

tionality. CR security requires processing and memory to carryout security operation.
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Addition of security mechanism to normal operation can create extra load on processing

and memory. In this context, HW and SW specification merits careful deliberation and

analysis to balance out both normal operation and security requirement.

In Centralized architecture, heavy processing and large data storage are delegated to

single central unit which conserve processing and memory in CR for security mecha-

nism. This leverage is one of the prime trademark of Centralized architecture where

security mechanism can be hosted without affecting normal operation of CR in a NW.

5.2.7.1.5 Data Security : Security of data either stored or in transit is one of the

prime security concern. In CRN security of data can be achieved by using crypto-

graphic algorithm. In this regard, a significant decision is involved whether to use

symmetric encryption or asymmetric encryption. Secondly, key management is another

factor which needs optimal handling in establishing data security. Encryption itself

consumes high processing resources especially asymmetric encryption. Light weight

encryption algorithms are the solution which consume less processing power. In Cen-

tralized architecture, the central entity i.e. BS/FC has sufficient processing capability

and memory to employ required encryption mechanism. So, asymmetric encryption can

be used for external communication services. On the other hand, symmetric encryption

which consume less resources can be used between central entity i.e. BS/FC and CR.

However, symmetric encryption requires effective key management because loss of key

can compromise the entire security.

5.2.7.2 Distributed CRN Security Management

In Distributed deployment of CRN, the CR interact with each other and due to dynamic

nature of Distributed architecture, each CR needs to be secured separately. Security

implementation on each CR requires careful evaluation of constraints of each CR such

as processing, power and memory. The adversary can control part of the CRN or few

CR but due to distributed nature of NW, it is difficult to bring down the entire CRN.
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There are wide range of security challenges to Distributed CRN, analysis of few are as

under: -

5.2.7.2.1 Identity and Authentication (IAM) : This feature is bit complex in Dis-

tributed architecture as compared to Centralized architecture of CRN. In Distributed

architecture, CR interact with each other directly. Therefore, IAM needs to be imple-

mented on every CR and requires deliberate efforts to generate trust within the CRN.

5.2.7.2.2 Access Control - Authorization : In Distributed CRN deployment, the

challenges of access control are same as of IAM. Wide variety of CR in distributed

CRN would be operating autonomously therefore creating complications in access con-

trol policies. Each CR or group of CR in Distributed architecture needs to be configured

separately for access policies. This separate configuration of CR also creates manage-

ment problems which needs effective management schemes to achieve efficiency.

5.2.7.2.3 NW Security : Selection of security parameters, algorithms and protec-

tion mechanisms necessitate evaluation, as each of the procedure has its own processing

overhead including power and memory. In distributed architecture, each CR in a CRN

needs to be configured separately according to task and functionality of the CR.

5.2.7.2.4 Device Security : In Distributed CRN, security of CR itself is important.

Securing each CR needs careful planning and monitoring, any bug or vulnerability left

can compromise the CR. Moreover, security audit of Distributed architecture is also

complex in terms of time and large number of CR in a CRN. Securing each CR is

challenging due to non-availability of single interface for number of CR and also creates

complexity in their security audit. In Distributed architecture for CRN, tradeoff will

always remain between normal functionality and security mechanism.
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5.2.7.2.5 Data Security : Processing overhead of asymmetric encryption is more

compared to symmetric encryption. As symmetric encryption requires less processing

overhead therefore preferred scheme for Distributed CRN. In symmetric encryption,

key management has a pivotal role for security of data. In symmetric encryption, if key

is compromised then entire data security mechanism is lost. In Distributed architecture,

key establishment is very challenging due to large number of CR and non-availability

of single interface to interact with each of the CR.

5.2.7.3 Architecture Analysis

The discussion and analysis of CRN Architecture can be summarized as depicted in the

Table 5.1:

Table 5.1: Architecture Analysis

Attributes Centralized Distributed

Security Mangement
Security in CRN through

BS/FC

Each CR is required to be

configured individually

Identity and Authenti-

cation

CR to BS/FC, Easier to im-

plement

collaborative CR to CR,

Challenging

Access Control
Managed through BS/FC,

Simple to implement

Requires detailed manage-

ment through collaboration

NW Security

Governed through BS/FC,

Better control and manage-

ment

complex, requires detail anal-

ysis
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Attributes Centralized Distributed

Device Security

Processing and transmission

of collected data through

BS/FC, Conserving resources

in device for security

Additional local resources re-

quired for security mecha-

nism and balance needed be-

tween security and normal

functions

Data Security
Effective encryption-key

management

Deliberation required for key

management
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5.3 Attacks and Countermeasures

In the following subsections attacks and their countermeasures summary is depicted in tabular form .

5.3.1 Attack Analysis

The summary of attacks vis-à-vis layers, the attack vector involved, the source of the attack are listed in Table 5.3.

Table 5.3: Attack Analysis

Layer Attack Description Source Objective Impact Domain Architecture Scope Detail

(Malicious (Induced (Conventional Impacted (AIC)

/Selfish) /Direct) /CRN) Most

Application MW Tampering of software of SDR Both Malicious Both Conventional Distributed A
[32]

[30]

continued overleaf
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Table 5.3 : Attack Analysis

Layer Attack Description Source Objective Impact Domain Architecture Scope Detail

(Malicious (Induced (Conventional Impacted (AIC)

/Selfish) /Direct) /CRN) Most

Transport KDA

Repetition of the same key twice due to

the large number transport layer sessions

in CRN

Internal Malicious Induced Conventional Distributed IC [30]

Network

Sinkhole

Assailant publicizes itself as the shortest

path and tries to attract nodes to move their

traffic

Internal Mailicious Direct Conventional
Mesh

Infrastructure
AIC [34]

Wormhole

Attacker tunnel packet it receives at one

end of the NW through a low-latency chan-

nel and then start replaying in other portion

of the NW

Internal Malicious Direct Conventional
Mesh

Infrastructure
AIC [33]

HELLO
Attacker broadcast HELLO packets to con-

vince other node that it is their neighbour
Internal Malicious Direct Conventional All A [33]

Sybil

A single node uses multiple fake identities

and pretends to be present at different lo-

cation of the network at once

Internal Both Direct Conventional Distributed A
[35]

[36]
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Table 5.3 : Attack Analysis

Layer Attack Description Source Objective Impact Domain Architecture Scope Detail

(Malicious (Induced (Conventional Impacted (AIC)

/Selfish) /Direct) /CRN) Most

MAC

SSDF
Attackers transmit fake local spectrum

sensing observations to the FC/neighbours
Internal Both Direct CRN Distributed A

[10]

[33]

[31]

CCS

CR decides to defer transmission in sub-

sequent data phase if in control phase re-

stricted time it can not broker due to satu-

ration of CC

Internal Both Induced CRN Distributed A [37]

CCC
Jamming of the CC to disrupt the commu-

nication and collaboration in the network
Both Malicious Direct CRN Distributed A [38]

Physical Jamming

It disrupts the communication by high

power signal or malicious packets or mak-

ing interference (SNR) with the radio sig-

nal

External Malicious Direct Conventional All A
[39]

[40]
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Table 5.3 : Attack Analysis

Layer Attack Description Source Objective Impact Domain Architecture Scope Detail

(Malicious (Induced (Conventional Impacted (AIC)

/Selfish) /Direct) /CRN) Most

Physical

OFA

Misleading and manipulating the cognitive

core of the cognitive engine of the CRs for

not employing the optimum transmission

parameter

Internal Both Induced CRN Distributed A [41]

PUEA

A malicious user masquerade as a primary

user to obtain the exclusive access of a

given channel

Both Both Direct CRN Distributed A
[13]

[14]

OSU

A CR on the perimeter of overlapping co-

existent CRN may initiate transmissions

that may impair the PU and SU through an

error or malicious intent

Both Malicious Direct CRN All A
[42]

[37]

Cross CAA

MU affects the learning algorithms by

transmitting misleading channel assign-

ment (CA) information to other SU which

leads to generation of series of changes in

CA in the multi-hop environment

Internal Selfish Induced CRN Distributed A [44]

continued overleaf
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Table 5.3 : Attack Analysis

Layer Attack Description Source Objective Impact Domain Architecture Scope Detail

(Malicious (Induced (Conventional Impacted (AIC)

/Selfish) /Direct) /CRN) Most

Cross

RIJ

A assailed CR is forced to commence

handoff prior to exchange of information

on routing

Internal Both Direct CRN Distributed A [31]

SBW

A malicious user selfishly decreases the

back off window size to gain priority on

channel access

Internal Selfish Induced Conventional All A [45]

JFA
Attacker intentionally delays or mis-order

the data packets it receives and transmits
Internal Malicious Induced Conventional Distributed A

[31]

[45]

[46]

LION
Uses the PUE attack to disrupt transmis-

sion control protocol (TCP) connection
Both Both Direct CRN Distributed A [47]
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5.3.2 Countermeasure Analysis

The summary of attack countermeasures vis-à-vis mitigation technique, strategy, trust based or not, the overhead involved in implementation, the contribution

and suggested consideration for refinement of solution are listed in Table 5.4.

Table 5.4: Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Appli-

cation
MW

Relearning of ra-

dios/CR

To invalidate learned actions by the CR that could

possibly violate these principles a logic to be built into

the cognitive core.

No High

Simple rollback of complete learned

logic from the time of start of transmis-

sion/reception. A chronological log sequence

for establishing inception of attack for segre-

gating attacking node would pay dividends if

incorporated.

[41]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Trans-

port
KDA

Delay key repeti-

tions

Key repetition delay by an exponential margin is sug-

gested by employing a protocol for authentication

of msgs/transmission incorporating a combination of

CTR and CBC modes of encryption i.e. ctr block

chaining employing a 48bit IV and using 128bit key.

No High

Thorough cryptanalysis of the proposed solu-

tion needs to be carried out to establish any

weakness in the implementation mechanism of

the proposed combination of the cipher mech-

anism.

[31]

Net-

work

Sink-

hole

Secure Proto-

col based on

position-based

routing

External : Encryption and Link layer authentication

are mechanisms on which techniques to mitigate sink-

hole attack carried out by intruders external to the NW

are founded.

Internal : Trust establishment updated recurrently is

the mechanism on which techniques to mitigate sink-

hole attack carried out by attacker internal to the NW

is founded.

External

: No

Internal

: Yes

External

: High

Internal

: Aver-

age

PU activity and spectrum availability not taken

into consideration through the process involv-

ing forwarding of data.

[33]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Worm-

hole

Protocol based

on position-based

routing

Pre-phased route-topology to BS/FC would be

chalked out and any new advertised route will be by-

passed.

No Average

Challenging in distributed architecture. Trust

mechanism needs to be incorporated for ad-

dressing rogue nodes and expelling them.

[33]

Net-

work
HELLO

Node identifica-

tion

Symmetric key cryptography for two fold objective;

foremost, authentication then encryption of transmis-

sion. Furthermore, eneration of an alarm in the NW

on detection of node to be neighbor of multiple enti-

ties.

No High

Additional HW for encryption a necessity.

Procedure of stern action against rogue node

needs to be incorporated.

[33]

verification of the

bi-directionality

of links

BS/FC is employed as a trusted central (3rd) authority

for providing verification of bi-directionality and then

onwards initiation of session keys to facilitate authen-

tication and encrypted communication amongst SU of

the NW.

No High

Challenging in distributed architecture. Trust

mechanism needs to be incorporated for ad-

dressing rogue nodes and expelling them.

[48]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Statistics beacon

transmission

Sybil entity beacon transmission anomalies are as-

sessed. At the receiver end beacon interval statistics

are assessed to segregate amongst legitimate and sybil

node transmitted beacon frames.

No Average

Mechanism for filtering of false positive and

negatives needs to be streamlined as is a ne-

cessity in analytical methods.

[35]

Net-

work
Sybil

Signal prints

based on Indica-

tor of Received

Signal Strength

(RSSI)

A transmiter can be uniquely identified on base of sig-

nalprints; which based on a location are unique.
No Avergae

Longer distances result in false positives due

to reduction in sensitivity. Combining with ge-

ographical routing will produce refined results.

[36]

Resource Testing

model

communication, storage and computation testing for

validation of identities in a NW through a coordinated

simultaneous effort by all nodes.

Yes High

A hypothetical Abstract model involving strin-

gent assumptions as in simultaneous valida-

tion involving broadcast, extensive computa-

tion and storage usage less practical in imple-

mented heterogeneous NW having nodes with

varying resources.

[49]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Net-

work
Sybil

Testing radio re-

source

Involves the allocation of separate unique broadcast

channels to all devices in the neighbourhood by a

challenging entity and then listening to transmissions

to see that the entity is the one which was assigned

the channel.

No High

Suppositions are that each physical entity is

in possession of a single radio and transmis-

sion/reception at any single moment in time by

any radio is possible on a single channel which

may not be true in case of an over resourced

assailant in posession of customized HW.

[50]

Node identifica-

tion

Symmetric key cryptography for two fold objective;

foremost, authentication then encryption of transmis-

sion. Furthermore, eneration of an alarm in the NW

on detection of node to be neighbor of multiple enti-

ties.

No High
Challenging in dynamic distributed architec-

ture.
[33]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Net-

work
Sybil

Belief, reputa-

tion and trust

techniques

Devices that breach trust intentionally or mistakenly,

have been refuted by other entities and with low be-

lief estimates will be penalized by being suspended,

excluded or permanently dropped from the NW

Yes High
A true unique entity in danger of being penal-

ized as well.
[51]

Analytical ap-

proach

Performance bounds are indicated with respect to

the proportion of SSDF attacks and attackers, which

shades vision of the BS /FC.

Yes Average
Involves BS /FC, valid for centralized archi-

tecture not distributed.
[53]

MAC SSDF

Identification

process on belief

value

Computes suspicion degree of SUs employing trust

and consistency values built on their former be-

haviours.

Yes Average
Adressing of numerous MU simultaneously an

issue.
[54]

Bayesian detec-

tion scheme

Entails knowledge of abstract conditional probabili-

ties related to observation, discovery and identifica-

tion results i.e. a priori information.

Yes Average
Analytical approach based on a priori informa-

tion which can be corrupted by ssdf attack.
[55]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Weight based fu-

sion scheme

Process depends on information being pre filtered for

identification and nullification of sometimes faulty

and permanently faulty MU by assigning a trust factor

to each user.

Yes Average
Severe attack impact resulting in performance

degradation unaccounted for.
[56]

Fusion technique

Collects sensing results from all nodes in the CRN

which are then summed and compared to a threshold

value for finality of decision.

No Average

Threshold as a fixed benchmark causes false

positive/negatives which aggravates further

under severe attack.

[57]

MAC SSDF
Neyman-Pearson

(N-P) test

False positive or False negative acceptability proba-

bility limit has to be defined by the user.
Yes High

Analytical approach based on a priori informa-

tion which can be corrupted by ssdf attack.
[58]

Identification

scheme at the BS

/FC

works by keeping a tally of clashes amongst the local

and global decisions at the BS /FC.
Yes Average

Works only in centralized architecture and

foregos distributed architecture.
[59]

WSRT
Employs maintenance of reputation followed by a hy-

pothesis test
Yes High

Processing overhead at each node as it carries

out the process locally.
[60]

CCS

Trusted architec-

ture employing

sequential prob-

ability ratio

test

Dubious node will be observed, examined, assessed

and judged by its neighbours who will then perform

a sequential analysis on observed data, and determine

whether a node is acting maliciously or not.

Yes High
Legitimate node stands the danger of being pe-

nalized as well by an erroneous move.
[61]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

MAC CCS

Substitute ren-

dezvous (RV)

negotiation

Mathematical evaluation of the requirements essential

for channel arbitration in the NW built on the count of

SU available and the present channel throughput.

No Average

This technique evades the condition through

which CCS is attained; rogue nodes are not

earmarked.

[54]

CCC Clustering

The NW is divided into little groups managed by a

cluster head which determines the operating CC and

hopping sequences for the cluster. Owing to the char-

acteristics of clustering in the NW when jamming at-

tacks a cluster, the influenced NW zone is a small

fraction.

No Average
Detection of MU not accorded for it bypasses

the jammed channels.
[62]

Phys-

ical

Jamm-

ing

Statistical model

based on SNR

Collecting data regarding the SNR in the CRN and

then constructing a statistical model to employ for

comparison when a DoS occurs

No Average
When would the data be enough for building

the model.
[40]

Location consis-

tency check

Location information is advertised by each node and

can be acquired through GPS. A node is considered

as jammed when its neighbours have low PDR.

No High
GPS presence becomes essential with each

node which is not always the case.
[63]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Jamm-

ing
PDR Vs SS

PDR is the ratio of packets delivered to packets sent.

If SS is high and PDR is low it is assumed that jam-

ming of the channel is being carried out, except if any

of the neighbours has both PDR and SS as high.

No Average
Way forward on marginal difference not ac-

corded for; no benchmark set for low or high.
[63]

Triangulation
Detection through triangulation and energy based

techniques. Good for detecting static attackers.
No Average

Time lost would allow the attacker to severely

impact the network. Difficulty to locate mo-

bile attacker further complicates the situation.

[64]

Phys-

ical
OFA IDS Detection of any abnormal behavior No Average

A general approach with no stopping measure

whatsoever.
[65]

Adaptable local-

ized detection

threshold

Methodology of adaptable localized detection thresh-

old for each SU that adapts on the state differences

diminishing behavior, taking benefit of the property

of state convergence.

No Average Collusions cannot be ruled out. [66]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

OFA Threshold values

Threshold values to be defined for each and every

adaptable radio parameter. Communication would be

prevented if the predefined threshold is not fulfilled

by one or more of the parameters.

No Average

The fix straight forward definition of thresh-

olds for each of the adaptable parameters

would make it easy for a MU to guess the

thresholds of other SU.

[65]

Phys-

ical
PUEA Transmitter RSSI

A transmiter can be uniquely identified on base of sig-

nalprints; which based on a location are unique. Cor-

rection technique triangulation taking into account re-

fraction and multipath signals gives a refined localiza-

tion method.

No Average
Injection of false positive offset data by MU

cannot be ruled out.
[67]

OSU

Identification

process on belief

value

Computes suspicion degree of SUs employing trust

and consistency values built on behaviours.
Yes Average

Adressing of multi MU simultaneously an is-

sue.
[54]

Cross RIJ
Selection of resi-

dent channel

SU selects a resident channel which is then broadcast

to its neighbors. This solution necessitates presence

of two half duplex transceivers on every SU i.e. for

data transmission channel and one for resident chan-

nel so that control message exchange takes place on

it.

No High

The issue with this solution is that it puts

an overhead on normal radio communication

which is half duplex with single channel occu-

pancy.

[68]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Idle slots mea-

surement

Between successful transmissions idle slots could be

a cause of SBW. Hence, the number of idle slots be

measured.

No Average
Idle slot measurements without earmarking

rogue nodes would bypass the cause.
[69]

Cross SBW

Trust-based

cross-layer de-

fence framework

Corresponding receiver provisions the backoff win-

dow span and does monitoring of a sender. Any devi-

ation from assigned values results in punishment i.e.

larger value for further communication, on continuity

of violations the node will be ejected from the NW.

Yes High

Strategy fails if receiver and sender collude

with each other or if the receiver for its own

transmissions purposely assigns large backoff

values.

[45]

Public watch and

PRNG

Receiver and sender collusion can be addressed by

observation of the backoff by multiple number of SU.

Furthermore, a PRNG is used to produce the backoff

window estimate which is known publicly addition-

ally every CR broadcasts its backoff plan beforehand

No High
Involves a lot of overhead in public watch and

computation.
[70]

continued overleaf

78



Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Jellyfish Attacks

Mitigator - (JAM)

On experiencing low throughput in the NW, catalyst

helper packets are transmitted by adjusting TCP pro-

tocol which are supplied with a flow id number and

cumulative sequence numbers to check for conges-

tion. A collaborative scheme where misbehaving en-

tity is punished by ejecting out of the NW.

Yes Average
Colluding nodes need to be addressed and iso-

lated.
[71]

Cross JFA

Trust based

mechanism for

route trustworthi-

ness

Muti-hop routing protocols are modified to give

threshold values to SU and based on that to routes

as well. SU first checks these threshold values before

transmission to another SU.

Yes Average

Time elapsed trust value and collusion of

nodes for malicious behaviour needs to be ad-

dressed.

[72]

Robust and scal-

able collaborative

approach

A threshold for packet drop is defined, if any neigh-

bour SU drops packet at a rate greater than the defined

threshold which is based on a specific time rate then

misbehaving SU is punished.

Yes Average
Enforcement of collaboration can be exploited

for collusion.
[73]
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Table 5.4 : Attack Countermeasures Analysis

Layer Attack Countering Strategy Belief Overhead Assessment Refe-

Technique Mechanism (High rence

(Yes/No) /Average) Work

Cross LION

Cross layer detec-

tion and mitiga-

tion

Employing data sharing among physical, link and

transport layers for TCP optimization; secondly, to

achieve confidentiality and authentication for control

data employment of Group Key Management (GKM)

and finally IDS utility. All of these are to be employed

in tandem.

No High

Overhead quite high due to simultaneous ap-

plication of multi faceted security framework.

QoS degradation or DoS due to jamming can’t

be stopped.

[74]

Freeze-TCP

A TCP pro-active variant employed in an environment

where disconnections are frequent to improve the per-

formance of TCP incorporating prediction by receiver

of possible disconnections.

No Average

when entering a new, unknown environment

full rate restart of transmission with the old

window size starts before congestion state

sampling. The need to be pro-active demands

the receiver to predict impending disconnec-

tions.

[75]
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5.4 Security Model

The highlight of the discussion so far specifically the analysis is that Cognitive Radios

are constrained by their specific purpose of cognitive functionality i.e. the working of

their cognitive core / engine. Cognitive Radio being an intelligent and smart SDR that

adapts opportunistically to its environment based on dynamic variables has seemingly a

difficult task at hand to have security solutions whether locally or globally implemented

in its eco system as compared to traditional wireless networks that have matured over-

time.

Traditional wireless NWs are hard programmed with policies and the only over-

head they encounter are these coupled with the security solutions enforced in their en-

vironment. On the other hand Cognitive Radios in a CRN not only adhere to inbuilt

policies but have a cognitive engine which is in a continuous learning phase which

grows and expands its logical DB with passage of time; now the overhead of these two

processes along with the security solutions that would be placed in the CRN ecosystem

locally on the Cognitive Radios and globally at the Base Station (BS) / Fusion Centre

(FC) would impinge the normal functionality of the Cognitive Radios. Nevertheless,

security cannot be foregone but the point to ponder is that CR / CRN not only face

the onslaught of the attacks prevalent in the conventional/ traditional wireless NWs but

attacks that are pertinent and peculiar only to the CR domain.

The solutions and strategies to address attacks in the conventional/ traditional

wireless NW domain have matured over time and are part & parcel of the TCP/ IP

stack protocol implementations which can also effectively and efficiently address the

same in the CR / CRN ecosystem being TCP/ IP based itself. However, solutions and

strategies for attacks peculiar to the CR/ CRN domain are mere proposals and have yet

to see the light of the day. The reasons of non-maturity of solutions is that CR/ CRN

are still evolving; they are in the developmental phase with no standardization as such

except for the draft version of IEEE 802.22 standard specific to use of Cognitive Radios
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for provision of broadband services to thin density geographical area i.e. rural entities

on long range employing TV broadcast band whitespaces. Another reason is there is

no current deployed practical application of CR/ CRN which eventually restricts the

test bed for these solutions and strategies which address attacks peculiar to the CR/

CRN domain. The projected recommended deployment may not be possible even until

2020 then only the maturity of these solutions and strategies can be stress tested in real,

dynamic running environments. These issues should not be a hindrance for evolution

of security solutions because the development, refinement and enhancement have to go

hand in gloves before the actual deployment.

Having presented diverse stand alone security solutions to varying attacks at dif-

ferent layers with peculiar objectives the crux is that security objectives in CR/ CRN

domain should unfold in a systematic manner to make it easier on the CR and reduce

the undue processing overhead whereby making it an efficient process. How should this

unfold? Prime most priority goes to Identity which is the basis for authentication based

on which secondary users (SU) are segregated from primary users (PU) and which re-

sults in authorization based on their identities as we clearly understand that PU and SU

merit distinct rights. Implying Identification, Authentication and Authorization are key

to smooth functioning of the CR environment.

Identity fabrication leads to Sybil Attacks that in turn builds the basis of intel-

ligent malicious activity which when successful forms the launching pad for further

insider attacks (sinkhole, wormhole, HELLO) across traditional/ CR NWs and PUEA ,

SSDF (vulnerability which leads to OFA, CAA etc) in Cognitive Radio networks. Any

solution of filtering out attackers in CR/ CRN if it kick starts with correctly identifying

identities (filtering Sybil attack) it will start having a corrective ripple effect of implic-

itly resolving insider attacks and further paving way for addressing CR/ CRN specific

attacks. Hence, having drawn a line between Internal and External entities plus fil-

tering legitimate identities the issues left would be any internal authenticated identity

performing a selfish or malicious act which would be either for personal gain or to bog
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down the NW respectively. If thought over systematically it brings us down to the fact

that in a CR environment secondary user (SU) would back off from licensed bandwidth

in presence of a primary user (PU); so if a con node/ malicious secondary user (MU)

portraying itself as a primary user in other words emulating as a primary user can be

sorted out/ filtered then the only issue left would be authenticated authorized entities

in the CR eco system with the dilemma of a malicious secondary user trying to intelli-

gently gain complete access of the vacant spectrum without equilibrium in co-existence

with other SU or initiating communication during primary user transmissions resulting

in collisions and legal issues for CRN operator. If this last hurdle of false sensing data

transmission is filtered out a clean CR/ CRN eco system is available.

Figure 5.1: Security Model

For all these reasons; therefore, a security model/ comprehensive framework as

depicted in figure 5.1 may be constituted for a CR/ CRN based on a step by step oper-
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ational flow and amalgamation of the stand alone efficient solutions currently proposed

till date. The operational flow should start off by addressing Sybil attack followed by

PUEA and then SSDF which would implicitly sort out insider threats (sinkhole, worm-

hole, HELLO) and threats to the Cognitive nature (OFA, CAA, RIJ etc) of the CRN.

This security model would be more pertinent and beneficial in an IEEE 802.22 WRAN

environment where the secondary user will all employ standard HW for connectivity to

BS/FC for provision of broadband services on longer range in sparsely populated rural

areas employing TV broadcast band whitespaces. The BS/ FC will be in knowledge

of the PU which are the TV broadcast towers/ HW serving that geographical area and

the SU which are the customer premises equipment in its service radius as the draft

standard of IEEE 802.22 puts it “All devices in the network to be installed in a fixed

location and the BS is required to know its location and the location of all of its associ-

ated CPEs and incumbent services”. This requirement is met by, equipping all SU in the

CRN with GPS and access to a DB with information about entities in the geographical

area to include SU and up-to-date and accurate information of PU, auxiliary low-power

licensed operations and other IEEE 802.22 operations in the area.

Solution employed for Sybil attack in the model maybe crafted on signal prints

based on RSSI coupled with geo location which serve the purpose because a transmiter

can be uniquely identified on base of signalprints that are unique based on a location.

Protection against PUEA in the model maybe based on the channel tap power that

can serve as a fingerprinting mechanism of radio frequency to directly detect PUEA

through a non-collaborative and collaborative mechanism as depicted in the figure 5.2.

The technique has the advantage of detection in Rayleigh environments (shadowing,

fading and low sound to noise ratio (SNR)) under Doppler effects reducing false positive

to approximately zero [76].

Protection against SSDF in the model maybe based on malicious behaviour re-

sistance which employs collaborative optimized spectrum sensing and access data as
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Figure 5.2: PUEA Detection Model

depicted in the figure 5.3. The technique has the advantage of combining sensing and

access data for prevention rather than standalone which drastically reduces false alarms,

curbing the malicious user intelligent behaviour of out of the box actions rather than de-

terministic malicious behaviour alone [77].

Figure 5.3: SSDF Detection Model
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Chapter 6

CONCLUSION

6.1 Conclusion

Spectrum Availability is a major issue of the new era as spectrum space has almost

been exhausted by years of implementation of the static spectrum allocation policies.

CR - a promising concept that sprouted gave a breathing space to spectrum planners as

opportunistic spectrum deployment and utilization was revolutionized by this concept.

CRN is the evolution of wireless communication. The potentials of CRN are limitless,

the most fascinating phenomenon materializing within the wireless communication do-

main. Security is a cornerstone of any technology and needless to say it holds true in

the CR domain as well. Security is an issue of grave alarm vis-à-vis CRN based on their

intrinsic characteristics which opens them up to a load of vulnerabilities.

Protecting the priority of usage for PU is the daunting task in CRN. Hence, at-

tacks of all creed, make and type have attracted significant recognition in CRN. As

security has high precedence in CRN, major threats were consolidated to comprehend

the environment concerning CRN. In this work, CRN has been discussed, explained and

analyzed from security angles. Deployment and performance considerations were dis-

cussed that are threatened by these vulnerabilities. Various challenges vis-à-vis security

concerns are described with a view to encourage areas for improvement, optimization
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and deployment of new solutions to address issues pertaining to CRN. This work has

enlisted vulnerabilities to CRN by delineating attacks based on layers. Moreover, con-

solidation of solutions for security at different layers has been presented i.e. Attack

countermeasures / Attack mitigation techniques were consolidated. New avenues for

further improvement on these techniques and innovating with new solutions are wide

open.

6.2 Future Work

CRN is an evolving technology in terms of optimized communication, protocols, stan-

dards and security solutions. Unlike regular communication networks, CRN ecosystem

is constrained in terms of bandwidth capacity, sensing, processing, adaptation and ac-

tion (power output) due to which implementation of traditional security mechanism

applicable in distributed ad-hoc NW are challenging and difficult. Research commu-

nity all around the world is contributing to address issues and security concerns in CRN

domain. Meanwhile, several challenges still remain for CRN which merits research and

development to reap potential benefits of CRN technology. Hence, CRN is a domain

where various research areas are open and many of the researches are in full swing to

address challenges for the success of CRN.

In this research, various aspects of CRN have been studied, enlisted and consoli-

dated. It is expected that consolidation of security aspects of deployment and commu-

nication approaches can contribute towards research community who are interested to

optimize, improve or develop new solutions by addressing security concerns in CRN.

Moreover, before CRN standardization points enlisted in this work can be explored.

As standardization contribute towards success of any technology; therefore, different

vulnerability aspects described and analyzed in this work can be addressed for further

improvement of CRN. Finally, tabular reckoners have been presented which can be

evaluated and experimented for improvement in CRN.
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