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Abstract 

Cloud computing environment is a collection of various Cloud applications deployed by 

different Cloud service vendors for their customers. The online availability, variety and 

easy access of Cloud applications allow users to create, upload and store numerous 

resources across the Cloud. However, protection of these resources from different security 

threats in Cloud environment is still a serious concern for the Cloud users. Cloud 

applications provide diverse and complex authorization and access control mechanisms to 

different Cloud users. In addition to that access control is also limited and tightly coupled 

with the functionality of the applications and does not cater the access control requirements 

of individual users. Securing every resource with different, complex and customized access 

control solutions is a tedious task and results in poorly protected resources susceptible to 

unauthorized access which further leads to data theft, identity theft, fraud and different 

other security threats. 

 

In this regard, a new approach to access control in Cloud environment is presented in this 

research work. It externalizes access control from Cloud applications and enables users to 

create and manage access control policies on their resources according to their access 

control requirements. The framework also provides users with a central control point and a 

standard policy definition language to specify and manage access control on all their 

resources scattered across the Cloud. We presented the framework and described the 

protocol which defines the interaction between different components of the system to 

specify and enforce User-Centric Access Control policies using XACML standards. To 

show the applicability of the designed framework, we developed a prototype using Google 

spreadsheet as the Cloud application. The prototype is then validated and verified from 

security and functional perspectives. To verify the security features of the designed system, 

a threat model is formulated which identify different security and access control threats and 

explain the protection mechanisms incorporated within the designed system to eliminate 

these threats. To check the correctness of the system, various categories of test cases are 

formulated and performed through JUnit testing.  Successful execution of test cases 

verifies the claims of the user centric access control framework in providing users with the 

control to define access control policies according to their requirements.  
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Chapter 1 

  

Introduction 

Cloud computing is an evolutionary technology which provides on demand, robust and scalable 

computing services to the IT industry and business world. Cloud computing is defined by the 

National Institute of Standards and Technology (NIST) as: “A model for enabling on-demand, 

ubiquitous and convenient network access to a shared pool of configurable computing resources 

(e.g., networks, applications, storage, servers, and services) that can be rapidly provisioned and 

released with minimal management effort or service provider interaction. This Cloud model 

promotes availability and contains five essential characteristics, three delivery models and four 

deployment models” [1]. The important characteristics include dynamic provisioning, ubiquitous 

network access, rapid elasticity, shared infrastructure and managed metering. These 

characteristics provide benefits to organizations and individuals in the form of cost effectiveness, 

scalability, optimization and operating efficiencies. Furthermore, Cloud computing provides 

services to customers by using three delivery models which include Software as a Service 

(SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS).  These Cloud 

delivery models can be deployed as Public Cloud (open to all), Private Cloud (own by 

organizations for their private use), Community Cloud (combination of Public and Private 

Clouds) and Hybrid Cloud consisting of multiple Clouds. [2]. 

 

The gradual evolvement and rapid development of Cloud computing environment provides users 

with endless services in the form of various Cloud applications. The online availability, low cost, 

ease of access and the variety of these applications has facilitated the migration of traditional 

desktop applications to distributed Cloud applications. Through the use of different mobile 

computing devices such as smart phones, laptops, tablet PCs, users can access these applications 

at anytime from anywhere therefore, becoming a constant source of creation, storage and 

distribution of numerous content online. Particularly, users are storing huge amounts of contents 

in the form of personal information on social networks, blogs and reviews or by hosting 

resources such as documents, pictures etc. on different applications. However, still a large 

number of individuals and organizations hesitate to migrate to Cloud environment because of its 

potential risks [3]. Different surveys on Cloud computing indicates that security and privacy 

issues are the major reasons creating hindrance in its adoption at a wider scale [3] [4] [5]. 

Inadequate security controls implemented by Cloud applications give rise to various security and 

privacy threats including unauthorized access, theft, fraud etc. [6] [7].  The development of new 

and effective security mechanisms to cater privacy and access control issues in cloud 
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environment is necessary for the adoption of this new computing paradigm by the IT industry 

and business world at a large scale. 

The focus of this research is to provide a solution for User-Centric access control in Cloud 

environment. As mentioned in the above paragraphs that Cloud computing is a collection of 

various Cloud applications deployed by different Cloud vendors to provide a variety of services 

to numerous users. A Cloud user can use one or multiple Cloud applications for various 

purposes. However, Cloud computing does not facilitate users with a single access control and 

authorization mechanism using a standard policy definition language or a sole management tool 

for different Cloud applications. On the contrary, every Cloud application has its own 

authorization mechanism, access control solution and policy definition language which Cloud 

users employ for the protection of their resources from unauthorized access. This creates a lot of 

hassle for the user in terms of managing access control of different resources hosted on various 

Cloud applications. Furthermore, access control provided by Cloud applications is limited and 

tightly coupled with the functionality of the application and is not flexible to cater individual 

user’s access control requirements [8]. It can be a good approach that the definition of access 

control policy should be in the control of user or owner of the resource which may increase the 

trust of users in the Cloud environment. Currently, the Cloud applications are not only dictating 

how access control policies have to be specified but also specified using their own policy formats 

and standards [6]. Use of such complex access control mechanism, diverse and incompatible 

policy languages to protect numerous resources scattered across the Cloud results in a tedious 

and error-prone task for the users. Thus results in poorly protected resources susceptible to 

unauthorized access which further leads to data theft, identity theft and various other security 

threats.  

After analyzing the existing solution and their problems as specified in the above paragraph, we 

concluded that there is an imminent need of a mechanism which should enable users to define 

access control policies according to their own requirements. The mechanism should be in the 

form of an integrated system that can be used irrespective of different Cloud applications. It 

should allow users to create and manage access control policies for all their resources spread 

across the Cloud by employing a standard policy definition language from one central location. 

The designed User-Centric Access Control framework empowers users with full control to 

protect their resources from unauthorized access hosted by various Cloud applications. Users are 

provided with an interface which allows them to set policies for their resources which are 

dynamically formed at the back end. Moreover, the designed system provides users with a 

central control point that enables them to manage access control on all their resources 

irrespective of their location on the Cloud. 
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1.1 Motivation 

With the rapid development of Cloud environment, users are storing numerous resources on the 

Cloud in the form of documents, pictures, videos, etc. They share these resources with other 

users and applications for various professional and personal purposes. The user (owner) of the 

resources specifies access control on these resources to define the sharing process. However, the 

extent to which the owner can define access control on its resources depends upon the access 

control mechanisms adopted by the Cloud applications hosting those resources. Hence, users are 

bounded to specify access control options provided by the Cloud applications, which often does 

not meet user’s access control requirements. This results in unprotected resources and decrease 

level of trust on the Cloud application. In this regard, the main motivation of this research is to 

provide a User Centric solution to define access control so that users can share and protect their 

resources according to their own security requirements. 

1.2 Aims and Scope 

In this thesis, we aim to identify and address the most prevalent issues in the domain of Access 

Control in Cloud environment. To achieve this goal, first we will explore different access control 

frameworks, highlight the security issues and then finally aim to design and implement a secure 

User centric access control policy management framework for Cloud applications that meets the 

pressing needs of different Cloud users. Our scope, therefore, is limited to three research 

objectives: 

 

 To design an authorization framework which externalizes access control from cloud 

applications and enable users to protect their resources according to their access control 

requirements. 

 To provide users with an integrated central control point to manage access control on all 

its resources irrespective of their location on the Cloud. 

 To enable users to specify access control on all it resources through a standard policy 

language i.e. XACML. 

 

1.3 Thesis Organization 
 

The presented thesis has been organized into different chapters in which each chapter gives 

certain aspects of our research. Following is the brief description of all the chapters. 

 

 Chapter 1: entitled “Introduction" briefly describes the research area, problems and the 

abstraction of the designed solution. Furthermore, the chapter gives details about aims, 

scope and major contributions of the thesis. 
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 Chapter 2: entitled “Background and Related Work" gives details of literature survey 

which has been conducted throughout the research phase. It elaborates the traditional 

access control models and User centric access control models. It also compares and 

provides a critically analyzes of existing solutions and approaches. 

 

 Chapter 3: entitled “Research Methodology" explains the research approach and 

methodology followed in this thesis. A hybrid approach has been used where different 

suitable research methodologies are used to achieve our objectives. 

 

 Chapter 4: entitled “User Centric Policy Management for Cloud Applications" describes 

the designed system for access control in Cloud environment. The main modules of the 

system have been discussed along with designed protocol. 

 

 Chapter 5: entitled “Design and Implementation of the Prototype system” describes the 

implementation of the prototype of the designed solution. It explains different prototype 

components and their working and also describes the tools used to build the prototype. 

 

 Chapter 6: entitled “Evaluation of Research Work" explains the details of research work 

validation using the different Test cases and Threat Model.  

 

 Chapter 7: entitled “Conclusion and Future Work" concludes the thesis and highlights the 

potential future prospects of our research work. 

 

 

Summary 
This chapter describes the research area in detail and gives an overview of existing access 

control mechanisms in cloud environment. It also highlights various problems face by different 

users while limiting access of their resources using existing access control mechanisms. 

Furthermore, it also gives an overview of the purposed access control framework and describes 

the motivation to carry out the research work.  
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Chapter 2  

 

 

Background and Related Work 
 

 

2.1 Access Control in Traditional Cloud Applications 
 

In traditional Cloud and web based applications access control is developed within the 

applications and is modeled according to the functionality of the application. The main focus of 

Cloud service providers is on the functional and operational requirements of the application and 

authorization mostly remains as a side issue. Furthermore, they do not take user’s security and 

privacy requirements under consideration while designing the authorization frameworks. To 

analyze and explain the problems faced by users while employing such access control 

mechanism, we describe a simple scenario as follows: 

 

2.1.1 Scenario 
 

To find the shortcomings and problems of existing access control mechanism adopted by Cloud 

and Web applications, we examine a scenario depicting a Cloud user who creates, stores and 

shares various resources with other users and applications through different Cloud services. 

 

In this scenario, we have assumed a Cloud user Chris who is a frequent traveler and a hobbyist 

photographer. While traveling, he takes various pictures, makes videos and documents his entire 

trips. To store and share these resources, he uses three famous Cloud applications which are 

called as CPics (a service to host pictures), CVideos (a video hosting service) and CDocs (a 

Cloud based document management system to create and manage different types of documents). 

 

After uploading his resources, Chris wanted to share some of his videos with his friends Bob and 

Alice. To do so, he logs into CVideos and specify access control by choosing certain options 

provides by CVideos to reflect his sharing requirements. Chris also decided to share some photos 

and trip reports with Alice and Bob and logs into CPics and CDocs and specify access control on 

pictures and documents separately as shown in figure 2.1 
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Figure 2.1: Access control specification in different Cloud applications 

 

After sometime other friends of Chris wishes to see his photos and other details about his trips. 

Therefore, Chris logs into every application and modify access control polices to share the same 

resources with other friends. Furthermore, when he needs to share different other resources with 

the same friends, he then creates new access control policies on each resource hosted on a 

different Cloud application. 

 

2.1.2 Problems in Traditional Access Control Solutions 
 

To identify the limitations of the existing access control mechanisms in the Cloud environment, 

we critically analyze the scenario described in the previous section. Following are the details of 

different weaknesses that we observed. 

 

Firstly, Cloud applications have mostly implemented isolated authorization mechanisms in 

which access control is tightly incorporated with the functionality of the application. Such 

authorization mechanisms provide limited access control options which are unable to configure 

particular user’s access control requirements. These access control solutions often address simple 

circumstances where resources are made public or private to certain number of users. Chris, for 

example, must employ the authorization mechanism implemented by CPics, CVideos and CDocs 

which may not fulfill his all the access control requirements. They may not have the functionality 

to enable Chris to form different user groups and specify access control on them. Astonishingly, 

many popular applications do not have this simple functionality. Furthermore these access 

control solutions mostly lack fine grained access control functionality. For example if Chris 
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wants to share some sections of his particular trip document to Alice and some other sections 

with Bob, but CDocs’s authorization mechanism does not provide such fine grained access 

control functionality and forced Chris to just share the whole document with his friends.   

 

Secondly, another important weakness in the existing solutions is the absence of a standard 

access control policy language in different Cloud applications. Every Cloud application uses 

different access control solutions based on unique policy languages more suitable to their 

functional requirements. For example, in our scenario, CPics may have adopted a simple access 

control list or matrix mechanism while CVideos and CDocs applications may have implemented 

a more flexible mechanism. This does not enable Chris to define access control policies on his 

pictures, videos and trip documents only once because they are hosted by different Cloud 

applications. Furthermore, if Chris transfers his resources to another Cloud application, he then 

has to redefine the same policies using a different policy language on the other Cloud 

application. 

 

Another weakness we found is the management of access control policies spread across the 

Cloud. User various resources and their access control policies are hosted by different Cloud 

applications User have a limited view of all the applied access controls and if he want to add new 

policies, update the existing ones or to audit them, he then have to log in to every Cloud 

applications and configure access control appropriately. This results in a very challenging and 

error prone task for the user. In the context of the above mentioned scenario, Chris does not have 

a complete view of the specified access control polices related to his documents, pictures and 

clips at CDocs, CPics and CVideos respectively. With the continuous increase of resources, 

Chris host on the Cloud, organizing and handling relations among access control polices and 

resources results in a very complex and tedious task.  

 

Based on our analysis of the scenario and the weakness we observed and found out the following 

limitations of existing access control solutions: 

 

 Existing Access control solutions are inadequate and do not cater individual user’s 

security and access control requirements. 

 Users have to employ diverse and complex access control policy languages and tools. 

 Users do not have a unified control point to manage access control policies scattered 

across numerous Cloud applications. 
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2.2 User Centric Access Control Models 
 

User centric authentication for Cloud and traditional web environment is widely adopted through 

the use of OpenID [34], Shibboleth [35] and many other frameworks mentioned in [9] which 

allow users to control their identity information according to their own security requirements. 

However, access control in traditional web applications and Cloud services is not user-centric. 

Little research is done in this domain which is as follows: 

 

2.2.1 Related Work 
 

A User centric authorization framework provided by Moorsel et.al [10] externalizes access 

control form web applications and provides it in the form of an external authorization server. 

Users are redirected to the Authorization server where they can create and store access control 

policies regarding their resources. Request to access a protected resource is also redirected to the 

authorization server which after evaluating policies provides requestor with an authorization 

token. The web application verifies the authorization token and provides requestor with the 

access to the requested resource.  The following figure shows the steps involved in the whole 

process. 

 

 

 

Figure 2.2: User managed Access control for Web 
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The proposed framework allows user to choose Authorization server based upon their 

preferences. A trust relationship has to be established first between the Authorization server and 

the web application. The framework allows a user centric approach to access control in Web 

environment but the designed protocol is complex and comprises of many steps. The back and 

forth redirection from host to authorization server is a time consuming process. Furthermore the 

framework does not facilitate the offline creation of policies and user has to be online to access 

the authorization server and specify access control. Moreover, the authorization token in 

possession of the requestor is susceptible to different attacks and can lead to unauthorized access 

of resources. 

A unified user centric approach is adopted by Kapil Singh in [11]. The paper describes a 

framework which allows users to set access control on their content before uploading it on the 

web applications. The framework consist of two major components 1) xAccess extension which 

resides in the user’s computer and is used to set access control on contents 2) xAccess server 

component resides on the application’s server which parse the contents according to the access 

control specified by the user. xAccess extension provides user with an interface and tools to 

specify access control polices which are then translated into categorizes of xAccess base model. 

The base model comprises of Role Base Access Control (RBAC) scheme which convert the 

categories into particular roles and define access control on these roles. Figure shows the 

designed framework. 

 

 

Figure 2.3: xAccess Architecture 

 

The web application has delegated its authorization functionality to the xAccess server 

component. All access requests are forwarded to the xAccess server component which filters the 

requested resources according to the categories defined by the owner. The framework provides a 

user centric access control model; However, It is not a generic system and operates in close 

environment. The author mentioned that different access control models have to be implemented 
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in xAccess extension in order to translate them into base model. Furthermore the xAccess server 

component must be installed in every Web application and different API’s have to be 

implemented for the communication between different applications and xAccess server 

component.  

Security as a service in Cloud environment is gaining a lot of popularity now a days. Different 

Cloud service providers are providing various security solutions like identity management 

system (IDMS), intrusion detection and prevention systems etc. as Cloud services. Authors of 

[12] presents a Policy management system as a service in Cloud environment which provides a 

unified control point to users to specify and manage access control on their resources hosted on 

the Cloud. The main component of the system is a Policy Management Service Provider (PMSP) 

server that provides users with an interface and tools to generate and manage access control 

policies on their resources. PMSP facilitates users by eliminating the need to understand and 

employ different access control mechanisms of different Cloud application. Instead, users can 

create access control policies by using a unified policy language and can manage all the access 

control policies from a single control point.  

 

 

Figure 2.4: Policy Management framework for Cloud Environment 

 

In the designed system, PMSP only provides policy creation and management features. Once the 

policies are created they are transferred to the Cloud service provider (CSP) hosting the 

resources. In order to transfer these policies to the hosting CSP’s repository, the underlying 

policies first have to be translated into the CSP’s specific policy language. This can cause a lot of 

compatibility issues and API’s for every CSP has to be implemented for the translation process. 

Furthermore, there is no relationship and coordination between the policy creation and policy 

enforcement modules. User creates policies at the PMSP according to their requirements while 

CSP enforce these policies. Different access control mechanisms are adopted by different CSPs 
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and they may not have the built in functionality to enforce policies according to the user 

specifications. 

OAuth [13] is an industrial standard authorization delegation protocol which enables content 

owners to delegate limited access to their content to other clients or third party applications. It 

allows the owner to give access to his resources to other users and applications without sharing 

any credentials such as usernames and passwords. To gain access to a user’s resource, the client 

or application first sends a request to the owner. The owner provides the requestor with an 

authorization grant which is then sent to the authorization server by the requestor. The 

authorization server generates and provides the requestor with an authorization token. Requestor 

sends this token to the hosting application which provides him access to the resource. 

OAuth is widely deployed with in the Web environment and is used by very popular social 

networking web applications. However, there are certain security threats associated with such an 

open standard, which are that it does not allow individual users to specify access control 

according to their requirements. Thus, the protocol can also enable third party applications to get 

unauthorized access to other contents without the owner’s consent. 

In another study [14] a user centric approach is employed by the authors to protect user’s privacy 

information. They describe a model in which user is given control to protects its private 

information i.e. username, password and other identity information. User’s privacy policies are 

separated from user’s access control policies and are stored at user’s side. All requests regarding 

the private information is sent to the Server which in turns gets the information from the owner. 

The owner also specifies the privacy policies regarding the private information to the Sever. The 

server enforces these policies onto the private information and provides the requestor with the 

access to this information according to the owner’s requirements. This allows user to have full 

control over the privacy policies enabling him to protect its private information according to its 

own security requirements. Figure shows the architecture of the designed system.  

 

 

Figure 2.5: User-centric privacy access control model 
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The model protects user’s privacy by protecting its private information; however, user can not 

define access control policies regarding their content and resources. Access control policies are 

specified and stored by the server side thus not achieving full protection on its resources. 

 

2.2.2 Limitations 

Considerable literature exists on access control models from different perspectives [15] [16] [17] 

[18] [19] [20]. However, little research work has been done on user centric access control models 

in Cloud environment and different models that have been purposed are explained above. 

Analyses of the existing work highlights the key weaknesses of the underlying models and are 

beneficial in providing a foundation for our protocol. Different frameworks uses different 

techniques to provide user centricity however some of the models are too complex to employ and 

some of them operates in close environment and cannot be deployed as a generalized framework 

in Cloud environment.  

 

Summary 

This chapter presents the existing work in the underlying research domain. It has elaborated the 

privacy issues in existing access control frameworks and elaborate them through the analysis of 

a scenario. The chapter further gives the overview of proposed user centric access control 

models in Cloud along with the analysis of these models to highlight their limitations and 

weaknesses. Analysis of existing framework also helped us in designing our own user centric 

access control framework and protocol from different perspectives. 
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Chapter 3  
 

Research Methodology 
 

 

3.1 Introduction 
The word research is generally used to describe a systematic study of phenomenon or the process 

of searching the knowledge and gather information specific to some domain under consideration. 

It can also be defined as a scientific investigation and exploration to discover the new facts and 

gain information [21]. People perform research whenever there is need to answer the highlighted 

questions and the appropriate solutions for identified problems [22]. The existing literature 

highlights that scientists and scholars have given different meanings to this concept, thus 

elaborating its effectiveness and usage with widespread perspectives. Research is the keen desire 

for knowledge that encourages us to inquire and discover the unknowns. The two main types of 

scientific research are deductive research and inductive research. Deductive research follows the 

top-to-bottom approach and works from the more general to the more specific. On contrary 

inductive research approach also called as bottom-up approach works from specific observation 

to general principles and theories[23] [24].  

 

 
 

Figure 3.1: Deductive and Inductive Research Approach 
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3.2 Thesis Research Methodology 
 

The aim of the current research activity is to describe the problem and then provide a solution 

and draws conclusion by narrowing down the focus. So, we have followed a deductive approach 

to solve the problem. Figure 1 shows the steps follows in a deductive approach: 

 

 

 

 
 

Figure 3.2: Steps in Deductive Research Approach 

 

 

 Define a Research Area 

First the problem domain has been identified by conducting extensive literature survey on 

state of the art technologies and related work. Cloud computing security issues have been 

identified as the main research area out of which we focus on access control which is one of 

the critical security and privacy issues in cloud computing environment. 

 

 

 Literature Review 

After defining the research area, the next step is to conduct the detailed literature survey 

which helps in identification of research problem. The survey was carried in two directions. 

First we study the traditional access control models and find their shortcomings by analyzing 

them through different scenarios. Secondly, a survey on different user centric access control 

models was done and is critically analyzed to find the advantages and limitations of each 

model. The holistic literature survey of existing access control models in Cloud domain 

provides us a strong foundation to formulate our thesis research problem. 
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 Identify Research Problem 

Our extensive literature survey conducted in previous step of research process helps us to 

formulate three significant research problem statements related to access control in Cloud 

paradigm. 

 

(a) There is a need to propose a user centric access control framework for Cloud 

environment which enables users to define access control on resources according to 

their requirements. 

 

(b) There is a need to provide a standard authorization mechanism and access control 

policy language in Cloud environment.  

 

(c) There is a need to provide users with an integrated central control point to manage 

resources and related access control policies scattered across the Cloud. 

 

 

 Develop Hypothesis 

Deductive research methods help us to develop the hypothesis for our research on basis of 

state-of-the-art literature survey and the problem statements formulized in the previous step. 

Our hypothesis is divided into three main questions in line with the identified problem 

statements. 

 

(a) Is it possible to develop a framework which will put users in full control to define 

access control policies according to their requirements in Cloud environment? 

 

(b) Is it possible to use a standardized authorization mechanism and an access control 

policy language in Cloud environment? 

 

(c) Is it possible to provide users with a central control point to specify and manage 

access control policies on all their resources hosted on various Cloud applications? 

 

 

 Observations 

Using deductive research approach the following observations have been made to support the 

above developed hypothesis for thesis research. 

 

 Cloud computing is still facing various security challenges despite of its various 

benefits and significant importance. 
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 Cloud applications provide users with limited access control options which do not 

fulfill user’s access control requirements and results in poorly protected resources 

susceptible to different security threats. 

 

 Different User centric access control models have been proposed for web and Cloud 

applications but are too complex and have different limitations. 

 

 Different authorization mechanism and policy languages like XACML can be used as 

a standard in Cloud environment. 

 

 User centric access control framework provides users with a unified control point to 

manage access control on all resources. 

 

 

 Preparing Research Design 

The research design has been formulated by doing the analysis of existing traditional access 

control models and proposed user centric access control models for Cloud environment. The 

research proposes the design for the identified problems by keeping in view the essential 

features of a user centric access control framework. The designed framework consists of 

different components and underlying protocols necessary for the communication between 

these components. 

 

 

 Prototype Implementation 

We have proved the identified problem statements and the devised hypothesis by 

implementing a prototype of the designed solution. The prototype implements the 

components and protocols of the designed framework and provide user with an interface to 

specify access control on its resources and XACML policies are dynamically formed at the 

back end. Google Spreadsheet application is used to show the applicability and integration of 

the designed framework with real world Cloud applications. 

 

 

 Hypothesis Testing 

The developed hypothesis is verified through validation of implemented User centric access 

control framework. In this regard, we have used different test cases and scenarios to verify 

and validate our proposed designed. The results of these test cases confirm that our 

hypothesis is true and the implemented system can effectively provide user with the control 

to define access control on all its resources according to its requirements.  
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3.3 Research Contributions 
 

As now a days users are storing more and more resources on the cloud applications to share with 

other users or applications for various purposes. Users employ access control mechanism 

provided by cloud applications to share these resources with other users. However, the 

application centric access control mechanism does not cater individual user’s requirements and 

left users worried about the protection of their resources from unauthorized access and different 

other security threats. 

 

This research solve the above mentioned problems from a very different approach and provides a 

solution by externalizes access control from Cloud applications. Externalization of access control 

from cloud applications allow to develop a standard integrated authorization and access control 

mechanism that can be used with different application in the Cloud environment. This research 

provides such a user centric access control framework for cloud applications. The framework is 

designed by keeping in view user’s access control requirements and the limitations of different 

proposed user centric access control models. User requirements are gathered by finding the 

shortcomings of the current application centric access control models. Critical analyses of 

different user centric access control models yields their limitations in providing a generalized 

user centric access control model for cloud environment. 

 

The designed framework allows users to protect their resources by enabling them to define 

access control according to their requirements. The framework also provides users with a 

platform to control and manage resources and access control policies from a single point in 

Cloud environment. Every component of the designed framework has been chosen with respect 

to some responsibility. The main component is the policy specification module which provides 

user with the interface and tools to specify access control on its resources and XACML policies 

are dynamically formed at the back end. These policies are then stored onto the authorization 

server which generates decision by evaluating these policies. XACML is used as a standard and 

all access request and access decisions are formed using XACML policy language. Prototype of 

the designed framework is implemented by using real world cloud application to show its 

applicability and integration with existing cloud applications. 

 

By putting users in control for specifying access control on their resources, the framework 

minimizes different security threats like unauthorized access and data leakage and increase user’s 

trust on the Cloud application. At the end verification and validation of the designed framework 

is done by evaluating the implemented prototype through different test cases and scenarios. The 

result of the evaluation verifies our claims and shows the applicability and effectiveness of the 

designed framework. 

 

 



18 
Chapter 3: Research Methodology 

 

Summary 
Different research methodologies have been proposed for the research process which can be 

followed by the researchers according to their requirements. Each of these research methods has 

its different steps and impacts, which normally depend upon the research domain under 

consideration. The researcher can select any particular research methodology depending upon 

the targeted domain of research and scientific phenomenon. For the presented thesis, we have 

selected a Deductive research methodology which is used at various stages of research process 

to formulate the research problems, develop hypothesis and verification of implemented system. 

The chapter also describes the contributions made by this research work and features of the 

designed framework and its advantages over the existing models are explained in detail. 
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Chapter 4  

 

Construction of User Centric Access Control  

Policy Management Framework for  

Cloud Applications  
 

After a detailed review and analysis of existing access control models and protocols, we have 

designed a framework which consists of the essential components for providing User-Centric 

access control policy management in Cloud environment. The detailed architecture and its 

underlying components are described in detail as follows: 

 

4.1 Designed Framework 
 

The designed framework provides users with the control to protect their resources according to 

their authorization and access control requirements. The designed framework consists of 

different components which provide different services to users to achieve user centricity in cloud 

environment. Each and every component of the designed framework is responsible to perform 

some particular tasks. The main component is the policy specification module which provides 

users with the interface and tools to define access control on their resources using XACML 

policy format. The component authorization server stores these policies and generates access 

control decisions based on the XACML policy file. The framework also incorporates a Strong 

Authentication server (SA) to verify the identity of different users. In the designed framework 

Authorization server, SA server and Cloud application components are deployed on a Cloud 

infrastructure. Whereas Policy specification module are resides on the user side and all 

communication between the user and cloud services is done through Gateway which is the entry 

point for the Cloud. Figure 4.1 shows the architecture of the designed user centric access control 

framework. 
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Figure 4.1: Architecture of User Centric Access Control Policy Management Framework for Cloud 

Applications 

 
 

4.2 Components 
Figure 4.1 illustrates the main architecture of the designed framework, whereas, the different 

components of the framework have been discussed further in detail below: 

 

 Strong Authentication Server (SA Server) 

Authentication server holds the responsibility for managing user authentication. It validates 

the users as authentic or unauthentic by making decisions on the received authentication 

requests. This authentication server is based on FIPS 196 unilateral strong authentication 

protocol [25] using certificates. Users authenticate themselves by providing their digital 

certificates to the authentication server which provides SAML tickets after verification to the 

authenticated users for single sign on purposes.  

 

 Cloud User (CU) 

CU is a client which uses various Cloud applications for different purposes. Cloud User can 

create stores and shares resources with other users or applications. A policy specification 
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module which acts as Policy Administration Point (PAP) resides on the user’s computer to 

provide an interface for the user to create XACML policies necessary for the authorization 

decision. PAP manages the generation of XACML policies with a particular target. This 

target contains three fields termed subject, resource and action. These three fields need to be 

set in order for any particular policy to be generated or evaluated in the future. This module 

facilitates user to create customize XACML policies on its resources according to its own 

requirements. 

 

 Gateway 

Gateway is the entry point for the Cloud. It acts as proxy server between Cloud users and 

other components of the designed framework. It is responsible for handling the requests 

initiated at the user end and the responses from the servers and passes the messages in either 

direction. It handles Cloud user’s access requests and gets access control decision from the 

authorization server against those requests. It then fetches the resources from the Cloud 

application and parses it according to the user’s specifications and then provides requestor 

with the requested resource. Therefore, it also acts as a Policy enforcement Point (PEP) in the 

designed system.  

 

 Authorization Server 

Authorization server consists of three modules, Policy Decision Point (PDP) ,Policy Storage 

Point (PSP) and a Policy Information Point(PIP). PSP act as a policy repository and store 

access control policies in the form of XACML policy files. PDP receives access requests 

from the gateway, fetches the appropriate policies from the policy repository and evaluates it 

accordingly to generate an access decision.PIP is used by the authorization server to retrieve 

attribute values. These attributed values are context and environment based and needed to 

correctly evaluate a policy. 

 

 Cloud Application 

A Cloud application acts as an on demand application granting access to a particular service. 

It enables Cloud users to create, store and share resources (documents, files, pictures etc.) 

with other users or applications. In the designed framework the Cloud application has 

delegated its authorization and access control functionality to the authorization server and to 

the user respectively. Access control decisions are generated by the authorization server on 

the behalf of Cloud application. It contains a resource repository and is only responsible for 

storing resources created or uploaded by users. 

 

 Requestor 

Requestor is an authenticated entity that interacts with the cloud application to access 

protected resources of another user in the designed framework. The entity can be a user 

trying to access a protected resource e.g. a document of another user or it can be a photo 
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editing application trying to access photos stored by user’s photo hosting application. The 

requestor sends an access request to the gateway which provides requestor with the access 

the requested resource according to the decision generated by authorization server. 

  

4.3 Protocol 
 

The designed protocol consists of three sub protocols which are Authentication and 

Authorization, Access control policy specification and Accessing protected resource. Before 

explaining these steps in detail some assumptions that must be considered as pre-requisite are as 

follows: 

 

 All Cloud users are registered to the authentication server. 

 Cloud service providers have already defined and stored access control policies in the 

authorization server about their registered Cloud users. 

 Trust relationship is already established between Cloud application and authorization 

server 

 

4.3.1 Authentication and Authorization Process 

The first step for the Cloud user is to verify its identity to the authentication server. As shown in 

figure 4.2 the Cloud user sends an authentication request along with its certificate to the 

authentication server. The authentication server queries the IDMS and verifies user’s certificate. 

After verification authentication server generates an authentication ticket for the Cloud user for 

single sign on. The ticket is encrypted with the gateway’s public key and contains the following 

information. 

 

Ticket = EG (IDuser || Time Stamp ||   lifetime || Digital Signature) 

Where, EG = Public key of gateway 

 

    The Cloud user sends this ticket along with the application request it wants to access to the 

gateway. The application request contains the URL of the requested Cloud application. Gateway 

upon receiving the request decrypts the authentication ticket by using the key EM (shared by SA 

server) and verifies it as legitimate request by comparing the signed and unsigned parts of the 

message. It then generates an XACML authorization request for the Authorization server with 

the received User ID as a target subject and Cloud application URL/descriptor as the target 

resource. Authorization server fetches the policy created against the target subject from the 

policy repository and evaluates the received request based on the policy description. The 
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evaluation response is sent to the gateway for further action. If the response is equal to “permit” 

gateway sends the user ID along with login request to the Cloud application which in return 

provides user with the access to its account on the Cloud application. 

 
 

Figure 4.2: Authentication and Authorization Process 

 

4.3.2 Access Control Policy Specification Process 

After getting access to a particular Cloud application the user can now create, update or share 

resources with other users or applications. To share a resource, Cloud user must define access 

control policies to govern the sharing process. Cloud User can define these policies by using the 

policy specification module. From within this module Cloud User is free to customize, create and 

assign access rights to other users or applications according to his own security and access 

control requirements. The policy specification module provides the user with an interface and 

tools to define access control on its resource and access control policies are dynamically formed 

at the back end using XACML policy format. After defining policies, user uploads these policies 

onto the authorization server. The authorization server stores these policies into the policy 

storage module. Similarly the user can edit policies for previously created resources and updates 

them on the authorization server. Figure 4.3 illustrate the steps of this process. 
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Figure 4.3: Access Control Policy Specification Process 

 

4.3.3 Accessing Protected Resource  

In this step a Requestor sends an access request of a protected resource of another Cloud user as 

shown in figure 4.4. The access request contains the URL of the protected resource. Gateway 

send User B’s access request (for the protected resource of Cloud User) to the authorization 

server in XACML request format. Authorization server fetches policies regarding the particular 

resource and generates an access decision after evaluating these policies. The decision is then 

send to the gateway which after interpreting it fetches the resource from the Cloud application 

and parse it according to the received decision. It then provides User B access to only those parts 

of the resource which he has been assigned rights on. In case of deny or unknown decision 

gateway denies access to the requestor. 

Requestor

1
Resource Request

2
XACML Request
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5
Resource

6
Resource

3
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Figure 4.4: Accessing Protected Resource 
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A flow diagram depicting the complete steps of the above describe protocol is shown in figure 

4.5. 

 

 

Figure 4.5: Protocol Flow 
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Summary 
Architecture of the designed framework is described in detail and an architecture diagram of the 

designed solution is presented in this chapter. It also explains the purpose and major tasks of 

each component i.e. SA Server, CU, Gateway, Authorization Server, Cloud Application and 

Requestor. The chapter also explained the protocol which defines the interaction and 

communication between the components in detail. 
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Chapter 5  

 

 

 

Prototype Implementation 
 

 

5.1 Related Technologies 
 

Implementation of the user centric access control policy management framework for cloud 

applications involves the use of and XACML and Google Spreadsheet API. Below, we elaborate 

each one of them to help understand their functionality and significance. 

 

5.1.1 XACML 
 

Extensible Access Control Markup Language (XACML) [26] is an open standard access control 

policy language developed by OASIS. It covers all the detailed and general access control 

requirements and provides different points of extension to define new data types, policy/rule 

combining algorithms, functions, etc. XACML engine consist of a policy set which contains 

different policies and each policy contains a target, rule and a rule combining algorithms. The 

typical implementation of XACML includes a Policy Administration Point (PAP), a module 

responsible for the generation and management of the access control policies, Policy 

Enforcement Point (PEP), which prepares the request after extracting the attributes from query 

and collects the additional attributes related to requester and resource in question, and forwards 

the request to Policy Decision Point (PDP). PDP then finds appropriate policies by matching the 

targets and evaluate the policies to return the appropriate response (Permit, Deny, Intermediate 

or Not Applicable) to the PEP. We choose XACML because it is standard, generic, allows 

distributed policies, is really powerful and flexible enough to be used as a standard access control 

policy definition language in the Cloud environment and to enable users to specify access control 

according to their requirements. 
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5.1.2 Google Spreadsheet Application 
 

Google spreadsheet application is an online Cloud application which provides spreadsheet 

processing services. We use Google spread sheet application in our implementation to show the 

applicability and integration of the designed framework with existing Cloud applications. User 

can create, update, import and share spreadsheets by using google spreadsheet application. It can 

be used to store and manipulate different types of data e.g. financial records, personal or other 

business data. Google spreadsheet service is widely use because of it’s of access and sharing 

process. Google applies Access Control List mechanism to define the sharing process and users 

can make the whole spreadsheet either Public (visible to every one), Private (only visible to 

owner), anyone with the link and Specific people (by providing their email addresses). However, 

it does not provide coarse grained and fine grained access control functionality e.g. it does not 

allow users to share different records of the spreadsheet to different users and to group users 

together to specify access control policies on it. 

 

 

5.2 Use Case Scenarios 
 

To explain the prototype implementation we describe two use case scenarios. The first scenario 

describes the process of defining access control polices by using the policy specification module 

and the second scenario describes the process of user accessing a protecting resource. 

 

 

5.2.1 Access Control Policy Specification (ACPS) - Use Case 01 
 

Use-case 01 depicts an access control specification scenario, where a User A define access 

control on its resource (a google spreadsheet) using the policy specification module. After 

defining policies user upload these policies onto the policy repository of the authorization server. 

The detail steps are as follows: 

 

1. To specify access control on a specific resource, user first selects the resource which is a 

google spreadsheet, then chooses a subject on whom this policies applies and then choose 

the action that the person will apply and the effect of that action as shown in figure 5.1. 
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Figure 5.1: Policy Specification Module 

 

2. To set access control on each record of the spreadsheet that which rows the User B 

(subject) can access of a particular spreadsheet, User A selects the row level access 

control option and enter the row numbers to set access control on each record as shown in 

the figure 5.2.  

 

 

 
 

         Figure 5.2: Row Level Access Control 
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Figure 5.3: Spreadsheet “mysheet3” of User A 

 

3. After specifying the access control user clicks the build policy button which creates an 

XACML policy at the back end depicting user’s access control requirements. The policy 

file as shown in figure 5.3 is then uploaded onto the authorization server by clicking the 

upload policy button.  

 

 

 
 

Figure 5.4: XACML Access Control Policy 
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4. The policy stores the information that user B can access the resource “mysheet3” of user 

A. The row information is stored in a database by the gateway which is also a policy 

enforcement point. 

 

 
Figure 5.5: Row Information Table 

5.2.2 Accessing a Protected Resource – Use case 02 
 

In use case 02 a user B (Requestor) request to access a protected resource of user A. Gateway 

forwards the request to the authorization server which generates an access decision. Gateway 

provides user B with the access to the resource according to the decision generated by the 

authorization server. The steps involved are elaborated below: 

 

1. User B sends and access request to the gateway to access the protected Spreadsheet 

(mysheet3) of User A. Gateway formulates an XACML request as shown in the figure 

5.6 and sends it to the authorization server. 

 

 
Figure 5.6: XACML Request 
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2. Authorization server interprets the request and fetches the relevant policy from the policy 

storage module. Authorization server evaluates the policy against the request and 

generates and access control decision and sends it to the gateway. As indicated in the 

policy that user B can access spreadsheet “mysheet3” of user A so the generated decision 

is “Permit”. 

 

 

3. Gateway then retrieves the row numbers from the database and fetches the spreadsheet 

from Google server and parses it accordingly and provides User B with the spreadsheet 

that only contains the records permitted to user B by user A as shown in figure 5.7. 

 

 

 
 

Figure 5.7: Spreadsheet Access to User B (Requestor) 
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The complete workflow of the implemented prototype is depicted in figure 5.8. 

 

 

 
 

Figure 5.8: Workflow of the implemented prototype 

 

5.3 Development Toolkit 
The above discussed user centric access control system and underlying protocol has been 

developed using the following main tools and technologies 

 

 Microsoft Windows Operating System 

 Eclipse (Juno) J2EE 
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 Google spreadsheet API (Java) 3.0 

 MySQL Server version 5.1.72 

 JDK version 7.0 

 SUN XACML API 2.0 

 

Summary 
This chapter explains the implementation of the prototype of the designed system. The 

explanation of the prototype is done through the use of use case scenarios. The implemented 

prototype provides user with the functionality to set access control on google spreadsheets 

according to their requirements. It enables user to specify fine grained access control e.g. access 

control on individual records of the spreadsheet which Google does not provide. The 

implemented prototype shows the reliability and integration of the designed framework with 

existing Cloud applications. The verification and validation of the designed framework is 

described in the next chapter. 
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Chapter 6  

 

 

Evaluation of Research Work 
 

6.1 Evaluation Methodology 
 

There are different types of evaluation methods both for a complete system and for a prototype 

of the designed system. Some of them are based on formal methods to evaluate the prototype of a 

system can be found in literature. On the other hand, evaluation of a complete system can be 

done by specifying a set of characteristic and features (according to some standard) that should 

be analyzed to see compliance of the developed system features with the given standards [27]. 

There are also other methods such as quantitative and qualitative evaluation methods which are 

used to measure the system from different perspectives e.g. performance, effectiveness, security, 

etc. We evaluated the designed system from security and functional perspective. 

 

6.2 Validation based on NIST Security Criteria 
 

NIST document on Directions in Security Metrics Research [28] provides useful practical 

guidelines to define security metrics to measure the security properties of a system. It defines 

various methods and criteria which can help designers to measure and analyze the security 

aspects of their system. In addition to this, several documents on evaluation metrics including 

[29], [30] and assessment of access control systems [31] describe recommended security control 

for information systems and define guidelines for evaluation. A metric is defined as a system of 

measurement to analyze system parameters based on quantifiable measures. For information 

system’s security, the measures take into account the features of the system that add to its 

security. Security metrics in such cases consider measurement of few entities of the system 

which possess a security property, assessed to get a measured value. Security measures for an 

organization should include the fulfillment of organizational objectives and its security needs. 

The well-established security aspects which are considered to evaluate a system and its security 

properties are listed below: 
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 Qualitative and Quantitative Properties 

 Organizational Security Objectives 

 Leading versus Lagging Indicators 

 Measurement of Large versus the Small 

 Correctness and Effectiveness 

 

We follow the Quantitative and Qualitative Properties aspect to evaluate the security properties 

of our system and Correctness and effectiveness aspects to evaluate its functional properties. 

 

 

6.2.1 Qualitative and Quantitative Properties 

 
Qualitative properties are based on the characteristics or measures of software including 

complexity, flexibility, portability, reliability, etc. However, quantitative properties are based on 

the measurement based on well-defined figures and numbers [32]. Security properties are 

complex to be evaluated based on strict qualitative or quantitative properties. NIST Direction in 

Security Metrics defines that qualitative assignments are sometimes used to measure the 

quantitative properties such as vulnerabilities found in software are measured through low, 

medium and high scale [29]. We use the qualitative and quantitative properties to evaluate the 

design of our system. In this regard, we identify the security threats related to User centric access 

control framework and subsequently highlight the mechanisms which have been incorporated in 

the framework to prevent fulfillment of malicious goals. 

 

 

6.2.1.1 Threat versus Security Mechanism 
 

The table 6.1 describes the threat model evaluation which we have carried out to measure the 

security features of the designed framework. Different threats pertinent to Access control 

framework have been identified and various protection mechanisms have been incorporated 

within the designed system to mitigate these threats. 
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Table 6.1: Threat vs. Security Mechanisms for Access Control 

 
 

The first threat which is identified is unauthorized access to resources hosted on different Cloud 

applications. Unauthorized access can then further lead to data theft identity theft, fraud and 

different other security threats. The designed system minimizes these threats by enabling users to 

protect their resources according to their requirements by using the Policy specification module. 

Users can specify granular level access control policies, thus mitigating the risk of unauthorized 

access to their resources. Similarly, Users can set access control policies on their personal 

information in order to minimize personal information leaking to illegitimate personals. Other 

security threats like Denial of service and Bypass are mitigated by providing Gateway and 

Authorization server components in the designed framework. These components are responsible 

for verifying and evaluating different requests and protect resources from different security 

threats.   

 

6.2.2 Correctness and Effectiveness Properties 
 

Correctness property is used to ensure the proper implementation of the designed system. On the 

other hand, effectiveness property is used to measures that how well the different components of 

the system work together [33]. We use the correctness and effectiveness properties to evaluate 

the working of the implemented prototype of the designed system. Correctness and effectiveness 

assessments are basically performed theoretically on the basis of reasoning instead of actual 
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evaluation of system components (both software and hardware). Similarly, we have designed and 

performed different test-cases to confirm the working of implemented features and highlight the 

mechanisms which have been incorporated in User centric access control framework to achieve 

those features. 

 

 

6.2.2.1 JUnit Testing: 
 

To verify the claims of user centric access control framework that it provides user centric access 

control features and protect resources according to user’s requirements we have developed a 

prototype as explained in chapter 5. In this regard, we define our functional objectives which we 

validate based on different test cases through JUnit. In order to examine and test the correctness 

of features introduced in User centric access control framework, we formulated different 

categories of test cases as shown in table 6.2. 

 

Table 6.2: Test Cases 
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Table 6.2 describes the different categories of test cases performed to check the correctness of 

features of the designed framework. Each category contains two different types of test cases, 

each of which is performed 20 times by using different values. Parameterized test cases were 

formulated in JUnit to run each test with different parameters (values) 20 times. The first 

category of test cases include Policy file creation and Policy file upload test cases as shown in 

table 6.3 and 6.4. 

 

Table 6.3: Policy File Creation Test 

 

Test Case Title User Centric Access Control Policy Creation Test  

Test Case ID Test-01 

Test Case Objective To check the correctness of XACML policy file creation process 

Pre-Condition Policy specification module should be in running state 

Post Condition Policy file written in XACML should be created 

Procedure 1. Specify subject, resource, action and effect in the policy 

specification module. 

2. Click the Build policy button to create the policy file. 

Expected Result XACML policy file created in a specified location 

Actual Result XACML policy file was created 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 

 

Table 6.3 depicts a Policy file creation test case. This test case is formulated and performed to 

check the policy file creation on the specified location. The table describes the pre and post 

conditions necessary for the execution of this test case. If the expected and actual results match 

then the status of this test case is Pass which verifies the policy file creation feature of the 

designed system. 

 



Chapter 6: Evaluation of Research Work                                                                                                        40 
 

Table 6.4: Policy File Upload Test 

 

Test Case Title User Centric Access Control Policy Creation Test  

Test Case ID Test-01 

Test Case Objective To check the correctness of XACML policy file upload process 

Pre-Condition Policy specification module should be in running state 

Post Condition Policy file should be uploaded on Authorization server 

Procedure 3. Specify subject, resource, action and effect in the policy 

specification module. 

4. Click the Build policy button to create the policy file. 

5. Click the upload policy button to upload file. 

Expected Result XACML policy file uploaded on a specified location 

Actual Result XACML policy file was uploaded 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 

 

Policy File upload test case in table 6.4 is formulated to check the correction of Policy upload 

function of the designed system. After creating the policy file, user needs to upload this file onto 

the authorization server. This test case is performed to check whether the policy file is uploaded 

on the specified location on the authorization server or not. The result of the test case verifies the 

correct functioning of the policy upload feature of the designed system.  

 

The second category of test cases checks the correctness of features provided by the 

authorization server. Authorization server is responsible for generating decisions by evaluation 

access control policies. In this category of test cases the correct generation of access control 

decisions is checked.  
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Table 6.5: Authorization Test-Accept 

 

Test Case Title Authorization Test-Accept 

Test Case ID Test-02 

Test Case Objective To check the correctness of authorization process 

Pre-Condition Policy must be created to enforce authorization and grants requestor 

access to the resource 

Post Condition Requestor should be granted access to the requested resource 

Procedure 1. Requestor sends an access request to the gateway. 

2. Gateway generates an XACML request and forwards it to the 

authorization server. 

3. Authorization server evaluates the policy and generates a decision as 

“Permit” and sends it to the gateway. 

4. Gateway provides requestor with the access to the requested resource. 

Expected Result Access Granted 

Actual Result Access Granted 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 

 

Table 6.5 depicts the authorization test case in which the decision generated by the authorization 

server is “Permit” if the access control policy grants access to the requestor. This test case was 

executed 20 times using different policies which permits particular requestors access to their 

resources. Authorization server correctly evaluates these policies and generates correct decisions 

every time. 

Table 6.6: Authorization Test-Deny 

 

Test Case Title Authorization Test-Deny 

Test Case ID Test-03 

Test Case Objective To check the correctness of authorization process 

Pre-Condition Policy must be created to enforce authorization and denies requestor access 

to the resource 

Post Condition Requestor should not be given access to the requested resource 

Procedure 1. Requestor sends an access request to the gateway. 

2. Gateway generates an XACML request and forwards it to the 

authorization server. 

3. Authorization server evaluates the policy and generates a decision as 

“Deny” and sends it to the gateway. 

4. Gateway denies requestor with the access to the requested resource. 

Expected Result Access Denied 

Actual Result Access Denied 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 



Chapter 6: Evaluation of Research Work                                                                                                        42 
 

The third category of test cases checks the fine grained access control features of the designed 

system. The first test case as shown in table 6.7 is formulated and performed to check correct 

fine grained access control policy file creation at a specified location. 

 

Table 6.7: Fine Grained Policy Creation Test 

 

Test Case Title User Centric Access Control Policy Creation Test (Fine Grained Policy) 

Test Case ID Test-04 

Test Case Objective To check the correctness of XACML policy creation process 

Pre-Condition Policy specification module should be in running state 

Post Condition Policy file written in XACML should be created 

Procedure 1. Specify subject, resource, action and effect in the policy specification 

module. 

2. Click row level access control button and specific row numbers that 

the subject can access. 

3. Click the Build policy button to create the policy file. 

Expected Result XACML policy file created in a specified location 

Actual Result XACML policy file was created 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 

 

Table 6.8: Fine Grained Authorization Test-Accept 

 

Test Case Title Fine Grained Authorization Test-Accept 

Test Case ID Test-05 

Test Case Objective To check the correctness of authorization process 

Pre-Condition Policy must be created to enforce authorization and grants requestor 

access to the resource 

Post Condition Requestor should be granted access to the requested resource 

Procedure 1. Requestor sends an access request to the gateway. 

2. Gateway generates an XACML request and forwards it to the 

authorization server. 

3. Authorization server evaluates the policy and generates a decision as 

“Permit” and sends it to the gateway. 

4. Gateway fetches row number from the database and parses the 

resource (spreadsheet) accordingly. 

5. Gateway provides requestor with the access to specific rows of the 

requested resource. 

Expected Result Access Granted only to specific rows 

Actual Result Access Granted only to specific rows 

Status Pass 

Carried out On 5-3-2014 

Carried out By Misbah Irum 
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Table 6.8 depicts the fine grained authorization test case to check the correct generation of fine 

grained decision by the authorization server. This test case validates the granular level access 

control features of the designed system. User specifies certain row numbers of the spreadsheet 

that are accessible to a particular user. This test case checks whether the requestor is given access 

to the correct specified rows or not. The test case was performed by using different policies 

allowing access to different row numbers to different users. The execution of the test case results 

in positive at each iteration thus validating the claims of the designed User Centric access control 

framework in providing fine grained access control to resources in Cloud environment. 

 

Summary 
We have evaluated the User centric access control policy management framework from both 

security and functional perspective. We identified the research problems, and followed a 

comprehensive research methodology to fulfill the objectives. The design of the functionalities is 

then evaluated based on the security metrics defined by NIST. In this regard, we identify one 

main security metric and validate on the basis of identified threats on Access control models and 

the mechanisms which prevent the threats. Finally, a prototype implementation is developed to 

test the proposed functionalities and test cases are used to prove that desired goals are achieved. 
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Chapter 7 
 

Conclusion and Future Directions 
 

7.1 Conclusion 
 

This research focuses on access control from a different perspective and provides a User centric 

access control policy management framework as a solution for various traditional access control 

problems faced by numerous users in the Cloud environment. The designed framework provides 

users with full control over their resources in order to protect them against different security 

threats. The framework enables users to specify access control regarding their resources 

according to their access control and security requirements. Moreover, the designed framework 

also eliminates the need of employing different access control mechanisms and diverse and 

complex access control policy definition languages offered by various Cloud applications. 

Instead of this, it facilitates users by providing them with a single authorization and access 

control mechanism and a standard policy definition language to specify access control on various 

resources scattered across the Cloud.  Users can define, edit and manage all the applied access 

control from a unified control point on all its resources independent of their location on the 

Cloud. A prototype of the designed framework was developed which enable users to specify 

access control on their Google spreadsheet according to their requirements. It facilitates them to 

specify record level access control to share only specific rows of a spreadsheet with other users.  

 

To validate the features of the designed system, we evaluated the prototype from security and 

functional perspectives. To verify the security features of the designed system, a threat model is 

formulated which identify different security and access control threats and explain the protection 

mechanisms incorporated within the designed system to eliminate these threats. To check the 

correctness of the features provided by the system, various categories of test cases are formulated 

and performed through JUnit.  Successful execution of test cases verifies the claims of the user 

centric access control framework in providing users with the control to define access control 

policies according to their requirements. 
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7.2 Future Research Directions 
 

User centric access control comes along with a number of potential initiatives which require 

substantial research work and development by the research community. 

 In the designed framework we use Attribute Based Access Control (ABAC) model to 

protect resources. Incorporation of different access control models like Content Based 

Access Control (CBAC) and Role Base Access Control (RBAC) models should be done 

to provide users with more fine grained options to protect resources according to their 

requirements. 
  

 Another future direction for User centric access control is to involve user in decision 

making process in real time. There are multiple scenarios where data or resources are of 

critical importance and real time user consent is necessary for the protection of resources 

from unauthorized access. This can be achieved by incorporating user within the decision 

making process and the request to be sent to the user via email or message before any 

decision generated by authorization server. 

 

 

 Protection of the communication messages between different components of the designed 

framework can be another future direction in this domain. Confidentiality of XACML 

request and response will secure the framework and protect it against interception and 

alteration threats. 

 

 Access control policies are stored on the authorization server. Protection of authorization 

server and access control policies is necessary for the security of the designed framework. 

Encryption of access control polices can be done and different security mechanism like 

Intruder detection system (IDPS) and firewalls should be deployed onto the authorization 

server. 
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