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Abstract 

As we are witnessing the emergence of new technologies i.e. Cloud 

computing, social media and mobile computing new threats and risks 

are continuously evolving as well. All these threats and risks add to 

the existing complex environment in organizations. Although budgets 

have been increased for information security management in 

organizations, but they continue to fall short as security incidents are 

on a rise as well. There are many factors which contribute to current 

information security management practices in organizations.  

The intentions of the study are to assess the current posture of InfoSec 

Management in Pakistan and how it is different from state of practice 

around the globe. This is the first study of its kind in Pakistan, where 

a structured survey was conducted between January 2014 and June 

2014. A total of 551 respondents from all major sectors participated in 

this survey. The results depict surprising situation of InfoSec 

Management in Pakistan. 

The main focus of the organizations is toward risk management and 

implementation of external standard i.e. ISO 27001. Although the 

budget has been increased, the top priorities, of local organizations for 

risk mitigation, are inconsistent with global study. As compared to 

other threats; web defacement, malware and unauthorized access 

exposed organizations frequently in last 12 months. Financial frauds 

and attempts to steal financial information (involving credit card 

numbers) are ranked high as well. The lack of experienced, qualified 

and certified information security workforce was ranked one of the top 

challenges for organizations. The capacity building of human resource, 

especially security awareness is not on the agenda of c-level executives. 

Alarmingly, 1/3 of the organizations do not assess the effectiveness and 

efficiency of their information security functions. In most cases, the 

controls against risks of emerging technologies like cloud computing, 

social media and mobile computing are either inadequate or absent. 
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Only a handful respondent from local organizations ranked their 

processes as mature.  
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Chapter 1 

Introduction 

The growth of Information Technology in Pakistan is impressive. In 

year 2012 – 2013, IT projects of Rs. 4.6 billion have been conceived by 

the Government of Pakistan while 46 IT projects of worth Rs. 22.9 

billion are being executed. The core focus of IT projects is to improve 

current IT infrastructure, enhance human resource in IT and move 

toward e-government (Express Tribune, 2012).  

Many mega projects have been planned in Pakistan and some are 

expected to close in the next few years (APP, 2013). Many projects 

have been conceived at the provincial level as well i.e. IT Kiosks, land 

record automation, paperless environment (K, 2012). Recent 

technological advancement has been witnessed in Pakistan’s first 

Hydroelectric Project (Khan, 2013). Despite unfavorable environments, 

there is a growth of 20% in e-tailing and eCommerce furthermore e-

banking transactions have reached nearly Rs. 8 Trillion (Attaa, Aamir, 

2013), (Khan, 2013). There is growing recognition of usage of ICTs in 

Health. There is interest from the corporate sector and public sector in 

e-Health (Qureshi, et al., 2012). 

According to (World Economic Forum, 2013), in terms of Information 

Technology, Pakistan is placed at 105th position out of 144 which 

indicates that IT sector can grow further. If we look into details, usage 

of IT is highest among business i.e. Position 99/144 while IT is 

affordable to the common consumer as well i.e. in affordability at 

22/144.  

Some sectors of Pakistan i.e. Telecommunications, Banking and 

Finance, Multinationals etc. have been driving force for IT growth in 
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Pakistan (PSEB, 2010). With fundamental policies in place, all 

relevant sectors can tap into growth opportunities for sustainability 

and economic development in Pakistan (Masood, et al., 2008). 

Cloud computing empowers businesses with flexibility to become more 

strategy focused and cloud computing is one of the main driver for 

innovation and service delivery.  Universities like LUMS, NUST, 

FAST has whole heartedly adopted cloud computing for their LMS 

systems. Mobile devices are much more powerful now and play a vital 

role in communication and considered must have tool for both office 

and personal use. In April 2014, Mobile subscriber jumped to 

approximately 137 million in Pakistan. The area of cell phone coverage 

has been increased to cover approximately 90 percent of Pakistanis. 

The highest mobile penetration rate has been recorded in Pakistan in 

the South Asian region. The mobile devices poses a severe threat to the 

organization’s security as well.  

As new technology becomes part of operational plans, advanced and 

fairly new risks emerge to disrupt the flow of operations in 

organizations. In recent years, Pakistan’s IT industry witnessed 

increasing number of social media scams, SMS scams, blackmailing 

etc. Cyber criminals are very active in cyberspace and cyber crimes are 

on a rise with alarming pace (Hassan, 2012). More than 5 websites of 

Pakistani Banks were hacked in 2013 and many other consumer 

websites, i.e. NADRA e-Sahulat, PTCL etc. were also hacked (Attaa, 

Aamir, 2013) (Attaa, Aamir, 2013) (Attaa, Aamir, 2013).  After recent 

attacks on IT infrastructure of business and industry, efforts are being 

made by government to promulgate laws for cyber security and cyber 

crimes (APP, 2013), (Attaa, Aamir, 2013). 

In absence of Information Security, organizations may witness the 

detrimental impact on reputation, productivity, stakeholder value, IPR 

as well as financial (Humphreys, 2006) . There is a requisite need to 

explore motives, challenges and impact of information security 

management in Pakistani organizations.  
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Currently, there is no study available on the current posture of 

Information security management and how it is different with state for 

practice (globally) which makes it difficult for senior management and 

vendors to focus on the right segments, thus there is a requisite need 

to explore the state of practice of Information Security Management in 

Pakistan’s perspective. 
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Chapter 2 

Methodology  

For this study referred as “local study”, a structured survey is 

conducted between January and June 2014. The survey was 

automated using a Google form, and only complete submissions were 

accepted. There were eight (8) main questions in this survey, which 

covered major areas of information security management. 551 

respondents from all major sectors of Pakistan participated. Our target 

population comprised of CIOs, CISOs, CTOs and information security 

executives/analyst while target sectors consisted of Banking, 

Telecommunications, Technology Services, Manufacturing, 

Government and public sector, Health Care, Power and utilities, Oil 

and gas, Education Sector, Media and Entertainment (figure 1). The 

results of local survey were compared with EY’s Global Information 

Security Survey 2013 referred as “global study” to assess the difference 

between local and global posture of information security management. 

All figures were extracted from the survey, otherwise noted. 
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Figure 1: Industry Distribution 
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Chapter 3 

Discussion 

A decade ago, remote access was the single most important factor for 

information security investments. After initial era of malware where 

viruses and worms have been a major actor, compliance became a 

major factor for security implementations in the organizations thus 

information security function became compliance driven as well. In 

general, the security management function is considered an essential 

fragment of organizations, but the drivers of security initiative may 

vary from organization to organization. Bringing improvement in the 

security posture of organization and competitive advantage proved to 

be common motivation for implementation (Abusaad et al, 2011) but 

legislations and industry requirements also play major role. Such 

requirements and legislations can prove itself counterproductive if 

compliance is done just for the sake of compliance with these 

requirements (Mataracioglu et al, 2011). 

In local perspective, “Business Requirement / Need” and “Data 

Protection” are biggest motivation to implement information security 

within organizations (about 76% of respondents each). This is 

particularly good to see that business need and data protection are 

prime reasons for all information security initiatives in the 

organizations. Very few respondents (about 21%) claimed that 

competitive edge is also a motivation for security implementations. 

Legislations play a minor role because national cyber security policy 

and/or frameworks are not available, but still more than half 

respondents ranked “Legal, business and contractual requirement” as 

one of top influence. Despite of its importance, information security is 

still a new entrant in local market so professionals are adopting best 

practices in their respective industries thus making us aligned global 
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practices. The top 3 motivations for information security management 

are same, if we compare global practice and local’s perspective, but 

inverse in trend though (figure 2). 

 

Figure 2: Motivation for implementing information Security in the organization? [Pakistan's 
Perspective] 

Information Security plays an important role today as information 

systems are being used extensively within organizations. The risk has 

been greater now as more and more user have access to powerful 

handheld devices and social media. As reliance on technology has been 

increased, the hackers are particularly targeting organizations for 

different motives. The amplification of cybercrimes can be witnessed 

(Hassan, 2012). Due to nonexistence of cybercrime laws in Pakistan, 

the organizations have become playground for hackers. In the last 

year, the websites of most of financial institutes has been defaced and 

many other local internet services for consumers were hacked as well 

(Attaa, Aamir, 2013).  

The risk of “Web defacements”, “Malware” and “Unauthorized access” 

is considered to be increased significantly. Phishing incidents have 

increased as 37% of respondents faced phishing incidents over the past 

12 months and that is considered as the major threat to information 

security and same is the case with malware including Trojans and 

viruses. In recent years, there has been a lot of awareness about social 
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related to social media websites has been decreasing significantly 
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while it is opposite in organization of Pakistan. The financial frauds 

are on an upsurge as 56% of respondents highlighted it. The risk of 

espionage has been decreased in last year as 44% of respondents have 

not been affected by espionage. 

 

After a rapid change in the information security canvas the 

organizations are now realizing the importance and coping up with the 

changing priorities. Information Security is taken as a vital lifeline for 

the organization’s success and progress. Today, security operations 

such as intrusion detection systems (IDS), antivirus encryption, etc. 

are mature in a majority of organizations. Data protection has moved 

ahead from just a contractual line in a service level agreement. 

Organizations have withdrawn their assumptions that everyone is 

taking care of information security. 

Talking about priorities, the implementation of information security 

standards (about 68%) and recruitment of qualified human resources 

(approx. 66%) has been named as one of top priorities. In Pakistan, 

organizations are focusing to improve “security operations” and to have 

greater assurance of security operations through alignment with 

international best practices available as standards. There are many 

advantages of implementing ISMS based on external standards, but 
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there exists some pitfalls as well. The implementation of security 

standard takes a lot of efforts so it is advisable to have keen eye on 

benefits. In (Neubauer et al, 2011), a phased approach for 

implementation of security controls is required while having maximum 

visibility with compliance and benefits by senior management. 

Authors, in (Sevgi Ozkan, 2010), suggest that organizations should 

have limited scope initially and it should be increased gradually as 

original route of ISMS implementation based on external standards 

can be very challenging.  

External security standards provide the requirements and 

organizations use those requirements as guidelines to implement 

Information Security Management System (ISMS) but the 

implementation does not guarantee the effectiveness of the ISMS 

(Boehmer, 2009). There are many reasons of low adoption of external 

security standards such as ISO 27001 in Pakistan and even globally. 

One important factor is involvement of substantial resources i.e. 

money, time, human resource etc. Another important issue is 

“enormous” amount of paperwork and documentation. Lack of 

publications in this area also contributes to low adoption of external 

standards (Fomin et al, 2008). Furthermore, these standards can also 

provide independent assessment for the effectiveness of information 

security function. In Korea, the authors identified common defects i.e. 

assets management, incident response, access control etc. in ISMS 

which can be used as reference for new implementations and 

improvements in existing ISMS (Kwon, et al., 2007).    

If we look at statistics, careless employees were one major source of 

security incidents. Security awareness is important countermeasure 

for early detection and effective reduction in incidents at first place. 

Interestingly, only few of respondents ranked security awareness and 

training as their top priority. In Pakistan, importance is not given to 

capacity building and awareness trainings at every level. Inadequate 

awareness has been witnessed among senior management and security 

budgets are usually allocated after major security lapse. A similar 
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trend has been witnessed in Norwegian organizations where 

awareness trainings were not given importance.  It was found that 

some controls are practiced frequently i.e. security policies etc. while 

some controls i.e. awareness trainings etc. are practiced less 

commonly. These practices were contrary to proven effectiveness of 

controls (Hagen et al, 2008). This reactive approach is being followed 

by organizations in Slovenia to manage information security and 

insufficient awareness among senior management is the prime reason 

for such approach (Bernik, et al., 2013). The lack of awareness can be 

catered with simple technique. In Oulu, Finland, the lack of awareness 

was overcome with extensive communication, advocacy and 

management support (Wiander, 2008). 

 

Figure 3: “Top Priorities” over the coming 12 months 

Despite of the efforts that organizations have made over the years to 

improve their information security structure, there is still a lot of 

improvements to be made. The organizations are focusing extensively 

while leaving “Security Governance and Management” which is an 

Global Study

Pakistani Study
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important aspect in strategically aligning business objective with 

security initiatives however it is not among the top priorities. Another 

area where risks are downplayed is “Vendor / 3rd Party Outsourcing”. 

Most of respondents of local study ranked “Outsourcing Security 

Activities including 3rd party risk” among the least priority of 

organization (figure 3). On contrary, special attentions are given to 

risks of 3rd Party outsourcing as reported by respondents of global 

study. The focus of global organizations have been shifted from 

“recruiting security resource” and “Implementing security standards” 

to other important issues which is contradictory to situation in 

Pakistan.  

As organizations grow through innovation, adoption of emerging 

technologies and coping with change. Where new technology nurtures 

growth, it also changes threat or risk profile of an organization. Social 

media, for example, opened up incredible business opportunities for 

organizations, but also exposed them to new risks. The information 

security function must pay close attention to the associated risk of 

emerging technology. 

The risks of new technologies are yet to comprehend by local 

organizations. The majority of organizations have limited control over 

risks related to cloud computing, social media and mobile computing. 

Top choice is to limit or even revoke access / usage while many of the 

organizations adjusted their policies and procedures. In local study 

around 42% respondents believed that they have limited / no access to 

cloud computing, social media and mobile computing. In many 

organizations (around 41%), the policy has been adjusted to 

accommodate technological adoption while approximately 40% of 

respondents claimed that they have done nothing (figure 4). The global 

study shows that there is an emphasis on “Security Awareness 

Programs (40%)” and “Encryption (40%)”. Currently, when mature 

solutions are not available yet, adjustment in policies and effective 

awareness programs can reduce risk to acceptable level but there is a 

narrow understanding of information security management and how 
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information security policies are applied. Usually security policies are 

drafted and implemented without aligning it to international 

standards or best practices which can be overcome by adopting a 

formal methodology (Ebru Yeniman Yildirima, 2011).  

 

Figure 4: Control against risks of emerging technologies [Pakistan's Perspective] 

Where local organizations are willing to spend their budget in next 

year? According to results of local study, the organizations would 

spend more on information security risk management (about 45%) and 

there would be more outlay on implementation of security standard 

(around 43%). From figure 4, we can deduct that our organizations are 

still taking foundational steps in securing themselves and a lot has to 

be done. Information Security Risk Management (ISRM) must not be 

an ad-hoc function in the organizations. Without understanding of risk 

management, risk cannot be mitigated, transferred or accepted so 

budget expansion in this area completely makes sense. To adopt a 

formalized approach to ISRM, organizations are moving ahead to 

implement security standards as well. In India, implementation of 

external security standards has impacted organization in a positive 

way (Singh et al, 2007). The security standards can provide a 
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systematic approach to manage risk and perform continuous 

improvement. 

With evolving threats and risk, the budget for the information security 

function is available but is it enough? Despite of the fact that the 

budget has been increased, 76% of respondents still believe that 

insufficient budget is a pain point. The lack of support from senior 

management follows it with around 56%.  A study shows that all 

information security initiatives lose worth if it lacks management buy-

in and support. The information Security initiative must be top down 

and driven by senior management (Broderick, 2006). It is common 

practice to assume that security management responsibility of IT or 

security department. Around half of respondents claimed that people 

with right skill and training are really hard to find in Pakistan. 

According to another study, lack of experienced workforce and 

complexity of environment were major obstacles in information 

security management (Abusaad et al, 2011) in Saudi Arabia as well.  

 

Figure 5: Budget Spending (Top 5 areas) over the next year [Pakistan's Perspective] 

There can be multiple ways and means to monitor information security 

management function in an organization. The external assessment are 

trusted by management as it is done by completely independent firms 
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and usually linked with external certification authorities. Key 

Performance Indicators (KPI) can be used to measure effectiveness and 

efficiency of ISMS within an organization. In local organizations, the 

operational performance of security department (56% of respondents) 

is measured to gauge effectiveness information security program 

furthermore 55% of respondents stated that IT department self-

evaluates its performance. Alarmingly, more than 38% respondents 

claim that they do not evaluate the performance of information 

security in their organizations or there is no mechanism of evaluation 

and testing.  

Locally, in comparison with other sectors, more respondents from 

banking and telecom industry ranked their information security 

management “developed” or “mature”. Banking and Telecom industry 

is ahead of rest of sectors due to their relatively higher dependency on 

information systems. In Saudi Arabia, banking sector was also more 

proactive in security management (Nabi et al, 2010) than rest of 

sectors. The information security processes have been developed in 

many local organizations while ad hoc practices are also prevailing. 

Even if organizations have technology (encryption, IPS, firewall etc.) 

available, organizations still need qualified people and processes i.e. 

configuration management, patch management, vulnerability 

management etc. Alarmingly, in many organization, some processes 

are still nonexistent and local organizations are lagging behind in term 

of maturity of processes. In comparison with the global study, only a 

handful of respondents from local organizations ranked their processes 

as mature.  
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Chapter 4 

Conclusion 

According to study, following can be determined: 

 Keeping in view that the organizations are facing new 

challenges every day, it is a good sign that information security 

management is driven because of business requirement and 

data protection needs.  

 The main focus of organizations is toward risk management and 

implementation of external standard i.e. ISO 27001. There is 

inconsistency between global trend and priorities of local 

organizations. The respondents from most of the organizations 

are satisfied with current security implementation and design 

while very few organizations are transforming fundamental 

information security design. 

 The organizations are currently looking to have trained and 

certified security professionals. Although, organizations have 

allocated more budget to recruit and retain human resource in 

this domain. 

 There is a lot of ground to be covered for security awareness and 

communication. The Security awareness is still not a priority of 

c-level executives. One prime reason for this shortcoming is 

again lack of awareness at higher level.  

 Despite of the fact that financial frauds and attempts to steal 

financial information (involving credit card numbers) are ranked 

high, interestingly, the organizations are not opting to spend on 

forensic/fraud support with only 20% organizations interested to 

look into that sector. 

 There are multiple methods to evaluate the efficiency and 

effectiveness of information security management. Alarmingly, 
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around 1/3 of organizations do not assess effectiveness and 

efficiency of their information security function.  

 It is particularly difficult to have ample resources when 

information security function is considered a cost centric 

function. With current budget and support of senior 

management, it is felt that they have developed their 

information security management processes but they are not yet 

mature.  

 

Figure 6: Maturity of information security management processes 
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Annex - A 

Questionnaire 

 

Question # 1: What is motivation for implementing information security in your 

organization? (Check that applies) 

 Legal, business or contractual requirement 

 Business requirement 

 Competitive edge 

 Improved control over environment 

 Stakeholders confidence 

 Data Protection 

 Others 

Question # 2: Which of the following information security areas are defined as “Top 

Priorities” over the coming 12 months? (1st – 5th) 

 Business continuity/disaster recovery 

 Cyber risks/cyber threats 

 Data leakage/data loss prevention 

 Information security transformation (fundamental redesign) 

 Compliance monitoring 

 Implementing security standards (e.g., ISO/IEC 27002:2005) 

 Identity and access management 

 Security governance and management (e.g., metrics and reporting, 

architecture, program management) 

 Information security risk management 

 Privacy 

 Securing emerging technologies (e.g., cloud computing, virtualization, mobile 

computing) 

 Security operations (e.g., antivirus, IDS, IPS, patching, encryption) 

 Recruiting security resources 

 Offshoring/outsourcing security activities, including third-party supplier risk 

 Secure development processes (e.g., secure coding, QA process) 

 Security incident and event management (SIEM) 

 Forensics/fraud support 

 Security awareness and training 
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 Threat and vulnerability management (e.g., security analytics, threat 

intelligence) 

 Incident response capabilities 

 Security testing (e.g., attack and penetration) 

Question # 3: Based on actual incidents, these threats and vulnerabilities have most 

changed respondents’ risk exposure over the last 12 months. (Increase – Same – 

Decrease) 

 Vulnerabilities related to mobile computing use 

 Vulnerabilities related to social media use 

 Vulnerabilities related to cloud computing use 

 Careless or unaware employees 

 Unauthorized access (e.g., due to location of data) 

 Phishing 

 Malware (e.g., viruses, worms and Trojan horses) 

 Spam 

 Web Defacements 

 Fraud 

 Cyberattacks to steal financial information (credit card numbers, bank 

information, etc.) 

 Cyberattacks to steal intellectual property or data 

 Natural disasters (storms, flooding, etc.) 

 Internal attacks (e.g., by disgruntled employees) 

 Espionage (e.g., by competitors) 

Question # 4: Which of the following controls have you implemented to mitigate the 

new or increased risks related to social media, cloud and mobile computing? 

 Encryption techniques 

 Increased due diligence 

 Stronger identity and access management controls 

 Adjusted compliance monitoring processes 

 Adjusted incident management processes 

 Limited Usage 

 No Access / Usage 

 Policy adjustments 

 Security and social media awareness programs 

 New disciplinary processes 

 None 
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Question # 5: Compared to the previous year, does your organization plan to spend 

more, spend relatively the same amount or spend less over the next year for the 

following activities? (More – Same – Less) 

 Securing new technologies 

 Business continuity/disaster recovery 

 Data leakage/data loss prevention technologies and processes 

 Identity and access management technologies and processes 

 Security awareness and training 

 Information security risk management 

 Security testing 

 Security operations 

 Security governance and management 

 Threat and vulnerability management technologies and processes 

 Compliance monitoring 

 Security incident and event management 

 Implementing security standards 

 Incident response capabilities 

 Information security transformation 

 Secure development processes 

 Privacy 

 Recruiting security resources 

 Forensics/fraud support 

 Offshoring/outsourcing security activities 

Question # 6: What are main challenges / obstacles to improving information 

security? 

 Lack of an actionable vision or understanding of how future business needs 

impact information security 

 Lack of an effective information security strategy 

 Insufficient budget 

 Absence or shortage of in-house technical expertise 

 Poorly integrated or overly complex information and IT systems 

 Lack of experienced and qualified information security workforce 

 Lack of understanding of Industry standards 

 Resists change 

 Cultural Issue e.g. openness etc. 

 Lack of Involvement of Higher Management 
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 Lots of documentation  

 Lack of publications [scholarly articles] 

Question # 7: How does your organization assess the efficiency and effectiveness of 

information security? 

 Assessments performed by internal audit function 

 Internal self-assessments by IT or information security function 

 Assessment by external party 

 Monitoring and evaluation of security incidents and events 

 In conjunction with the external financial statement audit 

 Benchmarking against peers/competition 

 Evaluation of information security operational performance 

 Formal Certification to external security standard e.g. ISO 27001:2005 

 Formal Certification to industry security standard e.g., PCI DSS, HIPPA 

 Evaluation of information security costs 

 Evaluation of return of investment Performance 

 No assessments performed 

Question # 8: Maturity of information security management processes in surveyed 

organizations (Mature – Non Existent) 

 Security operations (antivirus, IDS, IPS, patching, encryption, etc.) 

 Security testing (web applications, penetration testing, etc.) 

 Security awareness, training and communication 

 Security governance and management (e.g., metrics and reporting, 

architecture, program management) 

Question # 9: What is your industry / sector? 

 Banking 

 Telecommunications 

 Technology Services 

 Manufacturing 

 Government and public sector 

 Health Care 

 Oil and gas 

 Power and utilities 

 Education Sector 

 Media and Entertainment 

 Other 


