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ABSTRACT 
Penetration Testing is performed on networks and systems now-a-days but for each 
test, the pen-tester has to be present on the network; performing pen-test. This can 

be problem especially in intelligence based applications. Process of penetration 
testing and devices used for this are very expensive. Our project aims at making a 
Remote Penetration Testing Toolkit using Raspberry Pi. Raspberry Pi will be running 
Rasbian (Jessie ~release 11-01-2017~) and a pen-testing suite containing embedded 
attacks. This device will be controlled by a Command and Control Server over a 
wireless connection (Wi-Fi/4G Dongle). The device will be installed inline or 
standalone in a network. Once initiated, it will perform attacks which have been 
defined earlier and at the end, it will generate a brief report of the test. User will be 
able to add or remove attacks for a specific test. 
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1. INTRODUCTION  

1.1 Overview  

Information Security has always been an important concern of modern day 

communication procedures. One way to ensure system and communication safety 
is to do penetration testing. Penetration testing (also called pen-testing) is the 
practice of testing a computer system, network or Web application to find 
vulnerabilities that an attacker could exploit. This is done by simulating a hacker’s 
attack on the system/network/application.  

1.2 Problem Statement  

Penetration Tests are performed on networks and systems now-a-days but for 
each test, the pen-tester has to be present on the network; performing pen-test. 
This can be a problem especially in intelligence based applications. Another major 
problem of penetration testing is the cost. Devices used for this purpose are very 
costly. Also the process itself is very costly. Increase in distance also increases the 

cost. If a pen-tester is sitting in some city or country and he has to perform pen-

test on a network in some other city or country, he has to move him and his 
equipment to the network. This causes an addition to the cost. At the end, results 
of the attacks cannot be managed.  

1.3 Approach  

We are using Raspberry Pi (with Rasbian Jessie ~release 11-1-2017~ as its OS) as 

our pen-testing device. There are attacks embedded in the device. User is able to 
add or remove attacks according to the test. This device is controlled over wireless 
connection by a Command and Control Server which is simply a laptop with Linux-
Backtrack installed. Now user is able to perform pen-test on a network from 
anywhere in the world. He has to just send the device and get it installed in the 
network. At the end, it automatically generates a brief report of the attacks. This 
solves the problems of cost, man-engagement and management of reports. 

1.4 Objectives  

This project is based on the concepts of Computer & Communication Networks 

and Network Security. One main objective of this project is to make a penetration 
testing device which should go undetected in a network. This is because detection 

of pen-testing device can cause a huge problem during intelligence or spying 

applications. A penetration testing suite will be designed for Raspberry Pi with 
attacks embedded in it. The device should also be customizable in terms of 
embedded attacks. For a specific network, user should be able to add or remove 
attacks. Our main focus is to provide penetration testing for military, intelligence, 
banking and other general applications at low cost.  
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2. BACKGROUND  

2.1 Existing Literature  

• With the advancement of technology, everything now-a-days is online. We 
have access to our data everywhere. Organizations are working in 
networks. There is inter and intra organizational data communication. With 
this advancement, the concern of data security has also increased. To check 
data security, one has to perform attack on his own network. There are 

organizations which provide these services. Now there is a competition 
among those organizations. Main concern is cost. Which company provides 
services at low cost, it is hired.  

• OSI Model is a 7 layered network model.   

1. Physical Layer: The layer responsible for communication of raw 
data (both transmission and reception) over some physical medium 
like Ethernet or Wi-Fi.  

2. Data Link Layer: The layer responsible for transmission of data 
segments between two hosts of a network.  

3. Network Layer: The layer responsible for internetwork 
communication using IP addressing.  

4. Transport Layer: The layer responsible for reliable transfer of data 
using the methods of segmentation and error, flow and congestion 
control.  

5. Session Layer: The layer responsible for establishing and managing 
a successful session for communication between two hosts in a 
network. 

6. Presentation Layer: The layer responsible for data formatting, 

compression, encoding and decoding so that it becomes easier for 
application to understand and process it.  

7. Application Layer: The layer responsible for providing a high level 
user interface. 
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Figure 1: OSI Model 

• Attacks can be embedded in a device for auto operation. Once installed and 
initiated, pen-testing device can perform attacks automatically.  

• Raspberry Pi can be controlled remotely over a wireless connection (Wi-
Fi/4G Dongle) by any laptop.  

2.2 Use of Existing Literature  

• If we could control our device remotely, it could decrease our cost. And if 
this device is a Raspberry Pi, this cost will reduce to just $50.  

• If we see the OSI model, Network Layer assigns IP address to the device. 
Working on data link layer will not assign IP address to the address. This 
property can be used to make a device go undetected in a network. This is 
very important in intelligence based applications and spying.  

3. REQUIREMENTS AND SPECIFICATIONS  
  

3.1 Raspberry Pi  

Raspberry Pi 3 is the device which we will be using in this project. Following are 
the specifications of Raspberry Pi:  

• CPU: 1.2 GHz quad-core  

• 802.11n Wireless LAN  

• 1GB RAM  

• 4 USB ports  

• 40 GPIO pins  

• Full HDMI port  
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• Ethernet port  

• Combined 3.5mm audio jack and composite video  

• Camera interface 

• Display interface 

• Micro SD card slot  

• Price: $35  

Availability of Ethernet Port and Wi-Fi card make us able to pen-test both wired 
and wireless networks. For in-line connection, USB port will be converted to 

Ethernet port using standard USB to Ethernet converter.  

 

Figure 2: Raspberry Pi 3 

 

Figure 3: USB to Ethernet Converter 

 

 

3.2 Linux-BackTrack (Kali Linux)  

Kali Linux is an open source, Debian-based Linux distribution designed specifically 
for Ethical Hacking, Pen-Testing and Security Assessment. It contains hundreds of 
tools used at different steps in Ethical Hacking, Penetration Testing or Reverse 
Engineering in case of a security breach in a network. 

On 13th March, 2013, a complete rebuild of Linux BackTrack was released in name 
of Kali Linux which adheres completely to development standards of Debian. 

Kali Linux has following key specifications:  

Nearly 700 Pen-Testing tools: Kali Linux contains almost every tool needed to 
perform any type of activity on a network. If you want to perform just 
reconnaissance or you are planning a full fledge attack on network, Kali Linux has 
got your back. It will provide you with a variety of tools for your need. 
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Free of cost: Best point of Kali Linux is that you do not have to pay for anything to 

use. Even it contains many (free) tools from other platforms which are charged for 
their using them.  

Open source: Kali Linux is Open Source! Which means it has a development tree 
available. If you want to tweak or rebuild different tools for your specific need, 
you are good to go. You can find all the code which goes into Kali Linux. Isn’t it 

awesome? 

FHS adhering: Kali Linux is designed to adhere completely to the FHS (Filesystem 
Hierarchy Standard) which allows you to locate libraries, files, logs, directories, etc. 

Wireless device support: Among other great specifications, there is another! It has 
been designed to support a huge variety of wireless devices. It comes compatible 

with a good number of hardware and supports a variety of USB and wireless 
devices. This property completely adheres to Linux standards.  

Custom kernel: Kali Linux’s kernel has patches of injections so that the 
development team can easily do wireless assessments.  

Securely developed by trusted individuals: The team responsible for 
development of Kali Linux is a trusted group to use packages and repositories. All 

of this is done in a proper secure environment using multiple secure rule set.  

Everything is signed: Each and every tool plus package is signed by the individual 

or team who is responsible for its development. In addition to this, all repositories 

are also signed by developers. This means you can easily use every package and 

tools without any fear of being harmed. 

  

Support for different languages: As a pen-tester can be from anywhere from the 
world and can be speaking any language, therefore, Kali Linux provides support for 
different languages so that the individual using it may be able to operate it in 
his/her native language.  

Support for ARM: Kali Linux is not limited to your laptops and computers only. It 
also has a wide range of support for ARM based boards like Raspberry Pi and 
BeagleBone Black which are more inexpensive and perform just like any other 
computers. ARM installations of Kali Linux have all tools included in them.  
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4. METHODOLOGY  
  

4.1 Basic Penetration Testing  

Following is the basic methodology which is employed while doing penetration 

testing:  

 4.1.1 Establishing Goal  
This is the first and basic step of penetration testing. In this step, you decide 
what you want to do. A proper baseline of penetration test is defined in this 
step. All of the do’s and don’ts of pen-testing procedure are agreed between 
parties. What type of test would be performed i.e. Back Box, White Box or Grey 
Box. What will be provided to pen-tester and what will pen-tester give back to 
organization. What methodology will be employed? How it will be performed? 
Which port, processes and applications will be scanned? In short, a proper 
documentation of goals to be achieved in pen-testing is prepared on the base 
of which, further process is performed.  Identifying gaps in security. 

 

4.1.2 Reconnaissance 

In this step, a proper scanning of the network, application or any other target 
is done keeping in view all the limitations defined in first step. All necessary 
data is gathered about the target. Reconnaissance can be active or passive. 
One can directly scan the target to gather data or use other sources to get all 
required information. This is most important step among all. This is because, 

chances of successful pen-testing increase with increase in information about 

the target. When you know more, you can exploit more. This step gives 
vulnerabilities of the network as a result. 

   

4.1.3 Exploitation 

Getting information about all vulnerabilities in a network, there come the stage 
of actual exploitation of those vulnerabilities. In this step, target is actually 

attacked and penetrated using different tools and frameworks. If this step is 
successful, you are into the target and now you can move forward. 

  

4.1.4 Taking Control  

After successful exploitation of vulnerabilities in the target installation, you are 
into the target but what to do now? How to remain there? How to move 
forwards. For this, different activities like making backdoors, escalating 
privileges and gaining administrative rights are performed on target. This gives 
full control over the target.  

 

4.1.4 Pivoting 

Now you have full control of one process, node or host in target. Next step is 
to move forward. This is somewhat easy as compared to steps earlier as you 
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are a part of target now. Now other hosts are tried for pen-testing and a full 
control is tried over them. 

 

4.1.5 Reporting 

After the completion of penetration testing, a proper report of it needs to be 
generated. The organization is told about all vulnerabilities in the target. It 
covers detailed information about target, its vulnerabilities, risks and methods 
to mitigate those risks. This step is as vital as any other step in the process.  

 

4.2 Remote Penetration Testing  

Following will be the methodology which will be employed in our Remote 
Penetration Testing Toolkit:  

• The Penetration testing Toolkit will be installed inline or standalone in a 

network to be pen-tested. In this way, it will capture all of the information 

exchange and will penetrate into the network. It will be working on Layer 

2 of communication model which is Data Link Layer.  

• Remote Penetration Testing Toolkit will be implemented on Raspberry Pi 
and controlled through secure shell by a Command and Control Server.  

• Linux will be the platform used for Pen-testing.  

• Once initiated, it will perform security assessment of network using pre-
defined exploits.  

• At the end, a brief report will be generated.  

 
 

 

Figure 4: Network Diagram 
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Figure 5: Raspberry Pi and C&C Server 

 

 

 
Figure 6: Installation Script for Pen-Testing Suite 
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Figure 7: GUI for Pen-Testing Suite 

5. ATTACKING TOOLS  

Following attacking tools have been embedded in the penetration testing suite for 
Raspberry Pi. These attacks are customizable for a given test.  

5.1 Kismetl 

Kismetlis anlopenlsourcelwirelesslnetworklanalyzer 
runninglunderlthelLinuxlsystems. Itlis ableltoldetect any 802.11 a/b/g 

wirelesslnetworkslaround it. 802.11 a/b/g protocolslare WLAN (WirelesslLocal 
ArealNetwork) standards. Kismetkdetectslnetworks bylpassively 

sniffinglproviding it the advantageslto discover thel"hidden" 
wirelesslnetworkslandlbeing itselfl undetectable. Thelkismet programlis 
composed lby a serverlcalled "kismet_server" and alclient "kismet_client" 
whichlcanlconnect to manylservers. 
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Figure 8: Kismet 

 

5.2 Aircrack-ngl 

Aircrack-ng  lisl a lcompletel suite lof ltools ltoassess lWi-Fi lnetwork lsecurity . 

All ltoolsl arel commandllinelwhich allowslfor heavylscripting.  It 
workslprimarily Linuxlbut alsolWindows, OS X etc. 

Itlfocuses on differentlareas of Wi-Filsecurity: 

Monitoring:Packetlcapturelandlexportlofldataltoltextlfileslforlfurtherlprocess
inglby thirdlpartyltools. 

Attacking: Replaylattacks, authentication, fakelaccess pointsland otherslvia    
packetlinjection. 

Testing: CheckinglWi-Fi cardsland driverlcapabilities (capturelandlinjection). 

Cracking: WEPland WPAlPSK (WPAl 1 and 2). 
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Figure 9: Aircrack-ng 

 

5.3 Nmapl 

Nmapl(“Network Mapper”)lisla freeland open sourcelutilitylfor 
networklexplorationland securitylauditing. Nmapluses rawlIP packetslin 

novellways toldeterminelwhatlhostslare availablelon thel network, 
whatlervices (applicationlnamelandlversion) thoselhostslare offering, 
whatloperatinglsystems (and OS versions) theylarelrunning, andlwhatltypelof 

packet 
filters/firewallslarelin;use.Itlwasldesignedltolrapidlylscanllargelnetworks,butl
worklfineagainstlsinglelhosts. Nmaplruns onlall majorlcomputer 
operatinglsystems, andlbothlconsole andlgraphicallversionslarelavailable. 

 

 
Figure 10: Nmap 
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Figure 11: Output file for Nmap 

 

5.4  Dsniffl 

Thelabilitylto accesslthe rawlpackets on alnetwork interface, hasllong beenlan 
importantltool forlsystem and networkladministrators. 
Forldebugginglpurposes itlis oftenlhelpfullto looklat thelnetworkltraffic 
downlto the wirellevel tolsee whatlis exactlylbeing transmitted. Dsniff, 
aslthelnamelimplies,islalnetworklsnifferlbutldesignedlforltestinglofldifferentls
ort. 
 

 
Figure 12: Dsniff 
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5.5  Netcatl 

Oftenlreferred tolas a Swisslarmylknifelof networkingltools, 
thislversatilelcommand can assist youlinlmonitoring, testing, 
andlsendingldatalacrosslnetworklconnections. Netcatlislnot 
restrictedltolsendinglTCPlandlUDP packets. Itlalsolcanllistenlonla 
portlforlconnectionsland packets. Thislgiveslus thelopportunityl tolconnect 
twolinstances of netcatlin alclient-serverlrelationship. 

 

 

l  

Figure 13: Netcat 

 

5.6  Wireshark 

Wireshark is famous traffic analyzer which functions in Deeplinspectionlof 
hundredslof protocols, withlmore beingladdedlall theltime, forlLive 
capturelandlofflinelanalysis, for Standardlthree-panelpacket browser, 
forlCapturedlnetwork datalcanlbe browsedlvia a GUI, orlvia thelTTY-
modelTShark utility, RichlVoIP analysisland Capturelfileslcompressed 
withlgzip. 
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Figure 14: Wireshark 

  

5.7 Tcpdumpl 

Tcpdumpl is a commonlpacket analyzerlthat runslunder thelcommandllinel . 
Itlallows theluser toldisplay TCP/IP andlotherlpacketslbeingltransmittedlor 
receivedlover a networkltolwhich thelcomputer islattached. Distributedlunder 
thelBSD license. TCPDumplallowslyoulto filter networkltraffic 
forlusefullinformation. 

 

 
Figure 15: Tcpdump 
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5.8  Netmaskl 

Netmask is another simple tool which makes an ICMPlnetmasklrequest. 
Byldetermininglthe netmasks oflvarious computerslon alnetwork, youlcan 
betterlmap yourlsubnetlstructure and inferltrustl relationships.itlis a 
generationlandlconversionlprogram. Itlaccepts andlproducesla 
varietyloflcommonlnetwork addressland netmasklformats. 
Notlonlylcanlitlconvertladdress and netmasklnotations, butlit willloptimize 
thelmasks tolgenerate thelsmallestllist oflrules. Thislis verylhandylif 

you'velever configuredla firewalllor routerland somelnastylnetwork 
lladministrator.  

 

5.9  Ettercapl 

Ettercapl is a comprehensivelsuite forlmanlin the middlelattacks. It 
featureslsniffinglof livel connectionsl contentlfilteringlon thelfly andlmany 
otherlinteresting tricks. Itlsupportslactive andlpassive dissectionlof many 
protocolsland includeslmany featureslfor networkland host analysis. 

 

 
Figure 16: Ettercap 

 
 

5.10 Dnstracerl 

Dnstracerldetermineslwherela givenlDomainlNamelServer (DNS) getslits 

informationlfrom, and followslthelchainlof DNSlservers backlto 
thelserverslknowsltheldata. DNSTRACERlisla 
DNSlInformationlgatheringltoollwhichlextractlunique DNS information which 
none other DNS tool does. It actually shows how the DNS request is processed. 
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Figure 17: Dnstracer 

 

5.11 Fpingl 

Fpinglis alpingllike programlwhich useslthelInternetlControllMessagelProtocol 
(ICMP)lechol requestlto determinelif a hostlislup. Fpinglis differentlfrom 
pinglin that youlcan specifyl any numberlof hostslon thelcommandlline, 

orlspecify a filelcontaininglthe listslof hostslto ping. Insteadlof tryinglone 
hostluntillit timeoutslor replies, fpinglwilllsendloutlalpinglpacketland 
movelonltolthelnextlhostlinla round-robinlfashion. Iflalhostlreplies, itlis 
notedlandlremovedl fromlthe listlof hostsltolcheck. Ifla hostldoes notlrespond 
withinla certainltime limitland or retryllimit itlwill belconsideredlunreachable. 

 

5.12 Hpingl 

Hpinglis alcommand-line 
orientedlTCP/IPlpacketlassembler/analyzer.Thelinterface is inspired tolthe 
pinglUNIXlcommand, butlhping isn’tlonly ablelto sendlICMP echolrequests. 
Itlsupports TCPl ,UDP, ICMPland RAW-IPlprotocols, hasla traceroutelmode, 

thelabilityltolsendlfiles betweenla coveredlchannel, andlmany otherlfeatures. 
Hping waslmainly usedlas alsecurity toollin thelpast. Nowlhping is;used 
forlFirewallltesting, advancedlportlscanning, Network ltesting, 
usingldifferentlprotocols, TOS, fragmentationland Advancedltraceroute, 
underlall thelsupportedlprotocols. 
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Figure 18: Hping 

 

 

5.13 W3af   

w3afl(weblapplication attackland auditlframework) islan open-
sourcelweblapplication securitylscanner. Thelproject providesla 

vulnerabilitylscanner andlexploitation toollforlWeb applications. 

Itlprovideslinformation aboutlsecuritylvulnerabilitieslforluselin penetration 
ltestinglengagements. Thelscannerlofferslalgraphicalluserlinterfacelandla 
command-linel interface. 
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Figure 19: W3af 

 

6. SCOPE  

• Testing Security Controls: Penetration test tells us whether our system or 
network is exploitable or not.  

• Ensure System Security: If we see any flaw in our system security, we can 
overcome that flaw in order to ensure system security.  

• Prevention from Data Breach: Overcoming security flaws will prevent 
breach into our data by the hacker.  

• Banking and other networks: Banking networks are most threatened by 
hackers. Pen-testing of banking networks will ensure their security.  

• Spying: One of main scopes is spying of enemy’s networks. Raspberry Pi is 

a very smart device. It can be hidden anywhere in the wires of network. 

Pen-tester will be at home monitoring enemy’s network.  

 

7. FUTURE WORK 

This project covers the problem of cost and movement of manpower. Once 
installed in network, penetration tester has to launch attacks manually. This 
can be automated by writing a script by which device would be able to 
automatically scan, enumerate, exploit and report the network vulnerabilities. 
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Appendix A 
 

9. Script for Install.sh 
 
 #!/bin/bash 

#A Raspberry Pentesting Suite 

 

echo "" 

 

# Verify we are root 

if [[ $EUID -ne 0 ]]; then 

   echo "This script must be run as root" 1>&2 

   exit 1 

fi 

 

# Verify Pentesting Suite is not already installed 

if [ "`grep -o Pentesting /etc/motd.tail`" == "Pentesting Suite" ] ; then  

        echo "[-] Raspberry Pentesting Suite already installed. Aborting..." 

        exit 1 

fi 

 

echo "            _____    ___     _       _    _     ___             " 

echo "           |_____|  / _ \   | |     | |__| |   / _ \            " 

echo "             | |   / /_\ \  | |___  |  __  |  / /_\ \           " 

echo "            |_|  /_/   \_\ |_____| |_|  |_| /_/   \_\          " 

echo "                                                                " 

echo "                  A Raspberry Pi Pentesting suite               " 

echo "" 

echo "----------------------------------------------------------------" 

echo " This installer will load a comprehensive security pentesting   " 

echo " software suite onto your Raspberry Pi. Note that the Debian    " 

echo " Raspberry Pi distribution must be installed onto the SD card   " 

echo " before proceeding. See README.txt for more information.       " 

echo "" 

echo "Press ENTER to continue, CTRL+C to abort." 

read INPUT 

echo "" 

 

# Make sure all installer files are owned by root 

chown -R root:root . 

 

# Update base debian packages 

echo "[+] Updating base system Debian packages..." 

#commenting this out... don't need it! 

#echo "deb http://ftp.debian.org/debian/ squeeze main contrib non-free" > 

/etc/apt/sources.list 

aptitude -y update 
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aptitude -y upgrade 

echo "[+] Base system Debian packages updated." 

 

# Install baseline pentesting tools via aptitude 

echo "[+] Installing baseline pentesting tools/dependencies..." 

aptitude -y install telnet btscanner libnet-dns-perl hostapd nmap dsniff netcat nikto 

xprobe python-scapy wireshark tcpdump ettercap-graphical hping3 medusa 

macchanger nbtscan john ptunnel p0f ngrep tcpflow openvpn iodine httptunnel 

cryptcat sipsak yersinia smbclient sslsniff tcptraceroute pbnj netdiscover netmask 

udptunnel dnstracer sslscan medusa ipcalc dnswalk socat onesixtyone tinyproxy 

dmitry fcrackzip ssldump fping ike-scan gpsd darkstat swaks arping tcpreplay 

sipcrack proxychains proxytunnel siege wapiti skipfish w3af libssl-dev libpcap-dev 

libpcre3 libpcre3-dev libnl-dev libncurses-dev subversion python-twisted-web 

python-pymssql iw mc zip links w3m lynx arj dbview odt2txt gv catdvi djvulibre-

bin python-boto python-tz pkg-config 

 

echo "[+] Baseline pentesting tools installed." 

 

# Remove unneeded statup items 

echo "[+] Remove unneeded startup items..." 

update-rc.d -f gpsd remove 

update-rc.d -f tinyproxy remove 

update-rc.d -f ntp remove 

#apt-get -y purge portmap 

#apt-get -y autoremove gdm 

apt-get -y autoremove 

echo "[+] Unneeded startup items removed." 

 

# Install wireless pentesting tools 

echo "[+] Installing wireless pentesting tools..." 

aptitude -y install kismet 

cd src/aircrack-ng-1.2-rc1 

chmod +x evalrev 

make install 

cd ../.. 

airodump-ng-oui-update 

echo "[+] Wireless pentesting tools installed." 

 

# Install Metasploit -- Note this will require changing the default RAM allocation  

echo "[+] Installing latest Metasploit Framework..." 

aptitude -y install ruby irb ri rubygems libruby ruby-dev libpcap-dev 

mkdir /opt/metasploit 

wget http://downloads.metasploit.com/data/releases/framework-latest.tar.bz2 

tar jxvf framework-latest.tar.bz2 -C /opt/metasploit 

ln -sf /opt/metasploit/msf3/msf* /usr/local/bin/ 

echo "[+] Latest Metasploit Framework installed." 

 

# Install Perl/Python tools to /pentest 
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echo "[+] Installing Perl/Python tools to /pentest..." 

cp -a src/pentest/ / 

chown -R root:root /pentest/ 

chmod +x /pentest/cisco-auditing-tool/CAT 

chmod +x /pentest/easy-creds/easy-creds.sh 

chmod +x /pentest/goohost/goohost.sh 

chmod +x /pentest/lbd/lbd.sh 

chmod +x /pentest/sslstrip/sslstrip.py 

echo "[+] Perl/Python tools installed in /pentest." 

 

# Install SET 

echo "[+] Installing latest SET framework to /pentest..." 

git clone https://github.com/trustedsec/social-engineer-toolkit/ /pentest/set/ 

cd src/pexpect-2.3/ 

python setup.py install 

cd ../.. 

echo "[+] SET framework installed in /pentest." 

 

# Update motd to show Raspberry Pwn release 

cp src/motd.tail.raspberry /etc/motd.tail 

#Update motd for pi user to show Raspberry Pentesting Suite release 

cp src/motd.tail.raspberry /etc/motd 

 

# Install Exploit-DB 

echo "[+] Installing Exploit-DB to /pentest..." 

mkdir -p /pentest/exploitdb 

cd /pentest/exploitdb/ 

wget  http://www.exploit-db.com/archive.tar.bz2 

tar -xjvf archive.tar.bz2  

echo "[+] Exploit-DB installed in /pentest." 

 

echo "[+] Setting default RAM allocation (disabled!)" 

echo "[!] If your RPi board only has 256MB ram please set split to" 

echo "    224/32 using raspi-config." 

#cp /boot/arm224_start.elf /boot/start.elf 

 

echo "" 

echo "---------------------------------------------------------------" 

echo "Raspberry Pentesting Suite installed successfully!" 

echo "---------------------------------------------------------------" 

echo "" 

 

 

echo "[+] In order for the new RAM allocation to take effect, we must" 

echo "[+] now reboot the pi. Press [Ctrl-C] to exit without rebooting." 

echo "" 

read 

reboot 
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Appendix B 
 

10.  Script for Uninstall.sh 
 

#!/bin/bash 

# A Raspberry Pentesting Suite 

 

echo "" 

 

# Verify we are root 

if [[ $EUID -ne 0 ]]; then 

   echo "This script must be run as root" 1>&2 

   exit 1 

fi 

 

echo "            _____    ___     _       _    _     ___             "  

echo "           |_____|  / _ \   | |     | |__| |   / _ \            " 

echo "             | |   / /_\ \  | |___  |  __  |  / /_\ \           " 

echo "             |_|  /_/   \_\ |_____| |_|  |_| /_/   \_\          " 

echo "                                                                " 

echo "          === Raspberry Pentesting Suite UNINSTALLER ===        " 

echo "" 

echo "----------------------------------------------------------------" 

echo " This UNINSTALLER will remove the Raspberry Pwn pentesting      " 

echo " software suite from your Raspberry Pi.                         " 

echo "" 

echo "Press ENTER to continue, CTRL+C to abort." 

read INPUT 

echo "" 

 

echo "[+] Removing baseline pentesting tools/dependencies..." 

aptitude -y remove nmap dsniff netcat nikto xprobe python-scapy wireshark 

tcpdump ettercap hping3 medusa macchanger nbtscan john ptunnel p0f ngrep 

tcpflow openvpn iodine httptunnel cryptcat sipsak yersinia smbclient sslsniff 

tcptraceroute pbnj netdiscover netmask udptunnel dnstracer sslscan medusa ipcalc 

dnswalk socat onesixtyone tinyproxy dmitry fcrackzip ssldump fping ike-scan gpsd 

darkstat swaks arping tcpreplay sipcrack proxychains proxytunnel siege wapiti 

skipfish w3af libssl-dev libpcap-dev libpcre3 libpcre3-dev libnl-dev libncurses-dev 

subversion python-twisted-web python-pymssql git mc zip links w3m lynx arj 

dbview odt2txt gv catdvi djvulibre-bin python-boto python-tz 

 

echo "[+] Removing wireless pentesting tools..." 

aptitude -y remove kismet 

cd src/aircrack-ng-1.2-rc1 

make uninstall 
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cd ../.. 

 

# Remove /pentest 

echo "[+] Removing /pentest..." 

rm -rf /pentest 

 

# Restore original motd 

cp src/motd.tail.original /etc/motd.tail 

# Restore original pi user motd 

cp src/motd.tail.original /etc/motd 

 

echo "" 

echo "---------------------------------------------------------------" 

echo "Raspberry Pentesting Suite UNINSTALLED successfully!" 

echo "---------------------------------------------------------------" 

echo "" 

exit 1 


